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SPECIFICATION

DIGITAL RIGHTS MANAGEMENT USING NETWORK TOPOLOGY TESTING

SACKGROUND OF THE INVENTION

1. Fleld of the Invartion

The present fwention rslelss o 3 method and system for controliing
dialthution of gw sopyrighied materied overa broadhand connection, based on
a vetalinination of netwark &p gs&g}y betwsen the soufce device and 8 receiving

2. {escription of Relatad Ad
Rﬁsmi devaloptiens ip &ay*saéfba‘né, tachnology have efabled costaffscive
dHstrivution of high-valug cortent ovér & broadband natwork, Hoth loesliy .ang
motely, For sxample, the moreasingly wide svaliabilily of “plug-andplay’

\

mchniology afiows a Drogd ratige of consumer slectionio devices o be sastly
conmected into dighal calile networks. The setiop boxes of the past might thus be
converfed info distribution nodes of & bioadband network, However, fHesg
fnoreases 1 efficlency of brogdband communitation, along with the growing

uiization of networked systems in and between homes, offices, ard other

cca?ta*& Have algo horeasad ihﬁ: threat-of remote redistributicn of digitel corlent
from paving 1o non-paving oliends vis the broadband connection. Fear of ilsgal
and rampant copying and re-distdbution of digital confert over networked systems
MaY prevan W TV ard movie grovidars from ullizing this methed of iransmission for
their content. 1 order o iske azﬁvamaee: of broadband distibution, new content
profestion and copy management systems shouid enswre the content canniol be
redistribuiad fo another cuslomer of another ot aiém'z ysing 8 broadband
alsiribution nalwork,

N

Himay 8180 be ﬁe&éﬁaﬁia e meva;‘%% cizg; &l content from ﬁﬁis@g rescisiributad
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i

distribuiad iy dighal form, Traditional business models regarding lderging and
gistributing confert ovef & brogdeast network sy fypically based on location o

gosgraptic ares. TV i& loensed on o conditional access moddel, avooidinig fo

i}migna’{aﬁ Market Areas (DMAS) which are based.on Niglsen defined gengfaphic

régions. For syampig, d Los Angsles ielevision station & not oensed fo broadeast

8 f*é&saﬁs«“;s‘w‘ audisnce. Pay-pervisw lelevision alse hes rules defining imited

rights fo contant based on geogfaphic scops, suoh as o subscriplion ivffed fo 3
hpuse or fo homes within & spacific region.

R

fers re-brosdiasting or redistribution of a contént signal dvel a broadbsnd

e

network sy nod require any sopyiby of content. Thus, fradiional copy-protection
methods focused on preveniing copying of the content may ot e&am&:&%y prevent
‘f@iﬁﬁi’%i}iﬁii}f‘: or rebroadesst of such sontent.

it is desirable, therefore o provide & method and systerm for determining
with reasonalile condiderics a relglive m:sxsmzwisf any rohworked devite recalving
copyrighted dighal conters ovar a network, ¥ s firther desiiable fo make use of
information regarding 8 nelworked device's relative proxin ?1@' Qi OF fywwe wher

netvoried devides it &

o]

yitamy for digital rights mensgement,

SUMMARY OF THE INVENTION
The presant Invention providés a system and method for contrplling

s

distribution of copyrighisd digtal content base on & delermination of network
opology befwean & soursk Jdevice and receiing device. The opological

f?ﬁi’i’&":&“ﬁim can then be used o delermine whethsr the rocelving device &

i1 an embodimet of the nvention, information conceming intervening

network fopologies may be delermined from messages sxchanged between &

fransmailling and g e givéré;g device. Topology indicative of relative praxifily may

be determined by detecling spscific network components nstafierd bebween two
devicss: hubs, swilches, routers, hunnsls, VPN gateways and othe network

duvinss.
Natwork componsntd may be delected. by sandin g spectie, welloraftad

nackels that are processed differently by different compotients. Far axampls,
packets with s valid layer? MAC hoader but nvalid Tayer-S Network header will
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Ve retrarsmitted by switches but not by roulers, Often, switchss and hubs are
wssd i looal, bvhome hetworks, whils routers ahd VN gatewsys are used In
wide-ares fobvorks JVAN'S), suwh as the intemet an embodiment of the

invention, therafore, msﬁemi may be resiricted or Qisiributed depending on

LA

w‘?ﬁaﬁ%gm or nel & rouler or VPN galeway s detecied betwean the source davics
and & receiving device.

The usé of wellorafted packels: provides advantages over aliemative
mathods of defermining network topoiogies, and may provide more robust and
pracival methads for delecling network Somponents and detennining rélative
¢ piowimity, For sxample, pinging or port scanhing network atidrasses can only

b

X

m\‘m ompanents that are configured fo respond to pings or port soans, ot oan
{ determing w&és%a Lompingnis dfe usad o transmit raffic b

ghvesh fwo end

m«:

:3*3 s, Network sniffing can be used fomonitor sach network segment for routing
¢ managenent protocols, such as RIP, *"*8?«‘? BGP, 8NMP, RGP, COMP,

HERP, YRRP, 8T8, gnd so forth. However, such monftadng reaulres & nabwork

Pty
(541

sriffing cumponent (o be instalied on-each netiark segment, Wwhich iz infeasible
for s **::i@»«ama networks such a8 e Infernet, and will not detect the majority of
swilchas, VFN davices, or sialically-configured roulers. A futher technique
fransmily packsts with & small Sme-lo-live (TTL) valug, such &8 1. This typs of
20 packel Wil hounce when I encounters & router, but this techaique canndt be usad
to detect switches, VPN's and other forms of network encapsulation. Wel-crafien
vackels may overcome Wess lmitations by more offectively dels armaining the
presence of gedain selwork components and obvigte the nsed Yor snffing
components.
25 iy an smbodiment of the wention, a sasgmm& of well-crafted packages
gy be Yangmilfed, soms or ea of which may resulf In 8 refum package of

he

§sa§sd:$§§a§f;& Fwe or vore of the padkages may be orafted {o respond: differently fo
different nebwork vomponerds. The response of the nelwoerk i the sequence of

gackag@& 5 “@ f@{{'mﬁg more detafisd or more acourate nformation thayy can ba
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n asﬁ amm&mmé of the invention; & key component & provided in &
package that i orafsd so g8 fo not b Haneritted wey prohibited network

fopologies. Fof examble, & peckage may be orafted o that f cannot be routed
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gsing 8 voulsr or VPN ga&eway The key w%mm,;v may comprisg aﬁy“

gxaings; 8 @}as{y; fion key o ;}as’*&&%ré, n the a?tematﬂsa of in addifion, any
portisn of the controlied content may be aramitted i packagss that wdll not be
rutad or cthenwise not delivered using prohibited devices.

i an embodiment of the bwention, relative previmity betwesn helwark
devices may bs computsd, withowt regard for gengfaphic proximily. For sxample,
Harowler or VPN gateway is deledted belween a sawes and “ﬁ?‘"’iﬁi@é’if device, the
nordent may ba restricked from the reciplend devics, regardiess of gsogrephic
distance belwesn the sowce and the feciplent in ofher embodidents, some
combrination of ssifmated geographic proximity and refative nelwork proximily may
he used to deterine sfighilty fo recelve content.

Charasteristics of certalt topographies, ncluding for example »re&;;m@es 0
well-orafied pachages or ypical tansmission Himgs, may be storad In & sscurs,
updateable tehie. THe fable niay be consulled i fisd of, & b mas‘ém e
perfoyming e svaluation of relative prosimity immediately pfior to transmitting

3

controfied sontent. information in the fable may be updated periodically,

A reore fomplste (ndersfanding of the relative proximitydetenmining
method will be afforded to those skilled in the aﬁ: as well a3 & rsalization of
addiions! sdvantages and obiects thefeof, by a consideration of the fuliowing

detalted deseripfion of the praferrad embodiment. Reference wi i be made o the

E

appended shaets of drawings whichwill first be dasoribad briefly.

BRISF DESCRIPTION OF THE DRAWINGS

Fig, 1 138 Yook diagram showing an exemplary sysism according to the

Fig, 2 is a'flow chart si'gawi'ﬂg sxamplary sleps of a mathdd for preventitg

2 ¥

unauthozad sooess 1o ocupyrighted digital Infosmation.

Fig. 38 8 flowe zﬁﬁ.snmyiﬁg sxemplary steps of 8 method for preventing
unauthorized access o copyrighted digitad Information, scconding fo-an allsrnative

Fig. 4 52 flow chashowing ékesﬁ;:&%&zf«; stebs of & method forevaluating @
Hransmisiion pigh a‘f&{}sﬁ:sgg the invention
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iy

Fig. §is & fow chart showing exemplaty sleps for ciroumant tng a oigital
sights mariegetnt methed basad on topology testing.

DETALED DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention prvides 8 methed and system for defermining the
geographic iocation of g network devics, . oF relative proximity of & interconnenied
devices, and use of such information for digital rights ,aaﬁag&meﬁi over a
netwink, that overcomes the fimitstions of prior art. In-the dedslled desaription that

follows, fike slement numerals aw used fo desurbe fike slements appeating in

Fign 1 shows a systown 100 comprising a wide area nelwork 102, such a8
the ftemel, arnd an sxemplary loval area network 108 connscled o WAN 102,
Loval area natwork 108 may comprise various components s, al loast one of which
s used for viewing o Hetaning & éw‘ia; contard: such a5 mbvles, %wgsseﬁ o

radio programs, music, electronis b‘agii&.“;}hamgfapﬁs o am«‘ sther condent such

‘a8 may be put in digital form and distributed wzﬁmem Systeirt 100y
coropriss 8 server 104 conngatad fo LAN 108 vis WAN 102 for distribution of

digltal cordent. In the. cs%;es‘natw . of in addiion, digital content may be provided 1
LAN 18 from :1’0;‘}%&&%@'&;‘%{@@ sources, for example, DVD o OO op %, al disks,
magostic mediz, salglile roueivers, cable lelevision recelvers, and so forth.
Systern 100 may furthsy mmwi&e: numerous ofber end-user devices 130,132
witieh may beoonnested In numsrous othe Ipeal dres networks such as LAN 130
nod WAN 102

B
may comprise nusnenus network comporients, for example routsr 124 and server

o

\ N L3N N . . ‘ e
! ¥ KN

{one of many shown). i shatid be appracidtad i?kﬁ%.&&‘.s{%m 160

& &

LAN 108 may comprise a varlety of differant devices for receiving, using.
storfiy, processing, of tansmiting dighal cortent, for example, persohial

compudars 118 amd H1g ms*ts”i}%& media plaver 130, display setdop boxes, digital

e
%
o
@
3
]

.,
G
;Z’

R
8
[
@
ey
0
[#21
{’,5“

vadband modem 112 orather devies by msmemin‘g
fo WAN 108 vie coppsr cabls, fiber opfic cable, wircless nondéolion, or othet

comnsction. In one ambodiment, LAN 108 comprises.a cabis ﬁﬁa‘sm or sei-top
boy (ot shown reoahd ing digital content from 3 cable of satellils nelwork. Thess

devices for reteiving, using, storing, processing of iransmitting dighal content may
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be connecled via one o more hubs, such as hub 114, In Bhe alternative, or in

agddition, devides may b conrectad in a peer-lb-peer telwork o sthet suitabde

n an smbodiment of e invention, LAN 108 may be enuinpsd with 8
Topulogy Détection for Digital Rights Matiagemsnt {é‘{}a{'}w%} device. 108, A Th-

G
z
iz

SVICE By ocomprise gy suitable device, sppliance, ¢ component, softwars,

or firmware operative o ;txez'*u i o failtate proximity detection and o Q‘i&i tights

levice, for exdinple 8 hub i'iﬁ oF 8 mm;:z.ster “E*ii: The ‘“?E)&é&&f? saﬁex!ice 108 may
nsside oy oF be assoclated wWith different nelwork devices In LAN 108, or mav he
assosiated with & single device as shown., The TD-DRM device 108 may be
software  or fimware for exsculion on genarab-purposs

;‘3’\)‘“?3‘&“"333& a8

tfa

computers, spacial-purpose sonsumiar slestronics devices, or other devives: In the
sitemnalive, or iy addion, 8 TD-DRM device may be 'lmplemenied using dighat
sis‘simnéasmfﬁ& prinfed ciroult boards, or adeptors et alfached of g indo

oy devides. All or portiong of TRLDRM device functionadl *;; may be mg)éemﬁn:aﬁ

(FPBAG) or othee slectronic snd i‘i"n;: ée:vsw% S»{}Rgs device *%3 3 may also
COMPrse B plurality of distributed comiponshts of modules that cowperale o
paform TI-DRM devics functions.

Aocording o an srbodiment of the inventioh, & digital rights  Sontryd
sohems may operate on the principle that certaln copyrighted digital content may
fis fi‘esiy distibuted within an authorized users jocel area network 108, but

-------

ﬁi&té’;miﬁsn outside of the locd! area nebwork may be Emited, grohiiied, or sulject

Yioense fess ax nesdad o protect the infemsts of the copwright
holders angd pravent copyright piracy. For sxample, cerlain cordent may be

3

purchased and fresly ysed on consumér Jdevices belonging o the user's home
ratwork, such as on the usery media display devices 122, personal sompulers
118, 118, and portable slacironic devicas 120, However, distribution of content &
another household may be prohibited. For axample, & sateliie or cable subscriber

may be permitied to view or record copyrighted content on sy davice forf parsonal

OF househiokl use, but should not be permitiad to share the content with snothse
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~3

household cperating s bwn LAN 110, norshould the stbsarber be pénmitiad In
g

&

pload digied content to & najwork server 128 Methods for using proximite
stection for dighal rights management in such contexts and for such

UsEs are

Refaring 10 Fig. 2, sxemplary steps of @ method 200 for digital rights
management using nstwork topology detection ane shown, At step 202, a faquest
o bavenit digital condent Toian identified network location is received, The muest:
may he interceptad by 8 TD-DRM davice betweerr an s‘}r;csmsatgmz davics, suthige s
computer 118, and & network conngction device 112 or other porial to WAN 403,
or anywhets within local avea nebwork 108, In the allernative, or v addiion, the
TO-DRW function may be implemented as & component of socesiory of the

erigingting device. For example, TD-DRM functionality may be implemented In
solivears usad for Yanemitling Wes to addresses within a network, such as, for
sxarmpls, s-mall software or application sofiwars fof fils transfirs of streaming
madia. Inah smbodimant of the invention, the TD-DRM function may first check s

b

tranamission regusst for copyrighted content hefore Implomenting & topology

At step 204, nelwork opology between the TD-DRM function and e
designated reciplent & svaluated Nry sending & well-crafled Information packst o
e weudient, and ovalugling 2 tesulling responss. Delsils ‘*sos‘mez*ﬁ%szg an

S *'e*;iaf‘ mathod of fopology defection are provided below In connsciio on with

"'f’!
£4

oS A stgp 208, ab eligibifity determination s made based on the res [PONSE.

£y

or exampls, § the rosponse, of lack of a response, Indicsles that the
ransmigsion pathway inthides slerdents of 8 witle ares netwarlk, then the pafh

may b deamsd §§‘§“§‘§m§§ 7 fransmission of the confarg Caﬁ\fexmig, i the

response o lack of & respomse Indicales that the fransmission pathway does not

%
.
S
jo3
1)
@,
o1
&
e
s
i#
g
W

 witde area network, thed the path mey be deemed eligibles

>figible from ef‘?“f?ﬁ?hi@ pathways, and the orflerda for

changes in.consumher behavior and the devafopment of

A glep 208, the contert iv Usnsmitied to the rédivient devics § the
ft pat thway is deemad efigible, At step 210, the content s disabisd £
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»‘

Hhe ransmission pathway s oot deemed eligihle. Disabling may compriss, for
i

g ransmission of afl or & portion of e confiolled conterd, or

Tanarnitting the comtent iy an unusable form, such a3 Fesn enceypted form without

n afternative smbodimends, saime combination of estisiated geographic
proximity ahd relative network proximity may be used i determine slighifity to

recelve content, such ae at step 204 of méthod 200. Geographic distabos may be

P

used 88 & fachy in combination with measured tranemission Jopography. For

axample, & switch may be sliowed but only if the reciplent device is within a
defined geograptic distahce of the soudres device. Miked @é%&é‘ﬁ'sé‘naﬁms using
a’eagra;}ixin distanoe as & fentor may be sppropriate for move sophisticated

anterd subsoibers with more compléx local networks. Far amm@a content may
e permiied for distibulion over an infranst on & corporate oy university compus,
but not for off-carpus distrbution.

A deleymivation of digtance may includs, for example, a ssoute Hme
fonolion to determing 2 time. st which 8 message containing 8 crvplographicaly
unigus identifier is sent fo the requesiing device. The messags may be sent vig
any ans of o vardsly of Kndwn seaure reethods of communication. The reguesiing
device raceives the message, modifies it with s own cryptographically unigue
igentifier and reliins the Message to the seulce device via 5 known seoure
mathod.of communicafion. Once the source devies receives he reply messags, i
sonfinms "*éa it is sent In résponse to the messags originally sent anid that the

oy have besh madified by the requesting davics, based on the

aniagasfe §§@s‘§€§§§&‘m; Tharr the source device measures the slapsed §ms behween

sarding the mgﬂgz message and feceipt of the reply, and uses & secure,

updatabls teble of nstwork characiaristios with the measured time to detemmine &

s*wam; shat the receiving devics ie local or closs distance, mediom distance or

' frovn the soufow devics: Based on this éaiasméwa?& of relative

distanoe and the aiiswes;:f geographic range Tor the reguested centent, the sourse
devics may either ;S&fmi’i Or gsny docesyic the requestad content,

Al miatively, the receling device may alst Use & ssowrg

ime function o siamp the message al the time I & received fom this soures.

Aevioe, ;j:}m raceéxfmg wid autlienticating the reply message, B sturds device
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¥

can sinply Megsurs the tme difforential behween he fime sent by the sourse and
the ime ?ﬁi’:@i‘@%\‘f by the receiding device. This time difference may also be tsed

,.

Wwith n*er\;,af%@ir; -mmemmg}. natwork characteristics {o delehmine the relative

franait r”ﬁe *;"'fs:r the. ?é‘??f mEssage may also be used o determing & device

oroximity
% showld be apperent thaet geographical location iz’zft;‘i?m&ﬁess ‘s“ﬂ';age" alse bé.
ablained by oer methads, for example such as descibed In the perent

Application Serial No. 10/895,030. Fusther, inan embodiment of %; ~_.\;e§§§§§m$ an

¥

sligidity estimale may be expressad in @ frobubilistic manner. For sxsmple;
here 8 o8 B5% cerlainty that the device Is efigible o receive this conter”
represenls @ simpls’ probabifistic eslimele. of eizgﬁ;“;&ii«; According ¢ ®p

8

smbodiment of hy fnvantion, g user may-define o deosired isvel of carts

g
o
o2
i,’z}

e

Hhreshold required befors aotion s taken by a sourse device, For esampls, & 95%

noe Wab a devics is eligible may be redquired, in addiion, & definition of

art e set by the sowoce device according to any desired valte of
varkous paramsters. Onos a devios iy detesmiﬁad o bs eligible, thent the source
device can parforth & transaction tHal 8 contingant on slighiily, sush as

¥

fransmiting vidso cordent.
in an smbodiment of the ivention, the step of evalusting the-transinission
; IR, 8
pathway may essentially be collapsed into the steps of ranswmiting and disabling

$

cortent, using an allemative method 300 shown in Fig. 3. In methad 200, key
porfions of the grofecied dontert are fransmiffed in 2 packags that cannot be
fransritied ower prohitied lopologies. &t infliad step 302, a request tw fransmit
fightat content to anidentified network location Is recsived. A8 T mathod 200, his
slap may be performsd &t any ;}::smt prior {0 fransmifiing content over o prohibited

fopalogy. At %*e:c 33@’%} an information packet comprising & key component of the

,

3

erypiion kay of password, is crosted and addréssed o the

*

Fo
desionaled reciplent, ”%“i“sa packel & welborafied 50 a3 to be not ransindasible by &

prohibited network compotient. For exampls, the packet may be ronwowtabls or
iude unknowr or invalid layer-3 informetion. Sucly packets will be ranamitied
by g hub toother devices In 8 local arsa network, but will not be anemissible vig

. VPN layer; of caftain types of siwifchas. Further details doficerting well
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1]

imited 1o w decrypfion Key or password, and may comprise .any ﬂ*armamr‘
-neaé;iﬁ,a:ﬁ o enable use of the controlled confert. In an embodiment of the

mvention, the prolscied content is placed entitely in well-cratied packets ag

LA

desaribed herely. However, imiting welt-orafied packets o serve as caviess of
kay componenis i befieved 4o be & more efficlent and therelfore usually more
desirable approach when the key system is adequalely senuse.

Al slep 306, the wellcrafied packst with the snabling corponent i
fransmilted 1o the deslanated rest ipiant. However, itis not receivad. by the reiplent

Ay
<
J/’,;.\
g
&
I“““’(‘-
2
and
#
=
@
@
o
3
w3
&
=

28 use of any hrohibited network devics or topology.

Corversaly, ¥ no g wa‘r*-%i}%tea devices wre wolved In the transmizsiss, ﬁm well-
§ Hs key compotant &g régeived by the iInfended reciplent

crafed packst an
l'“(,

oN

device. Sigp 308

} may s::&rm)rii*se,;&ﬁmmg all necessary parts of a key component iy
& single wallwrafied packet in the a,immm,w o than ongs weith-crafted packet

2

woen
l_j‘}

may be anemitted, each conlaining a different key cornponant of portion of a key
sompongnt. In such cage, the well-orafied packels may be confi igured o ot be
transmiliable by diferent prohiblied network devices, o that ¥ any swige of such
grohibited devicssy are ;}r went in the ranamission path, all key somponenis are
not received and e comtent tannot be used by a resiplent device outside of the:
28 ;}@*’mzi:m fopograpidoad gres.
At slep 308, any romaning portions. of the content sre fransmitied to the
renipient. Any form of packet may be used, 38 the content will not be usalils:

rdy
%z

yrdess B kay component has alsh beert recalvad, In the alemative, steps 304
ared 309 raay

ardlrely i wellorafied packets, which can b recelved only by davicss with the

.

i
¢ he omitled, and content may be transmitted entively or substaniialy

L4

permitiad looal ares Network or other permitied opologioad region.

. 3

1o defed! and evaluste the nelwork topology belween two devices, the

s,

devices may Wanemil or sxchangs g series of well-orafted packets called. tes

3

packels. Fig. 4 shows sxemplary steps of a method 400 for svaluating & nstwork
3 topography. B should be appreciated that while msthed 400 comprises
fravsmitting s seifes *i:ff tost m'ck&is. ifﬁ:‘;’ﬁmﬁmg 28 few a8 one fext ;3:3‘@%{@& it alsa

fest packals; or different fpes of test gaa&eis from hose %‘;:}m n ;?-' . & are alsn
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1l

h gﬁhe:aﬁ\f. i the altemative, or i 33&%&@%&& smg%a packels may be sent without
providing & response packst. A“twoway handshake” may be used {e test traffic In
one direction, from source A o recipient 'BY Davice A’ bagins by sending &
parfoular et gecket 108 ¥ or when B’ recelves the packst, i replies to 'A" with
a corasponding response sawi@i‘ Device Adraws no conclusions from the test

18 UnHLE recelvss ‘iﬁﬁ'f@&‘mi‘%s& packet.

A wves-way handshake”™ may be used o test Fraffic In both divections
betwesn the sourse and m,e;,;}ses Dévics *&’ bagine by sending s perticular test
patket fo ‘B H v when B receives the packst, & repliss o A" with- 3
sryTesponding “est ¢ %SS?@'&&S@"’ packet, ¥ or when ‘A receives the fest +

15 responss packel, Hosplies (078 with & corrasponding s"a&mmé@ packet, Davios N

aws 1o gonclusions from e test untll ¥ recelves the Test + response packet
anst device B draws o conclusions until € recelves the respanse pagket.

s

@ foregoing handshakes may use HMAD authenticatien,

4

¥
I
.

ther of §

vy
g
.

¥
e 2

which the two devices ‘& and ‘B shere & common HMAC oryptographic ke, The
25 iestpackels data pavisad may oonialn & nounce valus (1) encryplad usit g the
HMAC key {njuwac. The reciplent devics, i able o dewrypt the nounce, replies
with an I+ laies {or other predesignated altered nounos valus) in fHe test +
rasponse packel or e respongé packe!, sz the case may be. Cther

challengefesponss: procadures may also be sullable. Likewise, suthentication

25 may make use of PEI quthentication, In which sach of the {smi DS kﬁm?ssrtha other
devioss” public key bt not the privale key. The dals packels contain 8 nounce
value or afiered nounce valus according tothe ﬁr@égéﬁgmf@h challengefrespongs
protoogd, which ars devtypted by the raciplont devics using the PRI public key.

Test packels may cordsin @ copyrighted work followed by s sggzyﬁgﬁi
3G notios For m:s*mg*iﬁ “Haiky, | hate you. You're so hard o do. © 2003 Author

%,

uhkrown” The oopyd gﬂ notice and work may be defined inthe heads

=,
3
%
-
%
el
4
-~%

than i the date (eyer 7) portion of the packet. Thus, the topyrighted work may b

&

raate part of the est prolocol Rsell & device Mgy check the validiy of & lsst
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;}ggke% by checking the valus of s copyright wor ks and asficy agal ffist an
expested vaiue, The devics may require @ Hicense By the wm«m%ﬁ holder 1o
lagally copy or relransmit the packet: This may inslude mimansivission by routers,

v

3

VPN gateways and olher nastwork compenents. In the allemative, o in addition,

’Ji_

copyrighted works may be provided in the data portion.of the packet only.
Fig. o Hlustatey s deductive method by which specific ngtwork cofmponenis

o

3

can be detbuded. The flustrated sleps may be performed inaniy opérstive order,

é

and may e combingd i fower %%;;ﬁn the Hustrated number §s:~ wepe.- Al step 402,
. . .

network connectivily s tested by exchanging goy form of standard netwesk

o

*

W communication, such a8 a ping packet according to TOPAP (e, & TCMP

RequestReply packet), a Netware ping packet, or an Applelalk ping packet. Other
| profvcols and commumications ey includs UDP  datagrams, TOP
handshake, IPXIEPX, NetBEU, and so forth. i a refurn packst is not recelved,

then the devices arg {ﬁSQQQFﬁCL@‘@} or-separatad by & frewall, Devices that afe

>
£
5
&
o4
i
2,
§§;
h
?g

ewall may be deémed 0 reside it diferent local ervironments,
and immsméssf anof content betwesn different el networks may be generally not
desirabis i corfemplated DRV schemés. Hence, ot steps 404 and 408, sontent is
restricted or disabled ¥ lesly Indicate. that 2 valid sonnection s not present
veiwasht e source and recipient devices,

20 AF slop 408, o test for 3 rouler of VPN galeway may be performad by
exshanging test packels using a nonvroutable protocul, such as. for example, UDP
broadessts, NetBEUL or Applstalk, Routers do ot retranemit these test packels
ytdess specifivally configursd to do s, and such packets therefwre cannot be

eas N

transirtited soross & masshe public wide ares nebiork such as the intsmef

25 Swilches and hubs, In comparieon, generally ahvays ramamit these est packets,

-

3

VPN gateway can be configurad sither way, and may refranemit thess packets
asross the intemet using pro sébx”ﬁ*@@ﬂcaﬁsw&"imﬁ,

=S

\'

hevefore, 5 test for rouders and VPN giteways may, in the aifernative orin
addition o s'gmmram*ez%‘s‘ié packets 8 describsd above, sompriss exchienging

30 packets having unknown layet-8 netwotk profocols. Twio axamples of test packats
using unlhohn laver? nelwoark protony ale are provided below:



in

e
4

. ,.,(
Lo

RV A
L&y

WO 2007/056659 PCT/US2006/060474

i3

x4 Using Etherpet Wrame

Bytes 0.5 Destination MAC address

Byies 819 Source MAC address.
Byles 12113 Protopal nivnber OxCBRC
Svies tdn Copyright works and notios.
Sylss nvteng Layen? data field

E£x & Using 8032 L Fame
Ryies 0:5 Destination MAC address
Bytes 81114 Sotros MAD address
Sylee 1213 Packet length
Byt 14 OxBC
Syl 15 IxOR
Hyie 18 OFF
Byies 170 Copyright works and notice
Byles et tisnd Layes7 dals fleld

These tost packets will be rel ramsinitied by hubs and swilches, but nob by

routers and VEN gateways. The second exampls is likely 10 be the most effestive

in deteoting routers and VPN grﬁeway& that are configured 1o fetrumil 83 many

swama method for detecting soulers comprises sxchanging test pachets

rebwirk or franisport faver such a8 the 18-b#
headsr checkaum of gn 1P packsd or the 18-bit TCP or UDE packet, respectivaly.
Simflar frvalld checksume may be used for the natwork. {laver 2} a”«:ﬁ fransgort
lmyer 3) layers of oiher profodols, including but not mited 1o Netware SPXAB X,
AppiaTalk, SN&, and other protocols.

& sleps 410 and 308, ¥ s router or VPN gateway s detecled, the content
gy be resirictad {3;* ; \z;%esi:»%m::i, as e fransmission iy Hkely o valve we. of the
interns! 10 @ remote oation.

At step $12, 5 tost fora high-end corporate switeh mway bg petiormead. More
sophistivated switches as used In corpovaie networks. oflsn validats the QRO
checksum & the Elhernet frame. Therefors, 1o test for sudiches with walidation

capabiities azs packet with ah invalid ORC checksum may be used. A routsr,
VPN gateway, and validaling switch will reject these test packets, while & less-
scw;*sﬁ*m*ssﬁ switch, such &s & consumer-grade switeh of Fgly, will rotransmat

flem. Al steps 414 and 408, content & resiricted i a coroorate {eheickaum

¥
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validating) switeh s dedected. If no corporate switch is datested, tontent iay be

wrovided o the reciplent device ot step 420, Inthe allemative, an additions! laver
of testing may be perfarmed at slep 418,

Tasting for & switoh ai siop 418 may be parformad by gxohanging packely
characterized by a parial or invalid layerd frame, or a unicast packet sddressed o
the ‘iﬁ’&‘§’§&i‘¥§§:‘i§§§"§§ device, such that § would net be rowged sross & swilch

& pas

Ex. & invalid Ethermet § frame..
Byies 15 Soirce {not destinationy MAC addeess
Bytes 8111 Source MAC address (same as precading byles 05}
Byles 1213 Protocol number = 0xCBRO
Hyles 4n Copyright works and notice
Bylesprliend  Layer7 dats felg

Byleg 003 Ox1234
and {no more byles in this patked)

these pachels will be fransmitted by hubg I & looal arsa network,

oyters, or VEN galsways. Al steps 418 and 408, content may

73
fom
o
b
5
Fa2s
@
2
Py
%
to)]
55
org

b restricted 3&‘3"’”&?3’?8‘ repipient € o swilch Ts detscted. I no switell is detscted,
cordent may Be provided o the presuiabd v authorized teceiving device, it should
 the speciic test methods described ircommection with Fig. 4 ave
mersly exemplary. Otharfest packets or other festing seguehves may be devissd
o evalugte netwark togography bebwveen a source and récipient device, withowd
departing from the scope of the vention. In addition, & varlation of method 400
may e applied i coliections of devices rather than paiss of devices & @ fime,
Gollestions may be svaluated through tust chaing, exchangs of seriificates,
troadeasting-and muliicasting, and other lachniques.
Although droumvention of digital content brotection is nelthed: condoned
nor iegsl, em s«ms soonomie incentives sdst for thefl of copyrighted sontent
and -such fwventive may compal soirie o devise and constriunt & sysiem o

3y

hareln, &

< ~s

ciraumvanting the dightal rights management methods  disclosad
cirowsmvention device may be consiructad o retransimit & test packet! although the



in

P
4
P

oo ds
1.3%

R
fen

o5

[ 4]

WO 2007/056659 PCT/US2006/060474

poon
L

devite would not normally do so, For example, & router sr VEN gateway may be
DU that sncapsulates or olhendise rebansmiils the unkown & uhwdiishie

ratooois used by test packels &y distiosed herein,
As shown i Fig. § such a rouler or other ciroumvention devits may

3

empley @ olrournvention method 500, AL siep 802, the device receives an
¥

e or otherwise undeliverable packet At step 804, the device repackages

g
uk
s 907
&
o
[

the undelverable packet In & deliverable format, For sikample, narutabie packels

3 N

may b repatikaged and addressed to.a designaled diversion address. A devie
may be provided at the diverfed address to simulate the response of the ar&gimi
sigherd i the affermative, oF In addition, the systant may be configured such that
the router of olber choumvention device Is supplied with the addrass of the

idended reciplent. During f‘@;}&gmgﬁ;s& givors I the headey informstion ‘ars

3 Iy

sinply covrectad and e packetis therefure able to be routed a3 8 sormal packet,

AL olep BOY, the packel v rouled or rebansiitiad to the designated
regipterd. In ¢ese e packet s divatted 10 a differant recipiant as & result of the

h3d

repaskaging, e diveited redl iplent’ may ba configured fo A;\}z‘m;w B fagponge

;{}3"‘();"&&? fo e soures oY deswibed hersin, K necessary, an infervening

ciduivantion device may intareept and modiy the tesponse ;‘acae* o hide any

5
&
]
(%
3

1 that the test protocad s be sing Crowmvented. The soufes may therely
abls o detent the prolibited to pography and gy transmil enabled dighal
coffert o an unadthorized reciplent It should be noled St combining
amsmi tesling with other methods, for axam;ﬁ%a, gaographie focation
ssimg, ey make 'iése digital rights managsment method of the Invention more

"“n»» foregoing goumvehlion devices and msthods wre within the soope of

¥

the invention. However, the use of the ciroumvention devices or maethods is

»

neitiier condoved norencotwraged. Thoss oF skill in the art should awxe the law

Having ~>§§,s.,§$ describsd 8 m::i?;se’; amﬁ systern for wanmhg socess o

digitel vonterd based on lopography of a ansmission pathway, ¥ should ke
apparent v tose sidiied it the s that cerlain sdhvantages of the withih system

3

have been achisved, 1t showld alse be appreciated %?za%: variom modificatiang,
adapiations, and alemative evmbodirents thereof may be made within the scope.
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and spirt of the present Inventi. For example, a system whersin the requesting
device 8 & ~sa€ top box hes been Hlustrated, baf i should be apparenit that the
fverdive oonceptys desoribed shove would be syualy-appiicable-{o other fypes of
elevision devices, music devices, sompuling devicss, persanal sdeisiants ang
other similar dovices, i addiion, the system oan be used o condrol the fow of
any type of communication where absolule or relative goeography and proximithe
arg cswewnawa? fe fvention is defined by the following claims
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CLAIMS

1. A mwethad for preveniing unaothorized use of oopyrightsd digital
information wanprising the steps of
ransnuliing @ test pagkel from a sowve ko & receiving device for

copyrighted digital information, the test packet being crafted 5o a3 1o be fof

Tanamitiable by & prohibited deldos:

disabling use of the copyrighted digital information by the receiving
device fthe test packetis not sudesssfully fransmitied fo the receiving device.
2. Tiw methad of Claim 1, futther comprising walt ting to receim a

response prokat from the receiving devics

3. Themethod of O aint 3, further comprising evalusting e fransmission
pal gsmas* 3*;%’3%3 source and the recelving device, based on whethir wr not the

>0 S

4, The wiethod of wiaim 3, whersin the evalualing sltep furthsr
mrmses:» masswing an elapsed fime between the fransmitting of the test backet

and & tve hat the rasponse packet is recsived,

8. The method of Clalm 4, wherein the dissbling slep s futther
sonditioned ot least n pert on the slapsed Hims measurad i the avalust frig wtap.

3 o

8. The method of Clalm 1, further comp vising fransmit fing the fest
packatin @ sevies of tegt packets, ones of the serfes of test packets configired sa
a5 o be not ransmitiabis by s differant prohibited device.

The mathod of Claim 6, further comprising svaluating o transemission
palit batween the soums and te receiving device, biasad on whsther or nnt

respunes phokely arg sddelved frond thie receiving device In ragponss o the series

8 The method of Claim 1, whersin the disabliing step somiprises

Slacing &t lbast a portion of the copwighted Woital confent In the -wellcrafiad

8 The method of Claim 1, whersin the disabling step somprizes

.....

wlacing & key component fur aocessing {h{: copyrighted digital corfent iy the well-



LA

bords

L4y

3

Lhy

Ay

Lok

WO 2007/056659 PCT/US2006/060474

10, The mathod of Claim 1, whereln the ansmiting siep doftiprises

“weell-crafted pasket coiprising 2 ping packet,

oc"
P
P

Lt
fransmitting the

1. The method of Clalm 4, whereln the transmiting w&?;’? cortiprises
ransmitiing the welhorafled packet comprising & non-mutable pac

12, The method of Cléim 1, wherein the transmitling slep comprises
frapsimiting the welk-oraftad packe! selected from the group ss‘rzsiséténg of an

unkuown f‘ayfmS packel, an hwa il layer-3 GRC packet, and & unknovn layer-2
J Asystem for preventing unsuthrized use of topy-arotscied contens,

3 sswes,,ﬁ cpsrable 1o exscuts program Instructions;
2 mawmory aperably assodiated with the protessoy, the memory holding the
prograim shustions omprisiey
ransmitting & fest packet from a source 1o & repalving device
d dightal information, the test packet being orafted a0 as to be
st ansriitable by & prohibited devics

disabling use of the copyrighted digital Infomation by e
reseiving detdce € the tesl packst b not suscsssiully Fansmitfed o the

14, The systent of Ciakn 13, wheleln the program instructions further

Comprisy walling o recehe g respionse packel from the rscelving device.
1S5, The system of Claim 14, whersin the program instructions further

mprise evaluating & ranemission path botween the sowrce and the receiving
davice, based wn whether of not the responss’ packel i received Fom the

W The system of Olaim 14, whersin the evalugiing slep ofthe program
instructions further  comprizes messwing an sldpsed tme beotwsdn fhe
fransriiting of heiast packet and a tims thal the response packst is recaived,

7. The system of Clai 14, wherein the program instructicns furthier
comprise conditioning performance. of the disabling step at least i pait on the

elapsed tma messurad it the svaluating step.
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18, The system of Clgim 12, whersin the program instructicng fivther
sonprise ansiiiting Ste fest t packet in g sories of tost pachels, oneg of the seriés

of test packels configwed sp as to be not ransmiftable by & different prohibifed

18, The sysiem of Clain 16, whereln the prograny instrugtions fusther
somprise svaluating & ransmission path between the sourcs and the receiving

davice, based on whether or Hot response patkels are received from the receiving

N
[6]
Z
&
B
e
&
&

regponsg {o i%xe sevies of test packets.

20, The systeny of Claim 13, wherain the dissbling Step of the: @smmm

5
g
éﬁ“
S
.,
%
.

nelructions further comprises placing af leasta portion of the cogid

gortsnt s wellorafied packet.

) of Clabmy 13, wherein the dizabiing sigp of the program

nsryctions furthey compriges piamg & key component fr accessing the
copyrighted digitsl content in the welh-crafied content.

& The gyslew of Cisln 13, whereln the tansiniliing step of the

orogram hsbructions ’fwher gomprises fransmitting the wellorafiad packst

23, The systern of Clelm 13, whereln the fansmiiling step of the

progeasn insbructions  fwther comprises fensmilling the welloraftied packst
LOMpTIBG B noirotiables backetl.
24, :”i"e :'vsﬁ;em *\? Clalm 13, whereln the bansmiiting step of the

comprises ansmiting the well-orafiest packet

w
¥
9

4l
23
3
i’;
ff’,,
f%
g
od
Ed
ety
5
=
%

ssiscied from the group &YESES\N&S of an \,nknawa ayar-3 packet, an nvalld laver
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