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(57) ABSTRACT 

Wiring lines for the supply of a voltage to feed a drive 
Voltage to an integrated circuit formed in a Semiconductor 
chip are disposed So as to cover a main Surface of the 
Semiconductor chip, So that, if the wiring lines are removed 
for the purpose of analyzing information Stored in the 
Semiconductor chip, the integrated circuit does not operate 
and it is impossible to analyze the information. Further, there 
is provided a processing detector circuit for detecting that 
the wiring lines have been tampered with. When the pro 
cessing detector circuit detects a change in the State of the 
wiring lines, the integrated circuit is reset. Thus, it is 
possible to improve the Security of information Stored on the 
card. 
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SEMCONDUCTOR DEVICE AND CCARD 

TECHNICAL FIELD 

0001. The present invention relates to a semiconductor 
device and an IC (Integrated Circuit) card technique. Par 
ticularly, the present invention is concerned with a technique 
which is applicable to the improvement of Security for 
information Stored in a Semiconductor device. 

BACKGROUND OF THE INVENTION 

0002. In an IC card which the present inventors have 
Studied, the reading and writing of data from and to memory 
are managed by the function of a CPU (Central Processing 
Unit) incorporated in the IC card, and a high Security 
function is ensured in which a cipher processing is executed 
by the card itself. Further, its memory capacity is 30 to 100 
times larger than that of a magnetic card. Thus, the IC card 
in question is expected to see considerable use as an infor 
mation Storage medium in various fields, including finance, 
distribution, medical care, traffic, transportation, and educa 
tion. In a general IC card Structure, a receSS is formed in part 
of a plastic Sheet, which is about the size of a name or 
busineSS card, and a packaged Semiconductor chip is embed 
ded therein. As a top layer of the Semiconductor chip, there 
is a Surface protecting film formed of an insulating material 
So as to cover the whole of the main Surface of the Semi 
conductor chip. Wiring lines, Such as bus lines and control 
lines arranged on the main Surface of the Semiconductor chip 
are covered with an overlying multi-layer interconnection. 
0.003 A technique for improving the information Security 
of a Semiconductor device is described, for example, in 
Japanese Unexamined Patent Publication No. Hei11 (1999)- 
145401, which technique involves the provision of a con 
ductor layer Serving as a shield layer that overlies and covers 
the Semiconductor element So as to prevent access to the 
wiring lines thereof. However, the present inventors have 
found that the following problems are inherent in the IC card 
Security technique described in this publication. 
0004 One problem with the above-described security 
technique is that, if the Semiconductor device is operated 
after removing the whole of the shield layer with a chemical 
and if, in this State, a needle for analysis is brought into 
direct contact with a bus line or a signal line, it is possible 
to analyze information Stored in the Semiconductor device. 
In addition, although bus lines and Signal lines are covered 
with the multi-layer interconnection, an uncovered gap will 
typically occur in an input port of a module or the like in 
relation to the layout of the power Supply wiring. There may 
occur a case where information Stored in the Semiconductor 
device can be analyzed by the application of an analyzing 
needle through Such a gap. 
0005. It is an object of the present invention to provide a 
technique for improving the Security of information Stored in 
a Semiconductor device. 

0006 The above and other objects and novel features of 
the present invention will become apparent from the fol 
lowing description and the accompanying drawings. 

SUMMARY OF THE INVENTION 

0007 Typical features of the invention as disclosed 
herein will be outlined below. 

0008 According to the present invention, if a predeter 
mined wiring line which overlies a Semiconductor chip is 
removed or cut, it becomes impossible to analyze informa 
tion Stored in the Semiconductor chip. 
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0009. According to the present invention, a processing 
detector circuit is provided for detecting the processing of a 
predetermined wiring line which Overlies a Semiconductor 
chip. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a plan view of an IC card (a semicon 
ductor device) according to a first embodiment of the present 
invention; 

0011) 
FIG. 1; 

0012 FIG. 3 is a sectional view taken on line X1-X1 in 
FIG. 1 in an IC card according to a modification of the 
structure of FIG. 2; 

0013 FIG. 4 is a plan view of a semiconductor chip 
which constitutes the IC card of FIG. 1; 
0014 FIG. 5 is a plan view of a principal portion of an 
element area on a main Surface of the Semiconductor chip; 

FIG. 2 is a sectional view taken on line X1-X1 in 

0015 FIG. 6 is a sectional view of a principal portion of 
the Semiconductor chip; 
0016 FIG. 7 is a plan view of a semiconductor chip 
which constitutes an IC card (a semiconductor device) 
according to a Second embodiment of the present invention; 
0017 FIG. 8 is a plan view of a semiconductor chip 
which constitutes an IC card according to a third embodi 
ment of the present invention; 
0018 FIG. 9 is a plan view of a semiconductor chip 
which constitutes an IC card according to a fourth embodi 
ment of the present invention; 

0019 FIG. 10 is a sectional view taken on line X3-X3 in 
FIG. 9; 

0020 FIG. 11 is a plan view of a semiconductor chip 
which constitutes an IC card according to a fifth embodi 
ment of the present invention; 
0021 FIG. 12 is a plan view of a semiconductor chip 
which constitutes an IC card according to a sixth embodi 
ment of the present invention; 
0022 FIG. 13 is a schematic circuit diagram showing an 
example of a processing detector circuit illustrated in FIG. 
12; 

0023 FIG. 14 is a diagram which illustrates the opera 
tion of the processing detector circuit illustrated in FIG. 13; 
0024 FIG. 15 is an enlarged plan view of a principal 
portion of the semiconductor chip illustrated in FIG. 12; 

0025 FIG. 16 is a sectional view taken on line X4-X4 in 
FIG. 15; 

0026 FIG. 17 is a diagram showing an example of the 
connection configuration of a processing detector circuit in 
an IC card according to a Seventh embodiment of the present 
invention; 

0027 FIG. 18 is a plan view of the main surface of the 
semiconductor chip shown in FIG. 4; 
0028 FIG. 19 is a plan view of a semiconductor chip 
which constitutes a Semiconductor device according to an 
eighth embodiment of the present invention; 
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0029 FIG. 20 is a diagram of a shield disposed on the 
semiconductor chip shown in FIG. 19, 
0030 FIG. 21 is an enlarged plan view of a principal 
portion of FIG. 20; 
0.031 FIG.22 is a developed perspective view of a layout 
layer Structure of a Semiconductor device according to a 
ninth embodiment of the present invention; 
0.032 FIG. 23 is a plan view of a principal portion of 
FIG.22; 
0033 FIG. 24 is a plan view corresponding to FIG. 23, 
in which wiring lines having a shielding function are 
removed; 
0034 FIG. 25 is a diagram showing an example of 
Subdivision of a shield area; 
0.035 FIG. 26 is a plan view showing an example of 
wiring for an active Shield; 
0.036 FIG.27 is a plan view showing another example of 
wiring for an active Shield; 
0037 FIG. 28 is a plan view showing a further example 
of wiring for an active shield; 
0038 FIG. 29 is a plan view showing a still further 
example of wiring for an active shield; 
0039 FIG. 30 is a plan view showing an example of the 
wiring layout for an active shield in each of the Subdivided 
areas of the Shield area; 
0040 FIG.31 is a plan view showing another example of 
the wiring layout for an active shield in each of Subdivided 
areas of the Shield area; 
0041 FIG. 32 is a diagram showing an example of the 
layout of wiring lines and detectors, both constituting a 
Shield System, in a Semiconductor device according to an 
eleventh embodiment of the present invention; 
0.042 FIG. 33 is a block diagram which illustrates an 
example of a Shield System in a Semiconductor device 
according to a twelfth embodiment of the present invention; 
0.043 FIG. 34 is a block diagram which illustrates a 
configuration example of a shield System in a Semiconductor 
device according to a thirteenth embodiment of the present 
invention; 

0044 FIG. 35 is a block diagram which illustrates an 
example of a Shield System in a Semiconductor device 
according to a fourteenth embodiment of the present inven 
tion; 

004.5 FIG. 36 is a block diagram which illustrates an 
example of a Shield System in a Semiconductor device 
according to a fifteenth embodiment of the present inven 
tion; 

0.046 FIG. 37 is a plan view showing an example of 
wiring for Shielding in a Semiconductor device according to 
a sixteenth embodiment of the present invention; 
0047 FIG. 38 is a diagram showing an example of 
Subdivision of a shield area; 
0.048 FIG. 39 is a diagram showing another example of 
Subdivision of a shield area; and 
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0049 FIG. 40 is an enlarged plan view of a principal 
portion of a Semiconductor chip which constitutes an IC card 
according to a nineteenth embodiment of the present inven 
tion. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

0050. In the following specification, various embodi 
ments will be described, in which the subject matter of the 
invention may be dividedly into plural sections or embodi 
ments where required for the Sake of convenience; however, 
unless otherwise mentioned, it is to be understood that they 
are not unrelated to each other, but one is in the relation of 
a modification or detailed or Supplementary explanation of 
part or the whole of the other. 
0051 When reference is made, for example, to the num 
ber of elements (including the number of pieces, numerical 
value, quantity, and range) in the following description of 
the embodiments, no limitation is made to the Specified 
number, but numbers above and below the specified number 
will do unless otherwise Specified, except for the case where 
a limitation is clearly directed to the Specified number. 
0052. In the following description of the embodiments, 
moreover, it goes without Saying that their components 
(including constituent steps) are not always essential unless 
otherwise mentioned, except for the case where they are 
clearly considered essential. 
0053 Likewise, in the following description of the 
embodiments, it is to be understood that when reference is 
made to the shape or positional relation of a component, 
those characteristics Substantially similar or closely similar 
thereto are also included unless otherwise mentioned, except 
for the case where the answer is clearly negative. This is also 
true of the foregoing numerical value and range. 
0054. In all of the drawings, portions having the same 
functions are identified by like reference numerals, and 
repeated explanations thereof will be omitted. 
0055. In the drawings, even plan views may be hatched 
to make them easier to understand. Further, in the following 
description of the embodiments, a MISFET (Metal Insula 
tor Semiconductor Field Effect Transistor) which typifies 
field effect transistors is abbreviated MIS, a 
0056 p-channel type MISFET is abbreviated pMIS, and 
an n-channel MISFET is abbreviated nMIS. 

0057 Various embodiments of the present invention will 
be described in detail hereinunder with reference to the 
accompanying drawings. 

0.058 (First Embodiment) 
0059 FIG. 1 is a plan view of the whole of an IC card (a 
Semiconductor device) according to a first embodiment of 
the present invention, and FIG. 2 is a sectional view taken 
on line X1-X1 in FIG. 1. 

0060. The IC card 1 is of the type used as an information 
Storage medium in various fields, including finance, distri 
bution, medical care, traffic, transportation, or education, 
Such as electronic money, credit card, portable telephone, 
chargeable Satellite broadcast receiver, identification card, 
license, insurance policy, electronic medical sheet, and elec 
tronic railroad ticket. The card body 1S of the IC card 1 is 
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constituted by a plastic sheet which is rectangular as Seen in 
plan view, for example. The length and width of the card 
body 1Sare, for example, 85.47 to 85.72x53.92 to 54.03 cm, 
and the thickness thereof is, for example, 0.68 to 1.84 mm. 
0061. In part of a main surface of the card body 1S there 
is provided an information Storage area IMA which is 
generally quadrangular as Seen in plan view. A groove 2 is 
formed in the information storage area IMA of the card body 
1S, and a package 4 which incorporates a Semiconductor 
chip (hereinafter referred to simply as “chip”)3 is mounted 
therein in an embedded manner. The length and width of the 
information Storage area IMA are, for example, 11.4x12.6 
C. 

0062) The chip 3 is mounted on a package substrate 4a in 
Such a manner that the main Surface (a device-forming 
Surface) thereof faces the bottom of the groove 2, and the 
back Side thereof is bonded to the package Substrate 4a. On 
the main Surface of the chip 3 there is an integrated circuit 
constituted by a logic circuit group 3b, including, for 
example, memory circuits 3a (see FIG. 18, for example), 
and a CPU (Central Processing Unit) for controlling the 
operation of the memory circuits. The memory circuits 3a 
are constituted, for example, by a group of Such memory 
elements (first elements) as non-volatile memory elements 
and/or RAM (Random Access Memory), e.g., EEPROM 
(Electric Erasable Programmable Read Only Memory), flash 
memory, and mask ROM. 
0063 Electrodes of the integrated circuit formed on the 
chip 3 are drawn out by external terminals BP, Such as 
bonding pads. The bonding pads are electrically connected 
through bonding wireS 4b to lands formed on a main Surface 
of the package Substrate 4a. The chip 3 and the bonding 
wires 4b are Sealed with Sealing resin 4c, e.g., epoxy resin. 
The back Side of the package Substrate 4a, i.e., the Side 
opposite to the mounting Surface of the chip 3, faces a 
surface of the IC card 1. On the back side of the package 
Substrate 4a, plural electrodes are formed which are elec 
trically connected to electrodes formed on the main Surface 
of the package Substrate 4a. Through these electrodes, it is 
possible to Supply data to the chip 3 from the exterior and 
receive data from the chip. 
0064. The method used for mounting the chip 3 is not 
limited to the one illustrated in FIG. 2. For example, a 
face-down bonding method may be adopted, as shown in 
FIG. 3. According to this method, bump electrodes 4d are 
formed on the external terminals BP, and with the main 
Surface (device-forming Surface) of the chip 3 arranged to 
face the package Substrate 4a, the chip 3 is mounted onto the 
package Substrate 4a through the bump electrodes 4d that 
have been formed on the main surface of the chip 3. The 
integrated circuit of the chip 3 is electrically connected 
through the external terminals BP and bump electrodes 4d to 
wiring formed on the package Substrate 4a. 
0065 FIG. 4 is a plan view of a top wiring layer formed 
on the main surface side of the chip 3 that is shown in FIG. 
2 or FIG. 3. A semiconductor Substrate (simply “substrate” 
hereinafter) 3S, which constitutes the chip 3, is constituted 
by a small piece of a single crystal of p-type Silicon (Si) 
which is Square as Seen in plan View, for example. In this first 
embodiment, as shown in FIG. 4, bonding pads BPA to BPF 
are arranged near an outer periphery of the chip 3, of which 
BPA and BPB are patterned integrally with wiring lines 5A 
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and 5B for the Supply Voltage and are connected electrically 
thereto. The bonding pad BPC is a terminal for input of a 
clock signal for example. The bonding pad BPD is a 
terminal, used for input of a predetermined control Signal, 
for example. Further, the bonding pads BPE and BPF are 
terminals for transmission and reception of input and output 
Signals. 
0066. The wiring lines 5A and 5B for the Supply voltage 
are arranged So as to cover the main Surface of the chip 3. 
That is, the wiring lines 5A and 5B are arranged so as to 
cover the integrated circuit (memory circuits 3a and logic 
circuit group 3b). The wiring line 5A is used for the supply 
of a Supply Voltage (GND, e.g., OV) on a low potential side 
to the integrated circuit formed on the chip 3. The wiring line 
5B is used for the Supply of a Supply voltage (VCC, e.g., 
1.8V, 3.0V, 5.0V) on a high potential side to the integrated 
circuit formed on the chip 3. The wiring lines 5A and 5B are 
formed in the shape of comb teeth as Seen in plan view and 
the respective teeth are arranged So as to mesh with each 
other in the same wiring layer. Both wiring lines 5A and 5B 
thdisposed adjacent to each other are arranged So that the 
spacing between them is as narrow as possible. That is, the 
elements on the main Surface of the chip 3 are covered 
closely without any gap by both wiring lines 5A and 5B. 
Consequently, even if an attempt is made to apply a needle 
to a signal line which underlies the wiring lines 5A and 5B 
for the purpose of analyzing information Stored in the chip 
3, it cannot be done because access is obstructed by both 
wiring lines 5A and 5B. Observing from the exterior the 
Signal lines and elements that underlie the wiring lines 5A 
and 5B is very difficult because all elements are obstructed 
by both wiring lines 5A and 5B. That is, the wiring lines 5A 
and 5B function as a shield for protecting information. 
Therefore, in the structure of this first embodiment, for 
analyzing information Stored in the chip 3, it is necessary to 
remove the wiring lines 5A and 5B which carry the supply 
voltage. However, since both wiring lines 5A and 5B operate 
to Supply an operating Voltage to the integrated circuit 
formed on the chip 3, if they are removed, the Supply Voltage 
is no longer fed to the integrated circuit, with the result that 
the integrated circuit does not operate, and it is impossible 
to analyze the information stored in the chip 3. Thus, it is 
possible to improve the Security of information carried in the 
IC card 1. 

0067 FIG. 5 is a plan view of a principal portion of an 
element area formed on the main Surface of the chip 3 shown 
in FIG. 4, and FIG. 6 is a sectional view taken on line 
X2-X2 in FIG. 5. On a main Surface side of the Substrate 3S, 
a field insulating film 6 is formed in an isolation region. The 
field insulating film 6 is formed of a silicon oxide (e.g., 
SiO) by a selective oxidation (LOCOS: Local Oxidation of 
Silicon) method, for example. The field insulating film 6 
may be replaced by a grooved isolation region (SGI: Shal 
low Groove Isolation). The grooved isolation region is 
formed by embedding an insulating film, Such as a Silicon 
oxide film, into a groove formed in the main Surface of the 
Substrate 3.S. An active region is formed in the area Sur 
rounded with the field insulating film 6 and the grooved 
isolation region. 
0068. Further, n-well and p-well PWL are formed to a 
predetermined depth from the main Surface of the Substrate 
3S. For example, phosphorus (P) or arsenic (AS) is contained 
in the n-well, while boron (B) or boron difluoride (BF) is 
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contained in the p-well. Within the area of the n-well and in 
the active region surrounded with the field insulating film 6 
there are disposed a pMIS (second element) Qp and a well 
power supply region NWP, which are isolated from each 
other through the field insulating film 6. 
0069. The pMIS Qp comprises a p-type semiconductor 
region 7a for the Source, a p-type Semiconductor region 7b 
for the drain, a gate insulating film 8, and a gate electrode 9. 
For example, boron (B) is contained in the p-type semicon 
ductor regions 7a and 7b. The gate insulating film 8 is 
formed of a Silicon oxide, for example, provided the material 
of the gate insulating film 8 is not limited thereto, but any of 
various other materials may be used. For example, the gate 
insulating film 8 may be a silicon oxynitride film(SiON). 
That is, a structure may be adopted wherein nitrogen is 
Segregated in an interface between the gate insulating film 8 
and the Substrate 3S. The silicon oxynitride film is more 
effective than the Silicon oxide film in Suppressing the 
generation of an interface State in the film or in diminishing 
an electron trap, So that it is possible to improve the hot 
carrier resistance of the gate insulating film 8 and improve 
the dielectric strength. Besides, it is more difficult for 
impurities to penetrate through the Silicon oxynitride film 
than through the Silicon oxide film, So that, by using the 
Silicon oxynitride film, it is possible to Suppress a variation 
of the threshold voltage caused by diffusion of an impurity 
contained in the gate electrode material toward the Substrate 
3S. The silicon oxynitride film can be formed, for example, 
by heat-treating the Substrate 3S in a nitrogen gas-containing 
atmosphere, such as NO, NO, or NH. Also by heat-treating 
the Substrate 3S in the nitrogen gas-containing atmosphere 
after formation of the gate insulating film 8 of a Silicon oxide 
on the surface of the substrate 3S and by Subsequently 
Segregating nitrogen in the interface between the gate insu 
lating film 8 and the substrate 3S, the same effect can be 
obtained as indicated above. The gate electrode 9 is formed 
of a low resistance polycrystalline Silicon, for example, 
although no limitation is made thereto, but any of various 
other materials may be used. For example, a So-called 
polycide gate electrode Structure may be adopted wherein a 
Silicide layer, Such as cobalt Silicide (CoSi) layer, is formed 
on a low resistance polycrystalline Silicon film, or a So 
called polymetal gate electrode Structure wherein a metal 
film Such as tungsten film is formed on a low resistance 
polycrystalline Silicon film, through a barrier metal layer, 
such as a tungsten nitride (WN) layer. The well power 
Supply region NWP is used for applying a back bias Voltage 
to the n-well and is formed by the presence of, for example, 
phosphorus or arsenic on top of the n-well at a higher 
concentration than in the n-well itself. 

0070. Within the area of the p-well PWL, and in the 
active region Surrounded with the field insulating film 6, 
there are an nMIS (second element) Qn and a well power 
supply region PWP, which are isolated from each other 
through the field insulating film 6. 
0071. The nMIS Qn comprises an n-type semiconductor 
region 10a for the Source, an n-type Semiconductor region 
10b for the drain, a gate insulating film 8, and a gate 
electrode 9. For example, phosphorus or arsenic is contained 
in the n-type semiconductor regions 10a and 10b. As to the 
Structure of the gate insulating film 8 and gate electrode 9 in 
the nMIS Qn, an explanation thereof will be omitted because 
it is the same as that described above in connection with the 
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pMIS Qp. The gate electrode 9 of the pMIS Qp and that of 
the nMIS Qn are integrally patterned and are connected 
electrically with each other. The gate electrode 9 serves as an 
input of a CMIS inverter circuit which is constituted by both 
a pMIS Qp and a nMIS Qn. The well power supply region 
PWO is used for applying a back bias voltage to the p-well 
PWI and is formed by the presence of, for example, boron 
or boron difluoride on top of the p-well PWL at a higher 
concentration than in the p-well PWL itself. 
0072 The integrated circuit (memory circuits 3a and 
logic circuit group 3b) is constituted by the pMIS Qp and/or 
the nMIS Qn. An interlayer insulating film constituted by a 
Silicon oxide film, for example, is deposited on the main 
surface of the substrate 3.S. First-layer wirings 12a to 12f 
each constituted by a metallic film, Such as an aluminum 
(Al) or aluminum alloy film, are formed on the interlayer 
insulating film 11a. The first-layer wiring 12a is electrically 
connected to the gate electrode 9 through a plug disposed 
within a contact hole CNT. The first-layer wiring 12b is 
electrically connected to both p-type Semiconductor region 
7b and n-type semiconductor region 10b for the drain of the 
pMIS Qp and the nMIS Qn, each through a plug PL1 that is 
disposed within a contact hole CNT. That is, the first-layer 
wiring 12b serves as an output of a CMIS inverter circuit. 
The first-layer wiring 12c is electrically connected to the 
p-type Semiconductor region 7a of the pMIS Qp through a 
plug that is disposed within a contact hole CNT. The 
first-layer wiring 12d is electrically connected to the well 
power Supply region NWP through a plug that is disposed 
within a contact hole CNT. The first-layer wiring 12e is 
electrically connected to the n-type Semiconductor region 
10a of the nMIS Qn through a plug PL1 that is disposed 
within a contact hole CNT. The first-layer wiring 12f is 
electrically connected to the well power supply region PWP 
through a plug PL1 that is disposed within a contact hole 
CNT. The plug PL1 is constituted, for example, by a metallic 
film, Such as aluminum, aluminum alloy, or a tungsten film. 
0073. An interlayer insulating film 11b constituted by a 
Silicon oxide film, for example, is deposited on the interlayer 
insulating film 11a to cover the first-layer wirings 12a to 12f. 
Second-layer wirings 13a to 13d, each constituted by a 
metallic film, Such as, for example, aluminum or aluminum 
alloy film, are formed on the interlayer insulating film 11b. 
The Second-layer wiring 13a is electrically connected to the 
first-layer wiring 12e through a plug PL2 that is disposed 
within a through hole TH1 formed in the interlayer insulat 
ing film 11b. The second-layer wiring 13b is electrically 
connected to the first-layer wiring line 12b through a plug 
PL2 that is disposed within a through hole TH1 formed in 
the interlayer insulating film 11b. The Second-layer wiring 
13c is electrically connected to the first-layer wiring 12f 
through a plug PL2 that is disposed within a through hole 
TH1 formed in the interlayer insulating film 11b. 
0074. Further, an interlayer insulating film 11c, consti 
tuted by a Silicon oxide film, for example, is formed on the 
interlayer insulating film 11b to cover the Second-layer 
wirings 13a to 13d. A third-layer wiring 14 constituted by a 
metallic film, Such as, for example, an aluminum or alumi 
num alloy film, is formed on the interlayer insulating film 
11c. The wiring lines 5A and 5B for the Supply voltage are 
formed by the third-layer wiring 14. In FIG. 6, there is 
illustrated the wiring line 5B for the Supply voltage on a low 
potential side. The third-layer wiring 14 is electrically 
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connected to the Second-layer wiringS 13a and 13c, each 
through a plug PL3 that is disposed within a through hole 
TH2. That is, the wiring line 5A for the Supply voltage on a 
low potential Side is electrically connected to the n-type 
semiconductor region 10a for the source of the nMIS Qn and 
also to the power supply region PWP. The wiring line 5B for 
the Supply Voltage on a high potential Side is electrically 
connected to the p-type Semiconductor region 7a for the 
Source of the pMIS Qp and also to the power Supply region 
NWP. Further, a surface protecting film 15 is deposited on 
the interlayer insulating film 11C. The Surface protecting film 
15 is formed by depositing an insulating film 15b made of 
a polyimide resin, for example, onto an insulating film 15a 
made of a silicon nitride film which is formed by a plasma 
CVD (Chemical Vapor Deposition) method, for example. 
The wiring lines 5A and 5B may each be constituted so as 
to feed a supply voltage to the MISFET well region located 
near a lower portion thereof. In this case, if portions of the 
wiring lines 5A and 5B are cut or removed, the supply 
Voltage is not fed to the integrated circuits 3a and 3b located 
near lower positions of the removed portions, or of the 
portions of the wiring lines 5A and 5B which have become 
disconnected electrically from the bonding pads BPA and 
BPB, so that the integrated circuits fail to operate, and it 
becomes impossible to analyze information Stored in the 
chip 3. 

0075 (Second Embodiment) 
0.076 FIG. 7 is a plan view of a chip 3 which constitutes 
an IC card according to a Second embodiment of the present 
invention. 

0077. In this second embodiment, as shown in FIG. 7, 
wiring lines 5A and 5B for the supply voltage are substan 
tially in the shape of a ladder or grid, as Seen in plan view. 
More specifically, the wiring lines 5A and 5B each comprise 
two wiring portions extending in parallel with each other 
vertically, as seen in FIG. 7, and plural wiring portions 
extending perpendicularly to the two wiring portions and 
arranged at predetermined intervals vertically, as Seen in 
FIG. 7, both wiring portions being connected together at 
their interSecting points. 

0078 However, in this second embodiment, the wiring 
lines 5A and 5B are formed respectively in different wiring 
layers with an interlayer insulating film being disposed 
therebetween. In the illustrated example, the wiring line 5B 
for the Supply Voltage on a high potential side overlies the 
wiring line 5A for the Supply Voltage on a low potential Side. 
The planar positions of the wiring lines 5A and 5B are 
shifted relative to each other so that the wiring line 5B is 
partially located in gaps of the wiring line 5A. That is, also 
in this Second embodiment, elements on the main Surface of 
the chip 3 are covered closely without leaving any gap by the 
wiring lines 5A and 5B. Therefore, even if an attempt is 
made to apply a needle to a signal line which underlies the 
wiring lines 5A and 5B for the purpose of analyzing infor 
mation Stored in the chip 3, it cannot be done because acceSS 
is obstructed by both wiring lines 5A and 5B. Besides, 
observing from the exterior Such signal lines and elements as 
underlie the wiring lines 5A and 5B is very difficult because 
all elements are obstructed by both wiring lines 5A and 5B. 
Thus, also in this Second embodiment, for analyzing infor 
mation Stored in the chip 3, it is necessary to remove the 
wiring lines 5A and 5B for the Supply voltage. However, if 
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both wiring lines 5A and 5B are removed, the integrated 
circuit does not operate, and it is impossible to analyze 
information Stored in the chip 3 for the same reason as that 
Stated in connection with the previous first embodiment. 
Thus, it is possible to improve the Security of information 
stored in the IC card. 

0079 (Third Embodiment) 
0080 FIG. 8 is a plan view of a chip 3 which constitutes 
an IC card according to a third embodiment of the present 
invention. 

0081. In this third embodiment, as shown in FIG. 8, 
wiring lines 5A and 5B for the supply voltage are substan 
tially in the shape of a lattice as Seen in plan view. More 
Specifically, the wiring lines 5A and 5B each comprise plural 
wiring portions extending vertically, as Seen in FIG. 8, in 
parallel with one another and plural wiring portions extend 
ing perpendicularly thereto, both wiring portions being 
connected together at their interSecting points. 

0082 Also, in this third embodiment, the wiring lines 5A 
and 5B are formed respectively in different wiring layers. 
Also, in the illustrated example, the wiring lines 5B for the 
Supply Voltage on a high potential Side overlie the wiring 
lines 5A for the Supply Voltage on a low potential Side. 
Further, also in this third embodiment, the planar positions 
of the wiring lines 5A and 5B for the supply voltage are 
shifted relative to each other so that the wiring line 5B is 
partially disposed in gaps of the wiring line 5A. With this 
arrangement in this third embodiment, it is also possible to 
obtain the same effect as that obtained in the first and Second 
embodiments. 

0.083 (Fourth Embodiment) 
0084 FIG. 9 is a plan view of a chip 3 which constitutes 
an IC card according to a fourth embodiment of the present 
invention, and FIG. 10 is a sectional view taken on line 
X3-X3 in FG 9. 

0085. In this fourth embodiment, as shown in FIG. 9, a 
wiring line 5A for the Supply Voltage on a low potential Side 
is solid wiring. That is, the wiring line 5A is formed in a 
quadrangular shape, as Seen in plan view, So as to cover the 
greater part of a main Surface of a chip 3. Of course, a wiring 
line 5B for the Supply Voltage on a high potential Side may 
be made as a Solid wiring as well. In this embodiment, the 
wiring line 5B for the Supply Voltage on a high potential Side 
is disposed in a wiring layer which underlies the wiring line 
5A for Supply Voltage on a low potential Side. Since through 
holes TH3 for pulling down the wiring line 5A to the 
underlying layer are to be formed, the wiring line 5B is not 
made as a Solid wiring, but is formed as an ordinary 
band-like or wide wiring line. 
0086 Also, in this fourth embodiment, which is con 
Structed as described above, the same effect can be obtained 
as that obtained in the first and Second embodiments. 

0087 (Fifth Embodiment) 
0088 FIG. 11 is a plan view showing a chip 3 which 
constitutes an IC card according to a fifth embodiment of the 
present invention. Plural circuit blocks 16A to 16D are 
arranged on a main Surface of the chip 3. In the circuit block 
16A, there is a RAM (Random Access Memory) such as, for 
example, a DRAM (Dynamic Random Access Memory), a 
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SRAM (Static Random Access Memory), a FRAM (Ferro 
electric Random Access Memory). In the circuit block 16B, 
there is an EEPROM (Electric Erasable Programmable Read 
Only Memory), for example. Various items of information, 
Such as those related to finance, distribution, medical care, 
traffic, or transportation, are stored in the circuit block 16B. 
In the circuit block 16C, there is a CPU (Central Processing 
Unit), for example. The operation of the integrated circuit 
within the chip 3 is controlled by the circuit block 16C. In 
the circuit block 16D, there is a ROM (Read Only Memory), 
for example. Information items necessary for operation of 
the integrated circuit are stored in the circuit block 16D. A 
wiring region 17 is disposed among the circuit blocks 16A 
to 16D. In the wiring region 17, there are arranged Such 
signal lines as bus lines 18a, 18b and control signal lines 18.c 
to 18e. The bus lines 18a and 18b are each constituted by a 
group of plural Signal lines juxtaposed at approximately 
equal intervals. 
0089. In this fifth embodiment, the wiring lines 5A and 
5B for the Supply Voltage are arranged So as to partially 
cover a broken-line area LA in the wiring region 17. That is, 
both wiring lines 5A and 5B are arranged so as to partially 
cover Signal lines used for the analysis of information, Such 
as bus lines 18a, 18b and control signal lines 18c to 18e. 
0090 Also, in this fifth embodiment, as is the case with 
the previous first to fourth embodiments, the wiring lines 5A 
and 5B for the Supply voltage must be removed to obtain 
access for analyzing information. If both wiring lines 5A and 
5B are removed, however, for the reason stated above, the 
integrated circuit does not operate, and it is impossible to 
analyze the information Stored in the chip. Thus, it is 
possible to improve the Security of information Stored in the 
IC card 1. 

0.091 In this fifth embodiment, moreover, the wiring 
lines for the Supply Voltage, which function as a Shield, may 
be disposed partially, and the other area may be used as a 
power Supply wiring area or Signal wiring area for the other 
circuit blocks 16A to 16D. Thus, even if there are wiring 
lines 5A and 5B for the Supply voltage which function as a 
Shield, it is possible to ensure the overall wiring layout 
freedom. 

0092 (Sixth Embodiment) 
0093 FIG. 12 is a plan view of a chip 3 which constitutes 
an IC card according to a sixth embodiment of the present 
invention. On a main Surface of the chip 3, plural circuit 
cells 19 are arranged side by Side without any gap, and they 
are disposed regularly in both vertical and transverse direc 
tions, as seen in FIG. 12. Plural elements are arranged in 
each of the circuit cells 19. 

0094. Although a description has been given relative to 
the first to fifth embodiments concerning a technique for 
protecting information Stored in the chip 3 on the assump 
tion that all of the wiring lines 5A and 5B for the supply 
Voltage, which function as a shield, are removed, it is 
possible to adopt another method wherein the wiring lines 
5A and 5B are partially removed using an energy beam, Such 
as a FIB (Focused Ion Beam), for example, after which the 
analysis of information is performed. In this sixth embodi 
ment, for preventing the analysis of information based on 
Such partial removal of the power Supply lines, for example, 
plural processing detector circuits 20 are provided on a main 
surface of the chip 3. 
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0095 With provision of the processing detector circuits 
20, once the wiring lines 5A and 5B for the Supply voltage 
in the previous first to fifth embodiments, or a specific 
wiring line formed on the chip 3, is Subjected to processing 
(complete or partial cutting), the processing is detected, and 
the integrated circuit in the chip 3 is reset So that it is made 
unable to operate, thereby preventing the analysis of infor 
mation. With Such processing detector circuits 20, it is 
possible to prevent the analysis of information Stored in the 
IC card 1, and, hence, it is possible to improve the Security 
of information Stored on the card. 

0096. In this sixth embodiment, plural processing detec 
tor circuits 20 are dispersed irregularly within the main 
surface of the chip 3, whereby it is possible to make it 
difficult to identify the positions of the processing detector 
circuits 20 in the chip 3. In this regard, for analyzing 
information Stored in the chip 3, it is conceivable that, after 
destroying the processing detector circuits 20, the foregoing 
wiring lines which function as a Shield can be removed, 
followed by analysis of information stored in the chip 3. 
Therefore, if plural processing detector circuits 20 are 
arranged in an irregularly dispersed fashion, it becomes 
difficult to destroy all of the processing detector circuits, 
and, hence, it is possible to make the analysis of information 
difficult. As a result, it becomes possible to further improve 
the security of information stored in the chip 3. Once the 
wiring lines 5A and 5B for the Supply voltage are subjected 
to processing (complete or partial cutting), the processing 
detector circuits 20 are able to detect a change in potential 
(or resistance) of the wiring lines 5A and 5B. That is, the 
processing detector circuits 20 are used for the detection of 
tampering with the wiring lines 5A and 5B. 
0097 FIG. 13 shows an example of a circuit diagram 
representing each of the processing detector circuits 20. 
According to the illustrated circuit configuration, even if one 
of the wiring line 5A for the Supply voltage (GND) on a low 
potential Side and the wiring line 5B for the Supply Voltage 
(VCC) on a high potential side is Subjected to processing, 
the processing can be detected by one processing detector 
circuit 20. 

0098. The processing detector circuit 20 has high resis 
tors R1 and R2, nMIS Qn1, pMIS Op1, an inverter circuit 
INV1, a nor circuit NR1, and an inverter circuit INV2. The 
processing detector circuit 20 is constituted by the elements 
arranged within each circuit cell 19, and a circuit is formed 
Such that the elements are interconnected by wiring lines 
which underlie the wiring layer of the wiring lines 5A and 
5B for the Supply voltage. The wiring lines 5A and 5B for 
the Supply Voltage Serve as inputs of the processing detector 
circuit 20. Supply voltages VCC1 and GND1, which serve 
as drive Voltages for the processing detector circuit 20, 
should be fed along a route different from the wiring lines 
5A and 5B, or else, if any of the wiring lines 5A and 5B is 
cut off, the processing detector circuit 20 itself will fail to 
operate and will no longer function as a detector circuit. In 
the illustrated example, the Supply Voltage GND1 is equal 
(for example, OV or So) to the Voltage applied to the wiring 
line 5A for the Supply Voltage on the low potential Side, and 
the supply voltage VCC1 is equal (for example, 1.8V, 3.0V, 
or 5.0V or so) to the voltage applied to the wiring line 5B for 
the Supply Voltage on the high potential Side. 
0099. A sleep terminal SLP is electrically connected to a 
gate electrode of the nMIS Qn1, and it is also connected to 
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a gate electrode of the pMIS Qp1 through an inverter circuit 
INV3. If a voltage of “High (simply H herenafter)” level is 
applied to the sleep terminal SLP, both the nMIS Qn1 and 
the pMIS Qn1 turn ON, and the processing detector circuit 
20 performs its normal operation. On the other hand, if a 
voltage of “Low (simply Lhereinafter) level is applied to the 
sleep terminal SLP, both the nMIS Qn1 and the pMIS Qp 
turn OFF, and the processing detector circuit 20 assumes a 
sleep state. The reference marks N1 to N4 denote nodes and 
the reference mark OUT denotes an output of the processing 
detector circuit 20. 

0100 FIG. 14 shows potentials of the nodes N1 to N4 
and the output OUT in various operation modes of each 
processing detector circuit 20 shown in FIG. 13. Mode M1 
is a normal operation mode of the processing detector circuit 
20, i.e., a processing-free state of the wiring lines 5A and 5B. 
In this case, the nodes N1, N2, and N3 assume L, H, and L 
levels, respectively, so that the output node N4 of NOR 
circuit NR1 becomes H, and after inversion in the inverter 
circuit INV2, a signal of L level is provided at the output 
OUT of the processing detector circuit 20. In this case, the 
integrated circuit in the chip 3 is not reset. 

0101. In mode M2, the wiring line 5B on the high 
potential Side is cut off, although the wiring line 5A on the 
low potential side is not cut off. In this case, the nodes N2 
and N3 assume L and H levels, respectively, so that the 
output node N4 of the NOR circuit NR1 becomes L., and 
after inversion in the inverter circuit INV 2, H is provided at 
the output OUT of the processing detector circuit 20. As a 
result, the integrated circuit in the chip 3 is reset and does not 
operate, thus making it possible to prevent the analysis of 
information. Further, in mode M3, the wiring line 5A on the 
low potential side is cut off although the wiring line 5B on 
a high potential Side is not cut off. In this case, the node N1 
becomes H and the output node N4 of the NOR circuit NR1 
becomes L., So that, after inversion in the inverter circuit 
INV2, a signal of H level is provided at the output OUT of 
the processing detector circuit 20. As a result, as in the case 
of mode M2, the integrated circuit of the chip 3 is reset and 
does not operate, thereby making the analysis of information 
impossible. 

0102 FIG. 15 shows an example of the layout of the 
wirings 5A and 5B for the Supply voltage, which function as 
a shield, and FIG. 16 is a sectional view taken online X4-X4 
in FIG. 15. Although these figures show an example of a 
processing detector circuit 20 using either the wiring line 5A 
or 5B as an input, it is possible to use a processing detector 
circuit 20 as referred to above, which uses both wiring lines 
5A and 5B as inputs. 

0103) In this sixth embodiment, each of the wiring lines 
5A and 5B is constituted by a respective wiring line which 
meanderS So as to cover underlying wiring lines 18. That is, 
each of the wiring lines 5A and 5B is constituted as a single 
continuous path So that, when cut off, the cut-off wiring 
portions are completely isolated from each other. Further, 
though the invention is not specially So limited, processing 
detector circuits 20 are electrically connected to terminal 
ends of such wiring lines 5A and 5B. If the wiring lines 5A 
and 5B are arranged in a frame- or lattice-like layout, as 
described previously, even if they are cut off partially, it is 
possible to feed Supply Voltage through the other wiring 
portions, and, therefore, the input potential of each process 
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ing detector circuit 20 becomes constant, with the result that, 
even when the wirings 5A and 5B are subjected to process 
ing, the processing cannot be detected. On the other hand, in 
this sixth embodiment, the wirings 5A and 5B are each 
constituted by a wiring line disposed as a single continuous 
path. In analyzing information, therefore, if part of the 
wiring lines 5A and 5B is cut off with an energy beam, such 
as a FIB, it becomes no longer possible to apply a Supply 
Voltage to an input of each processing detector circuit 20, 
and the input potential of the circuit 20 changes. As a result, 
it becomes possible to carry out a processing detection by 
the processing detector circuit 20 as described above, and it 
is possible to prevent the analysis of information Stored in 
the chip 3. 
0104. In the illustrated example being considered, the 
wiring lines 5A and 5B are provided in different wiring 
layers with an interlayer insulating film disposed therebe 
tween, though the invention is not Specially limited. That is, 
the wiring line 5A overlies the wiring line 5.B. Both wiring 
lines 5A and 5B are arranged so as to intersect with each 
other, as Seen in plan view. More Specifically, Since the 
underlying wiring lines 18 are covered in a gap-free manner 
with the wirings 5A and 5B for the Supply voltage, even if 
an attempt is made to apply a needle to the wiring lines 18 
which underlie the wiring lines 5A and 5B for the purpose 
of analyzing information stored in the chip 3, this will not be 
Successful because the needle is obstructed by both wiring 
lines 5A and 5B. Further, observing from the exterior the 
signal lines and elements which underlie the wiring lines 5A 
and 5B for supply voltage is extremely difficult because they 
are obstructed by both wiring lines 5A and 5B. Therefore, 
also in the case of this sixth embodiment, it is necessary to 
process both of the wiring lines 5A and 5B for the supply 
Voltage in case of analyzing information Stored in the chip 
3. But if Such is done, the processing is detected by the 
processing detector circuits 20, with the result that the 
integrated circuit fails to operate, and it is impossible to 
analyze information Stored in the chip 3. Thus, it is possible 
to improve the security of information stored in the IC card 
1. AS an example of the wiring lines 18, mention may be 
made of a desired signal line, Such as a bus line (including 
control bus, data bus, or address bus) or control line. 
0105 The underlying processing detector circuits 20 may 
be covered with the meandering wiring lines 5A and 5B. For 
analyzing information Stored in the chip 3, it is also possible 
to adopt a method involving the destroying of the processing 
detector circuits 20 and Subsequent removal of wiring lines 
5A, 5B to effect analysis of information. However, if the 
processing detector circuits 20 are covered with the wiring 
lines 5A and 5B, as described above, it is necessary to cut off 
the wiring lines 5A and 5B for destroying the processing 
detector circuits 20, that is, it is possible to detect processing 
of the wiring lines 5A and 5B before destruction of the 
processing detector circuits 20, and, hence, it is possible to 
prevent the analysis of information. 

0106 Such a continuous line stroke construction of the 
wiring lines 5A and 5B is also applicable to the case where 
the processing detector circuits 20 are not provided. More 
Specifically, if the greater part of the main Surface of the chip 
3, or only the wiring region, is covered with Such continuous 
wiring lines 5A and 5B as illustrated in FIG. 16, even if a 
part of the wiring lines 5A and 5B is cut off, there will be no 
feed of Supply Voltage to the integrated circuit in the chip 3, 
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and, hence, the integrated circuit fails to operate, whereby it 
is possible to prevent the analysis of information. 
0107 Both wiring lines 5A and 5B may be constituted so 
as to have respective planar patterns that are different from 
each other, whereby it is possible to make the analysis of 
information difficult. 

0108. Although in this embodiment the wiring lines 5A 
and 5B are provided in different wiring layers, both wiring 
lines may be provided in the same wiring layer, as shown in 
FIG. 40, whereby there is obtained the same effect as that 
obtained in this embodiment. 

0109) Moreover, as shown in FIG. 40, by constructing 
the wiring lines 5A and 5B so as to have respective planar 
patterns that are different from each other, it is possible to 
make the analysis of information more difficult. 
0110. The same wiring layer for both wiring lines 5A and 
5B, as shown in FIG. 40, may be provided in a plural 
number and plural wiring layerS may be laminated together. 
That is, the wiring lines 5A and 5B shown in FIG. 40 may 
be provided in each of plural wiring layers. In this case, by 
making the planar patterns of both of the wiring lines 5A and 
5B in one wiring layer different from that in another wiring 
layer, it is possible to make the analysis of information more 
difficult. 

0111 Moreover, by laminating the wiring layer having 
the planar pattern shown in FIG. 15 and the wiring layer 
having the planar pattern shown in FIG. 40 to each other, it 
is possible to make the analysis of information even more 
difficult. Further, the wiring patterns of wirings 5A and 5B 
shown in FIG. 40 may be provided in a wiring layer that is 
formed between the wiring layer of wiring line 5B and that 
of wiring line 5B shown in FIG. 15. In this case, by forming 
the wiring pattern of wiring line 5B shown in FIG. 15, that 
of the wiring line 5A shown in FIG. 15, and the wiring 
patterns of wiring lines 5A and 5B, with use of planar 
patterns that are different from one another, it is possible to 
make the analysis of information that much more difficult. 

0112 (Seventh Embodiment) 
0113. In the sixth embodiment, the route of the wiring for 
Supply Voltage functioning as a processing detection wiring 
and the route of the wiring for the Supply Voltage to feed a 
drive Voltage to each processing detector circuit are pro 
vided separate from each other. But in this seventh embodi 
ment, as shown in FIG. 17, the supply voltages GND and 
VCC of the wiring lines 5A and 5B, which function as 
processing detection lines in one processing detector circuit 
(20a to 20d), and the Supply voltages GND1 and VCC1 
which Serve as drive Voltages for the other processing 
detector circuits 20 (20a to 20d), are fed through an integral 
supply route. More specifically, wiring lines 5A and 5B for 
processing detection input in one processing detector circuit 
20 are provided as wiring lines 5A and 5B for the supply of 
drive Voltage in another processing detector circuit 20. In the 
illustrated example, the processing detector circuits 20a to 
20d are arranged So as to form a loop. 
0114. In an attempt to analyze information stored in the 
IC card 1, it is possible to adopt a method wherein the Supply 
voltages GND1 and VCC1 are cut off (or are prevented from 
being Supplied) So as to prevent operation of the processing 
detector circuits 20, and, thereafter, the wiring lines 5A and 
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5B are cut off to analyze the information on the card. To 
prevent use of Such a method, this Seventh embodiment 
adopts a construction wherein, if the wiring lines for feeding 
the Supply voltages GND1 and VCC1 in one processing 
detector circuit 20 are cut off (or prevented from being 
Supplied), the cutting is detected by another processing 
detector circuit 20. For example, if the wiring lines for the 
supply of the supply voltages GND1 and VCC1, which serve 
as the drive Voltage for the processing detector circuit 20b, 
are cut off, the processing detector circuit 20a detects the 
cutting and operates to prevent operation of the integrated 
circuit in the chip 3. Thus, the analysis of information can be 
prevented, and it is possible to further improve the Security 
of the IC card 1. 

0115 Also in this seventh embodiment, the wiring lines 
5A and 5B may be configured So as to meander, as shown in 
FIG. 16, to cover the underlying processing detector circuits 
20. With this construction, if an attempt is made to destroy 
the processing detector circuits 20, the same circuits detect 
it and prevent operation of the integrated circuit in the chip 
2, whereby the analysis of information can be prevented. 

0116 (Eighth Embodiment) 
0117. In this eighth embodiment, a description will be 
given of an example in which the Supply Voltage wiring lines 
having a shielding function and wiring lines for providing an 
active Shield are arranged in different planar positions. AS 
will be described later, the active shield is a shield of the type 
described in connection with the sixth and seventh embodi 
mentS. 

0118 FIG. 19 is a plan view of a chip 3 which constitutes 
a Semiconductor device according to an eighth embodiment 
of the present invention. The wiring lines 5A and 5b shown 
in FIG. 19 correspond to the power supply wiring lines 
having a Shielding function, as has been explained in con 
nection with the first to fifth embodiments. In FIG. 19, as is 
the case with the first embodiment, the wiring lines 5A and 
5B are formed in the same layer (top wiring layer). However, 
the wiring lines 5A and 5B may be formed in different 
layers, as provided in the Second embodiment. The wiring 
lines 5A and 5B may have a planar shape as described in 
conjunction with the third and fourth embodiments. 
0119). In the arrangement of FIG. 19, the wiring lines 5A 
and 5B are arranged so as to mainly cover a part (upper side 
of the chip 3 in the same figure) of a main Surface of the chip 
3 and are not arranged in an area (second area) LA. In the 
Same figure there is illustrated an area wherein Signal lines 
used in the analysis of information, Such as bus lines 18a, 
18b and control signal lines 18c to 18e, are arranged. In this 
eighth embodiment, wiring lines for providing an active 
Shield constituted by the same wiring layer as that of the 
wiring lines 5A and 5B are arranged in the area LA. That is, 
the integrated circuit (comprising memory circuits 3a and a 
logic circuit group 3.b) is covered with the Supply Voltage 
wiring lines 5A and 5B, that are formed in the area other than 
the area LA and have a Shielding function, and also with 
wiring lines for providing an active shield formed in the area 
LA. 

0120) The wiring lines 5A and 5B, which have a shielding 
function, may be constituted by the planar patterns of the 
wiring lines 5A and 5B shown in connection with the first to 
fifth embodiments and plural wiring layers, and the wiring 
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lines for providing an active shield may be constituted by the 
planar patterns of the wiring lines 5A and 5B for an active 
shield shown in connection with the sixth embodiment and 
plural wiring layers. That is, the wiring lines for the Supply 
Voltage having a shielding function may be constituted by a 
Single wiring layer or plural wiring layerS and the wiring 
lines for providing an active shield may be constituted by a 
Single wiring layer or plural wiring layers. Further, the 
wiring lines having a shielding function and the wiring lines 
for providing an active shield each have at least one and the 
Same wiring layer, whereby the wiring lines can be arranged 
So as to cover the integrated circuit (memory circuits 3a and 
a logic circuit group 3.b) with the same wiring layer, thus 
making the analysis of information more difficult. 
0121 The active shield is a shield as described in con 
nection with the sixth and seventh embodiments. That is, as 
described in connection with the sixth embodiment, the 
active shield has a function Such that, if specific wiring lines 
(wiring lines for an active shield) which constitute an active 
Shield are processed (cut off completely or partially), the 
cutting is detected and the integrated circuit in the chip 3 is 
reset So as to prevent operation of the integrated circuit, 
thereby preventing analysis of information on the card. 
Signal lines used for the analysis of information, Such as bus 
lines 18a, 18b and control signal lines 18c to 18e in the 
region LA, are protected by the active shield System in 
question. According to this System, if wiring lines for the 
active shield are processed (cut off completely or partially) 
with an FIB (Focused Ion Beam), for example, a potential 
change in the wiring lines for the active shield is detected 
and a detected Signal is inputted to a control circuit which 
controls the whole integrated circuit in the chip 3 to activate 
a reset Signal in the integrated circuit, i.e., to reset the 
integrated circuit. As a result, the integrated circuit in the 
chip 3 fails to operate, and it is impossible to analyze 
information. The reset State indicates a State in which the 
chip does not operate, i.e., a locked State. However, what is 
important is to prevent operation of the integrated circuit in 
the chip 3 when the wiring lines for the active shield are 
processed. It is not that there is a limitation on the reset State 
of the IC card. For example, an improvement may be made 
Such that, once the wiring lines for an active shied are 
processed, there is a shift in operation to a dead mode in 
which the integrated circuit in the chip 3 will never operate. 
AS a Specific example, a fuse circuit Serving as an active 
shield system will be provided within the chip 3, and once 
the wiring lines for active shield are processed, the fuse in 
the fuse circuit is cut off automatically and the integrated 
circuit in the chip 3 is destroyed, so that it will never be 
operable (this is also the case with other embodiments with 
respect to reset). 
0122) The wiring lines for the active shield are arranged 
through an interlayer insulating film in a layer which over 
lies the layer of signal lines, such as bus lines 18a, 18b and 
control signal lines 18c to 18e. That is, the wiring lines for 
the active shield are arranged in Such a position that pro 
cessing (complete or partial cutting) becomes inevitable at 
the time of any attempt at analyzing information through 
access to the Signal lines. As a result, for analyzing infor 
mation through access to the Signal lines, it is necessary to 
process the wiring lines for the active Shield, whereby it is 
possible to make it more difficult to analyze information in 
the IC card through access to the Signal lines. Thus, in this 
eighth embodiment, by arranging different types (or meth 
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ods) of Shields (the shield using the Supply voltage wiring 
lines 5A, 5B and the wiring lines for active shield) in the 
Same wiring layer, it is possible to make decryption, or 
codebreaking, of the Shield System difficult, and it is also 
possible to make efforts at cancellation or causing failure of 
the Shield System to operate more difficult, So that the 
analysis of information Stored in the IC card can be made 
more difficult. Moreover, even if various types (or methods) 
of Shield Systems are formed by patterning the wiring lines 
for the active shield at the time of patterning the wiring lines 
5A and 5B, there is no great increase in the time required for 
manufacturing the Semiconductor device. The wiring lines 
for the active shield are Supplied with the Same Voltage as 
that for the wiring lines 5A and 5B shown in FIG. 19, for 
example. That is, the wiring lines for the active Shield are 
Supplied with a low potential-side Supply Voltage (GND, for 
example, OV) and a high potential-Side Supply Voltage 
(VCC, for example, 1.8V, 3.0V, 5.0V), or a voltage other 
than those Supply Voltages. Alternatively, a portion of the 
wiring lines for the active shield may be Supplied with a low 
potential-side Supply Voltage and another portion thereof 
may be Supplied with a high potential-side Supply Voltage. 
Further, a portion of the wiring lines for the active shield 
may be Supplied with a potential other than the above 
mentioned Supply Voltages. By thus disposing plural types 
of wiring lines for the active shield, having different in 
Supply potentials, within the same chip, it is possible to 
make decryption of the active shield System difficult; and, 
hence, it is possible to make efforts at cancellation or 
causing failure of the active Shield System to operate more 
difficult, So that it is possible to make the analysis of 
information stored in the IC card more difficult. 

0123 FIG. 20 is an explanatory diagram showing an 
example of wiring lines 5C and 5D (the above-mentioned 
Specific wiring lines, first wiring lines) for the active shield 
which constitute the active shield disposed in the area LA in 
FIG. 19. FIG. 21 is an enlarged plan view of a principal 
portion of FIG. 20. 
0124 FIGS. 20 and 21 show an example of an active 
shield having wiring lines 5C and 5D, which are comb 
teeth-like as seen in plan view. The wiring lines 5C and 5D 
overlie signal lines such as bus lines 18a, 18b and control 
signal lines 18c to 18e through an interlayer insulating film. 
The wiring lines 5C and 5D are arranged so as to cover the 
Signal lines and So that the respective teeth are in engage 
ment with each other. Further, the spacing between both 
wiring lines 5C and 5D is set as narrow as possible so that 
the underlying Signal lines, including bus lines 18a, 18b and 
control signal lines 18c to 18e, cannot be observed (see FIG. 
21). That is, the wiring lines 5C and 5D are formed over the 
underlying Signal lines, Such as bus lines 18a, 18b and 
control Signal lines 18c to 18e, and are arranged in Such a 
manner that the main extending direction of the wiring lines 
5C and 5C is aligned with the main extending direction of 
the underlying Signal lines. Therefore, even if an attempt is 
made to apply a needle to a signal line which underlies the 
wiring lines 5C and 5D with the intention of analyzing 
information Stored in the chip 3, it cannot be done because 
these lines are obstructed by the wiring lines 5C and 5D. 
Accordingly, in Such a structure as provided by this eighth 
embodiment, it is necessary to remove the wiring lines 5C 
and 5D to obtain access to the underlying lines. However, if 
even a portion of the wiring lines 5C and 5D is removed, the 
active shield System operates and the integrated circuit fails 
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to operate, thus making the analysis of information impos 
sible. That is, it is possible to improve the security of 
information stored in the IC card. In this eighth embodiment, 
moreover, the wiring lines 5C and 5D are arranged so that 
the underlying Signal lines are invisible. Further, the wiring 
width and spacing of the wiring lines 5C and 5D are set at 
values (minimum processing Size) equal to those of the 
underlying Signal lines. By thus making the wiring lines 5C, 
5D for the active shield and the underlying signal lines 
Similar in size and position to each other, it is possible to 
make it easier to see which lines are true Signal lines. In 
other words, it is possible to make the analysis of informa 
tion stored in the IC card more difficult. For example, a 
supply voltage (GND, for example, OV) on a low potential 
Side is applied to the wiring line 5C and a Supply Voltage 
(VCC, 1.8V, 3.0V, 5.0V, for example) on a high potential 
side is applied to the wiring line 5D. 

0.125. As shown in FIG. 20, plural processing detector 
circuits 20 may be electrically connected to each of the 
wiring lines 5C and 5D for the active shield. The processing 
detector circuits 20 may be connected to any positions (end 
part, middle position, position of the comb teeth) of the 
wiring lines 5C and 5D for the active shield. Further, one 
processing detector circuits 20 may be electrically connected 
to both of the two wiring lines 5C and 5D. It is preferable 
that the position where the processing detector circuits 20 
are located, the connecting position where the wiring lines 
5C and 5D for the active shield are connected to the 
processing detector circuits 20, and the number of the 
processing detector circuits 20 connected to each of the 
wiring lines 5C and 5D, will be irregular. Further, it is 
preferable that different distances be mixed between the 
processing detector circuits 20 and the wiring lines 5C, 5D 
for the active shield. As a result, it is possible to make 
decryption of the active shield System more difficult, and, 
hence, it is possible to make efforts at cancellation or 
causing failure of the active Shield System to operate more 
difficult. Thus, the analysis of information stored in the IC 
card can be made more difficult, and, hence, it becomes 
possible to further improve the security of the IC card. 

0126 (Ninth Embodiment) 
0127. In connection with this ninth embodiment, a 
description will be given of an example in which wiring 
lines for the Supply Voltage having a Shielding function and 
wiring lines for the active shield are arranged at the same 
position planarly, but in different wiring layerS Sectionally. 

0128 FIG. 22 is a diagram of a layout of the layer 
Structure of a Semiconductor device according to the ninth 
embodiment of the present invention, FIG. 23 is a plan view 
of a principal portion of FIG.22, and FIG.24 is a plan view 
of FIG. 23 with the shield removed. As shown in FIG. 22, 
in a bottom layout layer L0, plural integrated circuit regions 
are arranged, having desired elements which constitute, for 
example, cells, modules, as well as the foregoing memory 
circuit 3a, logic circuit group 3b and processing detector 
circuits. In a wiring layer L1 which overlies the layout layer 
L0 there are arranged signal lines 18, Such as the foregoing 
bus lines 18a, 18b and control signal lines 18c to 18e. In a 
wiring layer L2 which Overlies the wiring layer L1, there is 
disposed a wiring line (specific wiring line, first wiring line) 
5E for an active shield, which has been described in con 
junction with the sixth to eighth embodiments. In the illus 
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trated example, there is shown a Single meandering wiring 
line (one-stroke wiring line) Serving as the wiring line 5E for 
the active shield. For example, a supply voltage (GND, for 
example, OV) on the low potential side and a Supply Voltage 
(VCC, 1.8V, 3.0V, 5.0V, for example) on the high potential 
Side, or a Voltage other than those Supply Voltages, is applied 
to the wiring line 5E for the active shield. Plural processing 
detector circuits 20 are electrically connected to the wiring 
line 5E (see FIG. 23). The processing detector circuits 20 
connected to the wiring line 5E are the same as those 
described in connection with the sixth to eighth embodi 
ments, and, therefore, an explanation thereof will be omit 
ted. Further, in a top wiring layer L3, which overlies the 
wiring layer L2, there are wiring lines 5A and 5B for the 
Supply Voltage having a shielding function, which have been 
described in conjunction with the first to fifth embodiments. 
Thus, in this ninth embodiment, the Supply Voltage wiring 
lines 5A, 5B having a shielding function and the wiring line 
5E for the active shield are at the same planar position and 
in different wiring layers. By adopting Such a multi-layer 
Structure, wherein wiring lines having a shielding function 
are Stacked in multiple layers at the same planar position and 
in different wiring layers through interlayer insulating films, 
or by arranging wiring lines having the same Shielding 
function, but are different in technique, it is possible to make 
decryption of the shield system more difficult, and it is 
possible to make efforts at cancellation or causing failure of 
the Shield System to operate more difficult, So that the 
analysis of information Stored in the IC card can be made 
more difficult. Consequently, it becomes possible to further 
improve the security of the IC card. The relation in the 
vertical direction between the wiring layer 5A, 5B for the 
supply voltage and that of the wiring layer 5E for the active 
shield may be reversed. Between the wiring layer L3 with 
the Supply voltage wiring lines 5A, 5B formed therein and 
the wiring layer L2 with the wiring line 5E for active shield 
formed therein, there may be interposed another wiring layer 
having a layout of Supply Voltage wiring lines possessing a 
Shielding function and a wiring line for providing an active 
shield. Between the layout layer L0 and the wiring layer L1, 
between the wiring layers L1 and L2, and between the 
wiring layerS L2 and L3, there is provided an interlayer 
insulating film, e.g., a Silicon oxide film. That is, the wiring 
lines formed in each of the wiring layers L0, L1, L2, and L3 
and the wiring lines formed in the adjacent upper and lower 
wiring layers are electrically isolated from each other by an 
interlayer insulating film, and those wiring lines are electri 
cally interconnected through connecting holes formed in 
each interlayer insulating film. 

0129. In this ninth embodiment, as shown in FIG.23, the 
wiring lines 5A, 5B for the Supply voltage, which have a 
shielding function, and the wiring line 5E for the active 
Shield are arranged at the same position (in the same wiring 
layer) as seen in plan view. Between adjacent wiring lines 
5A and 5B for the Supply voltage having a shielding func 
tion, there is disposed the underlying wiring line 5E for the 
active Shield. Thus, by filling up the gap between adjacent 
Supply Voltage wiring lines 5A and 5B having a shielding 
function with the underlying wiring line 5E for the active 
shield, as shown in FIGS. 23 and 24, signal wiring lines 18, 
Such as bus lines and control Signal lines which underlie the 
wiring line 5E for the active shield, can be made more 
difficult to See, thereby making the application of a needle to 
the wiring lines 18 and the analysis of information with a 
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FIB or the like more difficult. Consequently, it becomes 
possible to further improve the security of the IC card. As in 
the eighth embodiment, the wiring width and Spacing of the 
wiring lines 5A, 5B, and 5E are set at the same values 
(minimum processing size) as those of the signal wiring 
lines 18, whereby the analysis of information stored in the 
IC card can be made more difficult, similar to the eighth 
embodiment. 

0130 (Tenth Embodiment) 
0131. In this tenth embodiment, a description will be 
given of the case where a shield area is Subdivided into 
plural areas and Shields different in shape or technique are 
arranged respectively in the Subdivided areas. 
0132 FIG. 25 shows a shield area SA for the arrange 
ment of shields therein, and FIGS. 26 to 29 show plan views 
of examples of wiring lines for the active shield that are 
different in shape. 
0133). In this tenth embodiment, as shown in FIG.25, the 
shield area (first area) SA is divided into nine sub-shield 
areas (second areas) SSA1 to SSA9, for example. In the 
illustrated example, the sub-shield areas LA1 to LA9 are the 
Same in both shape and area. The Shield area SA may be the 
whole of the main surface of the chip 3, or it may be only 
the wiring area (corresponding to the area LA) or circuit area 
on the main surface of the chip 3. 
0134 FIG. 26 illustrates wiring lines 5C and 5D for the 
active shield, which are arranged in the Sub-Shield area 
SSA1. The wiring lines 5C and 5D for the active shield, as 
shown in FIG. 26, are comb teeth-shaped like that described 
previously in connection with FIG. 20. 
0135 FIG. 27 illustrates a wiring line 5E for the active 
shield, which is disposed in the sub-shield area SSA2. The 
wiring line 5E for the active shield, as shown in FIG. 27, has 
a meandering shape like that described previously in con 
nection with FIGS. 22 and 23. 

0136 FIG. 28 illustrates a wiring line (specific wiring 
line, first wiring line) 5F for the active shield, which is 
disposed in the sub-shield area SSA3 shown in FIG. 25. The 
wiring line 5F, as shown in FIG. 28, has a complex intricate 
shape So that the meandering wiring line covers and hides 
the underlying Signal lines and elements. For example, a 
supply voltage (GND, for example OV) on the low potential 
side or a supply voltage (VCC, 1.8V, 3.0V, 5.0V) on the high 
potential side is applied to the wiring line 5F. FIG. 29 
illustrates wiring lines 5C and 5E for the active shield, which 
are arranged in the sub-shield area SSA4 shown in FIG. 25. 
The wiring line 5C for the active shield, as shown in FIG. 
29, has the same comb teeth-shape as that described earlier 
in connection with FIG. 20, while the wiring line 5E for the 
active shield, as shown in FIG. 29, has the same meandering 
shape as that described earlier in connection with FIGS. 22, 
23 and 27. The wiring lines 5C and 5E are arranged in such 
a manner that the teeth of the wiring line 5C project into 
concave gaps of the wiring line 5E SO as to cover and hide 
the underlying Signal lines and elements. By thus arranging 
active shield wiring lines 5C, 5D, 5E, and 5F of various 
shape in the Shield area SA, it is possible to make the 
decryption of the shield system difficult and to make efforts 
at cancellation and causing failure of the Same System to 
operate also difficult, So that the analysis of information 
stored in the IC card can be made more difficult, and it 
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becomes possible to further improve the security of the IC 
card. It is optional whether the wiring lines 5C, 5D, 5E, and 
5F for the active shield are to be arranged in the same wiring 
layer or in different wiring layers. AS in the eighth and ninth 
embodiments, the wiring width and Spacing of the wiring 
lines 5C to 5F are set at values (minimum processing Size) 
equal to those of the signal lines 18, whereby it is possible 
to make the analysis of information Stored in the IC card 
difficult, as in the eighth and ninth embodiments. As to the 
construction of each processing detector circuit 20 and in 
what State the processing detector circuits 20 are arranged 
with respect to the wirings 5C to 5F, they are the same as in 
the Sixth to ninth embodiments, and, therefore, an explana 
tion thereof will be omitted. 

0.137 The shape of the wirings for the active shield is not 
limited to the above-mentioned shape, but various changes 
may be made So long as the shape that is adopted can cover 
and hide the underlying Signal lines and elements. It is not 
necessary that the wiring lines for the active Shield arranged 
in the Sub-shield areas SSA1 to SSA9 must all be made 
different in shape, but wiring lines for the active shield 
having the same shape also may be arranged in different 
sub-shield areas SSA1 to SSA9. Although reference has 
been made to only the active shield, the wiring lines 5A and 
5B for the Supply Voltage and having a Shielding function, 
as described in connection with the first to fifth embodi 
ments, may be arranged in different shapes for each of the 
sub-shield areas SSA1 to SSA9. An arrangement also may 
be adopted wherein the wiring lines 5A and 5B for the 
Supply Voltage and having a shielding function are arranged 
in any of the sub-shield areas SSA1 to SSA9 and the wiring 
lines for the active shield are arranged in the other Sub-Shield 
areas. In this way, it is possible to make decryption of the 
Shield System more difficult, and it is also possible to make 
efforts at cancellation and causing failure of the shield 
System to operate difficult, So that the analysis of informa 
tion stored in the IC card can be made more difficult, and it 
becomes possible to further improve the security of the IC 
card. 

0138 FIGS. 30 and 31 show examples of the layout of 
wiring lines for the active shield arranged in the Sub-Shield 
areas SSA1 to SSA9, of which FIG. 30 shows a case where 
one pair of wiring lines 5C and 5D for the active shield are 
arranged in the sub-shield area SSA1, and FIG. 31 shows a 
case where plural pairs of wiring lines 5C and 5D for the 
active shield are arranged in the Sub-shield area SSA1. In 
FIG. 1, Vertically asymmetrically arranged pairs and verti 
cally Symmetrically arranged pairs are mixed together. 
According to this arrangement, it is possible to make decryp 
tion of the shield system difficult, and it is also possible to 
make efforts at cancellation and causing failure of the shield 
System to operate difficult, So that the analysis of informa 
tion Stored in the IC card can be made more difficult, and, 
hence, it is possible to further improve the security of the IC 
card. 

0.139. In each of the first to ninth embodiments, by 
arranging a shield of a different shape or technique for each 
of Such Subdivided areas, as provided in this embodiment, it 
is possible to make the analysis of information in the IC card 
more difficult, and, therefore, the Security of the IC card can 
be further improved. 
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0140 (Eleventh Embodiment) 
0.141. In connection with this eleventh embodiment, a 
description will be given of a case where the planar posi 
tional relation between wiring lines for the active shield and 
the detector circuits connected electrically thereto is irregu 
lar. 

0142. It does not matter where the processing detector 
circuits which constitute the active shield System are to be 
connected to the wiring lines for the active shield. However, 
if the relation of the connection between the processing 
detector circuits and the wiring lines for the active shield is 
decrypted and the position of the processing detector circuits 
becomes clear, there is a fear that the processing detector 
circuits may be destroyed to prevent them from carrying out 
the shielding function. In this eleventh embodiment, in view 
of Such an inconvenience, the wiring lines for the active 
Shield and the processing detector circuits connected elec 
trically thereto are arranged So as to be irregular in planar 
positional relation. FIG. 32 shows an example of such a 
layout. In this figure, three sub-shield areas SSA1, SSA3, 
SSAn, are shown, and three processing detector circuits 
20a1, 20a3, 20an (20) corresponding thereto, respectively, 
are provided. Corresponding Sub-Shield areas and proceSS 
ing detector circuits are hatched So as to clarify the relation 
of the correspondence therebetween. The processing detec 
tor circuit 20a1, which is connected to a predetermined 
active Shield wiring line, that is disposed in the Sub-Shield 
area SSA1 in a top wiring layer L3, is disposed in a layout 
layer L0 at a position that is not just under the sub-shield 
area SSA1, but is at a different irregular planar position. 
Also, as to the other Sub-shield areas SSA3 and SSAn in the 
wiring layer L3, the processing detector circuits 20a3 and 
20an, which are connected to the active shield wiring lines 
in those Sub-Shield areas, are arranged in the layout layer L0 
without regularity relative to the arranged positions of the 
sub-shield areas SSA3 and SSAn. Consequently, it is pos 
Sible to make decryption difficult with respect to the posi 
tional and connectional relations between the wiring lines 
for the active shield in the Sub-shield areas SSA1, SSA3, 
SSAn and the processing detector circuits 20 (20a1, 20a3, 
20an), and it is also possible to make attempts at cancella 
tion and causing failure of the Shield System to operate more 
difficult, so that the analysis of information stored in the IC 
card can be made more difficult, and it is possible to further 
improve the security of the IC card. 
0143 By applying to each of the sixth to tenth embodi 
ments a layout in which the planar positional relation 
between the wiring lines for the active shield and the 
detector circuits connected electrically thereto, as provided 
in this embodiment, it is possible to make the analysis of 
information stored in the IC card more difficult, and the 
security of the IC card can be further improved. 

0144) (Twelfth Embodiment) 
0145. In this twelfth embodiment reference will be made 
to an example in which plural processing detector circuits 
are electrically connected to a predetermined active shield 
wiring line. FIG. 33 shows an example of an active shield 
System according to this embodiment, in which plural Sub 
shield areas SSA are arranged. The sub-shield areas SSA 
correspond to the foregoing Sub-shield areas SSA1 to SSA9. 
In each Sub-Shield active area SSAthere is disposed a wiring 
line for the active shield. The active shield wiring lines in the 
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sub-shield areas SSA may be the same or different. Plural 
processing detector circuits 20 are connected electrically to 
the active shield wiring line in each sub-shield area SSA. 
The active shield wiring lines and the processing detector 
circuits 20 are connected together randomly in a wiring layer 
disposed intermediate between a wiring layer including a 
layout layer L0 and the foregoing principal Signal lines and 
a wiring layer wherein the wiring lines for the active shield 
are arranged. The connectional relation between the wiring 
lines for the active shield and the processing detector circuits 
20 is made So complicated as to make the decryption thereof 
difficult. The area of each sub-shield area SSA is kept to a 
minimum, and each active Shield wiring line is monitored by 
plural processing detector circuits 20. In this way, even if 
one processing detector circuit 20 is destroyed and invali 
dated, the information Stored in the IC can be protected, 
because another processing detector circuit 20 will operate. 
By subdividing the shield area SA into sub-shield areas SSA 
of a Small area, an entire Shield wiring layout in the shield 
area SA and the connectional relation thereof to the pro 
cessing detector circuits 20 can be made more complicated, 
So that it is possible to make decryption of the Shield System 
difficult, and it is possible to improve the IC card security. 
0146 By applying to each of the sixth to eleventh 
embodiments a layout Such as provided in this embodiment, 
wherein plural processing detector circuits are connected 
electrically to a predetermined wiring line for the active 
Shield, the analysis of information Stored in the IC card can 
be made more difficult, and it is possible to further improve 
the security of the IC card. 
0147 (Thirteenth Embodiment) 
0.148. In connection with this thirteenth embodiment, 
reference will be made to a case where the potential of a 
wiring line for the active Shield is not made constant, but is 
varied with the lapse of time. 
014.9 FIG. 34 is a diagram showing an example of an 
active shield System according to the thirteenth embodiment 
of the present invention. In this System, a predetermined 
potential is Supplied from a potential Supply circuit 25 
formed in the chip 3 to a wiring line (5E in FIG. 34) for the 
active shield. The potential Supply circuit 25 changes the 
potential that is fed to the wiring line 5E in synchronism 
with a Synchronizing Signal provided from an independent 
oscillator 26 formed within the chip 3. The synchronizing 
Signal from the Oscillator 26 is also applied to a processing 
detector circuit 20 through a Synchronizing Signal line 27 So 
that, also on the processing detector circuit 20 Side, a 
proper-or-not reference potential is changed to match the 
Synchronizing Signal fed from the oscillator 26. The proper 
or-not reference potential is a reference potential Serving as 
a reference of comparison when judging whether the poten 
tial of the active shield wiring line 5E, which is detected by 
the processing detector circuit 20, is proper or not. If the 
proper-or-not reference potential is equal to the detected 
potential, (including an allowable error), the detected poten 
tial is judged to be proper. More Specifically, in the proceSS 
ing detector circuit 20, the potential of the active shield 
wiring line 5E, which is detected at a predetermined time, is 
compared with the proper-or-not reference potential 
detected at the predetermined time, and upon detection of a 
difference between both potentials, the processing detector 
circuit 20 resets the integrated circuit in the chip 3 So as to 
make the integrated circuit unable to operate, thereby pre 
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venting the analysis of information Stored in the IC card. 
Thus, Since efforts at cancellation and causing failure of the 
active shield System to operate can be made difficult by 
changing the potential of the active shield wiring line 5E, it 
is possible to make the analysis of information Stored in the 
IC card more difficult, and the security of the IC card can be 
further improved. The oscillator 26 is adapted to operate 
upon turning ON of the power Supply. 

0150. By applying to each of the sixth to twelfth embodi 
ments, the construction of this embodiment, wherein the 
potential of the active shield wiring line is not made con 
Stant, it is possible to make the analysis of information 
stored in the IC card more difficult, and the security of the 
IC card can be further improved. 

0151 (Fourteenth Embodiment) 
0152. In connection with this fourteenth embodiment, 
reference will be made to another example in which the 
potential of a wiring line for the active shield is not constant, 
but is varied with the lapse of time. 

0153. In connection with this fourteenth embodiment, the 
potential Switching time for an active shield wiring line is 
irregular. FIG. 35 is a diagram showing an example of an 
active shield System according to this fourteenth embodi 
ment. In this System, a frequency divider circuit 29 is turned 
ON or OFF in response to a signal provided from a random 
number generator circuit 28, thereby changing the frequency 
of a synchronizing signal that is outputted from the oscillator 
26. In this fourteenth embodiment, the frequency of the 
Synchronizing Signal outputted from the oscillator 26 is 
changed irregularly through the frequency divider circuit 26. 
In Synchronism with the Synchronizing Signal provided from 
the frequency divider circuit 29, a potential supply circuit 25 
changes the potential fed to a wiring line (5E in FIG.35) for 
the active shield. Therefore, in this fourteenth embodiment, 
the potential of the active shield wiring line 5E does not 
change periodically, but changes at irregular times. Further, 
the Synchronizing Signal provided from the frequency 
divider circuit 29 is applied also to the processing detector 
circuit 20 through a Synchronizing Signal line 27. In accor 
dance with the Synchronizing Signal provided from the 
frequency divider circuit 29, the processing detector circuit 
20 changes the proper-or-not reference Signal described in 
the previous thirteenth embodiment. Thus, in this fourteenth 
embodiment, even if the potential of the active shield wiring 
line 5E varies irregularly, it is possible to change the 
proper-or-not reference potential of the processing detector 
circuit 20 accordingly. The processing detector circuit 20 
compares the potential of the active shield wiring line 5E 
that is detected at a predetermined time with the proper-or 
not reference potential to be detected at the predetermined 
time; and, upon detection of a difference between both 
potentials, the processing detector circuit 20 resets the 
integrated circuit in the chip 3 So as to render the integrated 
circuit unable to operate, as in the thirteenth embodiment, 
thereby preventing the analysis of information Stored in the 
IC card. By thus making the timing of the potential change 
of the wiring line 5E for active shield irregular, the timing 
can be made difficult to read. Further, it is possible to make 
any effort to effect cancellation and to cause failure of the 
active shield System to operate more difficult, and the 
analysis of information Stored in the IC card can be made 
more difficult, so that it becomes possible to further improve 
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the security of the IC card. The active shield system in this 
fourteenth embodiment and that in the previous thirteenth 
embodiment may be mixed together in the same chip 3, 
whereby it becomes more difficult to decrypt the active 
Shield Systems in the chip 3, and, therefore, it becomes 
possible to further improve the security of the IC card. 
0154 By applying to each of the sixth to thirteenth 
embodiments the construction of this embodiment, wherein 
the potential of the active shield wiring line is not kept 
constant, but is varied with the lapse of time, it is possible 
to make the analysis of information Stored in the IC card 
more difficult, and the security of the IC card can be further 
improved. 

O155 (Fifteenth Embodiment) 
0156. In connection with this fifteenth embodiment, ref 
erence will be made to another example in which the 
potential of a wiring line for active shield is not made 
constant, but is varied with the lapse of time. 
O157. In this fifteenth embodiment, a signal having a 
predetermined frequency is allowed to flow in a wiring line 
of the active shield, and when the Signal of that frequency 
can not be detected, control is effected to make the integrated 
circuit in the chip 3 unable to operate. FIG. 36 shows an 
example of an active shield System for a Semiconductor 
device according to the fifteenth embodiment of the present 
invention. 

0158. A signal of a predetermined frequency generated 
by an oscillator 26 is transmitted to a wiring line (5E in FIG. 
36) for the active shield. While the signal of the predeter 
mined frequency is flowing in the wiring line 5E for the 
active shield, the processing detector circuit 20 does not 
operate at all, but when the potential of the active shield 
wiring line 5E is fixed to high or low levels direct-current 
wise, the processing detector circuit 20 detects it and resets 
the integrated circuit in the chip 3, thereby disabling the 
integrated circuit So as to prevent the analysis of information 
stored in the IC card. 

0159. According to this fifteenth embodiment, the fol 
lowing effects can be obtained in addition to the effects 
obtained in the thirteenth and fourteenth embodiments. 
Since the construction of the Shield System is simple and it 
is difficult to destroy, it is possible to make an effort to effect 
cancellation and to cause failure of the active shield System 
to operate more difficult, and, hence, it is possible to make 
the analysis of information stored in the IC card more 
difficult, whereby it becomes possible to further improve the 
Security of the IC card. Besides, Since the construction of the 
Shield System is simple, the Semiconductor device manufac 
turing proceSS does not become complicated. Moreover, it is 
possible to decrease the layout area of elements and wiring 
lines for the active shield System in comparison with the 
thirteenth and fourteenth embodiments. Further, the active 
shield system in this fifteenth embodiment and the active 
shield system in the thirteenth and fourteenth embodiments 
may be mixed together in the same chip 3, whereby the 
decryption of the shield system in the chip 3 becomes more 
difficult, and, thereby, it is possible to further improve the 
security of the IC card. 
0.160) By applying to each of the sixth to fourteenth 
embodiments the construction of this embodiment, wherein 
the potential of the wiring line for the active shield is not 
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made constant, but is varied with the lapse of time, whereby 
the analysis of information in the IC card can be made more 
difficult, and it is possible to further improve the security of 
the IC card. 

0161 (Sixteenth Embodiment) 
0162. In connection with this sixteenth embodiment, ref 
erence will be made to an example in which different active 
Shield wiring lines are arranged in the same wiring layer. 
FIG. 37 shows an example of the layout of wiring lines 5C, 
5D, and 5E for the active shield according to this sixteenth 
embodiment. In this sixteenth embodiment, active shield 
wiring lines 5C, 5D, and 5E having different shapes are 
arranged in the same wiring layer in the chip 3. The shapes 
of the wiring lines 5C, 5D, and 5E are the same as in the 
eighth to tenth embodiments. The layout of the wiring lines 
5C and 5D is the same as in the eighth and tenth embodi 
ments. The wiring line 5E is disposed in a gap between 
adjacent wiring lines 5C and 5D so as to cover and hide 
underlying Signal lines 18 and other elements. AS in the 
eighth to tenth embodiments, plural processing detector 
circuits 20 are electrically connected to each of the wiring 
lines 5C, 5D, and 5E. Also, in this sixteenth embodiment, it 
is possible to improve the security of the IC card. 
0163. By applying to each of the sixth to fifteenth 
embodiments the construction of this Sixteenth embodiment, 
wherein different active Shield wiring lines are arranged in 
the same wiring layer, it is possible to make the analysis of 
information stored in the IC card more difficult, and, there 
fore, the security of the IC card can be further improved. 

0164 (Seventeenth Embodiment) 
0.165. In connection with this seventeenth embodiment, 
reference will be made to another example in which a shield 
area is subdivided into plural sub-shield areas. FIG. 38 is a 
plan View showing an example of a Shield area SA, in which 
Xa1, Xa2, . . . Xa6 represent X coordinates and Ya1, Ya2, . 
. . Yao represent Y coordinates. 
0166 Also, in this seventeenth embodiment, the shield 
area SA is subdivided into plural Sub-shield areas SSA, 
provided the Sub-shield areas SSA are mutually different in 
area and the various shapes thereof are arranged irregularly. 
Thus, the layout of the sub-shield areas SSA in the shield 
area SA are asymmetric vertically and transversely. AS in the 
tenth embodiment, wiring lines for the active shield that are 
different in shape are arranged in each Sub-Shield area SSA, 
whereby it is possible to make decryption of the active shield 
System difficult, and, hence, it is possible to improve the 
security of the IC card. 
0167 By applying to each of the sixth to sixteenth 
embodiments the construction of this embodiment, wherein 
the shield area is subdivided into plural sub-shield areas, it 
is possible to make decryption of information Stored in the 
IC card more difficult, and the security of the IC card can be 
further improved. 
0168 (Eighteenth Embodiment) 
0169. In connection with this eighteenth embodiment, 
reference will be made to a further example in which a shield 
area is Subdivided into plural Sub-Shield areas. 
0170 In this eighteenth embodiment, the Subdividing of 
the shield area is changed for each chip which constitutes an 
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IC card or for each production of a Semiconductor device. 
FIG. 39 is a plan view showing an example of a shield area 
SA. In FIG. 39, like FIG. 38, the shield area SA is 
subdivided into plural Sub-shield areas SSA, which sub 
Shield areas, however, are different in shape and layout from 
those shown in FIG. 38. In this eighteen embodiment, even 
in the same wafer, the shield area SA shown in FIG. 38 is 
used for certain chips and the shield area SA shown in FIG. 
39 is used for other chips. Alternatively, the shield area SA 
shown in FIG. 38 is used for all of the chips in a certain 
wafer, and the shield area SA shown in FIG. 39 is used for 
all of the chips in another wafer. In this way, even if the 
Shield System in one chip is decrypted, this does not directly 
lead to the possibility of decrypting the Shield System in 
another chip. Consequently, it is possible to make decryption 
of an active Shield System difficult, and, hence, it is possible 
to improve the security of the IC card. 
0171 By applying to each of the sixth to seventeenth 
embodiments the construction of this embodiment, wherein 
the shield area is subdivided into plural Sub-shield areas, it 
is possible to make the analysis of information Stored in the 
IC card more difficult, and, further, to improve the security 
of the IC card. 

0172 (Nineteenth Embodiment) 
0.173) In connection with this nineteenth embodiment, 
reference will be made to an example in which different 
Shield areas are Stacked in multiple layers. More specifically, 
the active shield wiring lines in the Shield areas shown in 
FIGS. 38 and 39 are arranged at the same planar position on 
the chip 3 and in different wiring layers, whereby, when Seen 
in plan View, the Superposition of the active Shield wiring 
lines can be made more complicated, and, therefore, it is 
possible to make decryption of the active shield System 
difficult. Consequently, it becomes possible to improve the 
security of the IC card. 
0.174. The active shield wiring lines in different wiring 
layerS may be connected together electrically via through 
holes or the like. The through holes are fine holes formed 
through an interlayer insulating film which is interposed 
between different wiring layers, and a connecting conductor 
is embedded in the interior of each through hole. In this case, 
by changing the layout position of the through holes for each 
chip, the wiring route of the active shield System can be 
changed by a relatively simple method in both design and 
process. More particularly, even when the active shield 
wiring lines in different chips may appear equal in planar 
layout at first glance, there is an entirely different wiring 
route of the active shield system in different chips due to a 
difference in the layout of the through holes. Besides, the 
through holes are So fine that, by a mere glance at the 
through holes as Seen in plan view, it is difficult to Search for 
the wiring route, and, therefore, it is possible to make 
decryption of the active shield System difficult, thus permit 
ting improvement in the Security of the IC card. 
0.175. By applying to each of the sixth to eighteenth 
embodiments the construction of this embodiment, wherein 
different Shield areas are Stacked in multiple layers, it is 
possible to make the analysis of information stored in the IC 
card more difficult, and the security of the IC card can be 
further improved. 
0176 Although the present invention has been described 
above Specifically on the basis of various embodiments 
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thereof, it goes without Saying that the present invention is 
not limited to those embodiments, but that various changes 
may be made within a Scope not departing from the gist of 
the invention. 

0177 For example, although the sixth and seventh 
embodiments have been described with reference to a case 
where, if a wiring line for detecting a processing using a 
processing detector circuit is cut off, the cutting is detected, 
the invention is not limited thereto. There may be adopted, 
for example, a construction wherein, even when the wiring 
line for detecting a processing is not cut off completely, but 
is cut partially and is connected partially, a change in 
potential is detected by utilizing the phenomenon that the 
potential of the processing detecting wiring line is varied by 
the processing, thereby resetting the integrated circuit. 
0.178 Although the first to seventh embodiments have 
been described with reference to a case where the present 
invention is applied to a So-called contact type IC card, 
wherein the reading and writing of information for the chip 
are carried out through electrodes formed on the back Side 
of the package Substrate, the invention is not limited thereto, 
but is applicable to various other types of IC cards. For 
example, the present invention is also applicable to a So 
called non-contact type IC card, wherein a coil (antenna) is 
provided within a card body and the reading and writing of 
data are carried out by utilizing radio waves in a non-contact 
manner using a reader/writer. 
0179 Moreover, by combining each of the first to nine 
teenth embodiments with one or more of the other embodi 
ments included in the first to nineteenth embodiments, it is 
possible to make the decryption of information Stored in the 
IC card more difficult, and the security of the IC card can be 
further improved. 
0180. It goes without saying that the wiring structures of 
the first to nineteenth embodiments are not limited to the 
illustrated ones, but there may be a metallic multi-layer 
wiring Structure comprising five to ten layers. 
0181 Although the present invention has been described 
above mainly with reference to its application to an IC card 
as a background application field of the invention, the 
invention is not limited thereto, but is applicable, for 
example, to all products having a Semiconductor device 
which Stores information. 

0182. In short, according to the constructions of the 
above embodiments, wiring lines 5A and 5B for the Supply 
of a Voltage to feed a drive Voltage to the integrated circuit 
in the Semiconductor chip 3 are arranged So as to cover the 
main Surface of the Semiconductor chip 3, and if the wiring 
lines 5A and 5B are removed for the purpose of analyzing 
information Stored in the Semiconductor chip 3, the inte 
grated circuit fails to operate, making it impossible to 
analyze the information. Thus, if predetermined wiring lines 
arranged in an upper layer of the Semiconductor chip are 
removed or cut off, it becomes impossible to analyze infor 
mation Stored in the chip, whereby it is possible to improve 
the Security of information Stored in the Semiconductor chip. 
0183. Further, processing detector circuits 20 for detect 
ing a processing of the wiring lines 5A and 5B are provided, 
which, upon detection of a processing of the wiring lines 5A 
and 5B, operate to reset the integrated circuit. With Such 
processing detector circuits, it is impossible to analyze 
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information Stored in the Semiconductor chip, and, therefore, 
the Security of information Stored in the Semiconductor 
device can be improved. 
0.184 The present invention is useful as a semiconductor 
device for use as a medium for the Storage of various items 
of information in various fields, including electronic money, 
credit card, portable telephone, chargeable Satellite broad 
cast receiver, identification card, license, insurance policy, 
electronic medical Sheet, electronic railway ticket, finance, 
distribution, medical care, traffic, transportation, and educa 
tion, and it is particularly Suitable in its application to an IC 
card. 

1. A Semiconductor device comprising: 
(a) a first element formed over a main Surface of a 

Semiconductor chip and contributing to the Storage of 
information; 

(b) a Second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area formed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas; 

(d) a desired signal line formed in the first area; and 
(e) wiring lines for Supply voltage contributing to the 

actuation of the first and Second elements, the wiring 
lines for Supply voltage being disposed respectively in 
the plural Second areas in a layer which overlies the 
desired signal line So as not to permit the analysis of 
information unless they are cut off or removed, and 
being formed So as to be different in Shape. 

2. A Semiconductor device comprising: 
(a) a first element formed over a main Surface of a 

Semiconductor chip and contributing to the Storage of 
information; 

(b) a Second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas So as to cover the main Surface of the 
Semiconductor chip; 

(d) a desired signal line formed in at least one of the plural 
Second areas, and 

(e) a wiring line for Supply voltage contributing to the 
actuation of the first and Second elements and disposed 
respectively in the plural Second areas in a layer which 
Overlies the desired signal line, the wiring lines for 
Supply Voltage being formed So as to be different in 
shape. 

3. A Semiconductor device comprising: 
(a) a first element formed over a main Surface of a 

Semiconductor chip and contributing to the Storage of 
information; 

(b) a Second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas; 
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(d) desired signal line formed in the first area; and 
(e) wiring lines for Supply voltage contributing to the 

actuation of the first and Second elements and partially 
respectively in the plural Second areas So as to cover the 
desired signal line in a layer which overlies the desired 
Signal line, and being formed So as to be different in 
shape. 

4. A Semiconductor device according to any of claims 1 to 
3, wherein, when the wiring line for Supply Voltage is cut off 
or removed, a Supply Voltage is not fed to the first or the 
Second element and a circuit does not operate. 

5. A Semiconductor device according to any of claims 1 to 
3, 

wherein the wiring line for Supply Voltage comprises a 
wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Supply Voltage and a 
wiring line for Supply Voltage on a low potential Side 
which Supplies a relatively low Supply Voltage, and 

wherein the wiring line for Supply Voltage on a high 
potential Side and the wiring line for Supply Voltage on 
a low potential Side are planarly deviated from each 
other in Such a manner that one is interposed in gaps 
formed in the other and the other is interposed in gaps 
formed in the one. 

6. A Semiconductor device according to any of claims 1 to 
3, 

wherein the wiring line for Supply voltage comprises a 
wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Supply Voltage and a 
wiring line for Supply Voltage on a low potential Side 
which Supplies a relatively low Supply Voltage, and 

wherein the wiring line for Supply Voltage on a high 
potential Side and the wiring line for Supply Voltage on 
a low potential Side are formed in the shape of comb 
teeth and arranged planarly So that the respective teeth 
are in mesh with each other. 

7. A Semiconductor device according to any of claims 1 to 
3, 

wherein the wiring line for Supply Voltage comprises a 
wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Supply Voltage and a 
wiring line on a low potential side which Supplies a 
relatively low Supply Voltage, and 

wherein the wiring line for Supply Voltage on a high 
potential Side and the wiring line for Supply Voltage on 
a low potential side are formed in a lattice shape and 
arranged planarly So that one is interposed in gaps 
formed in the other and the other is interposed in gaps 
formed in the one. 

8. A Semiconductor device according to any of claims 1 to 
3, 

wherein the wiring line for Supply Voltage comprises a 
wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Supply Voltage and a 
wiring line for Supply Voltage on a low potential Side 
which Supplies a relatively low Supply Voltage, and 

wherein the wiring line for Supply Voltage on the high 
potential Side and the wiring line for Supply Voltage on 
the low potential side are Solid wiring lines. 
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9. A Semiconductor device comprising: 
(a) a first element formed over a main Surface of a 

Semiconductor chip and contributing to the Storage of 
information; 

(b) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas; 

(c) a desired signal line formed in the first area; and 
(d) a detector circuits disposed respective in the plural 

Second areas in a layer which Overlies the desired Signal 
line, the detector circuits, when first wiring lines 
formed So as to be different in Shape are cut off, 
detecting it and make it impossible to analyze infor 
mation Stored in the first element. 

10. (canceled) 
11. A Semiconductor device according to claim 9, wherein 

the first wiring line is a wiring line for Supply Voltage. 
12. A Semiconductor device according to claim 11, 

wherein the wiring line for Supply Voltage comprises a 
wiring line for Supply Voltage on a high potential Side which 
Supplies a relatively high Supply Voltage and a wiring line 
for Supply Voltage on a low potential Side which Supplies a 
relatively low Supply Voltage. 

13. A Semiconductor device according to claim 11, 
wherein the wiring line for Supply Voltage is constituted by 
a single wiring line which is disposed in a predetermined 
shape So as to cover the desired Signal line. 

14. A semiconductor device according to claim 11, 
wherein the wiring line for Supply Voltage is constituted by 
a single wiring line in Such a manner that, when the Single 
wiring line is cut off, the cut-off wiring portions are com 
pletely isolated from each other. 

15. A Semiconductor device according to claim 9, wherein 
the detector circuit is dispersed plurally within the main 
Surface of the Semiconductor chip. 

16. A Semiconductor device according to claim 15, 
wherein the detector circuit is disposed in a circuit block 
area of the main Surface of the Semiconductor chip. 

17. A Semiconductor device according to claim 15 or 
claim 16, wherein the detector circuit is disposed in a wiring 
area of the main Surface of the Semiconductor chip. 

18. A Semiconductor device according to any of claims 12 
to 14, wherein the wiring line for Supply Voltage is different 
from a wiring line for Supply Voltage which Supplies a 
Supply Voltage for actuating the detector circuits. 

19. A Semiconductor device according to claim 9, wherein 
an input wiring line of a predetermined one of Said plural 
detector circuits is used as a wiring line for Supply Voltage 
in the other detector circuit. 

20. A Semiconductor device comprising: 
(a) a first element formed over a main Surface of a 

Semiconductor chip and contributing to the Storage of 
information; 

(b) a Second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas So as to cover the main Surface of the 
Semiconductor chip; and 

(d) a desired signal line formed in at least one of the plural 
Second areas, and 
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(e) wiring lines for Supply voltage which contribute to 
actuating the first and Second elements, the wiring lines 
for Supply Voltage being each constituted by a Single 
wiring line in Such a manner that, when the Single 
wiring line is cut off, the cut-off wiring portions are 
completely isolated from each other So as not to actuate 
the first and Second elements, the wiring line for Supply 
Voltage being disposed respectively in the plural Second 
areas in a layer which overlies the desired Signal line, 
and being formed So as to be different in Shape. 

21. An IC card comprising: 

(a) a first element formed over a main Surface of a 
Semiconductor chip and contributing to the Storage of 
information; 

(b) a second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
semiconductor chip and divided into a Plurality of 
Second areas; 

(d) a desired signal line formed in the first area; 
(e) wiring lines for Supply Voltage which contributes to 

actuating the first and Second elements, the wiring lines 
for Supply Voltage being disposed respectively in the 
plural Second areas in a layer which overlies the desired 
Signal line So as not to permit the analysis of informa 
tion unless it is cut off or removed, and being formed 
So as to be different in Shape; 

(f) a package for Sealing the Semiconductor chip; and 
(g) plate-like card body which receives the package 

within a groove. 
22. An IC card comprising: 

(a) a first element formed over a main Surface of a 
Semiconductor chip and contributing to the Storage of 
information; 

(b) a second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas So as to cover the main Surface of the 
Semiconductor chip; 

(d) a desired signal line formed in at least one of the plural 
Second areas; 

(e) wiring lines for Supply Voltage which contributes to 
actuating the first and Second elements, the wiring lines 
for Supply Voltage being disposed respectively in the 
plural Second areas in a layer which overlies the desired 
Signal line, and being formed So as to be different in 
shape; 

(f) a package for Sealing the Semiconductor chip; and 
(g) plate-like card body which receives the package 

within a groove. 
23. An IC card comprising: 

(a) a first element formed over a main Surface of a 
Semiconductor chip and contributing to the Storage of 
information; 
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(b) a Second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
semiconductor chip and divided into a Plurality of 
Second areas; 

(d) a desired signal line formed in the first area; 
(e) a wiring lines for Supply voltage which contributes to 

actuating the first and Second elements, the wiring line 
for Supply Voltage being partially disposed respectively 
in the plural Second areas So as to cover the desired 
Signal line in a layer which Overlies the desired Signal 
line, and being formed So as to be different in shape; 

(f) a package for Sealing the Semiconductor chip; and 
(g) a plate-like card body which receives the package 

within a groove. 
24. An IC card comprising: 
(a) a first element formed over a main Surface of a 

Semiconductor chip and contributing to the Storage of 
information; 

(b) a Second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second area; 

(d) a desired signal line formed in the first area 
(e) wiring lines for Supply Voltage which contributes to 

actuating the first and Second elements, the wiring lines 
for Supply Voltage being formed respectively in the 
plural Second areas in a layer which overlies the 
designed Signal line, the wiring lines for Supply Voltage 
being formed So as to be different in shape, wherein 
when the wiring line for Supply Voltage is cut off or 
removed, a Supply Voltage is not fed to the first or the 
Second element and a circuit does not operate. 

25. An IC card according to any of claims 21, 22, 23, and 
24, 

wherein the wiring line for Supply Voltage comprises a 
wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Supply Voltage and a 
wiring line for Supply Voltage on a low potential Side 
which Supplies a relatively low Supply Voltage, and 

the wiring line for Supply Voltage on a high potential Side 
and the wiring line for Supply Voltage on a low potential 
Side are planarly deviated from each other in Such a 
manner that one is interposed in gaps formed in the 
other and the other is interposed in gaps formed in the 
OC. 

26. An IC card according to any of claims 21, 22, 23, and 
24 

wherein the wiring line for Supply Voltage comprises a 
wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Supply Voltage and a 
wiring line for Supply Voltage on a low potential Side 
which Supplies a relatively low Supply Voltage, and 

wherein the wiring line for Supply Voltage on a high 
potential Side and the wiring line for Supply Voltage on 
a low potential Side are formed in the shape of comb 
teeth and arranged planarly So that the respective teeth 
are in mesh with each other. 
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27. An IC card according to any of claims 21, 22, 23, and 
24 

wherein the wiring line for Supply Voltage comprising a 
wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Supply Voltage and a 
wiring line for Supply Voltage on a relatively low 
potential Side which Supplies a relatively low Supply 
Voltage, and 

wherein the wiring line for Supply Voltage on a high 
potential Side and the wiring line for Supply Voltage on 
a low potential side are formed in a lattice shape and 
arranged planarly So that one is interposed in gaps 
formed in the other and the other is interposed in gaps 
formed in the one. 

28. An IC card according to any of claims 21, 22, and 23, 
wherein the wiring line for Supply Voltage comprises a 

wiring line for Supply Voltage on a high potential Side 
which Supplies a relatively high Voltage and a wiring 
line for Supply Voltage on a low potential Side which 
Supplies a relatively low Supply Voltage, and 

wherein the wiring line for Supply Voltage on a high 
potential Side and the wiring line for Supply Voltage on 
a low potential Side are Solid wiring lines. 

29. An IC card comprising: 

(a) a first element formed over a main Surface of a 
Semiconductor chip and contributing to the storage of 
information; 

(b) a second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas; 

(d) a desired signal line formed in the first area; 
(e) detector circuits disposed respectively in the plural 

Second areas in a layer overlying the desired Signal line 
and detecting, when first wiring lines formed So as to be 
different in shape are cut off, it and makes it impossible 
to analyze information Stored in the first element; 

(f) a package for Sealing the Semiconductor chip; and 
(g) a plate-like card body which receives the package 

within a groove. 
30. An IC card comprising: 

(a) a first area disposed over a main Surface of a semi 
conductor chip and divided into a plurality of Second 
areas, 

(b) first wiring lines formed in the first area; 
(c) a detector circuit for detecting a change in potential of 

the first wiring line; 
(d) a package for Sealing the Semiconductor chip; and 
(e) a plate-like card body which receives the package 

within a groove, 

wherein the first wiring lines are disposed respectively 
in the plurally divided Second areas and are formed 
So as to be different in Shape. 
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31. An IC card according to claim 29 or claim 30, wherein 
the first wiring line is a wiring line for Supply Voltage. 

32. An IC card according to claim 31, wherein the wiring 
line for Supply Voltage comprises a wiring line for Supply 
Voltage on a high potential Side which Supplies a relatively 
high Supply Voltage and a wiring line for Supply Voltage on 
a low potential Side which Supplies a relatively low Voltage. 

33. An IC card according to claim 31, wherein the wiring 
line for Supply Voltage is constituted by a single wiring line 
which is disposed in a predetermined shape So as to cover 
the desired Signal line. 

34. An IC card according to claim 31, wherein the wiring 
line for Supply Voltage is constituted by a single wiring line 
in Such a manner that, when the Single wiring line is cut off, 
the cut-off wiring portions are completely isolated from each 
other. 

35. An IC card according to any of claims 29 and 30, 
wherein the detector circuit is dispersed plurally within the 
main Surface of the Semiconductor chip. 

36. An IC card according to claim 35, wherein the detector 
circuit is disposed in a circuit block area of the main Surface 
of the Semiconductor chip. 

37. An IC card according to claim 35, wherein the detector 
circuit is disposed in a wiring area of the main Surface of the 
Semiconductor chip. 

38. An IC card according to claim 31, wherein the wiring 
line for Supply Voltage is different from a wiring line for 
Supply Voltage for actuating the detector circuits. 

39. An IC card according to any of claims 29 and 30, 
wherein an input wiring line of a predetermined one of Said 
plural detector circuits is used as a wiring line for Supply 
Voltage in the other detector circuit. 

40. An IC card comprising: 
(a) a first element formed over a main Surface of a 

Semiconductor chip and contributing to the Storage of 
information; 

(b) a Second element formed over the main Surface of the 
Semiconductor chip; 

(c) a first area disposed over the main Surface of the 
Semiconductor chip and divided into a plurality of 
Second areas So as to cover the main Surface of the 
Semiconductor chip; 

(d) a desired signal line formed in at least one of the plural 
Second areas; 

(e) wiring lines for Supply Voltage which contributes to 
actuating the first and Second elements, the wiring lines 
for Supply Voltage being each constituted by a Single 
wiring line in Such a manner that, when the Single 
wiring line is cut off, the cut-off wiring portions are 
completely isolated from each other So as not to actuate 
the first and Second elements, the wiring lines for 
Supply Voltage being disposed respectively in the plural 
Second areas in a layer which Overlies the desired Signal 
line, and being formed So as to be different in shape; 

(f) a package for Sealing the Semiconductor chip; and 
(g) plate-like card body which receives the package 

within a groove. 
41. (canceled) 
42. (canceled) 
43. A Semiconductor device comprising: 
(a) a first area disposed over a main Surface of a semi 

conductor chip; 
(b) a plurality of second areas formed by dividing the first 

area, 
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(c) first wiring lines disposed respectively in the Second 
area; and 

(d) a detector circuit for detecting a processing of one of 
the first wiring lines which is disposed in a predeter 
mined one of the plural Second areas. 

44. A Semiconductor device according to claim 43, 
wherein a wiring line for Supply Voltage which contributes 
to actuating an integrated circuit formed in the Semiconduc 
tor chip is disposed in a wiring layer different from a wiring 
layer in which the first wiring line is disposed, the wiring 
line for Supply Voltage being disposed in the first area So as 
to lie Over the first wiring line planarly. 

45. A Semiconductor device according to claim 44, 
wherein a pattern of the first wiring line is disposed in a 
planar position corresponding to a gap between adjacent 
portions of a pattern of the wiring line for Supply Voltage. 

46. A Semiconductor device according to any of claims 
43, 44, and 45, wherein said plural first wiring lines different 
in shape are disposed in the first area and in one and Same 
wiring layer. 

47. A Semiconductor device according to claim 46, 
wherein the first wiring lines different in Shape are disposed 
in Such a manner that a pattern of one of Said first wiring 
lines is interposed in a gap between adjacent portions of a 
pattern of the other first wiring line. 

48. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the first area is divided into plural 
Second areas and Said plural first wiring lines are disposed in 
the Second areas respectively, the first wiring lines being 
mutually different in shape. 

49. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the first area is divided into plural 
Second areas and Said plural first wiring lines are disposed in 
the divided Second areas respectively in Such a manner that 
first wiring line disposed in a predetermined one of the plural 
Second areas and the first wiring line disposed in the other 
Second area are different in shape. 

50. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the first area is divided into plural 
Second areas and the first wiring line is disposed in a 
predetermined one of the plural Second areas, while in the 
other Second area is disposed a wiring line for Supply Voltage 
So as to cover the other Second area, the wiring line for 
Supply Voltage contributing to actuating an integrated circuit 
formed in the Semiconductor chip. 

51. A Semiconductor device according to claim 50, 
wherein the first wiring line and the wiring line for Supply 
Voltage are disposed in one and Same wiring layer. 

52. A Semiconductor device according to any of claims 
43, 44 and 45, wherein said plural detector circuits are 
connected electrically to the first wiring line. 

53. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the detector circuit is disposed in an 
irregular position with respect to the position of the first 
wiring line to which the detector circuit is connected. 

54. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the wiring width and pitch of the first 
wiring line are Set equal to those of a wiring line which 
constitutes an integrated circuit formed in the Semiconductor 
chip. 

55. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the potential of the first wiring line 
is changed. 

19 
Oct. 28, 2004 

56. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the potential of the first wiring line 
is changed irregularly. 

57. A Semiconductor device according to any of claims 
43, 44 and 45, wherein a signal having a predetermined 
frequency is allowed to flow through the first wiring line and 
is detected by the detector circuit. 

58. A Semiconductor device according to any of claims 
43, 44 and 45, wherein the first wiring line is disposed in a 
wiring layer overlying a desired Signal line which constitutes 
an integrated circuit formed in the Semiconductor chip. 

59. A semiconductor device comprising: 
(a) a first area disposed over a main Surface of a semi 

conductor chip; 
(b) a plurality of second areas formed by dividing the first 

area, 

(c) a first wiring line disposed in a predetermined one of 
the plural Second areas, 

(d) a wiring line for Supply Voltage which contributes to 
actuating an integrated circuit formed in the Semicon 
ductor chip, the wiring line for Supply Voltage being 
disposed in the other of the plural Second areas So as to 
cover the other Second area, and being different in 
shape from the first wiring line; and 

(e) a detector circuit for detecting a processing of the first 
wiring line. 

60. A Semiconductor device comprising: 
(a) a first area disposed over a main Surface of a semi 

conductor chip; 
(b) a first wiring line disposed in the first area; 
(c) a wiring line for Supply Voltage which contributes to 

actuating an integrated circuit formed in the Semicon 
ductor chip, and is disposed in a wiring layer different 
from a wiring layer in which the first wiring line is 
disposed, the wiring line for Supply Voltage being 
disposed in the first area So as to lie over the first wiring 
planarly, and being formed So as to be different in shape 
from the first wiring line; and 

(d) a detector circuit for detecting a processing of the first 
wiring line. 

61. (canceled) 
62. (canceled) 
63. A Semiconductor device comprising: 

(a) a first area disposed over a main Surface of a semi 
conductor chip; 

(b) a first wiring line disposed in the first area; and 
(c) a detector circuit for detecting a processing of the first 

wiring line, 

wherein Said plural first wiring lines different in shape 
are disposed in different areas included in the first 
aca. 

64. (canceled) 
65. (canceled) 
66. A Semiconductor device comprising: 

(a) a first area disposed over a main Surface of a semi 
conductor chip; 
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(b) a plurality of second areas formed by dividing the first 
area, 

(c) first wiring lines disposed respectively for the plural 
Second areas; and 

(d) a detector circuit for detecting a processing of the first 
Wiring lines, 
wherein the detector circuit is disposed so as to be 

irregular in a positional relation thereof to the second 
areas having the first wiring lines to which the 
detector circuit is connected. 

67. A semiconductor device according to claim 63, 
wherein the wiring width and pitch of the first wiring lines 
are Set equal to those of a wiring line which constitutes an 
integrated circuit formed over the Semiconductor chip. 

68. A semiconductor device according to claim 63, 
wherein the potential of the first wiring lines is changed. 

69. A semiconductor device according to claim 63, 
wherein the potential of the first wiring line is changed 
irregularly. 

70. A semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a first wiring line disposed in the first area; 
(c) a detector circuit for detecting a processing of the first 

wiring line, 
wherein a signal having a predetermined frequency is 

allowed to flow through the first wiring line and is 
detected by the detector circuit. 

71. A semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; and 
(b) a first wiring line disposed in the first area, 

wherein the first area is divided into a plurality of 
Second areas, and said plural first wiring lines dis 
posed respectively in the Second areas are different in 
shape. 

72. A Semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a first wiring line disposed in the first area; and 
(c) a detector circuit for detecting a change in potential of 

the first wiring line, 
wherein the first area is divided into a plurality of 

Second areas, and said plural first wiring lines dis 
posed respectively in the Second areas are different in 
shape. 

73. A semiconductor device according to claim 72, 
wherein the detector circuit is disposed in Such a manner that 
a positional relation thereof to the Second area having the 
first wiring line to which the detector circuit is connected 
becomes irregular. 

74. A semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a plurality of second areas formed by dividing the first 

arca, 
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(c) first wiring lines disposed respectively in the plural 
Second areas; and 

(d) a detector circuit for detecting a change of a prede 
termined one of the first wiring lines disposed in the 
Second areas, 
wherein the detector circuit is disposed in such a 

manner that a positional relation thereof to the sec 
ond area having the first wiring line to which the 
detector circuit is connected becomes irregular. 

75. A semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a plurality of second areas formed by dividing the first 

arca, 

(c) first wiring lines disposed respectively in the plural 
Second areas; and 

(d) a detector circuit for detecting a change of a prede 
termined one of the first wiring lines disposed in the 
Second areas, 
wherein the first wiring lines disposed in the second 

area are different in shape, and 
wherein the detector circuit is disposed in such a 

manner that a positional relation thereof to the sec 
ond area having the predetermined first wiring line to 
which the detector circuit is connected becomes 
irregular. 

76. A Semiconductor device according to any one of 
claims 71 to 75, wherein said plural detector circuits are 
provided for the first wiring lines. 

77. A Semiconductor device according to any of claims 71 
to 75, wherein the wiring width and pitch of the first wiring 
lines are set equal to those of a wiring line which constitutes 
an integrated circuit formed in the semiconductor chip. 

78. A semiconductor device according to any of claims 72 
to 75, wherein the potential of the first wiring lines is 
changed. 

79. A semiconductor device according to any of claims 72 
to 75, wherein the potential of the first wiring lines is 
changed irregularly. 

80. A semiconductor device according to any of claims 72 
to 75, wherein a signal having a predetermined frequency is 
allowed to flow through the first wiring lines and is detected 
by the detector circuit. 

81. A Semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a first wiring line having a shielding function and 

disposed in the first area; and 
(c) a second wiring line having a shielding function and 

disposed in the first area, the Second wiring line being 
formed in a layer different from a layer in which the 
first wiring line is formed. 

82. A Semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a first wiring line having a shielding function and 

disposed in the first area; and 
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(c) a second wiring line having a shielding function and 
disposed in the first area, the Second wiring line being 
formed in a layer different from a layer in which the 
first wiring line is formed, 
wherein the first area is divided into a plurality of 

Second areas, said Second plural first wiring lines and 
Second wiring lines are disposed in the second area 
and include those different in shape. 

83. A semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a plurality of second areas formed by dividing the first 

area, 

(c) first wiring lines disposed respectively in the plural 
Second areas; 

(d) Second wiring lines formed in a layer different from a 
layer in which the first wiring lines are formed, the 
Second wiring lines being disposed respectively in the 
plural Second areas; and 

(e) a first detector circuit for detecting a change of a 
predetermined one of the first wiring lines disposed in 
the Second areas, 
wherein the first detector circuit is disposed in such a 

manner that a positional relation thereof to the sec 
ond area having the predetermined wiring line to 
which the first detector circuit is connected becomes 
irregular. 

84. A semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a plurality of second areas formed by dividing the first 

area, 

(c) first wiring lines disposed respectively in the plural 
Second areas; 

(d) Second wiring lines formed in a layer different from a 
layer in which the first wiring lines are formed, the 
Second wiring lines being disposed respectively in the 
plural Second areas; and 
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(e) a first detector circuit for detecting a change of a 
predetermined one of the first wiring lines disposed 
respectively in the Second areas, 
wherein the first and second wiring lines disposed in 

the Second areas are different in shape, and the first 
detector circuit is disposed in Such a manner that a 
positional relation thereof to the second area having 
the predetermined first wiring line to which the first 
detector circuit is connected becomes irregular. 

85. A Semiconductor device according to any of claims 81 
to 84, wherein a second detector circuit for detecting a 
change of a predetermined one of the second wiring lines 
disposed respectively in the Second areas is formed in the 
predetermined Second wiring line. 

86. A semiconductor device according to any of claims 83 
and 84, wherein the first detector circuit is disposed in such 
a manner that a positional relation thereof to the second area 
having the first wiring line to which the first detector circuit 
is connected becomes irregular. 

87. A Semiconductor device according to any of claims 81 
to 84, wherein said plural first detector circuits are connected 
electrically to the first wiring lines. 

88. A semiconductor device according to any of claims 81 
to 84, wherein at least one of the first and second wiring lines 
is wiring line for Supply voltage to feed a voltage to an 
integrated circuit formed in the semiconductor chip. 

89. A semiconductor device comprising: 
(a) a first area disposed over a main surface of a semi 

conductor chip; 
(b) a first wiring line disposed in the first area; and 
(c) a detector circuit for detecting a processing of the first 

wiring line, 
wherein said plural first wiring lines different in shape 

are disposed in a mixed State within one and same 
area included in the first area, and 

wherein the detector circuit is disposed in such a 
manner that a positional relation thereof to the first 
wiring line to which the detector circuit is connected 
becomes irregular. 


