
(12) STANDARD PATENT (11) Application No. AU 2002332845 B2
(19) AUSTRALIAN PATENT OFFICE

(54) Title
Exactly once cache framework

(51) International Patent Classification(s)
G06F 11/20 (2006.01) H04L 29/06 (2006.01)
G06F 12/00 (2006.01) H04L 29/08 (2006.01)
G06F 13/00 (2006.01)

(21)

(87)

(31)

Application No: 2002332845

WIPO No: W003/023633

Priority Data

(22) Date of Filing: 2002.09.05

Number
10/234,597
60/317,566
10/234,693
60/317,718

(32) Date
2002.09.04
2001.09.06
2002.09.04
2001.09.06

(33) Country
US
US
US
US

(43)
(43)
(44)

(71)

(72)

(74)

(56)

Publication Date:
Publication Journal Date:
Accepted Journal Date:

2003.03.24
2003.06.19
2008.06.12

Applicant(s)
Bea Systems, Inc.

Inventor(s)
Halpern, Eric;Jacobs, Dean Bernard

Agent Attorney
Davies Collison Cave, 1 Nicholson Street, Melbourne, VIC, 3000

Related Art
US-6826601-B2
US-6122629-A
US-6389462-B1



(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau I 1111111111111 111111111111111111111111111111111111111111111111111111111 Iii iii III

(43) International Publication Date
March 2003 (20.03.2003)

(10) International Publication Number

WO 03/023633 AlPCT

(51) International Patent Classification 7

15/173

(21) International Application Number: PC

(22) International Filing Da

Filing Language:

(26) Publication Language:

September 200

Priority Data:
60/317,718
60/317,566
10/234,693
10/234,597

G06F 15/16, (74) Agents: MEYER, Sheldon, R. et al.; FlieslerDubb Meyer
and Lovejoy LLP, Suite 400, Four Embarcadero Center,
San Francisco, CA 94111-4156 (US).

T/US02/28199

(81) Designated States (national): AE, AG, AL, AM, AT, AU,
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,

2 (05.09.2002) CZ, DE, DK, DM, DZ, EC, EE, ES, F, GB, GD, GE, GH,
GM, IIR, IIU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC,

English LK, LR, LS, L, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SD, SE, SG,

English SI, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, UZ VN,
YU, ZA, ZM, ZW.

09.2001) US
09.2001) US (84) Designated States (regional): ARIPO patent (GH, GM,

09.2002) US KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),

09.2002) US Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

2315 North ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE, SK,
TR), OAPI patent (BF, BJ, C, CG, CI, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

1747 Madera
RN, Eric; 160 Published:

US). with international search report

[Continued on next page]

6 September 2001 (06.1
6 September 2001 (06.1
4 September 2002 (04.1
4 September 2002 (04.1

(71) Applicant: BEA SYSTEMS, INC. [US/U
First Street, San Jose, CA 95131 (US).

(72) Inventors: JACOBS, Dean, Bernard;
Street, Berkeley, CA 94707 HALPE
Delmar Street, San Francisco, CA 94117 (1

(54) Title: EXACTLY ONCE CACHE FRAMEWORK

200
210

S206

(57) Abstract: A system for managing objects in a clustered network includes a file system (212) containing at least one copy of a
data object (208). The system can include several clustered servers in communication with the file system (212). A lead server is
selected, which contains a distributed consensus algorithm for selecting a host server (206), and which utilizes multicasting while
executing rounds of the algorithm. The selected host server (206) can contain a copy of the data object (208), such as in local cache,
providing access to the local copy (208) to any other server in the cluster. Any change made to an item hosted by the host server (206)
can also be updated in the file system (212). If the host server (206) becomes unable to host the object, a new host can be chosen
using the distributed consensus a algorithm. The other severs (216, 218) are then notified ot the new host by multicast messaging.



W O1~I 073/023633 Al.. 11111IHI IiD111111 HlDID ilDI1111111111HH111111111111111II II11111111 HI 111111111

before the ecxpzrati of the time limit for amending the For two-letter codes and other abbreviations, refer to the "Guid-
claims and to be republished in the event of receipt of once Notes on Codes and.4bbreviations appearing at the begin-
amendments ning of each regular issue of the PCT Gazette.



WO 03/023633 PCT/US02/28199

1

EXACTLY ONCE CACHE FRAMEWORK

CLAIM OF PRIORITY

[00011 This application claims priority to the following applications which

are incorporated herein:

[0002] U.S. Provisional Patent Application No. 60/317,718 entitled

"EXACTLY ONCE CACHE FRAMEWORK," by Dean Bernard Jacobs and Eric

Halpern, filed September 6, 2001.

[0003] U.S. Patent Application entitled "EXACTLY ONCE CACHE

FRAMEWORK," by Dean Bernard Jacobs and Eric Halpern, filed September 4,

2002.

[0004] U. S. Provisional Patent Application No. 60/317,566 entitled

"EXACTLY ONCE JMS COMMUNICATION," BY Dean Bernard Jacobs and

Eric Halper, filed September 6, 2001.

[0005] U. S. Patent Application entitled "EXACTLY ONCE JMS

COMMUNICATION," by DeanBernard Jacobs and Eric Halpem, filed September

4, 2002.

COPYRIGHT NOTICE

[0006] A portion ofthe disclosure ofthis patent document contains material

which is subject to copyright protection. The copyright owner has no objection to

the facsimile reproduction by anyone of the patent document of the patent
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disclosure, as it appears in the Patent and Trademark Office patent file or records,

but otherwise reserves all copyright rights whatsoever.

CROSS-REFERENCED CASES:

[0007] The following U.S. Patent Application is cross-referenced and

incorporated herein by reference:

[00081 U.S. Patent Application No. 60/305,986 entitled "DATA

REPLICATION PROTOCOL," by Dean Bernard Jacobs, Reto Kramer, and

Ananthan Bala Srinivasan, filed July 16, 2001.

TECHNICAL FIELD

[0009] The present invention is related to technology for distributing

objects among servers in a network cluster.

BACKGROUND

[0010] In distributed computer systems, it is often the case that several

servers and/or networking nodes need to work together. These servers and nodes

have to be coordinated, as there is typically networking information that needs to

be shared among the machines in order to allow them to function as a single entity.

Typical approaches to machine coordination can be very expensive in terms of

resources and efficiency.

[0011] In general, some synchronization is required for the nodes to agree,

as there may be several messages passing between the nodes. This requirement for

synchronization may, however, be undesirable in a clustered networking
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environment. Many clustered environments simply avoid imposing any such

synchronization requirement. There are applications, however, where agreement

is necessary.

[0012] In one case where agreement is needed, a device can exist to which

a cluster may want exclusive access. One such device is a transaction log on a file

system. Whenever a transaction is in progress, there are certain objects that need

to be saved in a persistent way, such that if a failure occurs those persistently-saved

objects can be recovered.

[0013] For these objects that need to be saved in one place, there is

typically a transaction monitor that runs on each server in that cluster or domain,

which then uses a local file system to access the object. Each server can have its

own transaction manager such that there is little to no problem with persistence.

There is then also no need for coordination, as each server has its own transaction

manager.

[00141 For example, there can be a cluster including three servers, each

server having a transaction manager. One of those servers can experience a failure

or other problem causing the server to be unavailable to the cluster. Because the

failed server is the only server having access to a particular transaction log, none

of the transactions in that particular log can be recovered until the server is again

available to the cluster. Recovery of the log can be difficult or at least inefficient,

as a problem with the server can take a significant amount of time to fix.

Significant server problems can include such occurrences as the shorting out of a

motherboard on the server or a power supply being burnt out.
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BRIEF SUMMARY

[00151 According to the present invention there is provided a system for managing

t objects on a network, comprising:

00 5 a plurality of network servers, each network server adapted to communicate with a

C€ network data source; and
C€3
C a lead server in said plurality of network servers, the lead server containing a

distributed consensus algorithm for selecting a host server from said plurality of network

servers, the host server containing an object related to a data item in the network data

source such that any of said plurality of network servers needing to access the data item

can access the object on the host server.

[00161 The invention also provides a system for managing objects on a network,

comprising:

a file system containing at least one copy of a data item;

a plurality of servers in communication with the file system;

a lead server in said plurality of servers, the lead server containing a distributed

consensus algorithm for selecting a host server from said plurality of servers; and

a host server in said plurality of servers, said host server containing a local copy of

the data item, said host server adapted to provide access to the local copy to any of said

plurality of servers and update the copy of the data item in the file system any time an

update is made to the local copy.

[00171 The invention also provides a method for leasing an object to a server on a

network, comprising:

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm;

assigning a data object to the host server, the host server assigned to provide sole

access to a data item for a specific period of time;

pulling a copy of a data item from a file system to the host server; and

notifying other network servers that the host server contains a copy of the data item

to be used in processing network requests.

100181 The invention also provides a method for leasing an object to a server on a
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network, comprising:

selecting a lead server from among a plurality of hardware cluster servers in a

hardware cluster;

In selecting a host server from among a pluralit' of network servers using a

00 5 distributed consensus algorithm on said lead server;

Cc assigning a data object to the host server, the host server assigned to provide sole

Saccess to a data item for a specific period of time;

Spulling a copy of a data item from a file system to the host server; and

notifying other network servers that the host server contains a copy of the data item

to be used in processing network requests.

[0018A1 The invention also provides a method for assigning ownership of an object

on a network, comprising:

selecting a lead server from among a plurality of hardware cluster servers in a

hardware cluster;

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm on said lead server;

assigning a data object to the host server, the host server assigned to provide sole

access to a data object on the network;

pulling a copy of a data object from a file system to the host server; and

notifying other network servers that the host server contains a copy of the data

object to be used in processing network requests.

I[0018B The invention also provides a method for distributing objects in a cluster,

comprising:

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm;

assigning a data object to the host server, the host server assigned to provide sole

access to a data item; and

multicasting a notification to other servers in the cluster that the host server

contains a copy of the data item to be used in processing network requests.
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10018C] The invention also provides a method for distributing objects in a cluster,

N comprising:

selecting a host server from among a plurality of network servers using a

Sdistributed consensus algorithm;

00 5 contacting each server in the cluster to determine whether the selected host is

acceptable to that server; and

N, multicasting a notification to other servers in the cluster to commit the selection of

a new host server if all servers in the cluster agree that the selected host is acceptable.

[0018DI The invention also provides a method for hosting Java Messenger Service

(JMS) on a network, comprising:

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm;

assigning a JMS object the host server, the JMS object comprising a JMS message

store providing the sole access point and message queue for JMS over the network; and

notifying the network servers that the host server is hosting the sole JMS message

store.

[0018E] The invention also provides a method for ensuring the existence of a JMS

object in a cluster, comprising:

providing access to a JMS object using a host server in a plurality of servers, the

JMS object comprising a JMS message store providing the sole access point and message

queue for JMS over the network;

selecting a new host server from among the plurality of servers using a distributed

consensus algorithm if the host server is unable to provide access to the JMS object;

pulling information to the new host server needed to provide access to the JMS

object; and

notifying other servers in said plurality of servers that a new host server is

providing access to the JMS object.

BRIEF DESCRIPTION OF THE DRAWINGS

[00191 Figure 1 is a diagram of a distributed object system in accordance with one

embodiment of the present invention.
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[00201 Figure 2 is a diagram of another distributed object system in accordance

with one embodiment of the present invention.

[00211 Figure 3 is a flowchart of a method for selecting a host server in accordance

with the present invention.

5 [0022] Figure 4 is a flowchart of a method for selecting a new host server in

accordance with the present invention.

[0023] Figure 5 is a flowchart of a method for utilising a lead server in accordance

with the present invention.

[00241 Figure 6 is a diagram of JMS message store system in accordance with one

embodiment of the present invention.

[00251 Figure 7 is a block diagram depicting components of a computing system

that can be used in accordance with the present invention.

DETAILED DESCRIPTION

[0026] Systems in accordance with the present invention can provide solutions to

availability issues, such as when a server owning a data object becomes unavailable to a

server cluster. One such solution allows for another server in the cluster to take over the

ownership of the data object. A problem arises, however, in making the data object

accessible to both servers without having to replicate the
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data object on both.

[0027] Ifa file system, data store, or database (all collectively referred to

hereinafter as "file system") is used by the cluster to persistently store data, and the

file system is accessible from more than one server, the second server can

automatically take over the task of data object access if the first server owning that

object encounters a problem. Alternatively, there can be an algorithm utilized by

the cluster or a server in the cluster to instruct a server to take ownership of the

item. Another fundamental problem, however, involves getting the cluster to agree

on which server now owns the resource or object, or achieving a "consensus"

amongst the servers.

[0028] Figure 1 shows one example of a cluster system 100 in accordance

with the present invention, where an object such as a transaction log 114 is stored

in a file system 112. The file system 112 is accessible to all servers 106, 116,118

in the cluster 110, but only one of these servers can access the log 114 at a time.

A host server 106 among the servers in the cluster 110 will "own" or "host" the

log 114, such as by storing a copy 108 of the log 114 or by providing all access to

the log 114 in the file system 112. Any other server 116, 118 in the cluster 110 can

access the copy 108 of the log, and/or can access the log 114 through the hosting

server 106. For example, a client or browser 102 can make a request to a network

104 that is directed to server 116 in cluster 110. That server can access the copy

108 of the transaction log on the host server 106 through the network 104. If the

transaction log needs to be updated, the copy 108 can be updated along with the

original log 114 on the file system 112.

[0029] A server can "own" or "host" a data object when, for example, it

acts as a repository for the object, such as by storing a copy of the data object in
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local cache and making that copy available to other servers in the cluster, or by

being the sole server having direct access to an object in a file system, service, or

application, such that all other servers in the cluster must access that object through

the hosting server. This ensures that an object exists "exactly once" in the server

cluster.

[0030] Figure 3 shows one process 300 that can be used to establish the

hosting of an object. A host server can be selected using a distributed consensus

algorithm 302, such as a Paxos algorithm. Such an algorithm is referred to as a

"distributed consensus" algorithm because servers in a cluster must generally agree,

or come to a consensus, as to how to distribute objects amongst the cluster servers.

[0031] Ifa hosted object is, for example, to be cached on the hosting server,

a copy of the data object can be pulled from a file system to the host server and

stored as an object in local cache 304. The other servers on the network or in the

appropriate cluster are then notified, such as by the hosting server, that alocal copy

of the object exists on the hosting server, and that the local copy should be used in

processing future network requests 306.

[0032] In a Paxos algorithm, one example of a distributed consensus

algorithm, a server can be selected to act as a host or lead server by a network

server, the network server leading a series of"consensus rounds." In each of these

consensus rounds, a new host or lead server is proposed. Rounds continue until

one of the proposed servers is accepted by a majority or quorum of the servers.

Any server can propose a host or lead server by initiating a round, although a

system can be configured such that a lead server always initiates a round for a host

server selection. Rounds for different selections can be carried out at the same

time. Therefore, a round selection can be identified by a round number or pair of
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values, such as a pair with one value referring to the round and one value referring

to the server leading the round.

[00331 The steps for one such round are as follows, although other steps

and/or approaches may be appropriate for certain situations or applications. First,

a round can be initiated by a leader sending a "collect" message to other servers in

the cluster. A collect message collects information from servers in the cluster

regarding previously conducted rounds in which those servers participated. Ifthere

have been previous consensus rounds for this particular selection process, the

collect message also informs the servers not to commit selections from previous

rounds. Once the leader has gathered responses from at least half of the cluster

servers, for example, the leader can decide the value to propose for the next round

and send this proposal to the cluster servers as a "begin" message. In order for the

leader to choose a value to propose in this approach, it is necessary to receive the

initial value information from the servers.

[0034] Once a server receives a begin message from the leader, it can

respond by sending an "accept" message, stating that the server accepts the

proposed host/lead server. If the leader receives accept messages from a majority

or quorum of servers, the leader sets its output value to the value proposed in the

round. If the leader does not receive majority or quorum acceptance ("consensus")

within a specified period of time, the leader can begin a new round. If the leader

receives consensus, the leader can notify the cluster or network servers that the

servers should commit to the chosen server. This notification can be broadcast to

the network servers by any appropriate broadcasting technology, such as through

point-to-point connections or multicasting.

[0035] The agreement condition of the consensus approach can be
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guaranteed by proposing selections that utilize information about previous rounds.

This information can be required to come from at least a majority of the network

servers, so that for any two rounds there is at least one server that participated in

both rounds.

[0036] The leader can choose a value for the new round by asking each

server for the number of the latest round in which the server accepted a value,

possibly also asking for the accepted value. Once the leader gets this information

from a majority or quorum of the servers, it can choose a value for the new round

that is equal to the value of the latest round among the responses. The leader can

also choose an initial value if none of the servers were involved in a previous

round. If the leader receives a response that the last accepted round is x, for

example, and the current round is y, the server can imply that no round between x

and y would be accepted, in order to maintain consistency.

[0037] A sample interaction between a round leader and a network server

involves the following messages:

[0038] "Collect" a message is sent to the servers that a new round "r"

is starting. The message can take the form ofm=("Collect", r).

[00391 "Last" a message is sent to the leader from a network server

providing the last round accepted, and the value of that round,

The message can take the form of m=("Last", r, a, v).

100401 "Begin" a message is sent to the servers announcing the value

for round r. The message can take the form ofm=("Begin", r, v).

[0041] "Accept" a message is sent to the leader from the servers

accepting the value for round r. The message can take the form of

m=("Accept", r).
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[0042] "Success" a message is sent to the servers announcing the

selection of value v for round r. The message can take the form of

m=("Success", r, v).

[0043] "Ack" a message is sent to the leader from a server

acknowledging that the server received the decision for round r.

The message can take the form of r).

[0044] There can be a file system that is separated from the servers, located

either inside or outside of a hardware or software cluster. This file system can

persistently store the transaction log, such as by storing the log on a first disk and

replicating the log to a second disk within the file system. If the first disk crashes,

the file system can hide the crash from the cluster and/or server and get the log

information from the second disk. The file system can also choose to replicate the

log to a third disk, which can serve as a backup to the second disk.

[0045] From the perspective of a server in the cluster, the file system can

be a single resource. In one embodiment, the server may only care that a single

server owns the file system at any time.

[0046] Another example of a system in accordance with the present

invention involves caching in a server cluster. It may be desirable in a clustered

environment, such as for reasons of network performance, to have a single cache

represent a data object to servers in the cluster. Keeping items in a single cache can

be advantageous, as servers in the cluster can access the cache without needing to

continually return to persistent storage. Being able to pull an item already in

memory can greatly increase the efficiency of such a system, as hits to a database

or file system can be relatively time intensive.

[0047] One problem with a single cache, however, is that it may be
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necessary to ensure that the object stored in memory is the same as that which is

stored on a disk of the file system. One reason for requiring such consistency is to

ensure that any operations or calculations done on a cached item produce the

correct result. Another reason is that it can he necessary to restore the cache from

the file system in the event that the cache crashes or becomes otherwise tainted or

unavailable.

[0048] There can be at least two primary ways to handle this type of

caching in a cluster, although other ways may work at least as well for certain

applications. One way is to replicate the cache in multiple places. This approach

can be problematic, as any change to an item being cached requires that all servers

replicating the cache agree to, or are at least aware of, the change. This can prove

to be very expensive in terms of resources and performance.

[00491 An alternative approach in accordance with the present invention

assigns a particular server to be the owner of a cache in the cluster, and all access

to the cache goes through that particular server. Any server in a cluster can host

such a cache. Each server can host one, several, or no caches. The caches can be

hosted on a single server, or spread out among some or all of the servers in the

cluster. The cluster itself can be any appropriate cluster, such as a hardware cluster

or a group of servers designated by a software application to be in a given

"software" cluster.

100501 It may be possible to think of either example, a transaction log

and/or a cache, as a type of object that sits somewhere on a system. It may be

desirable to ensure that any such object exists only once in a cluster, and that the

object is always available. It may also be desirable to ensure that the object can be

recovered on another server if the server hosting the object fails, and that the object



WO 03/023633 PCT/US02/28199

12

will be available to the cluster.

10051] One method 400 for recovery is shown in Figure 4. In this method,

a determination is made whether the host server can continue to host an object 402,

such as whether the server is still available to the network. If not, a new host is

selected using a distributed consensus algorithm. This selection maybe performed

according to the method used to select the original host 404. A copy of the data

object is pulled from a file system to the new host, and can be stored in a local

cache 406. The other servers on the network or in the appropriate cluster are

notified that the new host server contains a local copy of the object, and that the

local copy should be used in processing any future network requests 408.

[00521 Systems and methods in accordance with the present invention can

define objects that exist in exactly one place in a cluster, and can ensure that those

objects always exist. From a server's perspective, it may not matter whether an

object such as a transaction log is mirrored or replicated, such as by a file system.

From the server's perspective, there is always one persistent storage accessible by

any server in the cluster. The system can periodically check for the existence of an

object, or may assign ownership of objects for short periods of time such that an

object will be reassigned frequently to ensure existence on some machine on the

network or in the cluster.

[0053] A hardware cluster can comprise a bank ofmachines, each machine

being capable of running multiple servers. There can also be a file system behind

each machine. Servers in a hardware cluster are typically hardwired, such that they

are able to more quickly make decisions and deal with server faults within the

hardware cluster. Hardware clusters can be limited in size to the physical hardware

of the machine containing the servers. Servers in a hardware cluster can be used
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as servers in a software cluster, and can also comprise network servers, as the

individual servers on the machines are available to the network.

[00541 The shared file system for one of these machines can be available

to all servers in a cluster, such as through a high-speed network. The file system

can also be redundant. In one embodiment, this redundancy is implemented

through the use of multiple data disks for the file system. In such a redundant

implementation, an object can be replicated across multiple disks any time the

object is written to the file system. Such a file system, when viewed as a "black

box," can be able to withstand failures of any of the disks and still provide access

to a data item fiom any of the servers in the cluster.

[0055] A framework in accordance with the present invention, referred to

as an "exactly-once" framework, can be built on the assumption that these objects

kept in memory are always backed by a reliable, persistent storage mechanism. For

example, there can be an object that represents a transaction log. Whenever a call

is made to the object, the corresponding transaction log can be updated. This may

include a call that either reads from, or writes to, a database. An object representing

that transaction log can be sitting on one of the servers in the cluster, such as the

host server. An exactly-once framework can ensure that, as long as at least one of

the servers in the cluster is up and running, a server will be able to take over

ownership of the log if another server fails.

[0056] There may be one object that represents a cache. Every time the

cache is updated, the update can also be written back to persistent storage. When

one of the servers needs to use a data item, that server can be required to go

through this object. If the server hosting the object that represents the cache fails,

the object can be resurrected on another server. The resurrected object can pull all
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the necessary information from persistent storage.

10057] An exactly-once framework can act as a memory buffer for use by

the cluster. The framework can provide a single cache representing data in the

system that is backed by a reliable, persistent storage. Whenever data is read from

the cache, the read can be done without needing to access persistent storage. When

an update is written to cache, however, it can be necessary to write back through

the persistent storage, such that the system can recover if there is a failure.

[0058] One important aspect of an exactly-once framework involves the

way in which the approach is abstracted, which can vary depending upon the

application and/or implementation. A new type of distributed object is created,

such as can be referred to as an "exactly-once object." An exactly-once object can

be, for example, a locally-cached copy of a data item in a file system, or the sole

access point to such a data item for servers in a cluster. Underlying techniques for

implementing this abstraction can also be important.

[0059] Systems of the present invention can utilize any of a number of

methods useful for distributed consensus, such as a method using the afore-

mentioned Paxos algorithm. Such an algorithm can be selected which provides an

efficient way for multiple nodes and/or distributed nodes to agree on one value of

an object. The algorithm can be chosen to work even if nodes fail and/or return

during an agreement process.

[0060] A typical approach to network clustering utilizes reliable

broadcasting, where every message is guaranteed to be delivered to its intended

recipient, or at least delivered to every intended functioning server. This approach

can make it very difficult to parallelize a system, as reliable broadcasting requires

a recipient to acknowledge a message before moving on to the next message or
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recipient. A distributed algorithm utilizing multicasting may reduce the number

of guarantees, as multicasting does not guarantee that all servers receive a message.

Multicasting does simplify the approach such that the system can engage in parallel

processing, however, as a single message can be multicast to all the cluster servers

concurrently without waiting for a response from each server. A server that does

not receive a multicast message can pull the information from the lead server, or

another cluster server or network server, at a later time. As used herein, a network

server can refer to any server on the network, whether in a hardware cluster, in a

software cluster, or outside of any cluster.

[0061] An important aspect of an exactly-once architecture is that

consensus difficulties are reduced. In accordance with the present invention, the

performance of a distributed consensus implementation can be improved by using

multicast messaging with a distributed consensus algorithm. This approach can

allow for minimizing the message exchange and/or network traffic required for all

the servers to agree.

[0062] When multicasting, one of several approaches can be taken. In a

first approach, which may be referred to as "one-phase distribution," a lead server

can multicast a message to all other servers on the network, such as may be used

in a round ofa Paxos algorithm, or used to state that a new host has been selected

for an object. In this approach, the lead server only needs to send one message,

which can be passed to any server available on the network. If a server is

temporarily off the network, the server can request the identification of the new

host after coming back onto the network.

[0063] Using another multicast approach, which may be referred to as a

"two-phase distribution," the lead server can pre-select a host server using an
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appropriate algorithm. Before assigning an object to that host, however, the lead

server can contact every other server in the cluster to determine whether the servers

agree with the choice of the new host server. The lead server can contact each

server by a point-to-point connection, or can send out a multicast request and then

wait for each server to respond. If the servers do not agree on the selection of the

host, the lead server can pre-select a new host using the algorithm. The lead server

would then send out another multicast request with the identity of the newly pre-

selected host in another round.

[0064] If every server agrees to the pre-selected host, the lead server can

assign the object to the host server. The lead server can then multicast a commit

message, informing the servers that the new change has taken effect and the servers

should update their information accordingly.

[0065] An exactly-once framework can also utilize a "leasing" mechanism.

In using such a mechanism, an algorithm can be used to get the cluster servers to

agree on a lead server, such as by using distributed consensus. Once selected, that

lead server can be responsible for assigning exactly-once objects to various servers

in the cluster. The system can be set up such that the cluster servers will always

agree on a new leader if an existing lead server fails.

[0066] While the lead server is active, the lead server can be aware of all

the exactly-once objects that need to exist in the system. The lead server can

decide which server should host each object, and can then "lease" that object to the

selected server. When an object is leased to a server, that server can own or host

the object for a certain period of time, such as for the duration of a lease period.

The lead server can be configured to periodically renew these leases. This

approach can provide a way to ensure that a server will not get its lease renewed
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if it fails or becomes disconnected in any way, or is otherwise not operating

properly within the cluster.

[0067] Much of the problem with distributed systems under failure is that

it is difficult to tell the difference between a server that has failed and one that is

simply not responding. Any server that has been somehow cut off the network can

no longer host an object. That server will still know, even though it is not available

to the cluster, that it can drop its hosting of any object after the lease period. As the

server is not available to the cluster, it will not get its lease renewed.

[0068] The lead server also knows that, if the lead server is unable to reach

the host server within a certain amount of time, the host server will relinquish its

ownership of the object. The lease period can be for any appropriate time, such as

for a matter of seconds. The lease period can be the same for all objects in the

cluster, or can vary between objects.

[0069] A system using an exactly-once architecture can also be tightened

down. Operating systems often provide special machinery that is built closer to the

hardware and can offer more control. One problem with this approach, however,

is that it can be limited by the hardware available. For example, a hardware cluster

of servers can have on the order of 16 servers. Because these systems require some

tight hardware coupling, there can be limitations on the number of servers that can

be included in the cluster.

[0070] An exactly-once framework, on the other hand, may be able to

handle clusters much larger than these proprietary hardware clusters can handle.

A framework can allow for some leveraging of the qualities of service that are

available from one of the proprietary clusters, thereby allowing for a larger cluster.

Differing qualities of service may include, for example, whether messages are sent
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by a reliable protocol, such as by point-to-point connections, or are sent by a less

reliable but more resource-friendly protocol, such as multicasting. An advantage

to using an exactly-once framework is the ability to balance scalability with fault

tolerance, such that a user can adapt the system to the needs of a particular

application.

[0071] Prior art systems such as hardware cluster machines can attempt

high availability solutions by having (what appears to the cluster to be) a single

machine backed up by a second machine. If the first machine goes down, there is

a "buddy" that takes over, and any software that was running on the first machine

is brought up on the second machine.

[0072] An exactly-once framework in accordance with the present

invention can assign the lead server to a server in one of these hardware clusters,

such that dealing with leader failure can become faster than dealing with it in a

software cluster. This lead server can, however, dole out leases to servers whether

those servers are in the hardware cluster or the software cluster. This arrangement

may provide for faster lead server recovery, while allowing for a software cluster

that is larger than, but still includes, the hardware cluster.

[00731 One such system 200 is shown in Figure 2. A hardware cluster 218

can comprise a single machine containing multiple servers 220, 222, 224. The

hardware cluster can be used to choose a lead server 220 from among the servers

on that machine, such as may improve efficiency. Once a lead server 220 is

selected, the lead server can select a host 206 for an object 214 in a file system 212,

which can be located inside or outside of the software cluster 210. The file system

214 itself can replicate the object 214 to a second object 216 on another disk of the

file system, such as may provide persistence. The object 214 can be pulled from
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the file system 212 by the new host 206 with a copy 208 of the object cached on the

host 206. When a request is received from a browser or client 202 to a server

through the network 204, such as servers 206, 216, and 220, that server will know

to contact host server 206 if the server needs access to the cached copy of the object

208.

[0074] One method 500 for using such a system is shown in Figure 5. The

lead server is selected using an algorithm of a hardware cluster 502. This algorithm

may be, for example, a proprietary algorithm of the hardware cluster machine, or

may be a distributed consensus algorithm requiring consensus over the hardware

cluster servers only. A host server can then be pre-selected using a distributed

consensus algorithm with the lead server 504, such as a Paxos algorithm. The

identity of the pre-selected host can then be multicast to the other servers in a

software cluster containing the hardware cluster 506. The lead server can receive

approval or disapproval from each server that is presently operational and

connected to the cluster 508. If the servers approve the pre-selected host server, a

commit message is multicast to the cluster servers informing the servers that the

pre-selected host now hosts the item; otherwise, if the servers do not approve a new

host is pre-selected and the process begins again 510.

[0075] An exactly-once framework can be used, for example, to handle

transaction logs or caching. Such a framework can also be used, for example, to

define an administration server as an exactly-once object and lease the

administration server such that the administration server never goes down.

[00761 Figure 6 shows another example of a cluster system 600 in

accordance with the present invention, where an object 608 acts as a message store

for Java Message Service (JMS) 612. All servers 606, 614, 616 in the cluster 610
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can use JMS, but they must send messages to the message store 608 and pick up

any messages from the message store 608 through the network 604. A host server

606 of the servers in the cluster 610 will "own" or "host" the message store 608.

A client or browser 602 can make a request to a network 604 that is directed to

server 616 in cluster 610. That server 616 can access JMS only by sending a

message to the message store 608 on the host server 606 through the network 604.

[0077] Figure 7 illustrates a block diagram 700 of a computer system

which can be used for components of the present invention or to implement

methods of the present invention. The computer system of Figure 7 includes a

processor unit 704 and main memory 702. Processor unit 704 may contain a single

microprocessor, or may contain a plurality of microprocessors for configuring the

computer system as a multi-processor system. Main memory 702 stores, in part,

instructions and data for execution by processor unit 704. If the present invention

is wholly or partially implemented in software, main memory 702 can store the

executable code when in operation. Main memory 702 may include banks of

dynamic random access memory (DRAM), high speed cache memory, as well as

other types of memory known in the art.

[0078] The system of Figure 7 further includes a mass storage device 706,

peripheral devices 708, user input devices 712, portable storage medium drives

714, a graphics subsystem 718, and an output display 716. For purposes of

simplicity, the components shown in Figure 7 are depicted as being connected via

a single bus 720. However, as will be apparent to those skilled in the art, the

components may be connected through one or more data transport means. For

example, processor unit 704 and main memory 702 may be connected via a local

microprocessor bus, and the mass storage device 706, peripheral devices 708,
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portable storage medium drives 714, and graphics subsystem 718 maybe connected

via one or more input/output buses. Mass storage device 706, which may be

implemented with a magnetic disk drive, optical disk drive, as well as other drives

known in the art, is a non-volatile storage device for storing data and instructions

for use by processor unit 704. In one embodiment, mass storage device 706 stores

software for implementing the present invention for purposes of loading to main

memory 702.

[0079] Portable storage medium drive 714 operates in conjunction with a

portable non-volatile storage medium, such as a floppy disk, to input and output

data and code to and from the computer system of Figure 7. In one embodiment,

the system software for implementing the present invention is stored on such a

portable medium, and is input to the computer system via the portable storage

medium drive 714. Peripheral devices 708 may include any type of computer

support device, such as an input/output interface, to add additional

functionality to the computer system. For example, peripheral devices 708 may

include a network interface for connecting the computer system to a network, as

well as other networking hardware such as modems, routers, or other hardware

known in the art.

[00801 User input devices 712 provide a portion of a user interface. User

input devices 712 may include an alpha-numeric keypad for inputting alpha-

numeric and other information, or a pointing device, such as a mouse, a trackball,

stylus, or cursor direction keys. In order to display textual and graphical

information, the computer system of Figure 7 includes graphics subsystem 718 and

output display 716. Output display 716 may include a cathode ray tube (CRT)

display, liquid crystal display (LCD) or other suitable display device. Graphics
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subsystem 718 receives textual and graphical information, and processes the

information for output to display 716. Additionally, the system of Figure 7

includes output devices 710. Examples of suitable output devices include speakers,

printers, network interfaces, monitors, and other output devices known in the art.

[0081] The components contained in the computer system of Figure 7 are

those typically found in computer systems suitable for use with certain

embodiments of the present invention, and are intended to represent a broad

category of such computer components known in the art. Thus, the computer

system of Figure 7 can be a personal computer, workstation, server,

minicomputer, mainframe computer, or any other computing device. Computer

system 700 can also incorporate different bus configurations, networked platforms,

multi-processor platforms, etc. Various operating systems can be used including

Unix, Linux, Windows, Macintosh OS, Palm OS, and other suitable operating

systems.

[0082] The foregoing description of preferred embodiments of the present

invention has been provided for the purposes of illustration and description. It is

not intended to be exhaustive or to limit the invention to the precise forms

disclosed. Obviously, many modifications and variations will be apparent to the

practitioner skilled in the art. The embodiments were chosen and described in

order to best explain the principles of the invention and its practical application,

thereby enabling others skilled in the art to understand the invention for various

embodiments and with various modifications that are suited to the particular use

contemplated. It is intended that the scope of the invention be defined by the

following claims and their equivalence.
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00
The reference in this specification to any prior publication (or information derived

from it), or to any matter which is known, is not, and should not be taken as an

acknowledgment or admission or any form of suggestion that that prior publication (or

Sinformation derived from it) or known matter forms part of the common general
00
C 5 knowledge in the field of endeavour to which this specification relates.

SThroughout this specification and the claims which follow, unless the context

O requires otherwise, the word "comprise", and variations such as "comprises" and

S"comprising", will be understood to imply the inclusion of a stated integer or step or group

of integers or steps but not the exclusion of any other integer or step or group of integers or

steps.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A system for managing objects on a network, comprising:

t a plurality of network servers, each network server adapted to communicate with a

00 5 network data source; and

a lead server in said plurality of network servers, the lead server containing a

CI distributed consensus algorithm for selecting a host server from said plurality of network

Sservers, the host server containing an object related to a data item in the network data

source such that any of said plurality of network servers needing to access the data item

can access the object on the host server.

2. A system according to claim 1, wherein said distributed consensus algorithm

comprises rounds of messages between said lead server and said plurality of servers, the

rounds continuing until a majority of said plurality of network servers agrees on the host

server.

3. A system according to claim 1 or 2, wherein the host server contains a data object

comprising a copy of data from the network data source.

4. A system according to claim 1 or 2, wherein the host server contains a data object

serving as the sole access point for the data item in the network data source.

A system according to any one of claims 1 to 4, wherein said data item is a

transaction log.

6. A system according to any preceding claim, wherein said distributed consensus

algorithm is a Paxos algorithm.

7. A system for managing objects on a network, comprising:

a file system containing at least one copy of a data item;

a plurality of servers in communication with the file system;



Q:OPERGCPNO0233845c doc-1105/1200

00

O 
t,

a lead server in said plurality of servers, the lead server containing a distributed

I consensus algorithm for selecting a host server from said plurality of servers; and

a host server in said plurality of servers, said host server containing a local copy of

the data item, said host server adapted to provide access to the local copy to any of said

00 5 plurality of servers and update the copy of the data item in the file system any time an

Cc update is made to the local copy.
C,

8. A system according to claim 7, wherein said host server is further adapted to store

the local copy in a local cache.

9. A system according to claim 7 or 8, wherein said file system replicates the data

item over multiple disks.

A method for leasing an object to a server on a network, comprising:

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm;

assigning a data object to the host server, the host server assigned to provide sole

access to a data item for a specific period of time;

pulling a copy of a data item from a file system to the host server; and

notifying other network servers that the host server contains a copy of the data item

to be used in processing network requests.

11. A method according to claim 10, further comprising the step of:

selecting a new host server from among a plurality of network servers using a

distributed consensus algorithm if the host server is no longer able to host the object.

12. A method according to claim 10 or 11, further comprising the step of:

pulling a copy of a data item from a file system to the a new host server if the host

server is no longer able to host the object, the host server selected using the distributed

consensus algorithm.
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13. A method according to claim 10, 11 or 12, further comprising the step of:

Sassigning the data object to the host server for another period of time once the

specific period of time expires.

00 5 14. A method for leasing an object to a server on a network, comprising:

Cc selecting a lead server from among a plurality of hardware cluster servers in aC€3
Shardware cluster;

O selecting a host server from among a plurality of network servers using a

distributed consensus algorithm on said lead server;

assigning a data object to the host server, the host server assigned to provide sole

access to a data item for a specific period of time;

pulling a copy of a data item from a file system to the host server; and

notifying other network servers that the host server contains a copy of the data item

to be used in processing network requests.

A method for assigning ownership of an object on a network, comprising:

selecting a lead server from among a plurality of hardware cluster servers in a

hardware cluster;

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm on said lead server; i

assigning a data object to the host server, the host server assigned to provide sole

access to a data object on the network;

pulling a copy of a data object from a file system to the host server; and

notifying other network servers that the host server contains a copy of the data

object to be used in processing network requests.

16. A method for distributing objects in a cluster, comprising:

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm;

assigning a data object to the host server, the host server assigned to provide sole

access to a data item; and
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multicasting a notification to other servers in the cluster that the host server

,I contains a copy of the data item to be used in processing network requests.

S17. A method for distributing objects in a cluster, comprising:

00 5 selecting a host server from among a plurality of network servers using a

Sdistributed consensus algorithm;

contacting each server in the cluster to determine whether the selected host is

0acceptable to that server; and

multicasting a notification to other servers in the cluster to commit the selection of

a new host server if all servers in the cluster agree that the selected host is acceptable.

18. A method for hosting Java Messenger Service (JMS) on a network, comprising:

selecting a host server from among a plurality of network servers using a

distributed consensus algorithm;

assigning a JMS object the host server, the JMS object comprising a JMS message

store providing the sole access point and message queue for JMS over the network; and

notifying the network servers that the host server is hosting the sole JMS message

store.

19. A method for ensuring the existence ofa JMS object in a cluster, comprising:

providing access to a JMS object using a host server in a plurality of servers, the

JMS object comprising a JMS message store providing the sole access point and message

queue for JMS over the network;

selecting a new host server from among the plurality of servers using a distributed

consensus algorithm if the host server is unable to provide access to the JMS object;

pulling information to the new host server needed to provide access to the JMS

object; and

notifying other servers in said plurality of servers that a new host server is

providing access to the JMS object.
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A system for managing objects on a network; a method for leasing an object to a

CN server on a network; a method for assigning ownership of an object on a network; a

method for distributing objects in a cluster; a method for hosting Java Messenger Services

(JMS) on a network; or a method for ensuring the existence of a JMS object in a cluster

00 5 substantially as hereinbefore described with reference to the accompanying drawings.
C,

tm,
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Select a host server using a distributed
consensus algorithm
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Pull a copy of a data object from a file system to
the host server to be stored in a local cache
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Notify other servers that the host server contains
a local copy of the data object to be used in

processing network requests
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Figure 3
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Determine whether host server can continue to host an object

402

Select a new host server using a distributed
consensus algorithm

404

Pull a copy of a data object from a file system to
the new host server to be stored in a local cache

406

Notify other servers that the new host server contains
a local copy of the data object to be used in

processing network requests
408

Figure 4
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Select a lead server using an algorithm of a hardware cluster

502

Pre-select a host server for an object using a distributed
consensus algorithm on the lead server

504

Multicast the identity of the pre-selected host server to other
servers in a software cluster containing the hardware cluster

506

Receive approval or disapproval from each server in the
software cluster

508

Multicast a commit message or pre-select another host server in
response to the approval or disapproval of the servers in the

software cluster
510
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