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(57) ABSTRACT

According to the present invention, authenticities of paper
fingerprint information and of document information are
collectively determined through formation of an original that
is given an encoded image in which both paper fingerprint
information and document information are encoded. By
collectively guaranteeing identities of the paper form and of
the document, it becomes possible to realize the more
reliable authenticity guarantee.
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IMAGE PROCESSING APPARATUS, IMAGE
PROCESSING METHOD, AND STORAGE
MEDIUM

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] This invention relates to an image processing appa-
ratus, an image processing method, and a storage medium
that can handle a paper fingerprint.

[0003] 2. Description of the Related Art

[0004] In recent years, it has become possible to duplicate
securities and certificate papers that cannot be distinguished
from originals. Moreover, on the other hand, there are
increasing scenes in which the contents of the securities and
certificate documents are made electronic and they are
printed and allowed to be used. That is, needs and oppor-
tunities of guaranteeing authenticities of documents are
increasing.

[0005] Japanese Patent Laid-Open No. 2004-112644 dis-
closes an identity assurance technique of a paper form by
means of a paper fingerprint. A technique disclosed in
Japanese Patent Laid-Open No. 2004-112644 is to add a
mark on the paper form and read a paper fingerprint of the
paper form using the mark as a reference. Further, the read
paper fingerprint is converted to an encoded image, and the
encoded image is outputted on the above-mentioned paper
form to form a printed matter.

[0006] When a third person who received the formed
printed matter wishes to check “whether the printed matter
is made from the above-mentioned paper form”, the paper
fingerprint of the printed matter is read using the mark as the
reference and the read paper fingerprint is compared with a
paper fingerprint in the encoded image. If the comparison
result shows that the read paper fingerprint matches the
paper fingerprint in the encoded image, it will be able to
check that the printed matter is surely a paper form that was
used at the time of forming the encoded image.

[0007] Japanese Patent Laid-Open No. H11-195079 and
Japanese Patent [Laid-Open No. H8-147400 disclose a tech-
nique of guaranteeing identity of document information. The
technique disclosed in Japanese Patent Laid-Open No. H11-
195079 and Japanese Patent Laid-Open No. H8-147400 is
such that a part of the document information is converted to
a bar code and the bar code after conversion and the
document information are combined and outputted on a
paper form, forming a printed matter.

[0008] When a person who received the formed printed
matter wishes to check whether the printed matter is made
from the above-mentioned paper form, the paper fingerprint
of' the printed matter is read using the code as a reference and
the read paper fingerprint and the paper fingerprint in the
encoded image are compared. When the comparison result
shows that the read paper fingerprint matches the paper
fingerprint in the encoded image, it will be able to be
checked that the above-mentioned printed matter is surely a
paper form being used when the encoded image is formed.

SUMMARY OF THE INVENTION

[0009] However, although the technique disclosed in Japa-
nese Patent Laid-Open No. 2004-112644 can determine
identity of the paper form with the help of the paper
fingerprint, it cannot be determined whether the printed

Jan. 10, 2008

matter is an original. The reason of this is that the identity
of the document information cannot be guaranteed.

[0010] Moreover, although the technique disclosed in
Japanese Patent Laid-Open No. H11-195079 and Japanese
Patent Laid-Open No. H8-147400 can determine the identity
of the document information, it cannot determine whether a
manuscript is the original. The reason of this is that the
identity of the paper form cannot be guaranteed.

[0011] This invention is made in view of such a problem,
and has as its object to provide an image processing appa-
ratus, a method of controlling the image processing appa-
ratus, a program, and a storage medium that can determine
whether the manuscript is the original.

[0012] In order to solve the above-mentioned problem,
this invention provides an image processing apparatus,
having: first acquisition means for acquiring paper finger-
print information from a paper fingerprint acquisition area
on a paper form that serves for the original; second acqui-
sition means for acquiring the document information from a
document information acquisition area on the paper form
that serves for the original; encoded image generation means
for generating an encoded image; and output means for
outputting an encoded image generated by the encoded
image generation means, wherein the encoded image gen-
erated by the encoded image generating means is an image
that is used to later acquire paper fingerprint information
acquired by the first acquisition means and the document
information acquired by the second acquisition means.
[0013] According to the present invention, an image pro-
cessing apparatus that can determine whether the manuscript
is the original can be provided.

[0014] Further features of the present invention will
become apparent from the following description of exem-
plary embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 is a block diagram showing an image
processing system according to one embodiment of the
present invention;

[0016] FIG. 2 is an appearance diagram of the image
formation apparatus according to the one embodiment of the
present invention;

[0017] FIG. 3 is a block diagram showing a controller
provided in the image formation apparatus according to the
one embodiment of the present invention;

[0018] FIG. 4 is a diagram conceptually showing tile data;
[0019] FIG. 5 is a block diagram of a scanner image
processing unit;
[0020] FIG. 6 is a block diagram of a printer image
processing unit;
[0021] FIG. 7 is a diagram of an operation screen of the

image formation apparatus according to the one embodiment
of the present invention;

[0022] FIG. 8 is a flowchart of paper fingerprint informa-
tion acquisition processing;

[0023] FIG. 9 is a flowchart of paper fingerprint informa-
tion collation processing;

[0024] FIG. 10 is a diagram showing an example of
acquired paper fingerprint information;

[0025] FIG. 11 is a diagram showing an example of
acquired document information;

[0026] FIG. 12 is a diagram showing one example of
encoded image data;
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[0027] FIG. 13 is a flowchart of document information
collation processing;

[0028] FIG. 14 is a flowchart of paper fingerprint infor-
mation registration processing;

[0029] FIG. 15 is a flowchart of the paper fingerprint
information collation processing;

[0030] FIG. 16 is a flowchart of image processing per-
formed in the scanner image processing unit at the time of
registering an original;

[0031] FIG. 17 is a flowchart of image processing per-
formed in the scanner image processing unit at the time of
collating the original;

[0032] FIG. 18 is a flowchart of original collation pro-
cessing;

[0033] FIG. 19 is a flowchart of display processing of a
collation result;

[0034] FIG. 20 is a diagram showing an example of a
display of the collation result;

[0035] FIG. 21 is a flowchart of original reissue process-
ing;
[0036] FIG. 22 is a block diagram showing the image

processing system according to the one embodiment of the
present invention;

[0037] FIG. 23 is a view of the operation screen of the
image formation apparatus according to the one embodiment
of the present invention;

[0038] FIG. 24 is a diagram showing an example of a table
retained in a server for original collation;

[0039] FIG. 25 is a flowchart of the paper fingerprint
information registration processing;

[0040] FIG. 26 is a flowchart of the paper fingerprint
information collation processing;

[0041] FIG. 27 is a flowchart of original collation pro-
cessing; and
[0042] FIG. 28 is a flowchart of the original reissue
processing.

DESCRIPTION OF THE EMBODIMENTS
[0043] Below, the best forms for carrying out the present

invention will be described with reference to the drawings.

First Embodiment

[0044] <Image Processing System>

[0045] FIG. 1 is a block diagram showing an image
processing system according to the present invention.
Although in this diagram, in order to illustrate the system,
one host computer 40 and three image formation apparatuses
10, 20, and 30 are connected to a LAN 50, the number of
these elements is not limited to these numbers in the image
processing system according to the present invention. More-
over, although the L AN is applied to this embodiment as a
connection method, the connection method is not limited to
this. For example, an arbitrary network, such as WAN, can
also be applied. Furthermore, serial transmission systems,
such as US, and parallel transmission systems, such as
Centronics and SCSI, are applicable to this image process-
ing system.

[0046] The host computer (hereinafter referred to as PC)
40 has functions of a personal computer. This PC 40 can
transmit and receive a file using the FTP or SMB protocol
through the LAN 50 or WAN. Moreover, the PC 40 can issue
a print instruction to the image formation apparatuses 10, 20,
and 30 through a printer driver.
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[0047] In this embodiment, the image formation appara-
tuses 10 and 20 have the same constituents. The image
formation apparatus 30 is an image formation apparatus only
with a printing function and does not have the scanner unit
that the image formation apparatuses 10, 20 have. In the
below, in order to simplify explanation, the image formation
apparatus 10 is focused and its details will be explained.
[0048] The image formation apparatus 10 has a scanner 13
acting as an image input device, a printer unit acting as an
image output device, a controller unit 11 for controlling the
whole operation of the image formation apparatus 10, and an
operation panel 12 acting as a user interface.

[0049] The image formation apparatus 20 has a scanner 23
acting as an image input device, a printer unit acting as an
image output device, a controller unit 21 for controlling the
whole operation of the image formation apparatus 20, and an
operation panel 22 acting as a user interface.

[0050] A printer 24 is an image forming device that forms
an image of the image data received from the controller unit
21 on a paper form.

[0051] The image formation apparatus 30 has a printer
unit acting as an image output device, a controller unit 31 for
controlling the whole operation of the image formation
apparatus 30, and an operation panel 32 acting as a user
interface.

[0052] A printer 33 is an image forming device that forms
an image of the image data received from the controller unit
31 on a paper form.

[0053] <Image Formation Apparatus 10>

[0054] FIG. 2 is a diagram showing an appearance of the
image formation apparatus 10.

[0055] The scanner 13 has a plurality of CCD’s. If each of
these CCD’s has different sensitivity, even when the densi-
ties of respective pixels on a manuscript are the same, the
each pixel will be considered to have a different density.
Therefore, the scanner unit scans with light a white board
(uniformly white plate), converts the amount of reflected
light obtained by scanning with light into an electric signal,
and outputs it to the controller unit 11. As will be described
later, a shading correction unit 500 in the controller unit 11
recognizes the difference in sensitivity among the CCD’s
based on electrical signals obtained from the respective
CCD’s. Subsequently, the value of the electrical signal
obtained by scanning the image on the manuscript is cor-
rected using this recognized difference in sensitivity. More-
over, upon reception of information of gain adjustment from
a CPU 301 in the controller unit 11, the shading correction
unit 500 performs gain adjustment according to the infor-
mation, as will be described later. The gain adjustment is
used to adjust how a value of an electrical signal obtained by
scanning with light the manuscript is assigned to luminance
signal values ranging from 0 to 255. This gain adjustment
enables a value of the electric signal obtained by scanning
with light the manuscript to be converted to a high lumi-
nance signal value or to a low luminance signal value.

[0056] Next, scanning an image on the manuscript will be
explained.
[0057] The scanner 13 converts information of an image

into electrical signals by inputting reflected light obtained by
scanning with light an image on the manuscript into the
CCD’s. Further, the scanner 13 converts the electrical sig-
nals into luminance signals consisting of R (red), G (green),
and B (blue) colors, and outputs the luminance signals to the
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controller unit 11 as image data. Incidentally, the manuscript
is set on a tray 202 of a manuscript feeder 201.

[0058] When a user instructs read start in the operation
panel 12, the controller unit 11 gives a manuscript read
instruction to the scanner 13. Upon reception of this instruc-
tion, the scanner 13 feeds the manuscript from the tray 202
of the manuscript feeder 201 one by one and performs a
reading operation of the manuscript. Note that the method of
reading the manuscript may be a method of scanning the
manuscript by placing the manuscript on an unillustrated
glass surface and moving the exposure unit rather than the
automatic feeding method by the manuscript feeder 201.

[0059] A printer 14 is an image forming device that forms
an image of the image data received from the controller unit
11 on a paper form. Note that although, in this embodiment,
the image formation method is an electrophotography
method using a photosensitive drum or photosensitive belt,
the present invention is not limited to this. For example, the
ink jet method whereby printing is performed on a paper
form by discharging ink from a minute nozzle array is also
applicable. Moreover, the printer 14 is provided with two or
more paper form cassettes 203, 204, and 205 that enable
different paper form sizes or different paper form orienta-
tions to be selected. The paper form after printing is dis-
charged into the paper output tray 206.

[0060] <Controller Unit 11>

[0061] FIG. 3 is a block diagram showing a controller unit
11 provided in the image formation apparatus 10.

[0062] The controller 11 is electrically connected with the
scanner 13 and the printer 14, and, on the other hand, is
connected with the PC 40, external apparatuses, etc. through
the LAN 50 or WAN 331. This connection enables the image
data and device information to be inputted thereinto and
outputted therefrom.

[0063] The CPU 301 controls accesses to various devices
under connection based on a control program stored in ROM
303 etc. in an integrated manner, and also controls various
processing performed inside the controller in an integrated
manner. RAM 302 is system work memory for enabling the
CPU 301 to operate, and is also memory for temporarily
storing the image data. This RAM 302 has SRAM that
retains stored contents even after power supply OFF and
DRAM whose stored contents are erased after power supply
OFF. The ROM 303 stores a boot program of the apparatus
etc. A HDD 304 is a hard disk drive that is made capable of
storing system software and the image data.

[0064] An operation panel I/F 305 is an interface unit for
connecting a system bus 310 and the operation panel 12.
This operation panel I/F 305 receives the image data to be
displayed on the operation panel 12 from the system bus
310, outputs it to the operation panel 12, and outputs
information entered from the operation panel 12 to the
system bus 310.

[0065] A network I/F 306 is an interface unit for connect-
ing the system bus 310 and the LAN 50. A modem 307 is an
interface unit for connecting the system bus 310 and the
WAN 331. A binary image rotation unit 308 converts a
direction of the image data before transmission. A binary
image compression/decompression unit 309 converts the
resolution of the image data before the transmission into
predetermined resolution or resolution that matches a
throughput of a transmission destination. Incidentally, in
compression and decompression, a method of IBIG, MMR,
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MR, MH, or the like is used. An image bus 330 is a
transmission line for exchanging the image data, and has a
PCI bus or IEEE1394.

[0066] A scanner image processing unit 312 performs
correction, processing, and editing on the image data
received from the scanner 13 through a scanner I/F 311.
Moreover, the scanner image processing unit 312 makes the
following determinations: whether the received image data
is a color manuscript or monochrome manuscript; whether
the received image data is a character manuscript or photo-
graph manuscript; and the like; and makes the determination
result accompany the image data. Such accompanying infor-
mation is called attribute data. The processing performed in
this scanner image processing unit 312 will be explained
more in detail later.

[0067] The compression unit 313 receives the image data
and divides this image data into blocks (32x32 pixels).
Incidentally, this data of 32x32 pixels is called tile data.
[0068] FIG. 4 is a diagram conceptually showing tile data
401. In a manuscript (paper medium before reading) 403, an
area corresponding to this tile data 401 is called a tile image
402. The tile data 401 is given average luminance informa-
tion in a block of 32x32 pixels and a coordinate position of
the tile image 402 on the manuscript 403 as its header
information. The compression unit 313 compresses the
image data consisting of a plurality of tile data. The decom-
pression unit 316 decompresses the image data consisting of
a plurality of tile data, subsequently puts it under raster
development, and sends the rendered data to a printer image
processing unit 315.

[0069] The printer image processing unit 315 receives the
image data from the decompression unit 316, and performs
image processing on the image data, while referring to the
attribute data accompanying this image data. The image data
after image processing is outputted to the printer 14 through
a printer I/F 314. The processing performed in this printer
image processing unit 315 will be explained more in detail
later.

[0070] Animage conversion unit 317 has a processing unit
explained below, and performs predetermined conversion
processing on the image data.

[0071] A decompression unit 318 decompresses the
received image data. A compression unit 319 compresses the
received image data. A rotation unit 320 rotates the received
image data. A resolution variation unit 321 converts reso-
Iution of the received image data (for example, the resolu-
tion is converted from 600 dpi to 200 dpi). A color space
conversion unit 322 converts a color space of the received
image data. This color space conversion unit 322 can
perform the following: the well-known ground elimination
processing using a matrix or table; the well-known Log
conversion processing (RGB—CMY) ; the well-known out-
put color correction processing (CMY—-CMYK) and the
like. A binary/multivalue conversion unit 323 converts the
image data of two tones into image data of 256 tones.
Conversely, a multivalue/binary conversion unit 324 con-
verts the received image data of 256 tones into image data
of two tones with a technique, such as error diffusion.
[0072] A synthetic unit 327 generates one piece of image
data by synthesizing two pieces of the image data received.
Incidentally, in synthesizing two pieces of the image data,
either a method of setting an average of the luminance
values held by pixels that are targets of synthesis as a
synthesized luminance value or a method of setting a
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luminance value of a pixel brighter in luminance level as a
luminance value of the pixel after the synthesis. Moreover,
a method of setting the luminance value of a darker pixel to
the luminance value of a pixel after synthesis can also be
applied. Furthermore, a method of determining the lumi-
nance value after the synthesis by an OR operation of the
pixels targeted for the synthesis, an AND operation, an
exclusive OR operation, etc. can also be applied. Any of
these synthetic methods is the well-known technique. A
thinning unit 326 performs resolution conversion by thin-
ning out pixels of the received image data, and generates
image data of resolution of the initial value multiplied by V4,
Va, Y&, etc. A move unit 325 attaches a margin part to the
received image data, or deletes a margin part therefrom.
[0073] An RIP 328 receives intermediate data that a com-
pression unit 329 generates based on the PDL code data
transmitted for the PC 40 etc. and generates bit map data
(multivalued).

[0074] <Scanner Image Processing Unit 312>

[0075] FIG. 5 is a diagram showing the inside of the
scanner image processing unit 312.

[0076] The scanner image processing unit 312 receives the
image data consisting of luminance signals of RGB each of
8 bits.

[0077] The shading correction unit 500 performs shading
compensation on these luminance signals. The shading
compensation is processing of preventing the luminosity of
the manuscript from being incorrectly recognized due to
variation in sensitivity of CCD, as described above. Further,
as described above, this shading correction unit 500 can
perform a gain adjustment by an instruction from the CPU
301. Next, a masking processing unit 501 converts this
luminance signal into a standard luminance signal that does
not depend on filter colors of the CCD.

[0078] A filtering processing unit 502 corrects the spatial
frequency of the received image data arbitrarily. This filter-
ing processing unit 502 performs arithmetical processing on
the received image data using a matrix of 7x7, for example.
Note here that the copier and the compound machine enable
the user to select a character mode, a photograph mode, or
a character/photograph mode by pressing a tab 704 in FIG.
7. Here, when the user selects the character mode, the
filtering processing unit 502 imposes a filter for characters
on the whole image data. When the user selects the photo-
graph mode, the filtering processing unit 502 imposes a filter
for photographs on the whole image data. Moreover, when
the user selects a character/photograph mode, the filtering
processing unit 502 adaptively changes a filter for each pixel
according to the later-described character/photograph deter-
mination signal (a part of the attribute data). That is, on a
pixel basis, it is determined whether the filter for photo-
graphs or the filter for characters is imposed. Note that, in
the filter for photographs, coefficients for smoothing only
high-frequency components are set up. This is for not
highlighting roughness of the image. Moreover, in the filter
for characters, coefficients for performing intense edge
enhancement are setup. This is for enhancing sharpness of
characters.

[0079] A histogram processing unit 503 samples lumi-
nance data of pixels of the received image data. Giving more
detailed explanation of it, the luminance data in a rectan-
gular area defined by a start point and an end point in a main
scanning direction and in a sub-scanning direction is
sampled with constant pitches in the main scanning direction
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and in the sub-scanning direction. Then, the histogram
processing unit 503 generates histogram data based on the
sampling results. The generated histogram data is used to
estimate a ground level in performing ground elimination
processing. An input-side gamma correction unit 504 con-
verts the luminance data of each pixel into luminance data
that has a nonlinear characteristic using a table etc.

[0080] A color/monochrome determination unit 505 deter-
mines whether each pixel of the received image data is of
chromatic color or colorless, and makes the determination
result accompany the image data as a color/monochrome
determination signal (a part of the attribute data).

[0081] A character/photograph determination unit 506
determines whether each pixel in the image data is a pixel of
characters, a pixel of a halftone dot, a pixel of a character in
halftone dots, or a pixel in a solid image, based on a pixel
value of the pixel in concern and pixel values of surrounding
pixels. Incidentally, a pixel that applies to none of them is a
pixel of a white area. Then, the character/photograph deter-
mination unit 506 makes the determination result accom-
pany the image data as a character/photograph determination
signal (a part of the attribute data). A paper fingerprint
information acquisition unit 507 acquires image data of a
predetermined area in the image data of RGB inputted into
the shading correction unit 500.

[0082] FIG. 8 is a flowchart showing a flow of paper
fingerprint information acquisition processing that this paper
fingerprint information acquisition unit 507 performs.
[0083] In Step S801, the image data extracted in the paper
fingerprint information acquisition unit 507 is converted to
image data of a gray scale. In Step S802, mask data that
allows collation is formed by removing a possible factor of
incorrect determination, such as printing and hand-writing
characters, from the image having been converted to the
image data of a gray scale in Step S801. The mask data is
binary data, “0” or “1”. In the image data of the gray scale,
for any pixel whose luminance signal value is more than or
equal to the first threshold (namely, being bright), a value of
the mask data is set to “1”. For any pixel whose luminance
signal value is less than the first threshold, a value of the
mask data is set to “0”. The above processing is performed
on all the pixels included in the image data of the gray scale
to form the mask data. In Step S803, the image data
converted to the gray scale in Step S801 and the mask data
generated in Step S802 are acquired as paper fingerprint
information together with the position information. FIG. 10
is a diagram showing an example of the acquired paper
fingerprint information. Paper fingerprint information 1002
includes a pixel value (P) of the gray-scale image, a pixel
value (M) of the mask data, and position information that are
acquired from image data 1001. Subsequently, the paper
fingerprint information acquisition unit 507 sends the paper
fingerprint information of the above-mentioned predeter-
mined area to the RAM 302 using an unillustrated data bus.
Moreover, the acquired paper fingerprint information can
also be stored in the HDD 304.

[0084] A document information acquisition unit 509
acquires the image data outputted from the masking pro-
cessing unit 501 as document information. FIG. 11 is a
diagram showing an example of the acquired document
information. Document information 1102 is generated based
on image data 1101.

[0085] In this specification, it is assumed that the docu-
ment information is the image data of the whole manuscript.
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Incidentally, there is no specific restriction on a format of
this image data. For example, it may be a PDL data format,
a bit map data format, or a JPEG data format.

[0086] Moreover, the document information may be
image data in a partial area of the manuscript image.
Anyway, it is set beforehand “to which area of the manu-
script image the document information corresponds” and “in
which format the data is represented”, and these pieces of
information are shared among a plurality of apparatuses.
More specifically, the information is shared among the
apparatuses through a network, or information to be shared
is included in the encoded image so that information is
shared through the encoded image, or the like. Moreover,
there is a case where the information to be shared is stored
in a server and the information is shared through this server.
[0087] Subsequently, the document information acquisi-
tion unit 509 sends the above-mentioned document infor-
mation to the RAM 302 using an unillustrated data bus.
Moreover, the unit 509 can store the acquired document
information in the HDD 304.

[0088] When the encoded image data exists in the image
data outputted from the masking processing unit 501, a
decode unit 508 detects its existence, and takes out the
information by decoding the encoded image data. That is,
the decode unit 508 extracts the paper fingerprint informa-
tion and document information that served as a generation
sources of the encoded image data.

[0089] <Printer Image Processing Unit 315>

[0090] FIG. 6 is a block diagram of the printer image
processing unit 315.

[0091] A ground elimination unit 601 eliminates a ground
color of the image data using a histogram generated in the
scanner image processing unit 312. A monochrome genera-
tion unit 602 converts color data into monochrome data. A
Log conversion unit 603 performs luminance density con-
version. This Log conversion unit 603 converts, for
example, the image data inputted with RGB values into
image data with CMY values. An output color correction
unit 604 performs output color correction. This output color
correction unit 604 converts, for example, the image data
inputted with CMY values into image data with CMYK
values using a table or matrix. An output-side gamma
correction unit 605 corrects signal values so that the signal
values inputted into this output-side gamma correction unit
605 may be proportional to the reflection density values after
duplicating and outputting. An encoded image synthesis unit
607 synthesizes the image data with the image data (of
manuscript) corrected by the output-side gamma correction
unit 605 and the encoded image data generated by encoding
processing of the paper fingerprint information and docu-
ment information that will be described later. In this occa-
sion, the encoded image synthesis unit 607 selects a position
that does not overlap the reading position of the paper
fingerprint information and document information described
above. That is, at the time of forming an image, the encoded
image is formed at a position different from the reading
position of the paper fingerprint information and document
information. A halftone correction unit 606 performs half-
tone processing in conformity to the number of tones of the
printer unit for outputting the image. This halftone correc-
tion unit 606, for example, binarizes the received image data
ot high number of tones or digitizes that data into 32 values.
[0092] Incidentally, each processing unit of the scanner
image processing unit 312 and the printer image processing
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unit 315 can output the received data without performing the
each processing thereon. Below, allowing the data to pass
through a certain processing unit without performing the
processing thereon is represented as “making data pass
through”.

[0093] <Encoding Processing of Paper Fingerprint Infor-
mation and Document Information>

[0094] FIG. 11 is an example of the acquired document
information. Correspondingly, FIG. 12 shows an example of
the encoded image data and the paper fingerprint informa-
tion (total five areas of 3x3 gray pixels) in the acquired
document information. Encoded image data 1203 is gener-
ated with paper fingerprint information 1202 and document
information 1201.

[0095] The CPU 301 can control in such a way that the
paper fingerprint information and document information of
a predetermined area sent from the paper fingerprint infor-
mation acquisition unit 507 and the document information
acquisition unit 509 to the RAM 302 are read and the
encoding processing is performed thereon to generate the
encoded image data (generation control of encoded image)
In the encoding processing, a predetermined algorithm com-
bines the paper fingerprint information and document infor-
mation to generate the encoded image data as one data.
Incidentally, in the encoded image data, either information
for specifying a predetermined algorithm or a predetermined
algorithm itself may be encoded together with the image
data. Incidentally, in this specification, the encoded image is
an image that is a two-dimensional code image or bar-code
image or the like and that is generated by performing the
encoding processing on the paper fingerprint information
and document information.

[0096] Moreover, the CPU 301 can control in such a way
that the generated encoded image data may be sent to the
encoded image synthesis unit 607 in the printer image
processing unit 315 using an unillustrated data bus (trans-
mission control of encoded image).

[0097] Incidentally, executing a program stored in the
ROM 303 performs the above-mentioned control (genera-
tion control and transmission control of encoded image).
[0098] <Separation Processing of Paper Fingerprint Infor-
mation and Document Information>

[0099] The information extracted from the encoded image
data by the decode unit 508 is sent to the RAM 302, and the
CPU 301 separates the paper fingerprint information and
document information using a predetermined algorithm. The
separated paper fingerprint information and document infor-
mation are sent again to the RAM 302.

[0100] <Paper Fingerprint Information Collation Process-
ing>
[0101] The CPU 301 can control in such a way that the

paper fingerprint information sent to the RAM 302 from the
paper fingerprint information acquisition unit 507 may be
read and the read paper fingerprint information may be
collated with the registered paper fingerprint information.
Incidentally, the registered paper fingerprint information
means the paper fingerprint information included in the
encoded image data.

[0102] FIG. 9 is a flowchart showing a flow of this paper
fingerprint information collation processing. The CPU 301
controls steps of this flowchart in an integrated manner.
[0103] In the flowchart of this FIG. 9, when the degree of
matching (a degree of matching between the registered
paper fingerprint information and the scanned paper finger-
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print information) is found to be larger than a fixed thresh-
old, the paper fingerprint of the scanned manuscript is
determined to be a paper fingerprint of an original.

[0104] Moreover, when the degree of matching is found to
be equal to or less than the fixed threshold, the paper
fingerprint of the scanned manuscript is determined not to be
the paper fingerprint of the original. In the case where a
plurality of paper fingerprints are registered in the encoded
image data, determination as to whether it is the original or
counterfeit shall be referred to comparison of the next paper
fingerprint information among a plurality of pieces of stored
information.

[0105] In FIG. 9, correspondingly to the scanned paper
document, paper fingerprint information that is registered
(hereinafter referred to as registered paper fingerprint infor-
mation) is taken out and temporarily stored in, for example,
the RAM 302 or the HDD 304, and collation processing is
performed. Here, it will be explained assuming that five
paper fingerprint data as shown in FIG. 10 are acquired.

[0106] In Step S901 (Xa, Ya), the comparison of the paper
fingerprint is started (calling the registered paper fingerprint
information).

[0107] Here, the gray-scaled image data generated in Step
S802 and the mask data are the paper fingerprint information
of the whole manuscript that was scanned. The paper
fingerprint information of the whole manuscript that was
scanned is called scanned whole paper fingerprint informa-
tion.

[0108] In Step S902, the scanned paper fingerprint infor-
mation at (Xa, Ya) is acquired from an area corresponding to
(matches) the acquisition position of the registered paper
fingerprint information at (Xa, Ya) in the scanned whole
paper fingerprint information.

[0109] In Step S903 (Xa, Ya), the degree of matching
between the scanned paper fingerprint information at (Xa,
Ya) and the registered paper fingerprint information at (Xa,
Ya) is calculated. A method of calculating the degree of
matching will be described later.

[0110] In Step S904, it is determined whether this degree
of matching (I) is larger than a fixed threshold (K). If the
degree of matching is larger than a fixed threshold (K), the
flow proceeds to Step S906. Further, a fact that the paper
fingerprint information attains matching in this Step S906 is
stored in the RAM 302. On the other hand, if the degree of
matching (1) is less than or equal to the fixed threshold (K),
the flow proceeds to Step S905.

[0111] In Step S905, it is determined whether the com-
parison of all pieces of the paper fingerprint information is
completed. If it is competed, the flow proceeds to Step S907.
In this Step S907, a fact that the paper fingerprint informa-
tion does not attain matching is stored in the RAM 302. On
the other hand, if the comparison is not completed, it is so
controlled that a position (Xb, Yb) of the paper fingerprint
information stored in the next may be targeted. Then, the
flow returns to the processing in Step S901.

[0112] <Method of Calculating Degree of Matching in
Step S903>
[0113] The degree of matching between the scanned paper

fingerprint information and the registered paper fingerprint
information is calculated using the following formula.
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D@ ante YA, )= folx ) (Formula 1]

E=2

2 a1 y)aa(x. y)
Xy

[0114] In the above-mentioned formula 1, o, is the mask
data in the registered paper fingerprint information. f, is
gray-scale image data in the registered paper fingerprint
information. o, is the mask data in the scanned paper
fingerprint information. f, is gray-scale image data in the
scanned paper fingerprint information.

[0115] Here, when (%, y)=1, it shows that a pixel at a
pixel position (X, y) is bright. That is, it shows that, when the
manuscript is scanned in order to acquire the registered
paper fingerprint information, a color material (a toner or
ink) or dust dose not lie on the pixel existing at the pixel
position (X, y) in the manuscript.

[0116] Here, when o, (X, y)=1, it shows that the pixel at the
pixel position (X, y) is bright. That is, it shows that, when the
manuscript is scanned in order to acquire the scanned paper
fingerprint information, a color material (a toner or ink) or
dust dose not lie on the pixel existing at the pixel position (x,
y) in the manuscript.

[0117] Incidentally, when o, (%, y)=1 and o, (X, y)=1 hold
for all the pixels, namely, when in acquiring both of the
paper fingerprint information, neither color material nor dust
lies on the manuscript, the formula 1 becomes the same as
the following formula 2.

nm [Formula 2]
E= )\ {Aitny) - Al P

x=0,y=0

[0118] This {f,(x, y)-f,(X, ¥)}2 represents a square value
of a difference between the gray-scale image data in the
registered paper fingerprint information and the gray-scale
image data in the scanned paper fingerprint information.
Therefore, the above-mentioned formula 1 attached with
is a sum of squared differences between respective two
pixels of the two pieces of the paper fingerprint information.
That is, the more the number of pixels in each of which f, (x,
y) is alike f,(x, y), the smaller value this value E takes.
[0119] Then, the degree of matching (I) is defined by 1/E.
[0120] Incidentally, in this embodiment, the use of sym-
bols o, (X, y) and o, (X, y) has made it possible to calculate
the degree of matching without using the gray-scale data of
a dark pixel.

[0121] Here, a reason of not using the gray-scale data in a
dark pixel will be explained. A dark pixel carries a color
material or dust on it, and the color material and dust make
information of tangling fiber disappear. Therefore, if the
gray-scale data of a dark pixel is used to determine the
degree of matching of the paper fingerprint information, the
degree of matching will become a value showing whether
the pixel position of the pixel on which the color material or
ink lies at the time of scanning matches that at the time of
registration. However, what is intended to be obtained is the
degree of matching between two pieces of the paper finger-
print information, being neither the degree of matching of
the dust position nor the degree of matching between two
pixel positions on which the color material lies.
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[0122] Therefore, in this embodiment, the degree of
matching is calculated using the symbols of o ,(x, y) and
a,(X, y), without using the gray-scale data of the dark pixel
(pixel that is likely to carry the color material or dust on it).

[0123] <Document Information Collation Processing>

[0124] The CPU 301 can control so that the document
information sent from the document information acquisition
unit 509 to the RAM 302 may be read and the read document
information and the registered document information may
be collated with each other. Incidentally, the registered
document information refers to the document information
included in the encoded image data.

[0125] FIG. 13 is a flowchart showing a flow of this
document information collation processing. The CPU 301
controls steps of this flowchart in an integrated manner.

[0126] In Step S1301, the CPU 301 takes out the docu-
ment information included in the decoded image data that
was separated from the paper fingerprint information.

[0127] In Step S1302, the CPU 301 collates the document
information sent from the document information acquisition
unit 509 with the document information taken out in Step
S1301. The CPU 301 compares the RGB values of the pixels
and collates whether the pixel values of the areas attain
matching.

[0128] In Step S1303, the CPU 301 determines whether
areas of a predetermined threshold or more matches each
other based on the collation results of pixel values of the
areas that were obtained in Step S1302, and makes a
decision “existence of tampering” or “absence of tampering”
in the document.

[0129]

[0130] FIG. 7 is an operation screen diagram in the image
formation apparatus 10. An area 701 shows whether the
image formation apparatus 10 is ready to copy and the
number of copies being set. The manuscript selection tab
704 is a tab for selecting the type of manuscript. Upon
depression of this tab, a selection menu of three types of
character, photograph, and character/photograph modes is
displayed in a pop-up. A finishing tab 706 is a tab for
performing setting related to various finishing. A double-
sided setting tab 707 is a tab for performing setting related
to double-sided reading and double-sided printing. A reading
mode tab 702 is a tab for selecting a reading mode of the
manuscript. Upon depression of this tab, a selection menu of
three types of color, black, and automatic (ACS) modes is
displayed in the pop-up. Incidentally, when color is selected,
color copy is performed; when black is selected, mono-
chrome copy is performed. When ACS is selected, a copy
mode is determined according to the color/monochrome
determination signal described above.

[0131] An area 708 is a tab for selecting the paper finger-
print information registration processing. The paper finger-
print information registration processing will be described
later. An area 709 is a tab for selecting the paper fingerprint
information collation processing. This paper fingerprint
information collation processing will be described later.
[0132] <Operation at the Time of Tab of Paper Fingerprint
Information Registration Processing being Pressed>

[0133] Next, the paper fingerprint information registration
processing that is performed when the start key is pressed
after the user pressed the paper fingerprint information
registration tab 709 shown in FIG. 7 will be explained.

<Explanation of Operation Screen>
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[0134] FIG. 14 is a flowchart showing a flow of this paper
fingerprint information registration processing. The CPU
301 controls steps of this flowchart in an integrated manner.

[0135] In Step S1401, the scanner 13 is controlled by the
CPU 301 so as to send a manuscript to the scanner image
processing unit 312 through the scanner I/F 311 as image
data.

[0136] In Step S1402, two processing steps, i.e., paper
fingerprint information acquisition and document informa-
tion acquisition are performed. FIG. 16 shows a detailed
flowchart of the processing performed in Step S1402.

[0137] In Step S1601, the scanner image processing unit
312 sets a general gain adjustment value in the shading
correction unit 500, and performs processing shown in FIG.
5 to generate the attribute data together with new image data.
Moreover, the scanner image processing unit 312 makes this
attribute data accompany the image data. Furthermore, the
scanner image processing unit 312 sets a gain adjustment
value smaller than the above-mentioned general gain adjust-
ment value in the shading correction unit 500. Subsequently,
the scanner image processing unit 312 outputs to both the
paper fingerprint information acquisition unit 507 and the
document information acquisition unit 509 the luminance
signal values that were obtained by applying the smaller
gain adjustment value to the image data. Then, based on the
output data, the paper fingerprint information acquisition
unit 507 acquires the paper fingerprint information in Step
S1602. Subsequently, the paper fingerprint information
acquisition unit 507 sends the acquired paper fingerprint
information to the RAM 302 using an unillustrated data bus.

[0138] In Step S1603, the document information acquisi-
tion unit 509 acquires the document information, and sends
the acquired document information to the RAM 302 using
an unillustrated data bus. Incidentally, the paper fingerprint
information acquisition processing and the document infor-
mation acquisition processing may be processed in parallel,
or may be processed sequentially. Moreover, the image sent
to the document information acquisition unit 509 may be an
image that was not subjected to the gain adjustment
described above and is sent directly from the masking
processing unit.

[0139] When the processing in Step S1402 of FIG. 14 is
completed, processing in Step S1403 is started. In Step
S1403, the CPU 301 controls in such a way that the paper
fingerprint information and document information may be
encoded to generate an encoded image, and the generated
encoded image data may be transmitted to the encoded
image synthesis unit 607 in the printer image processing unit
315.

[0140] In Step S1404, the printer image processing unit
315 transmits the encoded image data generated in Step
S1403 from the encoded image synthesis unit 607 to the
halftone correction unit 606. Subsequently, the halftone
correction unit 606 performs the halftone processing on the
encoded image data (however, since the encoded image data
is generated as binary at the time of Step S1403, the encoded
image data does not change through this halftone process-
ing). The encoded image data after the halftone processing
is sent to the printer 14 through the printer I/F 314. In Step
S1405, the printer 14 forms an image of the encoded image
data on an output paper form.

[0141] That is, the manuscript scanned in Step S1401 has
again been set to the tray 202 by the user after the scanning,
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and thereby, an image of the encoded image data is formed
on the manuscript being set to the tray 202 in Step S1405.
[0142] Although in this embodiment, paper fingerprint
information registration processing is started by the user
pressing the paper fingerprint information registration tab
708 of the operation panel 12, the start is not limited to this
and may be done according to a start instruction of the paper
fingerprint information registration processing transmitted
from the PC 40.

[0143] <Operation at the Time of Tab of Paper Fingerprint
Information Collation Processing being Pressed>

[0144] Next, the paper fingerprint information collation
processing that is executed when the start key is pressed
after the user pressed the paper fingerprint information
collation tab 709 shown in FIG. 7 will be explained.
[0145] FIG. 15 is a flowchart showing this paper finger-
print information collation processing. The CPU 301 con-
trols steps of this flowchart in an integrated manner.
[0146] In Step S1501, the scanner 13 is controlled by the
CPU 301 so as to send a manuscript read by the scanner 13
to the scanner image processing unit 312 through the scan-
ner I/F 311 as image data.

[0147] In Step S1502, three processing steps, i.e., the
paper fingerprint information acquisition processing, the
document information acquisition processing, and decoding
processing of encoded image, are performed. FIG. 17 shows
a detailed flowchart of the processing performed in Step
S1502. The scanner image processing unit 312 performs
processing shown in FIG. 5 on this image data to generate
the attribute data together with the new image data. More-
over, the scanner image processing unit 312 makes this
attribute data accompany the image data.

[0148] In Step S1701, in order to acquire the paper fin-
gerprint information, the gain adjustment of the shading
correction unit 500 described above etc. is processed. In
Step S1702, the paper fingerprint information acquisition
unit 507 in the scanner image processing unit 312 acquires
the paper fingerprint information. Subsequently, the paper
fingerprint information acquisition unit 507 sends the
acquired paper fingerprint information to the RAM 302
using an unillustrated data bus.

[0149] In Step S1703, after acquiring the document infor-
mation and performing predetermined processing thereon,
the document information acquisition unit 509 in the scanner
image processing unit 312 sends the acquired document
information to the RAM 302 using an unillustrated data bus.
[0150] Moreover, in Step S1704, when an encoded image
exists, the decode unit 508 in the scanner image processing
unit 312 decodes the encoded image, and acquires the paper
fingerprint information and document information that are
included in the encoded image. Subsequently, the decode
unit 508 sends the acquired information to the RAM 302
using an unillustrated data bus.

[0151] The paper fingerprint information acquisition pro-
cessing, the document information acquisition processing,
and the decoding processing of encoded image may be
processed in parallel, or may be processed sequentially.
Moreover, the image sent to the document information
acquisition unit 509 and the decode unit 508 maybe an
image that was not subjected to the gain adjustment
described above and is sent directly from the masking
processing unit.

[0152] In Step S1503 of FIG. 15, two processing steps,
i.e., the paper fingerprint information collation processing
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and the document information collation processing are per-
formed. FIG. 18 shows a detailed flowchart of the process-
ing performed in Step S1503. The paper fingerprint infor-
mation collation processing (Step S1801) is just as <Paper
fingerprint information collation processing>explained
using FIG. 9. The document information collation process-
ing (Step S1802) is just as <Document information collation
processing>explained using FIG. 13.

[0153] In Step S1504, the CPU 301 controls so that results
obtained by <Paper fingerprint information collation
processing>and  <Document information  collation
processing>may be displayed on a display screen of the
operation panel 12. FIG. 19 shows a detailed flowchart of the
processing performed in Step S1504.

[0154] In Step S1901, the CPU 301 determines whether
the paper fingerprint information is valid (whether the paper
fingerprint information attains matching). Subsequently, in
Steps S1902 and S1903, the CPU 301 determines whether
there is tampering in the document information (whether the
document information attains matching) for either of deter-
mination results in Step S1901. From the above determina-
tion results, the CPU 301 makes the operation panel 12
display as below.

[0155] If both the paper fingerprint information and
document information attain matching (S1907) . . . .
Display that the manuscript is guaranteed to be the
original.

[0156] If only the document information attains match-
ing (Step S1906) . . . . Display that the document is
tampered.

[0157] If only the document information attains match-
ing (Step S1905) . . . . Display that there is a possibility
the manuscript is a duplicated matter.

[0158] If neither the paper fingerprint information nor
the document information attains matching (Step
S1904) . . . . Display that there is a possibility the
manuscript is a duplicated matter and that the document
is tampered.

[0159] Although in this embodiment, the paper fingerprint
information collation processing is started by the user press-
ing the paper fingerprint information collation tab 709 of the
operation panel 12, the start is not limited to this and may be
done according to a start instruction of the paper fingerprint
information collation processing transmitted from the PC
40.

[0160] Thus, in the present invention, an encoded image
obtained by encoding not only paper fingerprint information
but also document information is formed on the original.
Moreover, when collating the manuscript, its identity is
determined with the paper fingerprint information and docu-
ment information. Doing so makes the present invention
able to prevent incorrect recognition of authenticity guar-
antee that may be caused by the paper fingerprint acquisition
area and the encoded image being cut off, and makes it
possible to realize higher-reliability authenticity guarantee.
[0161] Incidentally, in this embodiment, the result
obtained by the collation processing is displayed on the
operation panel 12 according to the obtained result. A
purpose of this display is to inform the user of the result of
collation. Therefore, in the present invention, the apparatus
may be configured to print-output sounds patterned accord-
ing to the result of collation and the result of the above-
mentioned collation, regardless of display on the operation
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panel 12. That is, as long as the user can recognize the result
of collation, any method may be used to inform the user of
it.

Second Embodiment

[0162] In the first embodiment, the embodiment where the
image formation apparatus 10 displays the collation pro-
cessing and the result of collation. However, the above-
mentioned collation processing and the results of collation
may be displayed on the PC 40.

Third Embodiment

[0163] The document that serves as the original(The docu-
ment that is to be the original) may occasionally suffer
additional writing because of human carelessness. In such a
case, the authenticity guarantee by the method described in
the first embodiment determines that the document is tam-
pered because of inconsistency in the document information.
This leads to a situation where there is not an original at all
in the world.

[0164] In view of this, in this embodiment, only if it is
determined that there is a possibility of the document being
tampered, reissue of the original becomes possible upon
user’s request of reissue of the original (namely, the original
is newly reissued). By the reissue, the following two data are
synthesized: encoded image data whose document informa-
tion is the same as the original, but only whose paper
fingerprint information is updated; and image data of the
former original that was regenerated from the decoded data.
Then, a printed matter on which the authenticity guarantee
is possible is generated again.

[0165] That is, in this embodiment, the original before
being added with postscript or being smeared can be repro-
duced on a new paper form using the encoded image data
that is regenerated.

[0166] FIG. 20 shows an example of a screen display of a
collation result of the manuscript according to this embodi-
ment. When it is determined that “In this manuscript, there
is a possibility of the document being tampered.” (2001),
pressing “OK” ends the processing if the user wishes to
know only a collation result (2003). When the user wishes
to reissue the original, a new original without smudges and
additional writing can be issued by pressing “Reissue”
(2002).

[0167] <Processing when Reissue Button is Pressed>
[0168] FIG. 21 is a flowchart showing a flow of the
processing when a reissue button is pressed. The CPU 301
controls steps of this flowchart in an integrated manner.
[0169] In Step S2101, the scanner 13 is controlled by the
CPU 301 so as to send the original read by the scanner 13
to the scanner image processing unit 312 through the scan-
ner I/F 311 as image data.

[0170] InStep S2102, paper fingerprint information acqui-
sition processing is performed for a new paper form. Details
of'the processing performed here are the same as those of the
processing explained using FIG. 8.

[0171] That is, after setting a general gain adjustment
value in the shading correction unit 500, the scanner image
processing unit 312 performs processing shown in FIG. 5 on
this image data to generate new image data. Moreover, the
scanner image processing unit 312 sets a gain adjustment
value smaller than the above-mentioned general gain adjust-
ment value in the shading correction unit 500. Subsequently,
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the scanner image processing unit 312 outputs to the paper
fingerprint information acquisition unit 507 the luminance
signal values obtained by applying the smaller gain adjust-
ment value to the image data. Then, based on the output data,
the paper fingerprint information acquisition unit 507
acquires the paper fingerprint information. Subsequently, the
paper fingerprint information acquisition unit 507 sends the
acquired paper finger print information to the RAM 302
using an unillustrated data bus.

[0172] When the processing in Step S2102 is completed,
processing in Step S2103 and that in Step S2106 will be
started simultaneously.

[0173] In Step S2106, the CPU 301 reads decoded data of
the encoded image obtained when the old manuscript was
scanned from the RAM 302. Then, the CPU 301 updates
paper fingerprint information among the encoded data to the
taken-out paper fingerprint information of the new paper
form in Step S2102.

[0174] In Step S2107, the paper fingerprint information
updated as described above and the document information of
the decoded data stored in the RAM 302 are encoded again.
These encoded data are encoded as shown in FIG. 12, two
pieces of information being combined into one data.
[0175] In Step S2103, the document information (image
data) of the decoded data stored in the RAM 302 is trans-
mitted to the printer image processing unit 315. The printer
image processing unit 315 performs image data editing
according to the attribute data accompanying the image data.
This processing is processing shown in FIG. 6.

[0176] In Step S2104, the encoded image data generated
in Step S2107 and the image data (of the manuscript)
obtained in Step S2103 are synthesized. More specifically,
the encoded image synthesis unit 607 synthesizes the image
data (of the manuscript) outputted from the output-side
gamma correction unit 605 in Step S2103 and the encoded
image data generated in Step S2107. Subsequently, the
halftone correction unit 606 performs the halftone process-
ing on the synthetic image data obtained by the synthesis in
conformity to the number of tones of the printer unit for
outputting the image. The synthetic image data after the
halftone processing is sent to the printer 14 through the
printer I/F 314.

[0177] In Step S2105, the printer 14 forms an image of the
synthetic image data on the output paper form.

[0178] Thus, when the reissue button was pressed, the user
has set a paper form (a new paper form) for newly reissuing
the original that was scanned in Step S2101 in the tray 202
after the scanning. Subsequently, an image of the synthetic
image data including the document information of the
decoded data of the old manuscript obtained in Step S2103
and the encoded image data generated in Step S2107 is
formed on the paper form already being set.

[0179] Although in this embodiment, original reissue pro-
cessing is started by the user pressing the reissue button, the
start is not limited to this and may be done according to a
start instruction of the original reissue processing transmit-
ted from the PC 40.

Fourth Embodiment

[0180] In the above-mentioned embodiments, the paper
fingerprint information and document information are
embedded in a paper form that serves for the original (a
paper form that is to be the original). That is, the paper
fingerprint information is embedded in a paper fingerprint



US 2008/0008350 Al

acquisition area of the paper form, while the document
information is embedded in a document information acqui-
sition area of the paper form. On the other hand, in this
embodiment, the server for saving the paper fingerprint
information and document information of the original is
prepared, and reference information to the server is embed-
ded in the original. At the time of collating the original,
authenticity can be determined by accessing to the server
designated by the reference information. The reference
information will be explained in detail below.

[0181] FIG. 22 is a block diagram showing an image
processing system according to this embodiment. As com-
pared with the block diagram of the image processing
system shown in FIG. 1, the image processing system
according to this embodiment is added with a server 60. The
server 60 is connected with the host computer 40 and the
image formation apparatuses 10, 20, and 30 so as to be
communicable with these elements through the LAN 50.
Incidentally, the image processing system according to this
embodiment allows a plurality of servers to be connected
therewith. Moreover, the server can perform <Paper finger-
print information collation processing>and <Document
information collation processing>like the image formation
apparatus described above.

[0182]

[0183] First, an administrator of the image processing
system according to the present invention sets a server that
is used to guarantee the authenticity in the image formation
apparatus. This setup is conducted for each image formation
apparatus. In addition, the administrator can also alter the
setup at timing that accords to necessity.

[0184] FIG. 23 illustrates a screen of administrator setting
items that is displayed in the operation panel 12 of the image
formation apparatus. In order to register the server in the
image formation apparatus, the administrator can select such
a server registration screen. Pressing the new registration
button 2302 enables the administrator to register the server
in the image formation apparatus. In addition, the manager
can also determine the server and register it by selecting a
desired server from among a list 2301 of a plurality of
already registered candidate servers and pressing an OK
button 2303. Information of the registered servers is stored
in the RAM 302 or the HDD 304.

[0185] FIG. 24 shows a table 2401 that has an area for
storing the paper fingerprint information and document
information and an index value corresponding to it. This
index value differs for a printed matter to a printed matter,
designating a printed matter uniquely. The server retains the
table 2401 as shown in FIG. 24, and is controlled to, when
receiving the paper fingerprint information and document
information from the image processing apparatus, store
them in a predetermined area of the table.

[0186] <Acquisition Processing of Paper Fingerprint
Information and Document Information>

[0187] First, a manuscript is scanned like the first embodi-
ment. The CPU 301 reads the paper fingerprint information
and document information of a predetermined area that were
sent from the paper fingerprint information acquisition unit
507 and the document information acquisition unit 509 to
the RAM 302, and stores them in the HDD 304. Unlike other
embodiments, the document information refers to the whole
image data obtained by scanning in this embodiment.

<Registration of Server>

Jan. 10, 2008

[0188] <Encoding Processing of Reference Information>
[0189] Each time the original is generated, the CPU 301
inquires the registered server of the index value of an area
in which the paper fingerprint information and document
information should be stored. When receiving the inquiry
from the CPU 301, the server checks the tail end of the table
and sends the index value designating the tail end back to the
image processing apparatus. The sent-back index value is
stored in the RAM 302 or the HDD 304 as the reference
information together with the registered server information.
Each time the original is generated, the reference informa-
tion in the RAM 302 or the HDD 304 is updated.

[0190] Subsequently, the CPU 301 can be controlled so as
to read the reference information from the RAM 302 or the
HDD 304 and generate encoded image data by performing
the encoding processing (generation control of the encoded
image). Incidentally, as described above, the encoded image
is an image that is a two-dimensional code image, a bar-code
image, or the like, and that is generated by performing the
encoding processing on the reference information.

[0191] Furthermore, the CPU 301 can be controlled so as
to send the generated encoded image data to the encoded
image synthesis unit 607 in the printer image processing unit
315 using an unillustrated data bus (transmission control of
encoded image).

[0192] Incidentally, executing a program stored in the
ROM 303 performs the above-mentioned control (genera-
tion control and transmission control of encoded image).

[0193] <Storing Processing of Paper Fingerprint Informa-
tion and Document Information in Server>

[0194] The CPU 301 transmits to the server the paper
fingerprint information and document information of the
original that is stored in either the RAM 302 or the HDD 304
through the LAN 50 based on the reference information
stored in the HDD 304. The transmitted paper fingerprint
information and document information are stored in an area
designated by the index value of the table 2401 that the
server retains.

[0195] <Collation Processing of Paper Fingerprint Infor-
mation and Document Information in Server>

[0196] When encoded image data exists in the image data
outputted from the masking processing unit 501, the decode
unit 508 detects its existence, decodes the encoded image
data, and takes out information. That is, the reference
information is extracted from the encoded image data.
Subsequently, the CPU 301 specifies the server based on the
extracted reference information, and accesses to the speci-
fied server through the LAN 50. At the same time of this
occasion, the CPU 301 reads the paper fingerprint informa-
tion and document information of a predetermined area of a
scanned paper form that was sent from the paper fingerprint
information acquisition unit 507 and the document informa-
tion acquisition unit 509 to the RAM 302, and transmits
them together with the index value included in the reference
information to the specified server.

[0197] Subsequently, the server collates the paper finger-
print information and document information that were
received with the paper fingerprint information and docu-
ment information in an area of a table designated by the
received index value, respectively. In each information, the
collation is performed by the same algorithm as that of
<Paper fingerprint information collation processing>and
<Document information collation processing>.
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[0198] <Explanation of Operation Screen>

[0199] An operation screen according to this embodiment
is the same as FIG. 7 described above. However, details of
processing when each tab is pressed are different, and so the
details of the processing will be explained below.

[0200] <Operation at the Time of Tab of Paper Fingerprint
Information Registration Processing being Pressed>

[0201] The paper fingerprint information registration pro-
cessing that will be executed when the start key is pressed
after the user pressed the paper fingerprint information
registration tab 708 shown in FIG. 7 will be explained.
[0202] FIG.25 is a flowchart showing a flow of this paper
fingerprint information registration processing. The CPU
301 controls steps of this flowchart in an integrated manner.
[0203] In step S2501, the scanner 13 is controlled by the
CPU 301 so as to send a manuscript read by the scanner 13
to the scanner image processing unit 312 through the scan-
ner I/F 311 as image data.

[0204] In Step S2502, two processing steps, i.e., the paper
fingerprint information acquisition and the document infor-
mation acquisition are performed. Details of the processing
performed here are the same as those of the processing
explained using FIG. 16.

[0205] In Step S1601, after setting a general gain adjust-
ment value in the shading correction unit 500, the scanner
image processing unit 312 performs processing shown in
FIG. 5 on this image data to generate the attribute data
together with new image data. Moreover, the scanner image
processing unit 312 makes this attribute data accompany the
image data. Furthermore, the scanner image processing unit
312 sets a gain adjustment value smaller than the above-
mentioned general gain adjustment in the shading correction
unit 500. Subsequently, the scanner image processing unit
312 outputs to both the paper fingerprint information acqui-
sition unit 507 and the document information acquisition
unit 509 the luminance signal values obtained by applying
the smaller gain adjustment value to the image data. Then,
in Step S1602, the paper fingerprint information acquisition
unit 507 acquires paper fingerprint information based on the
output data. Subsequently, the acquired paper fingerprint
information is sent to the RAM 302 using an unillustrated
data bus.

[0206] In Step S1603, after performing the above-men-
tioned processing, the document information acquisition
unit 509 sends the acquired document information to the
RAM 302 using an unillustrated data bus. Incidentally, the
paper fingerprint information acquisition processing and the
document information acquisition processing may be pro-
cessed in parallel, or may be processed sequentially. More-
over, the image sent to the document information acquisition
unit 509 may be an image that was not subjected to the gain
adjustment described above and is sent directly from the
masking processing unit.

[0207] When the processing in Step S2502 of FIG. 25 is
completed, processing in Step S2503 will be started.
[0208] In Step S2503, as shown in <Encoding processing
of reference information>, the CPU 301 inquires the server
in order to acquire the index value of the area that should
store the paper fingerprint information and document infor-
mation and acquires the index value.

[0209] In Step S2504, the CPU 301 controls in such a way
that an encoded image is generated by encoding the refer-
ence information that is a combination of the obtained index
value and the registered server information and the gener-
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ated encoded image data is transmitted to the encoded image
synthesis unit 607 in the printer image processing unit 315.
The reference information is saved in the RAM 302 or the
HDD 304.

[0210] In Step S2505, the printer image processing unit
315 transmits the encoded image data generated in Step
S2504 from the encoded image synthesis unit 607 to the
halftone correction unit 606. Subsequently, the halftone
correction unit 606 performs the halftone processing on the
encoded image data (however, since encoded image data is
generated in a binary state at the time of Step S2504, this
halftone processing does not alter the encoded image data).
The encoded image data after the halftone processing is sent
to the printer 14 through the printer I/F 314. In Step S2506,
the printer 14 forms an image of the encoded image data on
the output paper form.

[0211] In Step S2507, as described in <Storing processing
of paper fingerprint information and document information
in server>, the CPU 301 transmits the paper fingerprint
information and document information stored in the HDD
304 or the RAM 302 to the server. The server stores the
received paper fingerprint information and document infor-
mation in an area designated by the index value.

[0212] Although in this embodiment, paper fingerprint
information registration processing is started by the user
pressing the paper fingerprint information registration tab
708 of the operation panel 12, the start is not limited to this
and may be done according to a start instruction of the paper
fingerprint information registration processing transmitted
from the PC 40.

[0213] <Operation at the Time of Tab of Paper Fingerprint
Information Collation Processing being Pressed>

[0214] Next, the paper fingerprint information collation
processing performed when the start key is pressed after the
user pressed the paper fingerprint information collation tab
709 shown in FIG. 7 will be explained.

[0215] FIG. 26 is a flowchart showing this paper finger-
print information collation processing. The CPU 301 con-
trols steps of this flowchart in an integrated manner.
[0216] In step 2601, the scanner 13 is controlled by the
CPU 301 so as to send a manuscript read by the scanner 13
to the scanner image processing unit 312 through the scan-
ner I/F 311 as image data.

[0217] In Step S2602, three processing steps of the paper
fingerprint information acquisition processing, the docu-
ment information acquisition processing, and the decoding
processing of encoded image are performed. Details of the
processing performed here are the same as those of the
processing explained using FIG. 17. Note that what is
included in the encoded image is the reference information.
The scanner image processing unit 312 performs processing
shown in FIG. 5 on this image data and generates the
attribute data together with new image data. Moreover, the
scanner image processing unit 312 makes this attribute data
accompany the image data.

[0218] In Step S1701, in order to acquire paper fingerprint
information, processing of the gain adjustment of the shad-
ing correction unit 500 described above etc. is performed.
[0219] In Step S1702, the paper fingerprint information
acquisition unit 507 in the scanner image processing unit
312 acquires paper fingerprint information. Subsequently,
the acquired paper fingerprint information is sent to the
RAM 302 using an unillustrated data bus.
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[0220] In Step S1703, after the document information
acquisition unit 509 in the scanner image processing unit
312 acquired document information and performed prede-
termined processing, it sends the acquired document infor-
mation to the RAM 302 using an unillustrated data bus.
[0221] Further, in Step S1704, when an encoded image
exists, the decode unit 508 in the scanner image processing
unit 312 decodes the encoded image, and acquires the
reference information included in the encoded image. Sub-
sequently, the decode unit 508 sends the acquired reference
information to the RAM 302 using an unillustrated data bus.
[0222] The paper fingerprint information acquisition pro-
cessing, the document information acquisition processing,
and the decoding processing of encoded image may be
processed in parallel, or may be processed sequentially.
Moreover, the image that is sent to the document informa-
tion acquisition unit 509 and the decode unit 508 may be an
image that was not subjected to the above-mentioned gain
adjustment and is directly sent from the masking processing
unit

[0223] In Step S2603 of FIG. 26, as described in <Colla-
tion processing of paper fingerprint information and docu-
ment information in server>, the CPU 301 specifies the
server based on the acquired reference information. The
CPU 301 transmits the paper fingerprint information and
document information stored in the RAM 302 to the speci-
fied server, together with the index value included in the
reference information. The server performs two processing
steps, the paper fingerprint information collation processing
and document information collation processing, using the
received paper fingerprint information and document infor-
mation and the paper fingerprint information and document
information existing in an area of the table designated by the
received index value. FIG. 27 shows a detailed flowchart of
the collation processing of the paper fingerprint information
and document information performed in Step S2603.
[0224] In Step S2701, a server searches a table using the
index value, and extracts corresponding paper fingerprint
information and document information. In Step S2702,
collation processing between the extracted paper fingerprint
information and the in-coming paper fingerprint information
is performed. Details of the collation processing are as
explained in <Paper fingerprint information collation
processing>using FIG. 9. On the other hand, in Step S2703,
collation processing between the extracted document infor-
mation and the in-coming document information is per-
formed. Details of the collation processing are as explained
in <Document information collation processing>using FIG.
13.

[0225] Subsequently, the server transmits results obtained
by <Paper fingerprint information collation processing>and
<Document information collation processing>to the image
processing apparatus.

[0226] In Step S2604, the CPU 301 controls in such a way
that the operation panel 12 displays the results that were
obtained by <Paper fingerprint information collation
processing>and  <Document information  collation
processing>and are sent back from the server on its display
screen. Details of the processing performed here are the
same as those of the processing explained using FIG. 19.
[0227] In Step S1901, the CPU 301 determines whether
the paper fingerprint information is valid (whether the paper
fingerprint information attains matching). Subsequently, in
Step S1902 and Step S1903, the CPU 301 determines
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whether there is tampering in the document information in
response to either of the determination results in Step S1901.
From the above determination result, the CPU 301 displays
as follows in the operation panel 12.

[0228] If the paper fingerprint information and document
information attain matching, respectively, (S1907) . . . .
Display that it can be guaranteed that the manuscript is the
original.

[0229] If only the paper fingerprint information attains
matching (S1906) . . . . Display that its document is
tampered.

[0230] If only the document information attains matching
(S1905) . . . . Display that there is a possibility of the
manuscript being a duplicated matter.

[0231] If neither the paper fingerprint information nor the
document information attains matching (S1904) . . . .
Display that there is a possibility of the manuscript being a
duplicated matter and that the document is tampered.
[0232] Although in this embodiment, the paper fingerprint
information collation processing is started by the user press-
ing the paper fingerprint information collation tab 709 of the
operation panel 12, the start is not limited to this and may be
done according to a start instruction of the paper fingerprint
information collation processing transmitted from the PC
40.

[0233] <Flow of Original Reissue when Using Server>

[0234] Next, a flow of reissuing the original in the authen-
ticity guarantee when using the server will be explained. A
screen display of collation results is the same as FIG. 20
shown in the third embodiment. That is, if it is determined
that “in this manuscript, there is a possibility of the docu-
ment being tampered” (2001), pressing “OK” ends the
processing (2003) if the user wishes to know only a collation
result. If the user wishes the original reissued, a new original
without smudges and additional writing can be issued is by
pressing “Reissue” (2002).

[0235] <Processing when Reissue Button is Pressed>
[0236] FIG. 28 is a flowchart showing a flow of processing
when the reissue button is pressed. The CPU 301 controls
steps of this flowchart in an integrated manner.

[0237] In Step S2801, the scanner 13 is controlled by the
CPU 301 so as to send a paper form (a new paper form) on
which the original read by the scanner 13 is reissued to the
scanner image processing unit 312 through the scanner I/F
311 as image data. In Step S2802, paper fingerprint infor-
mation acquisition processing is performed on the new paper
form. Details of the processing performed here are the same
as those of the processing explained using FIG. 8.

[0238] That is, the scanner image processing unit 312 sets
a general gain adjustment value in the shading correction
unit 500 ad performs processing shown in FIG. 5 on this
image data to generate new image data. Moreover, the
scanner image processing unit 312 sets a gain adjustment
value smaller than the above-mentioned general gain adjust-
ment value in the shading correction unit 500. Subsequently,
the scanner image processing unit 312 outputs to the paper
fingerprint information acquisition unit 507 the luminance
signal values obtained by applying the smaller gain adjust-
ment value to the image data. Then, based on the output data,
the paper fingerprint information acquisition unit 507
acquires the paper fingerprint information. Subsequently, the
unit 507 sends the acquired paper fingerprint information to
the RAM 302 using an unillustrated data bus.
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[0239] In Step S2803, the CPU 301 reads the decoded data
of'the encoded image obtained when the old manuscript was
scanned from the RAM 302 and accesses to the server based
on the reference information included in the decoded data of
the old manuscript. In this occasion, the CPU 301 sends the
paper fingerprint information of the new paper form
obtained in Step S2802 and the index value included in the
reference information to the server.

[0240] When the processing in Step S2803 is completed,
processing in Step S2804 and that in Step S2807 will be
started simultaneously.

[0241] In Step S2807, the server searches the table for data
using the received index value, and specifies corresponding
paper fingerprint information and document information.
[0242] In Step S2808, the server extracts the specified
document information and transmits it to the image process-
ing apparatus. The transmitted document information is sent
to the printer image processing unit 315 as image data. The
printer image processing unit 315 performs image data
editing that accords with the attribute data accompanying the
image data. This processing is the processing shown in FIG.
6.

[0243] In Step S2809, the server updates the specified
paper fingerprint information to the paper fingerprint infor-
mation of the received new paper form. That is, the server
changes the paper fingerprint information corresponding to
the above-mentioned index value to the paper fingerprint
information of the received new paper form the specified
paper fingerprint information.

[0244] On the other hand, in Step S2804, the CPU 301
encodes the reference information of the old original stored
in either the HDD 304 or the RAM 302.

[0245] In Step S2805, the encoded image data generated
in Step S2804 and the document information (image data)
sent from the server in Step S2808 are synthesized. More
specifically, the encoded image synthesis unit 607 synthe-
sizes the image data (of the manuscript) outputted from the
output-side gamma correction unit 605 and the encoded
image data generated in Step S2804. Subsequently, the
halftone correction unit 606 performs the halftone process-
ing on the synthetic image data obtained by the synthesis in
conformity to the number of tones of the printer unit for
outputting the image. The synthetic image data after the
halftone processing is sent to the printer 14 through the
printer I/F 314.

[0246] In Step S2806, the printer 14 forms an image of the
synthesis image data on the output paper form.

[0247] In this way, when the reissue button is pressed, a
paper form (new paper form) that was scanned in Step
S2801 and serves to newly reissue the original is set in the
tray 202 again by the user after the scanning. Subsequently,
an image of synthetic image data that includes the document
information (image data of the manuscript) sent from the
server in Step S2808 and the encoded image data formed in
Step S2804 is formed on the paper form that is set.

[0248] By updating the paper fingerprint information
stored in the server and using the document information
(image data of the manuscript) and the reference information
at the time of original formation, it becomes possible to
reissue the original.

[0249] Although in this embodiment, paper fingerprint
information registration processing is started by the user
pressing the paper fingerprint information registration tab
708 of the operation panel 12, the start is not limited to this
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and may be done according to a start instruction of the paper
fingerprint information registration processing transmitted
from the PC 40.

Other Embodiment

[0250] This invention can be applied to a system that has
a plurality of devices (for example,computer,interface
devices, reader, printer, etc.) and also to a system made up
of one device (integrated device, printer, facsimile appara-
tus, etc.).

[0251] Moreover, the object of this embodiment is attained
by
[0252] the computer (or CPU or MPU) of the system or

apparatus reading a program code from a storage medium
that stores a program code for realizing the procedure of the
flowchart shown in the above-mentioned embodiments and
executing it. In this case, the program code itself read from
the storage medium will realize the function of the embodi-
ments described above. Therefore, the present invention also
includes this program code and the storage medium that
stores the program code.

[0253] As storage media for storing the program code, for
example, there are a floppy (registered trademark) disk, a
hard disk, an optical disk, a magneto-optical disk, CD-ROM,
CD-R, magnetic tape, a nonvolatile memory card, ROM,
etc.

[0254] Moreover, the present invention also includes a
case where, based on instructions of the program code that
the computer read, OS (operating system) etc. working on a
computer performs a part or the whole of processing and
thereby the function of the embodiment described above is
attained.

[0255] Moreover, this invention also includes a case
where, based on instructions of the program code read from
a storage medium and written in memory that is provided in
a function expansion board or function expansion unit
connected to the computer, the CPU provided therein or the
like executes a part or the whole of the processing.

[0256] Incidentally, the embodiments may include a case
where a plurality of acquisition means are included. In such
a case, these acquisition means may be called “first acqui-
sition means”, “second acquisition means”, and a “third
acquisition means”.

[0257] Moreover, the embodiments may include a case
where a plurality of information collation means are
included. In such a case, a plurality of collation means may
be called “first collating means” and “second collating
means

[0258] In the above-embodiment, I disclose the technol-
ogy that acquires the fingerprint information and the docu-
ment information from the paper form that is to be an
original.

[0259] However, the object can be attained if the finger-
print information and the document information from an
original (the paper form that has been an original) is
acquired.

[0260] In addition, the paper form in the above-embodi-
ment is also called paper because the paper form doesn’t
have any other feature except that the paper form is a paper.
[0261] While the present invention has been described
with reference to exemplary embodiments, it is to be under-
stood that the invention is not limited to the disclosed
exemplary embodiments. The scope of the following claims
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is to be accorded the broadest interpretation so as to encom-
pass all such modifications and equivalent structures and
functions.

[0262] This application claims the benefit of Japanese
Patent Application No. 2006-187002, filed Jul. 6, 2006 and
No. 2007-145744, filed May 31, 2007, which is hereby
incorporated by reference herein in their entirety.

What is claimed is:

1. An image processing apparatus, comprising:

first acquisition means for acquiring paper fingerprint
information from a paper fingerprint acquisition area on
a paper form that serves for an original;

second acquisition means for acquiring document infor-
mation from a document information acquisition area
on said paper form that serves for the original;

encoded image generation means for generating an
encoded image; and

output means for outputting the encoded image generated
by said encoded image generation means on said paper
form that serves for the original,

wherein the encoded image generated by said encoded
image generating means is an image that is used to later
acquire the paper fingerprint information acquired by
said first acquisition means and the document informa-
tion acquired by said second acquisition means.

2. An image processing apparatus, comprising:

first acquisition means for acquiring paper fingerprint
information and document information from an
encoded image in a manuscript;

second acquisition means for acquiring paper fingerprint
information from a paper fingerprint acquisition area in
the manuscript;

third acquisition means for acquiring document informa-
tion from a document information acquisition area in
the manuscript;

first collation means for collating the paper fingerprint
information acquired by said first acquisition means
and the paper fingerprint information acquired by said
second acquisition means;

second collation means for collating the document infor-
mation acquired by said first acquisition means and the
document information acquired by said third acquisi-
tion means; and

determination means for determining whether said manu-
script is an original from the collation results of said
first collation means and said second collation means.

3. The image processing apparatus according to claim 2,

further comprising reissue means for, when said determi-
nation means does not determine that said manuscript
is the original, reissuing the original.

4. The image processing apparatus according to claim 3,

wherein said reissue means outputs said document infor-
mation on a new paper form, and the paper fingerprint
information of said new paper form is considered as
paper fingerprint information of the original instead of
said paper fingerprint information.

5. An image processing method,

comprising:

a first acquisition step of acquiring paper fingerprint
information from a paper fingerprint acquisition area on
a paper form that serves for an original;

a second acquisition step for acquiring document infor-
mation from a document information acquisition area
on said paper form that serves for the original;
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an encoded image generation step of generating an
encoded image; and
output step of outputting the encoded image generated in
said encoded image generation step on said paper form
that serves for the original,
wherein the encoded image generated by said encoded
image generation step is an image that is used to later
acquire the paper fingerprint information acquired in
said first acquisition step and the document information
acquired in said second acquisition means.
6. An image processing method,
comprising:
a first acquisition step of acquiring paper fingerprint
information and document information from an
encoded image in a manuscript;
a second acquisition step of acquiring paper fingerprint
information from a paper fingerprint acquisition area in
the manuscript;
a third acquisition step of acquiring document information
from a document information acquisition area in the
manuscript;
a first collation step of collating the paper fingerprint
information acquired in said first acquisition step and
the paper fingerprint information acquired in said sec-
ond acquisition step;
a second collation step of collating the document infor-
mation acquired in said first acquisition step and the
document information acquired in said third acquisition
step; and
a determination step of determining whether said manu-
script is the original from collation results of said first
collation step and said second collation step.
7. The image processing method according to claim 6,
further comprising a reissue step of, when said manuscript
is not determined that it is the original in said deter-
mination step, reissuing the original.
8. The image processing method according to claim 7,
wherein in said reissue step, said document information is
outputted on a new paper form, and the paper finger-
print information of said new paper form is considered
as paper fingerprint information of the original instead
of said paper fingerprint information.
9. A storage medium for storing a program that executes
the image processing method according to claim 5.

10. A storage medium for storing a program that executes
the image processing method according to claim 6.

11. A storage medium for storing a program that executes
the image processing method according to claim 7.

12. A storage medium for storing a program that executes
the image processing method according to claim 8.

13. An image processing apparatus,

comprising:

first acquisition unit that acquires paper fingerprint infor-
mation from a paper form that is to be an original;

second acquisition means that acquires document infor-
mation from said paper form;

encoded image generation means for generating an
encoded image; and

output means for outputting the encoded image generated
to said paper form,

wherein the encoded image generated by said encoded
image generating means is an image that is used to later
acquire the paper fingerprint information and the docu-
ment information.
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14. An image processing apparatus,

comprising:

first acquisition unit that acquires paper fingerprint infor-
mation from an original;

second acquisition means that acquires document infor-
mation from said original;

encoded image generation means for generating an
encoded image; and
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output means for outputting the encoded image generated
to said original,

wherein the encoded image generated by said encoded
image generating means is an image that is used to later
acquire the paper fingerprint information and the docu-
ment information.



