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IMPLEMENTING SECURITY MEASURES FOR
AUTHORIZED TOKENS USED IN MOBILE TRANSACTIONS

TECHNICAL FIELD OF THE INVENTION

This invention relates generally to mobile transactions and, more specifically,

to implementing security measures for authorized tokens used in mobile transactions.

BACKGROUND OF THE INVENTION

Customers desire to use their mobile devices to conduct mobile transactions.

However, mobile devices may not consistently have reliable network connections to

complete the transaction.

-

SUMMARY OF THE INVENTION

In accordance with the teachings of the present disclosure, disadvantages and

problems associated with implementing security measures for authorized tokens used
in mobile transactions may be reduced or eliminated.

According to an exemplary embodiment, security measures for tokens
comprise storing security rules associated with a generated token in a memory. A
processor, communicatively coupled to the memory, accesses the security rules
associated with the generated token and determines whether to encrypt the generated
token by applying at least a portion of the security rules to the generated token. The
processor encrypts the generated token. An interface, communicatively coupled to
the processor, communicates the encrypted token to a mobile device associated with a
user.

Certain embodiments of the invention may provide one or more technical
advantages. A technical advantage of one embodiment includes completing a mobile
payment transaction using a mobile device without using a network and/or a mobile
gateway. Therefore, a user is able to complete mobile transactions even though the
network and/or mobile gateway are unavailable. Another technical advantage
includes providing an authorized token to a mobile device for the mobile device to
store and use to complete a mobile transaction at a future time. Therefore, the mobile

device is able to complete mobile transactions using the stored, authorized token
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without having to communicate with an issuer to receive an authorized token or other
real-time authorization at the time of the mobile transaction. Another technical
advantage includes providing an authorized token to a mobile device for a mobile
device to have access control. Yet another technical advantage includes providing
security measures to the authorized token to minimize possible fraudulent use of the
authorized token by someone other than the authorized user.

Certain embodiments of the present disclosure may include none, some, or all
of the above technical advantages. One or more other technical advantages may be
readily apparent to one skilled in the art in view of the figures, descriptions, and

claims of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention and its features

and advantages, reference is now made to the following description, taken in
conjunction with the accompanying drawings, in which:

FIGURE 1 illustrates an example system that facilitates using authorized
tokens to conduct mobile transactions;

FIGURE 2 illustrates an example method for distributing the authorized
tokens from an issuer to conduct mobile transactions;

FIGURE 3 illustrates an example method for receiving the authorized tokens
at a mobile device to conduct mobile transactions;

FIGURE 4 illustrates an example method for implementing security measures
for the authorized tokens used in the mobile transactions;

FIGURE 5 illustrates an example method for conducting a mobile transaction
using the implemented security measures;

FIGURE 6 illustrates an example method for processing a mobile transaction
using an authorized token; and '

FIGURE 7 illustrates an example method for conducting a mobile transaction

using the authorized token.
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DETAILED DESCRIPTION OF THE INVENTION

Embodiments of the present invention and its advantages are best understood

by referring to FIGURES 1 through 7, like numerals being used for like and
corresponding parts of the various drawings.

FIGURE 1 illustrates an example system 10 that facilitates using authorized
tokens to conduct mobile transactions. System 10 includes mobile devices 12 and
issuer 20 that communicate authorized tokens over network 18. When mobile device
12 stores the authorized token, mobile device 12 communicates with merchant
terminal 40 to conduct a mobile transaction using the authorized token received from
issuer 20. After receiving the authorized token, merchant terminal 40 may
communicate with transaction module 50 to reconcile the mobile transaction.

System 10 includes mobile devices 12a-12n, where n represents any suitable
number, that communicate with issuer 20 and merchant terminal 40. Mobile device
12 may include a wireless or cellular telephone, an electronic notebook, a personal
digital assistant, a smartphone, a netbook, a tablet, a slate personal computer, or any
other device capable of receiving, processing, storing, and/or communicating
information with other components of system 10. Mobile device 12 may also
comprise a user interface, such as a display, keyboard, mouse, or other appropriate
terminal equipment. In certain embodiments, mobile device 12 may include
components that facilitate communication with merchant terminal 40 without using
mobile gateway 16 and/or network 18. For example, mobile device 12 may use Short
Message Service (“SMS”), the Near Field Communications (“NFC”) protocol, the
Bluetooth® protocol, Wireless Fidelity (“Wi-Fi”), infrared techniques, a Quick
Response (“QR”) code, a bar code, or any other suitable communication technique to
communicate with merchant terminal 40.

In the illustrated embodiment, mobile device 12 includes token application 14.
Token application 14 represents software operable to facilitate the receipt and
communication of authorized tokens to complete mobile transactions. Token
application 14 may also facilitate the determination of when to request a token.
Token application 14 also communicates with merchant terminal 40 to complete a
mobile payment transaction using the authorized token. Token application 14 may

execute on mobile device 12 from local memory or from a remote memory location
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(e.g., a cloud environment). In certain embodiments, a user accesses token
application 14 and communicates with issuer 20 to receive an authorized token. In
another embodiment, token application 14 determines when to communicate with
issuer 20 to request an authorized token. In certain embodiments, token application
14 may request a token from issuer 20 on a periodic basis. For example, token
application 14 may facilitate a token request every fifteen minutes.

In other embodiments, token application 14 may determine when to request a
token based any one or more of the following factors (i.e., token criteria): when a user
is moving, when mobile device 12 is moving, when a user uses mobile device 12 to
complete payment transactions, when mobile device 12 is connected to mobile
gateway 16, when mobile device 12 is communicating with network 18, when a
previously received authorized token has expired, or any other suitable factor. For

example, when token application 14 determines that a user is in a particular location

associated with shopping, token application 14 may initiate a request for a token. As

another example, token application 14 may determine that mobile gateway 16 is
available and may initiate a token request based on the availability of mobile gateway
16. With respect to connectivity with mobile gateway 16, token application 14 may
facilitate caching data associated with the performance of mobile gateway 16. By
caching the performance data, token application 14 may predict the performance of
mobile gateway 16 and request a token based on when token application 14 predicts
that mobile gateway 16 may be available. Additionally, token application 14 may
determine to use a stored token based on a prediction that mobile gateway 16 may be
unavailable. Token application 14 may measure the performance of mobile gateway
16 while the user of mobile device 12 is moving or according to regular mobility
patterns of a user or a group of users.

In the illustrated embodiment, mobile device 12 also includes tokens 15.
Tokens 15 represent a pre-authorization to complete a mobile payment transaction.
The pre-authorization may be for a particular amount, for use in a particular
geographic region, for use during a particular time period, or for any other factor. For
example, token 15 may represent a pre-authorization to spend $25.00 within a one-
mile radius of the user’s current location. Token 15 may also include security

mechanisms to deter fraudulent or unauthorized use. For example, token 15 may be
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encrypted using a digital certificate. As another example, token 15 may be associated
with a user identifier, a personal account number, an identifier of mobile device 12
(such as an International Mobile Equipment Identifier (“IMEI”) or serial number), a
biometric identifier, or any other suitable identifier.

In an embodiment, mobile device 12 receives token 15 from issuer 20 and may
use token 15 to complete a mobile transaction with merchant terminal 40 if mobile
gateway 16 and/or network 18 are unavailable. By storing token 15 on mobile device
12, a user may continue to conduct transactions using mobile device 12 without
mobile or network connectivity.

Mobile device 12 communicates with mobile gateway 16 to receive the
authorized tokens from issuer 20. Mobile gateway 16 represents a
telecommunications component that facilitates communications between mobile
device 12 and other components in system 10. Mobile gateway 16 may include a
plurality of components to facilitate the communication, such as a base transceiving
station, a base station controller, a mobile switching center, a gateway switching
center, or other suitable mobile network component.

Network 18 represents any suitable network operable to facilitate
communication between the components of system 10, such as mobile devices 12,
issuer 20, merchant terminal 40, and transaction module 50. Network 18 may include
any interconnecting system capable of transmitting audio, video, signals, data,
messages, or any combination of the preceding. Network 18 may include all or a
portion of a public switched telephone network (PSTN), a public or private data
network, a LAN, a metropolitan area network (MAN), WAN, a local, regional, or
global communication or computer network, such as the Internet, a wireline or
wireless network, an enterprise intranet, or any other suitable communication link,
including combinations thereof, operable to facilitate communication between the
components.

Issuer 20 represents any suitable components that generate and communicate
authorized tokens to mobile device 12 for use in a mobile transaction. In certair
embodiments, issuer 20 provides approval, using the tokens, for a user of mobile
device 12 to conduct mobile transactions up to a pre-determined value. The token

having the pre-determined value can be stored on mobile device 12. Issuer 20 may
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include a network server, any suitable remote server, a mainframe, a host computer, a
workstation, a web server, a personal computer, a file server, or any other suitable
device operable to communicate with mobile devices 12, merchant terminal 40,
and/or transaction module 50. In some embodiments, issuer 20 may execute any
suitable operating system such as IBM’s zSeries/Operating System (z/OS), MS-DOS,
PC-DOS, MAC-0S, WINDOWS, UNIX, OpenVMS, or any other appropriate
operating system, including future operating systems. The functions of issuer 20 may
be performed by any suitable combination of one or more servers or other
components at one or more locations. In the embodiment where issuer 20 is a server,
the server may be a private server, and the server may be a virtual or physical server.
The server may include one or more servers at the same or remote locations. Also,
issuer 20 may include any suitable component that functions as a server.

In some embodiments, issuer 20 receives a request from mobile device 12 for
an authorized token to use for mobile transactions. In other embodiments, issuer 20
monitors factors associated with mobile device 12 and/or factors associated with a
user of mobile device 12 and generates authorized tokens for mobile device 12 to use
for mobile transactions based on the monitoring. The factors (i.e., token criteria) to
monitor that may impact whether a token is generated may include the following: a
user’s mobility, a user’s spending patterns, a user’s current location, expiration of a
previously issued token, real-time data regarding network performance of the mobile
network, and/or past data regarding network performance of the mobile network.
Token module 22 and account database 34 facilitate the generation of authorized
tokens by issuer 20.

In the illustrated embodiment, token module 22 includes network interface 24,
processor 26, and memory 28. Network interface 24 represents any suitable device
operable to receive information from network 18, transmit information through
network 18, perform processing of information, communicate with other devices, or
any combination of the preceding. For example, network interface 24 receives
requests from mobile device 12a to generate an authorized token. As another
example, network interface 24 may communicate (i.e., “push”) a generated authorized
token to mobile device 12a. As another example, network interface 24 may

communicate decryption information associated with the authorized token to
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merchant terminal 40. Network interface 24 represents any port or connection, real or
virtual, including any suitable hardware and/or software, including protocol
conversion and data processing capabilities, to communicate through a LAN, WAN,
or other communication system that allows token module 22 to exchange information
with network 18, mobile devices 12, merchant terminal 40, or other components of
system 10.

Processor 26 communicatively couples to network interface 24 and memory
28, and controls the operation and administration of token module 22 by processing
information received from network interface 24 and memory 28. Processor 26
includes any hardware and/or software that operates to control and process
information. For example, processor 26 executes logic 30 to control the operation of
token module 22. Processor 26 may be a programmable logic device, a
microcontroller, a microprocessor, any suitable processing device, or any suitable
combination of the preceding.

Memory 28 stores, either permanently or temporarily, data, operational
software, or other information for processor 26. Memory 28 includes any one or a
combination of volatile or non-volatile local or remote devices suitable for storing
information. For example, memory 28 may include RAM, ROM, magnetic storage
devices, optical storage devices, or any other suitable information storage device or a
combination of these devices. While illustrated as including particular modules,
memory 28 may include any suitable information for use in the operation of token
module 22.

In the illustrated embodiment, memory 28 includes logic 30 and token rules
32. Logic 30 generally refers to logic, rules, algorithms, code, tables, and/or other
suitable instructions embodied in a computer-readable storage medium for performing
the described functions and operations of token module 22. Token rules 32 generally
refer to the rules that token module 22 implements to determine whether to generate
an authorized token and to determine the factors associated with the authorized token
(e.g., amount, time restrictions, and/or geographic restrictions). Additionally, token
rules 32 may facilitate the determination of which security measures to apply to an
authorized token. For example, token rules 32 may be implemented to determine

whether to encrypt the token, whether to require a personal identification to use the
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token, whether to require a biometric identification to use the token, whether to link
the token to an identifier of mobile device 12, or any other security measures.

Account database 34 stores, either permanently or temporarily, information
associated with users and information associated with the authorized tokens. In the
illustrated embodiment, account database 34 stores encryption certificates 36,
decryption certificates 37, and user account information 38. Encryption certificates
36 represent files that encrypt authorized tokens for use in mobile transactions. Inan
embodiment, token module 22 encrypts a generated authorized token with encryption
certificate 36 before communicating the authorized token to mobile device 12.
Decryption certificates 37 represent files that allow for decryption of the encrypted
authorized token that is used during a mobile transaction. In an embodiment, issuer
20 communicates decryption certificates 37 to merchant terminal 40 to decrypt tokens
received from mobile device 12 when conducting a mobile payment transaction.
Account information 38 represents account data associated with users of mobile
devices 12. Account information 38 may include transaction history, account
balances, user identification information, user preferences, or any other suitable
information that provides information regarding a user’s account. Additionally,
account information 38 may refer to token criteria, which informs token module 22
regarding token generation. For example, token criteria may include the current
location of the user, spending patterns of the user, mobility patterns of the user,
mobile network connectivity data, and/or previously expired token information.

Merchant terminal 40 represents any suitable component that facilitates a
mobile transaction with mobile device 12. Merchant terminal 40 may be associated
with a retailer, a wholesaler, a service company, or any other suitable entity that has
customers and conducts transactions with the customers. In an embodiment, these
transactions may include mobile payment transactions that include receiving payment
for goods or services from a user using mobile device 12. Merchant terminal 40 may
include a personal computer, a workstation, a laptop, a wireless or cellular telephone,
an electronic notebook, a personal digital assistant, or any other device (wireless,
wireline, or otherwise) capable of receiving, processing, storing, and/or

communicating information with other components of system 10.
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In the illustrated embodiment, merchant terminal 40 includes interface 42,
processor 44, and memory 46. Interface 42 represents any suitable device operable to
receive information from network 18, transmit information through network 18,
perform processing of information, communicate with other devices, or any
combination of the preceding. For example, interface 42 receives an authorized token
for payment from mobile device 12. As another example, interface 42 may receive
decryption information from issuer 20 that allows merchant terminal 40 to decrypt the
received authorized token. As yet another example, interface 42 may communicate
one or more authorized tokens to transaction module 50 to reconcile the transaction
and have the appropriate funds transferred into the merchant’s account. Interface 42
represents any port or connection, real or virtual, including any suitable hardware
and/or software, including protocol conversion and data processing capabilities, to
communicate through a LAN, WAN, or other communication system that allows
merchant terminal 40 to exchange information with network 18, mobile devices 12,
transaction module 50, or other components of system 10.

Processor 44 communicatively couples to interface 42 and memory 46, and
controls the operation and administration of merchant terminal 40 by processing
information received from interface 42 and memory 46. Processor 44 includes any
hardware and/or software that operates to control and process information. For
example, processor 44 executes logic 47 to control the operation of merchant terminal
40. Processor 44 may be a programmable logic device, a microcontroller, a
microprocessor, any suitable processing device, or any suitable combination of the
preceding.

Memory 46 stores, either permanently or temporarily, data, operational
software, or other information for processor 44. Memory 46 includes any one or a
combination of volatile or non-volatile local or remote devices suitable for storing
information. For example, memory 46 may include RAM, ROM, magnetic storage
devices, optical storage devices, or any other suitable information storage device or a
combination of these devices. While illustrated as including particular modules,
memory 46 may include any suitable information for use in the operation of merchant

terminal 40.
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In the illustrated embodiment, memory 46 includes logic 47, tokens 45, and
decryption information 48. Logic 47 generally refers to logic, rules, algorithms, code,
tables, merchant preferences, and/or other suitable instructions embodied in a
computer-readable storage medium for performing the described functions and
operations of merchant terminal 40. Tokens 45 refer to the tokens that merchant
terminal 40 receives for mobile payment. In an embodiment, merchant terminal 40
stores tokens 45 and transmits the stored tokens 45 to transaction module 50 for
processing and reconciliation. Decryption information 48 refers to information that is
used to decrypt a received token from mobile 12. Decryption information 48 may
include decryption certificates and/or data used to authenticate the user, such as
biometric data, identifiers associated with the user, and/or identifiers associated with
mobile device 12.

Peripheral 49 is communicatively coupled to merchant terminal 40 and
facilitates the transaction between mobile device 12 and merchant terminal 40. For
example, peripheral 49 may include a screen, a keyboard, a stylus, a camera, a bar
code reader, or any other suitable device that allows for mobile device 12 to conduct
the transaction with merchant terminal 40.

Transaction module 50 represents any suitable components that authorize and
reconcile transactions using authorized tokens for merchant terminal 40. Transaction
module 50 may include a network server, any suitable remote server, a mainframe, a
host computer, a workstation, a web server, a personal computer, a file server, or any'
other suitable device operable to communicate with issuer 20 and/or merchant
terminal 40. In some embodiments, transaction module 50 may execute any suitable
operating system such as IBM’s zSeries/Operating System (z/OS), MS-DOS, PC-
DOS, MAC-0S, WINDOWS, UNIX, OpenVMS, or any other appropriate operating
system, including future operating systems. The functions of transaction module 50
may be performed by any suitable combination of one or more servers or other
components at one or more locations. In the embodiment where transaction module
50 is a server, the server may be a private server, and the server may be a virtual or
physical server. The server may include one or more servers at the same or remote
locations. Also, transaction module 50 may include any suitable component that

functions as a server.
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In some embodiments, transaction module 50 receives a request from
merchant terminal 40 to authorize a token to complete a mobile payment transaction.
In this embodiment, transaction module 50 may communicate an authorization to
merchant terminal 40 to complete the transaction. In other embodiments, transaction
module 50 receives an authorized token from merchant terminal 40 for a particular
amount and transaction module 50 reconciles the amount to an account associated
with merchant terminal 40.

In the illustrated embodiment, transaction module 50 includes network
interface 52, processor 54, and memory 56. Network interface 52 represents any
suitable device operable to receive information from network 18, transmit information
through network 18, perform processing of information, communicate with other
devices, or any combination of the preceding. For example, network interface 52
receives requests from merchant terminal 40 to authorize a token to complete a
mobile payment transaction. As another example, network interface 52 may
communicate an authorization to merchant terminal 40 upon authenticating the token.
As another example, network interface 52 may receive decryption certificates from
issuer 20 to use to authenticate a token. Network interface 52 represents any port or
connection, real or virtual, including any suitable hardware and/or software, including
protocol conversion and data processing capabilities, to communicate through a LAN,
WAN, or other communication system that allows transaction module 50 to exchange
information with network 18, issuer 20, merchant terminal 40, or other components of
system 10.

Processor 54 communicatively couples to network interface 52 and memory
56, and controls the operation and administration of transaction module 50 by
processing information received from network interface 52 and memory 56.
Processor 54 includes any hardware and/or software that operates to control and
process information. For example, processor 54 executes logic 58 to control the
operation of transaction module 50. Processor 54 may be a programmable logic
device, a microcontroller, a microprocessor, any suitable processing device, or any
suitable combination of the preceding.

Memory 56 stores, either permanently or temporarily, data, operational

software, or other information for processor 54. Memory 56 includes any one or a
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combination of volatile or non-volatile local or remote devices suitable for storing
information. For example, memory 56 may include RAM, ROM, magnetic storage
devices, optical storage devices, or any other suitable information storage device or a
combination of these devices. While illustrated as including particular modules,
memory 56 may include any suitable information for use in the operation of
transaction module 50.

In the illustrated embodiment, memory 56 includes logic 58, decryption
certificates 60, and authorized tokens 62. Logic 58 generally refers to logic, rules,
algorithms, code, tables, and/or other suitable instructions embodied in a computer-
readable storage medium for performing the described functions and operations of
transaction module 50. Decryption certificates 60 represent files that allow for
decryption of the encrypted authorized token that is used during a mobile transaction.
In an embodiment, issuer 20 communicates decryption certificates 60 to transaction
module 50 to decrypt tokens received from merchant terminal 40. Authorized tokens
62 refer to the tokens that transaction module 50 receives for reconciliation to an
account associated with merchant terminal 40.

In an exemplary embodiment of operation, issuer 20 generates a token for
mobile device 12 that allows a user of mobile device 12 to conduct mobile payment
transactions without mobile and/or network connectivity. In determining whether to
generate the token, issuer 20 considers various token criteria associated with the user.
The token criteria may include the current location of the user, spending patterns of
the user, mobility patterns of the user, mobile network connectivity data, and/or
previously expired token information. Once issuer 20 determines to generate the
token, issuer 20 encrypts the token and may associate additional security measures
with the token to prevent unauthorized use of the token. The additional security
measures may include requiring a personal identification to use the token, requiring
biometric identification to use the token, linking the token to an identifier of mobile
device 12, or any other security measures. Issuer 20 communicates the token to
mobile device 12, and mobile device 12 stores the token for future use.

In an embodiment, a user attempts to complete a mobile payment transaction
when mobile gateway 16 and/or network 18 are unavailable. To complete the mobile

payment transaction, a user may use the stored token on mobile device 12. Using
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mobile device 12, a user communicates the token to merchant terminal 40 to complete
the mobile payment transaction. Mobile device 12 communicates the token using
SMS, NFC, Bluetooth®, Wi-Fi, infrared techniques, a QR code, and/or a bar code.
Because the token is encrypted, the received token is decrypted for authentication. In
an embodiment, merchant terminal 40 uses decryption information 48 to decrypt the
received token. In another embodiment, merchant terminal 40 communicates the
received token to transaction module 50, and transaction module 50 decrypts the
received token using decryption certificates 60. In addition to decrypting the token,
additional security measures may need to be satisfied to authorize the transaction. For
example, a user may need to provide biometric data or other personal identification
information to merchant terminal 40, either directly or using mobile device 12. As
another example, merchant terminal 40 may confirm the identification associated with
mobile device 12. If the security measures are not satisfied, merchant terminal 40
communicates a transaction denial to mobile device 12. In another embodiment,
merchant terminal 40 may directly display a transaction denial to the user. If the
security measures are satisfied, the token may be authenticated and processing
continues.

When the token is authenticated, an amount associated with the transaction is
debited from the token amount. In addition to decrementing the token on mobile
device 12 by the transaction amount, the number of uses may be decremented from
the token. Upon completion of the transaction, the token may be deleted or retired or
the token may immediately expire. That received amount from the token can then be
reconciled to an account associated with merchant terminal 40. Merchant terminal 40
may communicate the token amount information to transaction module 50
immediately upon approval of the transaction, or merchant terminal 40 may hold the
token amount information for later processing and reconciliation by transaction
module 50.

A component of system 10 may include an interface, logic, memory, and/or
other suitable element. An interface receives input, sends output, processes the input
and/or output and/or performs other suitable operations. An interface may comprise
hardware and/or software. Logic performs the operation of the component, for

example, logic executes instructions to generate output from input. Logic may
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include hardware, software, and/or other logic. Logic may be encoded in one or more
non-transitory, tangible media, such as a computer-readable medium or any other
suitable non-transitory, tangible medium, and may perform operations when executed
by a computer. Certain logic, such as a processor, may manage the operation of a
component. Examples of a processor include one or more computers, one or more
microprocessors, one or more applications, and/or other logic.

Modifications, additions, or omissions may be made to system 10 without
departing from the scope of the invention. For example, issuer 20 may include
transaction module 50. Additionally, system 10 may include any number of mobile
devices 12, mobile gateways 16, networks 18, issuers 20, merchant terminals 40,
and/or transaction modules 50. As another example, system 10 may be used for
various cases in addition to conducting mobile transactions. For example, a user may
use mobile device 12 for access control. In this example, a company may issue a key,
using a token, to a user’s mobile device 12, and the user may use mobile device 12 for
access. As described above with respect to mobile transactions, the token for access
control may be limited to specific restrictions, such as time and geography. As yet
another example, issuer 20 may be associated with the network operator of network
18. Any suitable logic may perform the functions of system 10 and the components
within system 10.

FIGURE 2 illustrates an example method for distributing the authorized
tokens from issuer 20 to conduct mobile transactions. At step 200, issuer 20
determines whether it has received a request to generate a token. If issuer 20 receives
a request from mobile device 12, issuer 20 retrieves token criteria from the request at
step 204. If issuer 20 does not receive a request, issuer 20 accesses token criteria
associated with a user from account database 34 at step 206. Examples of the token
criteria that issuer 20 may access include: a user’s mobility, a user’s bearing, a user’s
speed, a user’s spending patterns, a user’s current location, expiration of a previously
issued token, and/or data regarding network performance of the mobile network.
After retrieving the token criteria from the request or accessing the token criteria from
account database 34, issuer 20 accesses tokens rules associated with generating a
token at step 208. At step 210, issuer 20 applies the token rules to the token criteria to

determine whether to generate a token. At step 212, issuer 20 determines whether to
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generate a token. If it is determined not to generate a token, the method ends. If it is
determined to generate a token, issuer 20 generates the token at step 214. Using the
token, issuer 20 provides approval for a user of mobile device 12 to conduct mobile
transactions up to a pre-determined value. In an embodifnent, after generating the
token, the method proceeds to FIGURE 4 to implement security measures on the
generated token before issuer 20 communicates the generated token to mobile device
12 associated with the user at step 216.

Modifications, additions, or omissions may be made to the method depicted in
FIGURE 2. For example, instead of the method ending when a token is not
generated, the method may loop back to step 200 and begin again. In this example,
there may be a period of time between the method restarting. The method may
include more, fewer, or other steps. Additionally, steps may be performed in parallel

or in any suitable order. Any suitable component of issuer 20 may perform one or

-more steps of the method.

FIGURE 3 illustrates an example method for receiving the authorized tokens
at mobile device 12 to conduct mobile transactions. At step 300, mobile device 12
determines token criteria associated with a user. Examples of the token criteria to
determine include: a user’s mobility, a user’s bearing, a user’s speed, a user’s
spending patterns, a user’s current location, expiration of a previously issued token,
and/or data regarding network performance of the mobile network. Mobile device 12
accesses request rules associated with requesting a token at step 302. In an
embodiment, token application 14 includes rules regarding the timing of requesting a
token. At step 304, the rules are applied to the token criteria to determine whether to
request a token. For example, token application 14 may determine that a previously
issued token has expired and mobile device 12 should request another token. As
another example, token application 14 may determine that the user is in a particular
location where the user typically conducts a mobile transaction. Accordingly, token
application 14 may determine to request a token. As yet another example, token
application 14 may determine that a user typically conducts a mobile transaction
during a certain time of the day. Based on this information, token application 14 may

determine to request a token before that particular time of day.



WO 2014/014525 PCT/US2013/034957

10

15

20

25

30

16

At step 306, token application 14 determines whether to request a token. If it
is determined not to request a token, the method ends. If it is determined to request a
token, mobile device 12 communicates a token request to issuer 20 at step 308.
Mobile device 12 receives the generated token from issuer 20 at step 310. At step
312, mobile device 12 stores the generated token for use in a mobile transaction.

Modifications, additions, or omissions may be made to the method depicted in
FIGURE 3. The method may include more, fewer, or other steps. Additionally, steps
may be performed in parallel or in any suitable order. Any suitable component of
mobile device 12 may perform one or more steps of the method.

FIGURE 4 illustrates an example method for implementing security measures
for the authorized tokens used in the mobile transactions. Once issuer 20 generates a
token, issuer 20 may determine to implement security measures to prevent
unauthorized use of the token and to support secure transmission of the token. At step
400, issuer 20 access token rules associated with security. By accessing these rules,
issuer 20 will determine what security measures to implement. At step 402, it is
determined whether to encrypt the generated token. If issuer 20 determines to encrypt
the token, the method proceeds to step 404 and the generated token is encrypted using
a digital certificate. Otherwise, the method proceeds directly to step 406.

At step 406, issuer 20 determines whether to apply restrictions to the
generated token. These restrictions may include amount restrictions, which limit the
amount of the token, geographic restrictions, which limit the area in which the token
may be used, or time restrictions, which limit the time period in which the token may
be used. If issuer 20 determines to apply any restrictions, the token is restricted
accordingly at step 408. Otherwise, the method proceeds directly to step 410. At step
410, issuer 20 communicates the decryption information to merchant terminal 40
and/or transaction module 50 to use when determining whether to authorize the token
for the mobile transaction. The method may then return to step 216 in FIGURE 2.

Modifications, additions, or omissions may be made to the method depicted in
FIGURE 4. The method may include more, fewer, or other steps. Additionally, steps
may be performed in parallel or in any suitable order. Any suitable component of

issuer 20 may perform one or more steps of the method.
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FIGURE 5 illustrates an example method for conducting a mobile transaction
using the implemented security measures. At step 500, merchant terminal 40 receives
a token for payment. At step 502, merchant terminal 40 accesses -decryption
information associated with the token. For example, merchant terminal 40 may
access a digital certificate from decryption information 48 to decrypt the encrypted
token. At step 504, the encrypted token is decrypted using the decryption
information. Merchant terminal 40 determines at step 506 whether the token has any
additional restrictions.  The restrictions may be included within decryption
information 48. If there are not any additional restrictions on the token, the method
proceeds to step 512 to complete the transaction. If the token has additional
resfrictions, merchant terminal 40 determines whether the additional restrictions are
satisfied at step 508. If the restrictions are satisfied, merchant terminal 40 proceeds
with completing the transaction at step 510. Completing the transaction may include
communicating the token information to transaction module 50 for reconciliation.
Otherwise, merchant terminal 40 denies the transaction at step 510.

Modifications, additions, or omissions may be made to the method depicted in
FIGURE 5. The method may include more, fewer, or other steps. Additionally, steps
may be performed in parallel or in any suitable order. Any suitable component of
merchant terminal 40 may perform one or more steps of the method.

FIGURE 6 illustrates an example method for processing a mobile transaction
using an authorized token. At step 600, merchant terminal 40 requests payment from
a user. At step 602, merchant terminal 40 determines whether network connectivity is
available. For example, network 18 may not be available. As another example,
mobile gateway 16 may not be available. If network 18 is available and mobile
device 20 can communicate using mobile gateway 16, merchant terminal 40 may
process the payment over the network at step 604. If either mobile gateway 16 and/or
network 18 are not available, the method proceeds to step 606.

At step 606, merchant terminal 40 receives an encrypted token from mobile
device 12 without using a network. For example, mobile device 12 may communicate
the encrypted token using SMS, NFC, Bluetooth®, Wi-Fi, infrared techniques, a QR
code, a bar code, or any other suitable communication technique. In certain

embodiments, merchant terminal 40 may accommodate acceptance of the encrypted
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token using a plurality of communication techniques. If a plurality of communication
techniques are available, merchant terminal 40 and/or mobile device 12 may
determine which technique to use based on any suitable factor, such as the capability
of mobile device 12, the technique that provides for the quickest transaction, the
technique that has high reliability, or any other suitable factor. Upon receiving the
encrypted token, merchant terminal 40 accesses decryption information associated
with the encrypted token at step 608. Merchant terminal 40 decrypts the token using
decryption information 48 at step 610 and determines whether additional restrictions
applied to the token have been satisfied at step 612. If there are additional
restrictions, merchant terminal 40 receives the additional restrictions at step 613.

At step 614, merchant terminal 40 determines whether to accept the token.
Determining whether to accept the token may be based on whether the user satisfies
the additional restrictions applied to the token. If the token is not accepted, merchant
terminal 40 denies the payment at step 616. If the token is accepted at step 614,
merchant terminal 40 receives the payment amount from mobile device 12. In an
embodiment, the payment amount is deducted from the amount of the token.

At step 620, merchant terminal 40 determines whether network 18 has been
restored. If the network is still unavailable, merchant terminal 40 holds the
transactions for future reconciliation. If the network is available, merchant terminal
40 communicates the transaction to transaction module 50 for reconciliation. The
method subsequently ends.

Modifications, additions, or omissions may be made to the method depicted in
FIGURE 6. The method may include more, fewer, or other steps. Additionally, steps
may be performed in parallel or in any suitable order. Any suitable component of
merchant terminal 40 may perform one or more steps of the method.

FIGURE 7 illustrates an example method for conducting a mobile transaction
using the authorized token. At step 700, mobile device 12 receives a request for
payment. At step 702, mobile device 12 determines whether network connectivity is
available. For example, network 18 may not be available. As another example,
mobile gateway 16 may not be available. If network 18 is available and mobile

device 20 can communicate using mobile gateway 16, merchant terminal 40 may
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process the payment over the network at step 704. If either mobile gateway 16 and/or
network 18 are not available, the method proceeds to step 706.

At step 706, mobile device 12 communicates a stored, encrypted token to
merchant terminal 40 without using a network. For example, mobile device 12 may
communicate the encrypted token using SMS, NFC, Bluetooth®, Wi-Fi, infrared
techniques, a QR code, a bar code, or any other suitable communication technique.
At step 708, mobile device 12 determines whether additional verification information
is requested. If additional verification information is not requested, the method
proceeds to step 712. If additional verification information is requested, mobile
device 12 and/or the user of mobile device 12 communicates the additional
verification information to merchant terminal 40. For example, the additional
verification information may include biometric data, a personal identifier, a hardware
identifier, or any other suitable data to authenticate mobile device 12, the token,
and/or the user.

If the token is not accepted at step 712, mobile device 12 receives a payment
denial from merchant terminal 40. If the token is accepted at step 712, mobile device
12 debits the payment amount from the stored token at step 716 and communicates
the payment amount to merchant terminal 40 at step 718. In addition to decrementing
the token on mobile device 12 by the payment amount, the number of uses may be
decremented from the token. Upon completion of the transaction, the token may be
deleted or retired or the token may immediately expire. The method subsequently
ends.

Modifications, additions, or omissions may be made to the method depicted in
FIGURE 7. The method may include more, fewer, or other steps. Additionally, steps
may be performed in parallel or in any suitable order. Any suitable component of
mobile device 12 may perform one or more steps of the method.

Certain embodiments of the invention may provide one or more technical
advantages. A technical advantage of one embodiment includes completing a mobile
payment transaction using a mobile device without using a network and/or a mobile
gateway. Therefore, a user is able to complete mobile transactions even though the
network and/or mobile gateway are unavailable. Another technical advantage

includes providing an authorized token to a mobile device for the mobile device to
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store and use to complete a mobile transaction at a future time. Therefore, the mobile
device is able to complete mobile transactions using the stored, authorized token
without having to communicate with an issuer to receive an authorized token or other
real-time authorization at the time of the mobile transaction. Another technical
advantage includes providing an authorized token to a mobile device for a mobile
device to have access control. Yet another technical advantage includes providing
security measures to the authorized token to minimize possible fraudulent use of the
authorized token by someone other than the authorized user.

Although the present invention has been described with several embodiments,
a myriad of changes, variations, alterations, transformations, and modifications may
be suggested to one skilled in the art, and it is intended that the present invention
encompass such changes, variations, alterations, transformations, and modifications as

fall within the scope of the appended claims.
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WHAT IS CLAIMED IS:

1. An apparatus, comprising:

a memory operable to store security rules associated with a generated token;
a processor communicatively coupled to the memory, the processor operable
to:
access the security rules associated with the generated token;
determine whether to encrypt the generated token by applying at least a
portion of the security rules to the generated token; and
encrypt the generated token; and
an interface communicatively coupled to the processor, the interface operable

to communicate the encrypted token to a mobile device associated with a user.

2. The apparatus of Claim 1, wherein the processor is further operable to:
determine whether to apply restrictions to the generated token; and

restrict the generated token according to the determined restrictions.

3. The apparatus of Claim 2, wherein the determined restrictions include
at least one of the following:
a time limit in which to use the generated token; and

a geographic limit in which to use the generated token.

4. The apparatus of Claim 1, wherein the processor is further operable to
encrypt the generated token using at least one of the following:

a digital certificate;

a mobile device identifier;

a user identifier; and

biometric information associated with a user.

5. The apparatus of Claim 1, wherein the processor is further operable to

communicate decryption information to a merchant terminal.
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6. The apparatus of Claim 1, wherein the processor is further operable to

communicate decryption information to a transaction module.

7. A method, comprising:

storing security rules associated with a generated token;

accessing the security rules associated with the generated token;

determining whether to encrypt the generated token by applying at least a
portion of the security rules to the generated token;

encrypting, by the processor, the generated token; and

communicating the encrypted token to a mobile device associated with a user.

8. The method of Claim 7, further comprising:
determining whether to apply restrictions to the generated token; and

restricting the generated token according to the determined restrictions.

9, The method of Claim 8, wherein the determined restrictions include at
least one of the following:
a time limit in which to use the generated token; and

a geographic limit in which to use the generated token.

10. The method of Claim 7, wherein encrypting the generated token
comprises encrypting the generated token using at least one of the following:

a digital certificate;

a mobile device identifier;

a user identifier; and

biometric information associated with a user.

11. The method of Claim 7, further comprising communicating decryption

information to a merchant terminal.

12. The method of Claim 7, further comprising communicating decryption

information to a transaction module.
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13. A non-transitory computer readable medium comprising logic, the
logic, when executed by a processor, operable to:

store security rules associated with a generated token;

access the security rules associated with the generated token;

determine whether to encrypt the generated token by applying at least a
portion of the security rules to the generated token;

encrypt the generated token; and

communicate the encrypted token to a mobile device associated with a user.

14.  The non-transitory computer readable medium of Claim 13, wherein
the logic is further operable to:
determine whether to apply restrictions to the generated token; and

restrict the generated token according to the determined restrictions.

15.  The non-transitory computer readable medium of Claim 14, wherein
the determined restrictions include at least one of the following;:
a time limit in which to use the generated token; and

a geographic limit in which to use the generated token.

16.  The non-transitory computer readable medium of Claim 13, wherein
the logic is further operable to encrypt the generated token using at least one of the
following:

a digital certificate;

a mobile device identifier;

a user identifier; and

biometric information associated with a user.

17.  The non-transitory computer readable medium of Claim 13, wherein
the logic is further operable to communicate decryption information to a merchant

terminal.
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18. The non-transitory computer readable medium of Claim 13, wherein
the logic is further operable to communicate decryption information to a transaction

module.
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