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ABSTRACT

The normal roles of wireless stations and wireless access

points in initiating the establishment of wireless connections
may be reversed without the need for changes in the network
interfaces for either the station or access point device. This
capability may be used to allow wireless devices acting as
access points, but on which service clients operate, to initiate
the establishment of a connection with a station, on which a

wireless service provider operates. Discovery of services
between wireless devices can be provided prior to establish
ing a connection between the devices. A service client device
providing access point functionality may broadcast an invi
tation for service advertisements and then receive service

advertisements from relevant service providers acting as
wireless stations. An information element may be included as
part of periodically broadcast administrative messages to
wirelessly convey an invitation for service advertisements. In
response to a service advertisement, the access point may
send to the wireless station an invitation to connect, prompt
ing the wireless station to begin to establish a connection
according to a wireless communication protocol.
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BASE STATION INITIATED PROXMITY
SERVICE DISCOVERY AND CONNECTION
ESTABLISHMENT

col. Nonetheless, clients for services often operate on those
devices, with the services being resident on devices that are
configured as stations.
0008. An access point seeking a service may identify sta

BACKGROUND

tions with which to initiate the establishment of a connection

0001 Wireless communication technologies such as 802.
11, Ultrawideband (UWB), and Bluetooth enable devices to
communicate wirelessly over a relatively short range, e.g.,
less than 100 meters. Services may be provided by one device
to another device using wireless communications once a con

by sending messages that invite those stations to disclose
service information. The access point may use administrative
messages to exchange information to identify a station that
provides a certain service or to invite the station to establish a
connection. If the administrative messages are of the type that
are exchanged before a connection is established, a device
acting as an access point can identify available services

nection is established between the two devices.

0002. A variety of services may be provided over wireless
communications between devices. As one example, a laptop
computer may communicate wirelessly with a printer to print
documents. Once a wireless connection is established

between the computer and the printer, the computer may
discover the print services provided by the printer. The com
puter may then take advantage of printing services offered by
the printer via the wireless connection. Other examples of
services that may be provided over wireless communications
include headset connectivity and PDA connectivity.
0003 Various wireless protocols, for example, Bluetooth,
include a service discovery protocol. Wireless Service dis
covery protocols allow automatic detection of services
offered by devices within the wireless proximity.
0004. Many devices communicate using wireless proto
cols which are not specifically adapted for discovering proX
imity-based services. For example, many computers use 802.
11 in an infrastructure mode to connect to a network through
an access point. 802.11 can also be used in ad hoc mode to
connect to local devices, but 802.11 does not include a service

discovery protocol, which can make discovering a service
cumbersome when using 802.11.
0005. Many previously developed IP-based methods of
discovering services require a connection to be established
with a device before services provided by a device can be
discovered. For example, network discovery protocols such
as SSDP (Simple Service Discovery Protocol), WS-Discov
ery (Web Services Discovery), and SLP (Service Location
Protocol) require network layer connectivity (Layer 3 of the
OSI model) to be established prior to the discovery of services
on the network. Once connected, services provided by a
device send broadcast or multicast messages over the IP net
work to advertise their services.
SUMMARY OF INVENTION

0006 To expand the utility and ease of use of wireless
devices, the normal roles of Stations and access points in
initiating the establishment of connections may be reversed
without the need for changes in the network interfaces for
either the station or access point device. This capability may
be used to allow wireless devices acting as access points, but
on which service clients operate, to initiate the establishment
of a connection with a station, on which a wireless service

provider operates. Once the connection is established, the
service client then may communicate with the wireless ser
vice provider to obtain the service.
0007 For example, such a capability could be used in
conjunction with wireless devices having an 802.11 network
interface. The 802.11 protocol is widely supported by laptop
computers and other portable computing devices, and fre
quently those devices operate as access points in that proto

before a connection is established.

0009. By having devices that act as service clients, rather
than service providers, implement access point functionality,
service provider devices may be relieved of the burden often
imposed on their processing and memory resources when
implementing access point functionality. Additionally,
devices that provide services can have a less complex network
interface because they can operate only as a wireless station
and are not required to implement access point functionality.
0010 Reversing the normal roles of wireless stations and
access points in initiating the establishment of connections
may enable power saving on wireless service provider
devices, in Some embodiments, because Such devices would

operate as wireless stations instead of as access points, and
power save behavior is typically defined for wireless stations.
0011 Additionally, in some embodiments, a service cli
ent, acting as an access point, may concurrently maintain
connections with multiple service providers.
0012. The advantages and benefits described herein are
not necessarily intended to be limiting, and some or all of the
advantages and benefits do not necessarily need to achieved
or implemented for various embodiments to fall within the
Scope of the invention.
0013 To discover a service (or services), a first device may
send a message inviting local devices to advertise their ser
vice (or services) if they offer a potentially suitable service. In
response, a second device or other device acting on behalf of
the local device may send a wireless service advertisement to
the computer indicating the type(s) of service(s) that are
available. In accordance with one aspect of the invention, first
device may operate as an access point according to a wireless
protocol and the invitation to advertise and/or the service
advertisement may be a wireless message that includes an
information element (IE) in an administrative message that
would otherwise be transmitted in accordance with the wire

less protocol. For example, an IE may be included in a peri
odically broadcast beacon packet or a probe response. In the
case of the invitation to advertise, the IE may include infor
mation about the service(s) which are desired and/or other
suitable information. In the case of the service advertisement,

the IE may include information about the types of services
offered by the device and/or any other suitable information.
0014. Once a device receives a service advertisement IE,
the device may present information about available services
to a user of that device, even before a connection to another

device providing those services is established. As a result, the
user may select one or more of the available service(s) and a
connection may be established so that the user may access the
services. Establishment of such a connection may be initiated
by the user's device, even if configured as an access point.
0015. One embodiment of the invention relates to a
method of wirelessly receiving, by a first device, service
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information regarding at least one service provided by a sec
ond device that is in the proximity of the first device. The
method includes sending, from a first device, a wireless mes
sage that includes an invitation to provide a wireless adver
tisement message regarding service information. The method
also includes receiving, from a second device, a wireless
advertisement message that includes service information
related to at least one service provided by the second device.
0016. Another embodiment of the invention relates to a
method of wirelessly advertising services to a first device by
a second device, the first device being in the proximity of the
second device. The method includes receiving, from a first
device, a wireless message that includes an invitation to pro
vide a wireless advertisement message. The method further
includes, in response to the wireless message, sending, to the
first device, a wireless advertisement message that includes
information related to at least one service provided by a
second device.

0017. A further embodiment of the invention relates to at
least one computer-readable medium having computer-read
able instructions for performing steps of a method of instruct
ing a network device to send a wireless message to wireless
devices in the proximity of the network device. The method
includes receiving, from a service client, desired service
information, and constructing at least one information ele
ment as an invitation to advertise services, the at least one

information element corresponding to the desired service
information. The method further includes providing the at
least one information element to a network device in conjunc
tion with a command to the network device to broadcast theat

least one information element within a wireless message.
0.018. Another embodiment of the invention relates to a
method of accessing a service over a wireless network by a
wireless service client operating on a first device, the service
operating on a second device, the network operating in accor
dance with a protocol, the first device providing wireless
access point functionality in accordance with the protocol,
and the second device providing station functionality in
accordance with the protocol. The method includes sending,
from the first device to the second device, a first wireless

message that includes an invitation to establish a connection.
The method further includes receiving, from the second
device in response to the first wireless message, a second
wireless message that includes a connection request in accor
dance with the protocol.
0019. A further embodiment of the invention relates to a
method of providing a service over a wireless network to a
wireless service client operating on a first device, the service
operating on a second device, the network operating in accor
dance with a protocol, the first device providing wireless
access point functionality in accordance with the protocol,
and the second device providing station functionality in
accordance with the protocol. The method includes receiving,
from the first device, a first wireless message that includes an
invitation to establish a connection. The method further

includes, in response to the first wireless message, sending to
the first device a second wireless message that requests a
connection between the first device and the second device

over the wireless network in accordance with the protocol.
0020. Another embodiment of the invention relates to at
least one computer-readable medium having computer-read
able instructions for performing steps of a method of instruct
ing a network device to send a wireless message to wireless
devices in the proximity of the network device, the network
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device providing access point functionality. The method
includes receiving, from a service client contained within a
wireless module that provides access point functionality,
information regarding a desired service, and constructing at
least one information element, the at least one information

element corresponding to the desired service information and
an invitation to establish a connection. The method further

includes providing the at least one information element to a
network device in conjunction with a command to the net
work device to send the at least one information element

within a wireless message.
BRIEF DESCRIPTION OF DRAWINGS

0021. The accompanying drawings are not intended to be
drawn to Scale. In the drawings, each identical or nearly
identical component that is illustrated in various figures is
represented by a like numeral. For purposes of clarity, not
every component may be labeled in every drawing. In the
drawings:
0022 FIG. 1 is diagram illustrating an example of a net
work environment in which services may be discovered
according to some embodiments of the invention;
0023 FIG. 2 illustrates an example of a graphical user
interface window that displays information about services
that may be accessed wirelessly;
0024 FIG. 3 is a diagram illustrating an example of a
computing environment in which one device may wirelessly
discover and access a service from another device;

0025 FIG. 4 is a flowchart illustrating an example of a
method of wirelessly accessing a service;
0026 FIG. 5 is a flowchart illustrating an example of a
method of wirelessly providing a service;
0027 FIG. 6 is a diagram illustrating a sequence of mes
sages that may be transmitted in the computing environment
of FIG.3:

0028 FIG. 7A is a diagram illustrating an example of a
device including a service client, a wireless module and a
network device;

0029 FIG. 7B is a diagram illustrating an example of a
device including a service provider, a wireless module and a
network device;

0030 FIG. 8 is a diagram illustrating an example of an
information element that may be included as part of an invi
tation to provide advertisements; and
0031 FIG. 9 is a diagram illustrating an example of a
service entry element that may be included in the information
element illustrated in FIG. 8.
DETAILED DESCRIPTION

0032. The inventors have appreciated that user experi
ences with widely used wireless protocols may be improved
by reversing the normal roles of stations and access points in
initiating the establishment of connections. This role reversal
may permit an access point, on which a service client is
operating, to initiate the establishment of a connection
between the access point and a wireless station on which a
service provider is operating. Once the connection is estab
lished between the access point and the wireless station, the
service client then may communicate with the wireless sta
tion to obtain the service.

0033 For example, such a role reversal could be used in
conjunction with wireless devices that use an 802.11 network
interface. The 802.11 protocol is widely supported by laptop
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computers and other portable computing devices, and fre
quently those devices operate as access points in that proto
col. Nonetheless, clients for services often operate on those
devices, with the service providers being resident on devices
that are configured as wireless stations.
0034. In accordance with aspects of the invention, a ser
Vice client device may act as an access point (wireless base
station) instead of as a wireless station. To facilitate Such an
arrangement, the access point may broadcast invitations for
service advertisements to stations that act as service providers
as part of already existing administrative messages. Such as
periodic beacon transmissions.
0035. In accordance with aspects of the invention, infor
mation about the services desired by a service client may be
provided by sending a wireless message that includes an
information element (IE). An IE may be a block of data
suitable for providing information related to service discov
ery. An IE may include one or more portions of information,
as will be discussed in further detail below. In some circum

stances, one or more portions of the IE may be compressed
prior to the transmission. Embodiments of the invention may
be used with any suitable wireless technology, such as IEEE
standard 802.11, UWB, Worldwide Interoperability for
Microwave Access (WiMax), and cellular protocols, e.g.,
general packet radio service (GPRS).
0036. In some embodiments disclosed herein, service dis
covery may be achieved before establishing a connection
between devices. Discovering a service provided by a device
prior to connecting with the device may allow a user to more
convenient access desired services.

0037 FIG. 1 is a diagram illustrating an example of a
network environment 100 in which devices may communi
cate regarding service discovery and connection establish
ment according to some embodiments of the invention. FIG.
1 illustrates an example of a wireless-enabled device 102.
e.g., a laptop computer, and examples of other devices with
which device 102 may communicate wirelessly, including: a
printer 104, a personal digital assistant (PDA) 106, a camera
108 and an access point 110. FIG. 1 also illustrates an
example of a wired network 114 that is communicatively
coupled to access point 110. Devices in the network environ
ment 100 may communicate wirelessly using any Suitable
wireless standard, such as 802.11 or Ultrawideband (UWB).
0038 Wireless-enabled device 102 may be a laptop com
puter or any other device configured to send and receive
wireless communications, such as a PDA, a cellphone, or any
other suitable device. Wireless-enabled device 102 may be
configured to interface with a human user, i.e., using a screen,
keyboard, touchpad and/or any other Suitable interface.
0039. A user of wireless-enabled device 102 may desire a
particular service. For example, the user may wish to estab
lish a wireless connection between wireless-enabled device

102 and printer 104 for printing documents. The user may
command wireless-enabled device 102 to invite wireless

messages (such as service advertisements that advertise avail
able services) from other devices.
0040. When wireless-enabled device 102 receives service
advertisements, an option to connect to the advertised ser
vices may be presented to the user, for example with a graphi
cal user interface 200 as shown in FIG. 2. In the embodiment

of FIG. 2, the user may have instructed wireless-enabled
device 102 to invite service advertisements from any wireless
printers and wireless projectors available in the proximity of
wireless-enabled device 102. One available wireless printer
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and one available wireless projector may be available in the
proximity, and icons 202 and 204 may be presented to the
user, optionally along with further information about the Ser
vice(s) available. In some embodiments, the user may select a
service by clicking on the relevant icon.
0041. In some embodiments, wireless-enabled device 102
may send an invitation to advertise services, and the invitation
may not specify types of services, but instead may invite
advertisements for all services available in the proximity. In
this manner, available services may be presented to the wire
less-enabled device 102 and the user.

0042. One example of a computing environment 300 in
which methods disclosed herein may be used is illustrated in
FIG. 3. Wireless-enabled device 302 includes a service client

308, a wireless API 310 and a wireless module 312 which

functions as a wireless access point. These companies may be
implemented in any suitable way. For example, service client
308 and wireless API 310 may be implemented as software
modules. Wireless module 312 may be implemented as a
physical network interface card in combination with a driver
or other software.Via a wireless network306, device 302 may
send and/or receive messages with another wireless-enabled
device 304, and/or be wirelessly connected to device 304.
Wireless-enabled device 304 includes a service provider 314,
a wireless API 316, and a wireless module 318 which func

tions as a wireless station. These components, like the com
ponents of device 302, may also be implemented in any
suitable way.
0043. By having service client device 302 provide access
point functionality, service provider device 304 may be freed
from certain memory and processing requirements. However,
for service client 308 to access a service from service provider
314, a layer 3 connection 322 must be established between
service client 302 and service provider 314. Such a connec
tion, in turn, requires layer 2 connection 320 be established.
0044. However, many prior wireless protocols do not pro
vide a mechanism for a wireless module, acting as an access
point, to initiate a connection with another device acting as a
station. Thus, wireless devices operating according to those
protocols may not provide an easy and user friendly mecha
nism to access a service provided by service provider 314
through service client 308.
0045 FIG. 4 illustrates an example of a simple and user
friendly method 400 of accessing a service that may be from
a device 102 in the network environment shown in FIG.1. In

step S402, wireless-enabled device 102 may send a wireless
message which includes an invitation to advertise services,
the invitation serving to notify other wireless-enabled devices
in proximity to wireless-enabled device 102 to send service
advertisements. The invitation message may include infor
mation that represents the type of service sought by wireless
enabled device 102. For example, the wireless message may
include information, which, when received by a service pro
vider, indicates that a printing service has been requested. In
Some embodiments, the wireless message includes one or
more IES including service information regarding services
that are desired. The service information within the IE may
indicate a particular service, e.g., a printing service. In other
embodiments, the invitation to advertise message may
request multiple services, and in still further embodiments,
the invitation to advertise message may not specify particular
services but instead may invite service advertisement mes
sages for all available services. For example, an IE may
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containa wildcard value or be left blank to indicate desirabil

ity of multiple or all services within the proximity.
0046. In one aspect of the invention, the invitation mes
sage may be included in an 802.11 beacon or probe response
message. The invitation to advertise message may be sent
repeatedly until wireless-enabled device 102 receives an invi
tation on response. For example, the invitation to advertise
message may be broadcast periodically as part of regularly
broadcast administrative messages.
0047. As illustrated in FIG. 1, devices that receive the
invitation to advertise message may be present in the proX
imity 116 of wireless-enabled device 102. The proximity 116
of wireless-enabled device 102 may be defined by the radio
range of wireless-enabled device 102 and/or a range of
devices receiving the invitation to advertise message. As one
example, the proximity 116 of wireless-enabled device 102
may include the space within approximately 100 meters of
wireless-enabled device 102. The radio range may be greater
than or less than 100 meters depending on various factors
including the technology used, the strength of the transmitter,
the amount of noise present on the channel, the physical
environment in which wireless-enabled device 102 operates,
etc. However, the proximity 116 of wireless enabled device
102 need not necessarily be defined by the radio range, but
may be determined based on other factors, as is discussed in
further detail below. Regardless of how proximity is deter
mined, a device in the proximity 116 of wireless-enabled
device 102 may receive the invitation to advertise message.
0048. In step S404, wireless-enabled device 102 may
receive service information from another device in the net
work in the form of a service advertisement. This service

information may include information regarding details of the
service provided, such as whether a print service offered by
the printer 104 includes a color printing option. In some
embodiments, wireless-enabled device 102 may receive a
service advertisement including an IE, which will be dis
cussed in further detail below.

0049. In step S406, the device 102 may determine whether
the available service is desired. Ifa determination is made that

the service is desired, in step S408, device 102 may prompt
the other device to start the establishment of a connection by
sending an invitation to establish a connection. For example,
wireless-enabled device 102 may indicate to a user that the
desired service, e.g., a print service, is available. This indica
tion may be made in any suitable way, e.g., by displaying a
visual image that represents to the user the availability of the
print service (for example, see the graphical user interface
illustrated in FIG. 2). If desired, the user may then send an
invitation to establish an connection between wireless-en

abled device 102 and printer 104 by using an appropriate
command. However, the sending of the invitation need not
necessarily be initiated by the user.
0050. As an alternative, wireless-enabled device 102 may
be programmed to automatically send an invitation to estab
lish a connection based on one or more criteria. For example,
wireless-enabled device 102 may be programmed to auto
matically initiate connection to certain desirable “preferred
services once they are in range. As another example, a wire
less-enabled device may be programmed to initiate connec
tion to the closest device that provides a particular service,
e.g., the closest printer. For example, a user may command the
device 102 to print a document, whereupon the device 102
may initiate method 400, resulting in the establishment of a
connection with the printer 104 and printing of the document.
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As another example, information in the IE of the service
advertisement may be compared with a block/deny list to
determine whether wireless-enabled device 102 should com

municate further with the device. Based on the IE, the wire

less-enabled device 102 may determine whether the device
provides the desired service, for example, by comparing the
received information about the service provided with the type
of service that was specified in the message including an
invitation to advertise services. This determination may be
made in any suitable way. For example, fields of the received
IE may be compared with fields of the IE sent in the invitation.
Any Suitable matching criteria may be used to determine
whether the discovered service is appropriate.
0051. In some circumstances, a device such as printer 104
may require authentication for a connection to be established.
If authentication is required, the user of wireless-enabled
device may be prompted to enter a password, pin or other
identification number Such as an identification number

derived from biometric information, e.g., a fingerprint, or
retinal Scan. Authentication may be provided using any Suit
able security protocol, such as IPsec. Authentication alter
nately may be based on payment or billing information, e.g.,
so that services are only provided once a payment agreement
has been reached. If the authentication is successful, a con

nection then may be established.
0.052 To establish a connection with printer 104 or other
device, wireless-enabled device 102 may act as an access
point according to the wireless protocol. Connection estab
lishment may include layer 2 connection and authentication
procedures, and potentially higher layer handshakes.
0053. Once a connection has been established between a
wireless-enabled device and a device that provides a service,
the devices may communicate further with respect to access
ing the requested service in a step S412. For example, wire
less-enabled device 102 may communicate wirelessly with
printer 104 to print documents. The service that is accessed
may be accessed in any suitable known manner or in any
suitable manner developed hereafter.
0054 As applied to 802.11, UWB or any other suitable
wireless standard, the phrase “establishing a connection'
means that a first device (e.g., a wireless station) sends a
connection request to a second device (e.g., an access point)
and the second device responds to agree on the connection
parameters and accept the connection. For purposes herein,
the phrase “establishing a connection with a first device'
means the step(s) performed by the device establishing the
connection with the first device and does not include the steps
performed by the first device as part of the establishment of
the connection. For purposes herein, the phrase “establishing
a connection between a first and a second device' means the

steps performed by each of the first and second devices in
establishing the connection. The connection that is estab
lished may be suitable for providing a service.
0055. In an 802.11 context, service discovery messages
may be sent and received via layer 2802.11 beacon and probe
messages or other administrative messages. However, in
Some embodiments, layer 2 messages may not provide the
capability for wirelessly providing a large amount of infor
mation describing the service, e.g., a print service. Services
may be advertised using layer 3 or higher layer messages, in
which a connection has been established that is suitable for

providing the service. In an IEEE 802.11 context, once a
device acting as a wireless station receives a probe response
that includes an invitation to establish a connection, the wire
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less station may send an association request to the access
point. The association request may contain information about
the parameters of the connection that is to be established.
Once the access point receives the association request, it may
respond with an association response message that indicates
agreement on the connection parameters and acceptance of
the connection. The connection may be considered as estab
lished once the wireless station receives the association

response message. It should be appreciated that any Suitable
wireless technologies may be used, and any communication
scheme, timing pattern, frequency pattern or other commu
nication means may be established that is suitable for provid
ing a service.
0056 FIG. 5 illustrates an example of a method 500 of
providing information related to a service that may be per
formed by a device that provides a particular service, e.g.,
printer 104, and may respond to an invitation or other request
message sent from device 102.
0057. In a step S502, an invitation to advertise services for
a particular service may be received, e.g., from device 102.
The invitation may include an information element. The invi
tation may be received by printer 104, PDA 106, camera 108
and access point 110 because they are in the radio range of
wireless-enabled device 102. Once the invitation is received

by printer 104, the information element may be reviewed to
determine the service requested.
0058. In a step S504, a device that received the invitation
to advertise services may determine whether it provides the
requested service. For example, once printer 104 determines
the service that is desired by device 102, printer 104 may
compare the type of service requested with the type of Ser
vices that printer 104 provides. This comparison may be
made in any Suitable way. For example, fields in a received
invitation may be compared to fields of a data structure that
represents a type of service provided by the device. In cases
where the service client device does not invite advertisements

for specific services, but instead invites service advertise
ments for all available services, step S504 may not be per
formed.

0059. In response to determining that it provides the
requested service, printer 104 may respond by sending a
response message, e.g., a service advertisement radio mes
sage that includes an IE, to wireless-enabled device 102 in a
step S506. PDA 106, camera 108 and access point 110 also
may receive the message including an invitation to advertise
services, but may not respond to the invitation message
because they do not provide the type of Service requested.
Alternatively, as mentioned above, the invitation to advertise
message received in step S502 may be a general request for
local devices to provide an indication of services provided,
regardless of service type. In this case, PDA 106, camera 108,
etc. may respond accordingly.
0060. The service advertisement message may include
information about the service(s) provided by the device. For
example, the service advertisement message sent by printer
104 may include information about the printing services pro
vided by printer 104. The service advertisement message may
include information about whether printer 104 is a color
printer, whether it can print on both sides of a page and/or
other information. Information about services may be sent as
an information element (IE) discussed further below. There
after, if device 102 wishes to connect with printer 104, an
invitation to connect may be sent by device 102 may be
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received in a step S508. A connection may be established in a
step S510 so that the desired service may be provided to
device 102 in a step 512.
0061. One embodiment of operations performed by a ser
vice client and a service provider is described immediately
below with reference to FIGS. 3 and 6. This embodiment is

not intended to be limiting, and the computing environment of
FIG.3 may be used to implement other operation sequences.
0062. In the described embodiment, the 802.11 wireless
protocol is used, and the service client is included in a wire
less device that provides 802.11 access point functionality
(wireless device 302 of FIG. 3), such as a laptop computer.
Although, in Some embodiments, other types of wireless pro
tocols may be used, and other types of access point function
ality may be provided by the service client device. In still
further embodiments, the service client device may provide
wireless station functionality instead of access point func
tionality. Wireless device 302 acts as a typical access point by
broadcasting beacon packets to advertise its network, accept
ing association requests from 802.11 stations, and performing
various connection and security functions.
0063. Immediately below, one example of an operation
sequence performed by the service client device 302 is
described, followed by a description of one example of an
operation sequence performed by the service provider device
304.

0064. In a first operation, service client device 302 starts
proximity service discovery. Service client 308 issues an API
call request 602 to wireless module 312 to start Phase 1 of the
discovery process. The API provided by the wireless module
may include parameters for a discovery period and for service
information regarding services to be invited. The discovery
period represents the length of time for the wireless module to
carry out the discovery process for the specified service types.
In Some cases, a value of Zero (or other Suitable value) may be
provided to indicate that service discovery should continue
indefinitely for the specified service type(s). The service
information may include a list of specific service types to be
invited. In some cases, the service information may include
an empty list or a value representing a wild card, either of
which means that all service types should be invited.
0065 Wireless module 312 may include a discovery ser
vice type list, which includes a list of elements, each of which
contains information regarding a service type to be discov
ered, and an expiration time for the service type.
0066. When service client 308 issues an API call request,
wireless module 312 may honor the call by performing the
following three steps: (1) updating the discovery service type
list; (2) constructing one or more information elements to act
as invitations to advertise services, the invitations being based
on the updated discovery service type list; and (3) issuing a
request to the access point to insert the update information
elements into its beacon and/or probe response packets 604.
0067. To perform step (1), the following sequence may be
performed. If the discovery service type list is empty, the
unique service types and expiration times are entered into the
discovery service type list. If the discovery service type list is
not empty, for each desired service type, the discovery service
type list is searched. If the service type already exists in the
discovery service type list, then the expiration time is
updated. If the service type does not already exist, the service
type and its expiration time is added to the list. In step (2), one
or more invitation information elements are constructed, and

each information element may contain one or more service
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types. As part of step (3), the access point in the wireless
module may remove any expired invitation to advertise infor
mation elements from its beacon and/or probe response pack
ets as appropriate, and insert the newly constructed invitation
information elements into the beacon and/or probe response
packets. Multiple beacon and/or probe response packets may
be sent before a service advertisement is received from a

service provider device. The broadcasting of the beacon and/
or probe response packets is part of Phase 1 of the discovery
process.

0068. In a second operation, as part of Phase 2, wireless
module 312 listens to incoming unicast 802.11 probe request
packets 606 sent from other wireless nodes, and upon receipt
of Such probe request packets, wireless module 312 searches
for service advertisement information elements containing
service specific information. If service advertisement infor
mation elements are found with new or updated service infor
mation, wireless module 312 saves the information into a

discovered service list which is maintained internally. Wire
less module 312 also sends a notification of service discovery
608 to service client 308 with updates of discovered service
providers and service information.
0069. In a third operation, to start Phase 3, upon receiving
a notification of a new or updated service, service client 308
may issue an API call 610 to request initiation of a wireless
connection with the device that provides the service, for
example, wireless device 304. The call may include a Mac
address or other identification of the wireless station to be

triggered to establish the wireless connection. Optionally, the
call may include a list of service types that the service client
wishes to enable by establishing the wireless connection. In
response to the call, wireless module 308 constructs an invi
tation to connect information element to be carried in a uni

cast 802.11 probe response packet 612. The invitation to
connect probe response packet contains the destination
address, e.g., a wireless station's Mac address, the access
point's BSSID, and a connection invitation information ele
ment. Wireless module 312 sends the invitation packet peri
odically until one of three events occurs: (1) an 802.11 con
nection request is received from the station to which the
invitation is sent; (2) a pre-defined time out value is reached;
or (3) service client 308 issues a cancellation request by
making an API call to wireless module 312.
0070. In a fourth operation, wireless module 312 acts as an
802.11 access point and follows the IEEE 802.11 standard to
complete a connection process 614 with the wireless station
(for example, device 304). The connection process may
include layer 2 connection and authentication procedures, as
well as other higher layer handshakes.
0071 Turning to operations performed by service pro
vider device (device 304 in FIG. 3), an 802.11 wireless
device. Such as laptop and media devices with wireless capa
bility, hosts one or more proximity services. Device 304 acts
as a wireless station by performing regular passive and active
scan operations, issuing association requests, and performing
connection and security functions of an 802.11 station.
0072. In a first operation, in response to an API call 616
issued from service provider 314 to register a service, wire
less module 318 updates the service registration list. For each
service type received by the wireless module, if the service
type does not exist in the service registration list, a new entry
containing the service type and service information is added.
If the service type does exists in the service registration list,
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the existing entry is updated with the new service informa
tion. An API call also may be available (not shown in Figures)
to deregister services.
0073. In a second operation, wireless module 318 in 802.
11 station mode performs the regular scan operations to col
lect the beacon and probe response packets 604 from other
wireless nodes in the proximity. Wireless module 318 may
operate in a power saving mode when not actively collecting
beacon or probe response packets such that wireless module
318 only listens for or collects beacons at periodic or inter
mittent intervals. Accordingly, the nature of the scan is not a
limitation on the invention.

0074 For each received beacon and probe response
packet, wireless module 318 searches the packet for informa
tion elements containing invitations to advertise services. For
each Such information element that is found, wireless module

318 collects service information and, for any specified ser
vices, checks whether the specified service(s) exist in the
service registration list. If one or more services in the service
registration list match invited services, a service advertise
ment information element is constructed. A unicast probe
request packet 606 is then constructed to include the service
advertisement information element, a destination address

(e.g., the Mac address for wireless module 312), a BSSID
(e.g., the BSSID for wireless module 312) and other connec
tion specific parameters. The unicast probe request packet
606 is then sent to the access point from which the beacon or
probe response packet was received.
0075. If no services in the service registration list match
invited services, no probe request is sent in response to the
invitation to advertise services.

(0076. In a third operation, wireless module 318, in 802.11
station mode, performs regular scan operations to collect the
beacon and probe response packets 612 from access points in
radio range which may include invitations to establish a con
nection. For each received unicast probe response packet,
wireless module 318 searches the unicast probe response
packet for information elements containing invitations to
establish a connection. Service information is collected from

each of the found information elements, and for each service

type collected from an information element containing an
invitation to establish a connection, wireless module 318

checks whether the service exists in the service registration
list. If a service exists in the service registration list, the
wireless module sends a notification of invitation to establish

connection 618 to the service provider which is capable of
providing the requested service. The notification may include
information Such as: the requestor's address (e.g., the access
point's Mac address); a list of services that the access point is
requesting; and connection specific parameters.
(0077. When the service provider receives the notification
of an invitation to establish a connection, the service provider
may decide whether to issue a connection request based on
either user input or internal logic. For example, a user con
trolling the service provider may selectively allow other users
to access the service or the service itself may maintain an
access control list or other criteria used in automatically
determining whether to grant access to the services. A con
nection may be initiated only if the services will be provided.
Once the service provider decides to connect to the access
point, Phase 4 starts with the service provider issuing a con
nection request 620 by calling the wireless connection API to
establish a wireless connection with the access point.
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0078. In a fourth operation, wireless module 318 acts as an
802.11 station and follows the IEEE 802.11 standard proce
dures to complete the connection process 614 with the 802.11
access point. This process may includelayer 2 connection and
authentication processes, and may be followed by higher
layer protocol handshakes, such as layer 3 protocol hand
shakes. Layer 2 communication between device 302 and
device 304 is represented with line 320 in FIG.3 to indicate
that information may be communicated between the devices
over the wireless connection. A higher layer connection, Such
as a layer 3 connection 322 may be used to communicate the
large amounts of information that may be sent as part of
providing a service from device 304 to device 302.
0079. Some or all of the devices included within a wireless
network, e.g., devices 302, 304, may use wireless security
protocols and algorithms to establish a secure wireless trans
mission channel. For example, a shared key can be estab
lished prior to discovery and may be entered on either service
client 308 or service provider 314 during or prior to phase 4.
0080 FIGS. 7A and 7B illustrate examples of a service
client device 700 and a service provider device 701, respec
tively. As illustrated in FIG. 7A, a service client 702 sends an
indication of desired service (or services) to a wireless mod
ule 704. Wireless module 704 includes a computer-readable
medium (CRM), which may construct an information ele
ment 706 based on the desired services information from
service client 702. Information element 706 includes infor

mation regarding the desired service(s). Wireless module
704, which may operate within an operating system 708,
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one example, the devices may take advantage of additional
mechanisms provided by the wireless protocol, e.g., UWB,
for determining the distance between the devices. Thus, the
proximity 116 of the wireless-enabled device 102 may be
limited to a smaller range than the radio range. Limiting the
range at which services can be discovered may provide vari
ous benefits. For example, reducing the range may provide
increased security by making it more difficult for communi
cations to be intercepted by unintended recipients.
I0085. As used herein, the terms “received by a device.”
and “sent by a device' mean that the messages may be
received and/or sent by the device itself or by a device that is
in communication with the device. For example, a device 102
may send wireless request messages by communicating by
wire with a WLAN access point or other device that may send
a wireless request message on behalf of the device 102.
I0086 Particular implementation details of computer sys
tems that may execute aspects of the invention will now be
described. These implementation details are provided by way
of example only, and the invention is not limited to any
particular implementation.
I0087 Various methods or processes outlined herein may
be coded as Software that is executable on one or more pro
cessors that employ any one of a variety of operating systems
or platforms. Additionally, such software may be written
using any of a number of Suitable programming languages
and/or conventional programming or Scripting tools, and also
may be compiled as executable machine language code or

sends the information element to a driver 710 of a network

intermediate code that is executed on a framework or virtual
machine.

device 712, along with a command to send an invitation for
service advertisements, the invitation including information

0088 Methods described herein, acts thereof and various
embodiments and variations of these methods and acts, indi

element 706.

0081. A service provider device 701 includes a service
provider 722, which registers service type(s) to a wireless
module 724. Wireless module 724 includes a computer-read
able medium (CRM), which constructs an information ele
ment 726 based on the registered service type(s). Wireless
module 724, which may operate within an operating system
728, sends information element 706 to a driver 730 of a

network device 732, along with a command to send a service
advertisement including information element 726.
0082. The term of IEs used in embodiments of the inven
tion is not critical. However, aspects of an exemplary IE that
may be used for wirelessly conveying service discovery infor
mation will now be discussed with reference to FIG. 8, which

is a diagram illustrating an example of an IE 800. An IE is a
format for sending service-related information recognized by
devices that communicate according to one or more wireless
standards. For example, the format of the IE may match the
capabilities of the underlying standard, e.g. 802.11 or UWB.
An IE may be transmitted in TLV (type, length, value) format.
In the example illustrated in FIG. 8, IE800 includes an IEID
801, an IE Length 802, an OUI 803, an OUI type 804, an
information type 805, and a Payload 806. IEID 801 may be a
protocol header that identifies the information as an IE. Pay
load 806 may include a list of service entries 900 shown in
FIG. 9.

I0083. Each service entry 900, as shown in FIG. 9, may
include a Service ID 901, a Service Information Length904,
and Service Information 903.

0084. In one aspect of the invention, the proximity 116 of
the wireless-enabled device 102 may not necessarily be
defined by the radio range of wireless-enabled device 102. As

vidually or in combination, may be defined by computer
readable messages tangibly embodied on or more computer
readable media, for example, non-volatile recording media,
integrated circuit memory elements, or a combination
thereof. Computer readable media can be any available media
that can be accessed by a computer. By way of example, and
not limitation, computer readable media may comprise com
puter storage media and communication media. Computer
storage media includes Volatile and nonvolatile, removable
and non-removable media implemented in any method or
technology for storage of information Such as computer read
able instructions, data structures, program modules or other
data. Computer storage media includes, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory tech
nology, CD-ROM, digital versatile disks (DVD) or other opti
cal storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, other types of
Volatile and non-volatile memory, any other medium which
can be used to store the desired information and which can

accessed by a computer, and any suitable combination of the
foregoing.
I0089 Computer-readable messages embodied on one or
more computer-readable media may define instructions, for
example, as part of one or more programs that, as a result of
being executed by a computer, instruct the computer to per
form one or more of the functions described herein, and/or
various embodiments, variations and combinations thereof.

The computer-readable media on which Such instructions are
embodied may reside on one or more of the components of
any of systems described herein, may be distributed across
one or more of Such components, and may be in transition
therebetween. Various aspects of the invention may be imple
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mented in a non-programmed environment (e.g., documents
created in HTML, XML or other format that, when viewed in

a window of a browser program, render aspects of a graphi
cal-user interface (QUI) or perform other functions). Various
aspects of the invention may be implemented as programmed
or non-programmed elements, or any combination thereof.
0090. The terms “program” or “software” are used herein
in a generic sense to refer to any type of computer code or set
of computer-executable instructions that can be employed to
program a computer or other processor to implement various
aspects of the present invention as discussed above. Addition
ally, it should be appreciated that according to one aspect of
this embodiment, one or more computer programs that when
executed perform methods of the present invention need not
reside on a single computer or processor, but may be distrib
uted in a modular fashion amongst a number of different
computers or processors to implement various aspects of the
present invention.
0091. The computer-readable media may be transportable
such that the instructions stored thereon can be loaded onto

any Suitable computer system resource to implement the
aspects of the present invention discussed herein. In addition,
it should be appreciated that the instructions stored on the
computer-readable medium, described above, are not limited
to instructions embodied as part of an application program
running on a host computer. Rather, the instructions may be
embodied as any type of computer code (e.g., Software or
microcode) that can be employed to program a processor to
implement the above-discussed aspects of the present inven
tion.

0092 Various embodiments according to the invention
may be implemented on one or more computer systems. For
example, various aspects of the invention may be imple
mented as specialized software executing in a general-pur
pose computer system, for example, on wireless-enabled
device 102 and/or a peripheral device. The computer system
may include a processor connected to one or more memory
devices, such as a disk drive, memory, or other device for
storing data. Memory is typically used for storing programs
and data during operation of the computer system. Compo
nents of the computer system may be coupled by an intercon
nection mechanism, which may include one or more busses
(e.g., between components that are integrated within a same
machine) and/or a network (e.g., between components that
reside on separate discrete machines). The interconnection
mechanism enables communications (e.g., data, instructions)
to be exchanged between system components. The computer
system also may include one or more input devices, for
example, a keyboard, mouse, trackball, microphone, touch
screen, or digitizing tablet and one or more output devices, for
example, a printing device, display screen, speaker. In addi
tion, the computer system may contain one or more interfaces
that connect the computer system to a communication net
work (in addition or as an alternative to the interconnection
mechanism.

0093. Further, it should be appreciated that a computer
may be embodied in any of a number of forms, such as a
rack-mounted computer, a desktop computer, a laptop com
puter, or a tablet computer. Additionally, a computer may be
embedded in a device not generally regarded as a computer
but with Suitable processing capabilities, including a Personal
Digital Assistant (PDA), a smartphone or any other suitable
portable or fixed electronic device.
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0094 Network 114 may be any suitable type of network
such a local area network (LAN), wide area network (WAN).
intranet, Internet or any combination thereof. For illustrative
purposes, a limited number of devices are shown in this
example. The devices may be coupled to the network through
one or more servers, routers, proxies, gateways, network
address translation devices or any suitable combination
thereof.

0095. It should be appreciated that the invention is not
limited to executing on any particular system or group of
systems. Also, it should be appreciated that the invention is
not limited to any particular distributed architecture, network,
or communication protocol.
0096. The above-described embodiments of the present
invention can be implemented in any of numerous ways. For
example, the embodiments may be implemented using hard
ware, software or a combination thereof. When implemented
in software, the software code can be executed on any suitable
processor or collection of processors, whether provided in a
single computer or distributed among multiple computers.
0097 Having now described some embodiments of the
invention, it should be apparent to those skilled in the art that
the foregoing is merely illustrative and not limiting, having
been presented by way of example only. Numerous modifi
cations and other embodiments are within the scope of one of
ordinary skill in the art and are contemplated as falling within
the scope of the invention. The foregoing description and
drawings are by way of example only. In particular, although
many of the examples presented herein involve specific com
binations of method acts or system elements, it should be
understood that those acts and those elements may be com
bined in other ways to accomplish the same objectives. Acts,
elements and features discussed only in connection with one
embodiment are not intended to be excluded from a similar
role in other embodiments.

0098. Use of ordinal terms such as “first, “second,
“third”, etc., in the claims to modify a claim element does not
by itself connote any priority, precedence, or order of one
claim element over another or the temporal order in which
acts of a method are performed, but are used merely as labels
to distinguish one claim element having a certain name from
another element having a same name (but for use of the
ordinal term) to distinguish the claim elements. The use of
“including.” “comprising.” or “having.” “containing.”
“involving, and variations thereofherein, is meant to encom
pass the items listed thereafter and equivalents thereofas well
as additional items.

What is claimed is:

1. A method of wirelessly receiving, by a first device,
service information regarding at least one service provided by
a second device that is in the proximity of the first device, the
method comprising:
sending, from a first device, a wireless message that
includes an invitation to provide a wireless advertise
ment message regarding service information; and
receiving, from a second device, a wireless advertisement
message that includes service information related to at
least one service provided by the second device.
2. The method as in claim 1, further comprising sending to
the second device, from the first device, an invitation to estab
lish a connection.
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3. The method as in claim 1, further comprising:
establishing a connection with the second device, the con
nection being Suitable to access the at least one service
from the second device to provide the service to the first
device; and

accessing the at least one service provided by the second
device.

4. The method as in claim 1, wherein the invitation to

provide a wireless advertisement message includes informa
tion related to at least a first service that is desired by the first
device, and the at least one service provided by the second
device includes the first service that is desired by the first
device.

5. The method as in claim 1, wherein the first device pro
vides wireless access point functionality.
6. The method as in claim 5, wherein the second device

provides wireless station functionality.
7. The method as in claim 1, wherein sending a wireless
message comprises broadcasting an administrative message.
8. The method as in claim 7, wherein broadcasting an
administrative message comprises broadcasting an 802.11
beacon packet.
9. The method as in claim 1 wherein the invitation to

provide a wireless advertisement message comprises at least
one information element including information regarding at
least one service type desired by the first device.
10. The method as in claim 1, wherein receiving a wireless
advertisement message comprises receiving a unicast probe
request packet.
11. The method as in claim 2, wherein sending an invitation
to establish a connection comprises sending an 802.11 probe
response packet comprising a destination address, a BSSID of
the first device, and an information element inviting the sec
ond device to start connection establishment according to
802.11 protocol.
12. A method of wirelessly advertising services to a first
device by a second device, the first device being in the prox
imity of the second device, the method comprising:
receiving, from a first device, a wireless message that
includes an invitation to provide a wireless advertise
ment message; and
in response to the wireless message, sending, to the first
device, a wireless advertisement message that includes
information related to at least one service provided by a
second device.
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13. The method as in claim 12, wherein the invitation to

provide a wireless advertisement message includes informa
tion related to at least a first service that is desired by the first
device, and further comprising determining that the second
device provides at least one of the at least a first service
desired by the first device.
14. The method as in claim 12, wherein the second device

provides wireless station functionality.
15. The method as in claim 14, wherein the first device

provides wireless access point functionality.
16. The method as in claim 12, further comprising:
receiving, from the first device, an invitation to connect;
and

establishing a wireless connection with the first device, the
wireless connection being Suitable to provide the at least
one service to the first device from the second device.

17. The method as in claim 12, wherein sending a wireless
advertisement message comprises unicasting a probe request
that includes an advertisement information element.

18. At least one computer-readable medium having com
puter-readable instructions for performing steps of a method
of instructing a network device to send a wireless message to
wireless devices in the proximity of the network device, the
method comprising:
receiving, from a service client, desired service informa
tion;

constructing at least one information element as an invita
tion to advertise services, the at least one information

element corresponding to the desired service informa
tion; and

providing the at least one information element to a network
device in conjunction with a command to the network
device to broadcast the at least one information element

within a wireless message.
19. The computer-readable medium as in claim 18,
wherein the wireless message comprises an administrative
message.

20. The computer-readable medium as in claim 18,
wherein the computer-readable medium is contained within a
wireless module that provides access point functionality.
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