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A technique for multi-camera object tracking is disclosed that
preserves privacy of imagery from each camera or group of
cameras. This technique uses secure multi-party computation
to compute a distance metric across data from multiple cam-
eras without revealing any information to operators of the
cameras except whether or not an object was observed by
both cameras. This is achieved by a distance metric learning
technique that reduces the computing complexity of secure

computation while maintaining object identification accu-
racy.
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SECURE AND PRIVATE TRACKING ACROSS
MULTIPLE CAMERAS

BACKGROUND

[0001] Camera-based surveillance is widely employed to
detect against crime such as burglaries and vandalism.
Recently, the commoditization of video cameras and the
advances in computer vision have lowered the barrier of
deploying a small-scale camera-based surveillance system.
These small-scale systems may be sufficient for recording
activities in the immediate area, but some activities do not
appear suspicious until data from multiple cameras is ana-
lyzed in aggregate. These types of activities include strangers
knocking on several doors in a neighborhood (i.e., to figure
out which houses are empty) and cars cruising the neighbor-
hood without stopping anywhere (i.e., as part of reconnais-
sance prior to a burglary).

[0002] Ifusers of the small-scale systems shared data with
each other, or with a third party such as law enforcement or a
monitoring company, many more suspicious activities could
be detected than if each user merely viewed his or her own
video cameras. However, residents and businesses may be
reluctant to share data from their respective video cameras
due to privacy concerns. Thus, the ability to detect suspicious
activity by making inferences across data received from mul-
tiple cameras deployed by multiple different users is hindered
by the respective users’ reluctance to sacrifice privacy by
sharing their video with others.

SUMMARY

[0003] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

[0004] This disclosure presents a distributed surveillance
technique that can track objects (e.g., humans, cars, etc.)
across multiple cameras without sharing information about
the objects other than the existence or absence of a match
between two objects. Objects are identified in video feeds
captured by video cameras and represented mathematically
by generating feature vectors from the objects. A distance
metric learning approach is used to compare the distance
between two feature vectors and determine if vectors are
similar enough to each other to conclude that the correspond-
ing objects are actually two different videos of the same
object. Since the creation of feature vectors is not limited to
objects captured in video this technique is equally applicable
in other fields that include data which can be reduced to a
vector representation.

[0005] A distance function used to calculate the similarity
between two vectors is decomposed into portions that are
computed locally and portions that are computed jointly.
Computing systems associated with the respective cameras
may solve the local portions of the distance function without
privacy concerns. Therefore, computationally intensive
encryption is not needed to solve the local portions of the
distance function. However, the joint portions of the distance
function use data obtained from multiple cameras which can
raises privacy concerns. Cryptographic operations are used to
preserve privacy when solving the joint portion of the dis-
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tance function so this part of the distance function imposes a
higher processing burden on the associated computing sys-
tems.

[0006] The joint portion of the distance function uses a
garbled circuit based secure multi-party computation to keep
both participants’ contributions (i.e., data derived from solv-
ing the local portions of the distance algorithm) hidden from
each other. The function may be represented as a Boolean
circuit which is constructed of various logic gates. The type of
and number of logic gates is an indication of the complexity,
and thus the computer processing needed, to solve the func-
tion. The joint portion of the distance function is constructed
as an efficient Boolean circuit that uses a number and type of
logic gates which allows for solving of the joint portion of the
distance function with a relatively low computational burden
while still maintaining privacy and preserving matching
accuracy.

[0007] Thus, the approach of decomposing a distance func-
tion into local portions and joint portions as well as the design
of'the Boolean circuit provide a computationally efficient and
privacy-preserving technique for comparing feature vectors.
This technique may be use to track an object across multiple
cameras without sharing private information between the
cameras.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The Detailed Description is set forth with reference
to the accompanying figures. In the figures, the left-most
digit(s) of a reference number identifies the figure in which
the reference number first appears. The use of the same ref-
erence numbers in different figures indicates similar or iden-
tical items.

[0009] FIG. 1 is an illustrative architecture showing two
sites equipped with video cameras collaborating to track an
object.

[0010] FIG.2is ablock diagram of components that may be
present in a computing system shown in FIG. 1.

[0011] FIG.3 showsan ADD*(N, 1) garbled circuit when N
is in power of 2.

[0012] FIG.4 showsan ADD*(N, 1) garbled circuit when N
is not in power of 2.

[0013] FIG. 5 shows a blind tracking distance computation
(BTDC) garbled circuit.

[0014] FIGS. 6A and 6B show an illustrative process for
joint computation of a match between two feature vectors.
[0015] FIG. 7isaReceiver Operation Characteristic (ROC)
curve showing the effect of training set size on accuracy of
classifying object from the Viewpoint Invariant Pedestrian
Recognition (VIPeR) database.

[0016] FIG. 8 is a ROC curve showing the effect of quan-
tization level of an input vector on accuracy of classifying an
object from the VIPeR database.

[0017] FIG.9isa ROC curve showing the relative accuracy
of different secure matching functions for objects from the
VIPeR database.

[0018] FIG. 10 is a ROC curve showing the relative accu-
racy of different secure matching functions for objects from
the Imagery Library for Intelligent Detection Systems (il.-
IDS) database.

[0019] FIG. 11 is a ROC curve showing the relative accu-
racy of different secure matching functions for objects from
the “human database.”
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[0020] FIG. 12 is a ROC curve showing the relative accu-
racy of different secure matching functions for objects from
the “car database.”

[0021] FIG. 13 is a graph showing linear change in the time
required to compute a match between objects as a number of
objects to match changes.

DETAILED DESCRIPTION

Illustrative Architecture

[0022] FIG.1 shows an architecture 100 in which a first site
102 performs privacy-preserving multi-camera tracking with
a second site 104. For example, the first site 102 may be a
residence located near to the second site 104 which may be a
business. Both the first site 102 and the second site 104 are
equipped with video cameras 106 and 108 respectively.
Although each site 102 and 104 is shown as having only a
single video camera 106 and 108 for simplicity, the sites 102
and 104 may each have more than one video camera. The
video cameras 106 and 108 may use any technology for
capturing video images and may capture images across any
spectrum such as visible light, infrared, etc. A still camera that
captures a series of still images in succession may be substi-
tuted for either of the video cameras 106 and 108.

[0023] Each of the sites 102 and 104 also contain one or
more computing systems 110 and 112. The computing sys-
tems 110 and 112 may be integrated in whole or part with the
video cameras 106 and 108. Alternatively, the video cameras
106 and 108 may simply provide video feeds to the respective
computing systems 110 and 112. The computing systems 110
and 112 may also be implemented as a single device such as
a desktop computer, notebook computer, net book, etc., a
local system comprising multiple devices such as a server and
local area network, a distributed system such as a cloud com-
puting system that may be located remotely and accessed
through a communications network, or any other system
architecture for processing information.

[0024] Each of the computing systems 110 and 112 may
include a joint computation module 114 and 116. The joint
computation modules 114 and 116 may facilitate each of the
respective computing system’s 110 and 112 participation in
secure multi-party computation. The joint computation mod-
ules 114 and 116 each provide an output that is usable by the
other module for joint computation. However, the joint com-
putation modules 114 and 116 may be implemented using
different code, different programming languages, and the
like. Further details of the joint computation modules 114 and
116 are provided below.

[0025] Each of the respective sites 102 and 104 exists
within a privacy boundary 118 and 120. Within the privacy
boundaries 118 and 120 there are no privacy concerns regard-
ing sharing information. Privacy concerns arise when infor-
mation is shared across one of the privacy boundaries 118 and
120.

[0026] In some implementations, the privacy boundaries
118 and 120 may include cameras, computing systems, and
the like that are physically separated. For example, a portion
of'a one of the computing systems 110 and 112 implemented
through a cloud computing architecture may utilize memory
and processing resources that are physically remote from the
respective site 102 and 104 but are nevertheless within the
corresponding privacy boundary 118 and 120 due to a secure
configuration of the cloud computing architecture. As an
additional example, the business at site 104 may have mul-
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tiple locations (e.g., retail stores) and share video information
among separate locations without privacy concerns.

[0027] In the same or different implementation, physically
proximate video cameras, computing systems and the like
may be separated by a privacy boundary. For example, in an
apartment building different residents may have their own
video cameras. All of the video cameras, and possibly the
respective computing systems connected to the video cam-
eras, are located in the same apartment building. However,
each of the individual residents may have privacy concerns
regarding sharing video information with his or her neigh-
bors. Thus, a single building may have multiple privacy
boundaries within it.

[0028] Inany ofthe above implementations, the computing
systems 110 and 112 have at least one communication con-
nection 122 used for communicating with another site 102
and 104 inside another privacy boundary 118 and 120 in order
to perform the secure multi-party computation. The commu-
nication connection 122 may be a direct link between the
computing systems 110 and 122 such as a physical cableora
wireless connection. Alternatively, the communication con-
nection 122 may be made through a communications network
that also handles communication traffic from other comput-
ing systems. The communications network may include any
type of network for handling electronic data such as the
Internet, a phone network, a cable network, etc.

[0029] In the architecture 100 each of the video cameras
106 and 108 captures video images of whatever background
is in view of the video camera and foreground objects moving
in front of that background. For example, the video camera
106 at the first site 102 may observe object A 124. The video
camera 108 at the second site 104 may observe object B 126.
Multi-camera tracking is used to determine if object A 124 is
the same as object B 126. For example, the objects may both
be people and secure multi-party computation implemented
in part by the joint computation modules 114 and 116 can be
used to determine if object A 124 is the same person as object
B 126 while still keeping the content of the respective video
feeds obtained by the sites 102 and 104 secret from each other.

Tlustrative Computing Device

[0030] FIG. 2 shows an illustrative block diagram 200 of
components that may be included in the computing system(s)
110 of FIG. 1. The computing system(s) 112 of FIG. 1 may
include similar components but is omitted for simplicity. The
computing system(s) 110 contain one or more processing
elements 202 and memory 204 distributed throughout one or
more locations. The processing elements 202 may include
any combination of central processing units (CPUs), graphi-
cal processing units (GPUs), single core processors, multi-
core processors, application-specific integrated -circuits
(ASICs), and the like.

[0031] One or more of the processing element(s) 202 may
be implemented in software and/or firmware in addition to
hardware implementations. Software or firmware implemen-
tations of the processing element(s) 202 may include com-
puter- or machine-executable instructions written in any suit-
able programming language to perform the various functions
described. Software implementations of the processing ele-
ments(s) 202 may be stored in whole or part in the memory
204. The memory 204 may be volatile (such as RAM) and/or
non-volatile (such as ROM, flash memory, etc.).

[0032] The computing system(s) 110 may also include
additional computer-readable media such as removable stor-
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age, non-removable storage, local storage, and/or remote
storage. The memory 204 and any associated computer-read-
able media may provide storage of computer readable
instructions, data structures, program modules, and other
data. Computer-readable media includes, at least, two types
of' media, namely computer-readable storage media and com-
munications media.

[0033] Computer-readable storage media includes volatile
and non-volatile, removable and non-removable media
implemented in any method or technology for storage of
information such as computer-readable instructions, data
structures, program modules, or other data. Computer-read-
able storage media includes, but is not limited to, RAM,
ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical stor-
age, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other non-transmis-
sion medium that can be used to store information for access
by a computing device.

[0034] In contrast, communication media may embody
computer readable instructions, data structures, program
modules, or other data in a modulated data signal, such as a
carrier wave, or other transmission mechanism. As defined
herein, computer-readable storage media and communication
media are mutually exclusive.

[0035] The computing system(s) 110 include a video cam-
era connection 206 that may provide hardware and/or soft-
ware interfaces for receiving a video feed from the video
camera 106 and providing commands to the video camera
106. A communication connection 208 may connect the com-
puting system(s) 110 to other computing systems such as
those at the second site 104. The communication connection
208 may include hardware such as a socket for a network
cable or antenna for radio transmissions as well as software
for processing incoming and outgoing signals.

[0036] The block diagram 200 shows multiple modules
included within the memory 204. These modules may be
implemented in software and alternatively, or in addition,
implemented, at least in part, by one or more hardware logic
components. For example, and without limitation, illustrative
types of hardware logic components that can be used include
Field-programmable Gate Arrays (FPGAs), Program-spe-
cific Integrated Circuits (ASICs), Program-specific Standard
Products (ASSPs), System-on-a-chip systems (SOCs), Com-
plex Programmable Logic Devices (CPLDs), etc.

[0037] An object detection and tracking module 210
detects an object in a video feed from the video camera 106
when the object is in view of the video camera 106. For
example, the object may be object A 124 shown in FIG. 1. The
object detection and tracking module 210 can track objects
across frames within a single camera such as video camera
106. The computation performed by the object detection and
tracking module 210 involves only local processing (i.e., no
information exchange needed), and thus, does not affect
secure computation.

[0038] For one or more frames in the video feed obtained
from a video camera 106, the object detection module 210
may perform background subtraction followed by blob
extraction. Background subtraction maintains a statistical
background model that may be represented as a Gaussian
distribution per pixel. For each pixel in a new frame, the
statistical background model may be used to determine
whether the pixel belongs to the background or foreground.
While the module is making this determination, the mean and
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variance parameters of the background model can be updated.
The output of the background subtraction may be a binary
image where 0 indicates background and 1 indicates fore-
ground. After background subtraction, morphological recon-
struction filters may be used to remove noise, connect broken
regions of the foreground, and smooth the shapes of the
foreground pixels. Finally, the 4-connected neighbor rule can
be used to extract the blobs that represent foreground objects.
[0039] The object detection and tracking module 210 may
maintain a list of objects that are present in view of the video
camera 106. Information stored for each of the objects in the
list may include a state of the tracked objects including their
location, size, and velocity. Given the extracted blobs of a new
frame, a Kalman filter can be used to estimate the current state
of'a tracked object. The object detection and tracking module
210 then determines whether a tracked object is under occlu-
sion by checking if a predicted state of the tracked object is
consistent with the observation in the new frame. If the
tracked object is not occluded, the result from blob extraction
is regarded as reliable, and the nearest blob is selected as the
corresponding measurement. Otherwise, the mean-shift
method may be used to obtain the measurement. By using the
measurement obtained either from the result of blob extrac-
tion or the result of the mean-shift method, it is possible to
update the Kalman filter and obtain the current state even of
occluded objects.

[0040] The feature vector module 212 can extract a feature
vector from an object identified by the object detection and
tracking module 210. Some computer vision algorithms use
face or license plate features for identifying humans or cars
captured in a video feed. However, in an uncontrolled envi-
ronment like a neighborhood, these features may be unreli-
able since video cameras do not always capture a clear view of
the face or license plate of an object. Therefore, the whole-
body appearance of the object may provide a better basis for
feature vector extraction.

[0041] Two categories of features that may be used in
object matching (or re-identification) are local descriptors
and global features. Local descriptors are extracted from
interest points on the objects, and the matching is performed
using a voting scheme. Because local descriptors compute
interest point detection in the feature extraction phase, this
can add to the processing overhead and potentially affect
accuracy. Global features are easier to compute and some are
effective for person re-identification. For example, color his-
tograms and texture histograms may be used to create feature
vectors from the whole-body or different parts of the body of
anobject such as a person or car. One technique for generating
a color histogram includes dividing an object into six hori-
zontal regions. In each region, color histograms of RGB,
YCbCr, and HSV color spaces are extracted. In this tech-
nique, each channel has 64 bins, and the histograms are con-
catenated into the feature vector in a 3456-dimension feature
space.

[0042] A preprocessing module 214 performs local pro-
cessing of the feature vector by normalizing the feature vector
and quantizing the feature vector into an integer value to form
a secure input. For example, feature vectors may be trans-
formed into the secure input which can be a vector that has
low dimensional integer entries. The preprocessing module
214 may perform a local computation portion of a vector
distance function that is decomposed into local and joint
computation portions. The decomposition minimizes the
parts of the vector distance function that are affected by the
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complexity of secure computation because the local compu-
tation portion may be solved without privacy-protecting secu-
rity.

[0043]
module 212 may be a real-valued feature vector x,e R  and it
may be transformed by the preprocessing module 214 into z,e

The feature vector generated by the feature vector

R 7 with much lower dimension based on Principal Compo-
nent Analysis (PCA) and linear mapping by Equation 1

z,=WIP (x~x+T1,

where W, P, X and T are parameters obtained in a training
stage, and are known by both the first site 102 and the second
site 104. The training stage is discussed in greater detail
below. The secure two-party computation performed later can
take integer input, so each entry of z, may be normalized to a
real number from O to 1 and further quantized into an 1-bit
integer value to form a q-dimensional input vector z, which
can be used as a secure input to a garbled circuit.

[0044] Matching accuracy may be improved with an offline
training phase in order for the vector matching function to
learn the distance metric. This learning may be done in a
pairwise manner. That is, a set of parameters may be learned
for each pair of cameras (e.g., video camera 106 and video
camera 108), rather than learning global parameters. Objects
by the camera that the site owners have indicated a willing-
ness to share publicly may be used as inputs for the learning.
[0045] A garbled circuit generator 216 generates a garbled
circuit for the joint computation portion of the vector distance
function. Inputs to the garbled circuit comprise the secure
input from the first site 102 and a secure input from the second
site 104. The second site 104 generates the secure input by
local processing using techniques that are the same or similar
to those described above for the first site 102.

[0046] The secure computation protocol may be based on a
Boolean circuit for a predefined distance function D(x;,x)).
One party (the circuit generator, here the first site 102) pre-
pares a garbled version of the circuit and the second party (the
circuit evaluator, here the second site 104) obliviously com-
putes the output of the garbled circuit. Thus, both parties learn
the output of the circuit, but neither party has access to the
other’s input.

[0047] A match query module 218 sends a query via the
communication connection 208 to the second site 104 to
request participation in solving the jointly-computed portion
of'the vector distance function. The match query module 218
may send a secure matching function evaluation request to
one or more peer sites such as the second site 104 every time
the object detection and tracking module 210 records that a
suspicious object has entered the view of the video camera
106. Suspicious object may be defined by criteria that are
local to the computing system(s) 110. For example, feature
vectors of suspicious or “blacklisted” objects may be stored in
the database 222 and newly detected objects may be com-
pared against this list of suspicious objects. A secure match-
ing function evaluation request may also be sent when an
object enters or leaves the view of the video camera 106.
[0048] The computing system(s) 110 may issue secure
matching function evaluation requests to some or all of the
other participating sites. The issuing system (e.g., computing
system(s) 110 of the first site 102) becomes a client and the
responding system (e.g., computing system(s) 112 of the
second site 104) becomes a server for secure function evalu-
ation. However, as more sites join a surveillance community,
the overhead will increase, requiring individual sites to equip
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with more powerful processing elements and more memory.
However, the topology of cameras may be used to improve
matching efficiency. Based on an object’s time and spatial
information, sites can send matching requests only to select
other sites that have video cameras positioned to cover loca-
tions where the object is likely to travel next.

[0049] The joint computation module 114 introduced in
FIG. 1 solves the jointly-computed portion of the vector dis-
tance function with the second site 104 to determine if the first
object (e.g., object A 124) is the same as the second object
(e.g., object B 126). Matching between input vectors may be
performed through secure two-party computation using the
joint computation module 114 of the first site 102 and the joint
computation module 116 of the second site 104. The garbled
circuit constructed by the garbled circuit generator 216 and
used for joint computation portion of the vector distance
function, is an “efficient” circuit because it may be con-
structed to use only integer comparison (CMP), min (MIN),
and addition (ADD) circuits. The garbled circuit takes as
input the two input vectors from the sites 102 and 104 and a
comparison threshold used to set the stringency of matching
If the computed distance between the two input vectors is
smaller than the comparison threshold, the vectors are
regarded as matching (i.e., object A 124 and object B 126 are
the same object).

[0050] An alert module 220 generates an alert depending
on if the first object is or is not the same as the second object.
In some implementations, the alert module 220 may generate
the alert in real time essentially as soon as a result is received
from the joint computation module 114. Depending on the
criteria used to determine whether a particular behavior is
“suspicious” behavior or not, either the presence or the
absence of a match may be a trigger for an alert. The alert may
be alocal alert shared only with the first site 102, shared only
with the first site 102 and the second site 104, or the alert may
be shared with other sites that are connected to either the first
site 102 or the second site 104.

[0051] A database 222 may also be present in a computing
system(s) 110 either in the memory 204 or another location.
The database 222 may store information such as feature vec-
tors extracted from objects that have been in the view of the
video camera 106. Thus, the computing system(s) 110 may
store a record of all the objects seen by storing the corre-
sponding feature vectors. This database 222 may be queried
in response to an incoming match request from another site
(e.g., second site 104). Thus, the computing system(s) 110
when functioning as a server may respond to queries not only
for objects that are currently in view of the video camera 106
but also for objects that have previously been viewed and are
stored, as feature vectors, in the database 222. Each record in
the database 222 may be associated with entry and exit times-
tamps recording when the object entered and left the view of
the video camera 106. This may enable sites in a surveillance
community to track how an object moves through the com-
munity. The path ofthe object may be used as a trigger to raise
one or more alerts.

Comparison of Distance Learning Techniques

[0052] Distance metric learning is one way to improve
matching accuracy by training a distance function D (x,, x,)
where x; and x; represent feature vectors extracted from
objects. However, many distance metric learning techniques
are computationally expensive and inefficient for secure two-
party computation. One goal of distance metric learning is to
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learn a distance function that can discriminate positive and
negative examples (e.g., objects known to be the same and
objects known to be different). That is, the distance calculated
by an effective distance function D(x,, x,) is likely to be small
when x, and x; correspond to the same object and large when
x, and x; correspond to different objects.

[0053] A secure computation protocol starts witha Boolean
circuit for D(x,, x;). A portion of the circuit may be garbled to
provide privacy. The garbling involves generating keys to
each wire and generating a garbled truth table for each gate.
Thus, the number of gates determines the complexity of a
garbled circuit, impacting the performance of generating and
evaluating the garbled circuit. However, XOR gates come
“free” meaning that cryptographic operations are not required
for computing outputs from XOR gates in garbled circuits.
Table I compares the size (as measured in terms of the number
of'non XOR gates) of efficient circuit constructions for basic
functions that compute on two I-bit integers (i.e., the input
vectors may be converted to integer values before being used
as inputs to the garbled circuit).

TABLE I

Gate Counts for Basic Garbled Circuits
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sequentially in the order from the one with smallest number of
bits to the one with largest number of bits. The size of ADD*
(N,]) is equal to gateN. The algorithm for ADD*(N,1) when N
is not in power of 2 is below.

1.  Initial X=N,t=0,s =K - 1,and gateN=0. N = 3, 5! 2%,
logo, Nz ag | >**>a,=0

2. while(X > 1)

3. m = 2%

4 construct sub-circuit ADD*(m,l)

5. roots[t] = output of ADD*(m,l)

6. gateN = gateN + [ADD*(m,l)|, where IADD*(m,1)| is

b

7

8

X=X-m
. t=t+1

9. s=s-1
10. end while
11.  ifX==1)
12. roots[t] = the remaining x;
13. end if
14. Initial r =K - 1, right_ tree = roots[K — 1]
15. while(r = 1)

16. Connect roots [r-1] and right_ tree with an ADD(l + ax_,)
circuit.

17. right_ tree = output of the above ADD circuit

18. gateN = gateN + [ADD(l + ag_,)

19. r=r-1

20. end while

basic circuits non XOR gates
addition ADD(]) 1
subtraction SUB(l) 1
multiplication MUL(l) 22-1
comparison CMP(1) 1
multiplexer MUX(1) 1
minimum MIN(]) 21
[0054] Creating efficient circuits for functions that are

commonly used when computing distance metrics can
decrease the final processing complexity. One function that is
commonly used when computing distance metrics is, ADD*
(N,l):ijlej, where X, is an I-bit integer. FIG. 3 shows a
garbled circuit construction 300 of this function when N is in
power of 2. In the construction 300 ADD circuits are con-
nected in a hierarchical fashion to minimize table size. The
output of ADD*(N,]) is a (1+log, N)-bit integer. Since the
number of non XOR gates of ADD(]) circuit is IADD(1)I=1 as
shown in Table I above, the size of ADD*(N,]) is defined by
Equation 2

logoN N
|[ADD*(N, ) = Z 57 ADDU+ j= 1| = NI+ N ~1 =1~ logyN.

J=1

[0055] FIG. 4 shows a more generalized garbled circuit
construction 400 of the ADD*(N,1)=2 jlexj circuit when N is
not in power of 2 (e.g., N=7). First, N is decomposed into the
summation of a set of numbers consisting of power of 2 as
shown in Equation 3.

K-1
K <[log,N1,N = ZZ”", logpN zag_; > ...> =0
=0

[0056] For i=0 to K-1, the summation of 2% numbers is
computed by constructing sub-circuits ADD*(2%1). By using
ADD(.), the outputs of these sub-circuits are further added up

[0057)]

ing functions, x,e R  denotes the original real-valued feature
vector. Let @7 denote the positive training set consisting of
matched feature vector pairs, and let @ denote the negative
training set consisting of unmatched feature vector pairs.
[0058] One distance metric learning function that may be
used for object matching is the person re-identification by
Probabilistic Relative Distance Comparison (PRDC). The
PRDC distance function is shown in Equation 4:

In the following discussion of distance metric learn-

Dy x)=1x= ) T 3=, 1= | W = P
where |l is the entry-wise absolute function; ||*| is L2 norm;

W=[w, ... w,]eR *"and L<<d. Note that Ix -x | needs to be
computed privately (i.e., jointly) as it involves both feature
vectors.

[0059] As a result, the computation of the PRDC function
in secure two-party computation involves subtraction, abso-
Iute value calculation, multiplication, and addition. More-
over, the computation often operates in high dimensional
space, i.e., d is usually quite large, which adds computational
overhead when considering the secure two-party computa-
tion. Table II shows the computational complexity of the
secure two-party computation implementation of D, (.).

TABLE I

PRDC

intermediate steps circuits needed

1 1%; = % d subtraction
d absolute value
2 Wk, - x| d x L multiplication
(d - 1) x L addition
3 W, - Xl 112 L multiplication

(L - 1) addition

[0060] The first intermediate step of Table II shows com-
puting the absolute value of the subtraction of two 1-bit inte-
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gers (assuming each input element is quantized to be an I-bit
integer). This circuit can be constructed by connecting 2Sort-
er(l) (which takes two 1-bit integers, x and y, and outputs
min(x, y) and max(x, y)) and one regular subtraction circuit.
Thus, this first intermediate step requires d numbers of 2Sort-
er(l) and SUB (1) circuits.

[0061] The second intermediate step of Table II performs
dxL multiplications of two 1-bit integers which are the outputs
of the first intermediate step. Then, the second intermediate
step adds d elements of the multiplication results, which are
21-bit integers.

[0062] The third intermediate step of Table I first performs
L multiplications of two (21+log, d)-bit integers and the out-
put of each multiplication which is a (4142 log, d)-bit integer.
This is summed up (L elements total) and the output which is
a (41+2 log, d+2 log, L)-bit integer that is compared against
the threshold. The distance threshold for match determination
is estimated in a training stage to achieve appropriate true
positive rates and false positive rates. In sum, the number of
non XOR circuits for PRDC is shown by Equation 5

|PRDC| = d- [2Sorter(D)| + d - |SUB(D| +
dL-|[MUL(QD)| + L-|ADD*(d, 2D)| + L- |MULQ2 + log,d)| +
|ADD* (L, 4] + 2log,d)| + |CMP(@&] + 2log,d + log,L)| =

24PL + dIL+ 8P L +3dl + dL + 2L(log,d* + 8lLlog,d — 1.

[0063] Since d is large and multiplication is expensive to
implement in secure two-party computation, the PRDC func-
tion incurs high computing overhead. Computational com-
plexity may be reduced by omitting the absolute-value func-
tions to arrive at the PRDC without absolute values function
which is Equation 6:

D, (xi:%):(xi_%)TWWT(xi_%):" WTxi_ WTX/" ‘2 >
where W=[w, ... w,]eR % and [.<<d. Note that W’x, and
w7 x, can be computed locally by each camera without invok-
ing secure two-party computation. As a result, the computa-

tional complexity is reduced significantly as shown in Table
11

TABLE III

PRDC w/o absolute values

intermediate steps circuits needed

1 Wix, Wix, (local computation)
2 Wix,-W );1 L subtraction
3 NWix,-W X; 112 L multiplication

(L - 1) addition

[0064] For PRDC without absolute values, W7x, is
assumed to be quantized to be an 1-bit integer. Construction of
the circuits in the intermediate steps of Table III is straight-
forward to one of ordinary skill in the art and omitted. The
non-XOR circuit size for PRDC without absolute values is
found by Equation 7:

[PRDC_woABSI=L-ISUB () +L-MUL(})l+|ADD*(L,
2D)1+ICMP (2+log, L)y=2PL+2IL+L-1.

[0065] Another technique for performing visual matching
is Metric learning by Collapsing Classes (MCC). With MCC,
use of Principal Component Analysis (PCA) for dimension-
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ality reduction reduces the amount of computation in the
training stage, especially if the feature space is high dimen-

sional. Assume %,eR "(r<<d) is the new feature vector after
PCA, that is, Equation 8,

£=P ),

where PeR " is projection matrix that maps the original

d-dimension space into r dimensions (r<<d); xeR ¥ is the
mean vector over all the training data. The distance function
is expressed as Equation 9:

D) W iy 76 5,

where =[w, . .. Wq]ER ™4 r<<d, and q=r. Similar to PRDC
without absolute values, W%, and WT)?j can be computed
locally without invoking secure two-party computation. In
addition, the dimensionality reduction is also performed
locally. However, as shown in Table IV, the secure computa-
tion portion of the function uses multiplication circuits which
are computationally expensive.

TABLE IV

MCC

intermediate steps circuits needed

1 %, =PT(x,-%) (local computation)
2 Wg, W%, (local computation)
3 WIR, - W%, q subtraction
4 IWTx, -WTx (12 q multiplication
q - 1 addition
[0066] Similar to PRDC without absolute values, W7x, is

assumed to be quantized to be an I-bit integer. The circuits for
each of the intermediate steps of Table IV are similar to the
circuits for PRDC without absolute values shown in Table III
but with L replaced by q. Therefore, the circuit size for MCC
is found by Equation 10:

IMCC =4I SUB(?)l+¢- IMUL(?) I+ ADD* (g, 2) +|CMP
(2l+log, q)|=2P g+21g+q-1.

[0067] An alternative function may be developed by real-
izing that learning the function D(.) is equivalent to learning
the parameter W and observing that the distance function
used for MCC, D5(.), is equivalent to computing a Euclidean
distance in an alternate vector space specified by W. Replac-
ing the Euclidean distance function with a histogram inter-
section function after linearly projecting onto a new vector
space specified by W avoids the secure multiplication opera-
tion shown in the forth intermediate step of Table IV.

[0068] The histogram intersection function is defined in
Equation 11 as:

HIGrh)=Z “min(h/ ),

where h=[h, .. . h7]%eR 9, hj:[hj1 ce hjq]TeR L7 are the
vectors with nonnegative entries. The distance function
referred to herein as Blind Tracking Distance Computation

(BTDC) is Equation 12:
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Dy(%;, X)) =

9
—HIWT% +T1, WTa; + T1) = —Z min(w[ % + T, wi &, + T),
k=1

where W=[w, . .. Wq]eR”‘q, r<<d and q=r, and T=0 is a
predefined parameter that ensures the non-negativity of
w, %,+T for any feature vector %,. The BTDC function is
computationally efficient in part because computation is
shifted locally (i.e., where there are no privacy concerns) and
joint computation is minimized. The Boolean circuits used to
represent the BTDC function are shown in Table V.

TABLEV

BTDC

intermediate steps circuits needed

1 % =PT(x,- %) (local computation)
2 WTR, +T1, WT)”(j +T1 (local computation)
3 min(.) q min operation
4 312 min(.) (q - 1) addition
[0069] The first and second intermediate steps of Table V

are preprocessing steps performed by local computation. For
example, these steps may be performed by the preprocessing

module 214. Given any real-valued feature vector x,eR 4, the

feature vector can be transformed into zeR 7 with much
lower dimension based on PCA and linear mapping using
Equation 13,

2= WP (x~%)+T1,

where W, P, X, and T are parameters obtained in a training
stage and known by both sites 102 and 104. The secure
two-party computation represented by the third and fourth
intermediate steps of Table V may take only integer input,
therefore each entry of z, may be first normalized to a real
number from 0 to 1 and further quantized into an 1-bit integer
value to form a q-dimensional input vector Z,.

[0070] The matching between input vectors 2, and Z, is
performed through secure two-party computation. BTDC
simplifies the garbled circuit needed for secure function
evaluation, as it only requires integer comparison (CMP), min
(MIN), and addition (ADD). The garbled circuit uses two
vectors, and (q I-bit integers) and the comparison threshold t
as inputs. FIG. 5 shows the garbled circuit of the BTDC
distance function. The circuit size for BTDC is found by
Equation 14:

[BTDCl=¢-IMIN(?) [+|ADD*(g,1)|+|CMP(I+log,
9)1=3ql+q-1.

[0071] The parameter W from D,(.) above may be learned
by learning a linear projection matrix, such that the pairs in set

@7 have small distances, and the pairs in set @” have large

distances. This can be achieved by defining a conditional
distribution over points i=] such that Equation 15 is
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ilh o PEi%j) o PEi%j) i
)= == 1
Py Z; ZQ*D(ii«%k) 1

k#i

[0072]

and all the pairs in set @” have large distances, the distribu-
tion becomes “bi-level,” that is, Equation 16:

Ideally, if all the pairs in set ©# have small distance,

1 if (&, %) € 0?

(i) e
Pold {o if (4, %)) € O

Therefore, the cost function f, (W) is defined as Equation 17:

W et P0G
f1<W>:ZKL[po</|z)|pW</|z>]:Z;pomlmo wors)

where KL[.] is K-L divergence which measures the distance
between two distributions. Substitution of Equations 16 and
17 yields Equation 18,

am= Y

id

DyGi, &) + ) loglZ)

;.5 )<0?

A regularization term f,(W) bounds the values of W%, in
such a way that a nonnegative scalar T to make all the entries
in W'%,+T1 nonnegative for all i always exists. This is done
by denoting the original high dimensional feature vector as

Xil
Xi = .
Xid

Since the BTDC computation uses a histogram-based feature,
each entry is a real number from zero to one. Because the
principal component matrix P=[p, .. .p,] is a unitary matrix,
the entries of the new vector after dimensional reduction,
Equation 19,

are bounded. Assume |[x,<6, and according to the Cauchy-
Schwarz inequality, Equation 20 is

R N e e [ P
In order to confine the dynamic range of w,, the term

39w, w,=Tr(W? W) may be added as another cost func-
tion to make ||w,||,> bounded. If|jw,||,* is bounded, (w,’x,)* is
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bounded; that is, for all the vectors X,, there exists a nonne-
gative scalar T such that w,“X,+T=0, Vk. This yields Equation
21:

q
W)= wlw = TrWTW).
k=1

Moreover, to satisfy the equality of self-distance, that is,
Equation 22,

D (%, %)=D4(%,%;) for all k=l

an additional term f;(W) is added. In order to make the
distance metric function D,(.) valid, self-distance of all the
given feature vectors X, may be the same. Thus, Equation 23:

Dy, ) = —HIW 2, +T1, WT3; + T1) =

q q
—Z min(w,z-fc; +T, w,z-fc; +7T) = —Z w,z-fc; +4T
k=1 k=1

Assuming 2, 7w, "%, equals to zero for all i, D(X,,X,) is
equal to D,(X,,%;) for all k=l. Introducing the cost function
3.(2,_, W, X,) into the objective function gives Bquation 24:

2
W)= E [i w[fc;] :
k=1

i

The final objective function is the sum of the above three
terms, Equation 25:

JW)=F | (W)+52(W)+53(W)

Then, the metric learning problem is formulated as finding W
that minimizes the objective function J(W) as in Equation 26:

W= argmin /(W)

Gradient descent method may be employed to solve the opti-
mization problem. The gradient vector is Equation 27,

W)
FE

9
ST (ot 1= P 10X 806 350 i)+ 2o +ZZ[[Z wffc;]fci],

T -1

where, Equation 28,

—%; if Wi < W,Z-)ch
. Ta Ta

N if we ki > wik;
g(&i, Xj, wi) = L

’ IS . Ta _ o Ta.
—E(x;+xj) if w ki =wi%;
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Accuracy and computational efficiency of the BTDC compu-
tation are discussed below.

Illustrative Process

[0073] For ease of understanding, the process discussed in
this disclosure is delineated as separate operations repre-
sented as independent blocks. However, these separately
delineated operations should not be construed as necessarily
order dependent in their performance. The order in which the
process is described is not intended to be construed as a
limitation, and any number of the described process blocks
may be combined in any order to implement the process, or an
alternate process. Moreover, it is also possible that one or
more of the provided operations may be modified or omitted.
[0074] FIGS. 6A and 6B show process 600 illustrated as a
collection of blocks in a logical flowchart, which represents a
sequence of operations that can be implemented in hardware,
software, or a combination of hardware and software. For
discussion purposes, the processes are described with refer-
ence to the architecture, and computing systems, shown in
FIGS. 1 and 2. However, process 600 may be performed using
different architectures and/or computing systems.

[0075] At 602, a first feature vector is obtained. The first
feature vector may be a private input that the first site 102
desires to keep secret from the second site 104. The first
feature vector may be extracted from an object viewed by the
video camera 106 of the first site 102. However, other types of
private inputs such as still images, images of human faces,
handwritten text, biometric features, or the like may also be
the source of the first feature vector. The first feature vector
may be quantized into an integer value for later processing.
[0076] At 604, it is determined if the object is an object for
which the system will seek a possible match with a peer site
(e.g., second site 104). A determination to seek a match for a
given object may be based on the first object matching an
object of interest, entering the view of the first video camera
106, leaving the view of the first video camera 106, or for
another reason. Determining that the object matches an object
of interest may be performed locally at the first site 102 using
a distance matching function that is not necessarily private or
secure. The match may be performed by comparing the first
feature vector to stored feature vectors that are labeled as
“objects of interest.” For example, in a security implementa-
tion, cars that belong to known criminals may be used as
objects of interest. If the object is determined to be an object
for which a match is sought from a peer site, process 600
proceeds along the “yes” path to 608.

[0077] If, however, it is decided to not seek a match for the
object process 600 may proceed from 604 along the “no” path
to 606 and the process 600 may end. In some implementa-
tions, all objects may be submitted for secure matching so the
process 600 would not end but rather proceed to 608 for all
detected objects.

[0078] At 608, a secure match evaluation request is submit-
ted to a peer computing system. The peer computing system
may be the computing system 112 of the second site 104.
[0079] At 610, the peer computing system receives the
secure match evaluation request. The peer computing system
at the second site 104 may obtain a feature vector at 612 by
techniques similar or identical to those used by the first site
102 at 602. The second site 104 may obtain the feature vector
from the current video feed of the video camera 108 or from
a database that stores feature vectors from previously
observed objects. For example, the peer computing system



US 2014/0184803 Al

may compare the incoming requests to objects that appeared
within a predetermined time window (e.g., 10 minutes) prior
to receiving the request.

[0080] At 614 the first site 102 solves its local computation
portion of a distance function. The local portion of the dis-
tance function is computed within the privacy boundary 118
of' the first site 102. In some implementations the local com-
putation portion may comprise transformation of the feature
vector obtained at 602 to a lower dimensionality vector. The
transformation may be performed by PCA and linear map-
ping. For example, the first and second intermediate steps
shown in Table V are the local computation portion of the
BTDC distance function.

[0081] At 616, the computing system(s) 112 of the second
site 104 perform a similar local computation on the feature
vector obtained at 612.

[0082] At 618, a joint portion of the distance function is
solved by joint computation between the first site 102 and the
second site 104. The joint computation portion of the distance
function may be constructed as a garbled circuit to prevent
either site from obtaining the other site’s secure input. The
garbled circuit may be an efficient circuit that only contains
the Boolean CMP, MIN, and ADD circuits. For example, the
garbled circuit may be the circuit shown in FIG. 5.

[0083] For each potential match, there may be one process
on the client side (e.g., the first site 102) that communicates
with a process on the server side (e.g., the second site 104).
These two processes may communicate with each other to
determine if their respective input feature vectors match.
When the server receives a match request from the client, the
server may start one process per potential match. Each pro-
cess can be started with a feature vector that belongs to a
different object and uses a different transmission control pro-
tocol (TCP) port for communication. Then the server returns
to the client the list of ports where each process is listening
Upon receiving this list, the client may start one process for
each port. The feature vector that is input to client-side pro-
cesses is the same, corresponding to the object that triggered
the matching process. The client and server read the outputs
of'these processes to determine if any of the pairwise matches
yield a positive result.

[0084] This technique may reveal to the client how many
(but not which) objects were seen by the server in the match-
ing time window. If this information is sensitive, to hide it, the
server may initiate matches against a fixed number of objects.
This fixed number may be an upper bound on the number of
objects that can be seen in the matching time period. When
fewer objects have been seen, the remaining processes can be
supplied random feature vectors as input.

[0085] Continuing on FIG. 6B, at 620, a distance deter-
mined by the joint solving of the distance function at 618 is
compared to a threshold distance. The threshold distance may
be the threshold t discussed above. When the calculated dis-
tance is less than the threshold distance, process 600 proceeds
along the “yes” path to 622. However, when the calculated
distance is greater or equal to the threshold distance, process
600 proceeds along the “no” path to 624.

[0086] At 622, the private input generated by the first site
102 at 614 and used for solving the joint portion of the
distance function at 618 is categorized as matching the private
input similarly generated by the second site 104. The match of
the two private inputs indicates that the objects from which
the private inputs were originally created are the same object.
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[0087] At 624, when the distance calculated by the distance
function is equal or greater than the threshold, the private
inputs are interpreted as being different and both sites learn
that the objects do not match without sharing any distinguish-
ing information about their respective video feeds.

EXAMPLES

[0088] The four distance metric learning techniques dis-
cussed above PRDC, PRDC without absolute values, MCC,
and BTDC are compared using four datasets. Each dataset
consists of the snapshots of several different objects and each
object has two images captured by different cameras. Thus,
the datasets provide still images corresponding to individual
frames captured by a video camera.

[0089] Two of the datasets are public datasets, Viewpoint
Invariant Pedestrian Recognition (VIPeR) and Imagery
Library for Intelligent Detection Systems (iL.IDS). VIPeR is a
large publically available person re-identification dataset. It
consists of the well-cropped snapshot images of 632 people
taken outdoors. For each person, two images are captured
under different viewing angles and lighting conditions which
make the appearance vary and increase the difficulty of the
re-identification. The iLIDS dataset is extracted from a mul-
tiple-camera tracking video scenario captured in an airport
area.

[0090] Two private datasets are also used. The private
datasets were created by collecting multiple video clips from
two video cameras pointing at two different adjacent streets.
Multiple video clips were collected from each camera at
different times of day for a total of 207 minutes of video.
Because the cameras are at different locations, the size and
perspective of the objects they capture is different. Images of
114 people from 100 minutes of the video were extracted to
create a human dataset. A car dataset was created by extract-
ing images of 83 cars from 40 minutes of video clips.
[0091] In order to reduce the impact by errors in object
localization, snapshots from the human dataset or the car
dataset were manually cropped around the objects. The public
datasets, VIPer and iLIDS, provide cropped objects. An input
feature vector is extracted from images of humans in the
dataset by using color histogram as the input feature. Color
histogram is resilient against the scale of the object. For
images of cars, multiple stripes are extracted based on the
principal axis of the car using color histogram. By extracting
multiple stripes the feature representation of the car is rota-
tion invariant.

[0092] Before testing the four different techniques, training
set size and quantization levels were determined experimen-
tally. The size of the training set affects matching accuracy. A
larger training set generally leads to higher matching accu-
racy. Accuracy is evaluated with Receiver Operational Char-
acteristic (ROC) curves. A ROC curve is commonly used for
binary classification evaluation. The true positive rate (TPR)
is presented along the vertical axis and the false positive rate
(FPR) is presented along the horizontal axis. Changes in the
shape of a ROC curve can be investigated for different meth-
ods and inputs. The more accurate that a matching method is,
the closer the ROC curve will be to the upper-left corner of the
graph. The upper-left corner of an ROC graph corresponds to
a desirable condition of high TPR and low FPR.

[0093] FIG. 7 shows ROC curves generated by different
training set sizes. Comparison was performed on images from
the VIPeR dataset. The training set sizes tested are 20, 50, 80,
and 100 objects. Accuracy increases as the training set size
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increases from 20 to 120. However, the accuracy improves
only slightly when the size of training set increases from 80 to
100. Accordingly, 80 randomly selected objects are used as
the training set for experiments performed with the VIPer,
iLIDS, and human datasets. The car dataset contains images
of'only 83 cars so a smaller number of objects, 68, were used
for training.

[0094] FIG. 8 shows ROC curves generated by different
quantization levels. As discussed above, an input vector is
quantized into one of a finite set of prescribed integer values
in order to generate and integer input to a Boolean circuit for
secure computation. The larger the quantization level, the
smaller the negative impact on accuracy. Different quantiza-
tion levels were tested on images from the VIPeR dataset. The
curve showing “real value” presents results obtained by using
original real value of a vector without quantization. Accuracy
increases as quantization increases from 32 bits to 256 bits. A
quantization level of less than 64 bits results in a loss of
accuracy. To minimize the loss of accuracy, 256 (1=8) levels
are used in the experiments described below.

[0095] Accuracy results were tested for each of the four
distance metric learning techniques—PRDC, PRDC without
absolute values, MCC, and BTDC—on each of the four
datasets. In the testing 15 objects were used as the testing set
with 80 objects (68 for the car dataset) used as training
objects. The training set and testing set do not overlap, i.e.,
each object only appears either in training set or testing set. In
the training set, a pair of snapshots of each person or car under
different views form the positive set @#, and all pairs of
images of different people are the negative set @ ”. These sets
are used in learning the parameters mentioned in above in the
discussion of distance metric learning. The accuracy curves
shown for a given distance metric learning technique in FIGS.
9-12 are generated from the average of ten separate trials.
[0096] FIG. 9 shows the ROC curves under different
matching functions when tested against the VIPeR dataset.
The PRDC without absolute values distance metric learning
technique had significantly lower accuracy than the other
three techniques. The BTDC distance metric learning tech-
nique derived above, obtains similar performance to MCC
while reducing the computational cost.

[0097] FIG. 10 shows the ROC curves under different
matching functions when tested against the iLIDS dataset.
Similar to FIG. 9, the BTDC technique achieves a similar
level of accuracy as the MCC technique. The overall perfor-
mance of all the methods with respect to iLLIDS dataset is
slightly lower than that for the VIPeR dataset due to the
presence of occlusions in front of foreground objects.
[0098] FIG. 11 shows the ROC curves under different
matching functions when tested against the human dataset.
The BTDC technique has accuracy that is comparable to the
PRDC and MCC techniques, while the PRDC without abso-
lute values has much lower accuracy. FI1G. 12 shows the ROC
curves under different matching functions when tested
against the car dataset. The results are similar to FIG. 11.
[0099] Tables VI-IX below show the relationship between
matching accuracy and performance for the four different
distance metric learning techniques. The measure of perfor-
mance of a technique is represented by the number of non-
XOR gates calculated using the above equations for deter-
mining circuit size. In all cases shown in the following tables,
the quantization level is 1=8 and d=3456. The other param-
eters are shown with each table. Area Under an ROC Curve
(AUC) is used to represent accuracy characteristics of each
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method because the closer a given ROC curve is to the up-left
corner the more accurate the method was that generated that
ROC curve and the larger the AUC. AUC value ranges from 0
to 1.

TABLE VI

VIPER Dataset (L = 3; q = 69)

technique non XOR gates AUC
PRDC 1,508,070 0.8335
PRDC w/o abs 435 0.6708
MCC 10,009 0.8971
BTDC 1,729 0.8934
TABLE VII
iL.IDS Dataset (L. = 3; q =76)
technique non XOR gates AUC
PRDC 1,508,070 0.8151
PRDC w/o abs 435 0.6646
MCC 11,022 0.8697
BTDC 1,902 0.8653
TABLE VIII

Human Dataset (L = 2 for PRDC, L = 15 for
PRDC w/o abs: q =73)

technique non XOR gates AUC

PRDC 1,033,027 0.8452

PRDC w/o abs 2,175 0.7244

MCC 10,878 0.9001

BTDC 1,878 0.9042
TABLE IX

CarDataset (L = 2 for PRDC, L = 3 for PRDC w/o abs; g = 53)

technique non XOR gates AUC

PRDC 1,033,027 0.8336

PRDC w/o abs 435 0.7907

MCC 7,667 0.9207

BTDC 1,327 0.9210
[0100] The results shownin Tables VI-IX indicate that even

though the PRDC without absolute values technique results
in the smallest number of non XOR gates, this technique has
much lower accuracy than any of the other techniques. The
other three techniques PRDC, MCC, and BTDC provide
similar accuracy. However, the BTDC technique is much
more computationally efficient having average 748 times
fewer non XOR gates than PRDC and 6 times fewer non XOR
gates than MCC.

[0101] FIG. 13 shows performance results for secure
matching using the BTDC technique. The system used for
this test includes two netbooks each with a 1 GHz processor
and 2 GB memory that run Windows 8 with a network emu-
lator to create a round-trip network delay of 100 ms between
the netbooks.

[0102] The total time from the client issuing the match
request to it recovering the result of the match in seconds for
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this test system is shown on the vertical axis of FIG. 13. This
time includes the time for initial handshake in which the client
learns about the ports on which the server processes are
running and the time to start client and server processes.
Randomly selected feature vectors are used for matching.
Matching performance does not depend on the values in the
feature vector; it only depends on the size of the feature
vector, which is independent of the objects being matched. In
the experiments used to generate FIG. 13 g=128, 1=8, and
t=9280. Thus, the number of non XOR gates to the garbled
circuit used in the BTDC technique is 3,199. Ten different
trials were performed for each number of objects the mean of
the trials is plotted in FIG. 13. The time it takes to securely
match objects increases linearly with the number of objects
that need to be matched. For single-object matches, the time
is roughly 4 seconds. For matching 4-16 objects, the total time
amounts to roughly 3 seconds per match. Thus, as many as 20
objects may be securely matched in under a minute.

CONCLUSION

[0103] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the spe-
cific features or acts described above. Rather, the specific
features and acts are disclosed as example forms of imple-
menting the claims.

1. A system comprising:

one or more processing elements;

an object detection module communicatively coupled to or
integrated with the one or more processing elements and
configured to detect a first object when the first object is
in view of a first video camera associated with a first site;

a feature vector module communicatively coupled to or
integrated with the one or more processing elements and
configured to extract a first feature vector from the first
object;

a preprocessing module communicatively coupled to or
integrated with the one or more processing elements and
configured to perform local processing of the first fea-
ture vector by normalizing the first feature vector and
quantizing the first feature vector into an integer value to
form a first secure input;

a garbled circuit generator communicatively coupled to or
integrated with the one or more processing elements and
configured to generate a Boolean circuit for a jointly-
computed portion of a vector distance function, wherein
inputs to the Boolean circuit comprise the first secure
input from the first site and a second secure input from a
second site, the second secure input generated by pro-
cessing a second feature vector generated from a second
object that was in view of a second video camera asso-
ciated with the second site;

amatch query module communicatively coupled to or inte-
grated with the one or more processing elements and
configured to send a query to the second site to request
participation in solving the jointly-computed portion of
the vector distance function; and

a joint computation module communicatively coupled to
or integrated with the one or more processing elements
and configured to solve the jointly-computed portion of
the vector distance function with the second site to deter-
mine if the first object is the same as the second object.
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2. The system of claim 1, wherein the first and second
feature vectors comprise at least one of color histograms or
texture histograms.

3. The system of claim 1, wherein the Boolean circuit does
not include multiplication circuits.

4. The system of claim 1, further comprising a database
communicatively coupled to or integrated with the one or
more processing elements and configured to store the first
feature vector for later comparison.

5. The system of claim 1, further comprising an alert mod-
ule communicatively coupled to or integrated with the one or
more processing elements and configured to generate a real-
time alert if the first object is the same as the second object.

6. The system of claim 5, wherein at least one of the feature
vector module, the preprocessing module, the garbled circuit
generator, the match query module, or the joint computation
module is implemented in a hardware logic component.

7. One or more computer-readable media having com-
puter-executable instructions which, when executed by one or
more processing elements, cause a computing system to:

obtain a first feature vector of a first object viewed by first

video camera;

issue a secure match evaluation request to a peer comput-

ing system;
jointly compute at least a portion of a distance function
over a first input derived from the first feature vector and
a second input derived by the peer computing system
from a second feature vector of a second object viewed
by a second video camera, without disclosing either
feature vector to another computing system; and

characterize, based at least in part on an output of the
distance function, the first object and the second object
as the same or different.

8. The media of claim 7, wherein the distance function
comprises determining a histogram intersection function for
the first input and the second input.

9. The media of claim 7, wherein the first input comprises
a transformation of the first feature vector to a lower dimen-
sionality vector.

10. The media of claim 9, wherein the transformation com-
prises Principal Component Analysis (PCA) and linear map-
ping.

11. The media of claim 7, wherein the computer-execut-
able instructions further cause the computing system to issue
the secure match evaluation request when the first object
matches an object of interest, enters the view of the first video
camera, or leaves the view of the first video camera.

12. The media of claim 7, wherein the computer-execut-
able instructions further cause the computing system to send,
as part of jointly computing the distance function, a garbled
version of a Boolean circuit of at least a portion of the distance
function to the peer computing system and wait for the peer
computing system to compute an output to the Boolean cir-
cuit.

13. The media of claim 12, wherein the Boolean circuit is
a computationally efficient circuit consisting of comparison,
minimum, and addition circuits.

14. A method for jointly computing a distance metric
between two vectors using secure two-party computing, the
method comprising:

obtaining a first feature vector derived from a first private

input;

solving a local computation portion of a distance function,

the local computation portion computed within a privacy
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boundary of a first entity that provided the first private
input to determine a first secure input;

solving, jointly with a second entity that has also indepen-
dently solved a same local computation portion of the
distance function for a second feature vector from a
second private input to determine a second secure input,
ajoint computation portion of the distance function that
takes the first secure input and the second secure input as
inputs;

comparing a computed distance determined by the distance
function to a threshold distance; and

when the computed distance is smaller than the threshold
distance, categorizing the first private input as matching
the second private input.

15. The method of claim 14, wherein the first and second
private inputs both comprise one or more of video, still
images, images of human faces, handwritten text, or biomet-
ric features.
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16. The method of claim 14, wherein the distance function
comprises a Metric learning by Collapsing Classes (MCC)
distance function transformed to a different vector space by a
linear projection matrix and having a Euclidean distance
function replaced with a histogram intersection function.

17. The method of claim 14, wherein the joint computation
portion of the distance function is constructed as a garbled
circuit.

18. The method of claim 17, wherein the garbled circuit
comprises a Boolean circuit comprising comparison, mini-
mum, and addition circuits and excluding multiplication cir-
cuits.

19. The method of claim 14, wherein the first secure input
is quantized into an integer value.

20. The method of claim 14, wherein the joint solving
comprising a single process using a transmission control pro-
tocol (TCP) port opened by the second entity exclusively for
comparisons against the second feature vector.
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