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CONT. FROM 
FIG. 4A 
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METHOD, NODE, MOBILE TERMINAL AND 
SYSTEM FOR DENTIFYING NETWORK 

TETHERING BEHAVOR 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of International 
Application No. PCT/CN2012/077227, filed on Jun. 20, 
2012, which is hereby incorporated by reference in its 
entirety. 

TECHNICAL FIELD 

0002 The present invention relates to the field of commu 
nications, and in particular, to a method, a node, a mobile 
terminal and a system for identifying a network tethering 
behavior. 

BACKGROUND 

0003) A network tethering (Tethering) behavior refers to a 
behavior that a to-be-networked device is connected to a 
mobile terminal by means of WiFi (Wireless Fidelity, wire 
less fidelity), Bluetooth, a USB (Universal Serial BUS, uni 
versal serial bus), or the like to implement mobile network 
tethering through the mobile terminal. The to-be-networked 
device includes, but is not limited to, a computer, a tablet 
computer, and a mobile terminal. A manner in which the 
computer, tablet computer or the like interacts with the 
mobile network is different from a manner in which the 
mobile terminal interacts with the mobile network. For 
example, for the manner in which the computer, tablet com 
puter or the like interacts with the mobile network, more P2P 
(Point to Point, point to point) downloading operations may 
be performed, which causes a great impact on the mobile 
network, aggravates congestion of the mobile network, and 
impacts the sale of services Such as a data card, thereby 
affecting the revenues of operators. Therefore, many opera 
tors hope to be able to identify and control the network teth 
ering behavior. 
0004. In the prior art, there are two methods for identifying 
a network tethering behavior. In solution 1, when an IP (Inter 
net Protocol, Internet protocol) packet is a Get request packet, 
a GGSN (Gateway General Packet Radio Service Support 
Node, gateway general packet radio service Support node) 
performs DPI (Deep Packet Inspection, deep packet inspec 
tion) parsing on the received Get packet, to determine a UA 
(User-Agent, user-agent) field in the Get packet. The UA is a 
special String header included in the Get packet, and stores 
information Such as an operating system and a version 
thereof, a browser and a version thereof, a browser rendering 
engine, a browser language, and a browser plug-in used by an 
IP packet sending device. The GGSN can determine a net 
work access type of the IP packet sending device according to 
information Such as the operating system in the UA, so as to 
distinguish whether the IP packet sending device accesses a 
network through a network tethering behavior. In solution 2, 
a separate APN (Access Point Name, access point name) is set 
for a to-be-networked device for a network tethering function 
and is independent of an APN of a mobile terminal, and then 
the GGSN can identify a network tethering behavior by iden 
tifying the APN. 
0005. In solution 1, if the mobile terminal performs a 
service without a Get packet, the GGSN cannot acquire a UA 
field in a Get packet, and cannot further identify a network 
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tethering behavior; if the mobile terminal performs a service 
with a Get packet, because browsers of a large part of mobile 
terminals can set UAS by themselves and users can also 
modify UAS, it is easy for the GGSN to identify a network 
tethering behavior wrongly. In solution 2, currently, only an 
iOS (iPhone Operating System, iPhone operating system) 
supports setting of a separate APN for the network tethering 
function, and an operator can configure an APN for the net 
work tethering function in the mobile terminal only when 
cooperating with Apple Inc., thereby having a narrow appli 
cable scenario. 

SUMMARY 

0006 Embodiments of the present invention provide a 
method, a node, a mobile terminal, and a system for identi 
fying a network tethering behavior, so as to improve accuracy 
of identifying a network tethering behavior and expand a 
range of applicable scenarios for identifying a network teth 
ering behavior. The technical solutions are as follows. 
0007. In an aspect, a method for identifying a network 
tethering behavior is provided, where the method includes: 
0008 receiving, by a gateway general packet radio service 
support node GGSN, an Internet protocol IP packet sent by a 
to-be-networked device and forwarded by a mobile terminal; 
0009 acquiring a time to live TTL value in the IP packet; 
0010 determining whether the acquired TTL value is dif 
ferent from a specified TTL value; and 
0011 if yes, determining that the to-be-networked device 
performs a network tethering behavior. 
0012 Specifically, the determining whether the acquired 
TTL value is different from a specified TTL value includes: 
determining, by the GGSN, whether the TTL value in the IP 
packet is 1 less than the specified TTL value. 
0013 Further, before the receiving, by a gateway general 
packet radio service support node GGSN, an Internet protocol 
IP packet sent by a to-be-networked device and forwarded by 
a mobile terminal, the method further includes: 
0014 receiving, by the GGSN, a packet data protocol PDP 
activation request which is sent by the mobile terminal and 
includes at least international mobile subscriber identity 
IMSI information; 
0015 sending the IMSI information to a policy and charg 
ing rules function PCRF: 
0016 receiving a policy and a rule which are delivered by 
the PCRF according to subscription information of subscriber 
corresponding to the IMSI information; and 
0017 sending an activation Success notification message 
to the mobile terminal. 
0018. Further, before the receiving a policy and a rule 
which are delivered by the PCRF according to subscription 
information of subscriber corresponding to the IMSI infor 
mation, the method further includes: 
0019 determining, by the PCRF and according to the 
IMSI information, whether a subscriber subscribes a network 
tethering service; 
0020 if yes, delivering a policy and a rule for subscription 
to the network tethering service to the GGSN, and 
0021 if not, delivering a policy and a rule for no subscrip 
tion to the network tethering service to the GGSN. 
0022. Further, after the determining that the to-be-net 
worked device performs a network tethering behavior, the 
method further includes: 
0023 if the GGSN already receives a notification message 
delivered by the PCRF, and the notification message carries 



US 2015/O 103697 A1 

an event trigger parameter for instructing the GGSN to report 
the network tethering behavior, reporting the network tether 
ing behavior to the PCRF, so that the PCRF notifies the 
mobile terminal that the to-be-networked device is using a 
network tethering service. 
0024. Further, the reporting the network tethering behav 
ior to the PCRF includes: 
sending, by the GGSN, a status parameter added on a GX 
interface to the PCRF, where the status parameter is used to 
mark a status of the network tethering behavior. 
0025. Further, after the determining that the to-be-net 
worked device performs a network tethering behavior, the 
method further includes: 
0026 processing, by the GGSN, the IP packet according 
to a preset policy and rule; or 
0027 processing, by the GGSN, the IP packet according 

to a policy and a rule delivered by the PCRF. 
0028. In another aspect, a method for identifying a net 
work tethering behavior is further provided, where the 
method includes: 
0029 receiving, by a mobile terminal, an Internet protocol 
IP packet sent by a to-be-networked device; 
0030 modifying a time to live TTL value in the IP packet; 
and 
0031 forwarding the IP packet including the modified 
TTL value to a gateway general packet radio service Support 
node GGSN, so that the GGSN identifies a network tethering 
behavior of the to-be-networked device according to the 
modified TTL value. 
0032 Specifically, the modifying a time to live TTL value 
in the IP packet includes: 
subtracting, by the mobile terminal, 1 from the TTL value in 
the IP packet. 
0033. Further, before the receiving, by a mobile terminal, 
an Internet protocol IP packet sent by a to-be-networked 
device, the method further includes: 
0034) sending, by the mobile terminal, a packet data pro 
tocol PDP activation request including at least international 
mobile subscriber identity IMSI information to the GGSN, so 
that the GGSN sends the IMSI information to a policy and 
charging rules function PCRF; and 
0035 after the GGSN receives a policy and a rule which 
are delivered by the PCRF according to subscription infor 
mation of subscriber corresponding to the IMSI information, 
receiving an activation Success notification message sent by 
the GGSN. 
0036. In still another aspect, a gateway general packet 
radio service support node GGSN is further provided, where 
the GGSN includes: 

0037 a first receiving module, configured to receive an 
Internet protocol IP packet sent by a to-be-networked device 
and forwarded by a mobile terminal; 
0.038 an acquiring module, configured to acquire a time to 
live TTL value in the IP packet; 
0039 a determining module, configured to determine 
whether the acquired TTL value is different from a specified 
TTL value; and 
0040 an identifying module, configured to, if the deter 
mining module determines that the acquired TTL value is 
different from the specified TTL value, determine that the 
to-be-networked device performs a network tethering behav 
1O. 
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0041. The determining module is configured to determine 
whether the TTL value in the IP packet is 1 less than the 
specified TTL value. 
0042. The GGSN further includes: 
0043 a second receiving module, configured to receive a 
packet data protocol PDP activation request which is sent by 
the mobile terminal and includes at least international mobile 
subscriber identity IMSI information; 
0044 a first sending module, configured to send the IMSI 
information to a policy and charging rules function PCRF: 
0045 a third receiving module, configured to receive a 
policy and a rule which are delivered by the PCRF according 
to Subscription information of Subscriber corresponding to 
the IMSI information; and 
0046 a second sending module, configured to send an 
activation Success notification message to the mobile termi 
nal. 
0047. The GGSN further includes: 
0048 a reporting module, configured to, if the GGSN 
already receives a notification message delivered by the 
PCRF, and the notification message carries an event trigger 
parameter for instructing the GGSN to report the network 
tethering behavior, report the network tethering behavior to 
the PCRF, so that the PCRF notifies the mobile terminal that 
the to-be-networked device is using a network tethering Ser 
W1C. 

0049. The reporting module is configured to send a status 
parameter added on a GX interface to the PCRF, where the 
status parameter is used to mark a status of the network 
tethering behavior. 
0050. The GGSN further includes: 
0051 a first processing module, configured to process the 
IP packet according to a preset policy and rule; or 
0052 a second processing module, configured to process 
the IP packet according to a policy and a rule delivered by the 
PCRF. 

0053. In yet another aspect, a mobile terminal is further 
provided, where the mobile terminal includes: 
0054 a fourth receiving module, configured to receive an 
Internet protocol IP packet sent by a to-be-networked device: 
0055 a modifying module, configured to modify a time to 
live TTL value in the IP packet; and 
0056 a forwarding module, configured to forward the IP 
packet including the modified TTL value to a gateway general 
packet radio service support node GGSN, so that the GGSN 
identifies a network tethering behavior of the to-be-net 
worked device according to the modified TTL value. 
0057 The modifying module is configured to subtract 1 
from the TTL value in the IP packet. 
0058. The mobile terminal further includes: 
0059 a third sending module, configured to send a packet 
data protocol PDP activation request including at least inter 
national mobile subscriber identity IMSI information to the 
GGSN, so that the GGSN sends the IMSI information to a 
policy and charging rules function PCRF; and 
0060 a fifth receiving module, configured to, after the 
GGSN receives a policy and a rule which are delivered by the 
PCRF according to subscription information of subscriber 
corresponding to the IMSI information, receive an activation 
success notification message sent by the GGSN. 
0061. In yet another aspect, a system for identifying a 
network tethering behavior is further provided, where the 
system includes the gateway general packet radio service 
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support node GGSN described in the foregoing and the 
mobile terminal described in the foregoing. 
0062. The technical solutions provided in the embodi 
ments of the present invention have the following beneficial 
effects: 
0063. An IP packet sent by a to-be-networked device and 
forwarded by a mobile terminal is received, a TTL value in the 
IP packet is acquired, and if it is determined that the acquired 
TTL value is different from a specified TTL value, it is deter 
mined that the mobile terminal modifies the TTL value and it 
is further determined that the IP packet is forwarded by the 
mobile terminal, thereby determining that the to-be-net 
worked device performs a network tethering behavior. A TTL 
value exists in each IP packet, so a method for identifying a 
network tethering behavior according to the modified TTL 
value avoids a problem in the prior art that a network tethering 
behavior cannot be determined when no UA field exists in a 
Get packet, and improves accuracy of identifying a network 
tethering behavior. Moreover, an operating system corre 
sponds to a fixed TTL value, so the method for identifying a 
network tethering behavior according to the modified TTL 
value is applicable to any operating system, thereby expand 
ing a range of applicable scenarios for identifying a network 
tethering behavior. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0064. To describe the technical solutions according to the 
embodiments of the present invention more clearly, the fol 
lowing briefly describes accompanying drawings required for 
describing the embodiments. Apparently, the accompanying 
drawings in the following description show merely some 
embodiments of the present invention, and persons of ordi 
nary skill in the art may still derive other drawings according 
to these accompanying drawings without creative efforts. 
0065 FIG. 1 is a flow chart of a method for identifying a 
network tethering behavior according to Embodiment 1 of the 
present invention; 
0066 FIG. 2 is a flow chart of a method for identifying a 
network tethering behavior according to Embodiment 2 of the 
present invention; 
0067 FIG. 3 is a flow chart of a method for identifying a 
network tethering behavior according to Embodiment 3 of the 
present invention; 
0068 FIG. 4A and FIG. 4B area flow charts of a method 
for identifying a network tethering behavior according to 
Embodiment 4 of the present invention; 
0069 FIG. 5 is a schematic diagram of an application flow 
of a method for identifying a network tethering behavior 
according to Embodiment 4 of the present invention; 
0070 FIG. 6 is a schematic structural diagram of a gate 
way general packet radio service Support node according to 
Embodiment 5 of the present invention; 
0071 FIG. 7 is a schematic structural diagram of a gate 
way general packet radio service Support node according to 
Embodiment 6 of the present invention; 
0072 FIG. 8 is a schematic structural diagram of a mobile 
terminal according to Embodiment 7 of the present invention; 
0073 FIG.9 is a schematic structural diagram of a mobile 
terminal according to Embodiment 8 of the present invention; 
and 
0074 FIG. 10 is a schematic structural diagram of a sys 
tem for identifying a network tethering behavior according to 
Embodiment 9 of the present invention. 
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DETAILED DESCRIPTION 

0075 To make the objectives, technical solutions and 
advantages of the present invention more comprehensible, the 
following further describes the embodiments of the present 
invention in detail with reference to the accompanying draw 
1ngS. 
0076. This embodiment relates to a behavior of a to-be 
networked device accessing a network through a mobile net 
work of a mobile terminal. The mobile network may include, 
but is not limited to, a GPRS (General Packet Radio Service, 
general packet radio service) network, a 3G (3rd-generation, 
3rd generation mobile communication technology) network, 
a WiFi network, and a WiMax (Worldwide Interoperability 
for Microwave Access, worldwide interoperability for micro 
wave access) network. The GPRS network is used as an 
example for description in the embodiments of the present 
invention, which is not specially stated hereinafter. 

Embodiment 1 

(0077 Referring to FIG. 1, this embodiment provides a 
method for identifying a network tethering behavior. The flow 
of the method is specifically as follows: 
(0078 101: A GGSN receives an IP packet sent by a to-be 
networked device and forwarded by a mobile terminal. 
(0079. The GGSN is a gateway GPRS support node, has a 
network-controlled information shielding function, and is 
capable of selecting an IP packet that can enter a GPRS 
network, so as to ensure security of the GPRS network. 
0080. The to-be-networked device refers to a device per 
forming a network access behavior through a GPRS network 
of a mobile terminal, and may include, but is not limited to, a 
computer, a tablet computer, and a mobile terminal. 
I0081. The IP packet is a data unit exchanged and transmit 
ted in the Internet protocol. 
I0082 102: Acquire a TTL (Time to Live, time to live) 
value in the IP packet. 
I0083. The TTL is a flag bit in a header of the IP packet and 
is used to indicate the number of network segments through 
which the IP packet is allowed to pass before the IP packet is 
discarded. The TTL value is generally related to an operating 
system, and a TTL value in an uplink IP packet of the to-be 
networked device is generally fixed. 
I0084 103: Determine whether the acquired TTL value is 
different from a specified TTL value. 
I0085 104: If yes, determine that the to-be-networked 
device performs a network tethering behavior. 
I0086. The network tethering behavior refers to a behavior 
that the to-be-networked device is connected to the mobile 
terminal by means of WiFi, Bluetooth, a USB, or the like to 
implement mobile network tethering through the mobile ter 
minal. 
I0087 Specifically, the determining whether the acquired 
TTL value is different from a specified TTL value may 
include: determining, by the GGSN, whether the TTL value 
in the IP packet is 1 less than the specified TTL value. 
I0088. Further, before the GGSN receives the IP packet 
sent by the to-be-networked device and forwarded by the 
mobile terminal, the method may further include: 
I0089 receiving, by the GGSN, a PDP (Packet Data Pro 
tocol, packet data protocol) activation request which is sent 
by the mobile terminal and includes at least IMSI (Interna 
tional Mobile Subscriber Identification Number, interna 
tional mobile subscriber identity) information; 
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0090 sending the IMSI information to a PCRF (Policy 
and Charging Rules Function, policy and charging rules func 
tion); 
0091 receiving a policy and a rule which are delivered by 
the PCRF according to subscription information of subscriber 
corresponding to the IMSI information; and 
0092 sending an activation Success notification message 
to the mobile terminal. 
0093. Further, before the receiving a policy and a rule 
which are delivered by the PCRF according to subscription 
information of subscriber corresponding to the IMSI infor 
mation, the method may further include: 
0094) determining, by the PCRF, according to the IMSI 
information, whether a subscriber subscribes a network teth 
ering service; 
0095 if yes, delivering a policy and a rule for subscription 

to the network tethering service to the GGSN, and 
0096 if not, delivering a policy and a rule for no subscrip 
tion to the network tethering service to the GGSN. 
0097. Further, after the determining that the to-be-net 
worked device performs a network tethering behavior, the 
method may further include: 
0098 if the GGSN already receives a notification message 
delivered by the PCRF, and the notification message carries 
an event trigger parameter for instructing the GGSN to report 
the network tethering behavior, reporting the network tether 
ing behavior to the PCRF, so that the PCRF notifies the 
mobile terminal that the to-be-networked device is using the 
network tethering service. 
0099 Further, the reporting the network tethering behav 
ior to the PCRF may include: 
sending, by the GGSN, a status parameter added on a GX 
interface to the PCRF, where the status parameter is used to 
mark a status of the network tethering behavior. 
0100 Further, after the determining that the to-be-net 
worked device performs a network tethering behavior, the 
method may further include: 
0101 processing, by the GGSN, the IP packet according 
to a preset policy and rule; or 
0102 processing, by the GGSN, the IP packet according 
to the policy and the rule delivered by the PCRF. 
0103) In the foregoing method provided in this embodi 
ment, an IP packet sent by a to-be-networked device and 
forwarded by a mobile terminal is received, a TTL value in the 
IP packet is acquired, and if it is determined that the acquired 
TTL value is different from a specified TTL value, it is deter 
mined that the mobile terminal modifies the TTL value and it 
is further determined that the IP packet is forwarded by the 
mobile terminal, thereby determining that the to-be-net 
worked device performs a network tethering behavior. A TTL 
value exists in each IP packet, so a method for identifying a 
network tethering behavior according to the modified TTL 
value avoids a problem in the prior art that a network tethering 
behavior cannot be determined when no UA field exists in a 
Get packet, and improves accuracy of identifying a network 
tethering behavior. Moreover, an operating system corre 
sponds to a fixed TTL value, so the method for identifying a 
network tethering behavior according to the modified TTL 
value is applicable to any operating system, thereby expand 
ing a range of applicable scenarios for identifying a network 
tethering behavior. 
0104 Moreover, if it is determined that a notification mes 
sage delivered by the PCRF is received, and the notification 
message carries an event trigger parameter for instructing the 
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GGSN to report the network tethering behavior, the network 
tethering behavior is reported to the PCRF, so that the PCRF 
can notify the mobile terminal that the to-be-networked 
device is using a network tethering service, and a Subscriber 
of the mobile terminal can control the network tethering 
behavior, thereby reducing the use of the network tethering 
service caused by misoperation, and making the identifica 
tion of the network tethering behavior more humanized. 

Embodiment 2 

0105 Referring to FIG. 2, this embodiment provides a 
method for identifying a network tethering behavior. The flow 
of the method is specifically as follows: 
0106 201: A mobile terminal receives an IP packet sent by 
a to-be-networked device. 
0107 202: Modify a TTL value in the IP packet. 
0108. After receiving the IP packet sent by the to-be-net 
worked device, the mobile terminal acquires the TTL value in 
the IP packet and modifies the acquired TTL value to indicate 
that the IP packet is sent by the to-be-networked device, so as 
to distinguish the IP packet from an IP packet sent by the 
mobile terminal to a GPRS network. 
0109. 203: Forward the IP packet including the modified 
TTL value to the GGSN, so that the GGSN identifies a net 
work tethering behavior of the to-be-networked device 
according to the modified TTL value. 
0110 Specifically, the modifying a TTL value in the IP 
packet may include: 
subtracting, by the mobile terminal, 1 from the TTL value in 
the IP packet. 
0111. Further, before the mobile terminal receives the IP 
packet sent by the to-be-networked device, the method may 
further include: 
0112 sending, by the mobile terminal, a PDP activation 
request including at least IMSI information to the GGSN, so 
that the GGSN sends the IMSI information to a PCRF; and 
0113 after the GGSN receives a policy and a rule which 
are delivered by the PCRF according to subscription infor 
mation corresponding to the IMSI information, receiving an 
activation Success notification message sent by the GGSN. 
0114. In the foregoing method provided in this embodi 
ment, an IP packet sent by a to-be-networked device is 
received, a TTL value in the IP packet is modified, and the IP 
packet including the modified TTL value is forwarded to the 
GGSN, so that the GGSN can determine, according to the 
modified TTL value, that the IP packet is forwarded by the 
mobile terminal, thereby identifying a network tethering 
behavior of the to-be-networked device. A TTL value exists in 
each IP packet, so a method for identifying a network tether 
ing behavior according to the modified TTL value avoids a 
problem in the prior art that a network tethering behavior 
cannot be determined when no UA field exists in a Getpacket, 
and improves accuracy of identifying a network tethering 
behavior. Moreover, an operating system corresponds to a 
fixed TTL value, so the method for identifying a network 
tethering behavior according to the modified TTL value is 
applicable to any operating system, thereby expanding a 
range of applicable scenarios for identifying a network teth 
ering behavior. 

Embodiment 3 

0115 Referring to FIG. 3, this embodiment provides a 
method for identifying a network tethering behavior, where 
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an IP packet is processed according to a policy and a rule 
preset by a GGSN. The flow of the method is specifically as 
follows: 
0116. 301: A mobile terminal receives an IP packet sent by 
a to-be-networked device and modifies a TTL value in the IP 
packet. 
0117. In this embodiment, the to-be-networked device 
refers to a device performing a network access behavior 
through a GPRS network of a mobile terminal, and may 
include, but is not limited to, a computer, a tablet computer, 
and a mobile terminal. Specifically, the to-be-networked 
device may be connected to the mobile terminal by means of 
WiFi, Bluetooth, a USB, or the like, and send the IP packet to 
the mobile terminal, and the mobile terminal forwards the IP 
packet to the GPRS network, thereby implementing a net 
work access behavior through the GPRS network of the 
mobile terminal. The IP packet is a data unit exchanged and 
transmitted in the Internet protocol. 
0118 ATTL is a flag bit in a header of the IP packet and is 
used to indicate the number of network segments through 
which the IP packet is allowed to pass before the IP packet is 
discarded. A TTL value is generally related to an operating 
system, and the TTL value in an uplink IP packet of a to-be 
networked device is generally fixed. TTL values of common 
operating systems are listed in Table 1. For example, a TTL 
value of Linux is 64, a TTL value of Apple iOS (Apple 
operating system) is 64, and a TTL value of Windows Phone 
is 128. 

TABLE 1. 

TTL Value. After 
Operating System TTL Value Network Tethering 

Windows XP. Vista 7 128 127 
Linux 64 63 

Apple Mac OS X 64 63 
Apple iOS 64 63 
Android 64 63 

Windows Phone 128 127 
Blackberry 128 127 
Symbian 69 68 

0119. In this embodiment, after receiving the IP packet 
sent by the to-be-networked device, the mobile terminal 
acquires the TTL value in the IP packet and modifies the 
acquired TTL value to indicate that the IP packet is sent by the 
to-be-networked device, so as to distinguish the IP packet sent 
by the to-be-networked device from an IP packet sent by the 
mobile terminal to the GPRS network. 
0120) Further, the modifying a TTL value in the IP packet 
may specifically be: Subtracting, by the mobile terminal. 1 
from the TTL value in the IP packet. For example, a Windows 
Phone is connected to an Apple iOS and implements a net 
work tethering behavior through the Apple iOS; and after 
receiving an IP packet sent by the Windows Phone, the Apple 
iOS acquires the TTL value in the IP packet which is 128, 
subtracts 1 from 128 to obtain 127, and replaces the original 
TTL value 128 with 127. 

0121 302: The mobile terminal forwards the IP packet 
including the modified TTL value to a GGSN. 
0122) In this embodiment, the GGSN is a gateway GPRS 
Support node, has a network-controlled information shielding 
function, and is capable of selecting an IP packet that can 
enter a GPRS network, so as to ensure security of the GPRS 
network. Moreover, the GGSN in this embodiment further 
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has a charging information collection function and is capable 
of collecting charging information related to GPRS network 
resources used by each mobile terminal. 
(0123. 303: The GGSN receives the IP packetforwarded by 
the mobile terminal. 
(0.124 304: The GGSN acquires the TTL value in the IP 
packet, and determines whether the acquired TTL value is 
different from a specified TTL value, and ifyes, executes 305: 
otherwise, the flow ends. 
(0.125. The specified TTL value is a fixed TTL value of an 
operating system. Referring to Table 1, the specified TTL 
value in this embodiment may be, but is not limited to, 128, 
64, or 69, and may be sent to the mobile terminal by the 
to-be-networked device, and the mobile terminal informs the 
GGSN of the specified TTL value. Moreover, the GGSN 
further acquires the TTL value in the received IP packet and 
determines whether the acquired TTL value is different from 
the specified TTL value. The determining whether the 
acquired TTL value is different from a specified TTL value 
may specifically be: determining, by the GGSN, whether the 
TTL value in the IP packet is 1 less than the specified TTL 
value. If the TTL value is 1 less than the specified TTL value, 
it is determined that the IP packet is sent by the to-be-net 
worked device and forwarded by the mobile terminal, thereby 
determining that the to-be-networked device performs a net 
work tethering behavior; and if the TTL value is equal to the 
specified TTL value, it is determined that the IP packet is 
generated and sent by the mobile terminal and the mobile 
terminal performs an autonomous network access behavior, 
thereby determining that the to-be-networked device does not 
perform a network tethering behavior. 
0.126. It is still assumed that the Windows Phone is con 
nected to the Apple iOS and implements the network tether 
ing behavior through the Apple iOS. If the Apple iOS for 
wards the IP packet of the Windows Phone, the TTL value in 
the IP packet acquired by the GGSN is 127. Because the 
specified TTL value is 128, 64 or 69, which is different from 
127, the GGSN determines that the Windows Phone performs 
the network tethering behavior. If the Apple iOS generates 
and sends the IP packet, the TTL value in the IP packet 
acquired by the GGSN is 64. Because the specified TTL 
values include 64, the GGSN determines that the Windows 
Phone does not perform the network tethering behavior and 
that the Apple iOS performs an autonomous network access 
behavior. 

0127. 305: The GGSN determines that the to-be-net 
worked device performs a network tethering behavior and 
processes the IP packet according to a preset policy and rule. 
I0128. In this embodiment, the GGSN reads the preset 
policy and rule to process the IP packet. The policy and rule 
are preset locally by the GGSN. Specifically, the GGSN sets 
different policies and rules for services provided by an opera 
tor. When the GGSN determines that the to-be-networked 
device performs the network tethering behavior, the GGSN 
acquires a service that a subscriber Subscribes, to acquire a 
policy and a rule corresponding to the service, and processes 
the IP packet according to the policy and rule. 
I0129. The processing, by the GGSN, the IP packet may 
include, but is not limited to, discarding the IP packet, or 
blocking the IP packet, or performing charging for the IP 
packet according to a charging rule of the GGSN. 
0.130. In the foregoing method provided in this embodi 
ment, an IP packet sent by a to-be-networked device and 
forwarded by a mobile terminal is received, a TTL value in the 
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IP packet is acquired, and if it is determined that the acquired 
TTL value is different from a specified TTL value, it is deter 
mined that the mobile terminal modifies the TTL value and it 
is further determined that the IP packet is forwarded by the 
mobile terminal, thereby determining that the to-be-net 
worked device performs a network tethering behavior. A TTL 
value exists in each IP packet, so a method for identifying a 
network tethering behavior according to the modified TTL 
value avoids a problem in the prior art that a network tethering 
behavior cannot be determined when no UA field exists in a 
Get packet, and improves accuracy of identifying a network 
tethering behavior. Moreover, an operating system corre 
sponds to a fixed TTL value, so the method for identifying a 
network tethering behavior according to the modified TTL 
value is applicable to any operating system, thereby expand 
ing a range of applicable scenarios for identifying a network 
tethering behavior. 

Embodiment 4 

0131 Referring to FIG. 4A and FIG.4B, this embodiment 
provides a method for identifying a network tethering behav 
ior, where an IP packet is processed according to a policy and 
a rule delivered by a PCRF. The flow of the method is spe 
cifically as follows: 
(0132) 401: A mobile terminal sends a PDP activation 
request including at least IMSI information to a GGSN. 
0133. In this embodiment, an IMSI is an international 
mobile subscriber identity and can uniquely identify a mobile 
subscriber. After being attached to a GPRS network through 
the IMSI information, the mobile terminal sends the PDP 
activation request including at least the IMSI information to 
the GGSN, so as to establish a data channel between the 
mobile terminal and the GPRS network through the PDP 
activation procedure. The PDP is a packet data protocol and is 
a network protocol used by an external PDN (Public Data 
Network, public data network) and a GPRS interface. 
0134 402: The GGSN receives the PDP activation request 
which is sent by the mobile terminal and includes at least the 
IMSI information, and sends the IMSI information to a PCRF. 
0135. In this embodiment, the GGSN does not have a 
charging function, so the PCRF needs to be deployed in the 
network, so as to perform charging for GPRS network 
resources used by the mobile terminal. The PCRF is used to 
formulate, according to service information, a policy and a 
rule, which may include, but is not limited to, data flow 
detection, threshold control, QoS (Quality of Service, quality 
of service) control, and flow-based charging. Generally, one 
network may include a plurality of PCRFs, where each PCRF 
can formulate a corresponding policy and a rule, and control, 
according to the policy and the rule, a mobile terminal man 
aged by the PCRF. 
0.136 403: The PCRF determines, according to the IMSI 
information, whether a subscriber subscribes a network teth 
ering service; if yes, executes 404; otherwise, executes 405. 
0.137 In this embodiment, subscription information of 
subscriber refers to information about a service subscribed to 
by a subscriber with an operator, where the service may 
include, but is not limited to, a GPRS mobile data service, a 
network tethering service, and a short message service. The 
Subscription information of Subscriber may be uniquely iden 
tified by the IMSI information, so the PCRF can acquire the 
corresponding Subscription information of Subscriber 
according to the IMSI information, and determine, according 
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to the subscription information of subscriber, whether the 
subscriber subscribes the network tethering service. 
I0138 404: The PCRF delivers a policy and a rule for 
subscription to the network tethering service to the GGSN, 
and 406 is executed. 

0.139. In this embodiment, the policy and the rule for sub 
Scription to the network tethering service are a policy and a 
rule designated by the operator for a subscriber already sub 
scribing to the network tethering service. For example, the 
operator sets a network tethering service where 5Yuan is paid 
for 30 Mbit GPRS traffic and 1 Yuan is charged for every 1 
Mbit excessive GPRS traffic, or sets a network tethering 
service where 20Yuan is paid for 150 Mbit GPRS traffic and 
2 Yuan is charged for every 1 Mbit excessive GPRS traffic, 
which is not limited in this embodiment. 

(O140 405: The PCRF delivers a policy and a rule for no 
subscription to the network tethering service to the GGSN. 
0.141. In this embodiment, the policy and the rule for no 
Subscription to the network tethering service are a policy and 
a rule designated by the operator for a subscriber not sub 
scribing to the network tethering service. For example, the 
operator sets that 1 Yuan is charged for every 1 Mbit GPRS 
traffic, or 2 Yuan is charged for every 1 Mbit GPRS traffic, 
which is not limited in this embodiment. 

0142. 406: The GGSN receives the policy and the rule 
which are delivered by the PCRF according to subscription 
information of subscriber corresponding to the IMSI infor 
mation. 

0143. In this embodiment, the GGSN stores the received 
policy and rule, so as to control the network tethering behav 
ior according to the policy and rule. 
0144. 407: The GGSN sends an activation success notifi 
cation message to the mobile terminal. 
0145 408: If the mobile terminal receives, within a speci 
fied time, the activation Success notification message sent by 
the GGSN, the mobile terminal receives an IP packet sent by 
a to-be-networked device. 

0146 In this embodiment, if the mobile terminal receives, 
within the specified time, the activation Success notification 
message sent by the GGSN, it indicates that a data channel 
between the mobile terminal and the GPRS network is com 
pletely established, and the mobile terminal can enable a 
network tethering function, to receive the IP packet sent by 
the to-be-networked device; and if the mobile terminal does 
not receive, within the specified time, the activation Success 
notification message sent by the GGSN, it indicates that a 
PDP activation procedure between the mobile terminal and 
the GPRS network fails, and in this case, the mobile terminal 
cannot be connected to the GPRS network, that is, the mobile 
terminal cannot enable a network tethering function. 
0147 409: The mobile terminal modifies a TTL value in 
the IP packet. 
0148 Specifically, after receiving the IP packet sent by the 
to-be-networked device, the mobile terminal acquires the 
TTL value in the IP packet and modifies the acquired TTL 
value to indicate that the IP packet is sent by the to-be 
networked device, so as to distinguish the IP packet from an 
IP packet sent by the mobile terminal to the GPRS network. 
0149 Further, the modifying a TTL value in the IP packet 
may specifically be: Subtracting, by the mobile terminal. 1 
from the TTL value in the IP packet. 
(O150 410: The mobile terminal forwards the IP packet 
including the modified TTL value to the GGSN. 
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0151. 411: The GGSN receives the IP packet forwarded by 
the mobile terminal. 

0152 412: The GGSN acquires the TTL value in the IP 
packet, and determines whether the acquired TTL value is 
different from a specified TTL value, and ifyes, executes 413; 
otherwise, the flow ends. 
0153 Specifically, for the determining whether the 
acquired TTL value is different from a specified TTL value, 
reference may be made to the description in step 304, and the 
details are not described here again. 
0154 413: The GGSN determines that the to-be-net 
worked device performs a network tethering behavior and 
processes the IP packet according to the policy and rule 
delivered by the PCRF. 
(O155 In this embodiment, the GGSN reads the policy and 
rule delivered by the PCRF, to process the IP packet. The 
policy and rule are preset by the PCRF. Specifically, the PCRF 
sets different policies and rules for services provided by the 
operator, and delivers the policies and rules to the GGSN, and 
the GGSN processes the IP packet. 
0156 Specifically, the processing, by the GGSN, the IP 
packet may include, but is not limited to, discarding the IP 
packet, or blocking the IP packet, or performing charging for 
the IP packet according to a charging rule delivered by the 
PCRF. 

0157 Optionally, the method may further include: if the 
GGSN already receives a notification message delivered by 
the PCRF, and the notification message carries an event trig 
ger parameter for instructing the GGSN to report the network 
tethering behavior, reporting the network tethering behavior 
to the PCRF, so that the PCRF notifies the mobile terminal 
that the to-be-networked device is using the network tethering 
service. 

0158. In this embodiment, the notification message is used 
to instruct the GGSN to report the network tethering behavior, 
and may be a CCA-I (Credit Control Answer-Initial, credit 
control answer-initial), or may also be another notification 
message, which is not limited in this embodiment. 
0159. The event trigger parameter is used to instruct the 
GGSN to report the network tethering behavior, which spe 
cifically indicates that, when the GGSN detects that an event 
of the network tethering behavior occurs, the GGSN is trig 
gered to report the event to the PCRF. 
(0160 Specifically, the PCRF can extend a value of Event 
Trigger (an event trigger parameter) on a GX interface, and 
adds Tethering REPORT as a value of Event-Trigger to 
instruct the GGSN to report the network tethering behavior, 
which is specifically as follows: 
<Event-Triggerd::=<AVP Header: AVP Code 1006, M-Bit 
set, V-Bit set, Vendor-ID 10415> 

Event-Trigger-Tethering REPORT (101) 

0161 The reporting the network tethering behavior to the 
PCRF may include: 
sending, by the GGSN, a status parameter added on the GX 
interface to the PCRF, where the status parameter is used to 
mark a status of the network tethering behavior. 
0162 Specifically, the status parameter added on the GX 
interface may be X-HW-Event-Status (an event status), where 
a structure of X-HW-Event-Status is as follows: 
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<X-HW-Event-Status)::=<AVP Header: AVP Code 2018, 
V-Bit set, Vendor-ID 2011 > 

(0163 START 
(0164. STOP) 
0.165 *|AVP 

(0166 The GGSN sends X-HW-Event-Status to the PCRF 
to mark the status of the network tethering behavior. For 
example, when the GGSN assigns START to X-HW-Event 
Status and sends X-HW-Event-Status to the PCRF, the PCRF 
finds, through reading, that a value of X-HW-Event-Status is 
START, and determines that the network tethering behavior 
starts; when the GGSN assigns STOP to X-HW-Event 
Status and sends X-HW-Event-Status to the PCRF, the PCRF 
finds, through reading, that a value of X-HW-Event-Status is 
STOP, and determines that the network tethering behavior 
ends. Definitely, another status parameter may also be added 
in X-HW-Event-Status to mark the status of the network 
tethering behavior, which is not limited in this embodiment. 
(0167 Preferably, after receiving X-HW-Event-Status sent 
by the GGSN, the PCRF may notify, through a mail or a short 
message, the mobile terminal that the to-be-networked device 
is currently using the network tethering service. Definitely, 
the PCRF may also notify, in another manner, the mobile 
terminal that the to-be-networked device is currently using 
the network tethering service, which is not limited in this 
embodiment. 
(0168 Referring to FIG. 5, FIG.5 is a schematic flow chart 
of a specific application of the method according to this 
embodiment. The specific process of identifying a network 
tethering behavior is as follows: 
(0169. 501: A mobile terminal sends a PDP activation 
request to a PCEF (Policy and Charging Enforcement Func 
tion, policy and charging enforcement function). 
(0170 The PCEF mainly includes functions of service data 
flow detection, policy enforcement, and flow-based charging 
and is located in a GGSN. 
(0171 502: The PCEF reports IMSI information to a PCRF 
through a CCR-I (Credit Control Request-Initial, credit con 
trol request-initial) message. 
(0172 503: The PCRF delivers a policy and a rule to the 
PCEF through a CCA-I message. 
(0173 If the PCRF delivers a policy and a rule for no 
subscription to a network tethering behavior, and the PCRF 
needs to notify the mobile terminal that a to-be-networked 
device is currently using a network tethering service, the 
PCRF further delivers a notification message to the GGSN 
through the CCA-I message. 
0.174 504: The PCEF sends an activation success notifi 
cation message to the mobile terminal. 
(0175 505: The PCEF receives an IP packet sent by the 
mobile terminal. 
(0176 506: The PCEF reports a network tethering behavior 
to the PCRF through a CCR-U (Credit Control Request 
Update, credit control request-update) message. 
(0177 507: The PCRF reports a response message to the 
PCEF through a CCA-U (Credit Control Answer-Update, 
credit control answer-update) message. 
(0178 508: The PCEF processes the IP packet according to 
the policy and the rule delivered by the PCRF. 
0179. In the method provided in this embodiment, an IP 
packet sent by a to-be-networked device and forwarded by a 
mobile terminal is received, a TTL value in the IP packet is 
acquired, and if it is determined that the acquired TTL value 
is different from a specified TTL value, it is determined that 
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the mobile terminal modifies the TTL value and it is further 
determined that the IP packet is forwarded by the mobile 
terminal, thereby determining that the to-be-networked 
device performs a network tethering behavior. A TTL value 
exists in each IP packet, so a method for identifying a network 
tethering behavior according to the modified TTL value 
avoids a problem in the prior art that a network tethering 
behavior cannot be determined when no UA field exists in a 
Get packet, and improves accuracy of identifying a network 
tethering behavior. Moreover, an operating system corre 
sponds to a fixed TTL value, so the method for identifying a 
network tethering behavior according to the modified TTL 
value is applicable to any operating system, thereby expand 
ing a range of applicable scenarios for identifying a network 
tethering behavior. 
0180 Moreover, if it is determined that a notification mes 
sage delivered by the PCRF is received, and the notification 
message carries an event trigger parameter for instructing the 
GGSN to report the network tethering behavior, the network 
tethering behavior is reported to the PCRF, so that the PCRF 
can notify the mobile terminal that the to-be-networked 
device is using a network tethering service, and a Subscriber 
of the mobile terminal can control the network tethering 
behavior, thereby reducing the use of the network tethering 
service caused by misoperation, and making the identifica 
tion of the network tethering behavior more humanized. 

Embodiment 5 

0181 Referring to FIG. 6, this embodiment provides a 
gateway general packet radio service Support node GGSN, 
where the GGSN may include: 
a first receiving module 601, configured to receive an IP 
packet sent by a to-be-networked device and forwarded by a 
mobile terminal; an acquiring module 602, configured to 
acquire a TTL value in the IP packet; 
a determining module 603, configured to determine whether 
the acquired TTL value is different from a specified TTL 
value; and 
an identifying module 604, configured to, if the determining 
module 603 determines that the acquired TTL value is differ 
ent from the specified TTL value, determine that the to-be 
networked device performs a network tethering behavior. 
0182 Specifically, if the determining module 603 deter 
mines that the TTL value is 1 less than the specified TTL 
value, the identifying module 604 determines that the IP 
packet is sent by the to-be-networked device and forwarded 
by the mobile terminal, thereby determining that the to-be 
networked device performs a network tethering behavior; and 
if the determining module 603 determines that the TTL value 
is equal to the specified TTL value, the identifying module 
604 determines that the IP packet is generated and sent by the 
mobile terminal and the mobile terminal performs an autono 
mous network access behavior, thereby determining that the 
to-be-networked device does not perform a network tethering 
behavior. 
0183. The GGSN provided in this embodiment can 
execute the method for identifying a network tethering behav 
ior according to any one of the foregoing method embodi 
ments. For the detailed process, reference may be made to 
description in the method embodiments, and details are not 
described here again. 
0184 The GGSN provided in this embodiment receives an 
IP packet sent by a to-be-networked device and forwarded by 
a mobile terminal, acquires a TTL value in the IP packet, 
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determines whether the acquired TTL value is different from 
a specified TTL value, and if yes, determines that the mobile 
terminal modifies the TTL value and further determines that 
the IP packet is forwarded by the mobile terminal, thereby 
determining that the to-be-networked device performs a net 
work tethering behavior. A TTL value exists in each IP 
packet, so a method for identifying a network tethering 
behavior according to the modified TTL value avoids a prob 
lem in the prior art that a network tethering behavior cannot be 
determined when no UA field exists in a Get packet, and 
improves accuracy of identifying a network tethering behav 
ior. Moreover, an operating system corresponds to a fixed 
TTL value, so the method for identifying a network tethering 
behavior according to the modified TTL value is applicable to 
any operating system, thereby expanding a range of appli 
cable scenarios for identifying a network tethering behavior. 

Embodiment 6 

0185. Referring to FIG. 7, this embodiment provides a 
gateway general packet radio service Support node GGSN, 
where a difference between the GGSN in this embodiment 
and the GGSN provided in Embodiment 5 is that: 
in this embodiment, the determining module 603 is config 
ured to determine whether the TTL value in the IP packet is 1 
less than the specified TTL value. 
0186. In this embodiment, the GGSN may further include: 
a second receiving module 605, configured to receive a PDP 
activation request which is sent by the mobile terminal and 
includes at least IMSI information; 
a first sending module 606, configured to send the IMSI 
information to a PCRF: 
a third receiving module 607, configured to receive a policy 
and a rule which are delivered by the PCRF according to 
Subscription information of Subscriber corresponding to the 
IMSI information; and a second sending module 608, config 
ured to send an activation Success notification message to the 
mobile terminal. 
0187. In this embodiment, the GGSN may further include: 
a reporting module 609, configured to, if the GGSN already 
receives a notification message delivered by the PCRF, and 
the notification message carries an event trigger parameter for 
instructing the GGSN to report the network tethering behav 
ior, report the network tethering behavior to the PCRF, so that 
the PCRF notifies the mobile terminal that the to-be-net 
worked device is using a network tethering service. 
0188 In this embodiment, the reporting module 609 is 
configured to send a status parameter added on a GX interface 
to the PCRF, where the status parameter is used to mark a 
status of the network tethering behavior. 
(0189 In this embodiment, the GGSN may further include: 
a first processing module 610, configured to process the IP 
packet according to a preset policy and rule; or 
a second processing module 611, configured to process the IP 
packet according to a policy and a rule delivered by the PCRF. 
(0190. The GGSN provided in this embodiment can 
execute the method for identifying a network tethering behav 
ior according to any one of the foregoing method embodi 
ments. For the detailed process, reference may be made to 
description in the method embodiments, and details are not 
described here again. 
(0191). The GGSN provided in this embodiment receives an 
IP packet sent by a to-be-networked device and forwarded by 
a mobile terminal, acquires a TTL value in the IP packet, 
determines whether the acquired TTL value is different from 
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a specified TTL value, and if yes, determines that the mobile 
terminal modifies the TTL value and further determines that 
the IP packet is forwarded by the mobile terminal, thereby 
determining that the to-be-networked device performs a net 
work tethering behavior. A TTL value exists in each IP 
packet, so a method for identifying a network tethering 
behavior according to the modified TTL value avoids a prob 
lem in the prior art that a network tethering behavior cannot be 
determined when no UA field exists in a Get packet, and 
improves accuracy of identifying a network tethering behav 
ior. Moreover, an operating system corresponds to a fixed 
TTL value, so the method for identifying a network tethering 
behavior according to the modified TTL value is applicable to 
any operating system, thereby expanding a range of appli 
cable scenarios for identifying a network tethering behavior. 
0192 Moreover, if it is determined that a notification mes 
sage delivered by the PCRF is received, and the notification 
message carries an event trigger parameter for instructing the 
GGSN to report the network tethering behavior, the network 
tethering behavior is reported to the PCRF, so that the PCRF 
can notify the mobile terminal that the to-be-networked 
device is using a network tethering service, and a Subscriber 
of the mobile terminal can control the network tethering 
behavior, thereby reducing the use of the network tethering 
service caused by misoperation, and making the identifica 
tion of the network tethering behavior more humanized. 

Embodiment 7 

(0193 Referring to FIG. 8, this embodiment provides a 
mobile terminal, where the mobile terminal includes: 
a fourth receiving module 801, configured to receive an IP 
packet sent by a to-be-networked device: 
a modifying module 802, configured to modify a TTL value in 
the IP packet, where 
after receiving the IP packet sent by the to-be-networked 
device, the mobile terminal acquires the TTL value in the IP 
packet, and modifies the acquired TTL value through the 
modifying module 802 to indicate that the IP packet is sent by 
the to-be-networked device, so as to distinguish the IP packet 
from an IP packet sent by the mobile terminal to a GPRS 
network; and 
a forwarding module 803, configured to forward the IP packet 
including the modified TTL value to a GGSN, so that the 
GGSN identifies a network tethering behavior of the to-be 
networked device according to the modified TTL value. 
0194 The mobile terminal provided in this embodiment 
can execute the method for identifying a network tethering 
behavior according to any one of the foregoing method 
embodiments. For the detailed process, reference may be 
made to description in the method embodiments, and details 
are not described here again. 
0.195 The mobile terminal provided in this embodiment 
receives an IP packet sent by a to-be-networked device, modi 
fies a TTL value in the IP packet, and forwards the IP packet 
including the modified TTL value to the GGSN, so that the 
GGSN can determine, according to the modified TTL value, 
that the IP packet is forwarded by the mobile terminal, 
thereby identifying a network tethering behavior of the to-be 
networked device. A TTL value exists in each IP packet, so a 
method for identifying a network tethering behavior accord 
ing to the modified TTL value avoids a problem in the prior art 
that a network tethering behavior cannot be determined when 
no UA field exists in a Get packet, and improves accuracy of 
identifying a network tethering behavior. Moreover, an oper 
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ating system corresponds to a fixed TTL value, so the method 
for identifying a network tethering behavior according to the 
modified TTL value is applicable to any operating system, 
thereby expanding a range of applicable scenarios for identi 
fying a network tethering behavior. 

Embodiment 8 

(0196. Referring to FIG. 9, this embodiment provides a 
mobile terminal, where a difference between the mobile ter 
minal in this embodiment and the mobile terminal provided in 
Embodiment 7 is that: in this embodiment, the modifying 
module 802 is configured to subtract 1 from the TTL value in 
the IP packet. 
0.197 In this embodiment, the mobile terminal may fur 
ther include: 

a third sending module 804, configured to send a PDP acti 
Vation request including at least IMSI information to a 
GGSN, so that the GGSN sends the IMSI information to a 
PCRF; and 
a fifth receiving module 805, configured to, after the GGSN 
receives a policy and a rule which are delivered by the PCRF 
according to Subscription information corresponding to the 
IMSI information, receive an activation success notification 
message sent by the GGSN. 
0198 The mobile terminal provided in this embodiment 
can execute the method for identifying a network tethering 
behavior according to any one of the foregoing method 
embodiments. For the detailed process, reference may be 
made to description in the method embodiments, and details 
are not described here again. 
0199 The mobile terminal provided in this embodiment 
receives an IP packet sent by a to-be-networked device, modi 
fies a TTL value in the IP packet, and forwards the IP packet 
including the modified TTL value to the GGSN, so that the 
GGSN can determine, according to the modified TTL value, 
that the IP packet is forwarded by the mobile terminal, 
thereby identifying a network tethering behavior of the to-be 
networked device. A TTL value exists in each IP packet, so a 
method for identifying a network tethering behavior accord 
ing to the modified TTL value avoids a problem in the prior art 
that a network tethering behavior cannot be determined when 
no UA field exists in a Get packet, and improves accuracy of 
identifying a network tethering behavior. Moreover, an oper 
ating system corresponds to a fixed TTL value, so the method 
for identifying a network tethering behavior according to the 
modified TTL value is applicable to any operating system, 
thereby expanding a range of applicable scenarios for identi 
fying a network tethering behavior. 

Embodiment 9 

0200 Referring to FIG. 10, this embodiment provides a 
system for identifying a network tethering behavior, where 
the system may include a gateway general packet radio Ser 
vice support node GGSN 1001 and a mobile terminal 1002. 
0201 The GGSN 1001 may be the GGSN according to 
Embodiment 5 or Embodiment 6, and the mobile terminal 
1002 may be the mobile terminal according to Embodiment 7 
or Embodiment 8. 

0202 The system for identifying a network tethering 
behavior provided in this embodiment can execute the 
method for identifying a network tethering behavior accord 
ing to any one of the foregoing method embodiments. For the 
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detailed process, reference may be made to description in the 
method embodiments, and details are not described here 
again. 
0203 The system for identifying a network tethering 
behavior provided in this embodiment receives an IP packet 
sent by a to-be-networked device and forwarded by a mobile 
terminal, acquires a TTL value in the IP packet, determines 
whether the acquired TTL value is different from a specified 
TTL value, and if yes, determines that the mobile terminal 
modifies the TTL value and further determines that the IP 
packet is forwarded by the mobile terminal, thereby deter 
mining that the to-be-networked device performs a network 
tethering behavior. A TTL value exists in each IP packet, so a 
method for identifying a network tethering behavior accord 
ing to the modified TTL value avoids a problem in the prior art 
that a network tethering behavior cannot be determined when 
no UA field exists in a Get packet, and improves accuracy of 
identifying a network tethering behavior. Moreover, an oper 
ating system corresponds to a fixed TTL value, so the method 
for identifying a network tethering behavior according to the 
modified TTL value is applicable to any operating system, 
thereby expanding a range of applicable scenarios for identi 
fying a network tethering behavior. 
0204 Moreover, if it is determined that a notification mes 
sage delivered by the PCRF is received, and the notification 
message carries an event trigger parameter for instructing the 
GGSN to report the network tethering behavior, the network 
tethering behavior is reported to the PCRF, so that the PCRF 
can notify the mobile terminal that the to-be-networked 
device is using a network tethering service, and a Subscriber 
of the mobile terminal can control the network tethering 
behavior, thereby reducing the use of the network tethering 
service caused by misoperation, and making the identifica 
tion of the network tethering behavior more humanized. 
0205. It should be noted that, when the system for identi 
fying a network tethering behavior provided in the embodi 
ment identifies a network tethering behavior, division of the 
foregoing functional modules is only used as an example for 
illustration. In an actual application, the foregoing functions 
may be allocated to and be completed by different functional 
modules according to requirements, that is, an internal struc 
ture of the apparatus is divided into different functional mod 
ules, so as to complete all or a part of functions described in 
the foregoing. Moreover, the gateway general packet radio 
service Support node, the mobile terminal, the system for 
identifying a network tethering behavior, and the method for 
identifying a network tethering behavior according to the 
foregoing embodiments belong to the same idea. For a 
detailed implementation process, reference may be made to 
the method embodiments, and details are not described here 
again. 
0206. The sequence numbers of the foregoing embodi 
ments of the present invention are merely for the convenience 
of description, and do not imply the preference among the 
embodiments. 
0207. Through the description of the foregoing implemen 
tation manners, persons skilled in the art can clearly under 
stand that, the present invention can be implemented through 
hardware, software, firmware, or a combination thereof. 
When implemented through software, the functions may be 
stored in a computer-readable medium or transmitted as one 
or more instructions or codes in the computer-readable 
medium. The computer-readable medium includes both a 
computer storage medium and a communication medium. 
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The communication medium includes any medium that 
facilitates transfer of a computer program from one place to 
another. The storage medium may be any available medium 
that can be accessed by a computer. Such computer-readable 
medium may include, by way of example and not by way of 
limitation, a RAM, a ROM, an EEPROM, a CD-ROM or 
other optical disk storage or magnetic disk storage media, or 
other magnetic storage devices, or any other media that can be 
used to carry or store desired program code in the form of 
instructions or data structures and can be accessed by a com 
puter. Moreover, any connection may be properly termed a 
computer-readable medium. For example, if the software is 
transmitted from a website, a server, or another remote source 
by using a coaxial cable, optical fiber, optical cable, twisted 
pair, digital subscriber line (DSL), or wireless technologies 
Such as infrared, radio, and microwave, the coaxial cable, 
optical fiber, optical cable, twisted pair, DSL, or wireless 
technologies Such as infrared, radio, and microwave are 
included in the definition of the medium. A disk (Disk) and a 
disc (disc), as used in the present invention, include a compact 
disc (CD), a laser disc, an optical disc, a digital versatile disc 
(DVD), a floppy disk and a blu-ray disc, where disks usually 
reproduce data magnetically, while discs reproduce data opti 
cally with lasers. Combinations thereofshall also be included 
within the protection scope of the computer-readable 
medium. The above descriptions are merely exemplary 
embodiments of the present invention, but are not intended to 
limit the present invention. Any modification, equivalent 
replacement, or improvement made without departing from 
the spirit and principle of the present invention should fall 
within the protection scope of the present invention. 
What is claimed is: 
1. A method for identifying a network tethering behavior, 

the method comprising: 
receiving, by a gateway general packet radio service Sup 

port node (GGSN), an Internet protocol (IP) packet sent 
by a to-be-networked device and forwarded by a mobile 
terminal; 

acquiring a time to live (TTL) value in the IP packet; 
determining whether the acquired TTL value is different 

from a specified TTL value; and 
if yes, determining that the to-be-networked device per 

forms a network tethering behavior. 
2. The method according to claim 1, wherein determining 

whether the acquired TTL value is different from the specified 
TTL value comprises: 

determining, by the GGSN, whether the TTL value in the 
IP packet is 1 less than the specified TTL value. 

3. The method according to claim 1, wherein before receiv 
ing, by the GGSN, the IP packet sent by the to-be-networked 
device and forwarded by the mobile terminal, the method 
further comprises: 

receiving, by the GGSN, a packet data protocol (PDP) 
activation request which is sent by the mobile terminal 
and comprises at least international mobile Subscriber 
identity (IMSI) information; 

sending the IMSI information to a policy and charging 
rules function (PCRF): 

receiving a policy and a rule which are delivered by the 
PCRF according to subscription information of sub 
scriber corresponding to the IMSI information; and 

sending an activation Success notification message to the 
mobile terminal. 
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4. The method according to claim3, wherein before receiv 
ing the policy and a rule which are delivered by the PCRF 
according to the Subscription information of Subscriber cor 
responding to the IMSI information, the method further com 
prises: 

determining, by the PCRF, according to the IMSI informa 
tion, whether a subscriber subscribes a network tether 
ing service; 

if yes, delivering a policy and a rule for Subscription to the 
network tethering service to the GGSN, and 

if not, delivering a policy and a rule for no subscription to 
the network tethering service to the GGSN. 

5. The method according to claim 1, wherein after deter 
mining that the to-be-networked device performs the network 
tethering behavior, the method further comprises: 

if the GGSN already receives a notification message deliv 
ered by a policy and charging rules function (PCRF), 
and the notification message carries an event trigger 
parameter for instructing the GGSN to report the net 
work tethering behavior, reporting the network tethering 
behavior to the PCRF, so that the PCRF notifies the 
mobile terminal that the to-be-networked device is using 
a network tethering service. 

6. The method according to claim 5, wherein the reporting 
the network tethering behavior to the PCRF comprises: 

sending, by the GGSN, a status parameter added on a GX 
interface to the PCRF, wherein the status parameter is 
used to mark a status of the network tethering behavior. 

7. The method according to claim 1, wherein after deter 
mining that the to-be-networked device performs a network 
tethering behavior, the method further comprises: 

processing, by the GGSN, the IP packet according to a 
preset policy and rule; or 

processing, by the GGSN, the IP packet according to a 
policy and a rule delivered by the PCRF. 

8. A method for identifying a network tethering behavior, 
the method comprising: 

receiving, by a mobile terminal, an Internet protocol (IP) 
packet sent by a to-be-networked device: 

modifying a time to live (TTL) value in the IP packet; and 
forwarding the IP packet comprising the modified TTL 

value to a gateway general packet radio service Support 
node (GGSN), so that the GGSN identifies a network 
tethering behavior of the to-be-networked device 
according to the modified TTL value. 

9. The method according to claim8, wherein modifying the 
time to live TTL value in the IP packet comprises: 

subtracting, by the mobile terminal, 1 from the TTL value 
in the IP packet. 

10. The method according to claim 8, wherein before 
receiving, by the mobile terminal, the IP packet sent by the 
to-be-networked device, the method further comprises: 

sending, by the mobile terminal, a packet data protocol 
(PDP) activation request comprising at least interna 
tional mobile subscriber identity (IMSI) information to 
the GGSN, so that the GGSN sends the IMSI informa 
tion to a policy and charging rules function (PCRF); and 

after the GGSN receives a policy and a rule which are 
delivered by the PCRF according to subscription infor 
mation of subscriber corresponding to the IMSI infor 
mation, receiving an activation Success notification mes 
sage sent by the GGSN. 

11. A gateway general packet radio service Support node 
(GGSN), comprising: 
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a first receiving module, configured to receive an Internet 
protocol (IP) packet sent by a to-be-networked device 
and forwarded by a mobile terminal; 

an acquiring module, configured to acquire a time to live 
(TTL) value in the IP packet; 

a determining module, configured to determine whether 
the acquired TTL value is different from a specified TTL 
value; and 

an identifying module, configured to, if the determining 
module determines that the acquired TTL value is dif 
ferent from the specified TTL value, determine that the 
to-be-networked device performs a network tethering 
behavior. 

12. The GGSN according to claim 11, wherein the deter 
mining module is configured to determine whether the TTL 
value in the IP packet is 1 less than the specified TTL value. 

13. The GGSN according to claim 11, further comprising: 
a second receiving module, configured to receive a packet 

data protocol (PDP) activation request which is sent by 
the mobile terminal and comprises at least international 
mobile subscriber identity (IMSI) information; 

a first sending module, configured to send the IMSI infor 
mation to a policy and charging rules function (PCRF); 

a third receiving module, configured to receive a policy and 
a rule which are delivered by the PCRF according to 
Subscription information of Subscriber corresponding to 
the IMSI information; and 

a second sending module, configured to send an activation 
Success notification message to the mobile terminal. 

14. The GGSN according to claim 11, further comprising: 
a reporting module, configured to, if the GGSN already 

receives a notification message delivered by a policy and 
charging rules function (PCRF), and the notification 
message carries an event trigger parameter for instruct 
ing the GGSN to report the network tethering behavior, 
report the network tethering behavior to the PCRF, so 
that the PCRF notifies the mobile terminal that the to-be 
networked device is using a network tethering service. 

15. The GGSN according to claim 14, wherein the report 
ing module is configured to send a status parameter added on 
a GX interface to the PCRF, wherein the status parameter is 
used to mark a status of the network tethering behavior. 

16. The GGSN according to claim 11, further comprising: 
a first processing module, configured to process the IP 

packet according to a preset policy and rule; or 
a second processing module, configured to process the IP 

packet according to a policy and a rule delivered by the 
(PCRF). 

17. A mobile terminal, comprising: 
a fourth receiving module, configured to receive an Internet 

protocol (IP) packet sent by a to-be-networked device: 
a modifying module, configured to modify a time to live 

(TTL) value in the IP packet; and 
a forwarding module, configured to forward the IP packet 

comprising the modified TTL value to a gateway general 
packet radio service support node (GGSN), so that the 
GGSN identifies a network tethering behavior of the 
to-be-networked device according to the modified TTL 
value. 

18. The mobile terminal according to claim 17, wherein the 
modifying module is configured to subtract 1 from the TTL 
value in the IP packet. 

19. The mobile terminal according to claim 17, further 
comprising: 
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a third sending module, configured to send a packet data 
protocol (PDP) activation request comprising at least 
international mobile subscriber identity (IMSI) infor 
mation to the GGSN, so that the GGSN sends the IMSI 
information to a policy and charging rules function 
(PCRF); and 

a fifth receiving module, configured to, after the GGSN 
receives a policy and a rule which are delivered by the 
PCRF according to subscription information of sub 
scriber corresponding to the IMSI information, receive 
an activation Success notification message sent by the 
GGSN. 

20. A system for identifying a network tethering behavior, 
comprising: 

a gateway general packet radio service Support node 
(GGSN), configured to: 
receive an Internet protocol (IP) packet sent by a to-be 

networked device and forwarded by a mobile termi 
nal, 

acquire a time to live (TTL) value in the IP packet; 
determine whether the acquired TTL value is different 
from a specified TTL value, and 

if the acquired TTL value is different from the specified 
TTL value, determine that the to-be-networked 
device performs a network tethering behavior; and 

a mobile terminal, configured to: 
receive an Internet protocol (IP) packet sent by a to-be 

networked device; 
modify a time to live (TTL) value in the IP packet; and 
forward the IP packet comprising the modified TTL 

value to the GGSN. 
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