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In such a way that R can be computed from (1) any k or more Ri components (k < n); or (i) S and anyone component of RI. The
secret components (R,, R,, ..., R ) are distributed to a number of authorized users. A multiple threshold secret sharing scheme

assigns various users In a group into one of a number of classes. Each user class has a corresponding threshold level that
Indicates the number of users that must come together with their assigned components to obtain access to the shared secret. The
multiple threshold scheme divides the secret into n components each having an assigned threshold level (i.e., the number of such
components that are required to obtain the secret). Any component having a lower threshold level can satisfy the role of a
component having a higher threshold level. The multiple threshold scheme provides a hierarchical scheme that allows the secret,
R, to be shared among different groups of people with different thresholds.
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Abstract

A method and apparatus are disclosed for managing
components of a secret key according to a secret sharing scheme. The
disclosed secret sharing scheme divides a secret value, R, into n secret
components (R;, R, ..., R,) and one super component, S, in such a way that R
can be computed from (1) any £ or more Ri components (k < n); or (i1) S and
anyone component of Ri. The secret components (R;, Ry .. , R,) are
distributed to a number of authorized users. A multiple threshold secret
sharing scheme assigns various users in a group into one of a number of
classes. Each user class has a corresponding threshold level that indicates the
number of users that must come together with their assigned components to
obtain access to the shared secret. The multiple threshold scheme divides the
secret 1nto n components each having an assigned threshold level (i.e., the
number of such components that are required to obtain the secret). Any
component having a lower threshold level can satisfy the role of a component
having a higher threshold level. The multiple threshold scheme provides a
hierarchical scheme that allows the secret, R, to be shared among different

groups of people with ditferent thresholds.
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METHOD AND APPARATUS FOR SECURE KEY MANAGEMENT
USING MULTI-THRESHOLD SECRET SHARING

Field of the Invention
The present invention relates generally to key management
techniques, and more particularly, to methods and apparatus for sharing a

secret key among a number of users.

Background of the Invention
Secret sharing techniques permit secure key management by

dividing a secret key into a number of key components, which are then
distributed to different people within a group. Thereafter, certain subsets of
individuals within the group can combine their key components to recover the
key. Secret sharing has proved to be very useful in many cryptographic
systems and applications other than cryptographic key management, such as
system access control and digital signatures. Secret sharing provides a
tradeoff between secrecy and reliability, rather than between safety and
convenience as with physical locks. Secret sharing schemes are 1deally suited
to applications in which a group of mutually suspicious individuals with
conflicting interests must cooperate. For a more detailed discussion of secret
sharing techniques, see, for example, B. Blakley et al., “Threshold Schemes
With Disenrollment,” Advances in Cryptology - CRYPTO 92, Lecture Notes
in Computer Science, 540-548 (1993); or A. Shamir, “How to Share a Secret,”
Communications of the ACM, Vol. 24, No. 11, 612-613 (Nov. 1979).

With the increasing utilization of the Internet, the number
of applications that can exploit secret sharing techniques has also
increased, such as electric voting and broadcast systems where a
minimum attendance is required. In some cases, the individual components
of the larger secret key may be equally important. In other cases,
however, some individual components of the larger secret may be

more important than other components. Conventional  secret
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sharing techniques, however, treat all of the individual components of the larger
secret, as well as the holders of such components, in the same manner. A need
therefore exists for an improved secret sharing technique that provides additional
flexibility for managing the individual components of the larger secret. A further
need exists for a secret sharing technique that provides hierarchical access to the
individual components of the larger secret to thereby share the secret among
different groups of people with different thresholds. Yet another need exists for
a secret sharing technique that allows a weight or importance to be assigned to

each individual component of the larger secret.

Summary of the Invention

Generally, a method and apparatus are disclosed for managing
components of a secret key according to a secret sharing scheme. The disclosed
secret sharing scheme divides a secret value, R, into n secret components (R, Ry,
.-+ R,) and one super component, S, in such a way that R can be computed from
(i) any k or more R; components (k < n); or (i1) S and any one component of R;.
The secret components (R;, R, -+ -, R;) are distributed to a number of authorized
users. The secret value, R, cannot be determined from any k-1 or fewer
components.

A multiple threshold secret sharing scheme is also disclosed that
assigns various users in a group into one of a number of classes. Each user class
has a corresponding threshold level that indicates the number of users that must
come together with their assigned components to obtain access to the shared
secret. The multiple threshold scheme divides the secret into n components each
having an assigned threshold level (i.e., the number of such components that are
required to obtain the secret). Any component having a lower threshold level
can satisfy the role of a component having a higher threshold level.

The present invention thus optionally allows a weight or threshold

level to be assigned to each individual component of the larger secret, R., tO

establish a multiple threshold secret sharing scheme. The multiple threshold

PCT/US02/29754




10

15

20

25

30

CA 02474736 2010-07-27

scheme provides a hierarchical scheme that allows the secret, R, to be shared among
different groups of people with different thresholds. Thus, a different number of
components may be required to recover the secret based on the threshold level within the
hierarchy.

Certain exemplary embodiments may provide a method for sharing a
secret key, the method comprising: distributing a plurality of components of the secret
key to a plurality of users, each of the components having an assigned weight and a
corresponding threshold level, wherein at least two components of the plurality of
components each has an assigned weight of &, and wherein any component of the at least
two components can satisfy a role of any other component that has a threshold level
higher than the threshold level corresponding to weight k; and providing the secret key 1f
the assigned weights associated with the plurality of components satisfies a predefined
condition.

Certain exemplary embodiments may provide a method for sharing a
secret key, the method comprising: distributing a plurality of components of the secret
key and one super component of the secret key to a plurality of users; and providing the
secret key 1f 1) at least one of the plurality of components of the secret key, and i1) the
super component are received.

Certain exemplary embodiments may provide a system for sharing a
secret key, comprising: a memory that stores computer-readable code; and a processor
operatively coupled to the memory, the processor configured to implement the computer-
readable code, the computer-readable code configured to: distribute a plurality of
components of the secret key to a plurality of users, each of the components having an
assigned weight and a corresponding threshold level, wherein at least two components of
the plurality of components each has an assigned weight of k, and wherein any
component of the at least two components can satisfy a role of any other component
having a threshold level higher than the threshold level corresponding to weight k; and
provide the secret key if the assigned weights associated with the plurality of
components satisties a predefined condition.

Certain exemplary embodiments may provide a system for sharing a
secret key, comprising: a memory that stores computer-readable code; and a processor

operatively coupled to the memory, the processor configured to implement the computer-
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readable code, the computer-readable code configured to: distribute a plurality of

components of the secret key and one super component of the secret key to a plurality of
users; and provide the secret key if 1) at least one of the plurality of components of the

secret key, and 11) the super component are received.

A more complete understanding of the present invention, as well as
further features and advantages of the present invention, will be obtained by reference to
the following detailed description and drawings.

Brief Description of the Drawings

FIG. 1 illustrates the generation of the » secret components (R;, R, ...,
R,) for a (k n)*-threshold secret sharing scheme in accordance with the present
ihvention;

FIG. 2 1llustrates the recovery of the secret value, R, in a (j, n)-scheme,
where 1 < j <k, from S and any one of the n secret components (R;, Rz, ... , Ry In
accordance with the present invention;

FIG. 3 illustrates the recovery of the secret, R, through the knowledge of a
projection j-dimension ball (j<k), together with the knowledge of S to recover the final
shared secret, R;

F1G. 4 1llustrates an exemplary network environment where the present
invention can operate;

FIG. 5 1s a schematic block diagram showing the architecture of an
exemplary access control manager of FIG. 4; and

FIG. 6 1s a flow chart describing an exemplary implementation of the

shared secret verification process of FIG. 5 incorporating features of the present

invention.

Detailed Description

A (k, n)-threshold secret sharing scheme is disclosed where a
secret value, R, is shared by dividing the secret value, R, into n secret

components (R;, R, ... , R;) and one super component, S, in such a way that R
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can be computed from (i) any k or more R; components (k < n); Or (ii) S and any
one component of R;. Thus, any k-1 or fewer componments, R;, leaves K
undetermined (in the sense that all its possible values are equally likely). The
value, S, is a super component, so that the shared secret can be recovered from
the super component value, S, and any one key component, R;.

According to another aspect of the invention, a multiple threshold
secret sharing scheme is disclosed that assigns various users in a group into one
of a number of classes. Each user class has a corresponding threshold level that
indicates the number of users that must come together with their assigned
components to obtain access to the shared secret, R. A secret, R, is divided into
n components each having an assigned threshold level (i.e., the number of such
components that are required to obtain the secret, R). For example, a multiple
threshold secret sharing scheme can be established where a total of seven users
are divided into two classes of users. A first class of users, assigned to
Threshold Level 3, is allowed to obtain the secret, R, provided three (3)
components from Threshold Level 3 are available. A second class of users,
assigned to Threshold Level 5, is allowed to obtain the secret, R, provided five
(5) components from Threshold Level 5 (or a lower threshold level) are
available. It is noted that any of the Threshold 3 users can serve as a Threshold 5
user. A secret component that is in a smaller threshold category (such as
Threshold 3) always has a higher importance or weight and can be used as a
secret component in a larger threshold category (such as Threshold 3).

Mathematically, an exemplary multiple threshold scheme having
two threshold levels (i and ), includes an (i, n)-threshold secret sharing scheme
(where 1<i< k) and a (j, m)-threshold secret sharing scheme (where j<m<n). The
(i, n)-threshold secret sharing scheme shares the secret value, R, in such a way
that all i components of the secret are also the secret components for the (j, m)-
threshold secret sharing scheme whenever i<j<k.

FIG. 1 illustrates the generation of the n secret components (R,

R, -+ -, R, for a (k, n)*-threshold secret sharing scheme in accordance with the
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present invention. As shown in FIG. 1, the super secret component, S, 1s at the
center of a sphere 100. Let

(cp - a)) + (62 - @)+ + (s - @)’ =R, | (1)
where the addition and multiplication are all operations in the finite field GF(q)
with prime character p.

Suppose R in equation (1) is the secret data to be shared. Ry, K, -
., R, are n points on the surface of the ball 100, and S is the center of the ball
100. Therefore, S = (a;, a», * * *, ar7). Thus, for a (3, 5)-threshold scheme,
equation (1) is populated with (k-1=2) elements to establish a two-dimensional
surface (a circle). Thus, for a (3, 5)-threshold scheme, equation (1) becomes:

(v - ar)’ + (%2 - a2)” = R, (1)

Given a particular value of R, equation (1”) fully defines a circle. The 5 users 1n
the (3, 5)-threshold scheme, corresponding to a Threshold Level 3, are issued
components selected from the surface defined by equation (1°).

To build a (4, 7)-threshold scheme on top of this (3, 5)-threshold
scheme, equation (1) is populated with (k-1=3) elements to establish a three-
dimensional surface (a sphere). Thus, for a (4, 7)-threshold scheme, equation (1)
becomes:

(x - @) + Gz - @) + (x3— a3)” = R, (1)

Given the same value of R as in the (3, 5) scheme, equation (1°’) fully defines a
sphere. In this example, the five users in the (3, 5)-threshold scheme are also
part of the (4, 7) scheme with the third coordinate being zero (0). The additional
two users in the (4, 7) scheme who are not members of Threshold Level 3 are
issued components selected from the surface of the sphere defined by equation
(1°”) that are not on the surface defined by equation (1°).

FIG. 2 illustrates the recovery of the secret value, R, in a (j, m)-
scheme, where j < k, from (i) any j components of the secret, R, or (i1) S and any
one of the n secret components (R, Rz, - - -, R,) in accordance with the present
invention. Given the j secret components (R;, Ry, - * *, R;), equation (1) can be

solved for R.
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The present invention thus provides a new secret sharing scheme,
referred to herein as a (k, n)*-scheme, in that it has the following properties:
1. Knowledge of any k or more pieces of R; makes R easily
computable (as shown in FIG. 2);

5 2. Knowledge of any k-1 or fewer pieces of R; leaves R
completely undetermined (in the sense that all its possible values are
equally likely);

3. R can be shared among different groups of people with
different thresholds. The secret component, R;, that i1s In a smaller

10 threshold category always has a higher importance and can be used as a

secret component in a larger threshold category;

4, Knowledge of S and any one of R; makes R easily

computable (it is noted that if S is an offset as described 1n conjunction

with FIG. 3, then R, should be replaced by the slice pass through O°);

15 J. Conventional secret sharing schemes are a special case of

the present invention,;

0. The size of each component does not exceed the size of

the original data when compared to the mechanical locks and key

solutions;

20 7. " When k is fixed, R; components can be dynamically added
or deleted (e.g., when individuals join or leave a company) without
affecting the other R; components.

The present invention is based on the fact that any k points, for

example, x; = (X717, X12, * * *, X1 1), X2 = (21, X22, =+, Xpe1)s " * o X = Xkt Xe2y *

25 -, Xxr1), on the surface of a (k-1)-dimension ball in equation (1) can uniquely

determine one and only one ball.

The above claim can be proved by solving the following system

of equations:

30
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(%11 - a7 + (g - @)+ - + (e - aps)* =R (2.1)

(%21 - ar)® + (22 - @g)* + +  + (s - A1) =R (2.2)
(2)

> 2 2
(X1 - a)”+ (2 - a2)" + + (s - 1) =R (2.k)
5 where a;, a, - - -, ar.; and R are unknown in linear system of equations (2).

10

15

20

25

By subtracting equation (2.1) from equations (2.2) through (2.k),

the following equation systems are obtained with a;, az, * - -, a7 as unknowns:

k-1 .
2(x17 - xp2) ap + * 20X je1 — X, k- 1)1 = Z (xg—x3) (3.1
=]

k-1
20x11 = X3p)ag + -+ + 2001 — X3 = Y, (x5 —x3)  (3.2) (3)
i=1

k-1
2011 — Xkp)ar +* 0+ 200051 — Xpg-1) A1 = Z (x-x)  (Bk)
i=1
Once a;, as, * * -, ax.; are solved from equation (3), R can be solved from any one
equation in Equation systems (2). This also proves that R can be computed

easily from .S and any one R;.
SECURITY ANALYSIS

It is assumed that k£ - 1 of the n components of the secret, R, are
revealed to an opponent. Similar to the above process, an equation system can
be obtained. The equality system will have only k£ - 1 equations, but with &
unknowns. Without the loss of generality, it is assumed that a;.; is unknown.
Since a;.; can be any possible value in the finite field GF(g), the system thus
obtained has g possible solutions. Thus, there is no knowledge of R that the
opponents can obtain even if they have the knowledge of £ — 1 components of R;,
and the chance for R to be any value in GF(g) is equal.

FIG. 3 illustrates the recovery of the secret, R, through the
knowledge of a projection ball having k& - 1-dimensions, together with the

knowledge of S to recover the final shared secret, R. The technique described in
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FIG. 3 can be used in cases such as broker management, discussed below. In a
multi-threshold implementation, the key components are selected to be within a
lower dimensional projection of the original ball, say i-dimension, i < k to obtain
an (i, n)*-threshold scheme. Thus, only p components (where p is any number
between i and n) are in the same i-dimensional projective ball of the original ball
in equation (1). Generally, the sphere can be sliced at different levels to recover
the whole sphere. S is the distance between the center of the ball to the plane
containing the points R; and R,. S is the strongest data value, in that knowledge
of S and knowledge of the slice O’ recovers the whole sphere.

A broker manager is a collection of software and hardware
components that allows for implementation of a secure identity and group
membership verification of users over a network, such as an IP network. The
computational model is based on a "Request/Response” mechanism. This
mechanism allows for the broker to (1) listen for incoming requests over a
private or public network, (2) apply the algorithm of the present invention for
identify and group membership verification, and (3) pass an encrypted
authorization information back to the underlying interface used by the user so
that it can be utilized for any subsequent communication with entities providing
services to users over an IP network. It is noted that these entities belong to the
group that the user had been verified to obtain services from.

For example, a service engineer needs to obtain digital cash from
his or her bank account. Meanwhile, the service engineer needs to remotely
repair a problem with a voice communication system belonging to company
ABC. In addition, the service engineer needs to obtain a legal paper over an
automated system that requires to the user to verify his or her identify before
releasing the paper to him or her. The engineer merely needs to login to the
broker manager to obtain an authorization information for all the service
engineer’s activities mentioned above. Once the service engineer has
successfully logged in and selected the entities he or she needs to interact with,

the identity and group membership verification with those three organizations are
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done simultaneously and transparently with the engineer having no real

knowledge of his or her authorization information.

EXAMPLE |
Let g =3 and p = 3. The 27 elements of the field GF(3°) can be

expressed as:

0 I o

o o =a+2 a=a + 2a

@ =20°+a+2 =0 +a+t] o =’ +2a+2
o’ =20 + 2 o =a+1 o’ =d +a

ol =0 +a+2 ol =a + 2 ol =

o™ = 20 ol = 2d° ol® = 2q + I

o’ =20 +a o' =g + 20+ 1 o’ = 20° + 20+ 2
o’ =20 +a+1 ol =of + 1 o° =20+ 2

o> = 20" + 2a =200 +20+1 a”=2"+1

with the primitive polynomial
Ax)=x +2x+ 1.

A 2-dimension ball 1s defined using

(x-a)y+@y-b’=R. (4)
The following four (4) points are selected as the key pieces:

Ri=(1,1) Ry = (0, o)

Rs = (o, a'%) Ri=(c, a')

It is further assumed that R;, R, and R; are available. The following system of
equations is obtained from equation (4):

(a-1)*+®-1)°=R

(@a-a)+®B-a) =R

(@a-a’) +({b-a) =R (5)

Following the procedure given in equation (3) to solve this system
of equations, we obtain:

{2(1 ~)a+2(1-adb=1->+1-0a

21-ada+2(1-a®b=1-a+1-0>
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a=0
b=0
5 With this solution, R equals 2 is obtained from any of the
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25
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equations in equation (5). Therefore, the shared secret is 2. R equals 2 is
recovered from any other three key components in a similar fashion. Thus, R
equals 2 can be recovered from Ry = (0, 0) and any other single R; from equation
(5).

FIG. 4 illustrates an exemplary network environment 400 where
the present invention can operate. As shown in FIG. 4, a group of users each
having a key component, R;, and employing a user computer device 430-1,
cooperate to obtain access to the complete shared secret, R, controlled by a key
manager 500, discussed below in conjunction with FIG. 5, over a network 410.
According to the present invention, a group of users collectively having (1) any &
or more pieces of R;, or (i) knowledge of S and any one of R; makes R easily
computable.

FIG. 5 is a schematic block diagram showing the architecture of
an exemplary key manager 500. The key manager 500 may be embodied as a
general purpose computing system, such as the general purpose computing
system shown in FIG. 5. The key manager 500 includes a processor 510 and
related memory, such as a data storage device 520, which may be distributed or
local. The processor 510 may be embodied as a single processor, or a number of
local or distributed processors operating in parallel. The data storage device 520
and/or a read only memory (ROM) are operable to store one or more
instructions, which the processor 510 is operable to retrieve, interpret and

execute.

As shown in FIG. 5, the data storage device 520 contains a user
enrollment process 530 that allows a user to register with the key manager 500

and controls the distribution of the key components, R;, to each user. The key
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components, R;, are generated in accordance with equation (1), in the manner
described above. In a multiple threshold embodiment, each user is issued a key
component, R;, having an assigned threshold level (i.e., the number of such
components that are required to obtain the entire secret, R). In addition, as
shown in FIG. 5 and discussed further below in conjunction with FIG. 6, the data
storage device 520 contains a shared secret verification process 600. The shared
secret verification process 600 allows a group of users to establish their identity
and obtain access to the complete shared secret, R, provided the group has (1) any
k or more pieces of R;, or (ii) knowledge of S and any one of R;.

FIG. 6 is a flow chart describing an exemplary implementation of
the shared secret verification process 600 incorporating features of the present
invention. As previously indicated, the shared secret verification process 600
allows a group of users to establish their identity and obtain access to the
complete shared secret, R, provided the group has (i) any k£ or more pieces of R;,
or (i1) knowledge of S and any one of R;.

The shared secret verification process 600 is initiated during step
610 when a request is received from one or more users to access Some resource
that requires knowledge of the shared secret, R. Once the request is received
during step 610, one or more key components, R;, and, optionally, the assigned
threshold levels (L), are received from the users during step 620.

A test is performed during step 630 to determine if, collectively,
the group has (i) any k or more pieces of R;, or (i1) knowledge of S and any one
of R;. If it is determined during step 630 that the group does not have (1) any L or
more pieces of R;, or (i1) knowledge of S and any one of R;, then access to the
requested resource is denied during step 640.

If, however, it is determined during step 630 that the group has (i)
any k or more pieces of R;, or (ii) knowledge of S and any one of R;, then the
group is allowed to access the requested resource during step 650. It is noted
that with (1) any £ or more pieces of R;, or (i1) knowledge of S and any one of R;,

then equation (1) can be solved for R. Program control then terminates.
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It is to be understood that the embodiments and variations shown
and described herein are merely illustrative of the principles of this invention and
that various modifications may be implemented by those skilled in the art

without departing from the scope and spirit of the invention.




10

I3

20

25

30

CA 02474736 2010-07-27

13

Claims

1. A method for sharing a secret key, the method comprising:

distributing a plurality of components of the secret key to a plurality of users,
each of the components having an assigned weight and a corresponding threshold level,
wherein at least two components of the plurality of components each has an assigned
weight of %, and wherein any component of the at least two components can satisty a role
of any other component that has a threshold level higher than the threshold level
corresponding to weight k; and

providing the secret key if the assigned weights associated with the plurality of

components satisfies a predefined condition.

2. The method of claim 1, wherein the plurality of components of a given

weight, k, are assigned using points on a k-1 dimensional surface defined using the secret

key.

3. The method of claim 1, wherein the plurality of components of a given

weight, k, can satisfy the role of a component having a threshold level higher than k.

4. The method of claim 1, wherein the weight is a threshold level and the
predefined condition is a particular number of the components that must exceed the

threshold level.

5. The method of claim 1, wherein the predefined condition 1s that a sum of the

weights must exceed a predefined level.

6. The method of claim 1, wherein a plurality of possible weights allows a

hierarchical arrangement of the plurality of users.

7. The method of claim 1, wherein the assigned weight 1s selected from a

plurality of possible weights.
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8. A method for sharing a secret key, the method comprising:

distributing a plurality of components of the secret key and one super component
of the secret key to a plurality of users; and

providing the secret key if 1) at least one of the plurality of components of the

secret key, and 11) the super component are received.

9. The method of claim 8, wherein the super component uniquely defines a

surface defined using the secret key.

10. The method of claim 8, wherein the super component is a center of a surface

defined using the secret key.

11. The method of claim 8, wherein the super component is an offset from a

center of a surtace defined using the secret key.

12. The method of claim 8, wherein the super component is assigned to a broker

manager.

13. A system for sharing a secret key, comprising;

a memory that stores computer-readable code; and

a processor operatively coupled to the memory, the processor configured to

implement the computer-readable code, the computer-readable code configured to:

distribute a plurality of components of the secret key to a plurality of users, each
of the components having an assigned weight and a corresponding threshold
level, wherein at least two components of the plurality of components each
has an assigned weight of &, and wherein any component of the at least two
components can satisty a role of any other component having a threshold
level higher than the threshold tevel corresponding to weight k; and

provide the secret key if the assigned weights associated with the plurality of

components satisfies a predefined condition.
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14. The system of claim 13, wherein the plurality of components of a given
weight, k, are assigned using points on a k-1 dimensional surface defined using the secret
key.

15. The system of claim 13, wherein the weight is a threshold level and the

5  predefined condition 1s a particular number of the components that must exceed the

threshold level.

16. The system of claim 13, wherein the predefined condition is that a sum of the
weights must exceed a predefined level.
10
17. A system tor sharing a secret key, comprising:
a memory that stores computer-readable code; and
a processor operatively coupled to the memory, the processor configured to
implement the computer-readable code, the computer-readable code configured to:
15 distribute a plurality of components of the secret key and one super component of
the secret key to a plurality of users; and
provide the secret key if 1) at least one of the plurality of components of the secret

key, and 11) the super component are received.

20 18. The system of claim 17, wherein the super component uniquely defines a

surface defined using the secret key.

19. The system of claim 17, wherein the super component is a center of a surface
defined using the secret key.
25
20. The system of claim 17, wherein the super component is an offset from a

center of a surface defined using the secret key.
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