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Method and Apparatus for a Computable, Large, Variable

and Secure Substitution Box

CLAIM OF PRIORITY
[0001] The present application for patent claims priority to provisional application
No. 61/751,541 entitled “Method and Apparatus for Computable, Large, Variable, and
Secure Substitution Box™ filed, January 11, 2013 the entire disclosure of which is
hereby expressly incorporated by reference.
BACKGROUND
Field
[0002] Various features relate to cryptography, and more particularly to methods and

apparatuses for implementing Substitution-boxes.
Background

[0003] In cryptography, a Substitution-box (S-box) is a basic component of symmetric
key algorithms that perform substitution. In block ciphers, they are typically used to
obscure the relationship between a key and cipher-text, and thus demonstrate Shannon's
property of confusion. The S-box represents a complex function that receives # input
bits and generates m output bits, such that the output has certain cryptographically
useful propertiecs. These properties include high non-linearity and balance, high
algebraic degree, strict avalanche criterion satisfaction, and other properties. Such
functions are hard to compute and are often represented as lookup tables, such as in the
Data Encryption Standard (DES) and Advanced Encryption Standard (AES). For
example, in AES an 8-bit input is replaced by the 8-bit value selected from an S-box. In
some cases, # may equal m so that the input and output to the S-box have the same bit
lengths.

[0004] If # is large, the lookup tables described above (or equivalently a network of
gates for a hardware implementation) can quickly become unwieldy. On the other hand,
a small # is by definition limited in nonlinearity and algebraic degree. Therefore, an S-
box having a large number of input bits that is also able to be efficiently implemented in
hardware or software is desirable.

[0005] A Hidden Weighted Bit Function (HWBF) may be viewed as an n-bit to 1-bit
S-box that enjoys some of the desirable cryptographic properties described above, such
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as balance and algebraic complexity. For example, if x is an #-bit input, with x; being
the i-th (1 <= i <= n) most significant bit of x, then the output W of the HWBF is
defined as:

Wix)=0ifx =0,

W(x) = x; where k is the Hamming Weight of x, otherwise.
[0006] FIG. 1 illustrates a schematic block diagram of an #-bit to #-bit HWBF based
S-box 100 found in the prior art that may be easily implemented in hardware. A binary
input value x (e.g., 110101) is input into a rotate function 102. The rotate function 102
performs a bitwise rotation left on the input x by a number of bits equal to the Hamming
Weight of the input. Thus, if the binary input x equals 110101, the output z of the rotate
function 102 is equal to 011101 since the Hamming Weight is equal to four (4).
[0007] FIG. 2 illustrates a table 200 depicting the relationship between the HWBF
based S-box output z and the HWBF W(x). Referring to FIGS. 1 and 2, it may be shown
that the least significant bit of the output z (e.g., 1) is equal to the HWBF W(x) (defined
above) of the input value x. It may also be observed that the second least significant bit
(e.g., 0) represents the output of the HWBF W(x) if the input value x to the HWBF had
undergone a single bit bitwise rotation right (denoted by W(x<<1)). The third least
significant bit represents the output of the HWBF W(x) if the input value x to the HWBF
had undergone a two bit bitwise rotation right (denoted by W(x<<2)), and so on.
[0008] Thus, the output value z has the same number of bits as the input value x where
each bit represents a different HWBF #(x) output computed in parallel. The bits of the
output value z still retain some of the beneficial cryptographic properties described
above with respect to HWBFs. Unfortunately, the S-box 100 also has undesirable
properties. For example, one such undesirable property is that the output z will have the
same Hamming weight as the input x, which can often simplify cryptanalysis,
particularly when the input x is of low Hamming Weight. It would be desirable to
increase the security of the S-box 100 to make it more resistant to cryptographic attacks
(cryptanalysis).
[0009] Thus, there is a need for improved S-box algorithms, methods, and apparatuses
that are more robust against cryptographic attacks.

SUMMARY

[0010] One feature provides a method for generating cryptographic values associated

with a substitution box (S-box). The method comprises obtaining an input value and a
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first value, and generating an S-box output value by one of: (A) performing a bitwise
exclusive OR (XOR) operation on the input value and the first value to generate a first
intermediate value, and performing a bitwise rotation operation on the first intermediate
value by a number of bits equal to the Hamming Weight of the first intermediate value
to generate the S-box output value; (B) performing a bitwise rotation operation on the
input value by a number of bits equal to the Hamming Weight of the input value to
generate the first intermediate value, and performing a bitwise XOR operation on the
first intermediate value and the first value to generate the S-box output value; or (C)
performing a bitwise XOR operation on the input value and the first value to generate
the first intermediate value, performing a bitwise rotation operation on the first
intermediate value by a number of bits equal to the Hamming Weight of the first
intermediate value to generate a second intermediate value, obtaining a second value,
and performing a bitwise XOR operation on the second intermediate value and the
second value to generate the S-box output value. According to one aspect, at least one of
the first and/or second values provided are configured to generate the S-box output
value having a different Hamming Weight than the input value with a probability equal
to or greater than 50%. According to another aspect, at least one of the first value and/or
the second value is a constant having a non-zero Hamming Weight.

[0011] According to one aspect, at least one of the first and/or second values provided
are variable and have a probability equal to or greater than 100*(1 — 2™) percent of
having a non-zero Hamming Weight, where » is a number of bits of the first and/or
second values. According to another aspect, at least one of the first value and/or the
second value is derived from at least one of a cryptographic function and/or
cryptographic key. According to yet another aspect, at least one of the first value and/or
the second value is derived from a component stage of a cipher module.

[0012] According to one aspect, the cipher module is a stream cipher. According to
another aspect, the method is executed in a memory circuit. According to yet another
aspect, the input value and the S-box output value have the same number of bits.

[0013] According to one aspect, the method further comprises obtaining a main input
value, apportioning bits of the main input value to obtain a plurality of non-linear
transformation function (NLTF) input values, wherein each NLTF input value has a
number of bits that is less than a number of bits of the main input value, providing each

of the NLTF input values to an NLTF that executes a non-linear operation to generate a
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plurality of NLTF output values that each correspond to the NLTF input value provided
to the NLTF, and concatenating the plurality of NLTF output values to obtain the input
value. According to another aspect, the main input value is apportioned so that each of
the plurality of NLTF input values have the same number of bits.

[0014] Another feature provides an electronic device comprising a processing circuit
configured to obtain an input value and a first value, and generate an S-box output value
by one of: (A) performing a bitwise exclusive OR (XOR) operation on the input value
and the first value to generate a first intermediate value, and performing a bitwise
rotation operation on the first intermediate value by a number of bits equal to the
Hamming Weight of the first intermediate value to generate the S-box output value; (B)
performing a bitwise rotation operation on the input value by a number of bits equal to
the Hamming Weight of the input value to generate the first intermediate value, and
performing a bitwise XOR operation on the first intermediate value and the first value to
generate the S-box output value; or (C) performing a bitwise XOR operation on the
input value and the first value to generate the first intermediate value, performing a
bitwise rotation operation on the first intermediate value by a number of bits equal to the
Hamming Weight of the first intermediate value to generate a second intermediate
value, obtaining a second value, and performing a bitwise XOR operation on the second
intermediate value and the second value to generate the S-box output value.

[0015] According to one aspect, the processing circuit is further configured to obtain a
main input value, apportion bits of the main input value to obtain a plurality of non-
linear transformation function (NLTF) input values, wherein each NLTF input value has
a number of bits that is less than a number of bits of the main input value, provide each
of the NLTF input values to an NLTF that executes a non-linear operation to generate a
plurality of NLTF output values that each correspond to the NLTF input value provided
to the NLTF, and concatenate the plurality of NLTF output values to obtain the input
value.

[0016] Another feature provides an electronic device comprising means for obtaining
an input value and a first value, and means for generating an S-box output value by one
of: (A) means for performing a bitwise exclusive OR (XOR) operation on the input
value and the first value to generate a first intermediate value, and means for performing
a bitwise rotation operation on the first intermediate value by a number of bits equal to

the Hamming Weight of the first intermediate value to generate the S-box output value;

4



WO 2014/109918 PCT/US2013/077939

(B) means for performing a bitwise rotation operation on the input value by a number of
bits equal to the Hamming Weight of the input value to generate the first intermediate
value, and means for performing a bitwise XOR operation on the first intermediate
value and the first value to generate the S-box output value; or (C) means for
performing a bitwise XOR operation on the input value and the first value to generate
the first intermediate value, means for performing a bitwise rotation operation on the
first intermediate value by a number of bits equal to the Hamming Weight of the first
intermediate value to generate a second intermediate value, means for obtaining a
second value, and means for performing a bitwise XOR operation on the second
intermediate value and the second value to generate the S-box output value.

[0017] According to one aspect, the electronic device further comprises means for
obtaining a main input value, means for apportioning bits of the main input value to
obtain a plurality of non-linear transformation function (NLTF) input values, wherein
each NLTF input value has a number of bits that is less than a number of bits of the
main input value, means for providing each of the NLTF input values to an NLTF that
executes a non-linear operation to generate a plurality of NLTF output values that each
correspond to the NLTF input value provided to the NLTF, and means for concatenating
the plurality of NLTF output values to obtain the input value.

[0018] Another feature provides a computer-readable storage medium having
instructions for generating cryptographic values associated with a substitution box (S-
box) stored thereon, the instruction which when executed by at least one processor
causes the processor to obtain an input value and a first value, and generate an S-box
output value by one of: (A) performing a bitwise exclusive OR (XOR) operation on the
input value and the first value to generate a first intermediate value, and performing a
bitwise rotation operation on the first intermediate value by a number of bits equal to the
Hamming Weight of the first intermediate value to generate the S-box output value; (B)
performing a bitwise rotation operation on the input value by a number of bits equal to
the Hamming Weight of the input value to generate the first intermediate value, and
performing a bitwise XOR operation on the first intermediate value and the first value to
generate the S-box output value; or (C) performing a bitwise XOR operation on the
input value and the first value to generate the first intermediate value, performing a
bitwise rotation operation on the first intermediate value by a number of bits equal to the

Hamming Weight of the first intermediate value to generate a second intermediate
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value, obtaining a second value, and performing a bitwise XOR operation on the second
intermediate value and the second value to generate the S-box output value.
[0019] According to one aspect, the instructions which when executed by the
processor further cause the processor to obtain a main input value, apportion bits of the
main input value to obtain a plurality of non-linear transformation function (NLTF)
input values, wherein each NLTF input value has a number of bits that is less than a
number of bits of the main input value, provide each of the NLTF input values to an
NLTEF that executes a non-linear operation to generate a plurality of NLTF output values
that each correspond to the NLTF input value provided to the NLTF, and concatenate
the plurality of NLTF output values to obtain the input value.

BRIEF DESCRIPTION OF THE DRAWINGS
[0020] FIG. 1 illustrates a schematic block diagram of an x-bit to n-bit Hamming
Weighted Bit Function (HWBF) based substitution box (S-box) found in the prior art.
[0021] FIG. 2 illustrates a table depicting the relationship between the HWBF based
S-box output z and the HWBF W(x).
[0022] FIG. 3 illustrates a first exemplary schematic block diagram of an S-box.
[0023] FIG. 4 illustrates a second exemplary schematic block diagram of an S-box.
[0024] FIG. 5 illustrates a third exemplary schematic block diagram of an S-box.
[0025] FIG. 6 illustrates an example where a cryptographic function f derives a
variable value C; from a cryptographic key/identifier K;.
[0026] FIG. 7 illustrates an example where a variable value C, is derived/received
from a stage of a cipher module.
[0027] FIG. 8 illustrates a fourth exemplary schematic block diagram of an S-box.
[0028] FIG. 9 illustrates a flowchart of a method for generating cryptographic values
associated with an S-box.
[0029] FIG. 10 illustrates a schematic block diagram of a hardware implementation
for an electronic device incorporating the S-boxes described herein.
[0030] FIG. 11 illustrates a schematic block diagram of a processor of the electronic

device.
DETAILED DESCRIPTION

[0031] In the following description, specific details are given to provide a thorough

understanding of the various aspects of the disclosure. However, it will be understood
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by one of ordinary skill in the art that the aspects may be practiced without these
specific details. For example, circuits may be shown in block diagrams in order to avoid
obscuring the aspects in unnecessary detail. In other instances, well-known circuits,
structures and techniques may not be shown in detail in order not to obscure the aspects
of the disclosure.

[0032] The word “exemplary” is used herein to mean “serving as an example,
instance, or illustration.” Any implementation or aspect described herein as
“exemplary” is not necessarily to be construed as preferred or advantageous over other
aspects of the disclosure. Likewise, the term “aspects” does not require that all aspects
of the disclosure include the discussed feature, advantage, or mode of operation.
Exemplary S-Box: Exclusive OR (XOR) Operation Performed on Input of HWBF
[0033] FIG. 3 illustrates a schematic block diagram of an S-box 300 according to one
aspect of the disclosure. A bitwise exclusive OR (XOR) function 302 receives an input
value x (e.g., 110101) and a first value (e.g., 100110) as inputs. In the illustrated
example, the first value is a constant value that has a non-zero Hamming Weight. The
bitwise XOR function 302 generates a first intermediate output y (e.g., 010011) that is
input into a rotate function 304. In this example, the rotate function 304 performs a
bitwise rotation left on the first intermediate output y by the Hamming Weight of the
output y (e.g., rotate left by 3). The resulting output z (e.g., 011010) of the rotate
function 304 represents » parallel HWBF outputs where # is the bit-length of the input
value x. Notably, the output z does not necessarily have the same Hamming Weight as
the input value x, and thus the output z of the S-box 300 is more secure against
cryptanalysis than prior art methods. The output z of the S-box 300 may have the same
number of bits as the input x. According to one aspect, the rotate function 304 may
perform a bitwise rotation right instead and the process will still be equivalent in terms
of cryptographic security.

[0034] The XOR function 302 may be an XOR circuit that serves as one example of a
means for performing a bitwise exclusive OR operation on the input value and the first
value to generate a first intermediate value. The rotate function 304 may be executed by
a Rotatery circuit that serves as one example of a: means for performing a bitwise
rotation operation on the first intermediate value by a number of bits equal to the
Hamming Weight of the first intermediate value to generate the S-box output value; and

means for generating an output S-box value.
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Exemplary S-Box: XOR Operation Performed on OQutput of HWBF

[0035] FIG. 4 illustrates a schematic block diagram of an S-box 400 according to one
aspect of the disclosure. A rotate function 402 receives an input value x (e.g., 110101)
as an input. In this example, the rotate function 402 performs a bitwise rotation left on
the input value x by the Hamming Weight of the input x (e.g., rotate left by 4) to
generate a first intermediate output y (e.g., 011101). The resulting intermediate output y
of the rotate function 402 represents # parallel HWBF outputs where 7 is the bit-length
of the input value x. Next, a bitwise XOR function 404 receives intermediate output y
and a first value (e.g., 101100) as inputs. In the illustrated example, the first value is a
constant value that has a non-zero Hamming Weight. The XOR function 404 generates
an output z (e.g., 110001) that does not necessarily have the same Hamming Weight as
the input value x. Thus, the output z of the S-box 400 is more secure against
cryptanalysis than prior art methods. The output z of the S-box 400 may have the same
number of bits as the input x. According to one aspect, the rotate function 402 may
perform a bitwise rotation right instead and the process will still be equivalent in terms
of cryptographic security.

[0036] The rotate function 402 may be executed by a Rotateyy circuit that serves as
one example of a means for performing a bitwise rotation operation on the input value
by a number of bits equal to the Hamming Weight of the input value to generate the first
intermediate value. The XOR function 404 may be executed by an XOR circuit that
serves as one example of a: means for performing a bitwise XOR operation on the first
intermediate value and the first value to generate the S-box output value; and means for
generating an output S-box value.

Exemplary S-Box: XOR Operation Performed at Input and Output of HWBF
[0037] FIG. 5 illustrates a schematic block diagram of an S-box 500 according to one
aspect of the disclosure. A bitwise XOR function 502 receives an input value x (e.g.,
110101) and a first value (e.g., 001100) as inputs. In the illustrated example, the first
value is a constant value that has a non-zero Hamming Weight. The bitwise XOR
function 502 generates a first intermediate output w (e.g., 111001) that is input into a
rotate function 504. In this example, the rotate function 504 performs a bitwise rotation
left on the first intermediate output w by the Hamming Weight of the output w (e.g.,
rotate left by 4). The resulting second intermediate output y (e.g., 011110) of the rotate
function 504 represents »n parallel HWBF outputs where # is the bit-length of the

8



WO 2014/109918 PCT/US2013/077939

intermediate value y. Then, another bitwise XOR function 506 receives the second
intermediate output y and a second value (e.g., 111000) as inputs. In the illustrated
example, the second value is a constant value that has a non-zero Hamming Weight.
The XOR function 506 generates an output z (e.g., 100110) that does not necessarily
have the same Hamming Weight as the input value x. Thus, the output z of the S-box
500 is more secure against cryptanalysis than prior art methods. The output z of the S-
box 500 may have the same number of bits as the input x. According to one aspect, the
rotate function 504 may perform a bitwise rotation right instead and the process will still
be cryptographically equivalent.
[0038] The XOR function 502 may be executed by an XOR circuit that serves as one
example of a means for performing a bitwise XOR operation on the input value and the
first value to generate the first intermediate value. The rotation function 504 may be
executed by a Rotateyy circuit that serves as one example of a means for performing a
bitwise rotation operation on the first intermediate value by a number of bits equal to the
Hamming Weight of the first intermediate value to generate a second intermediate
value. The XOR function 506 may be executed by an XOR circuit that serves as one
example of a: performing a bitwise XOR operation on the second intermediate value
and the second value to generate the S-box output value; and means for generating an
output S-box value.
[0039] 1In the examples described above with respect to FIGS. 3, 4, and 5, the rotate
functions perform a bitwise rotation left equal to the Hamming Weight of its input.
However, in other aspects the rotate functions may perform a bitwise rotation right
equal to the Hamming Weight of its input. In such a case, the most significant bit of the
value outputted by the rotate function (instead of the least significant bit) represents the
output of an alternative HWBF W ’(x). The alternative HWBF #’(x) may have an input x
that is an »-bit input where x; is the i-th least significant bit of x (1 <= i <= n). The
function W ’(x) is thus defined as:

Wix)=0,ifx=0,

W’(x) = x; where k is the Hamming Weight of x, otherwise.
[0040] As an example, if the rotate function 504 rotated the first intermediate value w
111001 to the right instead of to the left, then the second intermediate value y would
equal 100111 instead of 011110. After the XOR operation 506 with the second value
111000 the output z of the S-box 500 would be 011111.

9
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[0041] According to one aspect, the first and second values input into the XOR
functions 302, 404, 502, 506 may be constants as described above. However, in other
aspects, the first and second values need not be constants at all. In one aspect, the first
and second values may be variable such that their values change in time, at start-up,
and/or after a certain number of iterations (i.c., output values generated) of the S-boxes
300, 400, 500. As one example, the first and second values may be variable in that they
are derived from a cryptographic key using a function that changes or the key itself
changes. Such a scheme may make the output of the S-boxes 300, 400, 500 more robust
to cryptographic attacks. According to one aspect, the first and/or second values
provided are configured to generate S-box output values having a different Hamming
Weight than the input value with a probability equal to or greater than 50%.

Exemplary Types of First and Second Values

[0042] FIG. 6 illustrates one such example where the cryptographic function f 602
derives the variable value C; from a cryptographic key/identifier K;. The cryptographic
function f 602 may be, among other things, a hash function. The variable value C; is
then used in the same way described above with reference to FIG. 3 as the first value
input into the XOR function 302 to generate an S-box 300 output z. Any of the other S-
boxes 400, 500 may be modified in the same way so that the first and/or second values
used therein are derived from keys/identifiers using cryptographic functions, such as
cryptographic function f602 and key/identifier K;.

[0043] According to another aspect where the first and second values are variable, the
first and second values may be derived from other operations of a cipher that take place
proximate to the S-box. FIG. 7 illustrates one such example where the variable value C,
is derived/received from a stage of a cipher module 702. The cipher module 702 may
include a plurality of N integer components 704, 706, 708, and the variable value C,
may be derived from an output or input to any one of those components 704, 706, 708.
The components 704, 706, 708 may be, among other things, shift registers, adders,
multipliers, processing circuits/blocks, etc. In one aspect, the S-boxes 300, 400, 500
may be part of the cipher module 702, but in other aspects the S-boxes 300, 400, 500
may be independent to the cipher module 702. According to one example, the cipher
block 702 may be a stream cipher.

[0044] The variable value C, is then used in the same way described above with

reference to FIG. 3 as a first value input into the XOR function 302 to generate an S-box
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300 output z. Any of the other S-boxes 400, 500 may be modified in the same way so
that the first and/or second values used therein are derived from one or more stages of a
cipher module as shown in FIG 7.

[0045] According to one aspect, the variable inputs C; and C, (i.c., first and second
values) may be provided such that they have a probability equal to or greater than one of
50%, 60%, 70%, 80%, 90%, 95%, or 99% of having a non-zero Hamming Weight.
According to another aspect, the variable inputs C; and C> may be provided such that
they have a probability equal to or greater than 100*(1-2™) percent of having a non-zero
Hamming Weight, where # is the number of bits of the variable inputs C; and C..
Exemplary S-box Featuring Additional NLTF Stages

[0046] FIG. 8 illustrates a schematic block diagram of an S-box 800 according to
another aspect of the disclosure. The S-box 800 (e.g., “main S-box”) comprises a bit
apportionment circuit 802, a plurality N of non-linear transformation functions (NLTF)
sub-circuits 804, 806, 808, 810 (where N is an integer equal to or greater than two (2)), a
concatenation circuit 812, and an S-box A sub-circuit 814. The non NLTF sub-circuits
804, 806, 808, 810 may be standard non-linear transformation table-based s-boxes. S-
box sub-circuit A 814is any one of the S-boxes 300, 400, 500 shown and described in
FIGS.3-7.

[0047] The main S-box 800 receives an #-bit main input x and generates an z-bit main
S-box output z that improves cryptographic security. The bit apportionment circuit 802
breaks up the #-bit main input x into a plurality of smaller m;, m,, ms,... my bit NLTF
input values 803a, 803b, 803c, ... 803# (i.e., m;, m2, ms, and my is less than #). The non
NLTF sub-circuits 804, 806, 808, 810 may use lookup tables to transform the NLTF
input values 803a, 803b, 803c, ... 803~ into NLTF output values 805a, 805b, 805c, ...
8057 according to a non-linear operation. The NLTF input values 803a, 803b, 803c,...
8037 may have the same number of bits as their corresponding NLTF output values
805a, 805b, 805c¢, ... 805#. The NLTF output values 805a, 805b, 805c¢, ... 805#x are then
concatenated together by the concatenation circuit 812 to generate the #-bit input value
v. Identical to the operations/steps described above with respect to FIGS. 3 — 7, S-box A
804 receives the x-bit input value y along with a first and/or a second value (see e.g.,
FIGS. 3 — 7) and performs one or more XOR and Hamming Weight rotation operations

(see e.g., FIGS. 3 — 7) to genecrate the main #-bit S-box output value z. These output
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values may have the same bit length (i.e., m;, my, m;, and my) as the input values
received by the S-box sub-circuits 804, 806, 808, 810.

[0048] According to one aspect, the bit apportionment circuit 802 serves as one
example of a means for apportioning bits of the main input value to obtain a plurality of
non-linear transformation function (NLTF) input values, wherein each NLTF input
value has a number of bits that is less than a number of bits of the main input value. The
bit apportionment circuit 802 may further serve as an example of a means for providing
each of the NLTF input values to an NLTF that executes a non-linear operation to
generate a plurality of NLTF output values that each correspond to the NLTF input
value provided to the NLTF. The concatenation circuit 812 serves as one example of a
means for concatenating the plurality of NLTF output values to obtain the input value.
[0049] Operation of the main S-box 800 will now be described according to one non-
limiting example. The main S-box 800 may receive a 32-bit main input x having bits by,
b1, bs, ... bs; that the bit apportionment circuit 802 breaks up into four (4) 8-bit inputs
803a, 803b, 803c, ... 803x to the NLTF sub-circuits 804, 806, 808, 810. The four (4) 8-
bit inputs 803a, 803b, 803c, ... 803~ may thus be represented by bits: by, by, by, ... by;
bs, bo, byo, ... brs; bis, bi7, bis, ... bzz; and boy, bos, bas, ... bz, Each NLTF sub-circuit
804, 806, 808, 810 receives its corresponding input and may generate an equal number
of bits (e.g., 8-bit) outputs 805a, 805b, 805¢c, ... 805n. The concatenation circuit 812
then concatenates these output values 805a, 805b, 805¢, ... 805x to generate the 32-bit
S-box A 814 input value y. According to one aspect, the values m;, m,, m3, and my are
equal to one another such that an equal number of bits from the main input x is sent to
cach NLTF sub-circuit 804, 806, 808, 810. According to another aspect, the values m;,
my, m3, and my are not equal to one another but are less than the value #» number of bits.
[0050] According to one example, S-box A 814 is the S-box 300 shown in FIG. 3. As
such, similar to the process depicted in FIG. 3, S-box A 814 performs an XOR operation
on the input value y and a 32-bit first value to generate an intermediate value. Next, S-
box A 814 rotates (left or right) the intermediate value by the Hamming Weight of the
intermediate value. The resulting rotated 32-bit value is then output from S-box A 814
as a 32-bit main S-box output value z. The 32-bit first value may be provided by
circuitry (not shown in FIG. 8) and may be a constant (as shown in FIG. 3) or variable
(as shown in FIGS. 6 and 7).

Exemplary Method For Generating Cryptographic Values
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[0051] FIG. 9 illustrates a flowchart 900 of a method for generating cryptographic
values associated with a substitution box (S-box). The method comprises obtaining an
input value and a first value 902, and generating an S-box output value by one of 904:
(A) performing a bitwise exclusive OR (XOR) operation on the input value and the first
value to generate a first intermediate value 906a, and performing a bitwise rotation
operation on the first intermediate value by a number of bits equal to the Hamming
Weight of the first intermediate value to generate the S-box output value 908a; or (B)
performing a bitwise rotation operation on the input value by a number of bits equal to
the Hamming Weight of the input value to generate the first intermediate value 906b,
and performing a bitwise XOR operation on the first intermediate value and the first
value to generate the S-box output value 908b; or (C) performing a bitwise XOR
operation on the input value and the first value to generate the first intermediate value
906¢, performing a bitwise rotation operation on the first intermediate value by a
number of bits equal to the Hamming Weight of the first intermediate value to generate
a second intermediate value 908c, obtaining a second value 910c, and performing a
bitwise XOR operation on the second intermediate value and the second value to
generate the S-box output value 912c.

Exemplary Electronic Device Incorporating S-box(es)

[0052] FIG. 10 illustrates a schematic block diagram of a hardware implementation
for an electronic device 1000 incorporating any one of the S-boxes 300, 400, 500, 800
described herein according to one aspect. The electronic device 1000 may be a mobile
phone, smartphone, tablet, portable computer, and or any other electronic device having
circuitry. The electronic device 1000 may include a communication interface 1010, a
user interface 1012, and a processing system 1014. The processing system 1014 may
include a processing circuit (e.g., processor) 1004, a memory circuit (e.g., memory)
1005, a computer-readable storage medium 1006, a bus interface 1008, and a bus 1002.
The processing system 1014 and/or the processing circuit 1004 may be configured to
perform any of the steps, functions, and/or processes described with respect to the S-
boxes 300, 400, 500, 800 and other circuits and/or modules 602, 702 described above
with respect to FIGS. 3, 4, 5, 6, 7, 8, and/or 9.

[0053] The processing circuit 1004 may be one or more processors (e.g., first
processor, etc.) that are adapted to process data for the electronic device 1000. For

example, the processing circuit 1004 may be a specialized processor, such as an
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application specific integrated circuit (ASIC) that serves as a means for carrying out any
one of the steps described in FIG. 9. That is, the processing circuit 1004 may be
configured to obtain an input value and a first value, and generate an S-box output value
by one of: (A) performing a bitwise exclusive OR (XOR) operation on the input value
and the first value to generate a first intermediate value, and performing a bitwise
rotation operation on the first intermediate value by a number of bits equal to the
Hamming Weight of the first intermediate value to generate the S-box output value; (B)
performing a bitwise rotation operation on the input value by a number of bits equal to
the Hamming Weight of the input value to generate the first intermediate value, and
performing a bitwise XOR operation on the first intermediate value and the first value to
generate the S-box output value; or (C) performing a bitwise XOR operation on the
input value and the first value to generate the first intermediate value, performing a
bitwise rotation operation on the first intermediate value by a number of bits equal to the
Hamming Weight of the first intermediate value to generate a second intermediate
value, obtaining a second value, and performing a bitwise XOR operation on the second
intermediate value and the second value to generate the S-box output value.

[0054] Examples of processing circuits 1004 include microprocessors,
microcontrollers, digital signal processors (DSPs), field programmable gate arrays
(FPGAs), programmable logic devices (PLDs), state machines, gated logic, discrete
hardware circuits, and other suitable hardware configured to perform the various
functionality described throughout this disclosure. The processing circuit 1004 is also
responsible for managing the bus 1002, and executing software stored on the computer-
readable storage medium 1006 and/or memory 1005. The software, when executed by
the processing circuit 1004, causes the processing system 1014 to perform the various
functions, steps, and/or processes described above with respect to the S-boxes 300, 400,
500, 800. The computer-readable storage medium 1006 may be used for storing data
that is manipulated by the processing circuit 1004 when executing software.

[0055] The memory circuit 1005 may be non-volatile memory, such as but not limited
to FLASH memory, magnetic or optical hard disk drives, etc. In some aspects, the
memory storing the sector information and/or overhead messages (including
configuration sequence number) may be volatile memory, such as DRAM (e.g., DDR
SDRAM), SRAM, etc. that may be continuously powered so as to store the information
indefinitely.
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[0056] Software shall be construed broadly to mean instructions, instruction sets,
code, code segments, program code, programs, subprograms, software modules,
applications, software applications, software packages, routines, subroutines, objects,
executables, threads of execution, procedures, functions, etc., whether referred to as
software, firmware, middleware, microcode, hardware description language, or
otherwise. The software may reside on a computer-readable storage medium 1006. The
computer-readable storage medium 1006 may be a non-transitory computer-readable
storage medium. A non-transitory computer-readable storage medium includes, by way
of example, a magnetic storage device (e.g., hard disk, floppy disk, magnetic strip), an
optical disk (e.g., a compact disc (CD) or a digital versatile disc (DVD)), a smart card, a
flash memory device (e.g., a card, a stick, or a key drive), a random access memory
(RAM), a read only memory (ROM), a programmable ROM (PROM), an erasable
PROM (EPROM), an electrically erasable PROM (EEPROM), a register, a removable
disk, and any other suitable medium for storing software and/or instructions that may be
accessed and read by a computer. The computer-readable storage medium may also
include, by way of example, a carrier wave, a transmission line, and any other suitable
medium for transmitting software and/or instructions that may be accessed and read by a
computer. The computer-readable storage medium 1006 may reside in the processing
system 1014, external to the processing system 1014, or distributed across multiple
entities including the processing system 1014. The computer-readable storage medium
1006 may be embodied in a computer program product.

[0057] In this example, the processing system 1014 may be implemented with a bus
architecture, represented generally by the bus 1002. The bus 1002 may include any
number of interconnecting buses and bridges depending on the specific application of
the processing system 1014 and the overall design constraints. The bus 1002 links
together various circuits including one or more processors (represented generally by the
processor 1004), a memory 1005, and computer-readable media (represented generally
by the computer-readable storage medium 1006). The bus 1002 may also link various
other circuits such as timing sources, peripherals, voltage regulators, and power
management circuits, which are well known in the art, and therefore, will not be
described any further. A bus interface 1008 provides an interface between the bus 1002
and the communication interface 1010 (if present). The communication interface 1010

provides a means for communicating with other apparatus over a transmission medium.
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Depending upon the nature of the apparatus, a user interface 1012 (e.g., keypad, display,
speaker, microphone, touchscreen display, etc.) may also be provided for the electronic
device 1000.

[0058] FIG. 11 illustrates a schematic block diagram of the processor 1004 according
to one aspect of the disclosure. The processor 1004 comprises, among other things, a
main input value, an input value, a first value, and/or a second value obtaining circuit
1102. The obtaining circuit 1102 serves as one example of a means for obtaining a main
input value, an input value, a first value, and/or a second value. The processor 1004
further comprises a non-linear transformation function circuit 1104, which is configured
to execute an NLTF as described above with respect to FIG. &.

[0059] One or more of the components, steps, features, and/or functions illustrated in
FIGS. 3,4,5,6,7,8,9, 10, and/or 11 may be rearranged and/or combined into a single
component, step, feature or function or embodied in several components, steps, or
functions. Additional elements, components, steps, and/or functions may also be added
without departing from the invention. The apparatus, devices, and/or components
illustrated in FIGS. 3, 4, 5, 6, 7, 8, 10, and/or 11 may be configured to perform one or
more of the methods, features, or steps described in FIG. 9. The algorithms described
herein may also be efficiently implemented in software and/or embedded in hardware.
[0060] Morcover, in one aspect of the disclosure, the processing circuit 1004
illustrated in FIGS. 10 and/or 11 may be a specialized processor (e.g., an application
specific integrated circuit (e.g., ASIC)) that is specifically designed and/or hard-wired to
perform the algorithms, methods, and/or steps described in FIG. 9. Thus, such a
specialized processor (e.g., ASIC) may be one example of a means for executing the
algorithms, methods, and/or steps described in FIG. 9. The computer-readable storage
medium 1006 may also store processor 1004 readable instructions that when executed
by a specialized processor (e.g., ASIC) causes the specialized processor to perform the
algorithms, methods, and/or steps described in FIG. 9.

[0061] Also, it is noted that the aspects of the present disclosure may be described as
a process that is depicted as a flowchart, a flow diagram, a structure diagram, or a block
diagram. Although a flowchart may describe the operations as a sequential process,
many of the operations can be performed in parallel or concurrently. In addition, the
order of the operations may be re-arranged. A process is terminated when its operations

are completed. A process may correspond to a method, a function, a procedure, a
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subroutine, a subprogram, etc. When a process corresponds to a function, its termination
corresponds to a return of the function to the calling function or the main function.
[0062] Moreover, a storage medium may represent one or more devices for storing
data, including read-only memory (ROM), random access memory (RAM), magnetic
disk storage mediums, optical storage mediums, flash memory devices and/or other
machine-readable mediums and, processor-readable mediums, and/or computer-
readable mediums for storing information. The terms “machine-readable medium”,
“computer-readable medium”, and/or “processor-readable medium” may include, but
are not limited to non-transitory mediums such as portable or fixed storage devices,
optical storage devices, and various other mediums capable of storing, containing or
carrying instruction(s) and/or data. Thus, the various methods described herein may be
fully or partially implemented by instructions and/or data that may be stored in a
“machine-readable medium”, “computer-readable medium”, and/or “processor-readable
medium” and executed by one or more processors, machines and/or devices.

[0063] Furthermore, aspects of the disclosure may be implemented by hardware,
software, firmware, middleware, microcode, or any combination thereof. When
implemented in software, firmware, middleware or microcode, the program code or
code segments to perform the necessary tasks may be stored in a machine-readable
medium such as a storage medium or other storage(s). A processor may perform the
necessary tasks. A code segment may represent a procedure, a function, a subprogram, a
program, a routine, a subroutine, a module, a software package, a class, or any
combination of instructions, data structures, or program statements. A code segment
may be coupled to another code segment or a hardware circuit by passing and/or
receiving information, data, arguments, parameters, or memory contents. Information,
arguments, parameters, data, etc. may be passed, forwarded, or transmitted via any
suitable means including memory sharing, message passing, token passing, network
transmission, etc.

[0064] The various illustrative logical blocks, modules, circuits, elements, and/or
components described in connection with the examples disclosed herein may be
implemented or performed with a general purpose processor, a digital signal processor
(DSP), an application specific integrated circuit (ASIC), a field programmable gate
array (FPGA) or other programmable logic component, discrete gate or transistor logic,

discrete hardware components, or any combination thereof designed to perform the
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functions described herein. A general purpose processor may be a microprocessor, but
in the alternative, the processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be implemented as a
combination of computing components, e.g., a combination of a DSP and a
microprocessor, a number of microprocessors, one Or more mMmiCroprocessors in
conjunction with a DSP core, or any other such configuration.

[0065] The methods or algorithms described in connection with the examples
disclosed herein may be embodied directly in hardware, in a software module
executable by a processor, or in a combination of both, in the form of processing unit,
programming instructions, or other directions, and may be contained in a single device
or distributed across multiple devices. A software module may reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard
disk, a removable disk, a CD-ROM, or any other form of storage medium known in the
art. A storage medium may be coupled to the processor such that the processor can read
information from, and write information to, the storage medium. In the alternative, the
storage medium may be integral to the processor.

[0066] Those of skill in the art would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection with the
aspects disclosed herecin may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system.

[0067] The various features of the invention described herein can be implemented in
different systems without departing from the invention. It should be noted that the
foregoing aspects of the disclosure are merely examples and are not to be construed as
limiting the invention. The description of the aspects of the present disclosure is
intended to be illustrative, and not to limit the scope of the claims. As such, the present
teachings can be readily applied to other types of apparatuses and many alternatives,

modifications, and variations will be apparent to those skilled in the art.
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CLAIMS
WHAT IS CLAIMED IS:

1. A method for generating cryptographic values associated with a substitution box
(S-box), the method comprising:

obtaining an input value and a first value; and

generating an S-box output value by one of:

(A) performing a bitwise exclusive OR (XOR) operation on the input value and
the first value to generate a first intermediate value, and

performing a bitwise rotation operation on the first intermediate value by a
number of bits equal to the Hamming Weight of the first intermediate
value to generate the S-box output value;

(B) performing a bitwise rotation operation on the input value by a number of
bits equal to the Hamming Weight of the input value to generate the
first intermediate value, and

performing a bitwise XOR operation on the first intermediate value and the
first value to generate the S-box output value; or

(C) performing a bitwise XOR operation on the input value and the first value
to generate the first intermediate value,

performing a bitwise rotation operation on the first intermediate value by a
number of bits equal to the Hamming Weight of the first intermediate
value to generate a second intermediate value,

obtaining a second value, and

performing a bitwise XOR operation on the second intermediate value and

the second value to generate the S-box output value.
2. The method of claim 1, wherein at least one of the first and/or second values
provided are configured to generate the S-box output value having a different Hamming

Weight than the input value with a probability equal to or greater than 50%.

3. The method of claim 1, wherein at least one of the first value and/or the second

value is a constant having a non-zero Hamming Weight.
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4, The method of claim 1, wherein at least one of the first and/or second values
provided are variable and have a probability equal to or greater than 100*(1 — 2™)
percent of having a non-zero Hamming Weight, where # is a number of bits of the first

and/or second values.

5. The method of claim 1, wherein at least one of the first value and/or the second

value is derived from at least one of a cryptographic function and/or cryptographic key.

6. The method of claim 1, wherein at least one of the first value and/or the second

value is derived from a component stage of a cipher module.

7. The method of claim 6, wherein the cipher module is a stream cipher.
8. The method of claim 1, wherein the method is executed in a memory circuit.
9. The method of claim 1, wherein the input value and the S-box output value have

the same number of bits.

10. The method of claim 1, further comprising:

obtaining a main input value;

apportioning bits of the main input value to obtain a plurality of non-linear
transformation function (NLTF) input values, wherein each NLTF input value has a
number of bits that is less than a number of bits of the main input value;

providing each of the NLTF input values to an NLTF that executes a non-linear
operation to generate a plurality of NLTF output values that each correspond to the
NLTF input value provided to the NLTF; and

concatenating the plurality of NLTF output values to obtain the input value.

11. The method of claim 10, wherein the main input value is apportioned so that

each of the plurality of NLTF input values have the same number of bits.

12. An electronic device comprising;:

a processing circuit configured to
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obtain an input value and a first value; and

generate a substitution box (S-box) output value by one of:

(A)

performing a bitwise exclusive OR (XOR) operation on the
input value and the first value to generate a first intermediate
value, and

performing a bitwise rotation operation on the first
intermediate value by a number of bits equal to the Hamming
Weight of the first intermediate value to generate the S-box

output value;

(B) performing a bitwise rotation operation on the input value by a

number of bits equal to the Hamming Weight of the input
value to generate the first intermediate value, and

performing a bitwise XOR operation on the first intermediate
value and the first value to generate the S-box output value;

or

(C) performing a bitwise XOR operation on the input value and the first

value to generate the first intermediate value,

performing a bitwise rotation operation on the first
intermediate value by a number of bits equal to the Hamming
Weight of the first intermediate value to generate a second
intermediate value,

obtaining a second value, and

performing a bitwise XOR operation on the second
intermediate value and the second value to generate the S-box

output value.

13. The clectronic device of claim 12, wherein at least one of the first and/or second

values provided are configured to generate the S-box output value having a different

Hamming Weight than the input value with a probability equal to or greater than 50%.

14. The electronic device of claim 12, wherein at least one of the first value and/or

the second value is a constant having a non-zero Hamming Weight.
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15. The clectronic device of claim 12, wherein at least one of the first and/or second
values provided are variable and have a probability equal to or greater than 100*(1 —2™)
percent of having a non-zero Hamming Weight, where # is a number of bits of the first

and/or second values.

16. The electronic device of claim 12, wherein at least one of the first value and/or
the second value is derived from at least one of a cryptographic function and/or

cryptographic key.

17. The electronic device of claim 12, wherein at least one of the first value and/or

the second value is derived from a component stage of a cipher module.

18.  The electronic device of claim 12, wherein the processing circuit is further
configured to:

obtain a main input value;

apportion bits of the main input value to obtain a plurality of non-linear
transformation function (NLTF) input values, wherein each NLTF input value has a
number of bits that is less than a number of bits of the main input value;

provide each of the NLTF input values to an NLTF that executes a non-lincar
operation to generate a plurality of NLTF output values that each correspond to the
NLTF input value provided to the NLTF; and

concatenate the plurality of NLTF output values to obtain the input value.

19. An electronic device comprising;:

means for obtaining an input value and a first value; and

means for generating a substitution box (S-box) output value by one of:

(A) means for performing a bitwise exclusive OR (XOR) operation on the
input value and the first value to generate a first intermediate value,
and

means for performing a bitwise rotation operation on the first intermediate
value by a number of bits equal to the Hamming Weight of the first

intermediate value to generate the S-box output value;
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(B) means for performing a bitwise rotation operation on the input value by a
number of bits equal to the Hamming Weight of the input value to
generate the first intermediate value, and

means for performing a bitwise XOR operation on the first intermediate
value and the first value to generate the S-box output value; or

(C) means for performing a bitwise XOR operation on the input value and the
first value to generate the first intermediate value,

means for performing a bitwise rotation operation on the first intermediate
value by a number of bits equal to the Hamming Weight of the first
intermediate value to generate a second intermediate value,

means for obtaining a second value, and

means for performing a bitwise XOR operation on the second intermediate

value and the second value to generate the S-box output value.

20. The clectronic device of claim 19, wherein at least one of the first and/or second
values provided are configured to genecrate the S-box output value having a different

Hamming Weight than the input value with a probability equal to or greater than 50%.

21. The electronic device of claim 19, wherein at least one of the first value and/or

the second value is a constant having a non-zero Hamming Weight.

22. The electronic device of claim 19, wherein at least one of the first value and/or
the second value is derived from at least one of a cryptographic function and/or

cryptographic key.

23. The electronic device of claim 19, wherein at least one of the first value and/or

the second value is derived from a component stage of a cipher module.

24, The electronic device of claim 19, further comprising:

means for obtaining a main input value;

means for apportioning bits of the main input value to obtain a plurality of non-
linear transformation function (NLTF) input values, wherein each NLTF input value has

a number of bits that is less than a number of bits of the main input value;
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means for providing each of the NLTF input values to an NLTF that executes a
non-linear operation to generate a plurality of NLTF output values that each correspond
to the NLTF input value provided to the NLTF; and

means for concatenating the plurality of NLTF output values to obtain the input

value.

25. A computer-readable storage medium having instructions for generating

cryptographic values associated with a substitution box (S-box) stored thereon, the

instruction which when executed by at least one processor causes the processor to:
obtain an input value and a first value; and

generate an S-box output value by one of:

(A) performing a bitwise exclusive OR (XOR) operation on the input value and
the first value to generate a first intermediate value, and

performing a bitwise rotation operation on the first intermediate value by a
number of bits equal to the Hamming Weight of the first intermediate
value to generate the S-box output value;

(B) performing a bitwise rotation operation on the input value by a number of
bits equal to the Hamming Weight of the input value to generate the
first intermediate value, and

performing a bitwise XOR operation on the first intermediate value and the
first value to generate the S-box output value; or

(C) performing a bitwise XOR operation on the input value and the first value
to generate the first intermediate value,

performing a bitwise rotation operation on the first intermediate value by a
number of bits equal to the Hamming Weight of the first intermediate
value to generate a second intermediate value,

obtaining a second value, and

performing a bitwise XOR operation on the second intermediate value and

the second value to generate the S-box output value.

26. The computer-readable storage medium of claim 25, wherein at least one of the

first and/or second values provided are configured to generate the S-box output value
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having a different Hamming Weight than the input value with a probability equal to or
greater than 50%.

27. The computer-readable storage medium of claim 25, wherein at least one of the

first value and/or the second value is a constant having a non-zero Hamming Weight.

28. The computer-readable storage medium of claim 25, wherein the instructions
which when executed by the processor further cause the processor to:

obtain a main input value;

apportion bits of the main input value to obtain a plurality of non-linear
transformation function (NLTF) input values, wherein each NLTF input value has a
number of bits that is less than a number of bits of the main input value;

provide each of the NLTF input values to an NLTF that executes a non-linear
operation to generate a plurality of NLTF output values that each correspond to the
NLTF input value provided to the NLTF; and

concatenate the plurality of NLTF output values to obtain the input value.

25



WO 2014/109918

PCT/US2013/077939

1/10

Input x (e.g., 110101)
|
* 100

o P

Rotateyy ()C)

y
Output z (e.g., 011101)

FIG. 1
(Prior Art)
Output z_bit Value HWBF
LSB 1 Wx) 200
2nd LSB 0 W (x<<1) -/
3rd LSB 1 W (x<<2)
4th LSB 1 W (x<<3)
Sth LSB 1 W(x<<4)
6th LSB 0 W (x<<5)
FIG. 2

(Prior Art)



WO 2014/109918 PCT/US2013/077939

2/10
Input x (e.g., 110101) First Value (e.g., 100110)
S-Box
302 __jOO
XOR /

Output y (e.g., 010011)

304
Rotate HW (y) -/

\/
Output z (e.g., 011010)

FIG. 3



WO 2014/109918 PCT/US2013/077939

3/10
Input x (e.g., 110101) First Value (e.g., 101100)
¢ 402 S-Box
Rotate gy (x -/
v (X) 400
Output y -/
(e.g., 011101)
Yy 404
XOR -/

Y
Output z (e.g., 110001)

FIG. 4



WO 2014/109918 PCT/US2013/077939

4/10
Input x First Value
(e.g., 110101) (e.g., 001100)
l l S-Box
XOR '\ 500
502 _/
Output w
(e.g., 111001)
504
RotateHW (W) _/
Second Value
Output y (e.g., 111000)
(e.g.,011110)
506
XOR
\J

Output z (e.g., 100110)

FIG. 5



WO 2014/109918 PCT/US2013/077939

5/10

Key K]

l 602

Function f -/

Input x (e.g., 110101) Ci (e.g., 100110)
I
v Y 302 j’o
XOR |/

Output y (e.g., 010011)

304
Rotate HW (y) -/

\J
Output z (e.g., 011010)

FIG. 6



WO 2014/109918

6/10

Input x (e.g., 110101)
I

PCT/US2013/077939

Cipher Module

704

Component A

./ 702

v

706 ‘/

Component B

|/

708

Component N

|/

Cipher
Output

C;(eg.,

100110)

Y

XOR

Output y (e.g., 010011)

304

RotateHW (y)

|/

\/

Output z (e.g., 011010)

FIG. 7

VAR

300



WO 2014/109918 PCT/US2013/077939

7/10

n-bit main input x

| /-800
+ Main S-Box
Bit Apportionment 802
Circuit -/
ml_bitp)Sa mZ'bltP):;b m3‘bltPO3 C eee mN—bltP)3n
NLTF 804 NLTF 806 NLTF 808 | eee | NLTF 810
m 1-bitl§)5a m g-bitlﬂ)Sb ms-bit| 805¢ .. mN-bitlﬂ)Sn
812
Concatenation Circuit
l n-bit input y
S-box A 814
Y
n-bit main

S-box output z

FIG. 8



WO 2014/109918

900

8/10

PCT/US2013/077939

902

o,

Obtain an input value and a first value.

|/

'

904

Generate an S-box output value by one of:

|/

/-906a

906b
Y

l /-906c

Perform a bitwise
exclusive OR
(XOR) operation on
the input value and
the first value to
generate a first
intermediate value.

l /-90821

Perform a bitwise
rotation operation
on the input value
by a number of bits
equal to the
Hamming Weight of
the input value to
generate the first
intermediate value.

Perform a bitwise
rotation operation
on the first
intermediate value
by a number of bits
equal to the
Hamming Weight of
the first intermediate
value to generate the
S-box output value.

l /—-908b

Perform a bitwise
XOR operation on
the first intermediate
value and the first
value to generate the
S-box output value.

Perform a bitwise
XOR operation on the
input value and the
first value to generate
the first intermediate
value.

i 908

Perform a bitwise
rotation operation on
the first intermediate
value by a number of

bits equal to the
Hamming Weight of
the first intermediate

value to generate a
second intermediate

value.

l /-9100

Obtain a second value.

l /—9120

FIG. 9

Perform a bitwise XOR
operation on the second
intermediate value and

the second value to

generate the S-box output

value.




PCT/US2013/077939

WO 2014/109918

9/10

QoryIoIU]
UoneITUNITO))

01 'DIA

8001

Q0RJIIU]

o::.\

QOTAQ(T OTUOIOJT

wRISAS BuISSA00I]

Q0BJIU]

WNIPON 938101§
dqepedy-randwo)

I0SS9001J

AIOWRN

@ooﬁ\ vooﬁ.\

mooﬁ.\

Josn)

414!




WO 2014/109918

10/10

1004
/

PCT/US2013/077939

Processing Circuit

Main Input Value, Input

Value, First Value, and

Second Value Obtaining
Circuit

Non-linear Transformation
Function Circuit

1102

FIG. 11



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2013/077939

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L9/06
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4L

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

That Is Broken",

XP047021987,

ISBN: 978-3-642-36139-5
abstract

page 21, line 14 - line 21
page 29, line 9 - line 19

Ultralightweight Authentication Protocol

2 July 2012 (2012-07-02), RADIO FREQUENCY
IDENTIFICATION. SECURITY AND PRIVACY
ISSUES, SPRINGER BERLIN HEIDELBERG,
BERLIN, HEIDELBERG, PAGE(S) 20 - 30,

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y US 2010/329450 Al (RARICK LEONARD D [US] 1-28

ET AL) 30 December 2010 (2010-12-30)

abstract; figure 8

paragraphs [0099] - [0102]
Y GILDAS AVOINE ET AL: "Yet Another 1-28

_/__

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

19 March 2014

Date of mailing of the international search report

27/03/2014

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Wolters, Robert

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2013/077939

C(Continuation).

DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

Y

PHUONG HA NGUYEN ET AL: "On Related-Key
Attacks and KASUMI: The Case of A5/3",

11 December 2011 (2011-12-11), PROGRESS IN
CRYPTOLOGY INDOCRYPT 2011, SPRINGER BERLIN
HEIDELBERG, BERLIN, HEIDELBERG, PAGE(S)
146 - 159, XP019170587,

ISBN: 978-3-642-25577-9

abstract; figure 5

page 152, line 5 - line 21

EP 2 048 641 Al (SONY CORP [JP])

15 April 2009 (2009-04-15)

abstract

paragraphs [0053] - [0057]

1-28

1-28

Form PCT/ISA/210 {continuation of second sheet) (Aoril 2005




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2013/077939
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2010329450 Al 30-12-2010  NONE
EP 2048641 Al 15-04-2009  BR PI0715646 A2 26-03-2013
CN 101496080 A 29-07-2009
CN 101908958 A 08-12-2010
CN 103078734 A 01-05-2013
EP 2048641 Al 15-04-2009
HK 1131252 Al 21-04-2011
JP 4882598 B2 22-02-2012
JP 2008051829 A 06-03-2008
KR 20090052850 A 26-05-2009
RU 2009102664 A 27-10-2010
TW 200821999 A 16-05-2008
US 2010061548 Al 11-03-2010
WO 2008013076 Al 31-01-2008

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - wo-search-report
	Page 38 - wo-search-report
	Page 39 - wo-search-report

