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In a method for identification of a data transmission device (1, 5) in a data transmission system, a data transmission connection is
formed between at least a first (1) and a second data transmission device (5). The identification is conducted two ways, wherein the second
data transmission device (5) identifies the first data transmission device (1) and the first data transmission device (1) identifies the second
data transmission device (5). The identification comprises at least the following steps: generating at least one identification message (R1,
R2), transmission of said identification message (R1, R2) between the data transmission devices (1, 5), generating a check-up message
(Cls, C2p) of said identification message (R1, R2) in the receiving data transmission device (1, 5), sending said check-up message (Cls,
C2p) to the data transmission device (1, 5) which sent the identification message (R1, R2), in which a verification message (Clp, C2s) is
generated, with which the received check-up message (Cls, C2p) is compared.
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Method for identification of a data transmission device

The present invention relates to a method presented in the preamble of
Claim 1 for identification of a data transmission device in a data trans-
mission system, where a connection is made for transmission of data
between a first data transmission device and a second data
transmission device. The invention relates also to a data transmission
system presented in the preamble of Claim5 and to a data
transmission device presented in the preamble of Claim 8.

Systems have been developed for making various payments by data
processing equipment, by telecommunication terminal equipment, such
as a telephone or a mobile station, by a payment terminal, or by a so-
called smart card (processor card). Particularly the payment trans-
actions of companies are nowadays largely made through data proc-
essing equipment of the company itself, wherein the data processing
equipment has banking software or the like for input of the payments.
Thus a terminal is used for input of the required information, such as
the bank account number of the recipient, the sum in marks, the due
date etc., wherein the data processing equipment makes a data trans-
mission connection, for example via a modem and a telecommunication
network, to the data processing equipment handiing payments at a
bank, such as mainframe. For preventing misuse, the payer must enter
his or her user identification code and password at the beginning of the
connection, wherein the data processing equipment of the bank checks
if the given data correspond with the data recorded in the data process-
ing equipment of the bank. If the data are identical, the data processing
equipment of the bank will start receiving data and record the payments
in its register and transfer the given sum of money on the due date from
the account of the payer to the account of the recipient.

For payment, the data transmission is usually made either by batch
processing or in real time. In batch processing, the data of all the pay-
ments to be made at a time are set in the memory of the data process-
ing device, whereafter a data transmission connection is made with the
payment server of the bank and the data is transmitted. After the
transmission, the connection can be cut. Thus connection time is es-
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sentially used only as long as is required for data transmission at the
transmission rate available at the time. In real-time transmission, the
connection is made as early as at the beginning of the session and the
payment data are transmitted immediately to the payment server of the
bank. After the payment instructions are entered and sent to the pay-
ment server of the bank, the connection is cut. This alternative requires
a longer connection time than batch processing.

So-called smart cards or processor cards are small cards manufactured
usually in the size of a credit card and having a microprocessor and
electronic circuits required for its operation laminated in plastic. Further,
the surface of the card is usually provided with electric contacts for con-
necting supply voltages to the card and for transferring control and data
signals between the card and its read/write device. However, systems
have been developed for transferring the signals between the card and
its read/write device as well as the supply voltages of the card in a
wireless manner e.g. as high frequency electromagnetic signals. These
methods involve the problem of transmitting a sufficiently high quantity
of energy to the card so that the card can perform the necessary
operations, such as checking of encryption and decryption, sufficiently
quickly.

Smart cards are used e.g. as charge cards in several different applica-
tions, such as with public telephones, as coin cards, as means of pay-
ment at public transportation means, etc. When a smart card is to be
used as a charge card, money can be stored on its so-called electronic
purse for example at automatic cash dispenser points having the
equipment for controlling the smart card and charging money on the
card.

Figure 1b is a reduced block diagram illustrating the internal structure of
a smart card 12, known as such. A central processing unit CPU con-
trols the operation of the smart card 12 on the basis of a program code
stored in the read-only memory ROM. Various user-specified data to be
stored permanently in the memory can be stored in the electrically
erasable programmable read-only memory EEPROM. During use of the
smart card, the data memory RAM can be used as a temporary data
storage. A bus adapter DATA-I/O adapts the smart card 12 to the inter-
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face lines of the card reading device (not shown) as well as to a control
and data line 13. The properties and function of the smart cards can be
set by storing application software according to the use in the program
memory of the card advantageously at the manufacturing stage.

Increased popularity of the Internet data network has given particular
rise to the development of various payment systems in which the user
of the Internet network can for example order goods from different
suppliers and make payments for the orders by using the Internet data
network. In addition to making orders and payments, the Internet data
network and other data transmission systems are used to carry mes-
sages and even confidential information. Thus the sender and receiver
of the message should be able to make sure that the other party of the
connection is really the intended one. However, it is very easy to
eavesdrop the Internet data network and to follow communication in it,
wherein it is also possible to forge and misuse data. It should still be
possible to make payments and transmit other confidential information
in a way that is protected as well as possible from outsiders. For en-
ciphering communication, enciphering or encryption systems have been
developed for data transmission systems as well as identification sys-
tems for identification of the sender of the information e.g. in connection
with making payments. The encryption methods are primarily based on
the fact that each user has his or her own user code and an encryption
key for confirming the identification of the user. This confirmation with
the encryption key is also called digital signature, because this method
is analogous to the situation in which the user pays for purchases e.g.
with a credit card and confirms his or her identity with his or her own
signature which the seller possibly compares with the signature on the
1.D. card or the like of the payer.

The purpose of the digital signature is thus to identify both the user and
the transmitted message and to secure that the content of the message
has not changed during the transmission. Using the digital signature
enhances security of smart card systems and other systems and other
systems based on electronic payment.

There are two main types of digital signature systems: those based on
a secret key and those based on a public key.
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In a system based on the secret key, the same encryption key is used
for forming the digital signature at the sending end and for confirming
the transmitted signature at the receiving end, wherein the operations
for both encryption and confirming are substantially identical. The se-
cret key system is also called symmetric encryption. One very well
known encryption method using a secret key is the U.S. Federal Data
Encryption Standard (DES). The encryption can invoive either all the
transmitted data or only some of the data, such as the user code. The
encrypted information is known to the communication parties, or the
encryption data is marked in the data to be transmitted e.g. by changing
the value of an encryption bit. Thus it is possible at the receiving end to
find out which parts of the received data are encrypted. At the receiving
stage, an encryption checking key identical to the encryption key is
used for confirming that the received encrypted information is correct,
i.e. the encryption key used at the transmitting stage was identical with
the encryption checking key used at the receiving stage. The encryption
can be deciphered by using the encryption checking key.

In encryption systems based on a public key, a pair of two keys is used,
the first being a secret key and the second a public key. The secret key
is used for encrypting the data to be encrypted at the transmission
stage, and the encryption is checked using the public key at the receiv-
ing stage. The public key can be used only for checking the encryption
and for deciphering, but it is not possible to use the public key to find
out which encryption key was used to encrypt the data. The system
based on a public key is also called asymmetric encryption. In this sys-
tem, the public key can be known to anybody, but the secret key is only
known to the sender.

Consequently, systems based on the secret key require that the same
encryption key is known both to the sender and the receiver. Thus for
example in payment terminal applications, the payment terminal must
contain the encryption keys of all the persons having the right to use
the payment terminal, wherein such a payment terminal must be made
very reliable and crack-proof. In practice, this means that the apparatus
becomes very expensive and it must be mounted on its ground in a
stationary manner and possibly aiso equipped with a burglar alarm or
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the like. In this respect, the public key system is more advantageous,
because the payment terminal or the like does not need to contain se-
cret keys but it is sufficient that the terminal has the public keys for
checking the encryption made with different encryption keys. For each
public key there can be several secret keys, wherein the number of
keys to be stored is substantially smaller than in systems based on the
secret key. Further, it is not possible to use the public key to find out the
encryption key used for encryption. On the other hand, the above-men-
tioned encryption methods have the disadvantage that the sender can-
not make sure that the receiver is the intended recipient. There is thus
the risk of an outsider to interfere with the data transmission e.g. by
coupling on telephone lines and forging data transmission. Further-
more, this can be performed in a way that both the sender and the in-
tended recipient see the situation as normal but in reality the communi-
cation is made via a third party and the payment can be directed to a
wrong account or confidential information is made known to outsiders.

In mobile communication networks at least part of the data transmission
is made in a wireless manner by using radio transmitters and receivers.
The radio channel is a physically open resource which is available to
anybody via suitable data transmission device. This involves security
risks, for example eavesdropping or disclosure of the privacy of a loca-
tion. In digital mobile communication networks, such as GSM networks,
digital data transmission is used which is difficult to eavesdrop. Further,
it is possible to use caller identification and encryption in data
transmission. For preventing eavesdropping, encryption methods have
been developed for digital mobile communication networks, whereby
the speech converted to digital form and the data signal are encrypted.
Also other information carried via the radio channel can be encrypted,
such as the identification data of a mobile station (International Mobile
Subscriber Identity, IMSI) and the identification data on the location
(Location Area Identification, LAI). In the receiver, the encrypted signal
is deciphered back to unencrypted speech and data. The encryption
key and algorithm to be used in encryption is advantageously known
only to the sending and receiving equipment in question, wherein the
deciphering of the coded signal to intelligible speech and data as well
as to processing signals of the bit stream in a violent or illegal manner
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without the correct encryption key and algorithm is very difficult, thanks
to the efficient encryption algorithms currently in use.

At present, mobile stations are known which use a smart card of the
type shown in Figure 1a, comprising a subscriber identity module, such
as a SIM module 4. The SIM module comprises typically a central proc-
essing unit (CPU), a read-only memory (ROM), an electrically erasabie
programmable read-only memory (EEPROM), and a random access
memory (RAM). For using the mobile station, a personal identity code
stored on the SIM module must be given in connection with the use of
the mobile station, usually upon switching on the mobile station. The
data memory of the SIM module can also be used for storing other
user-specified information, telephone numbers, messages, etc.

The most common digital mobile communication networks are so-called
cellular networks. Figure 2 is a reduced diagram showing a mobile
communication network known as such, in which the invention can be
advantageously applied. The base station subsystem (BSS) of the
mobile communication network comprises base transceiver stations
(BTS) and base station controllers (BSC). The mobile station (MS) 3 is
in a data transmission connection via the radio channel with a base
station close to the respective location of the mobile station. The base
station is in a data transmission connection with the base station con-
troller. Data transmission between the base station and the base station
controller is usually carried via a cable. Each base station controller op-
erates with a group of several base stations. The base station controller
is, in turn, in a data transmission connection with a mobile services
switching center (MSC). The mobile services switching centers can, in
turn, be in a data transmission connection with each other as well as
with a landline communication network center (PSTN, ISDN). The in-
formation to be transmitted is usually divided into frames containing
control information, speech converted to digital form, data, and error
correction information. The frame structure can have several levels,
wherein the frames of an upper level are formed by arranging frames of
a lower level. Encryption can be directed both to the control information
and the speech and data portions. Further, the encryption can be
carried out also in a way that different encryption keys and algorithms
are used at different frame levels. One example of digital communica-
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tion networks is the GSM network which has a standard defining the
encryption methods and algorithms to be used.

In the GSM network, a mobile originated call is set up in a way that the
GSM mobile station and the GSM system network send control and
identification signals required for call set-up to each other. In response
to a connection request, the GSM mobile station is assigned a channel
for signalling, if this is possible within the capacity of the GSM system
network. On this channel, the GSM mobile station makes the GSM
system network a request for speech or data services. On the side of
the GSM system network, this request is transmitted to the mobile
services switching centre (MSC), in which the rights of the GSM sub-
scriber in question are verified from the visitor location register (VLR).

Upon a mobile terminated call e.g. from a landline telephone network
subscription, the PABX of the telephone network transmits inter alia the
telephone number of the mobile station to the mobile services switching
centre. The MSC verifies the rights of the GSM subscriber in question
from the home location register (HLR) and the visitor location register
(VLR). Following this, the GSM system network and the GSM mobile
station send control and identification data required for call set-up.

Depending on the application and on the configuration of parameters,
the visitor location register VLR can, via the mobile services switching
centre, send the GSM mobile station a request for exchange of identifi-
cation data and start of encryption. However, call set-up is possible also
without exchange of identification data and encryption. In other words,
the call is either encrypted or not encrypted according to the network
parameters set by the operator of the GSM system network.

In the GSM system, encryption is made on the physical level as bit-
specified encryption, i.e. the bit stream to be transmitted on the radio
channel is formed by adding to the data the encryption bits that are
generated by the A5 algorithm, known as such, using the encryption
key Kc. The A5 algorithm encrypts on the physical level the data and
signalling information to be transmitted on channels assigned for data
transmission (traffic channel, TCH, or dedicated control channel,
DCCRH).

7 PCT/F197/00793
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Synchronization of the messages to be transmitted is secured by con-
trolling the A5 algorithm with specific synchronization data (COUNT).
The synchronization data COUNT is formed on the basis of the TDMA
frame number. Thus the content of each 114 bit block generated with
the A5 algorithm depends only on the frame numbering and the encryp-
tion key Kc.

The encryption key Kc is preferably set up at the stage when the com-
munication on the assigned channel is not yet encrypted and the mobile
communication network to be used has identified the mobile station MS.
In the GSM system, the mobile station is identified by using the inter-
national mobile subscriber identity (IMSI) stored in the mobile station, or
by using a temporary mobile subscriber identity (TMSI) formed on the
basis of the subscriber identity. There is also a subscriber identification
key Ki stored in the mobile station. This subscriber identification key Ki
is also known to the mobile communication network.

For ensuring that the encryption key Kc is known to the mobile sta-
tion MS and the mobile communication network only, the encryption key
is transmitted indirectly from the base station subsystem BSS to the
mobile station MS. Thus a random access number RAND is given by
the base station subsystem BSS and sent to the mobile station MS.
The encryption key Kc is generated by the algorithm A8 from the ran-
dom access number RAND and the subscriber identification key Ki of
the mobile station. The calculation and storing of the encryption key Kc
is performed both in the mobile station MS and in the mobile communi-
cation network.

At the beginning of the connection, communication between the mobile
station MS and the base station subsystem BSS is unencrypted. The
transfer to the encryption mode is advantageously made in a way that
the base station subsystem BSS sends the mobile station a certain
command (unencrypted) which in this context is called "start cipher”.
After the mobile station MS has received the "start cipher" command, it
starts encryption of the messages to be transmitted and deciphering of
received messages. In a corresponding manner, the base station sub-
system BSS starts encryption of messages to be sent to the mobile sta-
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tion after the base station subsystem has received an encrypted mes-
sage sent by the mobile station and deciphered it correctly.

Consequently, the identification and encryption information is transmit-
ted one-way, from the base station subsystem to the mobile station,
wherein the base station subsystem does not confirm that the mobile
station MS is the correct mobile station. Also, the mobile station MS
does not necessarily know that the messages sent from the mobile sta-
tion MS are transmitted to the correct base station subsystem. Thus
there exists the possibility that efficient calculating devices and data
transmission device can be used to intercept messages from the
communication between the base station subsystem BSS and the mo-
bile station MS.

It is an aim of the present invention to eliminate all the above-men-
tioned disadvantages to a major extent and to provide a data transmis-
sion system where the communicating parties can identify each other in
a reliable way to prevent possible misuse. The invention is based on
the idea that the identification is carried out in the communication both
ways advantageously so that both communicating parties identify each
other. The method of the present invention is characterized in what will
be presented in the characterizing part of the appended Claim 1. The
system of the present invention is characterized in what will be pre-
sented in the characterizing part of the appended Claim 5. Further, the
device of the present invention is further characterized in what will be
presented in the characterizing part of the appended Claim 8.

The present invention gives significant advantages to the encryption
methods and systems of prior art. According to the invention, double-
checking is performed, wherein both parties to the communication ses-
sion can make sure that the other party is exactly the intended one.
Thus it is not possible for outsiders to find out the content of the data to
be transmitted and to direct the information to a wrong address. Pay-
ment operations are made safer than by using methods and systems
known at present.

Checking can be done also during the data transmission connection,
wherein attempts during the data transmission connection to interfere
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with the data to be transmitted can be found out and data can be pre-
vented from falling into the hands of outsiders.

The invention will be described in more detail in the following with ref-
erence to the appended drawings. In the drawings,

Fig. 1a shows a smart card,

Fig. 1b is a reduced block diagram showing the functional structure
of a smart card,

Fig. 2 is a reduced diagram showing a mobile communication net-
work known as such,

Fig. 3 shows a communication system according to an advanta-
geous embodiment of the invention,

Fig. 4 is an arrow diagram showing a payment operation according
to the invention, and

Fig. 5 is a status chart showing identification according to the in-
vention.

The following example illustrates the use of the method according to
the invention for making a order and payment of an article or service in
the communication system shown in Fig. 3, such as the Internet data
network. The invention can also be applied in other types of data sys-
tems and for transmitting other types of data.

The user makes the necessary operations with a first data transmission
device 1, which in this advantageous embodiment of the invention
comprises at least a first data processor 2, such as a portable com-
puter (PC), a first telecommunication terminal 3, which is e.g. a mobile
station MS, such as a GSM mobile station, and a SIM module 4. The
first data processor 2 is in data transmission connection with the first
telecommunication terminal 3. The SIM module 4 is also in a data
transmission connection either with the first data processor 2, the first
telecommunication terminal 3, or both. The SIM module 4 can also be
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part of the first telecommunication terminal 3, such as is known from
GSM mobile stations. The first data processor2 and the first tele-
communication terminal 3 shown in Fig. 3 can be either separate de-
vices or they can be integrated as for example in the Communicator
manufactured by Nokia.

The invention will be described using the SIM module 4 as an electronic
purse, as shown in Fig. 3, but the electronic purse can also be a charge
card or the like. Thus, for applying the invention, the operations re-
quired in the SIM module can be provided at least partly also in the
charge card or the like.

A second data transmission device 5 comprises advantageously a sec-
ond data processor 6 which is e.g. a mainframe of the bank (payment
server), a second telecommunication terminal 7, such as a modem, and
a security access module (SAM) 8 for checking the user rights. The
second data processor 6 and the second telecommunication terminal 7
are in data transmission connection with each other for transmitting
messages between the second data processor 6 and a communication
network 11. The SAM module 8 is coupled advantageously to the sec-
ond data processor 6.

In the first data transmission device 1, the SIM module 4 makes the op-
erations required for identification of the data transmission parties and
also for encryption of data transmission in the data transmission de-
vice 1, as well as deciphers the encrypted data received from the sec-
ond data transmission device 5. In a corresponding manner in the sec-
ond data transmission device 5, the SAM module 8 makes the opera-
tions required for identification of the data transmission parties and also
for encryption of data transmission in the second data transmission de-
vice 5, as well as deciphers the encrypted data received from the first
data transmission device 1.

Encryption of the data to be transmitted is made advantageously by
selecting an encryption algorithm A1, A2, A3, as shown in the status
chart of Fig. 5. In the first data transmission device 1, the encryption al-
gorithms A1, A2, A3 are stored preferably in the SIM module 4, and in
the second data transmission device 5 advantageously in the SAM
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module 8. Thus the encryption algorithm A1, A2, A3 corresponding to
the respective stage of identification according to the invention is
searched in the application software of the SIM module 4 and the SAM
module 8. This is shown by the indices A1, A2, A3 in the respective
blocks in Fig. 5. The encryption key K, Kc and the data to be transmit-
ted are used as inputs of the selected encryption algorithm A1, A2, A3,
wherein the encryption algorithm A1, A2, A3 generates an encrypted
character string (a message), which is known as such. In practical ap-
plications of the encryption algorithm, e.g. programmable logic circuits
comprising a programmed encryption algorithm can be used, or the en-
cryption algorithm and encryption can be implemented in the application
software of the encryption device. in a corresponding manner, also
checking of the encrypted data and deciphering can be implemented on
the hardware and/or software level. For verification of the encrypted
data and deciphering, the same encryption key A1, A2, A3 is used as
for encryption. The encryption key K, Kc is either the same as the one
used for encryption, or a public encryption key. Thus the input of the al-
gorithm comprises the encrypted data e.g. as a binary character string
and the encryption key K, Kc. The result will be information on whether
the checked data was encrypted with the correct encryption key K, Kc
and encryption algorithm A1, A2, A3.

A payment operation is exemplified in an arrow chart shown in Fig. 4.
The operations critical for safety are marked with points in the arrows.
For making an order, the user starts e.g. an Internet content browser
with the first data processor 2 and finds the www page or the like of the
supplier of the goods or services intended. When the correct page has
been found and a data transmission connection has been made to the
content server of the supplier of the goods or services, the name and
order are entered by the user with the first data processor2 and
transmitted to the content server (arrow 401). The content server
checks the order and finds the price of the order from its service
provider or the like (arrow 402), after which the price information is
transmitted to the first data processor 2 (arrows 403, 404), in which ad-
vantageously a paymaker shows the price information to the user and
requests for a confirmation of order. After the confirmation of order
(arrow 405) has been received, the price and the information of the
supplier of the goods or services are transmitted from the content
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server to a payment server of a bank (arrow 406). After this, the pay-
ment operation is started advantageously by setting up a data trans-
mission connection between the first data transmission device 1 and
the second data transmission device 5 e.g. as a telephone connection
in a situation in which the data transmission connection does not yet
exist. In this embodiment, the second data transmission device 5 is the
payment server of the bank. Also other known data transmission
methods can be used, while the basic idea of the invention remains the
same.

We shall next describe identification of data transmission devices ac-
cording to an advantageous embodiment of the invention. This is illus-
trated as a status chart in Fig. 5. In the same context, reference is also
made to the arrow chart of Fig. 4. In the reference indices C1s, Cip,
C2s, C2p of the check-up and verification messages, the last character
indicates to the message source in a way that the reference indices of
the messages formed in the first data transmission device 1 contain the
letter s and the reference indices of the messages formed in the sec-
ond data transmission device 5 contain the letter p. The check-up mes-
sages C1s, C2p are transmitted between the data transmission de-
vices, but the verification messages C1p, C2s are used within the re-
spective data transmission devices to verify the correctness of the
check-up messages.

After the data transmission connection is formed between the data
transmission devices 1 and 5, the second data transmission device 5
produces a first identification message R1 advantageously in the SAM
module 8 and sends it to the first data transmission device 1
(arrow 407), in which advantageously a paymaker conveys the identifi-
cation message to the SIM module 4 for processing (arrow 408). The
first identification message R1 is advantageously a random character
string, wherein it is different at each transmission session, which will
further improve reliability of identification and security of data transmis-
sion. The first identification message R1 is sent advantageously in un-
encrypted form. In the first data transmission device 1, the SIM mod-
ule 4 converts the first identification message R1 to a first check-up
message C1s by using a first encryption algorithm A1 and a first en-
cryption key K. Further, the SIM module 4 produces a second identifi-

13 PCT/F197/00793
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cation message R2 and converts it to a temporary encryption key Kc by
using a second encryption algorithm A2 and a first encryption key K.
After this, the first check-up message C1s produced by the SIM mod-
ule, the second identification message R2 and the identification ID of
the SIM module are transmitted to the second data transmission de-
vice 5 (arrows 409, 410). The SIM module identification ID is transmit-
ted in unencrypted form, wherein the second data transmission de-
vice 5 can select the correct encryption key K on the basis of the SIM
module identification ID. The SIM module identification ID can be
transmitted in unencrypted form, because outsiders cannot utilize the
code without the correct encryption key K.

Now, the SAM module 8 of the second data transmission device 5
knows both the encryption key K and the first encryption algorithm A1.
Thus the SAM module 8 makes the corresponding operation to the first
identification message R1 as the SIM module 4, i.e. converts the first
identification message R1 into the first check-up message C1p by using
the encryption key K and the first encryption algorithm A1. Because the
operations are identical, also the result, that is the first verification mes-
sage C1p and the first check-up message C1s, should be identical, if
the starting data was the same. The SAM module 8 compares the first
check-up message C1s sent from the first data transmission device 1
with the first verification message C1p formed by it. If the comparison
shows that these are identical, the SAM module 8 knows that the
sender was the first data transmission device 1, or that the data trans-
mission connection is all right in this respect.

Next, the SAM module 8 converts the second identification mes-
sage R2 sent by the first data transmission device 1 into a second
check-up message C2p by using the first encryption algorithm A1 and
the encryption key K. Further, the SAM module 8 converts the second
identification message R2 into a temporary encryption key Kc by using
the second encryption algorithm A2 and the first encryption key K. The
price information on the article or service ordered, and the address in-
formation of the supplier of said article or service are transmitted to the
first data transmission device 1 advantageously in encrypted form. For
encryption, the SAM module 8 uses a third encryption algorithm A3 and
a temporary encryption key Kc formed by it. The second data
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transmission device 5 sends then the price information and the address
information in encrypted form as well as the second check-up mes-
sage C2p to the first data transmission device 1 (arrows 411, 412).

The first data transmission device 1 uses the second identification
message R2 produced by the SIM module 4 for producing the second
verification message C2s by using the first encryption algorithm A1 and
the encryption key K. Consequently, the SIM module 4 makes the cor-
responding operation to the second identification message R2 as the
SAM module 8, wherein the result, i.e. the second check-up mes-
sage C2p and the second verification message C2s, should be identi-
cal, if the starting data was the same. After receiving the second check-
up message C2p sent by the second data transmission device 5, the
SIM module 4 compares it with the second verification message C2s
produced by it. If the result of the comparison is identical to the SIM
module 4, the SIM module 4 knows that the transmitter was the second
data transmission device 5. After this the SIM module deciphers the re-
ceived price and address information by using the third encryption al-
gorithm A3 and the temporary encryption key Kc. Now that both parties
of the data transmission are identified, the order can be paid.

In connection with the payment operation, the SIM module checks that
the sum of money contained in the SIM module 4 is sufficient for mak-
ing the payment. If there is not sufficiently money loaded in the SIM
module 4, the payer can be given an error message for example on the
display 9 of the first data transmission device or on the display 10 of the
first data processor. If there is sufficiently money stored in the SIM
module 4, the sum to be paid is reduced from the money account of the
card. The SIM module 4 sends the payment and the identification pa-
rameters, encrypted with the third encryption algorithm A3 and the tem-
porary encryption key Kc, to the second data transmission device 5
(arrows 413, 414). The identification parameters used can be for ex-
ample the payer identification and password for securing that the sent
message and the message received by the second data transmission
device 5 come from the correct SIM module and that the money is le-
gal.
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In connection with the payment, the payment server of the bank
transmits an acknowledgement for the payment to the first data trans-
mission device 1 (arrow 415), in which the acknowledgement is trans-
mitted to the SIM module 4 (arrow 416).

The bank payment server sends information on the payment also to the
content server (arrow 417). Next, the content server sends the informa-
tion on the order (e.g. the order number) to the user to the content
browser for display of the information (arrow 418). The acknowledge-
ment of receipt of the information by the user is transmitted to the
content server (arrow 419) and to the payment server (arrow 420). The
content server sends still an acknowledgement of the transmission of
the order and payment data via the paymaker (arrow 421) to the SIM
module (arrow 422).

Next, the payment server makes the payment in encrypted form to the
bank account of the supplier of the article or services, as shown by ar-
row 423. An acknowledgement of the giro transfer is further sent to the
payment server (arrow 424). The order is now received and the pay-
ment made.

In the encryption method according to the invention, the encryption
key K is required which is linked to the SIM module identification ID.
The second data transmission device 5 comprises a data file in which
the identifications ID of the SIM modules connected with the system
and the corresponding encryption keys K are stored, wherein the sec-
ond data transmission device 5 is capabie of finding out each encryp-
tion key K used on the basis of the received SIM module identifica-
tion ID. Further the method according the invention uses advanta-
geously three encryption algorithms A1, A2, A3. The system implement-
ing the method of the invention is very safe, because the encryption
key K and the encryption algorithms A1, A2, A3 are never transmitted
via the data network but they are stored in the second data transmis-
sion device 5 as well as in the SIM module 4 for example in connection
with manufacturing of the SIM module card.

The encryption keys K, Kc, the encryption algorithms A1, A2, A3, the
identification messages R1, R2, the check-up messages C1s, C2p, as
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well as the verification messages C1p, C2s, and their form, each de-
pend on the application to be used. Typically, digital data transmission
systems utilize binary digit strings, whose length is selected according
to the use and the properties of the system, e.g. to be divisible by 8 or
168, which is known to an expert in the art.

Although the invention was described above to secure payment opera-
tions, the invention can also be advantageously applied for securing
communication, wherein the method works substantially in the manner
described above. Thus, instead of or in addition to price and address
information, data is transmitted which is encrypted with the said encryp-
tion key Kc and encryption algorithm A3. Identification of the parties to
the data transmission is conducted two ways with the encryption key K,
the first encryption algorithm A1 and the two identification messages R1
and R2. The data are transmitted advantageously in packets, wherein
in connection with the reception of each packet it can be verified that
the packet was sent from the correct sender.

The invention is not limited solely to the above-mentioned embodiments
but it can be modified within the scope of the appended claims.
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Claims:
1. Method for identification of a data transmission device (1, 5)

in a data transmission system, wherein a data transmission connection
is formed between at least a first (1) and a second data transmission
device (5) and the identification is conducted two ways, wherein the
second data transmission device (5) identifies the first data transmis-
sion device (1) and the first data transmission device (1) identifies the
second data transmission device (5), in which method the identification
comprises at least the following steps:
- generating at least one identification message (R1, R2),
- transmission of said identification message (R1, R2) between the
data transmission devices (1, 5),
- generating a check-up message (C1s, C2p) of said identification
message (R1, R2) in the receiving data transmission device (1, 5),
- sending said check-up message (C1s, C2p) to the data
transmission device (1, 5) which sent the identification mes-
sage (R1, R2), in which
- a verification message (C1p, C2s) is generated, with which the
received check-up message (C1s, C2p) is compared,
characterized in that the identifications (ID) of the first data
transmission devices (1) that can be linked to the data transmission
system as well as the corresponding encryption keys (K) are stored in
the second data transmission device (5), wherein the encryption key (K)
to be used in generating the check-up message (C1s, C2p) and the
verification message (C1p, C2s) is selected on the basis of the
identification (ID) of the first data transmission device (1) that is used in
the data transmission connection at the time.

2. Method according to Claim 1, characterized in that the

identification comprises at least the following steps:

- generating the first identification message (R1) at the second data
transmission device (5),

- transmission of said identification message (R1) from the second
data transmission device (5) to the first data transmission
device (1),

- generating the first check-up message (C1s) in the first data
transmission device (1),
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- transmission of said check-up message (C1s) to the second data
transmission device (5), in which

- the encryption key (K) is selected on the basis of the received
identification (ID) of the first data transmission device (1),

- the first verification message (C1p) is generated, with which the
received check-up message (C1s) is compared,

- the second identification message (R2) is generated at the first
data transmission device (1),

- said identification message (R2) is sent from the first data
transmission device (1) to the second data transmission
device (5),

- the second check-up message (C2p) is generated at the second
data transmission device (5), and

- said check-up message (C2p) is sent to the first data transmission
device (1), in which

- the second verification message (C2s) is generated, with which
the received check-up message (C2p) is compared.

3. Method according to Claim 1 or 2, characterized in that an
encryption algorithm (A1) and an encryption key (K) are selected,
wherein the first check-up message (C1s) is generated from the first
identification message (R1) by using the encryption algorithm (A1) and
the encryption key (K), and that the second check-up message (C2p) is
generated from the second identification message (R2) by using the en-
cryption aigorithm (A1) and the encryption key (K).

4, Method according to Claim 1, 2 or 3, characterized in that
the second identification message (R2), the first check-up
message (C1s) and the second verification message (C2s) are
generated in a smart card, such as a SIM module (4), arranged in the
first data transmission device (1).

5. Data transmission system comprising means (3, 7, 12) for
generating a data transmission connection between at least a first (1)
and a second data transmission device (5), in which system the data
transmission devices (1, 5) are arranged to be identified two ways,
wherein the first data transmission device (1) comprises means for
identifying the second data transmission device (5) and the second
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data transmission device (5) comprises means for identifying the first

data transmission device (1), and which identification means comprise:

- means (4, 8) for generating at least one identification mes-
sage (R1, R2),

- means (3, 7) for transmitting said identification message (R1, R2)
between the data transmission devices (1, 5),

- means (3, 7) for generating a check-up message (C1s, C2p) in the
data transmission device (1, 5) receiving said identification
message (R1, R2), and

- means (4, 8) for sending said check-up message (C1s, C2p) to the
data transmission device (1, 5) that sent the identification
message (R1, R2), comprising means (4, 8) for generating a
verification message (C1p, C2s) and means (4, 8) for comparing
the verification message (C1p, C2s) and the received check-up
message (C1s, C2p),

characterized in that the second data transmission device (5)

comprises further means for storing the identifications (ID) of the first

data transmission devices (1) and the corresponding encryption
keys (K), wherein the encryption key (K) is arranged to be selected on
the basis of the identification (ID) of the first data transmission device

(1) being used at the time.

6. System according to Claim 5, characterized in that the
means for identification of the first data transmission device (1) com-
prise:

- means (8) for generating the first identification message (R1), the
second check-up message (C2p) and the first verification
message (C1p), ‘

- means (7) for sending said first identification message (R1) and
the second check-up message (C2p) to the first data transmission
device (1),

- means (7) for receiving the first check-up message (C1s) of the
second identification message (R2) and the identification (ID) of
the first data transmission device (1),

- means (8) for selecting the encryption key (K) on the basis of the
identification (ID) of the first data transmission device (1), and

- means (8) for comparing the first check-up message (C1s) and the
first verification message (C1p),
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and that the means for identification of the second data transmission

device (5) comprise:

- means (4) for generating the second identification message (R2),
the first check-up message (C1s) and the second verification
message (C2s),

- means (3) for sending said second identification message (R2)
and the first check-up message (C1s) to the second data
transmission device (5),

- means (3) for receiving the first identification message (R1) and
the second check-up message (C2p), and

- means (4) for comparing the second check-up message (C2p) and
the second verification message (C2s).

7. System according to claim 5 or 6, characterized in that the
means (4) for generating the second identification message (R2), the
first check-up message (C1s) and the second verification mes-
sage (C2s) comprise a smart card, such as a SIM module (4).

8. Data transmission device (1, 5), such as a mobile station,

comprising:

- means (4) for storing the identification (ID) of the data
transmission device (1),

- means (4) for generating an identification message (R1, R2),

- means (3) for transmitting said identification message (R1, R2),

- means (3) for receiving a check-up message (C1s, C2p) gener-
ated on the basis of the transmitted identification message (R1),
and

- means (4) for generating a verification message (C1p, C2s) on the
basis of the received check-up message (C1s, C2p),

characterized in that it comprises further means (3) for transmitting

the identification (ID) of the data transmission device (1) to a second
data transmission device (5), wherein in the second data transmission
device (5) the encryption key (K) is arranged to be selected on the ba-

sis of the identification (ID) of the first data transmission device (1).

PCT/F197/00793



WO 98/28877

4 —
12/

Fig. 1a

PCT/F197/00793

1/5

SENCRYPTION CIRCUIT

ROM

RAM

CPU
PROTECTION
LOGIC

Fig. 1b

DATA-IIO
EEPROM




PCT/FI97/00793

WO 98/28877

N1Sd

IS

Ssd

rANE

A4h

6 ™

«— )
9\_‘/—\
\f\N




PCT/F197/00793

WO 98/28877

3/5

[

¢ ‘B4

)

1 — ©

NVS €&

NET VTS
JuswAhed

v

WapO

A

3

W0~

l\\_/\

Od

S T|I¥_>__m

)

D~
-
A )

v‘ SHOMIEN T




PCT/F197/00793

WO 98/28877

0 301 0cy SO @ -
A v
et I
% e 4%
e s O T P f 61174
N0 W3
L L . Lo
s = > siapourered
7ol
< < e siajaurered UONRZLIOGHE ‘Aatow JO EEW._W Wquu A3 ,Faoﬁﬁﬂw%h \. 'm _‘
o U [ Guwowsag

Ly con S0~ T

_Mom TWRIS0}dAT,) "SOIAISS JO SSeippe 'eoud ‘ASU0W 10 ﬂom_a ¢ Asuoun 125 >
TP [] —60

< WIS J0 1" gaopusy oy (5 ,_Eme%o_wmw_
Twopuey JIv) ~ . {wopusy
(70} /“ [ 5oud ABA A 3551 g Y Nl/
' 130)7 0ud jAed 1o5] A - GOy 80¥
< W soud Ked pes P w
TP A3 ~
C oy - E:dﬁu sm” LOv 144
yueg 1aplaaid AR AT TURTAE ] J9AI3G 1UW0) 1asmoIg Jusjuo)) s d WIS

SI313UreTed UOReZLo

vey

"}O€ I3jSUe] Junoure

_ s1sjourered uonezLiomne ¢ 1ap)

pA01d 2914138 JO JUNOUTE [B301 SALT|

b

614

j0

Sop

Sop 30 8o




G ‘b1

PCT/F197/00793

5/5

cw._ﬂmumc_“ﬂua abessaw abessaw siajawesed
3 . UINE [eagf— m< 1' pejdAious [ Eema peidfious [ m< uogesuoyine
Aauow ‘Keuow

eV {2

1

m< abessaw abessaw Ux N< wld v*

¥ pejdiious [T eEEwE TP pardAioue

[
oM | [N dZO Hesm—d20 A
/ nt A
rAS Rl 2y = LV »{sgD

N< ‘Il.T.I Y

adl |etess=

Aeas WIS

Q FO i Bessaw puas
H v_,.es S1Otm=r{SLO [ LV

.\v_. \4

WO 98/28877

v (- S E— Y M e adl

Janesg Juswieyd Wis




1

INTERNATIONAL SEARCH REPORT International application No.
PCT/FI 97/00793

A. CLASSIFICATION OF SUBJECT MATTER

IPC6: HO4L 9/32, HO4AM 1/66

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC6: HO4L, HO4M

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

SE,DK,FI,NO classes as above

Blectronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*| Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 5237612 A (ALEX K. RAITH), 17 -August 1993 1-8
(17.08.93), column 14, line 13 - line 44;
column 17, line 6 - Tine 34

X US 5544245 A (HIDEKI TSUBAKIYAMA), 6 August 1996 1-8
(06.08.96), column 2, line 50 - column 3, Tine 21

X DE 4442357 Al (DEUTSCHE TELEKOM AG), 5 June 1996 1-8
(05.06.96), column 3, line 37 - line 57

X EP 0447380 Al (TELEFONAKTIEBOLAGET LM ERICSSON), 1-8
18 Sept 1991 (18.09.91), column 3,
line 6 -~ column 4, line 17

Further documents are listed in the continuation of Box C. m See patent family annex.

* Special categories of cited documents: “T” later document published after the internationat filing date or priority

” . ca s . date and not in conflict with the application but cited to understand
“A” document defining the general state of the art which is not considered o : : :
to be of particular relevance the principle or theory underlying the invention

“B” erlier document but published on or after the international filing date “X* document of particular relevance: the claimed invention cannot be
considered novel or cannot be considered to involve an inventive

"y # : - . s
L” document which may throw doubts on priority claim(s) or which is step when the document is taken alone

cited to establish the publication date of another citation or other

special reason (as specified) ”Y” document of particular relevance: the claimed invention cannot be
“O” document referring to an oral disclosure, use, exhibition or other considered to involve an inventive step when the document is
means combined with one or more other such documents, such combination
“P”  document published prior to the internationa! filing date but later than being obvious to a person skilled in the art
the priority date claimed “&” document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
5 June 1998 1998
Name and mailing address of the ISA/ Authorized officer
Swedish Patent Office
Box 5055, §-102 42 STOCKHOLM Bengt Romedahl
Facsimile No. +46 8 666 02 86 Telephone No. +46 8 782 25 00

Form PCT/ISA/210 (second sheet) (July 1992)



2

INTERNATIONAL SEARCH REPORT Imeméﬁonal application No.
PCT/FI 97/00793

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*| Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 5473689 A (GUNTHER EBERHARD), 5 December 1995 1-8
(05.12.95), column 3, Tine 3 - 1line 23

Form PCT/[ISA/210 (continuation of second sheet) (July 1992)



INTERNATIONAL SEARCH REPORT International application No.
Information on patent family members
29/04/98 | PCT/FI 97/00793

Patent document Publication Patent family Publication
cited in search report date member(s) date
Us 5237612 A 17/08/93 EP 0506637 A 30/09/92
US 5544245 A 06/08/96 GB 2279540 A,B 04/01/95
GB 9411680 D 00/00/00
JP 6350598 A 22/12/94
DE 4442357 Al 05/06/96 NONE
EP 0447380 Al 18/09/91 AT 121254 T 15/04/95
AU 638820 B 08/07/93
AU 7495291 A 10/10/91
CA 2051385 A 10/09/91
CN 1024241 B 13/04/94
CN 1054868 A 25/09/91
DE 69008167 D,T 22/09/94
DE 69108762 D,T 24/08/95
EP 0460181 A,B 11/12/91
ES 2073726 T 16/08/95
FI 915237 D 00/00/00
HK 101895 A 30/06/95
IE 67887 B 01/05/96
JP 4505693 T 01/10/92
NO 300249 B 28/04/97
PT 96979 A 30/04/93
SE 465800 B,C 28/10/91
SE 9000856 A 10/09/91
US 5282250 A 25/01/94
US 5390245 A 14/02/95
US 5559886 A 24/09/96
WO 9114348 A 19/09/91
US 5473689 A 05/12/95 AT 162033 T 15/01/98
DE 4317380 C 18/08/94
DE 59404924 D 00/00/00
A,B 28/12/94

EP 0631408

Form PCT/ISA/210 (patent family annex) (July 1992)



	BIBLIOGRAPHY
	DESCRIPTION
	CLAIMS
	DRAWINGS
	SEARCH_REPORT

