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(57) ABSTRACT 

Methods and apparatus for conducting electronic commerce 
using electronic tokens are described. The electronic tokens 
are issued and maintained by a vendor, who also provides 
products and services that can be purchased or rented using 
the electronic tokens. The electronic tokens may be pur 
chased from the vendor either on-line, using a credit card, or 
off-line, using a check, money order, purchase order, or other 
payment means. Because the vendor is the issuer of the elec 
tronic tokens, there is no need for transactions to be handled 
by a third party, such as a bank or other organization. This 
reduces the overhead involved in conducting electronic com 
merce, and provides the vendor with a greater amount of 
control. Additionally, the vendor maintains total control over 
the price of the electronic tokens at any time. For vendors who 
offer software products for sale or rental, use of electronic 
tokens makes a variety of rental arrangements practical, 
including rental for short periods of time, for a specific num 
ber of uses, or for a specific number of processing. 
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METHOD AND APPARATUS FOR 
CONDUCTINGELECTRONIC COMMERCE 
TRANSACTIONS USINGELECTRONIC 

TOKENS 

RELATED APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 09/753,784 filed on Jan. 2, 2001, which 
is a continuation-in-part of U.S. patent application Ser. No. 
09/665.237, filed Sep. 18, 2000, which is a continuation-in 
part of U.S. patent application Ser. No. 09/553,695, filed Apr. 
21, 2000. This application also claims priority from U.S. 
provisional application Ser. No. 60/178,239, filed Jan. 26, 
2OOO. 

FIELD OF THE INVENTION 

0002 The present invention relates to methods and appa 
ratus for conducting electronic commerce using electronic 
tokens. More particularly, the present invention provides a 
means to purchase, rent, or extend the rental period on Soft 
ware or other products and services using electronic tokens, 
which may be purchased either on-line or off-line. 

BACKGROUND OF THE INVENTION 

0003 Electronic commerce using the World Wide Web 
(Web) is exploding in growth. Many Web sites have been 
developed through which Web service providers may adver 
tise and offer a variety of products for sale. As electronic 
commerce becomes popular, increasing numbers of vendors 
are offering a variety of products and services on the Web. 
Among these vendors are software vendors, known as appli 
cation service providers (ASPs), who provide software for 
sale or rental over the Web. 
0004 Software products being offered by an ASP are typi 
cally displayed at the purchaser's client computer. The dis 
play may include a description of each Software program and 
a price for the Software. As the purchaser sends a request to 
purchase software programs to the ASP server, the server 
must interact with the client system to confirm the purchases 
and the payment method. When the ASP server accepts the 
purchase order and the payment method, the ASP server 
downloads the software product electronically to the purchas 
er's client computer. To prevent unauthorized use of the soft 
ware product, each Software product is typically protected by 
encryption, usually referred to as a software lock (or key). 
0005. Upon successful completion of the purchase trans 
action, the ASP downloads a decrypted version of the soft 
ware or an authorization code which will “unlock' the soft 
ware for the purchaser if the software being purchased is 
already installed on the purchaser's client computer. The lat 
ter situation may exist if the rental period of the software 
product has expired and the purchaser wishes to extend its 
SC. 

0006 Since some software products are relatively expen 
sive or use of a particular Software product may become 
obsolete after a period or number of uses by a purchaser, the 
purchaser may want to rent the software product instead of 
purchasing it outright. Thus, the Software may be rented for 
use for a certain period of time or for a certain number ofuses. 
For example, it may be preferable to rent computer games 
rather than purchase them, since computer games often lose 
their interest and appeal after repeated playing. Additionally, 
a purchaser may wish to rent the use of a Software program 
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that is used only occasionally, such as a language translator or 
document clean-up or editing Software. The rental of software 
thus provides users a relatively inexpensive and economic 
method to use software. 
0007 When a user finds that he is using a piece of rented 
software repeatedly, it may be desirable to extend the rental 
period, or to convert rented Software to permanent use. An 
ASP may, therefore, offer users the ability to purchase addi 
tional uses of a software product, extend the rental period of 
a software product, or convert rented Software to permanent 
use. These operations are typically achieved by sending the 
user new authorization codes or keys that enable the software 
to continue operation until the new number of uses or time 
period has expired. By providing only a new authorization 
code or key, the ASP avoids having to re-download the soft 
ware to the user's computer. 
0008. As the use of an ASP becomes more popular, the 
interaction between purchaser client computers and ASP 
servers will become much more frequent. Therefore, it will be 
desirable for ASPs to provide their purchasers the conve 
nience of minimizing the requirement for interaction between 
a client computer and the ASP server in order to complete the 
purchasing or rental transaction, as the case may be. It would 
also be desirable for ASPs to minimize or limit the frequency 
of asking the purchaser to transmit the user's private, sensitive 
information, such as credit card information. Although the 
purchaser's credit card number is encrypted during the trans 
mission, it will be highly desirable to minimize its exposure 
through the Web. 
0009. Additionally, some software rentals may have a very 
low cost. For example, renting a single page use of a transla 
tion package may cost less than the typical fees associated 
with processing credit card transactions. Such “micropay 
ment' transactions, sometimes amounting to only fractions of 
a cent, may also occur in the context of providing access to 
media, or Web-based services. Such as search engines. In each 
of these cases, it is necessary to provide away for users to pay 
for Such transactions without incurring the overhead of a 
credit card charge. 
0010. Similar demands are present for vendors of products 
and services other than software. While there may be many 
consumers on the Web interested in purchasing or renting a 
wide variety of products and services, many of these consum 
ers are either unwilling to take the risk of using their credit 
card over the Internet, or do not possess a credit card that may 
be used to make purchases on the Web. Additionally, some 
products and services available over the Web are small 
enough in cost that they do not justify the overhead of han 
dling credit card transactions. 
0011. To address these concerns, various forms of elec 
tronic currency have been developed and marketed by numer 
ous companies. For example, eCash Technologies Incorpo 
rated, of Bothell, Wash., offers a product called “eCash', 
which relies on encryption and digital signature technology to 
permit selected “eCash' banks to issue “eCash' currency to 
users, which may be spent on the Web sites of vendors who 
will accept this “eCash'. These vendors may then exchange 
the “ecash’ for traditional money through an “eCash' bank. 
The use of "eCash' permits micropayments, and permits 
users to purchase products and services on the Web without 
using a credit card. 
0012. The “ecash” system, and other similar systems, 
eliminate the need to use a credit card for each on-line trans 
action, and permit micropayments. Such systems require that 
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users and merchants make arrangements with authorized 
banks, and require both the user and the merchant to convert 
between real currency and electronic currency through an 
authorized bank. 

0013 Another system is provided by RocketCash Corpo 
ration, of Mountain View, Calif. The RocketCash system sets 
up accounts for teens who do not have credit cards, and 
permits their parents to add money to the accounts using 
checks, money orders, or credit cards. A teen may then shop 
on the Web, and have the purchases billed to his or her Rock 
etCash account. This eliminates the need for credit cards, but 
does not address micropayments. Additionally, it is still nec 
essary to establish and fund an account with a single central 
entity (i.e. RocketCash Corporation) before goods may be 
purchased. 
0014 InternetCash Corporation, of New York, N.Y., offers 
a similar product, called InternetCashTM, based on pre-paid 
card that is purchased in pre-determined denominations from 
a store, and may be used at selected on-line merchants. The 
InternetCashTM system can handle transactions smaller than 
will be processed by most credit cards, and provides a means 
to anonymously purchase items on the Internet, without using 
a credit card. Like other previously known electronic cur 
rency systems, InternetCashTM requires merchants to obtain 
payment from a central organization. 
0015. Another electronic currency, called “Beenz”, is pro 
vided by BeenZ.com, Inc., of New York, N.Y. The “beenz” 
system permits registered users to earn "beenz' currency as 
an incentive for visiting particular Web sites, shopping on 
line at particular Web sites, and other on-line activity. The 
currency “earned by these activities may be spent at selected 
Web vendors. This system, while it does not use a credit card, 
and may be used for micropayments, is not well Suited to 
more general use, as there is no way to purchase the “beenz' 
currency. Additionally, as in the other examples cited above, 
Vendors must rely on a single organization to receive payment 
in real money. 
0016 Numerous patents on electronic currency have been 
issued. Among these are U.S. Pat. No. 5,983.207, to Turket 
al., and U.S. Pat. No. 5,671,364, to Turk, which discuss elec 
tronic currency systems based on gold or some other com 
modity held at a central location. U.S. Pat. No. 4,977.595, to 
Ohta et al., describes cryptographic techniques that may be 
used by a bank to issue electronic cash. Like the other systems 
described hereinabove, the methods described in these pat 
ents use central organizations, such as banks, to manage user 
accounts and to handle transactions. 

0017 Such systems necessarily impose overhead, in that 
both the vendors who accept these various forms of electronic 
currency, and the users who buy items in exchange for elec 
tronic currency must deal with a central organization, such as 
a bank. Additionally, since the central organization controls 
the issuance of the electronic currency, the vendors who 
accept the electronic currency have no control over the value 
of the electronic currency, its sale price, the terms on which it 
may be bought, or to whom the electronic currency is sold. 
For example, it is not possible using Such systems for a vendor 
of products or services to agree with his customer on payment 
terms for electronic currency that will be used to purchase 
goods, since the customer must pay a bank or other third 
party organization for the electronic currency. 
0018. In view of the above, it would be desirable to provide 
apparatus and methods that permit a variety of payment 
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options, such as credit card purchases, checks, money orders, 
or purchase orders to be used to purchase electronic currency 
or tokens. 
0019. It would also be desirable to provide electronic cur 
rency or tokens that may be issued and used with minimal 
overhead, and that do not require on-line communication with 
a bank or other organization to issue or use the tokens. 
0020. It would further be desirable to provide apparatus 
and methods that give a vendor complete control over the sale 
and distribution of electronic currency or tokens that may be 
used to purchase products and services from that vendor. 
0021. In order to further provide convenience to users, it 
would be desirable that a user registered at a vendor web site 
can also purchase or rent product(s) and/or service(s) pro 
vided by other vendors seamlessly without requiring the same 
user to re-register with other vendors. 

SUMMARY OF THE INVENTION 

0022. It is an object of the present invention to provide 
apparatus and methods that permit a variety of payment 
options, such as credit card purchases, checks, money orders, 
or purchase orders to be used to purchase electronic currency 
or tokens. 
0023. It is also an object of the present invention to provide 
electronic currency or tokens that may be issued and used 
with minimal overhead, and that do not require on-line com 
munication with a bank or other organization to issue or use 
the tokens. 
0024. It is a further object of the present invention to 
provide apparatus and methods that give a vendor complete 
control over the sale and distribution of electronic currency or 
tokens that may be used to purchase products and services 
from that vendor. 
0025. These and other objects of the present invention are 
achieved by providing apparatus and methods that permit a 
vendor to directly issue electronic tokens that may be used to 
purchase products and services from that vendor. A Web site 
maintained by the vendor is provided with the added ability to 
sell electronic tokens to users of the Web site in exchange for 
payment in a variety of forms. Electronic tokens purchased 
from the vendor are kept in a user account in a database that 
is maintained by the vendor. 
0026. Because the vendor himself is the issuer of the elec 
tronic tokens, he may choose to issue the tokens in exchange 
for any form of payment that he is willing to accept. The 
methods and apparatus of the present invention Support both 
on-line payment (e.g., using a credit card), and off-line pay 
ment (e.g., using a check, money order, or purchase order) for 
electronic tokens. 
0027. The vendor lists the prices of products and services 
offered on his Web site interms of electronic tokens. Because 
the vendor is the issuer of the electronic tokens, in formulat 
ing these prices, he may set the value of the tokens to any level 
that he chooses. 
0028. Users purchase or rent products and services from 
the vendor's Web page using the electronic tokens. After a 
user chooses a list of products or services that he would like to 
purchase or rent, the system of the present invention checks to 
see if the user's account contains a Sufficient number of 
tokens to complete the purchase. If there are enough tokens in 
the user's account, the tokens used for the purchase or rental 
are subtracted from the user's account, and the purchase or 
rental may proceed. Otherwise, the user is given an opportu 
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nity to purchase additional tokens to cover the price of the 
products and services he desires. 
0029. If the vendor is an application service provider 
(ASP) who sells software for download, the methods and 
apparatus of the present invention permit the Software to be 
purchased, or rented for a variety of terms using electronic 
tokens. Software may be rented for a particular time period, a 
number of uses, or a number of processings. Each of these 
forms of rental may be initiated or extended in exchange for 
electronic tokens. Extension of a software rental, in which the 
rented Software is already installed on the user's computer, 
requires only that the user download a new authorization code 
for the software, rather than downloading the entire software 
application. 
0030 The present invention also provides methods for 
transferring electronic tokens between users. Additionally, 
methods are provided for handling purchases on an auction 
site using electronic tokens issued by the auction site. 
0031. It is another object of the present invention to pro 
vide an apparatus and methods to permit a customer regis 
tered at a first vendor web site to purchase or rent product(s) 
and/or service(s) from a second vendor's web site using elec 
tronic tokens. 

0032. It is also an object of the present invention to permit 
a user registered at a vendor Web Site that sets electronic 
tokens at one value to purchase products or services offered 
by another vendor Web Site that sets different values for its 
electronic tokens. 

0033. Further, it is an object of the present invention to 
provide an apparatus and methods to keep accurate records of 
electronic tokens transferred and converted from one ven 
dor's Web Site to another vendor's Web Site. 

0034) A Mall Service Provider (MSP) may authorize the 
use of electronic tokens to a plurality of vendors web sites 
who use the electronic tokens in business transactions with 
customers. The MSP oversees the use of the tokens by the 
Vendors and keeps business records relating to the authorized 
tokens in a database. In a closed system, customers may use 
electronic tokens issued by a vendor for electronic transac 
tions only at that vendor web site. In an open system, a user 
may use electronic tokens issued from one member vendor 
web site to purchase items at any member vendor web site. In 
one example of an open system, the user may exchange token 
issued from a first vendor for tokens issued by a second 
vendor. 

0035 Another example of an open system includes open 
tokens. Open tokens are tokens accepted by two or more of an 
MSP's member vendors. Open tokens of the present invention 
include Universal Tokens, Manufacturer's Tokens, Gift Cer 
tificate Tokens, and Group Tokens, all of which may be used 
in electronic transactions at participating vendor's web sites. 
Universal tokens are accepted by all of the MSP's participat 
ing vendors. Manufacturer's Tokens are issued to customers 
and may be used by customers to purchase or rent only goods 
and services from that manufacturer. Manufacturer's Tokens 
may be used at a participating vendor's web site to purchase 
or rent the issuing manufacturer's goods and services. 
0036 Gift certificate Tokens are issued by a credit institu 
tion or vendor to customers and may be used by the customers 
to purchase or rent goods and services at participating ven 
dors web sites. Group Tokens may be issued by a group of 
participating vendors who form strategic partnerships and 
provide incentives to users to purchase goods or services 
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offered by the group of vendors. Group tokens may be used 
for electronic transactions at all participating vendor web 
sites in the group. 
0037. The present invention also includes Auction Tokens. 
Auction Tokens may be used for electronic transactions at an 
auction mall site to purchase or rent goods or services that are 
sold or rented through a process of competitive bidding. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0038. The above and other objects and advantages of the 
present invention will be apparent upon consideration of the 
following detailed description taken in conjunction with the 
accompanying drawings, in which like characters refer to like 
parts throughout, and in which: 
0039 FIG. 1 is an overview of the networked environment 
in which the methods and apparatus of the present invention 
are used; 
0040 FIG. 2 is a diagram of the software executing on a 
server built in accordance with the principles of the present 
invention; 
0041 FIG. 3 is a flowchart of a method for establishing a 
user account; 
0042 FIG. 4 is a flowchart of a method the permits users to 
purchase additional electronic tokens, either on-line or off 
line; 
0043 FIG. 5 is a flowchart showing a method for verifying 
that a user has an account, and for initiating a shopping 
session; 
0044 FIG. 6 is an example screen from an application 
service provider, showing categories of software available for 
sale or rental; 
0045 FIG. 7 is an example screen from an application 
service provider, showing various types of software rental or 
purchase that are available; 
0046 FIG. 8 is an example screen from an application 
service provider, showing an order list containing Software 
rentals and purchases that have been selected by a user, to be 
paid for using electronic tokens; 
0047 FIG. 9 is an example screen from an application 
service provider, verifying the user's order; 
0048 FIG. 10 is a flowchart showing a method for verify 
ing that a user has enough tokens to complete a purchase; 
0049 FIG. 11 is a flowchart of a method for transferring 
electronic tokens from one user to another, 
0050 FIG. 12 is a flowchart of a method for verifying that 
use of rental software is authorized; 
0051 FIG. 13 is a description of a business transaction of 
the present invention that takes place in a Closed System; 
0.052 FIG. 14 is a brief diagram of databases residing with 
the MSP server and the vendor server in accordance with the 
principles of the present invention; 
0053 FIG. 15 is an example of an open system process in 
which a user registered at a first vendor may exchange tokens 
he received from the first vendor for tokens issued by a second 
vendor through the Mall Services Provider; 
0054 FIG.16 is another example of a open system process 
in which a user registered at a franchised mall purchases 
products offered at another franchised mall; 
0055 FIG. 17 is a sample web page where prices for items 
offered for sale are listed in electronic tokens and equivalent 
cash value; 
0056 FIG. 18 is a description of a business transaction that 
takes place in an Open System in accordance with the prin 
ciples of the present invention; 



US 2008/O 147506 A1 

0057 FIG. 19 is a more detailed diagram of databases that 
reside within the MSP server and the vendor servers in an 
open system in accordance with the principles of the present 
invention; 
0058 FIG. 20A is a flow chart showing a method to iden 

tify what kind of tokens a user shall use to interface with the 
MSP server and to display messages to a user in accordance 
with the principles of the present invention; 
0059 FIG.20B is a continuation of the flow chart of FIG. 
20A in accordance with the principles of the present inven 
tion; 
0060 FIG. 20O is a continuation of the flow charts of 
FIGS. 20A and 20B; 
0061 FIG. 21 shows an embodiment of the present inven 
tion for use on an auction site, in which electronic tokens are 
used for payment; 
0062 FIG. 22 is a block diagram describing components 
of a token point of sale system that are connected to a vendor 
server in a Closed System in accordance with the principles of 
the present invention; and 
0063 FIG. 23 is a diagram illustrating an illustrative com 
munication network involving electronic tokens in accor 
dance with the principles of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0064. The present invention provides a method and system 
for conducting business transactions in a networked environ 
ment using “electronic tokens' (or “tokens') as a price for 
each item or product being offered for sale or rental by a 
vendor. As a user creates his order list, the total number of 
tokens required (RT) is constantly updated and displayed 
together with the user's available tokens (AT). To complete 
the business transaction, the user can simply click on order 
and order confirmed buttons on the display. The total number 
of tokens used for purchases are subtracted from the user's 
available tokens (AT) which is also updated and displayed at 
the client computer. 
0065. Since electronic tokens are used for the business 
transaction, the need to transmit the user's credit card number 
and other personal sensitive information between the user's 
computer and the vendor's computer for each transaction is 
eliminated. Thus, the method and system of the present inven 
tion provides users the convenience of minimizing interac 
tions between the user's computer (the client computer) and 
the vendor's computer (the server) thus reducing overhead. 
Furthermore, security for the user's personal sensitive infor 
mation is improved. 
0066. Additionally, since the electronic tokens are issued 
directly by the vendor of the software or other products and 
services on which the tokens may be spent, rather than by a 
bank or other centralized organization, the vendor retains 
control over issuing and redeeming the tokens. The vendor is 
able to make whatever arrangements he or she desires for 
payment for the tokens, including both on-line (e.g. credit 
card) and off-line (e.g. check, purchase order, billing) trans 
actions. It should be noted that as used herein, a vendor 
includes any Subsidiaries, affiliates, and other corporate enti 
ties or persons authorized by the vendor to issue tokens. 
0067. The methods and system of the present invention do 
not require that any payment be made using the user's credit 
card. Of course, the user has the option of using a credit card 
to purchase tokens using the on-line method, but may avoid 
use of a credit card by using the off-line method for purchas 
ing tokens. Because the user need not use a credit card for his 
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purchases, it is unnecessary for the user to have a credit card, 
or for the user's computer or the vendor's computer to interact 
over the network with a bank or other financial institution to 
process credit card transactions. Additionally, since orders 
can be handled without credit card transactions, the overhead 
associated with Such transactions can be reduced or elimi 
nated, permitting micropayments. Further, since Small pur 
chases are paid for in tokens, the vendor need not send out an 
invoice or incur other overhead involved in handling financial 
transactions with Small purchases. 
0068 A further benefit of using the vendor-issued elec 
tronic tokens of the present invention is that privacy risks are 
decreased. Since all purchases or business transactions are 
done using tokens, very little or no personal sensitive infor 
mation, such as the user's credit card number, need be trans 
mitted over communication lines, such as the Internet. 
Although information transmitted via the Internet may be 
encrypted, it is still desirable to eliminate or minimize such 
transmissions, since they may be intercepted and decrypted. 
Furthermore, since the vendor and user interact directly for 
the purchase and use of electronic tokens, rather than relying 
on a third party Such as a bank, users may be selective about 
which vendors they are willing to trust with their private 
information. 
0069. It will be apparent to one of ordinary skill in the 
relevant arts that although the electronic tokens described 
herein may be of a single denomination, multiple denomina 
tions of electronic tokens could be provided. For example, a 
vendor may offer "silver tokens, having a unit value, and 
“gold’ tokens, having a value of ten “silver tokens. The 
Vendor may optionally price the various denominations of 
electronic tokens however he chooses. For instance, in the 
example given above, the “silver tokens may be priced atten 
cents each, while the “gold’ tokens are priced at ninety-five 
cents each, giving the user a discount for purchasing 'gold 
tokens. 
(0070 Referring now to FIG. 1, the networked environ 
ment and apparatus of the present invention are described. 
Server computer 20 is controlled by a vendor who offers 
products and services for sale or rental over a network, Such as 
the Internet. Server computer 20 includes processor 22, 
memory 24, storage 26, and network interface 28. In a pre 
ferred embodiment, server computer 20 executes Web server 
software, through which products and services are offered for 
sale or rental, and Software for issuing and handling elec 
tronic tokens, which are used to pay for the products and 
services. Additionally, server computer 20 may execute data 
base software, which stores information on products and Ser 
vices for sale or rental, and information about users and their 
accounts for storing electronic tokens. If the vendor is selling 
or renting software over the network, server computer 20 may 
execute software that issues authorization codes for use of the 
software that is being sold or rented. 
(0071. It will be understood by one skilled in the art that the 
functions performed by server computer 20 may alternatively 
be performed by several computers controlled by the vendor. 
In situations where the vendor is handling a high Volume of 
orders over the network, it may be necessary to distribute the 
tasks performed by server computer 20 among several com 
puters for performance reasons. 
(0072 Server computer 20 is connected to network 30 
through network interface 28. Network 30, preferably the 
Internet, is a communication network that connects server 
computer 20 to one or more client computers 32. Each of 
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client computers 32 is operated by a user who may connect 
with server computer 20 through network 30 for the purpose 
of purchasing or renting products and services from the ven 
dor who controls server computer 20. Each of client comput 
ers 32 includes a processor (not shown), memory (not 
shown), and a display 34. Each of client computers 32 pref 
erably executes Web browser software, or other software that 
permits client computers 32 to communicate with server 
computer 20. Client computers 32 may also execute software 
that handles authorization codes for software products that 
are purchased or rented from the vendor who operates server 
computer 20. 
0073 Referring now to FIG. 2, the software executing on 
server computer 20 is described in greater detail. In a pre 
ferred embodiment, server computer 20 executes Web server 
40, which communicates across the Internet with numerous 
Web browsers to provide access to Web pages 42. Web pages 
42 may be predefined static Web pages, or may include Web 
pages that are dynamically generated, using CGI scripts, 
servlets, or any other technology that permits a Web server to 
dynamically generate or modify Web pages. For example, 
Web pages 42 may be generated to contain information on 
products extracted from products database 47. 
0074 Server computer 20 also executes Web engine 44, 
which handles electronic tokens, as described in detail here 
inbelow. Web engine 44 communicates between Web server 
40 and database server 43 to handle data on users, user 
accounts, and other data concerning electronic tokens and 
USCS. 

0075 Server computer 20 also executes database server 
43, which maintains user database 46, product database 47. 
user order and account number data 48, and product sold 
records 49. Database server 43 may also manage other data 
bases and tables (not shown) for operating an electronic com 
merce Web site. 
0.076 User database 46 contains information on each user 
of the vendor's Web site, including the user's name or other 
identifying information, account number, and any personal 
information on the user (i.e. credit card numbers, phone num 
bers, address, etc.) that the vendor requires. User database 46 
also preferably includes information on the number of elec 
tronic tokens available to each user. User database 46 may 
also maintain data on how the user has spent tokens in the 
past, on whether the user is a “preferred customer.” eligible to 
receive discounts on token purchases and other bonuses, the 
user's credit and payment status, and any other information 
that may assist the vendor to handle and track its customers. 
The user information in user database 46 may be obtained 
from a manufacturer or credit institution in embodiments of 
the present invention (discussed below) in which the manu 
facturer or credit institution issues tokens to the user that may 
be used at participating vendors. 
0077 Product database 47 contains details about products 
and services offered and their descriptions. These details 
preferably include at least a product name and a product price 
in tokens. Product database 47 may also include a variety of 
other information about products and services offered by the 
Vendor, including descriptions and images of products, infor 
mation on the manufacturers of products, additional informa 
tion on services, information about the availability and stock 
on hand for products, and other information that would be 
useful for handling Web-based sales of products and services. 
0078 If the products being offered by the vendor include 
downloadable or rental software, product database 47 prefer 
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ably contains information about the types of purchase or 
rental that are offered for each such software product. These 
types include: 
0079 a) permanent use: 
0080 b) rental use of a specified fixed time; 
I0081 c) rental use for a specific number of times; 
I0082 d) rental use for processing a specific number of a 
given task; 
I0083 e) converting rental use from specific fixed time to 
an unlimited permanent use: 
I0084 f) converting rental use from a specific number of 
times to an unlimited permanent use; 
I0085 g) converting rental use from processing a specific 
number of a given task to an unlimited permanent use: 
I0086 h) additional fixed time for an application software 
already rented; 
I0087 i) additional number of times to use for an applica 
tion software already rented; and 
I0088 j) additional processing of a specific number of a 
given task via an application software already rented. 
I0089 Additionally, database server 43 handles user order 
and account number data 48, which maintains user order data 
with cross-referencing to the user account number while a 
client computer and server computer 20 interact. Database 
server 43 also handles product sold records 49, which keep 
track of products sold for future updating of products offered 
at the server. Both the user database 46 and product sold 
records 49 are updated when a business transaction is com 
pleted between a user client computer and server computer 
20. 

(0090. As will be understood by one skilled in the relevant 
arts, the software that is described hereinabove as executing 
on server computer 20 may be distributed among multiple 
server computers. Similarly, the databases and other records 
and data maintained by database server 43 may be distributed 
between multiple database servers executing on multiple 
server computers. 
0091 Referring now to FIG.3. The process for registering 
users with the system is described. In a preferred embodiment 
of the present invention, a user can register and establish an 
account over the network (on-line method) or using tele 
phone, facsimile machine or mail (off-line method) with a 
Vendor, manufacturer, credit institution, or other account 
entity. It should be noted that as used herein, the use of e-mail 
between the user's personal computer (PC) and the account 
entity is considered an off-line method, since communica 
tions using e-mail is not a part of the business transaction 
between the user's client computer and the account entity's 
server computer. 
0092. The registration and establishment of an account 
with the account entity either using the on-line method or 
off-line method requires a user to provide the account entity 
with personal information, Such as name, address, telephone 
number, facsimile machine number, e-mail address, etc. To 
properly and securely identify a user, the account entity may 
require additional private information from the user, that may 
include the maiden name of the user's mother, the user's 
Social security number, the user's birth date, and a password 
for use as a Personal Identification Number (PIN). As used 
herein, this personal private information is collectively called 
“other identifiers’. These other identifiers are used from time 
to time to assure proper identification of the user. The user 
may change his PIN at any time if he so desires. 
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0093. After the user provides the account entity the above 
information, a user is considered “Registered” and he is 
assigned an account number. This user account number, how 
ever, may be held inactive until the user completes the pur 
chase of an initial minimum number of tokens (MT), as 
required by the account entity. Alternatively, the account 
entity may issue a number of tokens to the user when the user 
opens an account, either for payment of a registration fee, or 
for free, as an incentive for registration. When this is done, the 
user's account number becomes active immediately. 
0094 Steps 101 through 103 show the process for off-line 
registration. In step 101 the account entity provides a poten 
tial user information about the account entity, participating 
vendors, or application service provider (ASP) which may 
include the type of products offered for sale and/or rent, the 
concept of using tokens, how tokens can be purchased, and 
the requirement for the user to purchase an initial minimum 
number of tokens (MT). 
0095. If the user wants to proceed, at step 102, he is asked 
to provide personal information, which normally includes the 
user's name, address, telephone number, facsimile number, if 
any, and e-mail address. He also is asked for additional per 
Sonal information (i.e., other identifiers), which may include 
a personal identification number (PIN) which will be change 
able at the user's request. The other identifiers may also 
include the user's birth date, his social security number, and 
his mother's maiden name. This additional personal informa 
tion (i.e., other identifiers) will be used, if necessary, to ensure 
correct identification of the user. 

0096. In step 103, the user is asked by the vendor how he 
wishes to pay for the initial minimum number of tokens (MT) 
required by the account entity. The account entity may, at its 
option, based on information given to it by the user, accept 
payment by the user's personal check, via the user's credit 
card, via a purchase order, or through any other payment 
method that the vendor is willing to accept from the user. 
0097. Once the user and account entity have agreed upon 
a payment method, the account entity inputs the user's infor 
mation into server computer 20. At step 104, Server computer 
20 assigns a user account number, which will be inactive until 
the user actually purchases or otherwise acquires the mini 
mum number of tokens. 

0098 Next, the account entity informs the user of the 
account number and that this account will become active only 
after the purchase or acquisition of the initial minimum num 
ber of tokens (MT). When the user's payment for MT is 
confirmed, or the user otherwise acquires the minimum num 
ber of tokens, the server will make the user's account number 
'Active', create an entry and an account for the user in a 
database such as user database 46, set the user's available 
number of tokens (AT) to the minimum number of tokens, or 
the number of tokens acquired by the user, if the number is 
larger than the minimum (steps 105,106, 107). Next, at step 
108, the account entity informs the user that his account 
number is now active and that he is ready to make purchases. 
0099. If the on-line method is used, steps similar to those 
taken in the off-line method are taken, as indicated in steps 
111, 112, 113, 104, 105, 106, 107, and 118. In the on-line 
method, communications between the account entity and the 
user occur over the network, using Web pages, for example. 
Additionally, when using the on-line method for payment, the 
user may be restricted to using a credit card to purchase the 
minimum number of tokens. If the credit card number given 
by the user is not accepted by a banking system accessed over 
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the network by server computer 20, server computer 20 will 
ask the user to provide a different credit card number, as 
shown in step 114. 
0100. To avoid prolonging interaction between a client 
computer and server computer 20, after several unsuccessful 
attempts to process a valid credit card transaction, server 
computer 20 may inform the user and terminate the connec 
tion between the user's computer and server computer 20, as 
indicated in step 115. Similarly, if the user does not complete 
the requested personal information as indicated in step 112, a 
time limit is set, after which server computer 20 will inform 
the user that the connection with his client computer will be 
terminated, as shown in step 116. 
0101 Referring now to FIG. 4, a method for purchasing 
additional tokens from the vendor is described. In a preferred 
embodiment of the present invention, a user may purchase 
tokens using an on-line method or an off-line method. The 
minimum number of tokens a user is required to purchase 
(MT) and the price for each token may vary among vendors. 
Particularly, variations may exist among vendors in foreign 
countries and depending on the type or category of products 
they wish to sell and market on their particular Web site. 
Additionally, vendors may offer discounted prices for elec 
tronic tokens to “preferred’ customers, or based on the vol 
ume of tokens purchased. In accordance with the present 
invention, since each vendor issues electronic tokens to be 
used to purchase its products and services, each vendor may 
set its own prices and policies for electronic tokens. 
0102. When using the off-line method for purchasing elec 
tronic tokens, the user may contact the vendor using the 
telephone, facsimile machine, regular mail or e-mail, and 
identify himself by giving the vendor his name and account 
number (step 201). In step 202, the operator further confirms 
the user's identity by asking for the user's PIN and perhaps 
other information confirming the user's identity. 
(0103) At step 203, the user tells the vendor the number of 
additional tokens he wishes to purchase, and at Step 204, the 
payment method for this new purchase is agreed upon 
between the user and the vendor. This may include payment 
by check, purchase order, by the user's credit card, or any 
other form of payment that the vendor is willing to accept 
from the user. Once the user's payment method is accepted or 
payment is received, the vendor will update the user's account 
in user database 46, and update the number of available 
tokens (AT) in the user's account (steps 206, 207 and 208). As 
shown in step 207, the newly purchased tokens (NT) are 
added to the user's available tokens (AT). 
0104. If the user elects to purchase additional tokens using 
the on-line method, steps similar to those using the off-line 
method are taken, as indicated in steps 211, 212, 213 and 214. 
As in the registration process, the communication between 
the vendor and the user is handled over the network, for 
example, using Web pages. Additionally, the user's payment 
options may be limited to using a credit card or other payment 
method that can be handled over a network such as the Inter 
net. As with the purchase of the initial minimum number of 
tokens, an attempt to obtain a valid user credit card number 
will be made by server computer 20, as illustrated in steps 215 
and 216. 
0105. It should be noted that the user may purchase addi 
tional tokens even while he is shopping. For example, if the 
user is shopping on the vendor's Web site, and discovers that 
his available tokens are insufficient to cover the total cost of 
products and services he wishes to purchase, he may elect to 
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purchase additional tokens. In step 217, the server recognizes 
Such situations, and returns control back to the user at his 
client computer after the tokens have been purchased. The 
server will display the last Web page viewed by the user when 
he Switched to purchase additional tokens. 
0106 Referring now to FIG. 5, a method for initiating 
shopping over the network is described. A user may interact 
across a network, Such as the Internet, with a vendor's server 
computer 20 using his client computer. Server computer 20 
will ask the user whether he has an account with the vendor. 
If not, the user will be provided information on registration, 
and may be given an opportunity to open an account with the 
vendor. At the user's option, he may browse the vendor's Web 
pages and view various products and services offered by the 
Vendor. If the user already has an account number, the server 
will verify the user's identity with a password, PIN, by use of 
other identifiers provided by the user, or by some combination 
of these. 
0107. It should be noted that a user with an inactive 
account number may browse the vendor's Web pages to view 
its services and various products being offered, just as may an 
unregistered user. However, the user may not be permitted to 
go beyond selected Web pages where cost information is 
listed and will not be permitted to create an order list and 
make an order for purchases or rentals. These restrictions are 
immediately removed when the user acquires the minimum 
number of tokens, and his account number becomes active. 
The minimum number of tokens the user purchased becomes 
his available tokens within the particular vendor Web page 
from which he purchased the tokens, only for use with that 
vendor. 
0108. In step 301, server computer 20 sends an introduc 
tory page for display to a client computer, which displays the 
introductory page to a user. This page preferably contains a 
message informing the user of the types of products and 
services available from the vendor, and that the vendor uses 
electronic tokens for payment. The introductory page also 
preferably contains a proceedbutton, that the user may select 
if he wishes to proceed, and enter the vendor's Web site, and 
a quit button, that the user may select if he does not wish to 
enter. The introductory page may also contain a home button, 
a backbutton, a forward button, and a last button, to facilitate 
rapid navigation through the vendor's Web pages. 
0109. It will be understood by one skilled in the relevant 
arts that display of an introductory page is optional, and some 
Vendors may choose not to use Such a page. Additionally, the 
message displayed in the introductory page will vary, accord 
ing to the wishes of the vendor. Further, the above-described 
buttons may optionally be omitted, greyed out if not available, 
renamed, or displayed in any usable positions on the intro 
ductory page. One skilled in the art will further recognize that 
the introductory page may contain various types of content, 
including text displayed in a variety of fonts or styles, graph 
ics, animations, Sounds, video, or any other content that may 
be sent across the network from server computer 20 for dis 
play on a user's client computer. 
0110. If the user chooses to proceed, at step 302 server 
computer 20 asks the user if he has an account with the 
vendor. If the user does not have an account, he will be asked 
in step 303 whether he would like to register and establish an 
account with the vendor. If the answer is yes, he will be 
directed to the process of registration (either on-line or off 
line), as described hereinabove with reference to FIG.3. If the 
user is not ready to register, but wishes to continue browsing 
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the Vendor's site, at step 305 he will be given an opportunity 
to proceed into the site, but without the ability to complete any 
purchases without first registering. 
0111. If the user already has an account, at step 304, he 
enters his account ID, preferably a user name or account 
number, and may be prompted by server computer 20 for 
further identifying information, such as a password, PIN, or 
other personal information. If the user correctly identifies 
himself to the vendor's system, the user may proceed with 
shopping. Otherwise, the user will be disconnected from 
server computer 20. 
0112 At step 306, the system determines whether the user 

is interested in purchasing or renting software or non-Soft 
ware products. This determination may be made by asking the 
user whether he is interested in software products and ser 
vices or other products. Alternatively, this determination may 
be automatically made, for example, for vendors who do not 
sell software, or who only sell or rent software for download. 
0113. If the vendor is an application service provider 
(ASP), who rents or sells software for download, and the user 
wishes to view the software products being offered, then at 
step 308, the system displays descriptions of the software 
products that are available, and the types of purchase and 
rental that are available for each software product. If the user 
does not wish to view software products, or the vendor is not 
an ASP, then at step 307, the system causes the user's com 
puter to display information on non-Software products and 
services. 

0114. The information displayed by the vendor or ASP 
includes the price of each product or service, expressed as a 
number of electronic tokens. The user's available tokens also 
is displayed, if the user has an active account number. 
0115 Using the displays sent to his client computer by 
server computer 20, a user may select a Subset of the products 
and services offered, and place the selected products on his 
order list. As the user adds and removes items from his order 
list, the total number of tokens required to pay for the selected 
products and services (RT) is constantly updated and dis 
played at the user's client computer. In this way, the user is 
constantly informed whether his available tokens, which is 
also displayed, will be enough to cover the total cost of his 
purchases. 
0116. If the user's number of available tokens is equal or 
larger than the number of tokens required for the products and 
services on the user's order list, the user can simply click an 
order button on the display to purchase or rent the items on the 
order list. Server computer 20 will send a confirmation of the 
user's orders, including information regarding downloading 
of software products, the total cost of products in numbers of 
tokens, and the number of tokens that the user has remaining 
in his account after the purchase. 
0117. When the user is satisfied with the order, he can click 
on an order confirmed button to complete the transaction. 
When an order is confirmed, server computer 20 will subtract 
the number oftokens required for the purchase from the user's 
account, and cause the user's client computer to display an 
acknowledgment of the purchases. If the user's order list 
included software, server 20 may start downloading the pur 
chased or rented software products if they are not already 
installed on the user's computer. If the user has purchased an 
extension of a rental period on a software product, or the 
purchased or rented Software product is already installed on 
the user's computer, then server computer 20 will send a new 
authorization code for the software. 



US 2008/O 147506 A1 

0118. It will be understood by one skilled in the art that the 
method and system being described in the present invention 
for using vendor-issued tokens in a networked environment 
may be applied to both software and non-Software products 
and services. However, the example preferred embodiment 
described herein will be described in terms of an ASP, that 
provides software products for sale or rental. The sale or 
rental of non-software products is similar to the sale or rental 
of software products, but is somewhat simpler, since there are 
fewer types of sale or rental of non-software products and 
services, and sale or rental of non-Software products does not 
involve use of authorization codes. The methods for sale or 
rental of non-Software products and services may be consid 
ered a subset of the methods used for sale or rental of soft 
ware, as described hereinbelow. 
0119 Referring now to FIG. 6, a screen showing example 
available categories of software for sale or rental is shown. 
The example shows software category display 501 for an ASP 
that offers software products in the field of Scanned Docu 
ment Enhancement, Document Raster Editing, Computer 
Aided Design, Engineering Document Management Sys 
tems, Language Translators and Computer Games. A user 
may select one of the categories by clicking the desired cat 
egory. In this example, the user has selected the Document 
Raster Editing category as shown with a check mark in cor 
responding box 502. The user can de-select the selected cat 
egory by clicking again in the check-marked box. The user 
can go back to the previous display by clicking on backbutton 
504, or proceed to the next display by clicking on proceed 
button 503. 
0120 In an example shown in FIG. 7, software availability 
page 601 displays software products A, B, C, and D listed 
under the selected Software category from Software category 
display 501 of FIG. 6. As shown by category headings 602, 
each software product may be available for purchase, rent by 
time, rent by number of uses, or rent by number of process 
ings. 
0121 Corresponding to each software product and each 
category heading 602, there is an availability box 603. If an 
availability box 603 contains a check mark, then the corre 
sponding software product is available in the corresponding 
category heading. Thus, in the example shown in FIG. 6. 
software product B is available for purchase or rental by time, 
software product C is available for purchase or rental by 
number of times of use, and software product D is available 
only for rental by number of processing tasks. The user may 
select the Software products and categories of rental or pur 
chase he desires by clicking on the corresponding availability 
box 603, if that availability box 603 contains a check mark. 
0122 Similar to the example shown in FIG. 6, backbutton 
605 allows the user to go back to the previous display or step, 
and proceed button 604 will allow the user to go to the next 
step. At the option of the vendor or ASP use of proceedbutton 
604 may cause the display of a message informing an unreg 
istered user that he must register before he may proceed 
further. The user may then register with the vendor, following 
the method described with reference to FIG. 3. 

(0123 FIG.8 shows an example of order list display 700, in 
which the user has specified a subset of the products offered 
by the ASP as order list 701. With each of the software 
products in order list 701 the number of tokens required for 
purchase or rental is shown. In the example, Software product 
A costs 100 tokens, and software product D is available only 
for rent, with a price in tokens that varies according to the 
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number of processings that the user desires to access. In the 
example, the user has selected up to 1000 processings, at a 
cost of 80 tokens. 
0.124 For the user's convenience, order list display 700 
includes RT display 705, showing the total number oftokens 
required for the purchase, AT display 706, showing the total 
number of tokens available to the user, and remaining tokens 
display 707, showing the number of tokens that the user will 
have left if the purchase is made. Each of these displays 
automatically updates as the user adds and removes items 
from his order list. 

0.125 If the user wants to know more detail about the 
software in order list 701, he can select a detail button 703 that 
corresponds to the product about which he would like further 
information. Additionally, since Software product D is being 
rented, installation query 704 is used to ask the user whether 
software product D is already installed on his computer. If 
software product D is not already installed, then server com 
puter 20 must download software product D to the user's 
computer, along with an appropriate authorization code. Oth 
erwise, if software product D is already installed, then server 
computer 20 need only send a new authorization code for the 
rental of software product D to be extended, saving download 
time and bandwidth. 
0.126 Although user database 46 on server computer 20 
may maintain information on whether the user has down 
loaded a selected software product in the past, it is still desir 
able to confirm with the user that the selected software prod 
uct is installed, since the user may have removed the software 
product from his computer, or may be accessing the ASP's 
Web site from a different client computer. Alternatively 
server computer 20 may automatically check for the presence 
of a selected software product on the user's client computer 
by causing the client computer to execute an applet or other 
code to check for the presence of the selected software prod 
uct 

(O127 Order list 701 may be modified by the userby click 
ing on the selection box next to the product to be added or 
removed. If an empty selection box is clicked, a check mark 
will appear in the box, indicating that the product has been 
selected. If a selection box containing a check mark is clicked, 
the check mark will be removed, and the product will be 
deselected. As products are selected and deselected in order 
list 701, RT display 705, AT display 706, and remaining 
tokens display 707 are automatically updated to reflect the 
number of tokens required for the purchase, the number of 
tokens available to the user, and the number of tokens that 
would remain in the user's account if the purchase were 
completed. Once the user is satisfied with the contents of 
order list 701, his order may be entered by selecting order 
button 708. 
I0128. As in other displays, backbutton 709 will return the 
user to a previous display if selected. Quit button 710 will 
immediately end the user's connection with the ASP's Web 
site, without completing the transaction. 
I0129 FIG. 9 shows an example of order display 800. In 
this display, server computer 20 shows the details of the user's 
order in response to the user's clicking order button 708. Final 
RT display 801 shows the total number of tokens required for 
the purchase. User AT display 802 shows the number of 
tokens that the user has available at the time of purchase. New 
AT display 803 shows the number of tokens that the user will 
have available in his account after the purchase has been 
completed. In the example shown in FIG.9, the purchase will 
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require 180 tokens out of the user's 500 available tokens, 
leaving the user with 320 tokens after the purchase is com 
pleted. 
0130. If the user wishes to complete the order, he can click 
on order confirmed button 804, indicating that the order is 
acceptable. When order confirmed button 804 is clicked, 
server computer 20 will cause a message thanking the user for 
his purchase (not shown), and may start downloading any 
software products that need to be downloaded to the user's 
computer. This completes the business transaction and the 
user may click quit button 806 on the display to disconnect his 
client computer from server computer 20. If the user wants to 
change his order before confirming it, he can click on back 
button 805, to return to the previous display. 
0131. It will be understood by one skilled in the art that the 
example displays shown in FIGS. 6, 7, 8, and 9 may be 
modified in many ways without departing from the invention. 
The layout of the elements on the page, the wording of the 
text, and even the presence or absence of many of the ele 
ments shown in these displays may be altered. For instance, 
for a non-ASP vendor, which does not offer software for 
download, installation query 704 of FIG. 8 would not be 
needed, and would not be displayed. Many other such modi 
fications to the display layout and user interface may also be 
made, depending on the needs and desires of the vendor or 
ASP. 

0132 Referring now to FIG. 10, a method for handling 
purchases is described. When a user places an order, as 
described hereinabove, the user's available tokens must be 
updated. In some cases, a user may attempt to place an order 
even though he does not have enough tokens available in his 
account to cover the order. If the number of tokens required 
for a purchase is larger than the number of tokens available in 
a user's account, the server will advise the user to either 
remove items from his order list to reduce the number ofto 
kens required, or to purchase additional tokens. The addi 
tional tokens can be purchased immediately using the on-line 
method or the user may purchase additional tokens using the 
off-line method. 
0133. In step 901, the system checks the total number of 
tokens required for a purchase (RT) against the number of 
tokens available to the user (AT). If the user has too few 
tokens to cover the purchase, at step 902, the user is advised 
of the shortage of tokens. The user is then given the options of 
removing items from his order list (step 903) or purchasing 
more tokens (step 904). 
0134. If the user chooses to remove items from his order 

list to reduce the required number oftokens, he may return to 
an order list display, such as the one shown in FIG. 8. If the 
user decides to purchase more tokens from the vendor or ASP. 
he must decide whether to use the on-line purchase method or 
the off-line purchase method (step 905). 
0135 For the on-line method, the user may use a credit 
card, as described hereinabove with reference to FIG. 4. If the 
off-line method is chosen, it may not be possible for the 
vendor or ASP to immediately issue additional tokens to the 
user, since, for example, the vendor may have to wait for a 
check from the user to arrive in the mail and be processed by 
the user's bank. So the user does not have to go to the effort of 
rebuilding his order list when he has acquired enough tokens, 
he will be asked to if he wants to save his order list (step 906). 
If the user wishes to save his order list, server computer 20 
will save the order list in user database 46 as a temporary, 
uncompleted order list, in step 907. In step 908, if the user 
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does not wish to save the order list, the server will send an 
appropriate message and disconnect the client computer. 
0.136. If the number of tokens required for the purchase is 
less than or equal to the number of available tokens, and the 
user clicks on order confirmed button 804. Then, at step 910, 
server computer 20 updates the number of tokens available in 
the user's account. This is done by subtracting the number of 
tokens required for the purchase (RT) from the number of 
available tokens (AT), and saving the new number of available 
tokens. Server computer 20 then updates the user database 46, 
and product sold records 49 (step 911), and sends a purchase 
confirmation message and thank you note to the user (step 
912). 
0.137 Finally, at step 913, if the user has purchased or 
rented any downloadable software, server computer 20 down 
loads any Software or authorization codes that must be down 
loaded to the user's computer. As explained above, this may 
include a step (not shown) of determining whether the soft 
ware has already been installed on the user's computer. If the 
needed software is already installed, then only an authoriza 
tion code need be downloaded. It will be understood by one 
skilled in the art that for vendors who do not offer download 
able software (i.e. the vendor is not an ASP), step 913 is 
unnecessary. 
0.138 Referring now to FIG. 11, a method of transferring 
electronic tokens from the account of one user to another 
user's account is described. Such transfers provide a way for 
users to exchange electronic tokens issued by a vendor. This 
may be useful, for example, for conducting on-line auctions, 
in which one user of an auction Web site bids on products or 
services offered by another user of the auction site. Instead of 
sending money to the seller to pay for goods, the buyer trans 
fers electronic tokens issued by the auction site to the seller. 
Transfer of tokens also may be useful on sites where the 
vendor does not allow tokens to be converted back to real 
money, as a way of giving unused tokens to those who may be 
able to use them. 
(0.139. At step 1001, server computer 20 will ask the user 
his account number. Next, at steps 1002 and 1003, server 
computer 20 will request other personal information, such as 
a PIN number from the user, to further verify the user's 
identity. 
0140 Having verified the identity of the user from whom 
the tokens are being transferred, at step 1004, the system next 
obtains the identity of the second party to whom the tokens 
are being transferred. In a preferred embodiment, the identi 
fying information on the second party includes several fields, 
Such as a name and address, that can be cross-checked, to 
confirm that there has not been an error in entering the infor 
mation on the second party. To further confirm that there is no 
error, the user conducting the transfer may be asked whether 
he knows the second party's user account number. If this is not 
known, the server will obtain the account number from user 
database 46, and check to see if the second party is registered 
and has an account number with the server. If the server failed 
to find the second party's record with a valid account number, 
it will so advise the user and terminate the connection, as 
shown in step 1005. 
0.141. If the second party has an account number, at step 
1006, server computer 20 will ask the user the number of 
tokens he wants to transfer. In step 1007, server computer 20 
will verify that the user has enough tokens available to allow 
the user to make the requested transfer. If not, in step 1008, the 
server will request that the user reduce the number of tokens 
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to be transferred, advising him that the number of tokens 
available to him is insufficient. If the user does not wish to 
reduce the number of tokens being transferred, at step 1009, 
the transfer operation will end without completing the trans 
fer of tokens. Alternatively, the vendor may offer to sell the 
user additional tokens, so that the transfer may be completed. 
0142. If the number of tokens being transferred is less than 
or equal to the number of tokens available in the user's 
account, then at step 1010 and 1011, server computer 20 
subtracts the number of tokens being transferred from the 
user's account, and updates user database 46 with the new 
number of tokens, and a record of the transaction. At steps 
1012 and 1013, the transferred tokens are added to the 
account of the second party (i.e. the recipient), and user 
database 46 is updated to record the transfer of the tokens. 
Finally, at step 1014, server computer 20 displays the user's 
new number of available tokens, and informs the user that the 
designated number of tokens have been transferred to the 
second party. 
0143. In accordance with the principles of the present 
invention, since the vendor controls all aspects oftoken use on 
the vendor's site, tokens may only be transferred between 
users with accounts maintained by that vendor. Thus, tokens 
issued by one vendor may not be transferred to an account 
maintained on a different vendor's system. Similarly, tokens 
purchased from one vendor cannot be used to purchase prod 
ucts or services at a different vendor's site. 
0144. Referring now to FIG. 12, a flow chart illustrating a 
method of verifying authorization codes for use with rental 
Software is shown. As explained hereinabove, through use of 
electronic tokens, users are able to make micropayments and 
conduct other low-overhead transactions that make rental of 
software products for a limited number of uses or a limited 
number of processings practical. Application service provid 
ers (ASPs) may offer access to a variety of downloadable 
software for purchase or rental. To insure that users do not 
exceed their allotted rental period, an authorization code is 
sent to the rental software that allows it to determine whether 
its use is authorized. 
0145 At step 1101, the software decodes the authorization 
code. Typically, authorization codes will be encrypted or 
otherwise encoded with information Such as a time stamp or 
authorization code number that prevents a user from altering 
or duplicating an authorization code. Thus, to use an autho 
rization code, the code should first be decrypted or decoded. 
0146. At step 1102, if the decoding of the authorization 
code failed, and use of the software product is not authorized, 
the Software will display a message to the user advising him 
that the software is not authorized, and exit. Additionally, the 
software may automatically invoke a Web browser or other 
network tool to connect the user to an ASP who can sell the 
user a new authorization code for the Software, in exchange 
for electronic tokens. 

0147 At step 1103, if the authorization code was valid, the 
software determines the type of the authorization code. If the 
authorization code authorizes permanent use of the Software 
product, the Verification process is over, and the Software may 
execute. Otherwise, the authorization software must deter 
mine whether there is any time, uses, or processings left on 
the authorization code, depending on the type of authoriza 
tion code. 
0148 If the authorization code is of a type that permits a 
number of processings, the Software checks to see if the 
number of processings is zero (step 1104), or low (step 1105). 
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If there are no processings left, the Software displays a mes 
sage, and exits. If the number of processings remaining is low, 
the Software displays a message warning the user that the 
number of processings is low (step 1106), and continues. In 
either of these cases, the user may be automatically connected 
with an ASP, and be given the opportunity to use electronic 
tokens to purchase additional processings. 
0.149 If the authorization code indicates that there are still 
processings remaining, at Step 1107, the Software subtracts 
one from the number of processings, and at step 1108, the 
process is executed. Once the process is finished, it may be 
repeated until no processings remain. 
0150. If the authorization code is of a type that permits a 
number of days of use, or another time-based rental, the 
Software checks to see if there is any time remaining (step 
1110), or if the remaining time is short (step 1111). If the time 
period of the rental has expired, the Software displays a mes 
sage, and exits. If the remaining time is short, the Software 
displays a message warning the user that the amount of time 
remaining is low (step 1112), and continues. In either of these 
cases, the user may be automatically connected with an ASP. 
and be given the opportunity to use electronic tokens to pur 
chase additional time on the rental. If the authorization code 
indicates that there is still time remaining, at step 1113, the 
application program is executed. 
0151. If the authorization code is of a type that permits a 
fixed number ofuses of the application program, the Software 
checks to see if there are any uses remaining (step 1115). If so, 
one use is subtracted from the remaining uses (step 1116), and 
the Software checks to see if the remaining number of uses is 
low (step 1117). If the remaining number of uses is low, the 
Software displays a message warning the user that the number 
ofuses remaining is low (step 1118), and continues. In either 
of these cases, the user may be automatically connected with 
an ASP, and be given the opportunity to use electronic tokens 
to purchase additional uses of the rental software. Finally, at 
step 1113, if there was at least one remaining use of the 
Software, the application program is executed. 
0152. It will be understood by one skilled in the art that 
there may be other terms for which software may be rented, 
and that the above-described authorization method could be 
easily modified to handle other types of software rental. The 
ability to use electronic tokens to reduce the overhead of 
Software rental transactions, and the use of authorization 
codes to verify the legitimate use of rented software and to 
avoid unnecessary downloads facilitate a variety of Software 
rental models. 
0153. While preferred illustrative embodiments of the 
present invention are described above, it will be evident to one 
skilled in the art that various changes and modifications may 
be made without departing from the invention. For example, 
electronic tokens may be given away in contests or as incen 
tives, or different forms of on-line and off-line payment may 
be accepted at the option of vendors. 
0154) In another embodiment of the present invention, an 
entity called a Mall Service Provider (MSP) may regulate the 
electronic token system. The MSP authorizes certain vendor 
web sites to issue its electronic tokens to customers who use 
them to conduct electronic transactions. The MSP keeps 
accounting records of various data relating to the electronic 
tokens, as is discussed in further detail below. For example, 
the MSP may keep records indicating the number of tokens 
authorized to each vendor, the number of customers who 
receive tokens, and detailed account information relating to 
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each customer and each electronic transaction involving the 
electronic tokens. Using an MSP to coordinate the electronic 
token system of the present invention provides several advan 
tages. For example, customers can use tokens they received 
from one vendor to purchase items sold at other vendor web 
sites that are also registered with the same MSP. Details of 
these features are discussed further below with respect to 
open token systems. 
0155 Presently, closed token systems of the present inven 
tion are discussed. Electronic tokens may be issued by a 
Vendor web site to its customers for conducting electronic 
transactions through its web site. If the tokens are usable by 
customers only to purchase items sold by that vendor, then the 
Vendor comprises a closed system. In the present application, 
vendors are also referred to as vendor malls and vendor web 
sites. 
0156 Tokens may be exchanged between a vendor and a 
customer in a closed system. FIG. 13 is a diagram showing 
steps of an illustrative business transaction involving elec 
tronic tokens. Business transactions involving other steps are 
also possible. Referring to FIG. 13, Vendor—A 1801 may 
issue tokens to customers to sell or rent its products and 
services. The tokens have a value set by Vendor 1801, and the 
tokens may or may not have an expiration date. Vendor—A 
1801 may, at its own discretion, sell tokens with quantity 
discounts. For example, a “Silver Token' is a set of 100 tokens 
with 5% discount and a "Gold Token' is a set of 200 tokens 
with a 10% discount. Vendor—A 1801 also may sell 
Restricted Tokens at any level of discount, but these tokens 
only can be used by customers to purchase certain products 
ON SALE. Additionally, Vendor—A 1801 may issue free 
tokens to customers, as an incentive to reward customer loy 
alty, in a manner similar to frequent flyer programs. The 
tokens issued by Vendor—A 1801 are Closed Tokens that are 
good for purchasing (or renting) products and services 
offered by Vendor A 1801 only. Vendor A 1801 Mall, 
therefore, is a Closed System. 
(O157 Customer 1802 in FIG. 13 may be an individual 
person or a business entity including another Vendor. There 
fore, the Closed Token System permits both business-to-con 
Sumer and business-to-business transactions. FIG. 13 shows 
exemplary steps in a transaction involving tokens of the 
present invention in a Closed System. 
0158. Initially, customer 1802 requests Vendor A 1801 
to register and set up an account, either on-line or off-line. 
Vendor—A 1801 responds by requesting customer 1802 to 
purchase a certain amount of its Closed Tokens. In FIG. 13, 
Vendor—A 1801 chooses to give customer 1802 a certain 
amount of its Closed Tokens prior to receiving payment as 
shown in step (1). Customer 1802 makes the payment some 
time after receiving the closed tokens in his account, as shown 
in step (2). Note that the operator of Vendor—A 1801 may, at 
his own discretion, provide its Closed Tokens to customer 
1802, before or after receiving payment from customer 1802. 
In the latter case, steps (1) and (2) in FIG. 13 are reversed. 
0159 Customer 1802 then decides to purchase or rent 
product(s) or services from Vendor—A 1801 using the 
Closed Tokens. Vendor—A 1801 subtracts the number of 
Closed Tokens required for purchases by customer 1802 from 
his account, as payment by customer 1802, as shown in step 
(3). Vendor A1801 then delivers the product(s) to customer 
1802, as shown in step (4). In step (5), Vendor—A 1801 
notifies MSP 1800 of its business transactions with customer 
1802. 
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(0160 Vendor A1801 pays aroyalty to MSP 1800 foruse 
of tokens after the business transaction. The royalty payment 
may be done in a variety of ways. For example, the MSP could 
immediately debit Vendor A's account established with the 
MSP. This would be a deduction from any amounts that 
Vendor A has deposited with MSP in order to establish an 
account. Or, this royalty payment from Vendor—A 1801 to 
MSP 1800 may take place at a later date at a pre-determined 
time interval. Such as at the end of each month, if such agree 
ment has been made between Vendor—A 1801 and MSP 
1800 in advance. 

0.161 Information relating to customers and electronic 
tokens are maintained in databases in the MSP server and 
vendor server. Referring to FIG. 14, Vendor A server 1910 
creates a customer record 1911 for each new user, whenever 
a new user registers and establishes an account with Vendor— 
A. Customer record 1911 may contain the customer's per 
Sonal information Such as name and address, a personal ID 
number, a PIN number, an account number, credit card 
account number, and billing information. Customer record 
1911 may also contain information as to what types of pur 
chases customer 1911 has made in the past and the customer's 
preferences such as favorite products, brands, types of prod 
ucts, or services. Vendor web sites may obtain customer pref 
erence information by querying customers or by evaluating 
the user's past purchases. This customer record 1911 is 
updated whenever a customer changes his address, password 
or any other private information. Immediately after any 
update is made to customer record 1911 at Vendor A server 
1910, it notifies MSP 1900 and its customer record 1901 is 
also updated. Customer record 1901 may contain some or all 
of the customer information maintained in customer record 
1911. 

(0162 Closed token record 1912 contains information 
regarding the customer's account. For example, record 1912 
may contain the number of closed tokens a customer has 
currently available in his account. Whenever a customer pur 
chases any Closed Tokens or any free tokens are issued to any 
customer by Vendor—A or a customer purchases products 
and the required tokens (RT) to pay for products or services 
are subtracted, the closed token record 1912 in Vendor—A 
server is updated and simultaneously, the closed token record 
1902 in MSP 1900 is also updated to reflect the current 
number of tokens in the customer's account. Because the 
MSP maintains updated account information on each cus 
tomer that has a token account, the MSP can easily determine 
the amount of royalty payments and service charges that the 
vendor web sites owe to the MSP. The royalties that vendor 
web sites pay to the MSP may be based upon the number of 
tokens required for the business transaction between the ven 
dors and the customers. 

0163 The method and system of the present invention also 
provides the means for immediate restoring of customer 
records and/or closed token records should any record, either 
in the MSP or Vendor—A server, is destroyed or compro 
mised by unexpected sources. Thus, MSP 1900 serves to 
back-up Vendor—A server 1910 and conversely, Vendor A 
1910 server backs up MSP 1900 server. 
0164. A further embodiment of the present invention 
called an open system is now described. In an open token 
system, a user who registered with a vendor web site is 
allowed to purchase products or services from other vendors 
who also accept the electronic tokens. The Mall Services 
Provider (MSP) authorizes electronic tokens to a first web site 
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vendor. The first web site vendor may issueType-A tokens to 
customers to use in electronic transactions through its web 
site. The customer may wish to purchase items sold through a 
second vendor that accepts its own Type-B electronic tokens, 
but does not accept the first vendor's Type-A tokens. In one 
type of an open token system, customers who received 
Type-A Tokens from the first vendor can purchase products 
and services from the second vendor's web site by exchang 
ing Type-A tokens for the second vendor's Type-B tokens. 
Thus, the customer does not have to obtain tokens issued by 
the second vendor. A user is not required to repeatedly register 
at every Web Site where he wishes to make purchases, pro 
vided that the second web site accepts tokens type-A from the 
first web site. The transfer of tokens between one vendor to 
the other and settlement of money associated with transfer 
ring of tokens between Malls are performed by the MSP. 
0.165 A diagram showing steps for illustrative business 
transactions involving electronic tokens exchanged between 
vendors is shown in FIG. 15. Business transactions involving 
other steps are also possible. Referring to FIG. 15, each of the 
Solid arrows indicates steps (1)-(14), which represent a trans 
action in the direction of the arrow. User 1, 1401 receives a 
certain amount of Token-A issued by Mall A, 1301, as shown 
in Step (1). User 1 pays Mall A for the cost of Tokens-A that 
he purchased, as shown in Step (2). Note that the operator of 
Mall A 1301 may, at his own discretion, provide a certain 
amount of Tokens to user 1, 1401, prior to receiving payment 
from user 1. Alternatively, the operator of a vendor mall such 
as Mall C 1303 may choose to have User 2 1402 make the 
payment at Step (11) before Mall C issues Tokens-C to User 
2 in step (12). 
0166 In FIG. 15, User 11401 wants to purchase products 
offered by Mall B 1302. User 1 requests Mall A 1301 to 
transfer a certain amount of Token-Ato Mall B 1302 and to 
receive the equivalent value of Token-B from Mall B 1302. 
Steps (3), (4), (5) and (6) show the process of token transfer 
for User 11401 from Mall A 1301 through the MSP 1300 to 
Mall B 1302. Steps (7) and (8) show that User 1 1401 pur 
chases products from Mall B 1302 using Token-B. Mall A 
1301 at the request of User 11401 transfers a certain amount 
of Token-A purchased by User 1 to Mall B. Mall B then issues 
an equivalent value of Token-B to user 1 at Mall A's request. 
Mall B then receives payment for that amount of Tokens-B it 
issued to User 1 from Mall A. The settlement of the payment 
between Mall A and Mall B is performed by MSP 1300, as 
shown in Steps (9) and (10). 
(0167 Similarly, a user registered at Mall B 1302 may 
purchase products and services offered at Mall A 1301 by 
requesting Mall B 1302 to transfer a certain amount of 
Tokens-B to Mall A 1301 through the service of MSP 1300. 
Users 1401 and 1402 may be individuals or businesses 
including other vendors. Therefore, the open Token systems 
of the present invention facilitate business-to-business trans 
actions (B2B) and business-to-consumer (B2C) transactions. 
0168 A parent vendor that oversees a plurality of member 
Vendor web sites under a franchise agreement may want 
customers registered at one of the franchised Web Sites to be 
able to purchase products or services offered at other fran 
chised Web Sites. The parent vendor may have a program that 
allows a user registered at one of the franchised web sites to 
purchase products and services offered by other franchised 
web sites. These franchised web sites could then clear 
accounts between themselves at a pre-determined frequency 
through the MSP. Thus, the user is not required to register at 
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other vendor web sites in the franchise. In FIG. 16, Mall A1 
1601, Mall A2 1602, Mall A3 1603 and Mall An 1604 are 
members of the franchise, while Mall B 1502 is not. 
0169. A diagram showing steps for illustrative business 
transactions involving electronic tokens used in a franchise 
mall system is shown in FIG. 16. Business transactions 
involving other steps are also possible. FIG. 16 depicts a 
vendor, who has several franchised vendors, each of which is 
a token vendor. Each of the solid arrows indicates steps (1)- 
(14), which are a transaction in the direction of the arrow. 
User 1 1701 is a customer who registers at sub-mall Mall-A1 
1601 and purchases tokens A1. User 1 may purchase or rent a 
product (or service) offered at Mall-A1 1601 using Token 
A1. 

(0170 User 21702 is a customer who registers at Mall-A2 
1602 and purchases Tokens-A2. User 2 may ask Mall A2 to 
exchange a certain amount of his Tokens-A2 for Tokens-A3 
from Mal-A3 1603 in order to purchase items sold on the 
Mall-A3 web site. Mall-A3 then grants an equivalent amount 
of Token-A3. User 2 then purchases or rents products (or 
services) offered at Mall-A3. This is shown in Steps (7), (8), 
(9), and (10) for transferring tokens and Steps (11) and (12) 
for purchasing products. Steps (13) and (14) indicate that 
Mall-A2 pays Mall-A3 as compensation for exchanging user 
2's Tokens-A2 for Tokens-A3. Users 1701 and 1702 may be 
individuals or businesses including other vendors. Therefore, 
the open token systems of the present invention enable busi 
ness-to-business transactions (B2B) and business-to-con 
sumer (B2C) transactions. MSP 1500 provides for the 
exchange of tokens and settlement services among vendor 
malls 1602-1603. 

(0171 As shown in FIG.16, the sub-malls (Mall-A1 1601, 
Mall-A2 1602, Mall-A3 1603, Mall An 1604, and all other 
sub-malls) are franchise web sites of parent Mall-A 1501. 
Parent mall A 1501 may set the value of the tokens used by 
each Sub-mall to be the same. A computer program at Mal-A 
1501 or at MSP 1500 tracks user shopping activities among 
Mall-A's Sub-malls, monitors financial data, and settles token 
and money accounts between Sub-malls. Some of these ser 
vices are the same services provided by the MSP in the closed 
system. With respect to FIG. 16, MSP 1500 keeps an addi 
tional record of the different values of tokens set by each 
individual Member Mall operator 1501-1503. 
0172 A vendor may set any price level for its electronic 
tokens. Accordingly, it may be desirable, as shown in FIG. 17. 
that the vendor display the cost of products or services at his 
Web site, both in terms of tokens, as well as, in actual case 
equivalent value. This may help the user to associate the cost 
more easily. Alternatively, the system may just display only 
the products purchased along with the number of required 
tokens. Furthermore, the present invention provides the user 
with a choice to pay for products or services, using tokens or 
a credit card. Until such time that the user becomes more 
comfortable purchasing tokens, the vendor may determine 
that providing a choice between credit card and tokens is no 
longer necessary as its users become more familiar with the 
use of tokens and appreciate the benefits of using tokens 
instead of credit cards. The vendor has the total control of the 
distribution of the tokens and can set the value of the tokens 
completely free from control by a bank or other organization 
to issue the tokens. The user purchases tokens directly from 
the vendor, in any way he chooses, either using on-line or 
off-line methods, without the need to involve a bank. 
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0173 An open system of the present invention connects all 
member vendor web sites allowing transactions between 
member vendor malls through an MSP. The present invention 
also includes Open Tokens which are accepted by each mem 
ber vendor mall as means for payments by users, who are 
registered at one of the member vendor malls. Open Tokens 
may be obtained from one member vendor and used for the 
payment of product(s) and services offered at other member 
vendor malls. Open Tokens are accepted by all member ven 
dors and need not be exchanged for a different type of tokens, 
as with the embodiment of FIG. 13. Open Tokens attract new 
customers and facilitate the purchasing process. 
0.174. There are four types of Open Tokens: Universal 
Tokens, Manufacturer's Token, Group Tokens and Gift Cer 
tificate Tokens. 
0175 Universal Tokens. Universal tokens are accepted by 
each of the member vendor malls for payment when a user 
purchases or rents product(s) and services from any one of the 
member vendor malls. Thus, with Universal tokens, a cus 
tomer does not need to exchange a first type of token issued by 
a first vendor for a second type of token issued by a second 
vendor to purchase items at the second vendor's web site. For 
simplicity, a Universal Token has one value for all member 
Vendor malls and its value is set to be the same, similar to 
currency. For example, there may be a one dollar (S1.00) 
universal token and a one penny (S.01) universal token. 
0176 The universal electronic tokens may be used for 
micropayments. An example of a micropayment includes 
music content which may cost less than one dollar (S1.00) per 
unit. Records of all Closed Tokens and Open Tokens are 
maintained (e.g., at databases associated with the MSP) to 
Such precision as a fraction of a penny. This provides conve 
nience to Vendors since service charges or royalties on micro 
payments may very well involve fractions of a penny. 
0177. Manufacturer's Tokens. Manufacturer's tokens are 
issued by a manufacturer to promote sales of its products. If 
desired, a manufacturer may sell this type of token at a Sub 
stantial discount or provide users incentives to purchase 
Manufacturer's Tokens. The Manufacturer's Token are 
accepted for conducting electronic transactions by the manu 
facturer's own Closed System web site and by other member 
vendor web sites in an Open System who carry and sell the 
manufacturer's products. Two examples of Manufacturer's 
Tokens are now discussed: 

0178 MANUFACTURER TYPE 1 TOKEN. This is a 
manufacturers token sold at a certain discount and it is usable 
to purchase only manufacturer's products. 
0179. MANUFACTURER TYPE 2 TOKEN. This is a 
manufacturers token that is issued for free to users an incen 
tive. This type of token must be used in conjunction with 
Universal Tokens to purchase only manufacturer's products 
being offered for sale at the manufacturer's own web site or at 
other member vendor malls. Manufacturer's TYPE 2 tokens 
provide a pre-determined allowable maximum discount level 
for purchase of the manufacturer's product. Therefore, a user 
uses Universal Tokens to pay for manufacturer's product up to 
the allowable maximum discount and the same user pays for 
the discounted amount with the manufacturer's TYPE 2 
tokens. Manufacturers provide compensation to Vendors who 
accept the manufacturers tokens from customers who use 
them to purchase the manufacturer's products. 
0180. The manufacturer's dealers sell manufacturer's 
products as close as possible to the published list price to 
maximize their sales opportunities and profit margins. These 

Jun. 19, 2008 

sales opportunities and profit margins would decrease if the 
manufacturer sells the same products at less than the pub 
lished list price that is displayed openly at its own web site. 
Customers may use manufacturer's Type 1 Tokens to pur 
chase the manufacturer's products from the manufacturer's 
dealers web sites. Customers may also use manufacturer's 
Type 2 Tokens and Universal Tokens to purchase the manu 
facturer's products from the dealers web sites at the same 
discounted price offered by the manufacturer. The manufac 
turer's tokens allow a manufacturer to sell its products 
directly or indirectly (through its dealers) to end users at a 
discount and at the same time to avoid potential conflicts with 
the manufacturer's dealers. Thus, the manufacturer's tokens 
permit the establishment of discount programs while not 
undercutting the integrity of published list prices. Manufac 
turer's TYPE 2 tokens provide an incentive for users regis 
tered at member vendor malls to obtain manufacturer's TYPE 
2 tokens for free, and to purchase the manufacturer's products 
with the user's Universal Tokens and manufacturer's TYPE 2 
tokens at the member vendor malls. 

0181 Group Tokens. This type of token is issued and 
accepted by all member vendor malls that join as strategic 
marketing partners and form a “Group.” As a member of the 
Group, the member vendor is permitted to sell to its users the 
Group Token at a pre-agreed discount. The Group Tokens 
may be issued by each of the member vendor in the Group. 
Group tokens provide customers with the incentive to pur 
chase items sold by member vendors within the group, 
because customers can easily purchase items from any mem 
ber vendor using group tokens issued by one of the member 
Vendors. 

0182 Gift Certificate Tokens. This is a token similar to a 
gift certificate which has a pre-set cash value. The vendor 
accepting the Gift Certificate Token honors the full amount of 
the value for the user. A user using a Gift Certificate Token 
may get cash change if the amount the user is spending at the 
vendor web site is less than the value of the Gift Certificate 
Token. The Gift Certificate Token may be issued by a credit 
institution or a vendor, which usually obtains a commission 
from the vendor who accepts the gift certificate. The vendor 
or other vendors may accept the Gift Certificate Token for 
customers to purchase items, because the vendor hopes to 
attract more customers to use its facility (Such as a hotel or a 
restaurant) or to sell more of its products to customers using 
Such tokens. 

0183 FIG. 18 is a diagram of an illustrative business trans 
action taking place in a Open System with open tokens. Other 
steps for similar business transactions using open tokens are 
also possible. The open tokens exchanged in an open system 
such as illustrated and discussed with respect to FIG. 18 may 
include any of the four types of open tokens previously dis 
cussed. FIG. 19 illustrates an Open Token Record 2112 
within Vendor A 2110. In FIG. 19, MSP has server 2100 
records 2101, 2102, and 2105 relating to customers of and 
open tokens authorized to Vendor A. Server 2100 also has a 
set of records relating to customers of and open tokens autho 
rized to Vendor B (not shown) and other vendors. In step (1), 
customer 2004 registered at Vendor A 2002, requests to 
purchase open Tokens and pays for them, either on-line or 
off-line. In step (2), Vendor A 2002 grants customer 2004 a 
certain number of requested open Tokens and it notifies MSP 
2001 as shown in step (3). Open Token record 2112 contains 
account information for customer 2004 such as the number of 
open tokens currently in the customer's account. When a 
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business transaction involving tokens happens, open token 
record 2112 is updated and then a signal is sent to MSP server 
2100 directing it to update its Open Token Record 2102. In 
FIG. 18, customer 2004 decides to purchase products offered 
by Vendor B 2003 using open tokens as shown in step (4). 
Vendor B 2003 sends a request for authorization and 
requests payment from Vendor—A 2002 through MSP 2001, 
as shown in step (5). The MSP then checks the Open Token 
Record 2102 in MSP server 2100 to confirm that customer 
2004 has enough Open Tokens to make the purchase (i.e., 
required tokens greater than actual tokens in account). If 
enough tokens are present in the customer account, MSP 
2001 subtracts the required number of Open Tokens (RT) 
from customer 2004's account and updates both the Open 
Token Record 2102 and Open Token Record 2112 inside 
Vendor A server 2110, in step (7) of FIG. 18. 
0184 For purposes of illustration only, the currency shall 
be the U.S. dollar. MSP2100 may then debit Vendor A2110 
the total dollar amount of customer's 2004 purchase, less a 
service charge as shown in step (7) in FIG. 18. MSP2100 may 
subtract the royalty from the total dollaramount and remit the 
remaining dollar amount (which is now the total cost of the 
purchase amount less a service charge for Vendor A 2002 
and less a royalty payment to MSP 2001) to Vendor B 2003. 
MSP 2100 then authorizes Vendor B 2003 to proceed with 
the business transaction. This is shown in step (6). In FIG. 18. 
Vendor B 2003 delivers product(s) and/or service(s) to cus 
tomer 2004 as shown in step (8). Note that steps (5), (6) and 
(7) occur transparently to customer 2004. Therefore, open 
tokens allow customers to purchase or rent product(s) and/or 
service(s) from any other member vendor mall. This provides 
the convenience to customers of not requiring them to register 
at each and every other member vendor mall. 
0185. Referring to FIG. 18, Vendor B 2003 checks to see 
if product(s) customer 2004 is purchasing is a manufacturer's 
product(s) on manufacturer's product list record 2133 inside 
Vendor B server 2130 as shown in FIG. 19. If desired, MSP 
2100 may check a manufacturer product list in record 2103 
kept at the MSP 2100 server. If the product is on the manu 
facturer's product list, Vendor B 2003 **prompts customer 
2004 that Manufacturer's Tokens are usable and inquires 
whether customer 2004 has them. If the customer indicates he 
has Manufacturer's Tokens acquired from Vendor A 2002, 
Vendor B 2003 sends a request for authorization for pay 
ment of product(s) through MSP 2001 using customer's 2004 
Manufacturer's Tokens, in step (5). The rest of steps (6) and 
(7) take place identical to the case when customer 2004 uses 
Universal Tokens as described above. Again, steps (5), (6) and 
(7) are transparent to customer 2004. 
0186 FIG. 18 also applies to group tokens. In this case, 
vendor A 2002 and Vendor B 2003 are members of a 
Group. Customer 2004 wishes to purchase product(s) and/or 
service(s) from Vendor B 2003, as shown in step (4). Ven 
dor B 2003 accesses Group Vendor Record 2134 inside its 
Vendor B server 2130. Record 2134 indicates that customer 
2004 is registered at Vendor A 2002 who is also a member 
of the Group. Vendor B 2003 then prompts customer 2004 
to see if he has Group Tokens**. If the response confirms that 
he has Group Tokens, then the business transaction takes 
place exactly the same way as previously described, except 
customer 2004's Group Tokens required for his purchase 
(RT) is subtracted instead of other type of tokens (i.e., uni 
versal or Manufacturer's Tokens). 
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0187. In another embodiment of the present invention, a 
customer may purchase a Gift Certificate Token from an 
issuing vendor or from a credit institution (e.g., credit card 
company or bank) and use it at member vendor malls who 
accept the Gift Certificate Tokens. In FIG. 18, customer 2004 
purchases a Gift Certificate Token from Vendor A 2002, in 
step (1). The gift certificate token may have any dollar value. 
Vendor—A 2002 issues the Gift Certificate token to customer 
2004, in step (2). In FIG. 19, server 2110 updates its customer 
record 2111 to indicate that customer 2004 has purchased a 
gift certificate token. Server 2110 also updates its Gift Cer 
tificate Record 2115 to indicate the value of the gift certificate 
purchased by customer 2004 and the amount of gift certificate 
tokens corresponding to the purchased gift certificate. Server 
2110 also notifies MSP server 2001 at step (3) so that MSP 
server 2100 also updates its customer record 2101 and Gift 
Certificate Record 2105 within MSP server 2100 to reflect 
that customer 2004 has purchased gift certificate tokens. 
0188 Customer 2004 may now purchase items through 
Vendor B 2003 using the gift certificate tokens. When cus 
tomer 2004 tries to use gift certificate tokens to purchase an 
item from Vendor B 2003 at step (4), Vendor B requests 
authorization through MSP 2001 at step (5). If MSP 2001 
finds that customer 2004 does have a Gift Certificate Token, it 
debits Vendor A 2002's account by the dollaramount equal 
to the value of the Gift Certificate Tokens held by customer 
2004 less the discounted amount (or service charge) at step 
(7). 
(0189 MSP 2001 then subtracts the royalty amount from 
this amount, authorizes the transaction at step (6), and pays 
Vendor B 2003. Vendor B then applies the full amount of 
the Gift Certificate Tokens to product(s) and/or service(s) 
sold to customer 2014 at step (8). Vendor B 2003 also gives 
change (the Surplus amount of the gift certificate remaining 
after subtracting the price of the product(s) and/or service(s) 
from the full value of the gift certificate containing the gift 
certificate tokens) back to customer 2004, if any. If the cus 
tomer purchases a product using gift certificates on-line, any 
remaining amount is converted to Universal Tokens and put in 
the customer's account. MSP server 2100 then updates its 
customer record 2101 and Gift Certificate Record 2105 to 
remove the Gift Certificate Tokens from customer 2004's 
account. It also notifies the Vendor—A server 2110 to update 
its customer record 2111 and Gift Certificate Record 2115, as 
shown in FIG. 19, to reflect the fact that customer 2004 has 
used the gift certificate token. 
(0190 FIGS. 20A-20C describe an example of a flow of 
actions that may take place within Vendor B server 2130 
and MSP server 2100 when a business transaction is initiated 
by a customer 2004 involving open tokens of the present 
invention. Alternatively, different or additional steps may 
take place within vendor servers and MSP servers of the 
present invention during a business transaction relating to 
electronic open tokens. 
0191 Referring to FIG. 20A, when a customer requests to 
pay for product(s) or service(s) provided by Vendor B 2003, 
Vendor B server at step 2151 first checks to determine if any 
product customer 2004 is purchasing is within the manufac 
turer's product list by accessing the manufacturer's product 
list which is maintained in record 2133 within Vendor B 
server 2130 shown in FIG. 19. Alternatively, Vendor B may 
check record 2103 at server 2100. If the product is on the 
manufacturer's product list, then Vendor B server 2130 
prompts the customer to determine whether customer 2004 



US 2008/O 147506 A1 

has Manufacturer's Tokens, in step 2152. If the customer does 
have manufacturer's tokens, then the Vendor B server 2130 
requests manufacturer's tokens from Vendor—A through 
MSP server 2100 at step 2153. The customer 2004 registered 
and purchased Open Tokens from Vendor—A 2002 as shown 
in step (1) and step (2) of FIG. 18. If customer 2004 does not 
have Manufacturer's Tokens then Vendor B requests Uni 
versal Tokens from Vendor—A for the customer in step 2154. 
0.192 If the product(s) and/or service(s) that the customer 

is purchasing are not within the manufacturer's product list, 
the Vendor B server 2130 automatically checks to deter 
mine if Vendor A, where customer 2004 initially registered, 
is a member of a Group, at step 2155. Group vendor record 
2104 at MSP server 2100 and group vendor record 2134 at 
server 2130 maintain a listing of vendors within Groups con 
trolled by MSP 2001. Vendor B server 2130 checks its group 
vendor record 2134, and/or corresponds with MSP server 
2100 which checks Group Vendor Record 2104, to determine 
if Vendor A is a member of a Group. If Vendor A is a member 
of a Group, vendor B server 2130 prompts customer 2004 to 
see if he has Group Tokens, at step 2156. If the customer does 
have Group Tokens in his account, then Vendor B 2130 
server requests Group Tokens from Vendor—A through MSP 
server 2100 at steps 2157. 
0193 If customer 2004 currently does not have group 
tokens in his account, then vendor B server 2130 requests 
Universal Tokens from vendor A server 2110 at step 2158. If 
Vendor—A is not a member of a Group, the program requests 
Universal Tokens through MSP server 2100, at step 2158. If 
the customer has universal tokens, manufacturers tokens, or 
group tokens, vendor B server 2130 requests the correspond 
ing open token record 2102 from MSP server 2100 at step 
2181. MSP server 2100 then checks to determine if customer 
2004 has enough Open Tokens (which include Universal 
Tokens, Manufacturer's Tokens, and Group Tokens) in record 
2102, as shown in step 2182. If the customer has enough Open 
Tokens, server 2100 then subtracts the number of Open 
Tokens that are required for customer to make the purchase 
(RT) from customer's Available Tokens (AT) at step 2183. 
Server 2100 then updates Open Token Record 2102 and Ven 
dor A server record 2112 in step 2184. 
(0194 MSP 2100 then debits the dollar equivalent of RT 
less service charges imposed by Vendor—A at step 2185. The 
service charges may be previously agreed upon among all 
member vendor malls. The payment by Vendor B may be 
done immediately through electronic funds transfer or Sub 
tracted from Vendor B's deposit to MSP or invoiced later, if 
Such prior payment arrangement is done in advance. In step 
2186, MSP 2100 subtracts the royalty amount due for the 
business transaction. MSP 2100 then pays Vendor B and 
authorizes Vendor B to proceed and complete the business 
transaction, at step 2187. Vendor B server 2130 then 
informs customer 2004 and confirms his purchase or rental of 
product(s) and/or service(s) as shown in step 2162, FIG.20C. 
0.195. If customer 2004 does not have enough Open 
Tokens to pay for his purchase of product(s) and/or service(s) 
as determined by MSP server 2100 at step 2182, server 2100 
informs Vendor B server 2130 to inform customer 2004 that 
he does not have enough Open Tokens, as shown in step 2161, 
FIG.20C. The customer can then decide if he wants to pur 
chase more Open Tokens on-line now, or off-line later. 
0196. If the customer requests to pay for an item offered by 
Vendor B using a gift certificate token, Vendor B server 
2130 requests the value of the gift certificate token held by 
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customer 2004 from the gift certificate record 2105 in MSP 
server 2100 as shown in step 2160, FIG.20B. Gift certificate 
records 2115 and 2105 contain data indicating the value of 
gift certificate tokens held by customer 2004. MSP server 
2100 accesses the Gift Certificate Record 2115 of Vendor 
A, or checks its own record 2105 and determines if customer 
2004 has Gift Certificate Token(s) of a total value equal to or 
greater than the requested purchase item, in step 2188. If the 
value of the customers' gift certificate tokens is enough to 
purchase the requested item, then vendor B server 2130 
requests payment from vendor A at step 2189. 
(0197) Following step 2189, MSP debits the amount of the 
Gift Certificate Tokens from issuing Vendor A's account 
less a service charge or commission to which Vendor—A is 
entitled at step 2185. MSP server 2100 then deducts a royalty 
amount that is due to MSP 2001 at step 2186. MSP 2100 then 
pays the remaining dollar amount to Vendor-B, and autho 
rizes Vendor B to proceed with the business transaction, in 
step 2187. Upon receiving this authorization, Vendor B 
server informs customer 2004 and completes the business 
transaction in step 2162, FIG. 20O. If the value of the cus 
tomers gift certificate tokens not is enough to purchase the 
requested item, MSP 2100 rejects the customer's request at 
step 2.190, and Vendor B server 2130 informs customer 
2004 that his request is rejected as shown in step 2163, FIG. 
20C. Vendor A server 2110 also updates its gift certificate 
record 2115 for customer 2004 to reflect the current value of 
any gift certificate tokens he has in his account after receiving 
updated data from MSP server 2100. 
(0198 If desired, MSP server 2100 may combine two or 
more different categories of tokens (such as Group Tokens 
and Gift Certificate Tokens) to obtain enough dollar value to 
equal or exceed the purchase price of the productor service so 
that the transaction may be completed. This option may be 
utilized if the customer does not have a large enough value of 
any one type of token to make the requested purchase, but 
does have enough value when tokens of different types are 
combined. 
(0199. In the Open token system described in FIG. 18, FIG. 
19, FIG. 20A, FIG. 20B, and FIG.20C, the MSP server acts 
as a highway link for all member vendor malls. If desired, the 
MSP may impose a nominal service charge to all member 
Vendor malls for allowing the passage of information through 
the MSP, like a highway toll booth. 
0200. The MSP in an open token system monitors transfer 
oftokens among member vendors. For example, the MSP can 
prevent transfer of tokens issued from a vendor whose per 
formance does not meet the standards of business practice 
established by the MSP to participate in the token transfer 
program. An MSP also can prevent a member vendor from 
continuing to use the MSP's electronic tokens, thereby pre 
serving the integrity of its token system. Furthermore, the 
MSP also tracks tokens that have been paid for, tokens issued 
to preferred customers inadvance of payment, and free tokens 
issued as part of a vendor's incentive program. This may be 
desirable because the vendor may decide to issue free tokens 
to a user who has already purchased tokens in his account but 
has not used them recently. This gives the user the perception 
that he is receiving an interest payment, like depositing 
money in a bank. 
0201 The MSP tracks free tokens issued to a user. 
Because free tokens may be provided to a user to promote 
customer loyalty, it is desirable that a user be prevented from 
transferring these free tokens to other vendor web sites. The 
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MSP may prevent the transfer of free tokens to other vendor 
malls. The MSP also tracks other Closed Tokens issued by a 
Vendor, which are intended to provide an incentive to its users 
to purchase products and services from the issuing vendor. 
0202 The MSP may perform the following tasks: 
0203 (1) Keeps track of the value of tokens as set by each 
Vendor Web Site. 
0204 (2) Keeps track of each vendor who accepts other 
Vendors tokens for purchase of products or services in a 
Group system. 
0205 (3) Sends the user's information to another vendor, 
allowing the other vendor to have the user information to 
conduct business transactions. 
0206 (4) Transfers one vendor's open tokens to other ven 
dors, allowing a user of one vendor's Web Site to purchase 
products or services offered by other vendor's Web Sites. 
0207 (5) Keeps track of participating vendors who issue 
Manufacturer's Tokens and of product lists that each manu 
facturer's token can be used to purchase. 
0208 (6) When a user of a Web Site A transfers his tokens 
to Web Site B through the MSP, the MSP computes the value 
of tokens transferred from Web Site A to Web Site B so that 
Web Site A can pay Web Site B for the value of tokens so 
transferred. 
0209 (7) Keeps track of a list of participating vendors who 
accept Gift Certificate tokens issued by other vendors. 
0210 (8) Keeps track of names of a group of vendors who 
accept Group Tokens so as to prevent transferring of Group 
Tokens of vendors who do not belong to the group. 
0211 (9) The MSP serves to clear accounts promptly 
between a vendor where a user is registered and the other 
vendors from which the user transfers his Open Tokens. Alter 
natively, the account may be reconciled at a later time, such as 
at the end of each month or at other regular intervals as 
mutually agreed upon. 
0212 (10) Prevents a vendor from further using the tokens 
for business transaction, if the vendor does not maintain a 
predetermined quality standard or if the vendor otherwise 
does not comply with contractual obligations set by the MSP. 
0213. The present invention offers many advantages to 
end users and Vendors. These advantages for end users 
include: 

0214) Micropayments for users are facilitated; 
0215. The user's personal information remains secure; 
0216. Users account information is stored within the 
MSP server or alternatively at the vendor server data 
base. Thus, users can purchase products and services 
offered by other member vendors without having to 
register at each new Subscriber mall, because users’ 
account information is accessible through the MSP; 

0217. Users can purchase tokens either on-line or off 
line; 

0218 Users may take advantage of on-line incentives, 
quantity discounts, and manufacturer's coupons of a 
vendor Closed System; 

0219 Vendors can allow users to purchase tokens on 
credit instead of paying for them in advance; 

0220. The method and system would allow parents to 
limit their children's purchases to a limited network of 
Vendors who share closed tokens. 

0221) Advantages for vendors include: 
0222 Vendors have substantial control over the terms of 
the purchase; 
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0223 Vendors can offer many different types of incen 
tive programs by issuing tokens to users for a discount or 
for free; 

0224 With the OpenSystem, vendors can increase their 
revenues if its registered users purchase items from other 
member vendors. Vendors may enter into reciprocal 
marketing programs with other member vendors to 
encourage users to buy products from all member ven 
dor web sites, thereby increasing revenue for all member 
Vendors. Thus, the open system provides a system for 
increasing web traffic at vendor web sites and to attract 
large numbers of users; 

0225. Vendors can issue Closed Tokens at any price. 
0226. As a result of the above-described advantages for 
end users and vendors, the method and system of the present 
invention allows: 

0227 (1) Each Closed system vendor to compete for 
users; 

0228 (2) The Open System provides convenience to 
users in that they need to only be registered with any one 
of the member vendors. The open system also attracts 
more vendors to join as member vendors, because they 
can attract customers of the other member vendors to 
their web site; 

0229 (3) Electronic tokens can be used for micropay 
ments as Small as a penny and it can keep account for 
service charges and royalties as Small as a fraction of a 
penny. An analogy can be made to turning on the lights. 
Users do not concern themselves with a charge each and 
every time they turn on the lights. If amortized using the 
electrical rate and the usage when the lights are turned 
on, the amount would be measured in fractions of a 
penny. The user only pays for Such usage at the end of the 
month when the monthly invoice is received. 

0230 Referring to FIG. 21, an alternative embodiment of 
the electronic token system of the present invention for use on 
an auction site or other site that facilitates transactions 
between users of the site is shown. Mall Service Provider 
(MSP) 1204 authorizes vendor 1201 (i.e., an auction mall 
web site) to use electronic tokens in electronic transactions 
conducted through its web site. Vendor 1201, instead of 
directly selling products and services, as in previously 
described preferred embodiments, acts as an intermediary 
through which users can sell products and services to each 
other. Additionally, vendor 1201 buys and sells electronic 
tokens that may be used by the users to transact business. By 
using electronic tokens as payment between users for prod 
ucts and services, the users are able to quickly and easily pay 
each other for products and services, without having to obtain 
and send a money order, as is typically required by sellers on 
current auction sites. 
0231 Vendor 1201 provides both on-line and off-line sale 
of electronic tokens, as described in detail hereinabove. Addi 
tionally, vendor 1201 may permit electronic tokens to be 
redeemed for money, either on-line, through issuing a credit 
on a credit card, or off-line, by issuing and mailing a check for 
redeemed tokens. 

0232 Sellers 1202 are users of the Web site or other 
e-commerce venue offered by vendor 1201. Through vendor 
1201, who may receive a commission, fee or other payment, 
sellers 1202 offer products and services for sale or auction, 
with prices or minimum bids listed in tokens. 
0233 Buyers 1203 use the Web site provided by vendor 
1201 to purchase products and services from sellers using 
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electronic tokens. Buyers 1203 may competitively bid upon 
products or services on sale or for rental by sellers. Buyers 
1203 pay for products or services, or place bids for products 
and services using electronic tokens. Sellers 1202 may be 
paid for their products or services by transferring the appro 
priate number of electronic tokens between the accounts of 
buyers 1203 and sellers 1202. 
0234 Vendor 1201 may require that sellers 1202 and buy 
ers 1203 set up user accounts with the vendor web site before 
conducting electronic transactions through the web site. Ven 
dor 1201 may require buyers 1203 to purchase a minimum 
number of auction Tokens to be placed in an account. MSP 
1204 may authorize electronic tokens to be used for electronic 
transactions at other vendors web sites. Vendor 1201 may 
permit buyers 1203 to exchange the tokens that they received 
from these other vendors for auction tokens that are issued by 
vendor 1201. In any event, buyers 1203 must have enough 
Tokens from vendor 1201 for any purchases made through 
vendor 1201. The Tokens that buyers 1203 purchase from 
vendor 1201 or that are transferred from other vendors in 
exchange for auction tokens issued by vendor 1201 are placed 
in the buyer's account. 
0235 Sellers 1202 may use the electronic tokens that they 
gain from selling their products and services to purchase 
products and services from other sellers. Alternatively, sellers 
1202 may sell their tokens back to vendor 1201 for money. 
0236. This system offers numerous advantages over cur 
rent auction sites and other venues for conducting e-com 
merce between individuals. First, the individual buyers 1203 
and sellers 1202 are able to easily arrange payment, rather 
than requiring that checks or money orders be sent. Addition 
ally, there is no need for buyers 1203 and sellers 1202 in 
different countries to be concerned about currency exchange, 
since all transactions are handled in electronic tokens, which 
may be bought and sold by vendor 1201 for any form of 
currency that vendor 1201 chooses to accept. Further, vendor 
1201 can make his “commission' on sales on the system by 
buying electronic tokens back from sellers 1202 at a different 
price than they are sold to buyers 1203, thereby simplifying 
the task of collecting payment from sellers 1202. 
0237. A portion of the commissions received from trans 
actions between buyers 1203 and sellers 1202 is transferred to 
MSP 1204 as a royalty. Vendor 1201 may retain part of the 
royalty as compensation for its own services. Royalties 
received from the use of Tokens in multiple transactions ven 
dor 1201 may be transferred to MSP 1204 in a lump sum. 
0238. It will be understood by one skilled in the art that the 
embodiment of the present invention described with refer 
ence to FIG. 21 may be used for more than just auctions 
between individual buyers and sellers. The buyers and sellers 
may be businesses or other corporations, and there is no need 
that the transactions be carried out in auction style. Similar 
methods may be used in which sellers 1202 simply list their 
products and services with vendor 1201, with prices in elec 
tronic tokens, and buyers 1203 buy the products and services 
from sellers 1202 through vendor 1201, using electronic 
tokens as the exclusive means of payment. As discussed 
above, only electronic tokens issued by the vendor may be 
transferred or used on that vendor's site. 
0239. Another embodiment of the present method and 
system is an on-line point of sale (POS) system using elec 
tronic tokens. In a normal on-line system, a user selects prod 
uct(s) and/or service(s) for purchase or rent at the vendor's 
web site. In an on-line token POS system, the product(s) 
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and/or service(s) that a user purchases or rents are indepen 
dent of the computer system. These product(s) and/or service 
(s) are entered manually into the Token POS terminal by a 
cashier at the vendor site. 

0240 An illustrative point of sale system is shown in FIG. 
22. A vendor Such as, but not limited to, a Supermarket, hotel, 
restaurant, and School campus cafeteria, has vendor server 
2200. A plurality of Token POS terminals 2210, 2220, 2230 
are connected to vendor server 2200 at convenient places 
inside or outside a vendor site. When a customer comes to a 
cashier who operates a Token POS terminal, such as terminal 
2210 for example, he presents to the cashiera user card. The 
cashier enters the user number using card reader 2214 
attached to Token POS terminal 2210. If the user does not 
have his user card, he can enter his user number himself at the 
user side keyboard 2213 or ask the cashier to enter his user 
number at the cashier side keyboard 2215. The computer 
display 2211 immediately displays the user's name and 
address as well as the user's available tokens (AT). For secu 
rity reasons, display 2211 may face the cashier side, so that it 
keeps personal information out of visual contact by other 
customers in the check-out line waiting to check out. 
0241. If desired, the cashier may input the user's name or 
address to confirm the identity of the user instead of the user 
number. Thus, the Token POS terminal 2210 eliminates the 
need to enter the user number. This provides convenience 
both to the user and to the cashier. 

0242. The cashier may then enter the cost of each product 
using bar code reader 2216. Such as those that are used in 
supermarkets, or digitizer 2217, which has a menu list that is 
normally used at restaurants and fast food chains. The cashier 
may also manually enter the prices using keyboard 2215. 
When each item is entered by a cashier, the Token POS 
terminal may display the product or menu name and its cost in 
actual currency as well as in corresponding number of tokens. 
When all products or menu items are entered, the cashier 
enters TOTAL either at keyboard 2215 or digitizer 2217. 
Token POS terminal 2210 then displays the cost of the total 
purchase. The cashier may then turn the display to the user 
side for his confirmation. If desired, the system may allow the 
user press the CONFIRM or the ENTER button. Printer 2218 
prints out the receipt which may contain the date, time, user's 
name, total number of tokens used, and the tokens remaining 
in the user's account (AT). If the vendor site operator prefers, 
the system may request the user to input his personal identi 
fication number (PIN) before the user presses the CONFIRM 
or ENTER key. This completes the business transaction. 
0243 Additionally, since it is a Closed system, the vendor 
may, at its own discretion, allow a “negative draw if the user 
does not have enough tokens to pay for the product(s) and/or 
service(s). For example, a college may allow each student a 
certain maximum amount of negative draw or line of credit, 
rather than immediately reject his purchase for food. 
0244. The on-line point of sale system using electronic 
tokens is a Closed System, and it provides convenience to 
users and Vendors without having to use actual currency and 
without having to link each and every transaction to a credit 
card company or banking institution. The process may 
increase the speed of the check-out time by instantaneously 
processing the business transaction and informing the vendor 
and customer exactly how many Available Tokens are left in 
the customer's account. Usually time is required for writing a 
check or waiting for the confirmation response from the credit 
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card institution using the debit or credit card. It also provides 
the opportunity to allow institutions such as colleges to 
reduce the use of cash. 
0245. The diagram shown in FIG. 23 illustrates an 
example of the architecture of the present invention. Multiple 
vendor web servers 2601 are connected through Internet 2603 
to the MSP which includes issuing authority 2607 and trans 
action layer 2605. Transaction layer 2605 and issuing author 
ity 2607 are protected by firewalls 2604, and 2606, respec 
tively. Vendor servers 2601 are each protected from the 
Internet by a respective one of firewalls 2602. Transaction 
layer 2605 provides an interface to each vendor web page. 
Transaction layer 2605 interacts with the user via Internet 
2603 when the user selects tokens as the method of payment 
for the purchase or rental of products and/or services at a 
vendor web site. Because transaction layer 2605 interacts 
directly with the user, the software required to interface 
between the MSP and the users at each vendor web site is 
minimized. 
0246 Transaction layer 2605 begins its interaction with 
the user by asking the user for his account number and/or 
personal ID number. Transaction layer 2605 then displays at 
the vendor web site the cost of the products and services the 
user wishes to purchase in number of tokens. The vendor web 
site may also display prices for the products/services in actual 
currency on its web page. Transaction layer 2605 then obtains 
the user's available tokens (AT) from the MSP issuing author 
ity 2607 and displays on the web site the available tokens (AT) 
and the total number of tokens (RT) required for the user to 
make the purchase. After transaction layer 2605 receives an 
input from the user confirming the purchase, transaction layer 
2605 subtracts RT from the user's AT. Transaction layer 2605 
then updates customer record 1901 and closed token record 
1902, in MSP server 1900 (FIG. 14) or customer record 2101 
and open token record 2102 (FIG. 19). Gift certificate record 
2105 in FIG. 19 is updated if the user uses a Gift certificate 
token. 
0247 The present invention allows users 2608 to use elec 
tronic tokens to conduct transactions through a variety of 
input devices Such as a personal computer 2609, a Smart card 
reader 2610, a wireless access protocol (WAP) device 2611, 
or digital television 2612, or other input devices not shown in 
FIG. 23. 
0248 While preferred illustrative embodiments of the 
present invention are described above, it will be evident to one 
skilled in the art that various changes and modifications may 
be made without departing from the invention. 
What is claimed is: 
1. A method for conducting electronic commerce compris 

ing: 
issuing a plurality of electronic tokens of first and second 

types from a mall service provider server, the electronic 
tokens adapted for use in electronic transactions for 
purchase or rental of products or services from a plural 
ity of other web servers associated with a plurality of 
vendors, wherein some of the plurality of vendors list 
prices for products and services in units of second type 
of electronic tokens; 

maintaining a first database in the mall service provider 
server, the first database including account information 
for the first web server; 

maintaining a second database in the mall service provider 
server comprising records of electronic transactions 
involving use of the first type of electronic tokens at the 
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web servers of vendors that list prices in units of the 
second type of electronic tokens; and 

for electronic transactions conducted at one of the web 
server of a vendor that list prices in units of electronic 
tokens of the second type, transferring compensation 
from the first web server to the vendor in an amount 
equal to the value of the electronic tokens of the second 
type. 

2. The method of claim 1 wherein: 
the plurality of electronic tokens are issued to a first web 

server, and 
a plurality of users are registered with the first web server, 

each user having an account to which a Subset of the 
plurality of electronic tokens are allotted. 

3. The method of claim 2 wherein the first database further 
includes account information for each one of the plurality of 
USCS. 

4. The method of claim 2 wherein the subset of the plurality 
oftokens allotted to each one of the plurality of users is based 
upon purchase of electronic tokens at a predetermined rate of 
exchange by web servers. 

5. The method of claim 2 wherein the subset of the plurality 
of tokens allotted to each one of the plurality of users is 
provided as an incentive to reward customer loyalty. 

6. The method of claim 2 wherein issuing electronic tokens 
from the mall service provider server to the first web server 
further comprises issuing manufacturer's tokens adapted for 
use at only predetermined ones of the plurality of other web 
SWCS. 

7. The method of claim 1 wherein issuing a plurality of 
electronic tokens from the mall service provider server fur 
ther comprises issuing gift certificate tokens to a first web 
SeVe. 

8. The method of claim 1 wherein issuing a plurality of 
electronic tokens from the mall service provider server fur 
ther comprises issuing a plurality of electronic tokens adapted 
for use in electronic transactions involving competitive bid 
ding for products or services. 

9. The method of claim 1 wherein issuing a plurality of 
electronic tokens from the mall service provider server fur 
ther comprises issuing a first group of the electronic tokens to 
a vendor server that oversees electronic transactions using the 
first group of the electronic tokens through point of sale 
terminals. 

10. The method of claim 1 further comprising recording a 
royalty transaction in the account information for web servers 
at which electronic transactions using the electronic tokens 
are conducted. 

11. A server operated by a mall service provider compris 
ing: 

a network interface through which the server communi 
cates a plurality of other web servers: 

a database; 
a memory; 
a processor that executes Software stored in the memory, 

the Software including one or more programmed rou 
tines, the programmed routines comprising: 

a routine for issuing a plurality of electronic tokens of first 
and second types from the mall service provider server 
to a first one of the plurality of web servers, the elec 
tronic tokens adapted for use in electronic transactions 
for purchase or rental of products or services from the 
plurality of other web servers associated with the mall 
service provider, wherein at least one of the other web 
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servers denominate the products and services in units of 
the second type of electronic tokens; 

a first database routine for updating records relating to the 
electronic tokens issued to the first web server; 

a second database routine for updating records of elec 
tronic transactions involving use of the first type of elec 
tronic tokens at the at least one of the other web server; 
and 

a routine for transferring compensation from the first web 
server to the at least one of the other web servers in an 
amount equal to the value of the electronic tokens of the 
second type. 

12. The server of claim 11 wherein a plurality of users are 
registered with the first web server, each user having an 
account to which a subset of the plurality of electronic tokens 
are allotted. 

13. The server of claim 12 wherein the first database rou 
tine further comprises updating account information for each 
one of the plurality of users. 

14. The server of claim 12 wherein the subset of the plu 
rality of tokens allotted to each one of the plurality of users is 
based upon purchase of electronic tokens at a predetermined 
rate of exchange. 

Jun. 19, 2008 

15. The server of claim 12 wherein the subset of the plu 
rality of tokens allotted to each one of the plurality of users is 
provided as an incentive to reward customer loyalty. 

16. The server of claim 11 wherein the routine for issuing 
the plurality of electronic tokens further comprises issuing 
manufacturers tokens adapted for use at only to purchase or 
rent the manufacturer's products and services. 

17. The server of claim 11 the routine for issuing the 
plurality of electronic tokens further comprises issuing gift 
certificate tokens to the first web server. 

18. The server of claim 11 the routine for issuing the 
plurality of electronic tokens further comprises issuing a plu 
rality of electronic tokens adapted for use in electronic trans 
actions involving competitive bidding for products or ser 
vices. 

19. The server of claim 11 wherein the routine for issuing 
the plurality of electronic tokens further comprises issuing a 
first group of the electronic tokens to a vendor server that 
oversees electronic transactions using the first group of the 
electronic tokens through point of sale terminals. 

20. The server of claim 11 further comprising a routine for 
recording a royalty transaction for each electronic transaction 
conducted at web servers using the electronic tokens. 

c c c c c 


