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(57) Abstract: The present subject matter relates to securing data in a file system. In one example, the present subject matter in -
cludes assigning a user identitier (ID) to a user for creating and storing files having data in the file system. The present subject
matter further includes creating a sequence ID for the user, where the sequence ID is created based on whether the user ID is used
before, and where each of'the files, created and stored by the user, is associated with the user ID and the sequence ID of the user.
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BACKGROUND

{0001} in recent years, organizations have become dependent on
network-hased systems for data storage and data communication. The users
may store data, in the form of data files, in a file systern which is implemented in
a network-based system, such as a server. With the growing number of users
accessing the server, the chance of unauthorized access of data has also
increased. Exposure of data to an unauthorized user may breach the security of
the data. In order to control access to the dafa in the file system, the
organization assigns a unique user identifier (ID) to each user, such that each

user can store and access his data using a respective user 1D
Brigr DESCRIPTION OF DRAWINGS

(06027 The detalled description is described with reference o the
accompanying figures. In the figures, the left-most digit(s) of a reference number
identifies the figure in which the reference number first appears. The same
numbers are used'thmughout the figures to refer like festures and components:
{60031 Figure 1{a) illustrates a data securing system, according to an
example of the present subject matier.

{60041 Figure 1(b) fllustrates a network snvironment implementing the
data securing system, according to an example of the present subject matier.
[00G8] Figure 2 illustrates a method for securing data in a file system,
according 1o an example of the present subject matter.

{0008} Figure 3 illustrates a method for securing the data in a file system,
according to an example of the present subject matler.

(8007} Figure 4 dlustrates a network environment for securing data in a

file system, according to an example of the present subject matter.
Detaied DESCRIFTION

fG008] The present subject matier relates to systems and methods for
securing data in a file system. The data may be stored in the form of files, aiso
referred to as data files. The file system is a system that defines the way the

files are stored, organized, and accessed. In a network-based implementation,
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the file system may be implementad in a device, such as a server, where the
data is stored.

{0008] Organizations generally create a profile for each of thelr users in
which a unigue user identifier (ID) is assigned fo each user. Each user can
create files o store data in the file system. The files may be siored through
folders or directories in the file system. The files that belong to a particudar user
are associated with the user ID of the user. The access lo files from the file
system is granted {0 a user based on the user 1D of the user. As a resull, an
unauthorized user cannot access files belonging to the particular user,

U At the end of a user's employment term, e, when a user leaves
the organization, his user 1D may be delsted from the server; however, the files
that belong to that user may be retained. The user 1D of a user may be deleted
permanently or temporarily from the server. On network-based systems
functioning through operating systems {08}, such as Unix®, the deleted user
iDs can be recycled. That means, when a user leaves the organization, the user
D of the user may be deleted from the server, and the same user D may be
reassigned to 8 new user. If the deleted user 1D of a previous user is assigned
to a new user and if the files belonging to the previous user of that user {D are
retained in the file system in the server, then the new user may access the files
of the previous user. With this, the data in the files of the previous users is put at
risk of being accessible to unauthorized users. The access of the files by the
unauthorized users can place sensitive data, such as users’ personal
information, at a risk of disclosurs.

{00413 To avoid this, the ownership of the files may be changed before
creating a user 1D for a new user. However, with this, the organization may lose
track of which files belong to which previous user. Further, in cerlain scenarios,
the user 1Ds of the users who have left the organization may be disabled
instead of being deleted from the server. In such scenarios, the user Ds which
are disabled may not be available for reassignment to new users. With this, the
organizations may be left with lesser number of user 1Ds for assignment o the

new users.
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{0012} Systems and methods for securing dala in g file system are
described hersin. With the systems and the methods of the present subject
matter, a new user with a user I same as a deleted user 1D of a previous user
cannot gain access to files belonging to the previous user. Therelore, the files
associated with the delsted user 1D of the previous user are protected or
secured from an unauthorized access by a new user,

{08131 in an example implementation, a user D is assighed to the user
for creating and storing files having data in a file system. The user 1D can be a
new user ID, or can be a deleled user ID which is used before for a previous
usar who has left the organization. Along with the user 1) a sequence 1D is also
created for the user. The sequence 1D for the user is crealed based on whether
the user ID, which is assigned to the user, is used before. In an example, the
seguence 1D may bs any unique identifier, such as a numeral, based on the
number of times the user 1D is used before. The combination of the user ID and
the sequence 1D is unique for each user. The user 1D and the sequence 1D for
the user may be stored in a system database for future reference.

{G014] Further, sach of the files within the file system may be further
associated with the user 1D and the sequence 1D of the user who created and
stored the respective file in the file system. Based on the user I and the
sequence 1D, access of a file within the file system to a user may be controlled.
[0015] With the systems and the methods of the present subject matter,
access o data, or files in the file system, belonging to a previous user is not
granted to a new user, even if a previously used user 1D is assigned to the new
user. Thus, the data or the files of the previous user are not put at risk of being
accessible to other users. Further, since the ownership of the files may not be
changed for securing the data in the file system, the organization can keep track
of which files belong to which user. Furthermore, as would be evident, using the
sequence s along with the user 1Ds for the user, user 1Ds, both previousiy
used and new, are available for assignment to the naw users.

[oa18] The above systems and the methods are further described with
reference to Figures 1{a) to 4. It shouid be noted that the descriplion and figures
merely Hliustrate the principles of thée present subject matler. f may be
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understood that varicus arrangements may be devised that, although not
explicitly described or shown herein, embody the principles of the present
subject matter. Further, while aspects of described systems and methods for
securing data in a file system can be implemented in any number of different
computing systems, environments, andfor implementations, the examples and
implementations are describad in the context of the following systemi{s}.

{8017} Figure 1{a} Hlustrates a daia securing system 100, according to an
example of the present subject matter. In an example, the dala securing system
100 may be deployved in an organization having a network-based system for
data storage and communication. The data securing system 100 may be a
computing device, such as a laptop computer, a deskiop computer, a
workstation or a server, of the organization. The dala securing system 100
enables securing data in a file system 102. The file system 102 is a system that
aliows the users to create and stors files through folders and direclories, and
defines the way the files are stored, organized, and accessed. The files created
by the users may be data files, such as text documents, spreadsheels, imagss,
and videos. In an example, the users may be employees of the organization.
[0018] The data securing system 100 includes processor(s) 104. The
processor(s) 104 may be implemented as microprocessors, microcomputers,
microcontroliers, digital signal processors, ceniral processing unils, slate
machines, logic circuitries, andfor any devices that manipulate signals based on
operational instructions. The functions of various elements shown in Figure 1{a},
including a functional block labeled as “processor(s)’, may be provided through
the use of dedicated hardware as well as hardware capable of exscuting
machine readable instructions.

{60181 The data securing system 100 further includes a profile creation
module 108 and a data securing module 108, coupled {o the processor 104,
The profile creation module 106 and the daia securing module 108, amongst
other things, may include routines, programs, objects, components, and data
structures, which perform particular tasks or implement particular absiract data
types. The profile creation module 106 and the data securing module 108 may

also be implemented as, signal processor(s), state machine(s), logic circuitries,
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andfor any other davice or component that manipulates signals based on
operational instructions. Further, the profile creation module 106 and the data
securing module 108 can be implemented by hardware, by computer-readable
instructions exscuted by a processing unit, or by a combination thereof. The
data securing systam 100 also includes data comprising user identifier 110 and
sequence identifier 112

{0028} According fo an example implementation, the profile creation
module 108 creates a profile for each user of the organization, through which
each user can create, store, and access files in the file system 102 In a secure
manner. in one example, the profile may be created at the time when the user
joins the organization. In creating the profile of a user, the profile creation
module 108 assigns a user ID {o the user, and creates a sequence 1D for the
user, such that the combination of the user 1D and the sequence 1D for the user
is unique. The user 1D can be a new user ID which is not used hefore for any
user, or can be a deleted user 1D which is used before for a previous user. In an
example, the previous user i3 a user who has lefl the organization. The
sequence 1D for the user is created based on whether the user 1D, which is
assigned to the ussr, is a deleted user 1D or a new user 1D, iIn an example, the
sequence D may be a numeral, which is sef based the number of times the
user 1D assigned o the user is used before. The user D for each user may be
stored in the user identifier 110, and the sequence 1D for each user may be
stored in the seguence identifier 112, The assignment of & user ID and the
creation of a sequence D for a user are described in detail later with reference
to Figure 1{b}.

{0021} Further, for the purpose of securing the data in the file system 102,
the data securing module 108 associates each of the files, created and stored
by each user, with the user 1D and the sequence {D of the respective user. A
user may then be granted access of a file from the file system 102 based on
comparison of the user ID and the sequence D associated with the file with the
user 1D and sequence D of the user accessing the file. The association of the

user {Ds and the seguence iDs with files, and the granting of access of files
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from the file system 102 to the users are described in detall later with reference
o Figure 1{b}.

[0022} Figure 1({b) illustrates a network environment 150 implementing
the data securing system 100, according to an example of the present subject
matter. As shown, apart from the data securing system 100, the network
ervironment 150 includes a plurality of user devices 114-1, 114-2, ..., 114-N,
individually referred to a user device 114 and collectively referred to as user
devices 114. The user devices 114 are connected to the data securing system
100 through a communication network 118, The user devices 114 may he used
by the users to create, store, and access files in the file system 102, over the
communication network 118. The user devices 114 may include computing
devices, such as a laptop computer, a desklop computer, a notebook, a
workstation, a mainframe computer, a mobile phone, and a personal digital
assistant.

[0023] The communication network 118 may be a wireless network, a
wired network, or a combination thereof. The communication nefwork 118 can
also be an individual network or a collection of many such individual networks,
inferconnected with each other and functioning as a single large nebwork, e.q.,
the Internat or an intranet. The communication network 118 can be implemented
as one of the different types of networks, such as intranet, local area network
(LAN), wide area network (WAN), and the internet. The communication network
1168 may either be a dedicated network or a shared netwark, which represents
an association of the different types of networks that use a variety of profocols,
for exampie, Hypertext Transfer Protocol (HTTP), and Transmission Control
Protocolfinternat Protocol (TCRAP), to communicate with each other. In an
example implementation, the communication network 118 may include a Global
System for Mohile Communication (GSM) network, a Universal Mobile
Telecommunications System {(UMTS) network, or any other communication
network that use any of the commonly used protocols, for example, Hypertext
Transfer Protocol (HTTF) and Transmission Control Protocol/internet Protocol
{TCRAP).
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{0024] Apart from the processor(s) 104, the data securing system 100
includes interface(s) 118. The interface(s} 118 may include a varisty of
commercially available inferfaces, for example, interfaces for peripheral
device(s}, such as data input oulput devices, referred to as VO devices, storage
devices, network device. The VO device(s} may include Universal Serial Bus
{USB) ports, Ethemnst ports, host bus adaplors, and thelr corresponding device
drivers. The inferface(s) 118 may facilitate the communication of the data
securing system 100 with various communication and computing devices and
various communication networks, such as nelworks that use a variety of
protocols, for example, Hypertext Transfer Protocol (HTTP) and Transmission
Controt Protocol/intemst Protocol {TCP/IP).

[6025] The data securing system 100 further includes a memory 120
coupled to the processor(s) 104. Among other capabilities, the processor(s) 104
may fetch and execule computer-readable instructions stored in the memory
120. The memory 120 may include any computer-readable medium known in
the arl including, for example, volatile memory, such as siatic random access
memory (SRAM) and dynamic random access memory (DRAM), and/or non-
volatile memory, such as read only memory (ROM), erasable programmable
ROM, and fiash memories.

[0028] Further, the data securing system 100 includes module(s) 122 and
data 124. The module(s) 122 include the profile creation module 108, the data
securing module 108, an access granting module 128, and other module{s) 128.
The other module(s) 128 may include programs or ceded instructions that
supplement applications or functions performed by the dala securing system
100,

{0027} The data 124 includes the file system 102, the user identifier 110,
the sequence identifier 112, file metadata 130, and other data 132. The other
data 132 may include dala generated and saved by the modules 122 for
providing various functionalities of the data securing system 100. Although the
file system 102 is shown infernal o the data securing system 100, the file

system 102 can also be implemented external to the dala secwing system 100,
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(6628} The description hereinafter describes the procedures of assigning
a user ID o 2 new user, creating a sequence 1D for the new user, associating
the files created and stored by the new user with the user 1D and the sequence
D of the new user, and granting access 1o a file from the file system 102 to a
new user, in sccordance with an example implementation of the present subject
matter. The description herein is provided with respect to one user the
procedure can be repeated for all the users of the organization, such that the
data is secured in the file systerm 102

[002%8] The profile creation moedule 108 assigns a user name {0 a new
user, hereinafter referred fo as the user. The user may login using the user
name through his user device 114 for creating and storing files in the file system
102. The user name may be bassad on the name of the user. For example, if the
name of the user is John Smith, where John is the first name of the user and
Smith is the last name of the user, then the profile creation module 106 may
assign a user name “John. Smith” to the user.

(0638} The profile creation module 106 aiso assigns a user D to the user.
The user 1D may be a numerical value. In one example, the user [D may be an
employee 1D of the user. The user 1D assigned o the user can be g deleted
user 1D, which is used before for a previous user who has left the organization.
For instance, this may be possible when the previous user has an employee D,
same as that of the new user joining the organization. In an example
implementation, the user {D assigned to the user may be stored in the user
identifier 110 from where the user 1D of the user can be located for reference.
(8631} According to an example implementation, the profile creation
module 106 may receive an instruction o create a user name and a user 1D for
a user. The instruction may be received from a system administrator, when the
user joins an organization. In an example, for the creation of the user name, the
profile creation module 108 may receive the name of the user from the system
administrator, or refrieve the name from a dalabase where details of the user
are stored. Further, for the creation of the user 1D, the profile creation module
108 may receive the employee 1D of the user from the system administrator, or

refrieve the employee 1D from the database.
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(80323 After assigning the user name and the user 1D {o the user, the
profile creation module 108 creates a sequence 1D for the user. As mentioned
earlier, the sequence ID may be a numeral, which can be used for tracking
whether the user 1D assigned {o the user is baing reused, Le., a deleted user 1),
or is new, and is based on the number of times of the user 1D is used before.
For the creation of the sequence 1D, the profile creation module 108 may keep a
fist of the deleted user 1Ds and the number of times sach deleted user ID is
used before. it may be understood that if a user 1D is not included in the list,
then the user {D is a new user D

(06331 in an example implementation, the profile creation module 106
may set the sequence 1D for the user with a predefined initial value when the
user ID assigned to the user is a new user 1. The predefined initial value may
be ‘1. Further, the profile creation moduls 108 may set the sequence 1D with a
value incremented from the predefined initial value when the user 1D assigned
to the user is a deleted user ID. The value of the seguence 1D may be based on
a number of times the deleted user 1D is used before. In an example, if the
deleted user D was used before once, then the profile creation moedule 108
increments the predefined initial value by 1, and thus sets the sequence ID as
‘2. Further, if the deleted user ID was used before twice, then the profile
creation module 108 increments the predefined initial value by 2, and thus sets
the sequence D as '3

{00348 Thus, no two users, from amongst the new users and the previous
users, will have the same sequence Ds. The combination of the user ID and the
sequence 1D is unigue for the user. Further, the sequence D created for the
user may be stored in the sequence identifier 112, from where the sequence 1D
of the user can be located for reference. In an example, the sequence 1D of the
user stored in the sequence identifier 112 cannot be altered by unauthorized
users,

{0035) Onee the user 1D is assigned to the user and the sequence D is
creatad for the user, the user can create and store files in the file system 102
The files created by the user may be data files, such as texd documents,

spreadsheets, images, and videos.
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{00386] Further, the data securing module 108 associates each of the files,
created and stored by the user, with the user 1D and the sequence D of the
user. For this, the data securing module 108 may refrieve the user ID from the
user identifier 110 and the seguence 1D from the sequence ideniifier 112, The
user iD and the seguence D of the user may be asscclatad with a file when the
file is created by the user. The user can access a file, belonging to him, stored
in the file system 102, whare the access o the files by the user may be granted
based on the user [D and the sequence 1D of the user and the user {D and the
sequence 1D associated with the file. The procedurs of accessing a file is
described iater in the description.

(08371 In an exampie, for the dala securing system 100 operating on a
Unix® based operating system, each file which is created by the user has an
inode associated with it An inode for a file includes metadata for the file, which
may include the information to access a file in a file system. In an example
implementation, the user ID and seguence 1D associated with the file is included
as the metadata in the inode of the file. In an example, in addition to the user 1D
and the sequence D, other information, such as file creation, access and
modification fime, file size, file type, permissions (read, wrile, execute
permissions) and the like, may also be included in the metadata in the inode.
The data securing module 108 may store the metadata, or the inodes, of the
files in the file metadata 130,

{0038} Further, for accessing a file from the file system 102, the user may
iogin using his user name through his user device 114, As the user attempls to
access a file from the file system 102, the access granting module 126 may
receive a request from the user. In an example, the request may be received as
an indication when the user interacts using an input device to attempt an access
of the file. The interaction to attempt an access of the file may includs, clicking
on a file using a mouse o open the file, scrolling on the file using a mouse o
read the file, or typing using a keyhoard {0 write text in the file.

{00391 Based on the request from the user, the access granting module
128 retricves the metadata of the file from the file metadata 130. As mentioned

above, the metadata of the file may include the user 1D and the sequence 1D
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associated with the file. In an example, the metadata may be refrieved from the
inode of the file. In addition fo the metadata of the file, the access granting
module 128 retrieves the user 1D and the sequence D of the user who has
attempted to access the file. For this, the access granting module 128 may
identify the user through his togin details, and may then retrieve the user 1D and
the sequence D of the identified user from the user identifier 110 and the
sequence identifier 112, respectively.

(60487 Thereafter, for the purpose of granting the access o the filg, the
access granting module 128 determines whether the user 1D associated with the
file, to be accessed by the user, and the user 1D of the user, who has performed
the operation, are same. In case the user 1D associated with the file matches
with the user ID of the user, the access granting module 128 compares the
sequence 1D associated with the file, to be accessed by the user, with the
sequence 1D of the user. If the sequence D assoclated with the file matches
with the sequence ID of the user, the access granting module 126 grants the
access of the file from the file system 102 to the user. Therefore, if both the user
iD and the sequence ID associated with the file match with those of the user,
then the access granting module 128 grants the access to the file to the user.
{0041] Figure 2 illustrates a method 200 for securing data in a file system,
according o an example of the present subject matter. The order in which
method 200 is described is not intended to be construed as a limitation, and
some of the described method blocks can be combined in a different order (o
implement the method 200, or an alternative method. Furthermars, the method
200 may be implemented in any suitable hardware, computer-readable
instructions, or combination thereof.

[0042] The steps of the method 200 may be performed by either a
computing device under the instruction of machine exscutable instructions
stored on a non-fransitory computer readable medium or by dedicated hardware
circuits, microcontrofiers, or logic circuits. Herein, some examples are also
intended {o cover computer readable medium, for example, digital data storage

media, which are machine or compuier readable and encede machine-
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executable or computer-executable instructions, where said instructions perform
some or all of the steps of the described method 200

{6043} With reference to method 200 as depicted in Figure 2, at block
202, the method 200 includes assigning a user 1D to a user for creating and
storing files having data in a file system. In an example, the user may be an
employee of an organization. The user {D of the user may be a numerical value,
For instance, the user ID of the user may be based on the employes 1D of the
user. Further, the user 1D may be a deleted user 1D or a new user 1D, In an
example, the profile creation module 108 of the data secwring system 100
assigns the user 1D to the user.

(8044} At block 204, the method 200 includes creating a sequence 1D for
the user, where the sequence D is created bassd on whether the user iD is
used before, and where each of the files, created and stored by the user, is
associated with the user ID and the sequence D of the user. The sequence 1D

may be any unique identifier, such as a numeral, which can be used for tracking

whether the user 1D which is assigned to the user is being reused or is new, and

is based on the number of times the user 1D is used before. In an example, the
sequence D is set with a predefined initial value when the user 1D assigned fo
the user is the new user 1D, and the seguence 1D is sef with a value
incremented from the predefined initial value when the user ID assigned to the
user is the deleted user ID. The value may be based on a number of times the
deleted user 1D is used before. In an example, the profile creation module 108
creates the sequence 1D for the user.

{G045] Figure 3 illustrates a method 300 for securing the data in a file
system, according to an example of the present subject matter. The arder in
which method 300 is described is not intended to be construed as a limitation,
and some of the described method blocks can be combined in a different order
to implement the method 300, or an alternative method. Furthermore, the
method 300 may be implemented in any suitable hardware, computer-readable
instructions, or combination thereof,

(60481 The steps of the method 300 may be performed by either a

computing device under the instruction of machine executable instructions
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stored on a non-transitory computer readable medium or by dedicated hardware
circuits, microcontrollers, or logic circuits, Herein, some sxamples are also
intended to cover computer readable medium, for example, digital data storage
meadia, which are machine or computer readable and encode machine-
executable or computer-executable instructions, where sald instructions perform
some or all of the steps of the described method 300.

{0047] With reference to method 300 as depicted in Figure 3, af block
302, the method 300 includes assigning a user 1D to a user for creating and
storing files having data in a file system. In an example, the user 1D may be
assigned to the user by the profile creation module 108 of the dala securing
system 100 in a manner as described earfier in the description. In addition to the
user D, a user name is assigned fo the user. The user can login using the user
name through his user device 114 for craating, storing, and accessing files from
the file system 102,

{0048) At block 304, the method 300 includes creating a sequence {D for
the user, where the sequence 1D is created based on whether the user 1D is
used before, and where each of the files, created and stored by the user is
associated with the user 1D and the seguence ID of the user. In an example, the
sequence 1D may be created for the user by the profile creation module 106 of
the data securing system 100 in a manner as described eardier in the
description. Further, each of the files, created and stored by the user, is
associated with the user 1D and the sequence 1D of the user.

(60497 At block 308, the method 300 includes receiving a request from
the user o access a file stored in the file system. In an example, the request
from the user may be received, whenever the user performs any of read, wrile,
and access operation on the file. In an example, the access granting module
126 of the data securing system 100 recsives a request from the user o access
the file stored in the file system 102.

{0080} At block 308, the method 300 includes retrieving metadata of the
file to be accessed by the user, where the metadata comprises the user 1D and
the seguence 1D associated with the file. The metadata may also include other

information of the file, such as file creation, access and modification time, file
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size, file type, permissions {read, write, execute permissions) and the like, In an
example, the access granting module 128 refrieves the metadata of the file to
be accessed by the user from the fils metadata 130.

[G051] Further, at block 310, the method 300 includes determining, based
on the metadata, whether the user 1D associated with the file, {o be accessed by
the user, and the user 1D of the user are same. In an example, the access
granting module 128 determines whether the user ID associated with the file
and the user 1D of the user are same.

{00882} At block 312, the method 300 includes comparing, based on the
metadata, the sequence 1D associated with the file with the sequence 1D of the
user, when the user iD associated with the file malches with the user 1D of the
user. {n an example, the access granting module 126 compares the sequence
1D associated with the file with the sequence 1D of the user.

{6G83] At biock 314, the method 300 includes granting the access of the
file from the file system to the user when the sequence ID asscciated with the
file matches with the sequence 1D of the user. Therefore, if both the user 1D and
the sequence ID associaled with the file match with the user ID and the
sequence D of the user, then the access to the data in the file is granted to the
user. In an example, the access granting module 126 grants the access of the
file from the file system 102 to the user when the sequence 1D associated with
the file matches with the sequence ID of the user,

{00543 Figure 4 illustrates a system environment 400 for securing data in
a file system 102, according to an exarple of the present subject matter. The
systern environment 400 includes a processing unit 402 communicatively
coupled to a non-transitory computer readable medium 404 through a
communication fink 408. In one implementation, the processing unit 402 can be
a computing device, such as the data securing system 100, which utifized the
non-transitory computer readable medium 404 for securing data in the file
system 102,

{0088 The non- transitory computer readable medium 404 may be, for
example, an internal memory device or an extemal memory device. in one

implementation, the communication link 408 may be a direct communication
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link, such as any memory readiwrite interface. In ancther implemeniation, the
communication link 408 may be an indirect communication link, such as a
network interface. In such a case, the processing unit 402 may access the non-
transitory computer readable medium 404 through a network 408. The network
408 may be & single network or a combination of multiple networks and may use
a variety of different communication protocols,

{0086] The processing unit 402 and the non-transitory computer readabls
medium 404 may also be communicating with data sources 410 over the
network 408. The data sources 410 have applications that communicate with
the processing unit 402, for securing data in the file system 102, in accordance
with the present subject matter. The data sources 410 may include, for example,
the file system 102, user identifier 110, and sequence identifier 112,

[GOBT] in one implementation, the non-transitory computer readabie
medium 404 includes a set of computer readable instructions, such as the
profile creation module 106 and the data securing module 108, The set of
computer readable instructions, referred to as instructions hereinafier, can be
accessed by the processing unit 402 through the communication link 408 and
subsequently executed to perform acts for securing data in the file system 102
[GOS8] For discussion purposes, the execution of the instructions by the
processing unit 402 has been described with reference fo various components
introduced earfier with reference to description of Figures 1{a) and 1{b}.

(00597 On execution by the processing unit 402, the profile creation
module 106 assigns a user [D to the user for creating and storing files in the file
system 102. The user ID may bs assigned in a manner as descnbed aarlier in
the description. In an example implementation, the profile creation module 108
stores the user ID assigned io the user in the user identifier 110, Further, the
profile creation module 108 creates a sequence D for the user based on
whether the user 1D is one of a deleted user 1D and & new user ID. The
sequence 1 may be assigned in a manner as described garfier in the
description. The profile creation module 108 stores the sequence 1 created for
the user in the sequence identifier 112, Further, the data securing module 108

associates each of the files, created and stored by the user, with the user 1D
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and the sequence 1D of the user, so that a user can be granted access based
on comparison and matching of the user ID and the sequence 1D of the user
with the user 1D and the sequence 1D associated with the file to be accessed.
{0080] Although implementations of secwring data in a file system have

5 been described in language specific to structural features andior methods, itis
to be understond that the present subject matier is not necessarily imited {o the
specific features or methods described. Rather, the specific featuwres and
methods are disclosed and explained in the context of a few implementations for
securing data in a file system,

10
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We claimu:

1. A data securing system for securing data in a file system, the data
securing system comprising:
8 Processor,
5 a profile creation moduls coupled o the processor to
assign a user identifier (D) to a user for creating and
storing files having data in the file system; and
create a sequence 1D for the user based on whether the
user 1D is one of a deleted user 1D and a new user I
10 a data securing module coupled to the processor io associate
each of the files, created and stored by the user, with the user ID and the
saguence 1D of the user.

2. The data securing system as claimed in claim 1, wherein the profile
15 creation module is to set the seguence 1D with a predefined initial value on
determining the user 1D assigned to the user {0 be the new user D,

3. The data securing system as claimed in claim 1, wherein the profile
creation module is fo sst the sequence ID with a value incremented from a
20 predefined initial value on determining the user ID assigned to the user to be the
deleted user 1D, and wherein the value is based on & number of times the

deieted user | is used befora.

4, The data securing system as claimed in claim 1 further comprising:
25 an access granting module coupled to the processor o
recelve a request from the user to access 3 file stored in the
file systemy;
determine whether the user 1D associated with the file, (o

be accessed by the user, and the user 1D of the user are same;
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when the user 1D associaled with the file malches with the
user 1D of the user, compare the sequence D associated with the
file, to be accessed by the user, with the sequence 1D of the user;
and

grant the access of the file from the file system to the user
when the seguence 1D associated with the file maitches with the

sequence {D of the user.

5. The data securing system as claimed in claim 4, wherein the access
granting module is to refrieve metadata of the file to be accessed by the user,
and wherein the metadata comprises the user ID and the sequence 1D
associated with the file, wherein the determination and the comparison ars
based on the metadata.

8. A method for securing data in a file system, the method comprising:
assigning, by a processor, a user identifier {ID} to a user for
creating and storing files having data in the file system; and
creating, by the processor, a sequence 1D for the user, wherein
the seguence 1D is created based on whether the user ID is used befors,
and wherein each of the files, created and stored by the user, is
associated with the user {D and the sseguence 1D of the user.

i

The method as claimed in claim 8, wherein the user D is 3 deleted ussr
iD.

8. The method as claimed in claim §, wherein, when the user 1D assigned o
the user is not used before, the sequence 1D for the user is sel with a

predefined initial value.

9. The method as claimed in claim 8, wheregin, when the user ID assigned to

the user is used before, the sequence D for the user is set with a value
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incrementsd from a predefined initial value, and wherein the value ishased on a

number of times the user ID is ussed before.

10, The method as claimed in ciaim 8 further comprising:

receiving a request from the user to access a file stored in the file

(o34

system,;

determining whether the user 1D associated with the file, to be
accessed by the user, and the user D of the user are same;

when the user {D associated with the file malches with the user 1D

10 of the user, comparing the sequencs D associated with the file, to be

accessad by the user, with the seguence 1D of the user; and

granting the access of the file from the file system to the user
when the sequence 1D associated with the file malches with the
sequence i of the user.

15
11, The method as claimed in claim 10 further comprising:
retrieving metadata of the file to be accessed by the user, wherein
the metadata comprises the user 1D and the sequence |D associated with
the file, wherein the determining and the comparing are based on the
20 metadata.

12, A nontransitory computer-readable medium having a set of computer
readabie instructions that, when execuled, cause a data secwring system {o:
assign a user identifier (ID) to a user for creating and storing files
25 having data in a file system,;
create a sequence 1D for the user based on whether the user iD s
used before; and
associate each of the files, created and stored by the user, with
the user 1D and the sequence 1D of the user,
30
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The non-transitory computer-readable medium as claimed in claim 12,

wherein the user 1D is a delsted user 1D,

14.

The non-transitory computer-readable medium as claimed in daim 12

further comprising computer readable instructions to:

15.

receive a request from the user {0 access a file stored in the file
system;

determine whether the user 1D associated with the file, to be
accessed by the user, and the user 1D of the user are same;

when the user {D associated with the file matcheas with the user 1D
of the user, compare the sequence D associated with the file, 10 be
accessed by the user, with the sequence 1D of the user; and

grant the access of the file from the file system to the user when the
sequence 1D associataed with the file malches with the sequence 1D of the

user.

The non-transitory computer-readable medium as claimed in claim 14

further comprising computer readable instructions {o:

retrieve metadata of the file to be accessed by the user, wherein the
metadata comprises the user D and the sequence 1D associated with the
filte, and wherein the determination of whether the user 1D associated with
the file, to be accessed by the user, and the user {D of the user are same
and the comparison of the sequence 1D associated with the file, {o be
accessed by the user, with the sequence 1D of the user are based on the

metadata.
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