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[0001] TITLE

[0002] Determine relationships between entities in datasets

[0003] BACKGROUND

[0004] Datasets are arranged to store information in a structured manner. For
example, a dataset for a social network may store various details
concerning a user, such as, user name, user date of birth, user interests,
user workplace and so on. Datasets may, at least partially, store
substantially the same information but using different wording. For
example, in a first dataset, a user’s interests may include ‘playing musical
instruments’, whereas, in a second dataset, the same user’s interests may
include ‘musician’. Datasets may also store different information for the
same entity. For example, in a first dataset, there may be an entity “Father
of two children”, and in a second dataset, there may be an entity

“‘computer software engineer” for the same person.

[0005]BRIEF DESCRIPTION

[0006]Reference will now be made by way of example only to the

accompanying drawings in which:

[0007]Fig. 1 illustrates a schematic diagram of an apparatus according to an

example;

[0008]Fig. 2 illustrates a multiplex graph according to an example;

[0009]Fig. 3 illustrates a flow diagram of a method according to an example;

[0010]Fig. 4 illustrates a flow diagram of another method according to an

example; and
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[0011]Fig. 5 illustrates a schematic diagram of a controller according to an

example.

[0012] DETAILED DESCRIPTION

[0013] A user may find datasets difficult to manage (for example, search, edit),

particularly as the size of the datasets increases. To aid the user, a
dataset may be visually represented by a graph where nodes represent
entities in the dataset, and connections represent the links (also referred to
as ‘edges’) between the nodes. However, the datasets may, at least
partially, store substantially the same information but using different
wording. This may be challenging for the user to identify.

[0014]As described in the following paragraphs, probabilistic links may be

created between entities in different datasets to enable a user to
determine relationships between the datasets and to handle the data in the
datasets more efficiently.

[0015]Fig. 1 illustrates a schematic diagram of an apparatus 10 including a

controller 12, input apparatus 14, and output apparatus 16. The apparatus
10 may also be referred to as a “computer apparatus”, a "computer" or a
“data storage apparatus”. In some examples, the apparatus 10 may be a
single machine where the input apparatus 14 and the output apparatus 16
are connected to the controller 12 via a wired or a wireless link, and the
controller 12, the input apparatus 14 and the output apparatus 16 are
located in close proximity to one another (for example, in the same room
as one another). In other examples, the apparatus 10 may be a
distributed apparatus where the input apparatus 14 and the output
apparatus 16 are located remotely from the controller 12 (for example, in a
different room, in a different building, in a different city, or in different

country).
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[0016]In some examples, the apparatus 10 may be a module. As used
herein, ‘module’ refers to a unit or apparatus that excludes certain
parts/components that would be added by an end manufacturer or a user.
For example, where the apparatus 10 is a module, the apparatus 10 may
comprise the controller 12 and the remaining components (namely, the
input apparatus 14 and the output apparatus 16) may be added by an end

manufacturer.

[0017] The implementation of the controller 12 can be in hardware alone (for
example, a circuit, a processor and so on), have certain aspects in
software including firmware alone or can be a combination of hardware

and software (including firmware).

[0018] The controller 12 may be implemented using instructions that enable
hardware functionality, for example, by using executable computer
program instructions 22 in a general-purpose or special-purpose processor
18 that may be stored on a computer readable storage medium 20 (disk,
memory and so on) to be executed by such a processor 18.

[0019] The processor 18 is configured to read from and write to the memory
20. The processor 18 may also comprise an output interface via which
data and/or commands are output by the processor 18 and an input

interface via which data and/or commands are input to the processor 18.

[0020] The memory 20 stores a computer program 22 comprising computer
program instructions that control the operation of the apparatus 10 when
loaded into the processor 18. The computer program instructions 22
provide the logic and routines that enables the apparatus 10 to perform the
methods illustrated in Fig. 3 and described in the following paragraphs.
The processor 18 by reading the memory 20 is able to load and execute

the computer program 22.
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[0021] The computer program 22 may arrive at the apparatus 10 via any

suitable delivery mechanism 24. The delivery mechanism 24 may be, for
example, a non-transitory computer-readable storage medium, a computer
program product, a memory device, a record medium such as a compact
disc read-only memory (CD-ROM) or digital versatile disc (DVD), an article
of manufacture that tangibly embodies the computer program 22. The
delivery mechanism 24 may be a signal configured to reliably transfer the
computer program 22. The apparatus 10 may propagate or transmit the
computer program 22 as a computer data signal.

[0022] The memory 20 stores a plurality of datasets 26. The plurality of

datasets 26 may be formed from a plurality of separate databases (that is,
the plurality of datasets 26 is provided by a plurality of separate database
files). In other examples, the plurality of datasets 26 may be formed from
separate data matrices within a single database (that is, the plurality of
datasets 26 is provided a single database file). The memory 20 may

receive new datasets which are then stored in the memory 20.

[0023] The input apparatus 14 may comprise any suitable apparatus for

enabling a user to provide an input signal to the controller 12. For
example, the input apparatus 14 may include at least one of a keyboard, a
keypad, a computer mouse, and a touch screen display. The controller 12

is arranged to receive input signals from the input apparatus 14.

[0024] The output apparatus 16 may comprise any suitable apparatus for

providing information to a user. For example, the output apparatus 16
may include at least one display (such as a liquid crystal display or a light
emitting diode display). The controller 12 is arranged to control the output

apparatus 16 to provide information to the user.
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[0025]Fig. 2 illustrates a multiplex graph 28 for a plurality of datasets 26
according to an example. A multiplex graph is a visual representation of a
plurality of datasets whereby the nodes of the multiplex graph represent
entities of a dataset, and connections between the nodes represent links
between the entities. The entities of a dataset are provided in a vertical
column (representing the contents of the dataset) and the columns for the
datasets are positioned adjacent one another. The plurality of datasets 26
includes a first dataset 261 for 'IT Support’, a second dataset 262 for
'‘Operations’, a third dataset 263 for 'Service Management', and a fourth
dataset 264 for 'Service Marketing'.

[0026] The first dataset 261 is represented by a first graph 30 and includes the
entities: host 32 and log 34. The log entities 34 are connected to the host
entities 32 via non-probabilistic links (that is, a link having a probability of
100%, in other words, a certain relationship). As illustrated in Fig. 2, the

non-probabilistic links are indicated by solid lines.

[0027] The second dataset 262 is represented by a second graph 36 and
includes the entities: host 32, chassis 38, disk image 40 and host
monitoring metrics 42. The disk image entities 40 and the host monitoring
metric entities 42 are connected to the host entities 32 via non-probabilistic
links. The chassis entity 38 interconnects the host entities 32 via non-
probabilistic links.

[0028] The third dataset 263 is represented by a third graph 44 and includes
the entities: host 32, service 46, service description 48, and service
monitoring metrics 50. The service entities 46 are connected to one
another and to host entities 32, service description entities 48 and to

service monitoring metric entities 50 via non-probabilistic links.

[0029] The fourth dataset 264 is represented by a fourth graph 52 and

includes the entities: service 46, service description 48 and service SLA
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54. The service entities 46 are connected to one another and to the
service description entities 48 and to service SLA entities 54 via non-

probabilistic links.

[0030] The host entities 32 of the first graph 30 are connected to the host

entities 32 of the second graph 36 via probabilistic links (that is, a link
having a probability greater than 0% and less than 100%, in other words,
an uncertain relationship). As illustrated in Fig. 2, the probabilistic links
are indicated by dashed lines. The host entities 32 of the second graph 30
are connected to the host entities 32 of the third graph 44 via probabilistic
links. The service entities 46 of the third graph 44 are connected to the
service entities 46 of the fourth graph 52 via probabilistic links. The
service description entities 48 of the third graph 44 and connected to the
service description entities 48 of the fourth graph 52 via probabilistic links.

[0031] The first, second, third and fourth graphs 30, 36, 44, and 52 share

some entities. For example, the first, second and third graphs comprise
host entities 32. However, the shared entities may have at least one
difference in the different graphs. For example, the host entities 32 may
have a different entity name in each of the first, second and third graphs
30, 36 and 44.

[0032] The non-probabilistic links may be defined by the provider (or

providers) of the datasets 261, 262, 263, 264. The probabilistic links are
defined in accordance with the methods illustrated in Fig. 3 and described

in the following paragraphs.

[0033]Fig. 3 illustrates a flow diagram of a method to determine relationships

between entities in a plurality of datasets according to an example. In the
following paragraphs, the method is described with reference to the

datasets illustrated in Fig. 2 as an example.
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[0034] At block 56, the controller 12 initiates the method to determine at least
one relationship between entities in a plurality of datasets. The method
may be initiated by a user. For example, a user may use the input
apparatus 14 to provide a control signal to the controller 12 to initiate the
method. The method may additionally or alternatively be initiated by the
controller 12. For example, the controller 12 may determine that a new
dataset has been stored in the memory 20 and may then initiate the

method in response.

[0035] At block 56, the controller 12 selects a first entity from a first dataset,
where the first dataset comprises at least the first entity. For example, the

controller 12 may select a host entity 32 in the IT Support dataset 261.

[0036] At block 58, the controller 12 selects a second entity from a second
dataset, where the second dataset comprises at least the second entity.
For example, the controller 12 may select a host entity 32 in the operations
dataset 262.

[0037]At block 60, the controller 12 determines a probability that the first
entity and the second entity are related by comparing a plurality of
characteristics of the first entity with a plurality of characteristics of the
second entity.

[0038]A characteristic of an entity (which may also be referred to as a
‘feature’ of the entity) is information that, at least in part, defines the entity
and may enable differentiation between entities. For example, a
characteristic of an entity may be information that (at least in part)
identifies the entity. For example, such a characteristic may identify the
entity by including a name of the entity, or a brief description of the entity.
By way of another example, a characteristic of an entity may be
information that provides an attribute of the entity. For example, such a

characteristic may be a physical location or may be available memory at a
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node. By way of a further example, a characteristic of an entity may be
information that provides the structure of the dataset connected to that
entity. For example, such a characteristic may provide a list of entities that

are connected to the entity via non-probabilistic links.

[0039]In one example, an entity has the characteristics: entity name (for

example node name or internet protocol (IP)), entity text description (for
example, a short plain text description of the entity), entity attributes (for
example, available memory in a node or physical location of the entity),
text description of an entity attribute (for example, a short text description
of an attribute of the entity), entity connections (that is, dataset structure
connected to the entity), and links to available online resources (for
example, a link to an online encyclopaedia). The entity text description,
the text description of an entity attribute and the links to available online
resources may be metadata which may be provided by the owner or
provider of the dataset. In other examples, an entity may have different
characteristics to those described in this paragraph.

[0040] The probability may be determined from matches between the plurality

of characteristics of the first entity and the plurality of characteristics of the
second entity and a plurality of weighting factors for the plurality of
characteristics. In more detail, the probability may be calculated as the
sum of weighting factors multiplied by matching result of a characteristic

between entities.

[0041] The matching result of a characteristic between entities may be 1

where there is a match, and may be 0 where there is no match. The
weighting factors may have values of less than 1 and may be dynamically
altered by the controller 12 using feedback (as explained in greater detail
in later paragraphs).
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[0042]For example, the probability may be determined from the following

equation:

[0043]p =

Whame X Sname + Wentity description X Sentity description + Wattribute description X

Sattribute description + Wstructure X Sstructure

[0044]Where ‘W’ is the current weight for the characteristic and where ‘s’ is

the result of matching that characteristic between entities.

[0045]In some examples, the result of a match is a binary function, s,
indicating whether there was a match or not. Entity name matching may be
performed by case insensitive UTF-8 string matching. However, a name
match does not necessarily mean that the entities are the same (e.g.
machine 1 can be a name given to a machine by different providers, but
they refer to their own machine 1). Such random matches may occur in
relatively large datasets, but since most names will not be the same just by
chance, most names will not be the same and the weight of that feature
may be gradually decreased (as described below with reference to block
66).

[0046] The description of the two entities may be analysed by a Named Entity
Extraction (NER) and a Part of Speech (POS) parser. If the entity parser
offers the same result, Sentity description 1S S€t to 1. NER/POS may also be
applied to attribute descriptions. If there is a match between the attribute
description and the name of any two attributes in the entity, their values
are compared. If there is a match in the value (literal case insensitive
character match for text and numeric value for numbers), then
Sattribute_description 1S S€t to 1. If no attribute description was provided in the
metadata, only the name of the attribute is used for deciding whether or

not the value of the attribute should be compared.
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[0047]One approach to matching dataset structural features comprises
checking whether two entities in the two separate datasets are connected
to the same entities. This approach may require a second pass over the
whole dataset: once some potential multiplex have been identified, the
dataset structure is analysed to detect if an entity has the same
connections across data sets (for example, the service entity 46 is linked
to the same service description entity 48 in the datasets 263 and 264.

[0048] At block 62, the controller 12 may determine whether the probability
(determined in block 60) exceeds a threshold probability value. In some
examples, a user may operate the input apparatus 14 to set the threshold
probability value. In other examples, the threshold probability value may
be defined during manufacturing and stored in the memory 20.

[0049] At block 64, the controller 12 may create a probabilistic link between
the first entity of the first dataset and the second entity of the second
dataset using the probability determined in block 60. Where the method
includes block 62, block 64 is performed when the determined probability
is greater than the threshold probability value, and block 64 is not
performed (that is, no probabilistic link is created) when the determined
probability is less than the threshold probability value.

[0050]In some examples, if a match is found between entities for the
characteristic ‘link to available online resources’ (for example, the entities
both have metadata that includes the same link to an online
encyclopaedia), the controller 12 determines that there is a certain
relationship between the entities and then creates a non-probabilistic link
between the two entities. If no match is found between the entities for the
characteristic ‘link to available online resources’, the controller 12
continues with block 60 by determining whether there are any matches for

other characteristics.
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[0051] At block 66, the controller 12 may dynamically adjust a weighting factor

associated with a first characteristic of the plurality of characteristics in
dependence on the frequency of matching of the first characteristic. For
example, when relationships are determined for two datasets, the
weighting factors for the characteristics may be the same. When there is a
match in one of the characteristics (for example, entity name, Sname), the
weighting factor (for example, wname) for that characteristic is increased.

[0052] At block 68, the controller 12 may receive a user input signal indicative

of whether a user confirms or cancels a created probabilistic link between
the first entity and the second entity. For example, the controller 12 may
control the output apparatus 16 to display the multiplex graph 28 including
the newly created probabilistic link. The user may operate the input
apparatus 14 to either confirm the newly created probabilistic link or cancel
the newly created probabilistic link.

[0053] At block 70, the controller 12 adjusts at least one of the plurality of

weighting factors indicating a match between the first entity and the
second entity, using the user input signal received in block 68. For
example, where the user confirms a probabilistic link between the host
entities 32 in the first graph 30 and the host entities 32 in the second graph
36, and the characteristics entity name and entity attributes have been
matched, the controller 12 increases the weighting factors for the
characteristics: entity name and entity attributes. By way of another
example, where the user cancels a probabilistic link between the host
entities 32 in the first graph 30 and the host entities 32 in the second graph
36, and the characteristics entity name and entity attributes have been
matched, the controller 12 decreases the weighting factors for the
characteristics: entity name and entity attributes. In some examples, the
probability of the remaining probabilistic links may be recalculated using
the adjusted weighting factors.
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[0054]In some examples, where the user has confirmed a number of
probabilistic relationships between the same type of entities, the controller

12 automatically proceeds to create probabilistic links between the
remaining entities. For example, if there are one million multiplex links

5 between datasets, the user may confirm a subset of those links (ten for
example) and the controller 12 then automatically creates the remaining
probabilistic links, given a target probable error (which may be set by the

user using the input apparatus 14 for the automated creation).

10 [0055]The methods illustrated in Fig. 3 and described in the preceding
paragraphs may provide an advantage in that they enable the creation of
multiplex graphs including non-probabilistic links and probabilistic links
between entities in a plurality of datasets. Furthermore, the weighting of
different characteristics may be dynamically adjusted in accordance with

15 feedback (either from successful matches or from a user) to improve the
accuracy of the probabilistic links, and to improve the decision as to
whether a probabilistic link should be created (where probabilistic links are
created when the determined probability is greater than the threshold
probability value). Additionally, the methods illustrated in Fig. 3 may be

20 performed automatically by the controller 12 and without user intervention.

[0056] The blocks illustrated in the Fig. 3 may represent steps in a method
and/or sections of code in the computer program 22. The illustration of a
particular order to the blocks does not necessarily imply that there is a

25 required or preferred order for the blocks and the order and arrangement
of the block may be varied in some examples. Furthermore, it may be
possible for some blocks to be omitted in some examples. For example,
Fig. 4 illustrates a flow diagram of another method according to an
example. The flow diagram includes blocks 56, 58, 60 and 64 illustrated in

30 Fig. 3 and omits blocks 62, 66, 68 and 70 illustrated in Fig. 3.



10

15

20

25

30

WO 2015/161899 PCT/EP2014/058525
13

[0057] Although examples have been described in the preceding paragraphs,
it should be appreciated that modifications to the examples given can be
made without departing from the scope as claimed.

[0058] Although the processor 18 is illustrated as a single component it may
be implemented as one or more separate components some or all of
which may be integrated/removable and/or may provide permanent/semi-

permanent/ dynamic/cached storage.

[0059] Although the memory 20 is illustrated as a single component it may be
implemented as one or more separate components some or all of which
may be integrated/removable and/or may provide permanent/semi-
permanent/ dynamic/cached storage.

[0060]Fig. 5 illustrates a schematic diagram of a controller 12 according to an
example. The controller 12 includes a probabilistic link creation module
72, a first dataset 74, a second dataset 76, and a user input module 78.
The probabilistic link creation module 72 is to perform blocks 56, 58, 60,
62, 64, 66 and 70. The user input module 78 is to perform block 68. The
probabilistic link creation module 72 and the user input module 78 may be
software modules that are executable by the controller 12.

[0061]References to ‘computer-readable storage medium’, ‘computer
program product’, ‘tangibly embodied computer program’ etc. or a
‘controller’, ‘computer’, ‘processor’ etc. should be understood to
encompass not only computers having different architectures such as
single  /multi- processor architectures and sequential (Von
Neumann)/parallel architectures but also specialized circuits such as field-
programmable gate arrays (FPGA), application specific circuits (ASIC),
signal processing devices and other processing circuitry. References to
computer program, instructions, code etc. should be understood to

encompass software for a programmable processor or firmware such as,
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for example, the programmable content of a hardware device whether
instructions for a processor, or configuration settings for a fixed-function

device, gate array or programmable logic device etc.

[0062] Features described in the preceding description may be used in
combinations other than the combinations explicitly described.

[0063]Although functions have been described with reference to certain
features, those functions may be performable by other features whether

described or not.

[0064] Although features have been described with reference to certain
examples, those features may also be present in other examples whether

described or not.

[0065] Whilst endeavoring in the foregoing specification to draw attention to
those features believed to be of particular importance it should be
understood that the Applicant claims protection in respect of any
patentable feature or combination of features hereinbefore referred to
and/or shown in the drawings whether or not particular emphasis has been

placed thereon.

[0066] What is claimed is:



10

15

20

25

30

WO 2015/161899 PCT/EP2014/058525
15

CLAIMS

1. A method to determine relationships between entities in a plurality of
datasets, the method comprising:

selecting a first entity from a first dataset, the first dataset comprising at
least the first entity;

selecting a second entity from a second dataset, the second dataset
comprising at least the second entity;

determining a probability that the first entity and the second entity are
related by comparing a plurality of characteristics of the first entity with a
plurality of characteristics of the second entity; and

creating a probabilistic link between the first entity of the first dataset

and the second entity of the second dataset using the determined probability.

2. The method as claimed in claim 1, further comprising: determining whether
the probability exceeds a threshold probability value; and creating a
probabilistic link between the first entity of the first dataset and the second
entity of the second dataset where it is determined that the probability

exceeds the threshold probability value.

3. The method as claimed in claim 2, wherein the threshold probability value

is set by a user.

4. The method as claimed in claim 1, wherein the probability is determined
from matches between the plurality of characteristics of the first entity and the
plurality of characteristics of the second entity and a plurality of weighting
factors for the plurality of characteristics.

5. The method as claimed in claim 4, further comprising dynamically
adjusting a weighting factor associated with a first characteristic of the
plurality of characteristics in dependence on the frequency of matching the

first characteristic.
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6. The method as claimed in claim 4, further comprising receiving a user
input signal indicative of whether a user confirms or cancels a created
probabilistic link between the first entity and the second entity; and adjusting
at least one of the plurality of weighting factors indicating a match between
the first entity and the second entity, using the received user input signal.

7. An apparatus to determine relationships between entities in a plurality of
datasets, the apparatus comprising:

a controller to:

select a first entity from a first dataset, the first dataset comprising at
least the first entity;

select a second entity from a second dataset, the second dataset
comprising at least the second entity;

determine a probability that the first entity and the second entity are
related by comparing a plurality of characteristics of the first entity with a
plurality of characteristics of the second entity,

wherein the probability is determined from matches between the
plurality of characteristics of the first entity and the plurality of characteristics
of the second entity and a plurality of weighting factors for the plurality of

characteristics.

8. The apparatus as claimed in claim 7, wherein the controller is to create a
probabilistic link between the first entity of the first dataset and the second

entity of the second dataset.

9. The apparatus as claimed in claim 7, wherein the controller is to determine
whether the probability exceeds a threshold probability value; and to create a
probabilistic link between the first entity of the first dataset and the second
entity of the second dataset where it is determined that the probability
exceeds the threshold probability value.
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10. The apparatus as claimed in claim 9, wherein the threshold probability

value is set by a user.

11. The apparatus as claimed in claim 7, wherein the controller is to
dynamically adjust a weighting associated with a first characteristic of the
plurality of characteristics in dependence on the frequency of matching the
first characteristic.

12. The apparatus as claimed in claim 7, wherein the controller is to receive a
user input signal indicative of whether a user confirms or cancels a created
link between the first entity and the second entity; and adjusting at least one
of the plurality of weighting factors indicating a match between the first entity

and the second entity, using the received user input signal.

13. A non-transitory computer-readable storage medium encoded with
instructions to determine relationships between entities in a plurality of
datasets that, when performed by a processor, cause performance of:

select a first entity from a first dataset, the first dataset comprising at
least the first entity;

select a second entity from a second dataset, the second dataset
comprising at least the second entity;

determine a probability that the first entity and the second entity are
related by comparing a plurality of characteristics of the first entity with a
plurality of characteristics of the second entity; and

create a probabilistic link between the first entity of the first dataset and

the second entity of the second dataset using the determined probability.

14. The non-transitory computer-readable storage medium as claimed in
claim 13 encoded with instructions that, when performed by a processor,
cause performance of: determine whether the probability exceeds a threshold
probability value; and create a probabilistic link between the first entity of the
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first dataset and the second entity of the second dataset where it is
determined that the probability exceeds the threshold probability value.

15. The non-transitory computer-readable storage medium as claimed in
claim 13, wherein the probability is determined from matches between the
plurality of characteristics of the first entity and the plurality of characteristics
of the second entity and a plurality of weighting factors for the plurality of

characteristics.
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Selecting a first entity from a first dataset, the first dataset
comprising at least the first entity

!

Selecting a second entity from a second dataset, the second
dataset comprising at least the second entity

Determining a probability that the first entity and the second
entity are related by comparing a plurality of characteristics of
the first entity with a plurality of characteristics of the second
entity

Determining whether the probability exceeds a threshold
probability value
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Creating a probabilistic link between the first entity of the first
dataset and the second entity of the second dataset using the
determined probability

Dynamically adjusting a weighting factor associated with a first
characteristic of the plurality of characteristics in dependence on
the frequency of matching the first characteristic

Receiving a user input signal indicative of whether a user
confirms or cancels a created probabilistic link between the first
entity and the second entity

v

Adjusting at least one of the plurality of weighting factors
indicating a match between the first entity and the second entity,
using the received user input signal
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Selecting a first entity from a first dataset, the first dataset P
comprising at least the first entity ~— 2k
Selecting a second entity from a second dataset, the second g
dataset comprising at least the second entity 3

N/
Determining a probability that the first entity and the second
entity are related by comparing a plurality of characteristics of ~ (O
the first entity with a plurality of characteristics of the second
entity

.

Creating a probabilistic link betWeen the first entity of the first o
dataset and the second entity of the second dataset using the T Q"i"
determined probability
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