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(57) Abstract: It is possible to realize a communication highly
safe concerning information leak, by using an existing optical
fiber network. (1) A seed key is shared in advance by a trans-
mitter and a receiver and a random number is transmitted and
received by using a base decided by a random number using a
carrier light accompanied by fluctuations. The transmitter and
the receiver compare the shared base decided by the seed key to
the random number base and employ only the random number
signal superposed on a matched slot so as to share the random
number. Here, since the carrier light fluctuates, a reception re-
sult contains a bit error but an authorized receiver can perform
reception with a smaller bit error ratio than an unauthorized re-
ceiver thanks to the seed key. (2) The random number shared by
the transmitter and the receiver has an information amount re-
duced to a safe value by a privacy amplifier, which is used as a
secret key. (3) The obtained secret key is used for transmitting
and receiving an actual signal.
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