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TECHNIQUES FOR SECURE BLOCKCHAIN MANAGEMENT
BACKGROUND

[0001] Blockchain technology is becoming more common place. A
“‘blockchain” can be a distributed database that maintains a continuoushy-growing list
of records secured from lampering and revision. A blockchain may include a number
of blocks of interaction records. Each block in the blockehain can contain also
include a timestamp and a link to a previous block. For example, each block may
include or be appended {o g hash of the previous block. Siated differently, interaction
records in a blockchain may be stored as a series of “blocks,” or permanent files that
include a record of a number of transactions occurring over a given period of time.
Blocks may be appended to a blockchain by a blockchain provider after it completes
the block and the block is validated. A blockchain may be distributed, and a copy of
the blockchain may be maintained at one or more locations. In some examples, the
blockchain can be used to verify transactions. The security of a blockchain may be

obtained using a cryptographic scheme.

[0002] While utilization of a blockchain can bring many benefits, current
techniques require each interaction record to be reported to the blockchain. Given
the growing popularity of blockchain technology, it may prove difficult to manage and
track each and every interaction between each and every connected device within a

system. Accordingly, current techniques include inherent latency issues.

[0003] Embodiments of the invention address these and other problems,

individually and collectively.

SUMMARY
[0004] Embodiments of the invention are directed to techniques for secure
blockchain management.
[0005] One embodiment of the invention is directed to a method. The method

comprises facilitating, by a data processing computer, an exchange of a plurality of
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data transfer messages between a first application of a first electronic device and a
second application of a second electronic device. In at least one embodiment, each
of the plurality of data transfer messages are digitally signed. The method further
comprises maintaining, by the data processing computer, an electronic record
associated with a first user of the first electronic device and a second user of the
second electronic device according to the exchange. The method further comprises
determining, by data processing computer, a transfer value for the electronic record.
The method further comprises transmitting, by data processing computer, data
comprising the transfer value to a block chain provider. In at least one embodiment,
receipt of the data by the blockchain provider may cause the blockchain provider to

update a ledger with the transfer value.

[0006] Another embodiment of the invention is directed to a data processing

computer configured to perform the above-described method.

[0007] Another embodiment of the invention is directed to a method
comprising maintaining, by a computing device, a first record and a second record,
the first record being associated with a first trust relationship between a first
electronic device and a second electronic device, the second record being
associated with a second trust relationship between the second electronic device
and a third electronic device. The method further comprises receiving, by the
computing device from a first application of the first electronic device, a request to
conduct a data transfer associated with the first electronic device and the third
electronic device. The method further comprises transmitting, by the computing
device on behalf of the first electronic device, a first data transfer message to a
second application of the second electronic device. The method further comprises
transmitting, by the computing device on behalf of the second electronic device, a
second data transfer message to a third application of the third electronic device.
The method further comprises updating, by the computing device, a first record
associated with the first electronic device and the second electronic device according
to the first data transfer message. The method further comprises updating, by the

computing device, a second record associated with the second electronic device and
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the third electronic device according to the second data transfer message. The
method further comprises determining, by the computing device, transfer values for
the first record and the second record. The method further comprises transmitting, by
the computing device, data comprising the transfer values to a block chain provider,
wherein receipt of the data by the block chain provider causes the block chain
provider to update a ledger with the transfer values of the first record and the second

record.

[0008] Further details regarding embodiments of the invention can be found in

the Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 shows a block diagram of a system for managing a blockchain,

according to some embodiments.

[0010] FIG. 2 depicts an example computer architecture capable of

implementing at least some embodiments of a user device of FIG. 1.

[0011] FIG. 3 depicts an example computer architecture capable of

implementing at least some embodiments of a data processing computer of FIG. 1.

[0012] FIG. 4 shows a flow diagram of a method for creating a transfer
channel.

[0013] FIG. 5 shows a flow diagram of a method for updating a blockchain
ledger.

[0014] FIG. 6 shows a schematic diagram illustrating a trust environment.
[0015] FIG. 7 shows a flow diagram illustrating a method for performing data

transfers between two to three parties.
DETAILED DESCRIPTION

[0016] In the following description, various embodiments will be described. For

purposes of explanation, specific configurations and details are set forth in order to
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provide a thorough understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may be practiced without the
specific details. Furthermore, well-known features may be omitted or simplified in

order not to obscure the embodiment being described.

[0017] Prior to discussing the details of some embodiments of the present
invention, description of some terms may be helpful in understanding the various

embodiments.

[0018] An “user device” may comprise any suitable electronic device that may
be transported and operated by a user, which may also provide remote
communication capabilities to a network. Examples of remote communication
capabilities include using a mobile phone (wireless) network, wireless data network
(e.g. 3G, 4G or similar networks), Wi-Fi, Wi-Max, or any other communication
medium that may provide access to a network such as the Internet or a private
network. Examples of user devices include mobile phones (e.g. cellular phones),
PDAs, tablet computers, net books, laptop computers, personal music players, hand-
held specialized readers, etc. Further examples of user devices include wearable
devices, such as smart watches, fithess bands, ankle bracelets, rings, earrings, etc.,
as well as automobiles with remote communication capabilities. A user device may
comprise any suitable hardware and software for performing such functions, and
may also include multiple devices or components (e.g. when a device has remote
access to a network by tethering to another device - i.e. using the other device as a
modem — both electronic devices taken together may be considered a single user

device).

[0019] A “credential” may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A credential may be a string of
numbers, letters, or any other suitable characters that may be present or contained

in any object or document that can serve as confirmation.

[0020] An “application” may be computer code or other data stored on a
computer readable medium (e.g. memory element or secure element) that may be

executable by a processor to complete a task.
4
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[0021] A “token” may define a threshold limit to be applied to a transfer
channel. The threshold limit defined by the token may be associated with a
participant of the transfer channel. A token may define an amount associated with
cybercurrency and/or fiat currency. In some embodiments, a token may be backed
by an amount of fiat currency or the token may not be backed with fiat currency. In at
least one embodiment, a token may be generated such that the amount associated
with the token may become unspendable by a user (e.g., a blockchain user). For
example, a blockchain provider may document in a ledger that the user has received
a token and may reserve the amount corresponding to the token within the ledger

such that the user cannot spend the reserved amount more than once.

[0022] A “token request message” may be an electronic message for
requesting a token. A token request message may include information usable for
identifying a payment account and/or information for generating a token. For
example, a token request message may include payment credentials, user
identification information (e.g. a name, alphanumeric identifier, a user device
identifier, etc.), an amount associated with a requested token, a transfer channel limit
(e.g., a threshold limit associated with the transfer channel and/or a user of the

transfer channel), a cryptogram, and/or any other suitable information.

[0023] A “token response message” may be a message that responds to a
token request. A token response message may include an indication that a token
request was approved or denied. A token response message may also include a
token (e.g., an amount and/or threshold limit), user identification information (e.g. a
name, alphanumeric identifier, a user device identifier, etc.), a transfer channel limit
(e.g., a threshold limit associated with the transfer channel and/or a user of the

transfer channel), a cryptogram, and/or any other suitable information.

[0024] A “transfer channel request message” can be an electronic message
utilized to request a transfer channel. In some embodiments, a transfer channel
request message may include a channel initiator (e.q., a user identifier, a user device
identifier, etc.) and any suitable number of channel participants (e.g., one or more

other user identifiers, one or more other user device identifiers, etc.). In at least one
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example, the transfer channel request message may include a data field associated
with a threshold limit for the transfer channel and/or a data field associated with a
threshold limit associated with one or more users/user devices. In some
embodiments, a transfer channel request message may be signed using a private
key associated with the user/user device, such that it may be verified using a public
key associated with the user/user device, as appropriate. A transfer channel request
message may include a request type indicator. The request type indicator may
indicate that the request is to open or the request is to close a data transfer channel.
In at least one example, a transfer channel request message that indicates that a
user is requesting to close a channel may be referred to as a “close channel request
message.” In at least one example, a transfer channel request message that
indicates that a user is requesting to open a channel may be referred to as an “open

channel request message.”

[0025] A “transfer channel response message” can be an electronic message
utilized to respond to a transfer channel request message. In some embodiments, a
transfer channel response message may include a channel initiator (e.g., a user
identifier, a user device identifier, etc.) and any suitable number of channel
participants (e.g., one or more other user identifiers, one or more other user device
identifiers, etc.). In at least one example, the transfer channel response message
may include a data field associated with a threshold limit for the transfer channel, a
data field associated with a threshold limit associated with one or more users/user
devices, a token (e.g., an amount and/or a threshold limit) associated with the
transfer channel and/or a user device, and/or a public/private key associated with the
user/user device. In at least one embodiment, the transfer channel response
message may indicate a response indicator that indicates whether channel creation
was successful or unsuccessful. A transfer channel response message may include
a request type indicator. The request type indicator may indicate that the response
relates to request to open or the response relates to a request to close a data
transfer channel. In at least one example, a transfer channel response message that
indicates a response to a request to close a channel may be referred to as a “close
channel response message.” In at least one example, a transfer channel response

6
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message that indicates a response to a request to open a channel may be referred

to as an “open channel response message.”

[0026] As discussed above, a “blockchain” can be a distributed database that
maintains a continuously-growing list of records secured from tampering and
revision. A blockchain may include a number of biocks of interaction records. Each
block in the blockehain can contain also include a timestamp and a link 10 a previous
block. For example, each block may inciude or be appended 1o a hash of the
pravious block. Stated differently, interaction records in a blockchain may be stored
as a series of “blocks,” or permanent files that include a record of a number of
transactions occurring over a given period of time. Blocks may be appended to a
blockchain by an appropriate node after it completes the block and the block is
validated. In embodiments of the invention, a blockchain may be distributed, and a
copy of the blockchain may be maintained at each node in a verification network.
Any node within the verification network may subsequently use the blockchain to
verify transactions. The security of a blockchain may be obtained using a

cryptographic scheme.

[0027] A “blockchain provider computer” can be an electronic device
configured to provide blockchain functionality. The blockchain provider computer can
include a single device or multiple devices configured to maintain aspects of the
blockchain (e.g., one or more ledgers, token management, etc.). In some examples,
the blockchain provider computer may additionally provide token management
functionality. Thus, in some embodiments, it is contemplated that blockchain and
token management functionality may be commonly performed by a blockchain

provider computer.

[0028] A “data transfer request message ” can be an electronic message
utilized to request a data transfer. In some examples, a data transfer request
message may be initiated by a user device (e.g., a user device operated by an
individual). The data transfer request message may indicate a recipient of the data
transfer (e.g., another individual associated with a different user device). For

example, another electronic device (e.g., a server, another electronic device
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operated by another individual/entity) and/or a user (e.g., an individual and/or entity)
may be designated as the recipient of the data transfer request message. The data
transfer request message may indicate a value associated with the data transfer. By
way of example, the value may indicate a monetary amount, a digital asset amount,
a number of points (e.q., reward points, a score, etc), or any suitable
value/denomination of transferable data. In at least one example, the data transfer
request message may include data fields including, but not limited to, an initiator
identifier data field, a recipient identifier data field, a transfer value data field, a digital
signature data field, a net transaction value, a timestamp data field, and the like. In at
least one example, a data transfer request message may be initiated by a data
processing computer. In some examples, the net transaction value may be in a
format suitable for immediate recordation within a ledger managed by a blockchain
provider computer. In some embodiments, a data transfer request message may be
signed using a private key associated with the user/user device, such that it may be

verified using a public key associated with the user/user device, as appropriate.

[0029] A “data transfer response message ” can be an electronic message
utilized to respond to a data transfer request message. In some examples, a data
transfer response message may be initiated by a user device (e.g., an electronic
device operated by an individual and/or an entity). The data transfer response
message may indicate the initiator of a corresponding data transfer request
message. For example, another user device (e.q., a server, another electronic
device operated by another individual/entity) and/or a user (e.g., an individual and/or
entity) may be designated as the initiator of the data transfer request message
corresponding to the data transfer response message. The data transfer response
message may indicate a value of the data transfer (e.q., a value received from a
corresponding data transfer request message). By way of example, the value may
indicate a monetary amount, a digital asset amount, a number of points (e.g., reward
points, a score, etc), or any suitable value/denomination of transferable data. In at
least one example, the data transfer response message may include data fields
including, but not limited to, an initiator identifier data field, a recipient identifier data
field, a transfer value data field, a digital signature data field, a timestamp data field,
8
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a response code, and the like. In at least one embodiment, the data transfer
response message may be digitally signed with a private key of the sender, while in
other embodiments a data request response message may not be digitally signed. In
some examples, the response code may indicate whether or not the data transfer

request has been approved or declined.

[0030] An “electronic record” may be any record of one or more transactions
stored electronically. For example, an electronic record may comprise a number of
interaction records associated with one or more identities (e.g., two or more users,
two or more user devices, etc.). In some embodiments, an electronic record may be
utilized to record each of the interaction records received and/or transmitted to/from
two or more electronic devices. In some embodiments, an electronic record may be
associated with one or more threshold limits. Each threshold limit may indicate a
value that is not to be exceeded by data transactions initiated by a particular user
and/or a transfer channel. For example, an electronic record associated with two
users/electronic devices, may further be associated with two threshold limits. The
first threshold limit may indicate a value that is not to be exceeded by data
transactions initiated by the first user, while the second threshold limit may indicate a
second value that is not to be exceeded by data transactions initiated by the second
user. In at least one example, an electronic record may maintain an association
between a public key and a user device and/or an association between a token (e.g.,
an amount and/or threshold limit) maintained by a blockchain provider and a user

device.

[0031] A “cryptographic key” may be any string of bits used by a cryptographic
algorithm to transform plain text into cipher text or vice versa. Cryptographic keys
may include symmetric and asymmetlric keys. A cryptographic key may be used to
sign data transfer requestiresponse messages. For example, a data transfer
requestiresponse message may be signed using a private key. The signed data
transfer requestresponse meassage may then be verified using a public key that

corresponds to the private key.
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[0032] A “private key” is a type of cryptographic key that is kept secret by a
party. A private key may be used to sign transactions such that they may be verified
by another electronic device. For example, one or more data fields may be used to
calculate a hash value. A private key may be utilized by a cryptographic algorithm to
sign the hash value such that another electronic device may utilize a public key to
verify the signature and the verifyed values may be compared to the unencrypted
data transfer request/response message payload to determine validity and integrity

of the data transfer request/response message.

[0033] A “public key” may be a type of cryptographic key that is distributed to,
or available to, some entity over than a party holding a corresponding private key. A
public key may be made available to electronic devices so that signed transactions
associated with the public key may be verified by the electronic devices in a similar

manner as discussed above.

[0034] An “authorization request message” may be an electronic message
that requests authorization for a transaction. In some embodiments, it is sentto a
payment processor network and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with ISO 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a
user using a payment device or payment account. The authorization request
message may include an issuer account identifier that may be associated with a
payment device or payment account. An authorization request message may also
comprise additional data elements corresponding to “identification information”
including, by way of example only: a service code, a CVV (card verification value), a
dCVV (dynamic card verification value), a PAN (primary account number or “account
number’), a user name, an expiration date, etc. An authorization request message
may also comprise “transaction information,” such as any information associated
with a current transaction, such as the transaction amount, merchant identifier,

merchant location, acquirer bank identification number (BIN), card acceptor ID,
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information identifying items being purchased, etc., as well as any other information

that may be utilized in determining whether to identify and/or authorize a transaction.

[0035] An “authorization response message” may be a message that
responds to an authorization request. In some cases, it may be an electronic
message reply to an authorization request message generated by an issuing
financial institution or a transaction processing computer. The authorization response
message may include, by way of example only, one or more of the following status
indicators: Approval -- transaction was approved; Decline -- transaction was not
approved; or Call Center -- response pending more information, merchant must call
the toll-free authorization phone number. The authorization response message may
also include an authorization code, which may be a code that a credit card issuing
bank returns in response to an authorization request message in an electronic
message (either directly or through the transaction processing computer) to the
merchant's access device (e.g. POS equipment) that indicates approval of the
transaction. The code may serve as proof of authorization. As noted above, in some
embodiments, a transaction processing computer may generate or forward the

authorization response message to the merchant.

[0036] A “user’ may include an individual and/or an entity. In some
embodiments, a user may be associated with one or more personal accounts and/or
electronic devices. The user may also be referred to as a cardholder, account holder,

consumer, merchant, or the like.

[0037] A “data processing computer” may be operated by an entity that can
provide data processing services. A data processing computer may provide
functionality for processing interaction records and/or managing electronic records
associated with one or more users/electronic devices. A data processing computer
may be configured to transmit and receive messages (e.g., token request/response
messages, data transfer request/response messages, etc.) from two or more

electronic devices and/or to/from a blockchain provider.

[0038] A “server computer” may include a powerful computer or cluster of

computers. For example, the server computer can be a large mainframe, a
11
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minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may be coupled to a database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or
more client computers. The server computer may comprise one or more
computational apparatuses and may use any of a variety of computing structures,
arrangements, and compilations for servicing the requests from one or more client

computers.

[0039] FIG. 1 shows a block diagram of a system 100 for managing a
blockchain, according to some embodiments. The system 100 may comprise user
device(s) 102 (e.g., user device 102-1, user device 102-2, user device 102-3, and
user device 102-4). It should be appreciated that user device(s) 102 may comprise
any suitable number of user devices. The system 100 may further include a
blockchain provider computer(s) 104 and data processing computer(s) 108. Each of
these systems and computers may be communicatively coupled with each other
(e.g., via the network 106). For simplicity of illustration, a certain number of
components are shown in FIG. 1. It is understood, however, that embodiments of the
invention may include more than one of each component. In addition, some
embodiments of the invention may include fewer than or greater than all of the
components shown in FIG. 1. In addition, the components in FIG. 1 may
communicate via any suitable communication medium (including the Internet), using

any suitable communications protocol.

[0040] The blockchain provider computer(s) 104 may have any suitable
characteristics. The blockchain provider computer(s) 104 may individually include a
processor and a computer readable medium coupled to the processor, the computer
readable medium comprising code, executable by the processor for performing the
functionality described herein. The blockchain provider computer(s) 104 may be
communicatively coupled to the data processing computer(s) 108 (e.g., via network

106). In at least some embodiments, the blockchain provider computer(s) 104 may
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additionally be communicatively coupled to the user device(s) 102 (e.g., via the
network 106).

[0041] In at least one embodiment, the blockchain provider computer(s) 104
may be configured to perform token management functions including the
maintenance and/or enforcement of tokens (e.g., an amount and/or threshold limit
associated with a user and/or channel). In at least one example, the blockchain
provider computer(s) 104 may be configured to receive token request messages
from the data processing computer(s) 108 and/or the user device(s) 102 and provide
token response messages to the data processing computer(s) 108 and/or the user
device(s) 102. In some embodiments, the blockchain provider computer(s) 104 may
be configured to provision and maintain a mapping of a token (e.g., an amount

and/or threshold limit) and a user/entity for which the token is associated.

[0042] In at least one embodiment, the blockchain provider computer(s) 104
may further be configured to receive data transfer request message(s) from the user
device(s) 102, individually, and/or from the data processing computer(s) 108 (e.g.,
via the network 106). The blockchain provider computer(s) 104 may further be
configured to perform functions including managing one or more ledgers according

to received data transfer request messages and/or token request messages.

[0043] The user device(s) 102 may individually include a processor and a
computer readable medium coupled to the processor, the computer readable
medium comprising code, executable by the processor for performing the
functionality described herein. The user device(s) 102 may be communicatively
coupled to the data processing computer(s) 108 and/or the blockchain provider
computer(s) 104 via a communications medium (e.g., the network 106) in order to
exchange information (e.g., interaction records). The user device(s) 102 may
individually include one or more software modules that comprise a software
application (e.g., a data transfer application). The software application may be
configured to manage information related to data transfers initiated and/or received

by the user device(s) 102.
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[0044] The data processing computer(s) 108 may be associated with any
suitable data processing provider. The data processing computer(s) 108 may
individually include a processor and a computer readable medium coupled to the
processor, the computer readable medium comprising code, executable by the
processor for performing the functionality described herein. Examples of data
processing computer(s) 108 includes any device capable of communicating with the
network 106 and initiating/processing information, including transfer channel
request/response messages, token request/response messages, and/or data
transfer request/response messages. The data processing computer(s) 108 may
transmit and/or receive data through the communications medium (e.g., the network
106) to/from at least one of user device(s) 102 and/or the blockchain provider
computer(s) 104. In at least one embodiment, the data processing computer(s) 108
may be configured to manage an electronic record associated with one or more
users/user device(s) 102. The electronic record, in some cases, may include one or
more interaction records associated with a data request/response message. In still
further examples, the data processing computer(s) 108 may be configured to enforce
one or more threshold limits associated with one or more users/user device(s) 102.
In at least one embodiment, the data processing computer(s) 108 may be configured
to generate and store public and/or private keys for at least one of the user device(s)
102. The data processing computer(s) 108 may utilize the stored public key
associated with a user device to verify messages (e.g., a transfer channel
request/response message, a data transfer request/response message) from the

user device in order to validate a message initiated by the user device.

[0045] In at least one embodiment, the data processing computer(s) 108 may
be configured to facilitate the exchange of transfer channel request/response
messages and/or data transfer request/response messages between two or more of
the user device(s) 102. For example, the data processing computer(s) 108 may be
configured to act as an intermediary device to facilitate the exchange of transfer
channel request/response messages and/or data transfer request/response
messages via transfer channels A, B, C, and D as depicted in FIG. 1. In one non-
limiting example, the user device 102-1 may submit a transfer channel request
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message (e.g., via an application operating on the user device 102-1) that requests a
transfer channel be created. Upon receipt, or at another suitable time, the data
processing computer(s) 108 may forward the transfer channel request message to
the user device 102-3. A user of the user device 102-3 may indicate (e.g., utilizing an
application operating on the user device 102-3) whether or not he wishes to allow the
creation of a transfer channel (e.g., an electronic record) associated with the user
device 102-1 and the user device 102-3. If the user of the user device 102-3 rejects
the transfer channel request, the data processing computer(s) 108 may be
configured to refrain from further processing. However, if the user of the user device
102-3 approves the transfer channel request, a transfer channel response message
may be transmitted from the user device 102-3 to the data processing computer(s)
108. In at least one embodiment, the transfer channel request messages may be
exchanged directly between the user device 102-1 and the user device 102-3. In
these examples, the transfer channel response message may be transmitted by one,

or both user devices, and received by the data processing computer(s) 108.

[0046] In at least one embodiment, upon receipt of a transfer channel
response message that indicates that a transfer channel has been initiated and
approved, the data processing computer(s) 108 may be configured to create an
electronic record associated with the user device 102-1 and the user device 102-3.
The process of creating the electronic record associated with the user device 102-1
and the user device 102-3 may be referred to as “opening a channel.” In some
examples, the data processing computer(s) 108 may additionally receive, via the
transfer channel request message and/or the transfer channel response message,
one or more threshold limits. Each threshold limit may be associated with the user

device 102-1, the user device 102-3, or the electronic record.

[0047] In some examples, the data processing computer(s) 108 may be
configured to request one or more tokens from the blockchain provider computer(s)
104 on behalf of the user device 102-1 and/or the user device 102-3. A token may be
associated with an amount and/or threshold limit received from a transfer channel

request message. In some examples, the data processing computer(s) 108 may wait
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until a token response message (e.g., indicating that the amount and/or threshold
limit of the token has been recorded) is received for each of the devices associated
with the transfer channel before opening a transfer channel (e.g., creating an
electronic record associated with the user devices). In at least one embodiment, the
received token response messages may individually include a token (e.g., and
amount and/or a threshold limit) for which a user's data transfer amounts cannot
exceed. In other examples, the received token(s) may individually represent a
threshold limit for which a combined data transfer amount associated with a set of

data transfers recorded within the electronic record cannot exceed.

[0048] After creating the electronic record associated with the user device
102-1 and the user device 102-3, the data processing computer(s) 108 may be
configured to receive data transfer request messages from either/both the user
device 102-1 and/or the user device 102-3. Upon receipt of each data transfer
request message, the data processing computer(s) 108 may be configured to
forward the data transfer request message to the other user device. Upon receiving
a data transfer response message from the other device indicating that the data
transfer request was approved, the data processing computer(s) 108 may be
configured to record the data transfer as an interaction record within the electronic

record associated with the user devices.

[0049] In at least one embodiment, at least one of the user device 102-1 or
the user device 102-3 may initiate a transfer channel request message that indicates
a desire to close the transfer channel associated with the user device 102-1 and the
user device 102-3. In some cases, the data processing computer(s) 108 may be
configured to maintain the transfer channel (e.g., the electronic record) until a
transfer channel request message has been received from each recipient of data. By
way of example, consider that a transfer channel was opened between the user
device 102-1 and the user device 102-3, but only the user device 102-1 received any
data corresponding one or more data transfer request messages initiated by the user
device 102-3. In this example, the transfer channel may be closed (e.g., the

electronic record may be deleted) upon receipt of a transfer channel request
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message from the user device 102-1 requesting that the transfer channel be closed.
If both devices were to receive data from the other device, then in some examples, a
transfer channel request message requesting that the transfer channel be closed

would be required from both user devices before the transfer channel would actually

be closed (e.g., the electronic record deleted).

[0050] In at least one example, the data processing computer(s) 108, upon
closing a channel, or at another suitable time, may be configured to determine a net
transfer amount indicating a one-way transfer of data between the user device 102-1
and the user device 102-3. For example, in some cases the user devices may be
exchanging cybercurrency and/or fiat currency. Upon closing the channel, the data
processing computer(s) 108 may be configured to determine a net transfer amount
to be exchanged. The data processing computer(s) 108, in some embodiments, may
provide the net transfer amount to the blockchain provider computer(s) 104 in a
single message (e.g., a data transfer request message). In some examples, the data
processing computer(s) 108 may be configured to provide the net transfer amount
via the data transfer request message in a format suitable for immediate recordation
in the ledger. Upon receipt of the data transfer request message, the blockchain
provider computer(s) 104 may be configured to record the net transfer amountin a
ledger suitable for recording such information. In some cases, the blockchain
provider computer(s) 104 may be configured to transmit a data transfer response
message to the data processing computer(s) 108 to indicate whether recording the

net transaction amount within the ledger was successful or unsuccessful.

[0051] It should be appreciated that any reference to “opening a channel”
may, in some embodiments include creation of an electronic record that may be
associated with two or more channel participants. While a channel is open (the
electronic record exists), any suitable number of transactions (e.g., information
included in a data transfer request/response message) may be recorded in the
electronic record. Any reference to “closing a channel” may, in some embodiments
include deletion of a previously-created electronic record that may be associated

with two or more channel participants. Prior to closing a channel (e.g., deleting the
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electronic record), amounts corresponding to any suitable number of transactions
recorded in the electronic record may be aggregated and information related to the
aggregation (e.g., an overall transaction amount) may be provided (e.g., to a

blockchain provider computer).

[0052] In at least one embodiment, messages between the computers,
networks, and devices in FIG. 1 may be transmitted using a secure communications
protocols such as, but not limited to, File Transfer Protocol (FTP); HyperText
Transfer Protocol (HTTP); Secure Hypertext Transfer Protocol (HTTPS), Secure
Socket Layer (SSL), ISO (e.g., ISO 8583) and/or the like.

[0053] Each of the entities in FIG. 1 may communicate through any suitable
communication channel or communications network. A suitable communications
network (e.g., the network 106) may be any one and/or the combination of the
following: a direct interconnection; the Internet; a Local Area Network (LAN); a
Metropolitan Area Network (MAN); an Operating Missions as Nodes on the Internet
(OMNI); a secured custom connection; a Wide Area Network (WAN); a wireless
network (e.g., employing protocols such as, but not limited to a Wireless Application
Protocol (WAP), I-mode, and/or the like); and/or the like.

[0054] FIG. 2 depicts an example computer architecture 200 capable of
implementing at least some embodiments of a user device (e.g., the user device
102-1 of FIG. 1, an example of the user device(s) 102 of FIG. 1) of the system 100 of
FIG. 1. The user device 102-1 may include a processor 204 and a computer
readable medium 210 coupled to the processor, the computer readable medium 210
comprising code, executable by the processor 204 for performing the functionality
described herein. It should be appreciated that any functionality described with
respect to the modules of FIG. 2 may be combined to be performed by a single
module or may be performed by a module that is external to the user device 102-1.
FIG. 2 shows the user device 102-1 communicatively couple to the data store 202.
The data store 202 may be configured as depicted in FIG. 2, or the data store 202
may be provided, in whole or in part, as part of the user device 102-1. The data store

202 may be a conventional, fault tolerant, relational, scalable, secure database such
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as Oracle™ or Sybase™. The data store 202 may be implemented using various
data structures, such as an array, hash map, (linked) list, structured text file (e.qg.,
XML), table, and/or the like. Such data structures may be stored in memory and/or in
structured files. The data store 202 may configured to store cryptographic key pairs

associated with the user device 102-1 (and/or a particular transfer channel).

[0055] The processor 204 may be coupled to a system memory 206 and an
external communication interface 208. The computer readable medium 210 may also

be operatively coupled to the processor 204.

[0056] The computer readable medium 210 may comprise a number of
software and/or hardware modules including a transfer channel manager 212 and a
data transfer engine 214. More or fewer software/hardware modules may be utilized
to perform the functionality described herein. In at least one example, the transfer
channel manager 212 and/or the data transfer engine 214 may be included in a
software application stored in the computer readable medium 210 and operating on

the user device 102-1.

[0057] The transfer channel manager 212 may comprise code, that when
executed, causes the processor 204 to process transfer channel request/response
messages. In some cases, the transfer channel manager 212 may cause the
processor 204 to receive (e.g., via an application operating on the user device 102-1)
an indication that the user of the user device 102-1 desires to conduct data transfers
with another user of another user device. In response to the request, the transfer
channel manager 212 may be configured to cause the processor 204 to send a
transfer channel request message to another electronic device (e.g., another user

device, the data processing computer(s) 108 of FIG. 1, etc.).

[0058] In at least one example, the transfer channel manager 212 may be
configured to receive transfer channel response messages (e.g., from another user
device and/or from the data processing computer(s) 108). The transfer channel
manager 212 may be configured to cause the processor 204 to extract a token (e.g.,
an amount and/or threshold limit), a public key, and/or a private key from a received

transfer channel response message. Upon extraction, or at another suitable time, the
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transfer channel manager 212 may be configured to cause the processor 204 to
store the token (e.g., an amount and/or threshold limit) and/or the public/private keys
in the data store 202, or another suitable storage location. In some embodiments,
the functionality of the data transfer engine 214 may be disabled until a token and/or
a public private key pair has been received by the transfer channel manager 212

and/or stored in the data store 202.

[0059] In at least one example, the data transfer engine 214 may be
configured to cause the processor 204 to receive an indication that a data transfer is
to be initiated (e.g., from a user of the user device 102-1 via, for example, an
application operating on the user device 102-1). The indication may specify at least a
data transfer value (e.q., a denomination of cybercurrency or fiat currency) and an
intended recipient of the data transfer (e.g., another user device associated with
another user). In some examples, upon receipt of such an indication, the data
transfer engine 214 may be configured to transmit an authorization request message
to an issuer of a payment account associated with the user of the user device 102-1.
The authorization request message may be utilized to reserve funds associated with
the user's payment account for the transfer channel to be created. In some
examples, the data transfer engine 214 may be configured to cause the processor
204 to maintain a current amount available for transfer (e.g., in a record stored in the
data store 202). In at least one example, the current amount available may be
initially set to an amount authorized via an authorization request message. In other
examples, the data transfer engine 214 may utilize a user-specified value as the
current amount available for transfer without requiring an authorization request

message to be utilized.

[0060] In at least one embodiment, the data transfer engine 214 may be
configured to cause the processor 204 to access the private key stored in the data
store 202. In some examples, the data transfer engine 214 may cause the processor
204 to generate a data transfer request message from the data received in the
indication. The data transfer engine 214 may be further configured to cause the

processor 204 to utilize the private key to digitally sign the data transfer request
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message. In at least one embodiment, the data transfer engine 214 may be
configured to cause the processor 204 to transmit a signed (or unsigned) data
transfer request message (e.g., to another user device and/or the data processing
computer(s) 108 of FIG. 1). In some examples, the data transfer engine 214 may be
configured to cause the processor 204 to receive a data transfer response message
(e.q., from another user device and/or the data processing computer(s) 108)
indicating that the data transfer request was successful or unsuccessful. The data
transfer engine 214 may be configured to cause the processor 204 to update a
record contained in the data store 202 that maintains a current amount available to
the user of the user device 102-1 for transfers (e.g., for transfer overall, or for a
specific transfer channel associated with one or more other users). Additionally, or
alternatively, a current amount available to the user may be received as part of the
data transfer response message. The data transfer engine 214 may be configured to
cause the processor 204 to provide the current amount to the user (e.g., via the

application operating on the user device 102-1) at any suitable time.

[0061] As a non-limiting example, the user of the user device 102-1 may
initiate a data transfer of $20 to another user of another user device. Upon receiving
a data transfer response message indicating that the data transfer was successful,
the current amount may be ascertained (e.g., upon an update of the electronic
record stored in the data store 202 or from extracting the current amount from the
received data transfer response message) and provided for display to the user of the
user device 102-1 (e.q., via an application operating on the user device 102-1).
Thus, in an example where the user of the user device 102-1 previously had $100
dollars, the data transfer would decrease the amount to $80 and an indication could

be provided to the user (e.g., via the application operating on the user device 102-1).

[0062] In at least one embodiment, the data transfer engine 214 may be
configured to receive a data transfer request message (e.g., from another user
device and/or the data processing computer(s) 108 of FIG. 1. The received data
transfer request message may be ultimately initiated by another user who wishes to

transfer data to the user of the user device 102-1. In at least one example, the data
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transfer engine 214 may cause the processor 204 to provide information from the
data transfer request message to the user of the user device 102-1 (e.g., via an
application operating on the user device 102-1). The data transfer engine 214 may
be configured to cause the processor 204 to receive an indication from the user
(e.g., via the application operating on the user device 102-1) that approves or rejects
the requested data transfer. The data transfer engine 214 may be configured to
cause the processor 204 to generate and transmit a data transfer response message
based on the approval/rejection. For example, the data transfer response message
transmitted by the data transfer engine 214 may indicate that the data transfer was

approved or rejected.

[0063] In at least one example, the data transfer engine 214 may be
configured to cause the processor 204 to provide an indication to the user that the
data transfer was successful or unsuccessful. In at least one embodiment, the data
transfer engine 214 may be configured to cause the processor 204 to extract a
current amount available to the user for transfers from the data transfer response
message. In some examples, the data transfer engine 214 may be configured to
cause the processor 204 to update a record stored in the data store 202 that
maintains a current amount available to the user of the user device 102-1 for
transfers (e.qg., for transfer overall, or for a specific transfer channel associated with
one or more other users). In at least one embodiment, the data transfer engine 214
may be configured to cause the processor 204 to provide the current amount to the
user of the user device 102-1 (e.g., via an application running on the user device
102-1).

[0064] As a non-limiting example, the data request message received may be
a request to transfer $40 from another user to the user of the user device 102-1. If
the user approves the data transfer requested, the data transfer engine 214 may
provide an indication to the user that $40 has been transferred (e.g., the current
amount available for transfers has been increased by $40). In some examples, the
data transfer engine 214 may be configured to cause the processor to provide the

user with a current amount available.
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[0065] FIG. 3 depicts an example computer architecture 300 capable of
implementing at least some embodiments of the data processing computer(s) 108 of
the system 100 of FIG. 1. The data processing computer(s) 108 may individually
include a processor 304 and a computer readable medium 310 coupled to the
processor 304, the computer readable medium 310 comprising code, executable by
the processor 304 for performing the functionality described herein. It should be
appreciated that any functionality described with respect to the modules of FIG. 3
may be combined to be performed by a single module or may be performed by a
module that is external to the data processing computer(s) 108. FIG. 3 shows the
data processing computer(s) 108 communicatively couple to the data store 302. The
data store 302 may be configured as depicted in FIG. 3, or the data store 302 may
be provided, in whole or in part, as part of the data processing computer(s) 108. The
data store 302 may be a conventional, fault tolerant, relational, scalable, secure
database such as Oracle™ or Sybase™. The data store 302 may be implemented
using various data structures, such as an array, hash map, (linked) list, structured
text file (e.g., XML), table, and/or the like. Such data structures may be stored in
memory and/or in structured files. The data store 302 may configured to store
cryptographic key pairs associated with the user device(s) 102 of FIG. 1. The data
store 302 may be configured to store one or more electronic records that may be
individually associated with two or more of the user device(s) 102 and/or with a
particular transfer channel. The stored electronic records may individually maintain

any suitable number of data transfers associated with two user devices.

[0066] The processor 304 may be coupled to a system memory 306 and an
external communication interface 308. The computer readable medium 310 may also

be operatively coupled to the processor 304.

[0067] The computer readable medium 310 may comprise a number of
software and/or hardware modules including a transfer channel manager 312, a data
transfer engine 314, a key generator 316, and a blockchain engine 318. More or
fewer software/hardware modules may be utilized to perform the functionality

described herein. It should be appreciated that it is contemplated that any portion of

23



10

15

20

25

30

WO 2018/132108 PCT/US2017/013565

the functionality described with respect to the data processing computer(s) 108 may
alternatively be provided by one or more user devices (e.g., the user device(s) 102 of
FIG. 1) as part of a software/hardware module (e.g., an application) operating on the

respective user device.

[0068] The transfer channel manager 312 may comprise code, that when
executed, causes the processor 304 to process transfer channel request/response
messages (e.g., from the user device(s) 102) and/or token request/response

messages (e.g., from the blockchain provider computer(s) 104 of FIG. 1).

[0069] In at least one example, in response to receiving a transfer channel
request message (e.g., from the user device 102-1), the transfer channel manager
312 may be configured to cause the processor 304 to request a token (e.g., via a
token request message) from a blockchain provider (e.g., the blockchain provider
computer 104). The transfer channel manager 312 may further be configured to
cause the processor 304 to receive a token response message from the blockchain
provider that includes a token (e.g., an amount and/or threshold limit) associated
with a user device (e.g., the user device 102-1). The transfer channel manager 312
may be configured to cause the processor 304 to extract a token (e.g., an amount
and/or threshold limit) from a received token response message. Upon extraction, or
at another suitable time, the transfer channel manager 312 may be configured to
cause the processor 304 to store the token in the data store 302, or another suitable
storage location. As a non-limiting example, the transfer channel manager may
create an electronic record associated with the user device 102-1 and the user
device 102-2 and may store the received token (e.g., an amount and/or threshold
limit) as an association with the user device 102-1 within the electronic record, orin a
separate record. In at least one example, the transfer channel manager 312 may be
configured to cause the processor 304 to extract a threshold limit from the transfer
channel request message and associate the threshold limit with the user device 102-
1 and/or with the electronic record.

[0070] In at least one embodiment, the transfer channel manager 312 (e.g.,

upon receipt of a transfer channel request message or upon receipt of the token
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response message) may be configured to cause the processor 304 to stimulate the
key generator 316 to generate a public/private key pair for the user device (e.g., the
user device 102-1). In some examples, the key generator 316 may be configured to
cause the processor 304 generate a public/private key pair for the user device and to
maintain an association (e.g., in the electronic record, or another suitable record
stored in the data store 302) between the public key and the user device for which

the public/private key was generated.

[0071] In at least one embodiment, the transfer channel manager 312 may be
configured to cause the processor 304 to transmit or forward the transfer channel
request message to another user device (e.g., the user device 102-2 of FIG. 1)
indicated in the received transfer channel request message. As a non-limiting
example, the transfer channel manager 312 may be configured to cause the
processor 304 to transmit/forward the transfer channel request message to the user
device 102-2 upon receipt and/or storage of the token (e.g., an amount and/or
threshold limit) associated with the user device 102-1. The transfer channel manager
312 may be configured to cause the processor 304 to receive a transfer channel
response message from the user device 102-2 indicating either that the transfer
channel was approved or rejected. In some cases, the transfer channel response
message may include a threshold limit associated with the user device 102-2. In at
least one example, the transfer channel manager 312 may be configured to cause
the processor 304 to extract the threshold limit from the transfer channel response
message and associate the threshold limit with the user device 102-2. If the transfer
channel request is approved, the transfer channel manager 312 may be configured
to cause the processor 304 to repeat the token request process described above in
order to alert the blockchain provider of a token (e.g., an amount and/or threshold
limit) associated with the user device 102-2. The token received for the user device
102-2 may be stored as an association with the user device 102-2 within the
electronic record associated with the user device 102-1 and the user device 102-2,
or in a separate record. In examples in which the transfer channel request is
rejected, the transfer channel manager 312 may be configured to cause the

processor 304 to delete the electronic record and to transmit a transfer channel
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response message to the user device 102-1 indicating that the channel request was

rejected.

[0072] In at least one embodiment, the transfer channel manager 312 (e.g.,
upon receipt of a transfer channel response message indicating that the transfer
channel is approved) may be configured to cause the processor 304 to stimulate the
key generator 316 to generate a public/private key pair for the user device 102-2. In
some examples, the key generator 316 may be configured to cause the processor
304 generate a public/private key pair for the user device 102-2 and to maintain an
association (e.g., in the electronic record, or another suitable record stored in the
data store 302) between the public key and the user device 102-2 for which the
public/private key was generated. The public and/or private key may be transmitted
(e.g., by a transfer channel response message) by the processor 304 to the user

device 102-2 for storage.

[0073] In at least one embodiment, the transfer channel manager 312 may be
configured to transmit a transfer channel response message to the initiator of the
transfer channel request message (e.g., the user device 102-1) that indicates that
the transfer channel has been approved. The transfer channel response message

may include the public and/or private key associated with the user device 102-1.

[0074] In at least one example, the data transfer engine 314 may be
configured to cause the processor 304 to receive a data transfer request message
(e.g., from the user device 102-1). Upon receipt, or at another suitable time, the data
transfer engine 314 may utilize a public key associated with the initiator (e.g., the
user device 102-1) to verify the digitally signature data field if the data transfer
request message. The verifyed information may be used to validate that the
message was in fact sent by the initiator and that the message has not been
tampered with. In some embodiments, the data transfer engine 314 may be
configured to cause the processor 304 to access one or more threshold limits stored
in the electronic record and associated with the initiator of the request (e.g., the user

device 102-1). If the data transfer request conforms to the threshold limit (e.g., a
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combined monetary amount associated with the current and previous data transfers
does not exceed the threshold limit) than the data transfer engine 314 may be
configured to cause the processor 304 to forward the data transfer request message
to the intended recipient (e.g., the user device 102-2). If the data transfer request
would cause the threshold limit to be exceeded, then the data transfer engine 314
may be configured to cause the processor 304 to reject the data transfer request
message by sending a data transfer response message back to the recipient
indicating that the transfer is rejected. In some cases, the data transfer response
message may include a code or some indication as to the reason the data transfer

request was rejected.

[0075] In some embodiments, the data transfer engine 314 may receive a
data transfer response message from the intended recipient of the data transfer
(e.g., the user device 102-2). The data transfer response message may indicate
whether the recipient has accepted or rejected the data transfer. Upon receipt of a
data transfer response message indicating acceptance of the data transfer, or at
another suitable time, the data transfer engine 314 may be configured to cause the
processor 304 to transmit a data transfer response message to the initiator of the
data transfer request (e.g., the user device 102-1) indicating that the data transfer
was successful/accepted. As a result, the data transfer engine 314 may be
configured to cause the processor 304 to record the data transfer in an electronic
record (e.g., the electronic record associated with the user device 102-1 and the user
device 102-2 that is stored in the data store 202).

[0076] In at least one embodiment, the transfer channel manager 312 may be
configured to cause the processor 304 to receive a transfer channel request
message that indicates that a user (e.g., the user of the user device 102-1) desires
to close the channel. The transfer channel request message may be digitally signed
and the transfer channel manager 312 may be configured to cause the processor
304 to verify the message using the public key associated with the initiator (e.q., the
public key stored in the electronic record and associated with the user device 102-1).

If the message is valid, the transfer channel manager 312 may be configured to

27



10

15

20

25

30

WO 2018/132108 PCT/US2017/013565

cause the processor 304 to determine which devices have been recipients in any
previously-processed data transfers. If the user device that is initiating the close
channel request is the only recipient of previously-processed data transfers, then the
transfer channel manager 312 may cause the processor 304 to proceed with close
channel procedures. If, however, the other user device (e.g., the user device 102-2)
was a recipient of a previously-processed data transfer, the transfer channel
manager 312 may be configured to cause the processor 304 to forward the transfer
channel request message to the other device (e.g., the user device 102-2) in order to
stimulate a transfer channel request message from the other device indicating that
the user of the other device agrees to close the channel. In at least one embodiment,
the transfer channel manager 312 may be configured to wait until the processor 304

receives such an indication before proceeding with close channel procedures.

[0077] In at least one embodiment, the transfer channel manager 312 may be
configured to cause the processor 304 to receive a transfer channel request
message from the other device (e.g., the user device 102-2) indicating that the close
channel request has been approved. This message may be digitally signed by the
initiator (e.qg., the user device 102-2) and the transfer channel manager 312 may
cause the processor 304 to utilize the public key associated with the user device
(e.g., the user device 102-2) to verify the message in order to validate the message
and to ensure its integrity. Upon determining that the transfer channel request
message is valid, the transfer channel manager 312 may stimulate the blockchain

engine 318 to begin aggregation procedures.

[0078] In at least one embodiment, the blockchain engine 318 may be
configured to cause the processor 304 to aggregate all previously-processed data
transfers contained within the electronic record associated with two or more devices
(e.g., the user device 102-1 and the user device 102-2). The blockchain engine 318
may be configured to cause the processor 304 to calculate a net transfer value
according to the aggregation. In at least some examples, the blockchain engine 318
may format the net transfer value to conform to a data format that enables the net

transfer value to be immediately recorded in a blockchain (e.g., a ledger) maintained
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by a blockchain provider. The blockchain engine 318 may cause the net transfer
value to be transmitted (e.g., via a data transfer request message) to the blockchain
provider computer(s) 104. Upon receipt, or at another suitable time, the blockchain
provider computer(s) 104 may cause the net transfer value to be recorded in the

ledger as a single transaction.

[0079] FIG. 4 shows a flow diagram of a method 400 for creating a transfer
channel. At step 402, the user device 102-1 may request a channel with the user
device 102-2 by transmitting a transfer channel request message to the data
processing computer(s) 108. The transfer channel request message may include a
threshold limit associated with the user device 102-2 indicating a total transaction
amount that the user does not wish to exceed for data transfers occurring within the

channel.

[0080] At step 404, upon receipt of the transfer channel request message, the
data processing computer(s) 108 may request the blockchain provider to associate a
token (e.g., an amount and/or threshold limit) with the user device 102-1. The token
may be requested utilizing a token request message. In some examples, the token
request message may include payment information (e.g., a credit card and/or

payment account information) associated with the user of the user device 102-1.

[0081] At step 406, the blockchain provider computer(s) 104 may record a
token (e.g., an amount and/or threshold limit) as an association with the user device
102-1 and may record the association within a ledger managed by the blockchain
provider. In some cases, recording the association within the ledger effectively
reserves an amount (e.g., a denomination of digital or fiat currency corresponding to
the token) within the blockchain ledger to be used in a particular channel and/or by a
particular user. In some embodiments, this prevents the amount from being used in
other channels or elsewhere within the blockchain ledger. In at least one
embodiment, requesting that a token be associated with a user device may include
generating and transmitting an authorization request message to a third party (e.g., a
financial institution associated with the payment information included in the token
request message). The authorization request message may cause the third party to
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verify available funds associated with the payment information. An authorization
response message may be received by the blockchain provider computer(s) 104
indicating that the funds are available or that the funds are not available. In some
cases, associating a token (e.g., an amount and/or threshold limit) with a user device
may depend on receiving an authorization response message indicating that the
funds are available. In at least one embodiment, the funds associated with
authorization response message may be provided to the blockchain provider to be

held during existence/execution of the channel.

[0082] At step 408, the data processing computer(s) 108 may receive the
token (e.g., an amount and/or threshold limit) from the blockchain provider. In some
embodiments, the data processing computer(s) 108 may store the token (e.g., an

amount and/or threshold limit) as being associated with the user device 102-1.

[0083] At step 410, the data processing computer(s) 108 may forward the
channel request to the user device 102-2. In some embodiments, the channel

request may be transmitted in a transfer channel request message.

[0084] At step 412, the data processing computer(s) 108 may receive a
message indicating that the transfer channel was accepted/approved. In some
embodiments, the acceptance/approval may be received via a transfer channel
response message. The transfer channel response message may include a
threshold limit associated with the user device 102-2 indicating a total transaction
amount that the user does not wish to exceed for data transfers occurring within the

channel.

[0085] At step 414, upon receipt of the transfer channel response message,
the data processing computer(s) 108 may request that a token be associated with
the user device 102-2 by the blockchain provider on behalf of the user device 102-2.
The token (e.g., an amount and/or threshold limit) may be requested utilizing a token

request message.

[0086] At step 416, the blockchain provider computer(s) 104 may associated a

token (e.g., an amount and/or threshold limit) with the user device 102-2 and may
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record the token (e.g., an amount and/or threshold limit) within a ledger managed by
the blockchain provider. In some cases, recording the token within the ledger
effectively makes an amount (e.g., a denomination of digital or fiat currency)
unspendable within the blockchain ledger. In some embodiments, this prevents the

amount from being double-spent.

[0087] At step 418, the data processing computer(s) 108 may receive the
token (e.g., an amount and/or threshold limit) from the blockchain provider. In some
embodiments, the data processing computer(s) 108 may store the token (e.g., an

amount and/or threshold limit) as being associated with the user device 102-2.

[0088] At step 420, the data processing computer(s) 108 may perform a set of
instructions to open a channel between the user device 102-1 and the user device
102-2. In at least one embodiment, opening a channel may include creating an
electronic record associated with the user device 102-1 and the user device 102-2.
The data processing computer(s) 108 may generate a public/private key pair for the
user device 102-1 and a different public/private key pair for the user device 102-2. In
some examples, the public and/or private keys for each device may be stored in or
otherwise associated with the electronic record. In at least one embodiment, the
threshold limit received via the transfer channel request message received from the
user device 102-1 may be stored in, or otherwise associated with, the electronic
record. Similarly, the threshold limit received via the transfer channel response
message received from the user device 102-2 may be stored in, or otherwise

associated with, the electronic record.

[0089] At step 422, the data processing computer(s) 108 may provide the
public and/or private key associated with the user device 102-1 to the user device
102-1 via, for example, a transfer channel response message. Similarly, the data
processing computer(s) 108 may provide the public and/or private key associated
with the user device 102-2 to the user device 102-2 via, for example, another

transfer channel response message.
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[0090] Upon completion of the method described above in connection with
FIG. 4, the user device 102-1, the user device 102-2, and the data processing
computer(s) 108 may proceed with processing data transfer request/response

messages.

[0091] FIG. 5 shows a flow diagram of a method 500 for updating a blockchain
ledger. At step 502, the user device 102-1 may request a data transfer. In some
examples, the user device 102-1 may request the data transfer by transmitting a
data transfer request message to the data processing computer(s) 108. In some
examples, the data transfer request message may be digitally signed using a private
key associated with the user device 102-1. The data processing computer(s) 108
may utilize a public key associated with the user device 102-1 to verify the data
transfer request message in order to verify its authenticity and validity. In some
examples, the data processing computer(s) 108 may determine whether or not the
data transfer would violate a threshold limit associated with the user device 102-1
and/or the electronic record associated with the user device 102-1 and the user
device 102-2. If the message is valid and if the threshold limit is not violated, the data
processing computer(s) 108 may forward the (unencrypted) data transfer request

message to the user device 102-2 for processing.

[0092] At step 504, the user device 102-2 may transmit a message (e.g., a
data transfer response message) indicating that the transfer has been accepted.
Upon receipt of the data transfer response message, the data processing
computer(s) 108 may record the data transfer at step 506. In at least one
embodiment, the data processing computer(s) 108 may record the data transfer in
an electronic record associated with the user device 102-1 and the user device 102-
2.

[0093] At step 508, the user device 102-2 may request a data transfer. In
some examples, the user device 102-2 may request the data transfer by transmitting
a data transfer request message to the data processing computer(s) 108. In some

examples, the data transfer request message may be digitally signed using a private
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key associated with the user device 102-2. The data processing computer(s) 108
may utilize a public key associated with the user device 102-2 to verify the data
transfer request message in order to verify its authenticity and validity. In some
examples, the data processing computer(s) 108 may determine whether or not the
data transfer would violate a threshold limit associated with the user device 102-2
and/or the electronic record associated with the user device 102-1 and the user
device 102-2. If the message is valid and if the threshold limit is not violated, the data
processing computer(s) 108 may forward the (unencrypted) data transfer request

message to the user device 102-1 for processing.

[0094] At step 510, the user device 102-1 may transmit a message (e.g., a
data transfer response message) indicating that the transfer has been accepted.
Upon receipt of the data transfer response message, the data processing
computer(s) 108 may record the data transfer at step 512. In at least one
embodiment, the data processing computer(s) 108 may record the data transfer in
an electronic record associated with the user device 102-1 and the user device 102-
2.

[0095] At step 514, the user device 102-1 may transmit a transfer channel
request message that indicates that the user wishes to close the channel. The
transfer channel request message, in some embodiments, may be digitally signed.
The data processing computer(s) 108 may verify the transfer channel request
message with the public key associated with the user device 102-1 to verify its
authenticity and integrity. It should be appreciated that, in some embodiments, a
request to close a channel is received in a digitally signed transfer channel request
message. The data processing computer(s) 108 may forward the transfer channel

request message to the user device 102-2.

[0096] At step 516, the user device 102-2 may transmit a transfer channel
response message that indicate that the user approves the request to close the
channel. The transfer channel response message, in some embodiments, may be
digitally signed. The data processing computer(s) 108 may verify the transfer

channel response message with the public key associated with the user device 102-
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1 to verify its authenticity and integrity. It should be appreciated that, in some
embodiments, a response to close a channel must be received in a digitally signed
transfer channel response message. Although, in this example, the user device 102-
2 transmits a transfer channel response message, it should be appreciated that the
user device 102-2 may instead transmit a digitally signed transfer channel request

message indicating that the user wants the channel to be closed.

[0097] At step 518, the data processing computer(s) 108 may aggregate the
data transfers of the electronic record associated with the user device 102-1 and the
user device 102-1. The data processing computer(s) 108 may calculate a net
transfer value indicating a one-way transfer. For example, if the user device 102-1
transfer more data than the user device 102-2, then the net transfer value would

indicate a single data transfer from the user device 102-1 to the user device 102-2.

[0098] At step 520, the data processing computer(s) 108 may cause the
blockchain maintained by the blockchain provider computer(s) 104 to be updated. In
at least one embodiment, the data processing computer(s) 108 may transmit a data
transfer request message to the blockchain provider computer(s) 104 that indicates a
data transfer for the net transfer value. Continuing with the example above, the data
transfer request message may indicate that the user device 102-1 transferred data in
the amount of the net transfer value to the user device 102-2. In at least one
embodiment, the data transfer request message may include the net transfer value.
The net transfer value may be pre-formatted by the data processing computer(s) 108
in a blockchain format that enables the net transfer value to be immediately

recordable in the ledger managed by the blockchain provider computer(s) 104.

[0099] In at least one embodiment, the transfer request message may further
include one or more tokens (e.g., one or more amounts and/or threshold limits)
associated with the participants of the channel. In some examples, updating the
blockchain may further include replacing, deleting, or otherwise reversing an amount
associated with to token(s). For example, a token (e.g., an amount and/or threshold

limit) associated with the user device 102-1 may have initially been requested from a
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financial institution associated with the user of the user device 102-1 (e.g., via an
authorization request message). Upon receipt of an authorization response
message, or at another suitable time, the blockchain provider may indicate the
addition of the amount associated with the token within the blockchain. The amount
may be associated with the channel such that those funds are usable only within the
channel. As part of a process for closing a channel, a transfer request message
including a net transfer value (e.g., $100) may be provided to the blockchain
provider. The blockchain provider may be configured to record the actual transfer of
$100 and release the remaining funds (e.g., the remaining $100 of the original
unspendable $200) such that the remaining funds become spendable for other
channels in which the user may participate. In at least one embodiment, the
blockchain provider may perform one or more transactions with a financial institution
to return any remainder. Thus, if $200 was originally requested and authorized by
the financial institution, upon determining that only $100 was spent of the $200, may
cause the blockchain provider to perform one or more transactions to return the $100

to the account of the user that is managed by the financial institution.

[0100] FIG. 6 shows a schematic diagram 600 illustrating a trust environment.
In at least one embodiment, each of the nodes 602-632 may indicate an individual or
entity. Solid lines, such as solid line 634, may indicate a direct trust relationship

between two nodes (e.g., the node 608 and the node 620). Dotted lines, such as the

dotted line 636, may indicate an indirect trust relationship.

[0101] As a non-limiting examples, nodes 602-632 may depict family
members and their respective friends. As an example, the nodes 608, 610, and 620
may each be members of a family. The node 608 may represent a father. The node
610 may represent a mother. The node 620 may represent the child of the mother
and the father. Node 622, node 624, and node 626 may represent friends of the
child’s. Nodes 602, 604, and 606 may represent friends of the father's. Node 618
may represent a friend of the mother's. Node 628 may represent a family member of

the friend represented by the node 622. Similarly, node 630 may represent a family
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member of the friend represented by the node 622 and node 632 may represent a

family member of the friend represented by the node 626.

[0102] In at least one embodiment, each of the solid lines may indicate a
channel (e.q., an electronic record) that is maintained by the data processing
computer(s) 108 of FIG. 1. Accordingly, in some examples, the data processing
computer(s) 108 may maintain any suitable number of electronic records. These
electronic records may enable the data processing computer(s) 108 to track both
direct trust relationships as well as indirect trust relationships. In some examples,
were the father (e.g., represented by node 608) wish to transfer data (e.g.,
cybercurrency, fiat currency, reward points, etc.) to a friend of his child’s (e.g.,
represented by the node 626), the data processing computer(s) 108 may be

configured to determine that he has an indirect trust relationship with that person.

[0103] Upon determining that the father (node 608) and the friend (node 626)
have an indirect trust relationship, the data processing computer(s) 108 may cause
an option (e.g., via an application operating on the respective user devices) to be
presented allowing data transfers between the father and the friend. In some
examples, the data processing computer(s) 108 may enable the father to make a
data transfer through his child (e.g., represented by the node 620). For example, the
data processing computer(s) 108 may be configured to receive a data transfer
request message from the father's user device that indicates a recipient (the friend,
node 626) for which a channel has not been established. The data processing
computer(s) 108 may be further configured to determine that the father does have a
channel with another user (e.q., the child) who does have a channel with the
intended recipient (e.g., the friend). Accordingly, in some examples, the data
processing computer(s) 108 may be configured to facilitate an exchange of
messages between the father and child, and between the child and the friend, in

order to achieve an equivalent of a data transfer between the father and the friend.

[0104] It should be appreciated that the schematic diagram 600 is intended to

be illustrative in nature. The nodes may vary in number and may represent any
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individual/entity. For instance, instead of family and friends, the nodes 602-632 may
represent businesses and business relationships. Any number of variations is

possible.

[0105] FIG. 7 shows a flow diagram 700 illustrating a method for performing
data transfers between two to three parties (e.g., user A, user B, and user C). In at
least one embodiment, the user A may initiate (e.g., via an application operating on
the user A’s device) a 702. The initiation may be in the form of a transfer channel
request message transmitted to other device (e.g., the user device of user B or the
data processing computer(s) 108 of FIG. 1). In some embodiments, the transfer
channel request message may include a threshold limit (e.g., $200) that the user
wishes to associate with the channel (e.qg., the electronic record associated with the
user A and the user B). In some examples, the threshold limit may indicate an
amount that the user A does not want to exceed with respect to his combined data

transfer performed in the channel.

[0106] At 704, a token may be created. The token may be requested from the
blockchain provider computer(s) 104 of FIG. 1 by the user device of user A or by the
data processing computer(s) 108 of FIG. 1 on behalf of user A. The token, in some
cases, may be related to the threshold limit. For example, the blockchain provider
computer(s) 104 may provision the token to represent $200 of fiat currency. The
blockchain provider computer(s) 104 may record the token within a ledger in order to

make the $200 unspendable elsewhere.

[0107] At 706, a channel creation may be attempted. In at least one
embodiment, a transfer channel request message may be transmitted to the user
device of user B. User B may be provided some indication (e.g., via an application
operating on the device of user B) that a channel has been requested at 708. At 710,
user B may indicate that the channel request is approved and as a result, a token
may be created for user B in a similar manner as described above at 712. In the
example depicted, user B’s token is also associated with a $200 threshold limit,
although it is not necessarily the case that the threshold limits of user A and user B
will be the same.
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[0108] In at least one embodiment, upon creation of the token for user B, a
channel may be created at 714. In at least one example, upon channel creation an
electronic record may be created/modified that is associated with user A and user B.
As part of a channel creation procedure, the data processing computer(s) 108 may
generate and distribute (e.g., via transfer channel response messages) respective
public and/or private keys for user A and user B. In some cases, the device of the
respective user may be responsible for generating its public/private key pair and may
broadcast (e.g., via a transfer channel response message) its public key to the other
device associated with the channel. As part of the channel creation procedure, the
respective threshold limits of user A and user B may be stored in, or otherwise

associated with, the electronic record.

[0109] In at least one embodiment, the user A may initiate a data transfer at
716. In some examples, the data transfer may be initiated by transmitting a data
transfer request message from the device of user A to the data processing
computer(s) 108. In at least one example, the data transfer request message may be
transmitted directly from user A’s device to user B’s device. In at least one example,
the data transfer request message may be digitally signed using the private key
associated with user A. The recipient may utilize the public key associated with user
Ain order to verify and validate the message. As a non-limiting example, the data
transfer request message may indicate that user A intends to transfer $50 to user B.
In at least one embodiment, the data transfer request message may be analyzed in
order to determine whether the transfer requested (e.g., $50) exceeds the threshold
limit associated with the user A (e.g., $200). If the transfer requested does not
exceed the threshold limit, then the process may proceed. In some cases, if the
transfer requested does exceed the threshold limit associated with user A, then the

transfer request may be automatically declined and the user A may be notified.

[0110] In at least one embodiment, user B may accept the data transfer at
718. In at least on example, information regarding the data transfer request may be
presented to the user B on his device and user B may select whether to accept or

reject the data transfer. In the case that user B accepts the data transfer, a data
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transfer response message may be transmitted back to the device of user A or the
data processing computer(s) 108 as appropriate. Upon receive of the data transfer
response message indicating that the data transfer has been approved, the
electronic record may be updated to record the data transfer (e.g., $50 from user A
to user B).

[0111] In at least one embodiment, the user B may initiate a data transfer at
720. In some examples, the data transfer may be initiated by transmitting a data
transfer request message from the device of user B to the data processing
computer(s) 108. In at least one example, the data transfer request message may be
transmitted directly from user B’s device to user A’s device. In at least one example,
the data transfer request message may be digitally signed using the private key
associated with user B. The recipient may utilize the public key associated with user
B in order to verify and validate the message. As a non-limiting example, the data
transfer request message may indicate that user B intends to transfer $30 to user A.
In at least one embodiment, the data transfer request message may be analyzed in
order to determine whether the transfer requested (e.g., $30) exceeds the threshold
limit associated with the user B (e.g., $200). If the transfer requested does not
exceed the threshold limit, then the process may proceed. In some cases, if the
transfer requested does exceed the threshold limit associated with user B, then the

transfer request may be automatically declined and the user B may be notified.

[0112] In at least one embodiment, user A may accept the data transfer at
722. In at least on example, information regarding the data transfer request may be
presented to the user A on his device and user A may select whether to accept or
reject the data transfer. In the case that user A accepts the data transfer, a data
transfer response message may be transmitted back to the device of user A or the
data processing computer(s) 108 as appropriate. Upon receive of the data transfer
response message indicating that the data transfer has been approved, the
electronic record may be updated to record the data transfer (e.g., $30 from user B
to user A).
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[0113] In at least one embodiment, at a time before or after the creation of a
channel for user A and user B, a channel may be created for user Band user C. In a
similar manner as described above, the channel for user B and user C may be
created at 724. In one example, user B may set a threshold limit of $800, while user
C may set a threshold limit of $400. Upon completion of channel creation procedures
at 724, an electronic record may be created and associated with both user B and
user C. In some examples, the electronic record may be stored and maintained at
one or both of the devices of user B and user C, while in other examples, the
electronic record may be stored and maintained by the data processing computer(s)
108. The electronic record may maintain associations between the a first token and
user B and a second token and user C. In some examples, the electronic record may
maintain an association between a threshold limit of $800 for user B and a threshold
limit of $400 for user C.

[0114] In at least one embodiment, the user B may initiate a data transfer at
726. In some examples, the data transfer may be initiated by transmitting a data
transfer request message from the device of user B to the data processing
computer(s) 108. In at least one example, the data transfer request message may be
transmitted directly from user B’'s device to user C’s device. In at least one example,
the data transfer request message may be digitally signed using the private key
associated with user B. The recipient may utilize the public key associated with user
B in order to verify and validate the message. As a non-limiting example, the data
transfer request message may indicate that user B intends to transfer $30 to user C.
In at least one embodiment, the data transfer request message may be analyzed in
order to determine whether the transfer requested (e.g., $30) exceeds the threshold
limit associated with the user B (e.g., $800). If the transfer requested does not
exceed the threshold limit, then the process may proceed. In some cases, if the
transfer requested does exceed the threshold limit associated with user B, then the

transfer request may be automatically declined and the user B may be notified.

[0115] In at least one embodiment, user C may accept the data transfer at

728. In at least on example, information regarding the data transfer request may be
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presented to the user C on his device and user C may select whether to accept or
reject the data transfer. In the case that user C accepts the data transfer, a data
transfer response message may be transmitted back to the device of user B or the
data processing computer(s) 108 as appropriate. Upon receive of the data transfer
response message indicating that the data transfer has been approved, the
electronic record may be updated to record the data transfer (e.g., $30 from user B

to user C).

[0116] In a similar manner as described above, user C may initiate a data
transfer to user B for $90 at 730. At 732, user B may indicate that he approves the
transfer. As a result, the electronic record may be updated to record the data transfer

(e.g., from user C to user B).

[0117] In at least one embodiment, the user A may initiate a data transfer at
732. In some examples, the data transfer may be initiated by transmitting a data
transfer request message from the device of user A to the data processing
computer(s) 108. In at least one example, the data transfer request message may be
transmitted directly from user A’s device to user B’s device. In at least one example,
the data transfer request message may be digitally signed using the private key
associated with user A. The recipient may utilize the public key associated with user
B in order to verify and validate the message. As a non-limiting example, the data
transfer request message may indicate that user A intends to transfer $80 to user C.
In other words, the user A may request that user B pay user C on user A’s behalf. In
at least one embodiment, the data transfer request message may be analyzed in
order to determine whether the transfer requested (e.g., $80) exceeds the threshold
limit associated with the user B with respect to the channel between user B and user
C (e.g., $800). If the transfer requested does not exceed the threshold limit, then the
process may proceed. In some cases, if the transfer requested does exceed the
threshold limit associated with user B, then the transfer request may be automatically

declined and the user A may be notified.
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[0118] In at least one embodiment, user B may accept the data transfer at
736. In at least on example, information regarding the data transfer request may be
presented to the user B on his device and user B may select whether to accept or
reject the data transfer. In the case that user B accepts the data transfer, a data
transfer response message may be transmitted back to the device of user A or the
data processing computer(s) 108 as appropriate. Upon receive of the data transfer
response message indicating that the data transfer has been approved, the
electronic record may be updated to record the data transfer (e.g., $80 from user A

to user B).

[0119] In at least one embodiment, as a result of accepting the transfer at 736,
a data transfer may be initiated at 740 between user B and user C. In at least one
example, a (digitally signed) data transfer request message may be transmitted from
user B’s device to user C’s device. The data transfer request message may indicate
that the original transferor was user A. If the user C does not accept the data transfer
request, the user B and/or the data processing computer(s) 108 may be notified. In
some cases, a rejection may result in a data transfer transferring $80 from user B to
user A automatically. This may be accomplished by another data transfer, or the
original data transfer information may be deleted from the electronic record. In either

case, the user A may be notified of the rejection.

[0120] In at least one embodiment, user C may accept the transfer at 742.

Accordingly, either/both the devices of user B and/or user C, or the data processing
computer(s) 108 may record the transfer (e.g., $80 from B to C). In such examples,
user B may effectively act as an intermediary between user A and user B such that

user A is able to transfer data to user C without first creating a channel with user C.

[0121] In at least one embodiment, If user B rejects the data transfer request
made by user A to transfer data to user C, or if the threshold limit of user B has
been/would be exceeded, then at 744 a routing table may be consulted to determine
one or more other paths available to make such a transfer. In at least one example,

each channel participant may broadcast its participation in any channel to other
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channel participants. For example, user B’s device may broadcast to user A that
user B has a channel with user C, user D (not depicted) and user E (not depicted). In
at least one example, data processing computer(s) 108 may transmit such
information to each user device utilizing the many electronic records it maintains for
each channel. A routing table (or other container) may be maintained at the user's
device or at the data processing computer(s) 108. In some examples, such channel
participation information may be ascertained from already created records rather
than from a separate routing table. In any case, another path between user A and
user C may be ascertained at 746. For example, it may be the case that user A has
a channel with user F and user F has a channel with user C. Accordingly, at 748,
user A may be provided an option to seek a transfer to user C through user F in a
similar manner as discussed above. In some cases, it may be determined at 750 that
no other path exists for a transfer between user A and user C. In these cases, the

data transfer may be declined and user A may be notified.

[0122] In at least one embodiment, user A may initiate a close channel
procedure at 754. For example, user's A device may transmit a transfer channel
request message to the user B's device or the data processing computer(s) 108. The
transfer channel request message may be digitally signed. In at least one example,
because user B was the recipient of at least one data transfer (e.g., $50 and $80),
user B may be required to approve the request to close the channel or initiate a
close channel request individually. The close channel request from user B may be
transmitted in either a transfer channel request message or a transfer channel
response message, as appropriate. In at least one example, the transfer channel

request/response message initiated by user B may be digitally signed.

[0123] In at least one embodiment, upon receiving indication that both user's
agree to close the channel (or in some cases receiving indication to close the
channel from the only recipient of any data transfer), a net transfer value may be
calculated, formatted according to a blockchain format, and transmitted to the
blockchain provider computer(s) 104 in order to be recorded in a ledger. The net

transfer value may be an aggregate value of all of the data transfers recorded in the
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electronic record associated with user A and user B. In the example depicted, the net
transfer value would be $100 from user A to user B. In a similar manner, user B and
user C may agree to close their channel. Accordingly, a net transfer value may be
calculated and a single data transfer (e.g., $20 from user B to user C) may be
transmitted to the blockchain provider computer(s) 104 in order to update a ledger.
Accordingly, the ledger maintained by the blockchain provider computer(s) 104 may
indicate, after all of the transactions in FIG. 7 have been conducted, that user A has
$100, user B $1080, and user C $820.

[0124] As a non-limiting example, consider that user A is a casino patron, user
B is a casino owner, and user C is a vendor associated with the casino (e.g., a food
vendor operating within the casino). User A (the patron) and user B (the owner) may
conduct one or more transactions via a transfer channel associated with user A and
user B. For example, a patron, utilizing an application operating on his smartphone,
may request a channel with the casino. The patron may indicating that he wants to
transact with the casino, but he does not want to spend over $200. The request may
be received and approved utilizing a device operated by the casino owner. A channel
may be opened (e.g., an electronic record associated with the patron and the casino
is created by a data processing computer) and the $200 threshold limit may be
associated with the channel and/or the patron (e.g., as an association between $200
and user A that is maintained within the electronic record). The patron may perform
various transactions with the casino. Each of these transactions may be recorded

within the electronic record (e.g., by the data processing computer).

[0125] Continuing on with the example, it may also be the case that the casino
(user B) and the vendor (user C) have a previously-existing channel used to record
transactions between them. For example, the vendor may utilize the channel to
provide funds to the casino for leasing a space within the casino. The patron may
decide that he wishes to purchase a meal from the vendor. In some embodiments,
rather than transacting directly with the vendor, the patron may request to provide
funds to the vendor via the casino. In this manner, the patron may utilize a trusted

relationship (e.g., the channel between the patron and the casino) rather than having
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to directly transact with a party (e.g., the vendor) with which the patron may have
little experience or trust.

The patron may decide at some point that he is finished making purchases and may
utilize the application to request that the channel be closed. A transfer amount (e.qg.,
a net purchase amount) may be determined from the purchase transactions
recorded in the electronic record and a single transaction may be provided to a

blockchain provider to be recorded in a ledger maintained by a block chain provider.

[0126] As another non-limiting example, user A may be an online role-playing
gamer and user B may be a role-playing game provider. The gamer may request
(e.g., via an application operating on his computer) a transfer channel with the game
provider. The gamer may indicate a threshold limit that he does not want to exceed
with respect to transactions performed between the gamer and the game provider. In
at least some examples, upon establishing an electronic record associated with the
gamer and/or the game provider in the manner described above, the gamer may
proceed with making in-game purchases that will be recorded as a transaction within
the electronic record. The gamer may decide at some point that he is finished
making purchases and may utilize the application to request that the channel be
closed. A transfer amount (e.g., net purchase amount) may be determined from the
purchase transactions recorded in the electronic record and a single transaction may
be provided to a blockchain provider to be recorded in a ledger maintained by the

block chain provider.

[0127] It should be appreciated that the systems and methods described
herein may be used in any number of contexts or environments including video

gaming, eCommerce,

TECHNICAL BENEFITS

[0128] Embodiments of the present invention reduce the computational
burden of blockchain providers by delegating transaction aggregation to other

entities (e.g., data processing computers and/or user devices). Embodiments of the
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invention ensure that data transfers occurring between parties conform to threshold
limits recorded at the blockchain but do not require that every data transfer is
reported to the blockchain. By utilizing the techniques described herein,
confidentiality of sensitive data is maintained and the integrity of a message may be
verified. Accordingly, the computational burden of a blockchain provider may be
reduced since it is only required to process a single data transfer (e.g., recording a

net transfer value) for each channel that can contain any number of data transfers.

[0129] As described, the inventive service may involve implementing one or
more functions, processes, operations or method steps. In some embodiments, the
functions, processes, operations or method steps may be implemented as a result of
the execution of a set of instructions or software code by a suitably-programmed
computing device, microprocessor, data processor, or the like. The set of instructions
or software code may be stored in a memory or other form of data storage element
which is accessed by the computing device, microprocessor, etc. In other
embodiments, the functions, processes, operations or method steps may be

implemented by firmware or a dedicated processor, integrated circuit, etc.

[0130] Any of the software components or functions described in this
application may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented techniques. The software code
may be stored as a series of instructions, or commands on a computer-readable
medium, such as a random access memory (RAM), a read-only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such computer-readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.

[0131] While certain exemplary embodiments have been described in detail
and shown in the accompanying drawings, it is to be understood that such
embodiments are merely illustrative of and not intended to be restrictive of the broad

invention, and that this invention is not to be limited to the specific arrangements and
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constructions shown and described, since various other modifications may occur to

those with ordinary skill in the art.

[0132] As used herein, the use of "a", "an" or "the" is intended to mean "at

least one", unless specifically indicated to the contrary.

ADDITIONAL EMBODIMENTS

[0133] Another embodiment of the invention is directed to a method performed
by a user device. The method comprises facilitating, by a first user device, an
exchange of a plurality of data transfer messages between a first application of a first
user device and a second application of a second user device. In at least one
embodiment, each of the plurality of data transfer messages are digitally signed. The
method further comprises maintaining, by the first user device, an electronic record
associated with a first user of the first electronic device and a second user of the
second electronic device according to the exchange. The method further comprises
determining, by first user device, a net transfer value for the electronic record. The
method further comprises transmitting, by the first user device, data comprising the
net transfer value to a block chain provider. In at least one embodiment, receipt of
the data by the blockchain provider may cause the blockchain provider to update a

ledger with the net transfer value.
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WHAT IS CLAIMED IS:

1. A computer-implemented method, comprising
facilitating, by a data processing computer, an exchange

of a plurality of data transfer messages between a first application of a first
electronic device and a second application of a second electronic device,
each of the plurality of data transfer messages being digitally signed;

maintaining, by the data processing computer, an electronic
record associated with a first user of the first electronic device and a second
user of the second electronic device according to the exchange;

determining, by data processing computer, a transfer value for
the electronic record; and

transmitting, by data processing computer, data comprising the
transfer value to a block chain provider, wherein receipt of the data by the
blockchain provider causes the blockchain provider to update a ledger with
the transfer value.

2. The computer-implemented method of claim 1, further
comprising:

receiving, by the data processing computer, an open channel
request message from the first application;

transmitting, by the data processing computer, the open channel
request message to the second application; and

receiving, by the data processing computer from the second
application, an open channel response message, wherein receipt of the open
channel response message causes the data processing computer to establish
the electronic record associated with the first electronic device and the second
electronic device.

3. The computer-implemented method of claim 1, further
comprising:

generating, by the data processing computer, a first asymmetric

key pair in response to receiving the open channel request message from the
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first application, the first asymmetric key pair enabling the first application to
digitally sign messages originating from the first application;

transmitting, by the data processing computer, the first
asymmetric key pair to the first application;

generating, by the data processing computer, a second
asymmetric key pair in response to receiving the open channel response
message from the second application, the second asymmetric key pair
enabling the second application to digitally sign messages originating from the
second application; and

transmitting, by the data processing computer, the second
asymmetric key pair to the second application.

4. The computer-implemented method of claim 1, further
comprising:

receiving, by the data processing computer, a close channel
request message, the close channel request message being initiated by at
least one of the first application or the second application, wherein the net
transfer value is determined in response to receiving the close channel
request message.

5. The computer-implemented method of claim 1, wherein
the net transfer value quantifies an aggregate of a respective data field of the
plurality of data transfer messages.

6. The computer-implemented method of claim 1, wherein
facilitating the exchange of the plurality of data transfer messages between
the first application and the second application occurs independently from the
block chain provider.

7. The computer-implemented method of claim 1, wherein
the data transmitted to the block chain provider comprises a hash of the
transfer value.

8. The computer-implemented method of claim 1, further

comprising:
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receiving, by the data processing computer, a threshold limit
associated with the first electronic device and the electronic record;

transmitting, by the data processing computer, a token request
message to the block chain provider based at least in part on the threshold
limit;

receiving, by the data processing computer, a token response
message from the block chain provider, the token response message
comprising a token associated with the threshold limit; and

enforcing, by the data processing computer, the threshold limit
with respect to the plurality of data transfer messages and the first electronic
device.

9. The computer-implemented method of claim 1, wherein
the data processing computer is distinct from the blockchain provider.

10.  The computer-implemented method of claim 1, further
comprising:

providing, by the data processing computer to the first electronic
device, information identifying a set of related devices associated with the
second electronic device, wherein providing the information to the first
electronic device enables the first electronic device to conduct a data transfer
with a third electronic device, the set of related devices comprising the third

electronic device.

11. A data processing computer comprising:
a processor; and
a computer readable medium, the computer readable medium
comprising code, executable by the processor, for implementing a method
comprising:
facilitating an exchange of a plurality of data transfer
messages between a first application of a first electronic device and a
second application of a second electronic device, each of the plurality

of data transfer messages being digitally signed;
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maintaining an electronic record associated with a first
user of the first electronic device and a second user of the second
electronic device according to the exchange;

determining a net transfer value for the electronic record;
and

transmitting data comprising the net transfer value to a
block chain provider, wherein receipt of the data by the block chain
provider causes the block chain provider to update a ledger with the
net transfer value.

12.  The data processing computer of claim 11, wherein the
method further comprises:

receiving an open channel request message from the first
application;

transmitting the open channel request message to the second
application; and

receiving, from the second application, an open channel
response message, wherein receipt of the open channel response message
causes the data processing computer to establish the electronic record

associated with the first electronic device and the second electronic device.

13.  The data processing computer of claim 11, wherein the
method further comprises:

generating a first asymmetric key pair in response to receiving
the open channel request message from the first application, the first
asymmetric key pair enabling the first application to digitally sign messages
originating from the first application;

transmitting the first asymmetric key pair to the first application;

generating a second asymmetric key pair in response to
receiving the open channel response message from the second application,
the second asymmetric key pair enabling the second application to digitally

sign messages originating from the second application; and
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transmitting the second asymmetric key pair to the second

application.

14.  The data processing computer of claim 11, wherein the
method further comprises:

receiving a close channel request message, the close channel
request message being initiated by at least one of the first application or the
second application, wherein the net transfer value is determined in response
to receiving the close channel request message.

15.  The data processing computer of claim 11, wherein the
net transfer value quantifies an aggregate of a respective data field of the

plurality of transfer messages.

16. The data processing computer of claim 11, wherein
facilitating the exchange of the plurality of transfer messages between the first
application and the second application occurs independently from the block

chain provider.

17.  The data processing computer of claim 11, wherein the
method further comprises:

receiving a threshold limit associated with the first electronic
device and the record;

transmitting a token request message to the block chain
provider based at least in part on the threshold limit;

receiving a token response message from the block chain
provider, the token response message comprising a token that represents a
digital asset associated with the threshold limit; and

enforcing the threshold limit with respect to the plurality of

transfer messages and the first electronic device.

18.  The data processing computer of claim 11, wherein the

data processing computer is the first electronic device.
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19. The data processing computer of claim 11, wherein the
method further comprises providing, by the data processing computer to the
first electronic device, information identifying a set of related devices
associated with the second electronic device, wherein providing the
information to the first electronic device enables the first electronic device to
conduct a data transfer with a third electronic device, the set of related

devices comprising the third electronic device.

20. A computer-implemented method, comprising:

maintaining, by a computing device, a first record and a second
record, the first record being associated with a first trust relationship between
a first electronic device and a second electronic device, the second record
being associated with a second trust relationship between the second
electronic device and a third electronic device;

receiving, by the computing device from a first application of the
first electronic device, a request to conduct a data transfer associated with the
first electronic device and the third electronic device;

transmitting, by the computing device on behalf of the first
electronic device, a first data transfer message to a second application of the
second electronic device;

transmitting, by the computing device on behalf of the second
electronic device, a second data transfer message to a third application of the
third electronic device;

updating, by the computing device, a first record associated with
the first electronic device and the second electronic device according to the
first data transfer message;

updating, by the computing device, a second record associated
with the second electronic device and the third electronic device according to
the second data transfer message;

determining, by the computing device, net transfer values for the

first record and the second record; and
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transmitting, by the computing device, data comprising the net
transfer values to a block chain provider, wherein receipt of the data by the
block chain provider causes the block chain provider to update a ledger with

the net transfer values of the first record and the second record.
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