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METHOD AND APPARATUS FOR 
CONTROLLING ACCESS TO STORAGE 

MEDIA 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This is a continuation application of U.S. patent 
application Ser. No. 1 1/238,580, filed Sep. 29, 2005, U.S. 
patent application Ser. No. 11/005,257, filed Dec. 6, 2004, 
which is a continuation-in-part of U.S. patent application Ser. 
No. 10/645,078, filed Aug. 21, 2003, which is a continuation 
of U.S. patent application Ser. No. 09/631,585, filed Aug. 3, 
2000, the contents of which are incorporated herein by refer 
ence in their entirety. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to controlling access to 
storage media, Such as data recorded on optical media. 
0004 2. Description of the Related Art 
0005 Optically readable storage media, such as music and 
software CD's and video DVD's, provide inexpensive ways to 
share and disseminate digital information, making Such 
media the media of choice among both producers and con 
Sumers. This is clearly evident as CDs have nearly replaced 
cassette tapes and floppy disks in the music and Software 
industries and DVDs have made significant inroads in replac 
ing video cassette tapes in the home video industry. Because 
of the high demand for such optical media and because of the 
ease and low cost of reproduction, counterfeiting has become 
prevalent. 
0006 A variety of copy protection techniques and devices 
have been developed to limit the unauthorized copying of 
optical media. Among these techniques are analog Color 
stripe Protection System (CPS), CGMS, Content Scrambling 
System (CSS) and Digital Copy Protection System (DCPS). 
Analog CPS (also known as Macrovision) provides a method 
for protecting videotapes as well as DVDs. The implementa 
tion of Analog CPS, however, may require the installation of 
circuitry in every player used to read the media. Typically, 
when a disk or tape is “Macrovision Protected, the electronic 
circuit sends a colorburst signal to the composite video and 
S-Video outputs of the player resulting in imperfect copies. 
The use of Macrovision may also adversely affect normal 
playback quality. 
0007. With CGMS, the media may contain information 
dictating whether or not the contents of the media can be 
copied. The device that is being used to copy the media must 
be equipped to recognize the CGMS signal and also must 
respect the signal in order to prevent copying. The Content 
Scrambling System (CSS) may provide an encryption tech 
nique that is designed to prevent direct, bit-to-bit copying. 
Each disk player that incorporates CSS is provided with one 
of four hundred keys that allow the player to read the data on 
the media, but prevents the copying of the keys needed to 
decrypt the data. However, the CSS algorithm has been bro 
ken and has been disseminated over the Internet, allowing 
unscrupulous copyists to produce copies of encrypted disks. 
0008. The Digital Copy Protection System (DCPS) pro 
vides a method whereby devices that are capable of copying 
digital media may only copy disks that are marked as copy 
able. Thus, the disk itself may be designated as uncopyable. 
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However, for the system to be useful, the copying device must 
include the Software that respects the “no copy designation. 
0009. Each of these copy protection techniques, and oth 
ers that may be available, may make it more difficult to copy 
material from optical media, and may deter the casual copyist. 
However, these techniques may be easily circumvented by the 
unscrupulous copyist who is intent on making digital copies 
of a disk. 
0010. In addition to directly copying content from optical 
media, producers and distributors of digital content are also 
adversely affected by unauthorized distribution of content 
over communications systems, such as the Internet. Known 
copy protection systems may not be capable of protecting a 
digital data file from being duplicated if it is intercepted by a 
copyist during transmission over these communication sys 
temS. 

SUMMARY OF THE INVENTION 

0011 Embodiments of the invention enable control of 
access to storage media, such as optical disks. A material may 
be provided on the media that is alterable between at least two 
states, wherein at least one of the states affects whether or 
how data is read from the media. The material may represent 
information, such as a conventional barcode represents infor 
mation on a package, or an encryption decryption key, or the 
presence of the material alone may allow access to the media. 
The material may prevent reading data from a medium, or 
alter a result of reading data from a medium, e.g., while the 
material is in one state a data bit “1” may be read, but while the 
material is in another state a data bit of “0” may be read. The 
material may be permanent to allow authorized access to the 
medium for its normal expected lifetime, or temporary Such 
that the material prevents access to the medium when it is no 
longer detectable after a certain amount of time or a number 
of reads of the medium. 
0012 Aspects of the invention may also provide for secure 
downloads of data as well as provide for “uncopyable copies' 
of data that has been legitimately downloaded from a source. 
Aspects of the invention may be used to limit the number of 
times software may be installed or the location of the instal 
lation of software. The material may be used to provide 
dynamic watermarking of data, or used to uniquely identify a 
specific storage medium. 
0013. In another aspect of the invention; an optical media 
may include a light sensitive material that is positioned in or 
on the medium so that it provides a code that may be required 
to install software from the medium onto a computer. For 
example, the code provided by the pattern of light sensitive 
material on the medium may be required to match a code that 
is input by the user of the medium in order for the software 
contained on the medium to be properly installed. 
0014. In another aspect of the invention, a particular 
medium, for example a CD or a DVD, may be provided with 
an invisible authentication mark or code in the form of a 
pattern of light sensitive material. The pattern of light sensi 
tive material that has been placed in or on the medium may be 
verified by an optical reader prior to allowing the medium to 
be used for either reading or recording digital data. The 
medium may include, for example, a phosphorescent dye 
placed in or on the Surface of the medium, and the material 
may not respond instantaneously to excitation by light of a 
particular wavelength. However, the material may provide a 
delayed, persistent response that can be detected upon a later 
reading. 
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0015. In another aspect of the invention, an optical 
medium, for example a CD or a DVD, is provided with a data 
track that is recorded onto the medium using a temporary light 
sensitive material. The temporary light sensitive material may 
allow for a limited number ofuses of the data contained in the 
medium prior to its fading and providing inadequate data to 
allow the medium to function as originally intended. 
0016. In another aspect of the present invention, software 
may be distributed on a medium that includes a light sensitive 
material that provides a code allowing the user of the medium 
to access a portion of the data contained on the medium. For 
example, the medium may include a version of software that 
can be freely used and copied to other recording devices. 
However, to access an advanced program recorded on the 
medium, a code represented by the pattern of light sensitive 
material contained in or on the medium must first be detected 
on the medium itself. 
0017. In another aspect of the invention, an optical 
medium containing a pattern of light sensitive material may 
be placed in a reader attached to a computer where the pattern 
of light sensitive material may be detected. A data file, for 
example a movie or audio file, may then be downloaded from 
a network to the computer in a form that is unplayable in the 
absence of the code provided by the light sensitive material on 
the medium. This may allow for the download of digital files 
Such as movies, over the Internet, that result in playable 
copies only when recorded onto media that contain the proper 
sequence of light sensitive material in or on the medium. The 
system may, for example, prevent the downloading of a digi 
tal data file without a properly encoded disk, or in another 
embodiment, may result in an unplayable copy if not down 
loaded onto an appropriate disk. 
0018. In one embodiment, optical media may include a 
light sensitive material in addition to any recording layer, 
Such as a data track. The recording layer may be used to 
record data that may be read from the media to perform a 
function for which the media is distributed. For example, the 
media may include a software program recorded on a data 
track to be used with a personal computer. The light sensitive 
material may be placed in one or more loci on the media and 
may or may not represent data that is read from the media 
when the software is installed. 

0019. In another embodiment, the light sensitive material 
may be used to complete an incomplete data set. For example, 
a data file may be recorded on a medium So that it includes less 
than what is necessary to make the data file operable. Enough 
data may be missing so that error correction techniques may 
be ineffective. However, the missing data may be provided in 
the form of for example, a light sensitive material Strategi 
cally placed on the medium or on a companion medium. Both 
data sets may then be combined to result in an operable disk. 
The entire process may be transparent to the user. Instructions 
for reading the missing data may be provided, for example, in 
Software contained on the medium, in firmware, in hardware 
or in instructions provided by the user. Thus, any copy of the 
medium may be inoperable absent either the strategically 
placed light sensitive material or the instructions on how to 
access the light sensitive material. 
0020. In another embodiment, access, copying and unau 
thorized installation of digital data may be prevented by plac 
ing light sensitive material in the light path of the reader so 
that the light sensitive compound interferes with the reading 
of the underlying data. For example, instructions provided to 
authorized users of a software program may instruct an instal 
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lation program to read a specific track and then to wait a 
specified time to access an adjacent track. Absent these 
instructions, a light sensitive material will have been activated 
upon reading the first track and will interfere with the reading 
of adjacent, or nearby, tracks, for a period of time equal to the 
time of persistence of the light sensitive material. Thus, 
authentic reading or installation instructions will provide a 
map for avoiding these traps. Areas of light sensitive material 
may be large enough to defeat Sophisticated error-correction 
programs, such as EFM and parity bit correction techniques 
known to those of skill in the art. 

0021. The light sensitive material may be placed at a posi 
tion or a number of positions on the optical medium in order 
to provide, for example, identification, Verification, an access 
code or additional data. In one embodiment, the light emis 
sive compound may be deposited in or on the optical medium 
in order to identify the medium or supply information about 
it, much like a bar code may be used to identify a product or 
package. For example, the medium may be theoretically 
divided into a number of sectors, for instance, 20 pie shaped 
pieces of equal size around a circular optical recording 
medium such as a CD-ROM or DVD. Depending on where 
light sensitive material is placed in each of these sectors, 
digital data may be represented by either the absence or 
presence of light sensitive material at different locations in 
each sector. Sampling instructions may be Supplied through a 
number of channels. For example, instructions may be Sup 
plied on the medium itself, by the optical reader or by the user 
of the device. The sampling instructions may direct the reader 
to sample various locations within each sector looking for the 
presence or absence of light sensitive material. In addition, 
the reader may be instructed to sample at a specific time delay 
or to look for a shift in wavelength from that provided by the 
light source. Thus, each sector may provide information that 
may not be detected unless specifics such as position, wave 
length, time of delay and persistence of the light sensitive 
material are known. A number of different materials having 
different characteristics may be used on a single medium to 
provide a more Sophisticated coding technique. 
0022 Light sensitive material may be placed on a medium 
inapattern that provides a code to unlock access to data stored 
on the medium, or elsewhere. Such as from an attached data 
storage device. Thus, the coded optical medium may be used 
as an uncopyable key to provide access to data, files and 
information. The light sensitive material may be placed on the 
medium so that, upon reading, a unique data string is pro 
duced that allows the data files to be opened. The data string 
may be a function of for example, emission, absorption, 
wavelength shift, time delay, persistence or intensity of the 
light sensitive material. Thus, a wide variety of variables may 
be used with a single medium to provide a Sophisticated code. 
For example, an unscrupulous copyist may try to decode a 
medium by determining where on the medium delayed emis 
sion compounds have been placed. However, other variables 
Such as absorbing compounds, compounds exhibiting differ 
ent persistence, and compounds emitting at different intensi 
ties may be used to further thwart the copyist. Alternatively, 
the code may be simple, such as the placement of a single spot 
of light sensitive material on the medium. 
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0023 These and other aspects of the invention will be 
apparent from the following description. 

BRIEF DESCRIPTIONS OF DRAWINGS 

0024. The invention is described, by way of example, with 
reference to the accompanying drawings, in which: 
0025 FIG. 1 is a schematic block diagram of a system that 
may be used with the present invention; 
0026 FIG. 2 shows an optical medium having light sensi 

tive material positioned in or on the medium; and 
0027 FIG.3 shows a portion of an optical medium having 
a spot of light sensitive material associated with four data 
tracks. 

DETAILED DESCRIPTION OF THE INVENTION 

0028. The present invention relates to controlling access to 
a storage medium, Such as an optical disk. Aspects of the 
invention provide for copy protection as well as identification 
and use. Such as writing data, of a storage medium, and/or 
encryption, distribution protection, or other use of data asso 
ciated with a storage medium. For example, one aspect of the 
invention provides a method and apparatus for preventing the 
unauthorized reproduction of data recorded on an optical 
medium as well as limiting the distribution of data that may be 
distributed over a communications system, Such as the Inter 
net. Aspects of the invention may be practiced without alter 
ations to readers and writers that are currently used with 
optical media such as CD-ROMs, Audio CDs, MO disks, and 
DVDs. 
0029. As one example, a CD may include a light sensitive 
material that is positioned in one or more positions on the CD. 
The light sensitive material may be alterable between two 
states, such as transparent and light emitting, to affect reading 
of data from the CD. The light sensitive material may be 
caused to change from a first state to a second state by being 
illuminated, such as by laser light from a CD reader, and then 
change from the second state to the first state without being 
illuminated. The light sensitive material may have some delay 
time between being illuminated and actually changing from 
the first to second state, e.g., changing from transparent to 
light emitting, so that data may be read from the CD before the 
light sensitive material changes to the second state. Thus, the 
delay time of the light sensitive material may be made longer 
than the read time (including oversampling) for a portion of 
the CD. Once the light sensitive material has changed to the 
second state, the material may remain in the second state, or 
have some persistence, for Some time period, e.g., may 
remain light emitting for 1 ms or more. While the material is 
in the second state, the material may affect whether and how 
the CD is read, e.g., the material in the light emitting state may 
cause the reader to output a string of “O's rather than output 
actual data positioned on the CD below the material, or may 
cause the reader to be unable to read the CD. 
0030 The light sensitive material may be used to verify 
that the CD is authentic, e.g., was obtained from a particular 
Source and/or includes data authorized for particular use. For 
example, detection of the light sensitive material adjusting 
from a first transparent state to a second light emitting state 
after being exposed to light, such as laser light from a CD 
reader, may be used to perform an authentication test on the 
CD. The authentication test may include initially scanning the 
CD for light emitting regions (which are not found initially 
since the light sensitive material had not been exposed to light 
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cause a change in state) followed by a Subsequent scan for 
light emitting regions (which results in locating at least one 
light emitting region of light sensitive material that changed 
state in response to being exposed to light in the initial scan). 
Identifying a region of the CD that did not exhibit light 
emitting portion during an initial scan followed by identifi 
cation of a light emitting portion in the region during a Sub 
sequent scan may be used to determine that the CD is authen 
tic. 
0031. The above is only one illustrative example of one 
aspect of the invention, and other aspects of the invention are 
described below. For example, the light sensitive material 
may be alterable between states other than transparent and 
light emitting, such as invisible and visible, light transmissive 
and light absorbing, light emitting and non-emitting, and so 
on. The light sensitive material may be positioned on an 
optical medium to provide information, Such as a code (like a 
barcode), actual readable data, and so on, or prevent sequen 
tial access to data on the medium, rather than only being 
detectable within specific regions. Thus, the light sensitive 
material may be used as part of a data encryption, watermark 
ing or other protection scheme, in addition to providing an 
authentication feature. 
0032) "Optical Recording Medium” refers to a medium 
capable of recording digital data that may be read by an 
optical reader. 
0033 “Light sensitive Material” refers to a material that is 
alterable between at least two states when irradiated with 
light. 
0034 “Authentication Material refers to a material used 
to authenticate, identify or protect an optical medium. The 
data recorded on an optical medium, for example, software, 
Video or audio files, are not authentication material. 
0035 “Temporary Material” refers to material that is 
detectable for a limited amount of time or a limited number of 
readings. 
0036) “Re-read” refers to reading a portion of the data 
recorded on a medium after it has been initially read. 
0037 “Fluorescent Compound” refers to a compound that 
radiates light in response to excitation by electromagnetic 
radiation. 
0038 “Phosphorescent Compound” refers to a compound 
that emits light in response to excitation by electromagnetic 
radiation wherein the emission is persistent over a length of 
time. 
0039) “Recording Layer” refers to a section of an optical 
medium where data is recorded for reading, playing or 
uploading to a computer. Such data may include Software 
programs, software data, audio files and video files. 
0040 “Recording Dye' refers to a chemical compound 
that may be used with an optical recording medium to record 
digital data on the recording layer. 
0041. “Security Dye' refers to a compound that may pro 
vide or alter a signal to protect the data on a storage medium. 
0042 “Non-Destructive Security Dye' refers to a security 
dye that does not render media permanently unreadable. 
0043 “Reader” refers to any device capable of detecting 
data that has been recorded on an optical medium. Examples 
are CD and DVD readers. 
0044) “Communication System” refers to any system or 
network for transferring digital data from a source to a target. 
0045 FIG. 1 is a schematic block diagram of a system 100 
that may be used with various aspects of the invention. In this 
illustrative embodiment, the system 100 includes a data pro 
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cessing apparatus 1, which may be a general purpose com 
puter, or network of general purpose computers, and other 
associated devices, including communications devices, 
modems, and/or other circuitry or components necessary to 
perform the desired input/output or other functions. The data 
processing apparatus 1 can also be implemented, at least in 
part, as a single special purpose integrated circuit (e.g., ASIC) 
oran array of ASICs, each having a main or central processor 
section for overall, system-level control, and separate sec 
tions dedicated to performing various different specific com 
putations, functions and other processes under the control of 
the central processor section. The data processing apparatus 1 
can also be implemented using a plurality of separate dedi 
cated programmable integrated or other electronic circuits or 
devices, e.g., hard wired electronic or logic circuits, such as 
discrete element circuits or programmable logic devices, and 
can also include any other components or devices, such as 
user input/output devices, a keyboard, a user pointing device, 
touch screen, etc. 
0046. The data processing apparatus 1 may communicate 
with a media reader 2, which may be a conventional CD, DVD 
or other optical media reader. Optical media, which may 
include one or more aspects of the invention may be read by 
the media reader 2, and information regarding the reading 
provided to the data processing apparatus 1. The data pro 
cessing apparatus 1 may also communicate with a display 3 
that provides a representation of the data read by and provided 
from the media reader 2. The display 3 may be a computer 
monitor, a CRT or LCD display, one or more audio speakers, 
a printer, or any other device or combination of suitable 
devices. As one example, the data processing apparatus 1, the 
media reader 2 and the display 3 may all be incorporated into 
a single DVD player, such that a user can have a DVD read 
and played back using the display 3. 
0047 The data processing apparatus 1 may also commu 
nicate with a data provider 5 or any other device through a 
communication system 4, Such as the Internet, a wired or 
wireless telecommunications network, an infrared communi 
cation system, and the like. The data provider 5 may include 
a general purpose computer, or network of computers, or 
other devices capable of communicating with the data pro 
cessing apparatus 1. 
0048 FIG. 2 shows a schematic diagram of an optical 
medium 20 in an illustrative embodiment of the invention. In 
this embodiment, the medium 20 includes a light sensitive 
material 21 that is positioned on the medium 20 in three 
different locations or spots. Although in this embodiment the 
material 21 is positioned in three different locations, the light 
sensitive material 21 may be placed on or in the medium 20 in 
any number of ways. In one embodiment, the entire medium 
20 or one surface of the medium 20 may be coated with light 
sensitive material 21. In other embodiments, the material 21 
is positioned at a number of discrete predetermined locations 
or in a random fashion. The light sensitive material 21 may be 
positioned so that it is located win precisely defined bound 
aries, or so that it is merely located roughly within a specified 
area The shape and size of the areas of the medium 20 includ 
ing light sensitive material 21 may not be important, as any 
underlying data may not be affected by the light sensitive 
material 21. 

0049. The light sensitive material 21 may be placed so that 
it lies in an optical read path of the media reader 2 so that the 
light sensitive material 21 is irradiated by light when the data 
is read. Alternately, the light sensitive material 21 may be 
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placed in an area of the medium 20 that is not designed to hold 
recorded data or that includes dummy data that may not be 
required for use of other data on the medium 20. It should be 
understood, however, that the medium 20 need not include 
any data, but instead may be a “blank” medium 20 that can be 
written with desired data. 

0050. The light sensitive material 21 may be placed at any 
depth within the medium 20 between and including the sur 
face of the medium 20 and an underlying data layer. For 
example, the light sensitive material 21 may be placed on the 
surface of the medium 20 through which light passes to read 
the underlying data In another embodiment, the light sensi 
tive material 21 is placed close to the recording layer of the 
medium 20 so that the focal distance to the light sensitive 
material 21 is similar to that of the recording layer. In another 
embodiment, the light sensitive material 21 is placed on the 
surface of the medium 20 and is then coated with a protective 
layer. 
0051. In addition to the size and shape of the placement, 
other factors may determine how a light sensitive material 21 
may be illuminated to an extent great enough to change state. 
For example, the depth of the placement of the light sensitive 
material 21 within the medium 20 may be a factor in deter 
mining when a light Source will be properly positioned to 
illuminate the material 21 to an extent necessary to provide a 
detectable response, i.e., change in State. For example, if 
polycarbonate is used as a Substrate material of the medium 
20, the polycarbonate Substrate may act as a lens to focus a 
light beam so that the beam becomes more focused at loca 
tions closer to the underlying data track than near the Surface 
of the polycarbonate opposite the data track. Therefore, an 
equally sized and shaped placement of light sensitive material 
21 near the surface of the medium 20 may be illuminated 
during reading of a broader range of underlying addressable 
data points than would be if the light sensitive material 21 
were positioned in the substrate closer to the data track or the 
focal point of the light source. This may occur because the 
light beam is broader and less focused, covering more area, 
when it strikes the surface of the medium opposite the data 
layer, rather than when it is focused near the data layer. This 
may also result in a lower beam intensity at the surface of the 
medium than at the data layer and, accordingly, light sensitive 
material 21 placed close to the surface of the medium may be 
made denser or more sensitive in order to provide an adequate 
response. 

0.052 The light sensitive material 21 may be positioned in 
or on the medium 20 by any number of methods including 
direct application, spin coating, molding the light sensitive 
material 21 into a substrate of the medium 20, and dispersing 
the light sensitive material 21 in a second material that is 
compatible with the medium 20 substrate. For example, the 
light sensitive material 21 may be dispersed in a prepolymer 
of polycarbonate, PVC or vinyl acetate and then fixed in a 
suitable pattern on the medium 20. The chosen light sensitive 
material 21 may exhibit long term stability under typical 
optical media storage conditions and may be light fast and 
non-reactive. In addition, materials 21 may be chosen based 
on compatibility with the polymer or other material that is 
used to produce a substrate for the medium 20. The light 
sensitive material 21 may be included with the medium 20 
before, during or after data has been written or otherwise 
provided on the medium 20. 
0053. The light sensitive material 21 may be any material 
that is affected by light, for example by becoming reflecting, 
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absorbing or emitting when illuminated by a light Source. The 
light Source may be a data reading light, such as a media 
reader 2 laser or other light source. The light sensitive mate 
rial 21 may change between two or more states. For example, 
the material 21 may be alterable between emissive and non 
emissive states, absorbent and non-absorbent states, or reflec 
tive and non-reflective states. The material 21 may alter states 
when excited by a light source, such as a laser, and later 
change States again with or without any further illumination. 
Thus, the light sensitive material 21 may change from a first 
state to a second state after illumination, and later change 
from the second state to the first state without being illumi 
nated again. 
0054 The light sensitive material 21 may also have a delay 
in its change from one state to another after being illuminated. 
For example, the material 21 may be non-emissive for a delay 
period after excitation by a light source and then may become 
light emissive after the delay. For example, the material 21 
may be light absorbent upon illumination, and after a delay 
period become light emissive. In another embodiment, the 
light sensitive material 21 may emit light at one wavelength in 
a first state and then, after additional excitation, emit light of 
a different wavelength in a second state. 
0055. The light sensitive material 21 may have persis 
tence, e.g., a time period during which the light sensitive 
material 21 remains in an altered State (e.g., light emitting) 
before changing to another state (e.g., transparent) absent 
sufficient illumination or other excitation while in the altered 
state. The persistence may vary widely, e.g., from 1 nanosec 
ond to 1 minute or more. For example, a light sensitive mate 
rial 21 may switch from a first state to a second state after 
being illuminated by an appropriate light, and remain in the 
second state for its persistence time, e.g., 1.6 ms, before 
changing back to the first state (absent Sufficient illumination 
or other excitation while in the second state). 
0056. The medium 20 may include data for digital files, 
Such as data sets, computer programs, Sound, images and 
video. The light sensitive materials 21 may be applied to the 
medium So that the presence of the materials 21 may or may 
not be detected during an initial reading or in a single read 
operation using conventional oversampling. If the materials 
21 are chosen so that their presence cannot be detected during 
a single read using oversampling, e.g., the delay time is 
greater than the total read time including oversampling, the 
reader 2 may be directed to reread the same area of the 
medium 20 a short time after an initial read, and the light 
sensitive material 21 may have changed States. 
0057 Although light of a different wavelength and inten 
sity than that used in conventional optical media readers 2 
may be employed to illuminate the light sensitive material 21, 
it may be advantageous to used light sensitive compounds that 
respond to light sources that are used in conventional readers. 
In addition, it may be preferable that the light sensitive com 
pounds are detectable by conventional readers 2. However, 
the light sensitive material 21 may be replaced with other 
materials that change state when exposed to a signal other 
than light, such as an electric or magnetic field, a rise in local 
temperature, etc. One example may be a material that changes 
state in response to a rise in local temperature, e.g., caused by 
the reading light of an media reader 2 or other heat source, 
such that the state change can be detected by the reader 2 light. 
0058 Having described some of the ways in which a light 
sensitive material 21 may be provided in association with an 
optical medium 20, examples regarding how the light sensi 
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tive material 21 may be used in a few illustrative embodi 
ments are described. It should be understood that various 
aspects of the invention described above and/or in the follow 
ing Examples may be used singly or combined together in 
various ways in a single device or application. 

EXAMPLE 1. 

0059. In one illustrative embodiment, the presence of light 
sensitive materials 21 on a medium 20 is used to determine 
that the medium 20 is an authorized medium 20 and/or con 
tains data authorized for a particular use. In this embodiment, 
the light sensitive material 21 on the medium 20 is used by an 
installation program to prevent unauthorized installation of 
software recorded on the medium 20 on a computer, but the 
same or similar technique may be used to prevent unautho 
rized use of the medium 20, unauthorized use, such as reading 
or writing, of data on the medium 20, and so on. In this 
example, the installation program along with data represent 
ing the software code are recorded on the medium 20, but the 
installation program may be provided in other ways, such as 
stored in a memory of a media reader 2, on another medium 
20, etc. 
0060. When an attempt is made to install the software on 
the medium 20 shown in FIG. 2, the installation program is 
read from the medium 20, e.g., by the media reader 2, and 
implemented by the data processing apparatus 1. The instal 
lation program includes instructions to Verify that the Soft 
ware to be installed is contained within an authorized medium 
20. Part of the authentication procedure may involve reading 
portions of the medium 20 in a defined sequence and/or at a 
defined timing. The read sequence and timing may be stored 
as part of the installation program or may be determined 
randomly, e.g., by the program using a random numbergen 
erator. For example, the installation program may direct the 
media reader 2 to read portions of the medium 20 within 
sectors 20a-20fin order during a first read. Depending upon 
the nature of the light sensitive material 21, the reader 2 may 
not detect the presence of the light sensitive material 21 
during the first read, and output a signal representing the read 
result. The reader 2 may not detect the light sensitive material 
21 if, for example, the delay time of the material 21 is longer 
than the read time for each sector 20a-20f. As discussed 
above, the light sensitive material 21 may be positioned on the 
medium 20 in association with actual target or useable data, 
Such as portions of the Software program, or in association 
with dummy data. Thus, the reader 2 may output a signal 
representing dummy data read from each of the sectors 20a 
20fafter the first read. For simplicity and as one example, the 
reader 2 may output a signal "000000, where each “0” rep 
resents the dummy data read from each of the six sectors 
20a-20f during the first read. 
0061 Next, the installation program may instruct the 
media reader 2 to again read the sectors 20a-20f in that order 
during a second read. Each sector 20a-20f is to be read at a 
timing such that the second read of the sector 20a-20foccurs 
after a delay time (if any) and within a persistence time for the 
light sensitive material 21. That way, assuming the first read 
of each portion of sector 20a, 20c and 20e was sufficient to 
illuminate the light sensitive material 21 and cause the mate 
rial to change state, the second read will be performed while 
the light sensitive material 21 is in its changed State. Since the 
light sensitive material 21 is in its changed State during the 
second read cycle, the media reader 2 will output a signal 
representing a read where the light sensitive material 21 in its 
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changed State was encountered. For example, the media 
reader 2 may output a signal “101010 for the second read, 
where the “1's represent a read where light sensitive material 
21 in a changed State was encountered in sectors 20a, 20c and 
20e and the “O's represent a read dummy data read in sectors 
20b, 20d and 20f. Reading of sectors 20a, 20c and 20e during 
the second cycle may result in the media reader 2 reading 
different data than that during the first read, e.g., the dummy 
data under the light sensitive material 21 may include a string 
of “O’s while the light sensitive material 21 during the second 
read cycle may cause the reader 2 to read a string of “1's. The 
light sensitive material 21 may have other affects on the 
reading of the medium 20 during the second read cycle. Such 
as causing the reader 2 to output an “end of file' signal, a 
signal indicating that the medium 20 is not readable, or some 
other indication of the light sensitive material 21 being in an 
altered state. 
0062 By comparing the two signals generated during the 

first and second read cycles, e.g., determining that the two 
reads provided different results from reading the same por 
tions of sectors 20a-20f the installation program may deter 
mine that the medium 20 is an authentic medium (as opposed 
to an unauthorized copy) and allow installation of the Soft 
ware program to continue. Otherwise, the installation pro 
gram may deny installation of the program. 
0063. The installation program need not necessarily 
require a precise match between an expected output from a 
media reader 2 during an authentication process and the 
actual output. Instead, the installation program may only 
require that the actual output from the media reader 2 be 
within a desired range of values. Using a simplified extension 
of the example above, light sensitive material 21 may be 
provided in any one of the sectors 20a-20f during manufac 
ture, as long as at least one sector includes light sensitive 
material 21. In this case and using the example provided 
above, the installation program may accept actual output 
from the media reader 2 during the second read cycle between 
the range "000001” and “111111” are acceptable for authen 
tication purposes. 
0064. Since a relatively large area of each sector 20a-20f 
may be read during authentication, precise positioning of the 
light sensitive material 21 within each sector may not be 
required. Instead, approximate positioning may be adequate. 
In addition, the medium 20 may be conceptually divided into 
more than, or fewer than, six sectors 20a-20?, if desired. An 
increase in the number of sectors may provide a larger num 
ber of possible locations for light sensitive material 21, and 
therefore provide a more complicated and robust protection 
scheme. Further, each medium 20 may have a unique distri 
bution of light sensitive material 21 in its sectors as compared 
to other media 20 in a group. Thus, a unique code may be 
provided on each medium 20 using the light sensitive material 
21 positioned in different locations. Protection may be further 
enhanced by varying the delay times and/or persistence of 
light sensitive materials 21 positioned on the medium 20. 

EXAMPLE 2 

0065. Those of skill in the art will appreciate that Example 
1 described above may be altered in many ways to provide 
different and/or varying levels of protection. As a second 
example, authentic media 20 may be provided with an alpha 
numeric security code that is unique to each disk and is 
printed on a card accompanying the media 20. At the time of 
installation, the installation program may request the user to 
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enter the security code. The installation program may then 
use the code to verify the authenticity of the medium 20 
having the software to be installed. For example, the instal 
lation program may use the security code to determine a 
sector 20a-20fread sequence and/or timing, as an encryption 
key or password, to determine where on the medium 20 light 
sensitive material 21 is positioned, to determine an expected 
output from the media reader 2 when using a predefined 
sector read sequence, and so on. Based on this information, 
the medium 20 may be read, and the output from the reader 2 
compared to expected output determined based on the Secu 
rity code. 
0066. The security code may alternately be included on 
the medium 20 based on the way the light sensitive material 
21 is positioned on the medium 20, e.g., in a way similar to a 
conventional barcode, and/or other features of light sensitive 
material 21 Such as a delay time and/or a persistence for each 
spot of light sensitive material 21. As one example, the instal 
lation program could instruct the media reader 2 to initially 
read the medium 20 in a way that the presence and location of 
light sensitive material 21 on the medium 20 is determined. If 
other features of delay and/or persistence of the light sensitive 
material 21 are used to encode the security code, the instal 
lation program could then read the light sensitive material 21 
locations in various ways to determine the delay and/or per 
sistence of the material 21 and use that additional information 
to determine a security code and/or authenticate the medium 
20. For example, the installation program could instruct the 
media reader 2 to read each location of light sensitive material 
21 using different read delay times of 1 ms, 10 ms and 100 ms. 
If a change in state of the light sensitive material 21 is detected 
after a delay time of 10 ms, but not after 1 ms and 100 ms, a 
determination may be made that the delay time of the light 
sensitive material 21 is between 1 ms and 10 ms, and the 
persistence is less than 99 ms. This information, along with 
position information regarding the material 21 location, may 
be used to determine/decode a security code, a medium iden 
tification number, an alphanumerical sequence or other infor 
mation provided by the pattern of light sensitive material 21 
on the medium 20. Decoded information may be used to 
determine characteristics of the medium 20 and compare 
those characteristics to characteristics sensed during the 
authentication process. For example, a decoded medium 
identification number may be used to determine, e.g., using 
stored information, that the medium 20 should include light 
sensitive material 21 in specific locations, and having specific 
delay times and/or persistence. This information may becom 
pared to the sensed location, delay time and persistence val 
ues determined during reading of the medium 20. The com 
parison may result in determining that the medium 20 is 
authentic and authorized for use (reading, writing, alteration 
of data on the medium 20 and so on), or that use of the 
medium 20 should be denied. 

EXAMPLE 3 

0067. In the examples described above, no distinction was 
made regarding reading specific portions of a medium 20 that 
is associated with a single spot of light sensitive material 21. 
In this illustrative embodiment of the invention, different 
portions of a medium 20 that are associated with a single spot 
of light sensitive material 21 are read. FIG.3 shows a portion 
of the medium 20 and a spot or area of light sensitive material 
21. Although the medium 20 may have a plurality of regions 
each associated with a corresponding spot of light sensitive 
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material 21, only the reading of a single portion of the 
medium 20 is discussed below for simplicity. In addition, the 
light sensitive material 21 is associated with four tracks a-d in 
FIG. 3, but light sensitive material 21 may be placed in or on 
a medium 20 so that it is associated with any number of 
adjacent tracks. 
0068 Part of an authentication procedure for the medium 
20 may involve reading a plurality of tracks a-d on the 
medium 20 that are all associated with a spot of light sensitive 
material 21. The location of spots of light sensitive material 
21 may be determined as described above, e.g., by searching 
the medium 20 for regions, by referring to a look up table that 
corresponds a medium identification number with specific, 
expected material 21 locations, and so on. Reading of the 
tracks a-d may be performed for the same or similar purpose 
as reading portions of the medium 20. Such as determining a 
security code for the medium 20, verifying the presence of 
light sensitive material 21 on the medium 20 (e.g., in specific 
locations, and/or having specific properties such as delay time 
and persistence), and so on. However, in this embodiment, if 
any point along tracks a, b, c ord that are associated with the 
light sensitive material 21 are read by a light source, the light 
Source, the light sensitive material 21 may be caused to alter 
state. That is, illumination of any of the tracks a-d for reading 
may illuminate the light sensitive material 21 and cause it to 
change from one state to another. For example, if the reader 2 
is directed to sample a section of track a, and light sensitive 
material 21 is a fluorescent compound having a delay time of 
10 ms, then reading of track a, b, c ord 10 ms after illumina 
tion during the first read may result in the reader 2 detecting 
the presence of the light sensitive material 21, since illumi 
nation of a portion of the light sensitive material 21 may cause 
the entire spot of the material 21 to change state. 
0069. However, if the response of the light sensitive mate 

rial 21 is different, e.g., only illuminated portions of the light 
sensitive material 21 change State, the reading of track a may 
cause only a portion of the light sensitive material 21 associ 
ated with an adjacent track(s) to change state (in addition to 
the portion associated with tracka). This may be caused as a 
result of the light beam reading track a covering an area larger 
than that defined by the target tracka, e.g., the light sensitive 
material is in a different focal plane that the track. Thus, the 
light beam may illuminate portions of the light sensitive 
material 21 that is associated with track b, but not portions 
associated with track c or d. In addition, the light sensitive 
material 21 may be excited by light beams used to aid in 
tracking as well as the light beam used for reading data. These 
additional light beams may further broaden the area of light 
sensitive material 21 that may be excited by a single read. As 
a result, reading of tracka, followed by reading of trackb after 
the delay time (if any) and within the persistence time of the 
light sensitive material 21 may result in the media reader 2 
detecting that the light sensitive material 21 is in a changed 
state when reading track b. 
0070. As one example, the media reader 2 may be directed 
to read track a, track b, track d, then track c. Given that the 
readings occur within an amount of time greater than the 
delay of the light sensitive material 21 and during the persis 
tence time, the reader 2 will read data unaffected by the 
material 21 from track a, detect that the light sensitive mate 
rial 21 is in an altered state while reading track b, read data 
unaffected by the material 21 from trackd, and detect that the 
material 21 is in an altered state while reading track c. Of 
course, reading of tracksa-d may be performed in any Suitable 
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order, and with any delay. The result of the reading may be 
used as discussed above, to authenticate the medium 20, to 
determine a security code, identification number or other 
information for the medium 20, and so on. In addition, the 
light sensitive material 21 need not be precisely positioned 
with respect to the tracks a-d. In fact, imprecise or random 
placement of the material 21 may be used to create unique 
patterns of material 21 on each medium 20. By including 
material 21 at multiple spots with light sensitive material 21, 
a sophisticated read sequence may be required to accurately 
obtain the underlying data. If the proper read sequence is 
followed, the data may be used for its intended purpose. 
However, if an improper read sequence is used, for example, 
if the reader simply proceeds along the tracks in a sequential 
fashion, the material 21 will interfere with the reading of the 
underlying data resulting in an inoperable data set. 
0071. As with the other examples described above, the 
areas of light sensitive material 21 may be made large enough 
to avoid error correction techniques, such as EFM, from 
masking detection of the material 21 in an altered state. For 
example, to prevent masking of error correction techniques, 
the material 21 may be placed over 50,000 or 100,000 adja 
cent bits of data, or over approximately 2 mm on a conven 
tional CD. Therefore, only when the required read sequence, 
including appropriate jumps and delays, is implemented will 
the underlying data be properly read from the medium 20. 
0072 This same feature that one or more tracks may be 
made unreadable by previous reading of an adjacent track can 
be used to prevent serial copying of data on a medium 20 or 
copying of data on the medium 20 while not using an appro 
priate reading sequence (which may involve reading different 
regions at different times to account for the location, delay 
and/or persistence of light sensitive material 21 on or in the 
medium 20). For example, an entire medium 20 may be 
coated with a light sensitive material 21 so that data stored on 
the medium 20 cannot be sequentially read from medium 20 
unless a first portion is read, thereby causing the light sensi 
tive material 21 to alter state, and a next adjacent portion 
associated with the material 21 that has changed State is read 
after the material 21 has reverted back to its unaltered state. 
Reading of the medium 20 sequentially without appropriate 
timing may result in unusable data being read from the 
medium 20 caused by the media reader 2 reading light sensi 
tive material 21 that is in an altered state. 

0073. Similarly, light sensitive material 21 and data may 
be positioned in strategic locations on the medium 20 so that 
the data may only be successfully read when the data is 
accessed using a particular access sequence. The access 
sequence may be stored as part of the data on the medium 20 
(and possibly encrypted), provided by a user as an alphanu 
meric code, and/or stored/encoded by the location, delay 
and/or persistence of the light sensitive material 21 on the 
medium 20, similar to that described above. 
0074 As with the other examples, various combinations 
of materials 21 exhibiting absorbence, emission, and reflec 
tance, for example, may be used. In addition, compounds 
exhibiting various delay times and persistence times may be 
used together to create a more Sophisticated protection sys 
tem. If the disk is copied, for example, by bit-to-bit copying, 
the light sensitive materials 21 may not be copied, and thus 
the copied version of the data will be uninstallable, unread 
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able or otherwise unusable. This will hold true whether or not 
the user of the unauthorized copy has access to the user code 
or owns an authorized copy. 

EXAMPLE 4 

0075. Using another aspect of the invention, optical media 
20, such as CDs and DVDs, may be read only for a limited 
amount of time or a limited number of readings. For example, 
the medium 20 may include light sensitive material 21 that 
will fade or otherwise be undetectable after a certain amount 
of time, e.g., one month, or after a certain number of readings, 
e.g., after three readings. The light sensitive material 21 may 
be used in any of the ways described above, e.g., applied in 
spots on the medium 20 and used to authenticate the medium 
20. After the material 21 fades or is otherwise undetectable, 
data on the medium 20 will no longer be accessible. Alter 
nately, the material 21 may be used to encode actual useable 
data on the medium 20, e.g., data portions of a DVD movie, 
and after the material 21 is no longer detectable, the medium 
20 will effectively be blank or partially so. This type of 
temporary medium 20 may be useful in the movie or software 
rental industry, because the medium 20 will no longer be 
useable to the renter after authorized use of the medium 20 
and/or its content is complete. 
0076 For example, the light sensitive material 21 may be 
a persistent light sensitive compound placed at a specific 
location on the medium 20. The persistence of the material 21 
may be known to decrease with age, or use. Such that after 
three plays the persistence decreases from 2 ms to less than 1 
ms, for example, at a detectable intensity. Therefore, prior to 
allowing the medium 20 to be accessed, the location at which 
the light sensitive compound 21 has been placed is read and 
then re-read after about 1 ms. If a response is detected from 
the light sensitive material 21 upon re-reading, the persis 
tence is still greater than 1 ms, and reading of the data may 
proceed. If no response from the light sensitive material 21 is 
detected, the persistence time has dropped below the accept 
able level and access to the data is denied. In this manner, by 
varying the amount of time from initial read to re-read, the 
same medium 20, with the same light sensitive material 21 in 
the same location, may be provided with different useful 
lifetimes. For instance, data access may be provided or denied 
based on threshold re-reading times of 1.5, 1.0 or 0.5ms, with 
1.5 ms corresponding to a medium 20 that is one month old, 
1.0 ms corresponding to a medium 20 that is 3 months old, 
and 0.5 ms corresponding to a medium 20 that is a year old. 
0077. In addition to providing only a limited number of 
uses, the medium 20 may also incorporate copy and/or access 
protection techniques, such as those used in the examples 
above. For instance, phosphorescent compounds may be 
placed at various points on the medium 20 and persistent 
readings must be detected from these locations prior to pro 
ceeding with playing the disk. In this manner, a copy pro 
tected temporary data file capable of only a limited number of 
uses is provided. 

EXAMPLE 5 

0078. In another embodiment of the invention, an optical 
medium 20, such as a CD or DVD, may contain a version, or 
portion, of a movie, audio file, program or data file that may 
be freely used and duplicated. For example, this may be a 
demo version of a piece of software or the trailer of a movie. 
The optical medium 20 may also contain an access protected 
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file which may include, for example, the entire software pro 
gram or the full length DVD movie. In order to access the full 
version of the program, movie or audio file, the user must 
input a code which can be obtained from an authorized source 
and may be specific for a particular optical medium 20. Once 
the code has been input, the proper installation sequence or 
reading sequence may be implemented, e.g., the expected 
position and type of light sensitive material 21 on the medium 
20 verified, and the full version of the data can be accessed. In 
addition to limiting access, the invention may be used to 
prevent copying in a manner similar to those outlined above. 
Thus, even after an owner is provided with an access code, 
additional functional copies may not be made. 

EXAMPLE 6 

0079 Another aspect of the invention may allow data files, 
Such as movies, Software and music, to be safely transmitted 
over the Internet and recorded onto an optical medium 20 
where an authorized user may have full access to the content. 
0080 For example, a “blank” optical medium 20 may be 
provided (either “free” or purchased) with a data recording 
layer and light sensitive materials 21 associated with various 
portions of the medium 20. The pattern of light sensitive 
material 21, for instance, a phosphorescent compound, may 
be unique to this particular medium 20 or to a small group of 
media 20. A user of the medium 20 can contact a data provider 
5 of content using a data processing apparatus 1 over a com 
munication system 4. Such as the Internet, and request a 
particular data set, such as a DVD movie or software. When 
the user decides to purchase or rent the content, for example, 
a movie, a unique code for the medium 20 may be detected by 
the media reader 2 that is specific to the pattern of light 
sensitive material 21 on the medium 20. The media reader 2 
may determine the code by reading the medium 20 using read 
instructions received from the provider 5, using instructions 
stored on the medium 20; using a set of standard read instruc 
tions, and so on. This unique code may then be transmitted to 
the data provider 5. Alternately, the user could 20 provide a 
code, such as a serial number or other identifier, for the 
medium 20 by typing the code into the data processing appa 
ratus 1 and sending the code over the communication system 
4. 
I0081 Based on the code, the data provider S may create a 
protected version of the requested data. The protected or 
encrypted version of the movie may be inoperable in the form 
in which it is transmitted from the provider 5 to the user. Thus, 
if the file sent by the provider 5 is intercepted during trans 
mission, the file will not be useable unless associated with the 
appropriate medium 20. Because the code that was transmit 
ted to the provider 5 provides information about the pattern of 
light sensitive material 21 on the medium 20, the encrypted 
file that is transmitted may be uniquely produced to work only 
on the specific medium 20. Thus, only when the data is 
recorded onto the unique medium 20 may the file become 
usable. Once the data has been written to the medium 20, it 
may be used an unlimited number of times if a permanent data 
recording technique has been used, or alternatively, a tempo 
rary recording Surface or light sensitive material 21, Such as 
that described in Example 4 above, may be used to produce a 
medium 20 capable of a limited number of plays. 
I0082 Because the medium 20 may require the presence of 
light sensitive material 21 in particular locations, having a 
particular delay and/or persistence to be accessible, byte-to 
byte copying of the medium 20 may result in an inoperable 
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data file. In this manner, a producer or distributor of copy 
righted material may either charge for the blank medium 20 or 
charge for the download and can be confident that only a 
single copy of a content will be made and used. In an alter 
native embodiment, a medium 20 having a unique code of 
light sensitive material 21 may be used as a key to unlock an 
encrypted file on another medium 20 and the unlocked com 
plete file may be copied onto a second disk that includes copy 
protection features, such as those described above. In this 
way, a single unique disk can be used to download multiple 
movies, songs or programs allowing for efficient accounting 
and billing methods. 
0083. The light sensitive material 21 may be used in dif 
ferent ways to allow access to the data stored on the medium 
20. For example, the data transmitted by the provider 5 may 
have 1000's of inborn errors that are corrected by the light 
sensitive material 21, e.g., when the data is written to the 
medium. That is, the data may be constructed so that the error 
portions of the data are written on the medium 20 in portions 
that are associated with spots of the light sensitive material 
21. Thus, using an appropriate read sequence and/or timing, 
the material 21 may be altered in state so that the incorrect 
data is masked or corrected by the material 21 during reading. 
For example, the material 21 may have a delay time that is less 
than half the total time required to read data from the medium 
using oversampling. This results in the read of the material 21 
providing corrected data while masking the incorrect data. Of 
course, the delay time may be longer than a single read time 
using oversampling. In this case, the material 21 may have to 
be altered in state before being read to provide corrected data. 
In this embodiment, the material 21 may be configured or 
chosen so that the data may be written on the medium 20 
without altering the state of the material 21, e.g., the delay 
time of the material 21 is less than the write time. This way, 
the data may be written to the medium 20 without interference 
from the material 21. 

0084. Alternately, the material 21 may provide informa 
tion regarding which data portions contain errors and how to 
correct the errors. For example, before or during reading of 
the data, the data processing apparatus 1 and/or the media 
reader 2 may identify which areas of the medium 20 contain 
light sensitive material 21 (based on a detected change in 
state) and cut out data portions located in those areas or 
otherwise process the incorrect data. By using thousands of 
spots of material 21 arranged in a unique pattern on each 
medium 20, manual or automatic correction of the data in an 
attempt to make an unauthorized copy may be made very 
difficult or impossible. 
0085. Another possibility is to store encrypted data on the 
medium 20 and use a decryption key that is determined based 
on characteristics of the light sensitive material 21 on the 
medium 20 to decrypt the data. For example, a pattern of light 
sensitive material 21 on the medium 20 may provide an 
encryption key when read in a particular way, e.g., in a spe 
cific sequence, at a specific timing and so on. This key can be 
used to decrypt the data, e.g., in real time during playback, or 
authorize use of the data on the medium 20. 

I0086. The material 21 may also provide a watermarking 
function such that reading of the data on the medium 20 using 
an improper accessing sequence, e.g., a sequential copy 
sequence, may result in including data read from material 21 
in an altered State being included in the copy. This data, which 
is different from data included in an authorized copy, may 
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provide a kind of watermark that can be used to identify that 
the copy is an unauthorized one, and/or the Source of the 
copied data. 
I0087. A variety oftechniques are available for implement 
ing different aspects of the invention. For instance, the output 
of underlying data may be altered by the presence of a light 
sensitive material. Methods and apparatus to apply a version 
of this technique, and others, are described in co-owned U.S. 
patent application Ser. No. 09/608,886, filed Jun. 30, 2000, 
and hereby incorporated herein by reference in its entirety. 
I0088 Light sensitive materials 21 have been chosen and 
described for use in the examples above, in part, because of 
the current popularity of optical storage media and because 
they may provide a convenient way of protecting Stored data 
without requiring alteration of conventional optical media 
readers. It should be understood, however, that various 
aspects of the invention may be extended to use of other types 
of materials. Such as materials that change state or otherwise 
respond to signals other than light, or other types of storage 
media. For example, materials that change state in response to 
an electric or magnetic field may be used in place of the light 
sensitive materials 21. The materials may be used in media 
that are optically read, or in media that are read using other 
signals. As one example, a material that changes state in 
response to an electric field and effects light in different ways 
based on its state. Such as a liquid crystal material that 
changes state in response to an electric field and alters the 
polarization of light passing through the material, may be 
used in place of, or in addition to, the light sensitive materials 
21. In Such cases, media readers may have to be altered to 
accommodate the different type of material, e.g., by including 
a device to create an electric field at desired locations on the 
medium 20. Thus, the invention is not limited to the use of 
light sensitive materials, or to application to optical storage 
media only. 
I0089. In addition, in the examples described above, the 
light sensitive materials 21 affect reading of a medium 20 
after being exposed to light and changed to an altered State. 
However, the materials 21 may operate to affect reading of the 
medium 20 in a first state and not affect reading in a second 
state. For example, a material 21 may be light absorbing prior 
to being illuminated by an optical reading light. After a pos 
sible delay time, the material 21 may change state to be 
transparent such that the material 21 allows reading of data 
under the material 21. After some persistence time, the mate 
rial 21 may return to the first absorbing state, thereby prevent 
ing reading of data under the material. Further, the light 
sensitive material 21 may affect reading of data on the 
medium in two or more of its states. For example, the material 
21 may always prevent reading of data under the material 21 
as long as the material 21 is detectable. In a first state, the 
material 21 may cause a reader to read a first data type. Such 
as a “0”, and in a second altered State may cause the reader to 
read a second data type, such as a “1”. The material 21 may be 
temporary Such that after an amount of time or a number of 
readings the material 21 is no longer detectable, thereby 
allowing data below the material 21 to be read. The light 
sensitive materials used in the applications discussed above 
may be chosen from a group of dyes, specifically, cyanine 
dyes. These cyanine dyes include, among others, indodicar 
bocyanines (INCY), benzindodicarbocyanines (BINCY), 
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and hybrids that include both an INCY and a BINCY. Hybrids 
may be, for example, mixtures of two different dyes or, in 
another embodiment, compounds that include both INCY 
and BWCY moieties. In one embodiment, the light sensitive 
material may be a rationetric compound having a linked 
structure with excitation ranges at both the CD and DVD 
ranges of about 530 and 780 nm. In a further embodiment, the 
dye is phosphorescent, having a time delay of about 10 mil 
liseconds and a persistence of several seconds. Table 1 pro 
vides some of the dyes that may be useful with some aspects 
of the invention. 

TABLE 1. 

Dye Name/No. CD DVD Excitation 

Alcian Blue DVD 630 mm 
(Dye 73) 
Methyl Green DVD 630 mm 
(Dye 79) 
Indocyanine Green CD 775mm 
(Dye 77) 
Copper Phthalocyanine CD 795 nm. 
(Dye 75) 
R 140 CD 823 nm (66 ps) 
(Dye 53) 
R-768 Perchlorate CD 760 mm 
(Dye 54) 
R780 Iodide CD 780 mm 
(Dye 55) 
R780 Perchlorate CD 780 mm 
(Dye 56) 
R786 Iodide CD 775mm 
(Dye 57) 
R768 Perchlorate CD 770 mm 
(Dye 58) 
R792 Perchlorate CD 792 mm 
(Dye 59) 

1'-dioctadecyl-3,3,3',3'- DVD 645 mm 
etramethylindodicarbocyanine 
perchlorate 
(Dye 231) 

1'-dioctadecyl-3,3,3',3'- DVD 748 mm 
etramethylindotricarbocyanine 
odide 
(Dye 232) 
1",3,3,3',3'-hexamethylindodicarbocyanine DVD 638 mm 

odide 
(Dye 233) 
DTP CD 800 nm (33 ps) 
(Dye 239) 
HITC Iodide CD 742 nm (1.2 ns) 
(Dye 240) 
RP3O2 CD 740 mm 
(Dye 242) 
DTTCIodide CD 7SS in 
(Dye 245) 
DOTCIodide DVD 690 mm 
(Dye 246) 
R-12S CD 790 mm 
(Dye 247) 
R-144 CD 750 mm 
(Dye 248) 

0090 Having thus described certain embodiments in the 
present invention, various alterations, modifications, and 
improvements will readily occur to those skilled in the art. 
Such alterations, modifications, and improvements are 
intended to be within the spirit and scope of the invention. 
Accordingly, the foregoing description is by way of example 
only, and is not intended to be limiting. The invention is 
limited only as defined in the following claims and the equiva 
lents thereof. 
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What is claimed is: 
1. A recordable optical data storage medium comprising: 
a Substrate incorporating a data recording and playback 

structure configured to provide for the recording and 
playback of optical data; 

a light sensitive material, characterized in displaying at 
least two distinct optical states to an optical reader, 
placed on said Substrate in a pattern associated with said 
data recording and playback structure; 

said pattern of said light sensitive material configured to 
provide an unique code as read by optical reader. 

Emission 

Absorbs 

Absorbs 

818 mm 

Absorbs 

838 mm 

786 mm 

804 nm. 

804 nm. 

797 in 

796 mm 

822nm. 

665 nm. 

780 mm 

658mm 

848 mm 

774 mm 

781 mm 

788 mm 

718 mm 

813 nm. 

834 nm. 

2. The recordable optical data storage medium, in accor 
dance with claim 1, wherein the said light sensitive material is 
configured to provide for the reading of the unique code when 
the said light sensitive material is in one of said at least two 
distinct optical states. 

3. The recordable optical data storage medium, in accor 
dance with claim 1, wherein the said light sensitive material is 
configured to provide for the reading of said unique code by 



US 2008/O 144459 A1 

detecting difference between Subsequent readings of the 
same portion of said light sensitive material. 

4. The recordable optical data storage medium in accor 
dance with claim 1 wherein said substrate is a CD. 

5. The recordable optical data storage medium in accor 
dance with claim 1 wherein said substrate is a DVD. 

6. A method for distributing data files comprising: 
providing a recordable optical storage medium comprising 

a Substrate incorporating a data recording and playback 
structure configured to provide for the recording and 
playback of optical data, said recordable optical storage 
medium comprising a light sensitive material placed on 
said Substrate, in a pattern, and associated with said data 
recording and playback structure, said material charac 
terized as displaying at least two distinct optical states to 
an optical reader, said pattern of said light sensitive 
material configured to provide unique code as read by 
optical reader; 
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remotely providing said data files to said recordable stor 
age medium, wherein said data files are in encoded form 
that requires said unique code to be read with an optical 
reader, for said encoded data files to be decoded; and 

providing instructions necessary to decode said data files 
using said unique code 

7. The method for distributing data files, in accordance 
with claim 6, where the INTERNET is used to provide said 
data files in encoded form. 

8. The method for distributing data files, in accordance 
with claim 6, where said data files are selected from the group 
consisting of movies, Software and music. 

9. The method for distributing data files, in accordance 
with claim 6, wherein the recordable optical data storage 
medium is a CD. 

10. The method for distributing data files, in accordance 
with claim 6, wherein the recordable optical data storage 
medium is a DVD. 


