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from light scattered from many different parts of the article to collect a large number of independent data points, typically 500 or

more. The digital signature derived from the data points Is stored in a database with an image of what was printed on the article. At
a later time, the authenticity of an article purported to be the originally printed article can be verified by scanning the purported
genuine article to obtain its digital signature. The database Is then searched, to estate ish whether there iIs a match. If a match Is
found, the Image stored In the database with the matched digital signature Is displayed to the user to allow a further visual check
that the article Is genuine. The image Is displayed together with other relevant bibliographic data relevant to the article.
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& (57) Abstract: A printer with integral scanner for obtaining a digital signature from a sheet of paper or other article as it is printed.
) [he integral scanner has a coherent source which directs a light beam to illuminate the article and a detector arrangement to collect
& data points from light scattered from many different parts of the article to collect a large number of independent data points, typically
& 500 or more. The digital signature derived from the data points is stored in a database with an image of what was printed on the
N article. At a later time, the authenticity of an article purported to be the originally printed article can be verified by scanning the
purported genuine article to obtain its digital signature. The database is then searched, to estate ish whether there is a match. If a

match is found, the image stored in the database with the matched digital signature is displayed to the user to allow a further visual
3 check that the article is genuine. The image is displayed together with other relevant bibliographic data relevant to the article.
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TITLE OF THE INVENTION

METHODS AND APPARATUSES FOR CREATING AUTHENTICATABLE
PRINTED ARTICLES AND SUBSEQUENTLY VERIFYING THEM

BACKGROUND OF THE INVENTION

The invention relates to security methods, more especially verification of authenticity
of a printed document or other printed article such as a personal identification (ID)
card, cardboard packaging item, or a unique document such as a bill of lading or

document bearing an original signature, seal or stamp.

Many traditional authentication security systems rely on a process which is difficult
for anybody other than the manufacturer to perform, where the difticulty may be
imposed by expense of capital equipment, complexity of technical know-how or
preferably both. Examples are the provision of a watermark in bank notes and a
hologram on credit cards or béssports. Unfortunately, criminals are becoming more

sophisticated and can reproduce virtually anything that original manufacturers can do.

Because of this, there is a known approach to authentication security systems which
relies on creating security tokens using some process governed by laws of nature
which results in each token being unique, and more importantly having a unique
characteristic that is measurable and can thus be used as a basis for subsequent
verification. According to this approach tokens are manufactured and measured in a
set way to obtain a unique characteristic. The characteristic can then be stored 1n a
computer database, or otherwise retained. Tokens of this type can be embedded in the
carrier article, e.g. a banknote, passport, ID card, important document. Subsequently,
the carrier article can be measured again and the measured characteristic compared

with the characteristics stored in the database to establish if there is a match.

Within' this general approach it has been proposed to use different physical effects.

One effect that has been considered is to measure a magnetic response characteristic
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from depositions of magnetic materials, where each sample has a unique magnetic
response as a result of naturally occurring defects in the magnetic material which form
in an irreproducible manner [1]. Another effect that has been considered in a number
of prior art documents is to use laser speckle from intrinsic properties of an article to

provide a unique characteristic.

GB 2 221 870 A [2] discloses a method in which a security device, such as an ID card,
effectively has a token embossed on it. The form of the token is a structured surface
derived from a master. The speckle pattern from the light scattering structure 1s unique
to the master and therefore can be measured to prove authenticity of the token on the
security device. The token on the security device is measured in a reader which has a
laser for generating a coherent beam of a size roughly equal to the token (2 mm
diameter) and a detector, such as a charged coupled device (CCD) detector, for
measuring the speckle pattern created by the interaction of the laser beam with the
token. The resulting data is recorded. For verification, a security device can be placed
in the reader and its recorded speckle pattern signal compared against a similar

recorded signal from a reference device created from the same master.

US 6,584,214 [3] describes an alternative to using speckle patterns in reflection from
a specially prepared surface structure, in which speckle patterns are instead used in
transmission from a specially prepared transparent token. The preferred
implementation of ' this technique is to prepare epoxy tokens of dimension
approximately 1 cm x 1 cm in which glass spheres are embedded. The tokens are
prepared by mixing the glass spheres in a colloidal suspension in a liquid polymer,
which is then cured to fix the positions of the glass spheres. The unique ensemble of
glass spheres is then probed using a coherent laser beam in transmission with a CCD
detector positioned to measure the speckle pattern. In a modification of this approach,
a known identifier is encoded on a reflective surface which is then stuck to one side of
the token. The probing light passes through the token, is reflected by the known
identifier and passes through the token again. The glass spheres thus modity the

speckle pattern so that a unique hashed key is generated from the known identifier.
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Kralovec [4] briefly reports that in the 1980's workers at Sandia National Laboratories
in the US experimented with special banknote paper which was impregnated with
chopped-up optical fibres. A speckle pattern could be measured from the optical fibres
and a digitally signed version of this printed as a barcode on the side of the note.
However, Kralovec reports that this idea could not be made to work properly, because
the optical fibres were too fragile and the speckle pattern changed rapidly when the
banknote was circulated owing to wear. This meant that the speckle pattern measured
from the optical fibres in a used banknote no longer matched the barcode, so the
banknote could no longer be authenticated from the speckle pattern in the intended

mManrcr.

Anderson [5] on page 251 of his 2001 text book also briefly refers to what appears to
be a similar scheme to that described by Kravolec [4] which is used for monitoring
arms control agreements. Anderson observes that many materials have surfaces that
are unique or that can be made so by eroding them with a small explosive charge. This
is said to make it easy to identify capital equipment such as heavy artillery, where
identifying each gun barrel is enough to prevent cheating by either party to an arms
control agreement. Anderson reports that the surface pattern of the gun barrel is
measured using laser speckle techniques, and either recorded in a log or attached to

the device as a machine-readable digital signature.

Instead of using laser speckle, there is a more-straightforward group of proposed
schemes that simply image an article at high resolution and use this high resolution
image as the unique characteristic, which can then be re-imaged subsequently for
verification of authenticity. This may be regarded as an adaptation of the conventional

approach used for fingerprint libraries held by police forces.

US 5,521,984 [6] proposes using an optical microscope to take an image of a small
area of a valuable article, such as a painting, sculpture, stamp, gem or specific

document.
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Anderson [5] on page 252 of his 2001 text book reports that postal systems were
considering schemes of this kind based on direct imaging of envelopes with a
microscope. It is reported that an image of the paper fibres of an envelope is made, a

pattern extracted, and recorded in the postal franking mark, which is digitally signed.

US 5,325,167 [7] proposes imaging the grain structure of toner particles on a part of a

valuable document following a similar scheme.

Through this previous work, there are various desirable features that are apparent for

an i1deal verification scheme.

The reported magnetic or speckle based techniques appear to be capable of providing
high security levels, but require special materials to be prepared [1, 2, 3] for practical
implementation to ensure long-term stability of the probed structure [4]. In many
cases, integration of a token into the article to be secured is non-trivial. Particularly,
integration of a resin token or a magnetic chip in paper or cardboard 1s not easy and
involves significant cost. For integration with paper or cardboard, any token should
ideally be printable. Additionally, there is also an inherent security risk of an
attachable token-based approach in that the token 1s potentially detachable and
attachable to a different article.

The reported direct imaging techniques [5, 6, 7] have the advantage that they obtain
their digital signature directly from the article, obviating the need for special tokens.
However, their intrinsic security 1s low. For example they are vulnerable to fraudulent
access to the stored image data which may allow fabrication of an article that could be
verified incorrectly as being authentic, or to forging by simply using a high resolution
printer to print an image of what would be seen under a microscope when viewing the
relevant part of the genuine article. The security level of direct imaging techniques
also scales with the volume of the image data, forcing use of expensive high

resolution imaging equipment for higher security levels. This may be acceptable in
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some applications, such as postal sorting or banknote verification, but in many

applications will be unacceptable.
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SUMMARY OF THE INVENTION

The invention provides a new system in which verifiable documents or other printable
articles can be generated and later verified without difficulty and with a high level of
security. A printer with integral scanner is provided for obtaining a digital signature
from a sheet of paper or other article as it is printed. The integral scanner 1lluminates
the article and collects data points from coherent light scattered from many different
parts of the article as it 1s printed to collect a large number of independent data points,
typically 500 or more. The digital signature derived from the data points is stored in a
database with an image of what was printed on the article. At a later time, the
authenticity of an article purported to be the originally printed article can be verified
by scanning the purported genuine article to obtain its digital signature. The database
is then searched to establish whether there 1s a match. If a match 1s found, the image
stored in the database with the matched digital signature 1s displayed to the user to
allow a further visual check that the article 1s genuine. The image 1s displayed together
with other relevant bibliographic data relevant to the article. This provides a high
security system which also includes human verification in the form of the visual
comparison between the document or other printed article being examined and the

document or other printed article shown on the display.

In this way a printer can be used normally, with each item printed being automatically
scanned and its digital signature logged 1n a database together with an image file of
the item. Each printed item can then be later verified as being authentic or not. For
example, photocopies or forgeries can be distinguished easily from an original, since
the digital signature is unique to the printed substrate, e.g. the sheet of paper on which

has been printed.

Different aspects of the invention relate to the printing device with integral scanner,
an apparatus for creating authenticatable articles that i1s operable with the printing

device, as well as an apparatus for later verifying the authenticity of an article
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presented as being genuine or otherwise needing to be checked for its authenticity.
Corresponding methods of creating authenticatable articles and verifying the

authenticity of articles constitute further aspects of the invention.

The invention provides in one aspect a printing device, comprising: a print head for
printing onto an article; a feed mechanism operable to convey the article past the print
head; and a scan head incorporating a coherent source and a detector arrangement,
wherein the coherent source 1s arranged to direct light onto an article conveyed by the
feed mechanism and a detector arrangement arranged to collect a set of data points
from signals obtained as the light scans over the article, wherein different ones of the

data points relate to scatter from different parts of the article.

The invention provides in another aspect an apparatus for creating authenticatable
articles, comprising: a printer driver operable to create instructions for a printing
device to print an image; a data acquisition interface for receiving a set of data points
from signals obtained by scanning coherent light over an article during printing,
wherein different ones of the data points relate to scatter of the coherent light from
different parts of the article; and a processor for determining a digital signature of the
article from the set of data points and creating a record in a database, wherein the

record includes the digital signature and a representation of the image.

The 1nvention provides in a further aspect an apparatus for verifying the authenticity
of articles, comprising: a scanning device incorporating a coherent source for scanning
light over an article, and a detector arrangement arranged to collect a set of data points
from signals obtained as the light is scanned, wherein different ones of the data points
relate to scatter of the coherent light from different parts of the article; a processor for
determining a digital signature of the article from the set of data points; a database
comprising a plurality of records of previously scanned articles, each record including
the digital signature previously determined for that article and a visual representation

of that article; and a signature verification module operable to search the database to
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establish whether there is a match between a digital signature obtained by the
scanning device and a digital signature stored in one of the records, and, if a match is

found, to display the visual representation of the article stored in the record with the

maich.

In addition the user may be presented with a confidence level of the match, which
indicates to what extent the digital signatures from the original scan and the re-scan
correspond. In this respect it 1s noted that, the re-scanned digital signature even from a
genuine 1tem will never match its stored database counterpart perfectly. The test of a
match or non-match 1s one of degree of similarity between the originally scanned
signature held in the master database and the re-scanned signature. We find that a
typical good quality match has approximately 75% of the bits in agreement, compared

to an average of 50% agreement for a fraudulent match.

The database records may usefully include bibliographic data relevant to the scanned
article. Moreover, the signature verification module will display the bibliographic data
when a match is found. For example, in the case of a document, the bibliographic data
may include a summary description of the document in narrative text and an
indication of the date of creation, the creating person, and the printer 1.d. of the printer

used to create the document.

The invention provides in a still further aspect a method of creating authenticatable
articles, comprising: printing an image onto an article; scanning coherent light over
the article, and collecting a set of data points from signals obtained as the coherent
light is scattered from the article, wherein different ones of the data points relate to
scatter from different parts of the article; determining a digital signature of the article
from the set of data points; and creating a record in a database, wherein the record

includes the digital signature and a representation of the image.
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The invention also provides another method of creating authenticatable articles,
comprising: scanning coherent light over the article, and collecting a set of data points
from signals obtained as the coherent light is scattered from the article, wherein
different ones of the data points relate to scatter from ditferent parts of the article;
determining a digital signature of the article from the set of data points; and printing
onto the article an image and a label that encodes the digital signature according to a
machine-readable encoding protocol. The label is thus characteristic of the intrinsic
structure of the article. In this case, the signature is preferably encoded in the label
using an asymmetric encryption algorithm. For example, the label may represent a
cryptogram decipherable by a public key in a public key/private key encryption
system. It is highly convenient for many printable materials, especially paper and
cardboard, if the label is an ink label applied with a printing process, preferably in the
same process as article creation, i.e. in the same process as printing the image onto the
document. For example, a piece of paper could be printed on with the 1image and then
fed again through the printer to have the signature-encoding label printed on using a
duplex sheet feeding mechanism. The label may be visible, e.g. a barcode, or

invisible, e.g. embodied as data in a smart chip when the article is a smart card.

The printing and scanning 1s conveniently performed as the article is conveyed past a

print head and a scan head respectively.

The invention provides in yet a further aspect a method of verifying the authenticity of
an article, comprising: scanning coherent light over an article, and collecting a set of
data points from signals obtained as the coherent light is scattered from the article,
wherein different ones of the data points relate to scatter from different parts of the
article; determining a digital signature of the article from the set of data points;
providing a database comprising a plurality of records for previously scanned articles,
each record including the digital signature previously determined for that article and a
visual representation of that article; and searching the database to establish whether

there is a match between a digital signature obtained by the scanner and any of the
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digital signatures stored in the database, and, if a match 1s found, displaying the visual

representation of the article stored in the database.

It will be appreciated that the article can be made of paper or cardboard, or any other
printable substrate with a surface suitable for providing a digital signature when
scanned in the manner of the invention. It will also be understood that references to
light should not be limited to visible electromagnetic radiation and include infra-red

and ultra-violet radiation for example.

The invention is considered to be particularly useful for paper or cardboard articles

from the following list of examples:

1. valuable documents such as share certificates, bills of lading, passports,
intergovernmental treaties, statutes, driving licences, vehicle roadworthiness
certificates, any certificate of authenticity

2. any document for tracing or tracking purposes, €.g. envelopes for mail systems,

banknotes for law enforcement tracking

packaging of vendable products

brand labels on designer goods, such as fashion items

packaging of cosmetics, pharmaceuticals, or other products

notarised and legalised original documents

N S RWw

identity cards and papers.

For example, selected batches of a particular kind of printed article may be generated
for tracing or tracking. A batch of bank notes could be printed specifically introducing
into known criminal circles, for example to pay ransoms or bribes, or to purchase
illegal drugs. These would be identical to normal bank mnotes, but logged onto a
database so that the database not only included a unique digital signature of the bank
note paper of each note, but also an image of the bank note including its serial

number.
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It is expected that any other printable substrate material will be identifiable by the
invention provided that it has suitable surface structure. Material types that have very
smooth surfaces at a microscopic level may be unsuitable. Suitability of a printable

material can be determined easily by testing some representative samples.

In one group of embodiments, the data acquisition and processing module is operable
to further analyse the data points to identify a signal component that follows a
predetermined encoding protocol and to generate a reference signature therefrom. The
characteristic of the predetermined encoding protocol is envisaged to be based on
contrast, i.e. scatter signal strength, in most embodiments. In particular, a
conventional barcode protocol may be used in which the barcode i1s printed or
otherwise applied to the article in the form of stripes in the case of a 1D barcode or
more complex patterns for a 2D barcode. In this case, the data acquisition and
processing module can be operable to perform a comparison to establish whether the
reference signature matches the signature obtained by reading an article that has been
placed in the reading volume. Consequently, an article such as a piece of paper, can be
marked to bear a digitally signed version of its own characteristic, such as a barcode.
The reference signature should be obtained from the article's characteristic with a one-
way function, i.e. using an asymmetric encryption algorithm that requires a private
key. This acts as a barrier to an unauthorised third party with a reader, who wants to
read fake articles and print on them a label that represents the reader's scan according
to the encryption scheme. Typically the barcode label or other mark would represent a

cryptogram decipherable by a public key, and the private key would be reserved for
the authorised labellor party.

The database may be part of a mass storage device that forms part of the reader
apparatus, or may be at a remote location and accessed by the reader through a
telecommunications link. The telecommunications link may take any conventional

form, including wireless and fixed links, and may be available over the internet. The
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data acquisition and processing module may be operable, at least in some operational
modes, to allow the signature to be added to the database if no match is found. This

facility will usually only be allowed to authorised persons for obvious reasons.

In addition to storing the signature it is thus useful to associate that signature in the
database with other information about the article such as a scanned copy of the
document, a photograph of a passport holder, details on the place and time of
manufacture of the product, or details on the intended sales destination of vendable

goods (e.g. to track grey importation).

The signature is envisaged to be a digital signature in most applications. Typical sizes
of the digital signature with current technology would be in the range 200 bits to 8k

bits, where currently it is preferable to have a digital signature size of about 2k bats for

high security.
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BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the invention and to show how the same may be carried

into effect reference is now made by way of example to the accompanying drawings in

which;

Figure 1A is a perspective view of a scan head of an embodiment of the invention

with a sheet of paper also being shown;
Figure 1B is a side view of the scan head of Figure 1A with a sheet of paper;

Figure 2 is a schematic perspective view showing how the paper surface is sampled n

times over its scan area by scanning an elongate beam across it;

Figure 3 is a block schematic diagram of the functional components of a system for

creating authenticatable articles;
Figure 4 is a perspective view of a printing device with integral scan head;

Figure 5 shows schematically in side view an alternative imaging arrangement for a
scanner embodying the invention based on directional light collection and blanket

illumination;

Figure 6 shows schematically in plan view the optical footprint of a further alternative
imaging arrangement for a scanner embodying the invention in which directional

detectors are used in combination with localised illumination with an elongate beam:;

Figure 7 1s a microscope 1mage of a paper surface with the image covering an area of

approximately 0.5 x 0.2 mm;
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Figure 8A shows raw data from a single photodetector using the scan head of Figure

1 A which consists of a photodetector signal and an encoder signal;

Figure 8B shows the photodetector data of Figure 8A after linearisation with the

encoder signal and averaging the amplitude;

Figure 8C shows the data of Figure 8B after digitisation according to the average

level;

Figure 9 1s a flow diagram showing how a digital signature of an article is generated

from a scan;

Figure 10 is a flow diagram showing a printing process during which the paper being

printed on is scanned and its digital signature computed and stored in a database;

Figure 11 1s a schematic side view of a reader apparatus for scanning articles for

verification;

Figure 12 is a block schematic diagram of the functional components of the reader

apparatus of Figure 11 and associated system components;

Figure 13 is a perspective view of the reader apparatus of Figure 11 showing its

external form;

Figure 14 is a flow diagram showing how a digital signature of an article obtained
from a scan can be verified against a database in which the digital signatures of

previously scanned articles are stored;

Figure 15 is a flow diagram showing the overall process of how a document is

scanned for verification purposes and the results presented to a user;
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Figure 16 is a screen shot of the user interface displayed when a re-scanned document

is verified as being authentic;

Figure 17 is a schematic plan view of an ID card bearing a barcode label that encodes

a digital signature obtained from an intrinsic measured surface char-acteristic;

Figure 18 is a schematic plan view of an ID card with a chip carrying data that
encodes a digital signature obtained from an intrinsic measured suxface characteristic;

and

Figure 19 is a schematic plan view of a warranty document bearing; two barcode labels
that encode a digital signature obtained from an intrinsic measured surface

characteristic.
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DETAILED DESCRIPTION

Figures 1A and 1B are schematic representations in perspective and side view
respectively of a scan head 10 of an embodiment of the invention. The scan head 10 is
for measuring a digital signature from a piece of paper 5 or other printable article
which is conveyed past the scan head 10 in the x-direction through its reading volume
(see inset axes in the drawing). The principal optical components are a laser source 14
for generating a coherent laser beam 15 and a detector arrangement 16 made up of a
plurality of k photodetector elements, where k = 4 in this example, labelled 16a, 16b,
16¢ and 16d. The laser beam 15 is focused by a cylindrical lens 18 into an elongate
focus extending in the y direction (perpendicular to the plane of the drawing) and
lying in the plane of the paper path. In an example prototype, the elongate focus has a
major axis dimension of about 2 mm and a minor axis dimension of about 40
micrometres. These optical components are contained in a mounting block 11. In the
illustrated embodiment, the four detector elements 16a...d are distributed either side of
the beam axis offset at different angles in an interdigitated arrangement from the beam
axis to collect light scattered in reflection from an article present in the reading
volume. In an example prototype, the offset angles are -70, -20, +30 and +350 degrees.
Light access to the detector elements 16a....d i1s provided by through holes in the
mounting block 11. The angles either side of the beam axis are chosen so as not to be
equal so that the data points they collect are as independent as possible. All four
detector elements are arranged in a common plane. The photodetector elements 16a..d
detect light scattered from the surface of paper 5 being conveyed past the scan head 10
when the coherent beam scatters from the paper 5. As illustrated, the source 1is
mounted to direct the laser beam 15 with its beam axis in the z direction, so that 1t will

strike the paper 5 at normal incidence.

Generally it is desirable that the depth of focus is large, so that any differences in the
paper positioning in the z direction do not result in significant changes in the size of

the beam incident on the paper. In an example prototype, the depth of focus i1s
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approximately 0.5 mm which is sufficiently large to produce good results. The
parameters, of depth of focus, numerical aperture and working distance are

interdependent, resulting in a well known trade off between spot size and depth of

focus.

When the scan head 10 is integrated into an otherwise conventional printer, the paper
feed mechanism will serve to move the paper linearly in the x direction past the scan
head 10 so that the beam 15 is scanned in a direction transverse to the major axis of
the elongate focus. Since the coherent beam 15 i1s dimensioned at its focus to have a
cross-section in the xz plane (plane of the drawing) that is much smaller than a
projection of the reading volume in a plane normal to the coherent beam, i.e. in the
plane of the paper 5, the paper feed will cause the coherent beam 15 to sample many

different parts of the paper.

Figure 2 is included to illustrate this sampling and is a schematic perspective view
showing how the reading area is sampled n times by scanning an elongate beam across
it. The sampling positions of the focused laser beam as it is scanned over the paper
under action of the paper feed is represented by the adjacent rectangles numbered 1 to
n which sample an area of length 1" and approximate width 'w', where 'w' is the long
dimension of the cylindrical focus. Data collection is made so as to collect signal at
each of the n positions as the paper is conveyed past the scan head. Consequently, a
sequence of k X n data points are collected that relate to scatter from the n different
illustrated parts of the paper. Typically, only a portion of the paper's length will be

sampled. For example, length '1' may be approximately a few centimetres.

With an example minor dimension of the focus of 40 micrometers, and a scan length
in the x direction of 2 cm, n=500, giving 2000 data points with k = 4. A typical range
of values for k x n depending on desired security level, article type, number of
detector channels k' and other factors 1s expected to be 100 < k x n < 10,000. It has

also been found that increasing the number of detectors k also improves the
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insensitivity of the measurements to surface degradation of the article through
handling, printing etc. In practice, with the prototypes used to date, a rule of thumub is
that the total number of independent data points, i.e. k X n, should be 500 or mor-e to

give an acceptably high security level with a wide variety of surfaces.

Figure 3 is a block schematic diagram of the functional components of a systems. for
creating authenticatable articles. A printer 22 is connected to a personal computer
(PC) 30 with a conventional connection 235. The detectors 16a...d of the detector
module 16 are connected through respective electrical connection lines 17a...d toO an
analogue-to-digital converter (ADC) that is part of a programmable interTupt
controller (PIC) 30. It will be understood that optical or wireless links may be vased
instead of, or in combination with, electrical links. The PIC 30 1s interfaced with a
personal computer (PC) 34 through a serial connection 32. The PC 34 may be a
desktop or a laptop. As an alternative to a PC, other intelligent devices may be u sed,
for example a personal digital assistant (PDA) or a dedicated electronics unit. The PIC
30 and PC 34 collectively form a data acquisition and processing module 36 for
determining a signature of the article from the set of data points collected by the
detectors 16a...d. The PC 34 has access through an interface connection 38 o a
database (dB) 40. The database 40 may be resident on the PC 34 1in memory, or stored
on a drive thereof. Alternatively, the database 40 may be remote from the PC 34 and
accessed by wireless communication, for example using mobile telephony servicess or
a wireless local area network (LAN) 1n combination with the internet. Moreover., the

database 40 may be stored locally on the PC 34, but periodically downloaded from a

remote source.

The database 40 i1s for compiling a library of digital signatures. The PC 34 is
programmed so that in use it obtains scan data from the detectors 16a...d each tirme a
document is printed out by the printer 22 and from this data computes a digital

signature. A new record is then created in the database 40 containing the digital
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signature, an image file of what has been printed on the piece of paper and also

bibliographic data relevant to the document.

Figure 4 is a perspective view of a printer 22 with the above-described scan head 10
integrated into it. The printer 22 is conventional other than by virtue of the scan head
and associated electronics. To schematically represent the paper feed mechanism the
final roller pair 9 thereof is shown. It will be appreciated that the paper feed
mechanism includes additional rollers and other mechanical parts. In the prototype
built already, the scan head is for convenience mounted as illustrated directly after the
final roller paper. It will be appreciated that the scan head could be mounted in many
different positions along the feed path of the paper. Moreover, although the
illustration is of a laser printer, it will be appreciated that any kind of printing device
could be used. As well as other forms of printer, such as inkjet printers or thermal
printers, the printing device could be any other kind of printing device not
conventionally regarded as a printer, such as a networked photocopier machine, or an
industrial printing press. For example, the printing device could be a printing press for

printing bank notes, cheques, or travellers cheques.

The above-described embodiments are based on localised excitation with a coherent
light beam of small cross-section in combination with detectors that accept light signal
scattered over a much larger area that includes the local area of excitation. It i1s
possible to design a functionally equivalent optical system which 1s instead based on
directional detectors that collect light only from localised areas in combination with

excitation of a much larger area.

Figure 5 shows schematically in side view such an imaging arrangement for a reader
embodying the invention which is based on directional light collection and blanket
illumination with a coherent beam. An array detector 48 1s arranged in combination
with a cylindrical microlens array 46 so that adjacent strips of the detector array 48

only collect light from corresponding adjacent strips along the paper 5. With reference
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to Figure 2, each cylindrical microlens is arranged to collect light signal from one of
the n sampling strips. The coherent illumination can then take place with blanket

illumination of the whole area being sampled (not shown in the illustration).

A hybrid system with a combination of localised excitation and localised detection

may also be useful in some cases.

Figure 6 shows schematically in plan view the optical footprint of such a hybrid
imaging arrangement for a scanner embodying the invention in which directional
detectors are used in combination with localised illumination with an elongate beam.
This embodiment may be considered to be a development of the embodiment of
Figures 1A & 1B in which directional detectors are provided. In this embodiment
three banks of directional detectors are provided, each bank being targeted to collect
light from different portions along the '1 X w' excitation strip. The collection area trom
the plane of the reading volume are shown with the dotted circles, so that a first bank
of, for example 2, detectors collects light signal from the upper portion of the
excitation strip, a second bank of detectors collects light signal from a middle portion
of the excitation strip and a third bank of detectors collects light from a lower portion
of the excitation strip. Each bank of detectors 1s shown having a circular collection
area of diameter approximately 1/m, where m 1s the number of subdivisions of the
excitation strip, where m = 3 in the present example. In this way the number of
independent data points can be increased by a factor of m for a given scan length 1. As
described further below, one or more of different banks of directional detectors can be
used for a purpose other than collecting light signal that samples a speckle pattern. For
example, one of the banks may be used to collect light signal in a way optimised for
barcode scanning in the case that a barcode is printed, for example to encode some
aspect of the document, such as its bibliographic data. If this i1s the case it will
generally be sufficient for that bank to contain only one detector, since there will be

no advantage obtaining cross-correlations when only scanning for contrast.
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Having now described the principal structural components and functional components
of various apparatuses suitable for carrying out the invention, the numerical
processing used to determine a digital signature is now described. It will be
understood that this numerical processing is implemented for the most part in a

computer program that runs on the PC 34 with some elements subordinated to the PIC

30.

Figure 7 1s a microscope image of a paper surface with the image covering an area of
approximately 0.5 x 0.2 mm. This figure is included to illustrate that macroscopically
flat surfaces, such as from paper, are in many cases highly structured at a microscopic
scale. For paper, the surface is microscopically highly structured as a result of the
intermeshed network of wood fibres that make up paper. The figure is also illustrative
of the characteristic length scale for the wood fibres which is around 10 microns. This
dimension has the correct relationship to the optical wavelength of the coherent beam
to cause diffraction and hence speckle, and also diffuse scattering which has a profile
that depends upon the fibre orientation. It will thus be appreciated that if a scan head
1s to be designed for a specific class of printable substrate material, the wavelength of
the laser can be tailored to the structure feature size of the class of material to be
scanned. It 1s also evident from the figure that the local surface structure of each piece
of paper will be unique in that it depends on how the individual wood fibres are
arranged. A piece of paper is thus no different from a specially created token, such as
the special resin tokens or magnetic material deposits of the prior art, in that it has
structure which 1s unique as a result of it being made by a process governed by laws of

nature. The same applies to many other types of article.

In other words, the inventor has discovered that it is essentially pointless to go to the

effort and expense of making specially prepared tokens, when unique characteristics

are measurable 1n a straightforward manner from a wide variety of every day articles.

The data collection and numerical processing of a scatter signal that takes advantage
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of the natural structure of an article's surface (or interior in the case of transmission) is

now described.

Figure 8A shows raw data from a single one of the photodetectors 16a...d of the scan
head of Figure 1A. The graph plots signal intensity I in arbitrary units (a.u.) against
point number n (see Figure 2). The higher trace fluctuating between I = 0 - 250 is the
raw signal data from photodetector 16a. The lower trace is the encoder signal picked

up from the markers 28 (see Figure 2) which is at around I = 50.

Figure 8B shows the photodetector data of Figure 8A after linearisation with the
encoder signal (n.b. although the x axis 1s on a different scale from Figure 8A, this is
of no significance). In addition, the average of the intensity has been computed and
subtracted from the intensity values. The processed data values thus fluctuate above

and below zero.

Figure 8C shows the data of Figure 8B after digitisation. The digitisation scheme
adopted 1s a simple binary one in which any positive intensity values are set at value 1
and any negative intensity values are set at zero. It will be appreciated that multi-state
digitisation could be used instead, or any one of many other possible digitisation
approaches. The main important feature of the digitisation is merely that the same

digitisation scheme is applied consistently.

Figure 9 1s a flow diagram showing how a signature of an article is generated from a

SCAIl.

Step S1 1s a data acquisition step during which the optical intensity at each of the
photodetectors 1s acquired approximately every 1ms during the entire length of scan.
Simultaneously, the encoder signal is acquired as a function of time. It is noted that if
the paper feed mechanism has a high degree of linearisation accuracy then

linearisation of the data may not be required. The data is acquired by the PIC 30



10

15

20

235

CA 02559271 2006-09-11

WO 2005/088517 PCT/GB2005/000903

13-

taking data from the ADC 31. The data points are transferred in real time from the PIC
30 to the PC 34. Alternatively, the data points could be stored in memory in the PIC
30 and then passed to the PC 34 at the end of a scan. The number n of data points per
detector channel collected in each scan is defined as N in the following. Further, the
value ay(1) 1s defined as the i-th stored intensity value from photodetector k, where i
runs from 1 to N. Examples of two raw data sets obtained from such a scan are

illustrated in Figure 8A.

Step S2 uses numerical interpolation to locally expand and contract ax(i) so that the
encoder transitions are evenly spaced in time. This corrects for local variations in the

motor speed. This step is performed in the PC 34 by a computer program.

Step S3 is an optional step. If performed, this step numerically differentiates the data
with respect to time. It may also be desirable to apply a weak smoothing function to
the data. Differentiation may be useful for highly structured surfaces, as it serves to
attenuate uncorrelated contributions from the signal relative to correlated (speckle)

contributions.

Step S4 is a step in which, for each photodetector, the mean of the recorded signal i1s
taken over the N data points. For each photodetector, this mean value is subtracted
from all of the data points so that the data are distributed about zero intensity.
Reference is made to Figure 8B which shows an example of a scan data set aiter

linearisation and subtraction of a computed average.

Step S5 digitises the analogue photodetector data to compute a digital signature
representative of the scan. The digital signature i1s obtained by applying the rule: ag(i)
>0 maps onto binary ‘1’ and ax(1) <=0 maps onto binary ‘0°’. The digitised data set is
defined as dx(i1) where i runs from 1 to N. The signature of the article may

advantageously incorporate further components in addition to the digitised signature
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of the intensity data just described. These further optional signature components are

now described.

Step S6 i1s an optional step in which a smaller ‘thumbnail’ digital signature is created.
This 1s done either by averaging together adjacent groups of m readings, or more
preferably by picking every cth data point, where ¢ is the compression factor of the
thumbnail. The latter is preferred since averaging may disproportionately amplify
noise. The sarme digitisation rule used in Step S35 1s then applied to the reduced data
set. The thumbnail digitisation 1s defined as tx(i) where i runs 1 to N/c and c is the

compression factor.,

Step S7 1s an optional step applicable when multiple detector channels exist. The
additional component 1s a cross-correlation component calculated between the
intensity data obtained from different ones of the photodetectors. With 2 channels
there 18 one possible cross-correlation coefticient, with 3 channels up to 3, and with 4
channels up to 6 etc. The cross-correlation coefficients are useful, since it has been
found that they are good indicators of material type. For example, for a particular type
of document, such as a passport of a given type, or laser printer paper, the cross-
correlation coetlicients always appear to lie in predictable ranges. A normalised cross-

correlation can be calculated between ag(1) and ay (1), where k#l and k,1 vary across all

of the photodetector channel numbers. The normalised cross-correlation function I is

defined as
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The use of the cross-correlation coefficients in verification processing 1s described

further below.

Step S8 is another optional step which is to compute a simple intensity average value
indicative of the signal intensity distribution. This may be an overall average ot each
of the mean values for the different detectors or an average for each detector, such as a
root mean square (rms) value of ag(i). If the detectors are arranged in pairs either side
of normal incidence as in the reader described above, an average for each pair of
detectors may be used. The intensity value has been found to be a good crude filter for
material type, since it is a simple indication of overall reflectivity and roughness of the
sample. For example, one can use as the intensity value the unnormalised rms value

after removal of the average value, 1.e. the DC background.

The digital signature data obtained from scanning an article can then be written to the
database by adding a new record together with an image file of what has been printed
onto the substrate and associated bibliographic data. A new database record will
include the digital signature obtained in Step S5 as well as optionally its smaller
thumbnail version obtained in Step S6 for each photodetector channel, the cross-
correlation coefficients obtained in Step S7 and the average value(s) obtained in Step
S8. Alternatively, the thumbnails may be stored on a separate database of their own
optimised for rapid searching, and the rest of the data (including the thumbnails) on a
main database. It 1s noted that the same process can be used when obtaining a digital

signature for verification purposes subsequently as is described further below.

Figure 10 is a flow diagram showing a printing process during which the paper being
printed on is scanned and its digital signature computed and stored in a database. A
user of the PC 30 prepares a document for printing using a word processor, drawing
package or other type of application software for creating documents. Once the
document is ready, a print command is issued. An image file is then created by the

application software using an appropriate printer driver. This image file is then sent to



10

15

20

25

CA 02559271 2006-09-11

WO 2005/088517 PCT/GB2005/000903

226-

the printer for printing. As the paper on which the image is being printed is being fed
through the printer, the scan head scans a portion of the paper. The scatter signals thus
collected are converted into data points as described above and a digital signature is
computed according the process described above with reference to Figure 9. A
database record is then created to store not only the digital signature, but also the

image file and relevant bibliographic data relating to the document creation.

It 1s noted that it is convenient to store the image file created by the printer driver, but
that is not the only possibility. T'he image file could be another file type derived from
the printer driver image file, or an image file in a preferred format of the application
software used to create the document, or another format created by the application
software. Another possibility would be for the image file to be derived from a rescan
of the document after printing. For example, this could be done automatically in a
printing device 1n the format of a networked photocopier machine that has
sophisticated paper feed (and re-feed) options and an integrated document scanner. In
this case, the image representation stored in the database would include any features
on the substrate as well as what was printed on the substrate. For example, if the paper
is headed paper, the header would be included. This may be advantageous in some
circumstances. A wide variety of solutions 1s possible. All that is important is to store

some kind of visual representation of what has been printed.

The above text describes how documents are scanned at source inside a printing
device whenever they are generated in order to obtain a digital signature unique to the
paper or other substrate on which some representation has been printed, and the digital
signature stored in a database together with a representation of what has been printed.
The following text describes how documents generated in this way can later be
verified as authentic, or alternatively how documents can be tested to establish

whether they have been generated by the authorised source.
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Figure 11 is a schematic side view of a portable scanner or reader apparatus 1 for re-
scanning documents or other articles for verification purposes. The optical design is
largely the same as for the scan head of Figure 1A fitted in a printer as is evident. The
same reference numerals for corresponding components have been used for ease of
comparison. The principal difference between the two designs is that the scanner of
Figure 11 moves the scan head and keeps the article static, while the printer-based

scanner described above moves the paper past the static scan head.

The optical reader apparatus 1 is for measuring a signature from an article (not shown)
arranged in a reading volume of the apparatus. The reading volume i1s formed by a
reading aperture 7 which is a slit in a housing 12. The housing 12 contains the main
optical components of the apparatus. The slit has its major extent in the x direction
(see inset axes in the drawing). The principal optical components are a laser source 14
for generating a coherent laser beam 15 and a detector arrangement 16 made up of a
plurality of k photodetector elements, where k = 4 in this example, labelled 16a, 16b,
16¢ and 16d. The laser beam 15 1s focused by a cylindrical lens 18 into an elongate
focus extending in the y direction (perpendicular to the plane of the drawing) and
lying in the plane of the reading aperture. In an example prototype reader, the elongate
focus has a major axis dimension of about 2 mm and a minor axis dimension of about
40 micrometres. These optical components are contained in a scan head subassembly
20. Further details of the optical design are as described above 1n relation to Figures

1A and 1B in particular, so are not repeated here.

A drive motor 22 is arranged in the housing 12 for providing linear motion of the
optics subassembly 20 via suitable bearings 24 or other means, as indicated by the
arrows 26. The drive motor 22 thus serves to move the coherent beam linearly in the x
direction over the reading aperture 7 so that the beam 15 is scanned in a direction

transverse to the major axis of the elongate focus.
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The sampling is as described above in relation to the printer scanner, i.e. as illustrated

in Figure 2, so 1s not repeated here.

Figure 12 1s a block schematic diagram of the functional components of the reader
apparatus. The motor 22 is connected to a programmable interrupt controller (PIC) 30
through an electrical link 23. The detectors 16a...d of the detector module 16 are
connected through respective electrical connection lines 17a...d to an analogue-to-
digital converter (ADC) that is part of the PIC 30. It will be understood that optical or
wireless links may be used instead of, or in combination with, electrical links. The
PIC 30 is mterfaced with a personal computer (PC) 34 through a serial connection 32.
The PC 34 may be a desktop or a laptop. As an alternative to a PC, other intelligent
devices may be used, for example a personal digital assistant (PDA) or a dedicated
electronics unit. The PIC 30 and PC 34 collectively form a data acquisition and
processing module for determining a signature of the article from the set of data points
collected by the detectors 16a...d. The PC 34 has access through an interface
connection 38 to a database (dB) 40. The database 40 may be resident on the PC 34 in
memory, or stored on a drive thereof. Alternatively, the database 40 may be remote
from the PC 34 and accessed by wireless communication, for example using mobile
telephony services or a wireless local area network (LAN) in combination with the
internet. Moreover, the database 40 may be stored locally on the PC 34, but

periodically downloaded from a remote source.

The database 40 contains a library of previously recorded signatures. The PC 34 is
programmed so that in use it accesses the database 40 and performs a comparison to
establish whether the database 40 contains a match to the signature of the article that

has been placed 1n the reading volume.

Figure 13 is a perspective view of the reader apparatus 1 showing its external form.
The housing 12 and slit-shaped reading aperture 7 are evident. A physical location aid

42 is also apparent and is provided for positioning an article of a given form in a fixed
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position in relation to the reading aperture 7. In the illustrated example, the physical
location aid 42 is in the form of a right-angle bracket in which the corner of a
document or packaging box can be located. This ensures that the same part of the
article can be positioned in the reading aperture 7 whenever the article needs to be
scanned. A simple angle bracket or equivalent, is sufficient for articles with a well-

defined corner, such as sheets of paper, passports, ID cards and packaging boxes.

For packaging boxes, an alternative to the slit aperture would be to provide a suitable
guide hole, for example a rectangular cross-section hole for accepting the base of a
rectangular box or a circular cross-section hole for accepting the base of a tubular box

(1.e. cylindrical box).

Figure 14 is a flow diagram showing how a signature of an article obtained from a

scan can be verified against a signature database.

In a simple implementation, the database could simply be searched to find a match
based on the tull set of signature data. However, to speed up the verification process,
the process preterably uses the smaller thumbnails and pre-screening based on the

computed average values and cross-correlation coefficients as now described.

The verification process takes place after scanning an article according to the process

described above, i.e. to perform Scan Steps S1 to S8 illustrated in Figure 9.

Verification Step V1 takes each of the thumbnail entries and evaluates the number of
matching bits between it and tx(i+j) , where j 1s a bit offset which is varied to
compensate for errors in placement of the scanned area. The value of j is determined
and then the thumbnail entry which gives the maximum number of matching bits. This

is the 'hit' used for further processing.
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Verification Step V2 is an optional pre-screening test that is performed before
analysing the full digital signature stored for the record against the scanned digital
signature. In this pre-screen, the rms values obtained in Scan Step S8 are compared
against the corresponding stored values in the database record of the hit. The 'hit' is
rejected from further processing if the respective average values do not agree within a
predefined range. The article is then rejected as non-verified (i.e. jump to end and

issue fail result).

Verification Step V3 is a further optional pre-screening test that is performed before
analysing the full digital signature. In this pre-screen, the cross-correlation coefficients
obtained in Scan Step S7 are compared against the corresponding stored values in the
database record of the hit. The 'hit' is rejected from further processing if the respective
cross-correlation coefficients do not agree within a predefined range. The article is

then rejected as non-verified (i.e. jump to end and 1ssue fail result).

Verification Step V4 1s the main comparison between the scanned digital signature
obtained in Scan Step S35 and the corresponding stored values in the database record
of the hit. The full stored digitised signature, di (i) is split into n blocks of ¢ adjacent
bits on k detector channels, i.e. there are gk bits per block. A typical value for g 1s 4
and a typical value for k is 4, making typically 16 bits per block. The gk bits are then
matched against the gk corresponding bits in the stored digital signature AP (i+j). If
the number of matching bits within the block i1s greater or equal to some pre-defined
threshold zs.sn, then the number of matching blocks is incremented. A typical value
for zmresn 18 13. This is repeated for all n blocks. This whole process is repeated for
different offset values of j, to compensate for errors in placement of the scanned area,
until a maximum number of matching blocks is found. Defining M as the maximum
number of matching blocks, the probability of an accidental match is calculated by

evaluating:
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p(M)= ) sV (1-s)"";C

w=n-M

where s i1s the probability of an accidental match between any two blocks (which in
turn depends upon the chosen value of Zmresnoiz), M 1s the number of matching blocks
and p(M) 1s the probability of M or more blocks matching accidentally. The value of
s 1s determined by comparing blocks within the data base from scans of different
objects of similar materials, e.g. a number of scans of paper documents etc. For the
case of g=4, k=4 and Zmesnoia=13, we find a typical value of s is 0.1. If the gk bits
were entirely independent, then probability theory would give s=0.01 for Zuresnoi=13.
The fact that we find a higher value empirically 1s because of correlations between the
k detector channels and also correlations between adjacent bits in the block due to a
finite laser spot width. A typical scan of a piece of paper yields around 314 matching
blocks out of a total number of 510 blocks, when compared against the data base entry
for that piece of paper. Setting M=314, n==3510, s=0.1 for the above equation gives a

probability of an accidental match of 107177

Verification Step V3 issues a result of the verification process. The probability result
obtained in Verification Step V4 may be used in a pass/fail test in which the
benchmark is a pre-detined probability threeshold. In this case the probability threshold
may be set at a level by the system, or mmay be a variable parameter set at a level
chosen by the user. Alternatively, the probability result may be output to the user as a
confidence level, either in raw form as thhe probability itself, or in a modified form

using relative terms (e.g. no match / poor match / good match / excellent match) or

other classification.

It will be appreciated that many variations are possible. For example, instead of
treating the cross-correlation coetficients as a pre-screen component, they could be
treated together with the digitised intensity data as part of the main signature. For

example the cross-correlation coefficients could be digitised and added to the digitised
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intensity data. The cross-correlation coefficients could also be digitised on their own
and used to generate bit strings or the like which could then be searched in the same

way as described above for the thumbnails of the digitised intensity data in order to

find the hits.

Figure 15 is a flow diagram showing the overall process of how a document is
scanned for verification purposes and the results presented to a user. First the
document is scanned using the scanning system of Figure 11 to 13. The document
authenticity is then verified using the process of Figure 14. If there 1s no matching
record in the database, a "no match" result is displayed to the user. If there is a match,

this is displayed to the user in the form now described.

Figure 16 is a screen shot of the user interface displayed when a re-scanned document
1s verified as being authentic. In the main right-hand window, a visual representation
of the document stored in the database record with the matching digital signature is
presented. This is an electronic copy of the document associated with the matching
digital signature. In the figure, this document 1s a letter formally offering a loan.
Another example would be the photograph page of a passport, but it will be
appreciated there are limitless examples. On the left side of the screen a confidence
level indicator bar. This is a graphic indicator of the probability result, as described
with reference to Figure 14. The bar 1s labelled left-to-right with "Poor - Normal -
Good - Excellent" as a relative indicator of match quality. There 1s also shown some
bibliographic data, namely in the large text window some narrative text descriptive of
the document is displayed. This could be automatically generated at source, for
example when the application software environment includes a document
management system. A smaller text window displays bibliographic data identifying
the printer on which the document was generated, the user 1.d. of the user who
generated it, and the generation date/time. Database statistics can also be shown, such

as the record number as illustrated in the bottom left corner of the screen.
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It will thus be appreciated that when a database match is found the user is presented
with relevant information in an intuitive and accessible torm to allow the user to apply
his or her own common sense for an additional, informal layer of verification. Clearly,
the document image should look like the document presented to the verifying person,
and other factors will be of interest such as the confidence level and bibliographic data
relating to document origin. The verifying person will be able to apply their
experience to make a value judgement as to whether these various pieces of

information are self consistent.

A further implementation of the invention 1s now described.

Figure 17 shows an ID card 50 bearing a barcode. The ID card may also bear an
independent security element 54 such as a photograph, hologram or contain some
biometric information specific to an individual. The barcode 1s shown as part of a scan
area 56. This is 1llustrated with a dashed line, since it is featureless on the ID card.
The scan area is subdivided between a lower area 52 containing the barcode and a
blank upper area 58. The ID card 50 is designed to be scanned by a reader apparatus of
the kind illustrated in Figure 6, where one of the directional detector banks 1s used to
scan the barcode area 52 and the other two banks to scan the upper area 58. In this
embodiment, the barcode encodes the signature obtained by scanning the blank upper

area using the method of the invention.

In other words, the barcode was originally applied at the time of manufacture of the
ID card by scanning the blank upper area of the card according to the method of the
invention and then printing the barcode onto the lower area 52. The ID card is thus
labelled with a signature characteristic of its intrinsic structure, namely the surface

structure in the upper area 38.

It will be appreciated that this basic approach can be used to mark a wide variety of

articles with a label that encodes the articles own signature obtained from its intrinsic
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physical properties, for example any printable article, including paper or caxrdboard

articles or plastic articles.

Given the public nature of the barcode or other label that follows a publicly known
encoding protocol, it is advisable to make sure that the signature has been trans formed
using an asymmetric encryption algorithm for creation of the barcode, 1.e. a one-way
function is used, such as according to the well known RSA algorithm. A preferred
implementation is for the label to represent a public key 1n a public key/priv-ate key
encryption system. If the system is used by a number of different customexs, it is
advisable that each customer has its own private key, so that disclosure of a private
key will only affect one customer. The label thus encodes the public key @and the

private key is located securely with the authorised persons.

In an embodiment, a printing device with a duplex sheet feeder is used, whichy allows
a sheet of paper to pass through it twice. This may be once on each side for tw o-sided
printing, or twice on the same side for printing twice on the same side. The 1ixst pass
is used to acquire the unique digital signature from the sheet using the scan head
integrated in the printing device. The second pass then immediately prints a barcode,
or other encoding label, containing an encrypted version of the digital signattare onto
the paper. This gives the possiblity of 'without database' checks on the document,
although clearly the stored image of the document could not be checked ~without
reference to a database. It is also possible to add other information to the barcode. A
specific example of where this might be useful 1s in printing of cheques. The walue of
the cheque and optionally also a hash of the drawer's name could be included in the

barcode.

In another embodiment, the paper or other printable article is scanned first to al. low the
digital signature to be determined before any printing takes place. The printing of the
image and the barcode encoding the digital signature can then take place in one

printing action.



10

15

20

25

30

CA 02559271 2006-09-11

WO 2005/088517 PCT/GB2005/000903

_35-

It will be further understood that the barcode or other label could also be used to

encode other information, either ancillary to the digital signature or unrelated to the

digital signature.

A further perceived advantage of the labelling approach is that a novice user would be
unaware of the verification being carried out without special knowledge. It would be
natural for the user to assume that the reader apparatus was simply a barcode scanner,

and 1t was the barcode that was being scanned.

The labelling scheme could be used to allow articles to be verified without access to a
database purely on the basis of the label. This 1s a similar approach conceptually to the

failed banknote scheme reported in the prior art [4].

However, it is also envisaged that the labelling scheme could be used in combination
with a database verification scheme. For example, the barcode could encode a
thumbnail form of the digital signature and be used to allow a rapid pre-screen prior to
screening with reference to a database. This could be a very important approach in
practice, since potentially in some database applications, the number of records could
become huge (e.g. millions) and searching strategies would become critical.
Intrinsically high speed searching techniques, such as the use of bitstrings, could

become 1mportant

As an alternative to the barcode encoding a thumbnail, the barcode (or other label)
could encode a record locator, i.e. be an index or bookmark, which can be used to

rapidly find the correct signature in the database for further comparison.

Another variant is that the barcode (or other label) encodes a thumbnail signature
which can be used to get a match with reasonable but not high confidence if a
database is not available (e.g. temporarily off-line, or the scanning is being done in an

unusually remote location without internet access). That same thumbnail can then be
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used for rapid record locating within the main database if the database is available,

allowing a higher confidence verification to be performed.

Figure 18 1s a schematic plan view of an ID card 50 which is a so-called smart card
that incorporates a data carrying chip 54. The data carried by the chip 54 includes
signature encoding data that encodes a digital signature obtained from an intrinsic
measured surface characteristic of the ID card 50 obtained from a scan area 56 which
is featureless in this example as indicated by the dotted lines, but could be decorated

in any desired way, or contain a photograph, for example.

Figure 19 is a schematic plan view of a warranty document 50. The scan area 56
includes two barcode labels 52a, 52b arranged one above the other which encode a
digital signature obtained from an intrinsic measured surface characteristic, similar to
the ID card example of Figure 17. The barcodes 52a, 52b are arranged above and
below a digital signature scan area 58 for a person's signature 59 as schematically
illustrated. The area 58 at least is preferably covered with a transparent adhesive

covering for tamper protection.

Many other commercial examples will be envisaged, the above Figures 17 to 19 given

by way of example only.

From the above detailed description 1t will be understood how an article made of a
printable material, such as paper or cardboard, or plastic, can be created and identified
by exposing the material to coherent radiation, collecting a set of data points that
measure scatter of the coherent radiation from intrinsic structure of the material, and

determining a signature of the article from the set of data points.

It will also be understood that the scan area 1s essentially arbitrary in terms of its size
or location on the printable surface of an article. If desired, the scan could be a linear

scan rastered to cover a larger two-dimensional area, for example.
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Moreover, it will be understood how this can be applied to i1dentify a product by its
packaging, a document or an item of printable clothing, by exposing the article to
coherent radiation, collecting a set of data points that measure scatter of the coherent
radiation from intrinsic structure of the article, and determining a signature of the

product from the set of data points.

From the above description of the numerical processing, it will be understood that
degradation of the beam localisation (e.g. beam cross-section enlargement in the
reading volume owing to sub-optimum focus of the coherent beam) will not be
catastrophic to the system, but merely degrade its performance by increasing the
accidental match probability. The apparatus 1s thus robust against apparatus variations
giving a stable gradual degradation in performance rather than a sudden unstable
failure. In any case, it is simple to perform a self test of a reader, thereby picking up

any equipment problems, by performing an autocorrelation on the collected data to

ascertain the characteristic minimum feature size in the response data.

A further security measure that can be applied to paper or cardboard, for example, is
to adhesively bond a transparent seal (e.g. adhesive tape) over the scanned area. The
adhesive is selected to be sufficiently strong that its removal will destroy the
underlying surface structure which it is essential to preserve in order to perform a
verification scan. The same approach can be applied to deposition of transparent

polymer or plastic films on a card, or its encapsulation with similar materials.

As described above, the reader may be embodied in an apparatus designed specifically
to implement the invention. In other cases, the reader will be designed by adding
appropriate ancillary components to an apparatus principally designed with another
functionality in mind, such as a photocopier machine, document scanner, document
management system, POS device, ATM, air ticket boarding card reader or other

device.
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Many other variations of the invention will be envisaged by the skilled person in

addition to those specifically mentioned above.

It will be appreciated that although particular embodiments of the invention have been

described, many modifications/additions and/or substitutions may be made within the

spirit and scope of the present invention.
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CLAIMS

1. A printing device, comprising:

a print head for printing onto an article;

a feed mechanism operable to convey the article past the print head; and

a scan head incorporating a coherent source and a detector arrangement,
wherein the coherent source is arranged to direct light onto an article conveyed by the
feed mechanism and a detector arrangement arranged to collect a set of data points
from signals obtained as the light scans over the article, wherein different ones of the

data points relate to scatter from different parts of the article.

2. The printing device of claim 1, wherein the feed mechanism is operable to

convey the article past the print head at least twice so that the article can be printed on

multiple times.

3. An apparatus for creating authenticatable articles, comprising:

a printer driver operable to create instructions for a printing device to print an
image;

a data acquisition interface for receiving a set of data points from signals
obtained by scanning light over an article during printing, wherein different ones of
the data points relate to scatter of the light from different parts of the article; and

a processor for determining a digital signature of the article from the set of
data points and creating a record in a database, wherein the record includes the digital

signature and a representation of the image.

4, The apparatus of claim 3, wherein the record further includes bibliographic

data relevant to the scanned article.
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5. The apparatus of claim 3 or 4, wherein the processor is further operable
determine a printable label pattern that encodes the digital signature according to a

machine-readable encoding protocol.

6. The apparatus of claim 5, wherein the digital signature is encoded for the

printable label pattern using an asymmetric encryption algorithm.

7. The method of claim 6, wherein the printable label pattern represents a public

key in a public key/private key encryption system.

8. An apparatus for verifying the authenticity of articles, comprising:

a scanning device incorporating a coherent source for scanning light over an
article, and a detector arrangement arranged to collect a set of data points from signals
obtained as the light is scanned, wherein different ones of the data points relate to
scatter of the light from different parts of the article;

a processor for determining a digital signature of the article from the set of
data points;

a database comprising a plurality of records of previously scanned articles,
each record including the digital signature previously determined for that article and a
visual representation of that article; and

a signature verification module operable to search the database to establish
whether there is a match between a digital signature obtained by the scanning device
and a digital signature stored in one of the records, and, if a match 1s found, to display

the visual representation of the article stored in the record with the match.

0. The apparatus of claim 8, further comprising also displaying a confidence level
of the match.
10. The apparatus of claim 8 or 9, wherein the database records include

bibliographic data relevant to the scanned article, and wherein the signature
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verification module is further operable to display the bibliographic data when a match

1s found.

11. A method of creating authenticatable articles, comprising:

printing an image onto an article;

scanning coherent light over the article, and collecting a set of data points from
signals obtained as the coherent light is scattered from the article, wherein different
ones of the data points relate to scatter from different parts of the article;

determining a digital signature of the article from the set of data points; and

creating a record in a database, wherein the record includes the digital

signature and a representation of the image.

12. The method of claim 11, wherein the printing and scanning are performed as

the article is conveyed past a print head and a scan head respectively.

13. The method of claim 11 or 12, wherein each of the records includes

bibliographic data relevant to the scanned article.

14.  The method of claim 11, 12 or 13, wherein the article is a paper or cardboard

document.

15.  The method of any of claims 11 to 14, comprising: further printing onto the
article a label that encodes the digital signature according to a machine-readable

encoding protocol.

16.  The method of claim 15, wherein the digital signature 1s encoded in the label

using an asymmetric encryption algorithm.

17.  The method of claim 16, wherein the label represents a public key 1n a public

key/private key encryption system.
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18. A method of creating authenticatable articles, comprising:

scanning coherent light over the article, and collecting a set of data points from
signals obtained as the coherent light is scattered from the article, wherein different
ones of the data points relate to scatter from different parts of the article;

determining a digital signature of the article from the set of data points; and

printing onto the article an image and a label that encodes the digital signature

according to a machine-readable encoding protocol.

19. The method of claim 18, wherein the printing and scanning are performed as

the article i1s conveyed past a print head and a scan head respectively.

20. The method of claim 18 or 19, wherein the article i1s a paper or cardboard
document.
21. The method of claim 18, 19 or 20, wherein the digital signature 1s encoded in

the label using an asymmetric encryption algorithm.

22. The method of claim 21, wherein the label represents a public key in a public

key/private key encryption system.

- 23. A method of verifying the authenticity of an article, comprising:

scanning coherent light over an article, and collecting a set of data points from
signals obtained as the coherent light is scattered from the article, wherein different
ones of the data points relate to scatter from different parts of the article;

determining a digital signature of the article from the set of data points;

providing a database comprising a plurality of records for previously scanned
articles, each record including the digital signature previously determined for that
article and a visual representation of that article; and

searching the database to establish whether there is a match between a digital

signature obtained by the scanner and any of the digital signatures stored in the
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database, and, if a match is found, displaying the visual representation of the article

stored in the database.

24. The method of claim 23, wherein the database records include bibliographic
data relevant to the scanned article, and wherein the bibliographic data is also

displayed when a match is found.
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