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SYSTEM AND METHOD OF EFFICIENTLY GENERATING AND TRANSMITTING
ENCRYPTED DOCUMENTS

CROSS-REFERENCE

The present application relies on U.S. Patent Provisional Application No. 62/135,120,
entitled “Method of Transmission of Encrypted Documents” and filed on March 18, 2015, for
priority. The present specification also relies on U.S. Patent Provisional Application Number
62/266,031, entitled “Method of Transmission of Encrypted Documents” and filed on December
11, 2015, for priority.

In addition, the present application is a continuation-in-part of United States Patent
Application Number 14/327,413 (U.S. Patent Publication No. 20150052355), entitled “Method
of Transmission of Encrypted Documents From An Email Application” and filed on February
19, 2015, which, in turn, is a continuation of United States Patent Number 8,806,190, of the
same title, and filed on April 17, 2011, which further relies upon United States Provisional
Application Number 61/325,792, entitled “System and Method for Enabling an Improved
Workflow for Transmission of Encrypted Documents from an Email Application”, and filed on
April 19, 2010, for priority.

All of the above-mentioned applications are herein incorporated by reference in their

entirety.

FIELD

The present specification relates to enabling improved methods and systems for emailing
encrypted attachments or uniform resource identifiers associated therewith. More specifically,
embodiments of the present specification are designed to help service professionals comply with

certain privacy requirements, or best practices standards, with respect to client communications.

BACKGROUND

Conventionally, attachments, such as Microsoft Word®, Microsoft Powerpoint®,
Microsoft Excel®, text, images, spreadsheets, presentations, or other documents, are securely

transmitted via an email application, such as Microsoft Outlook®, using various methods.
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One method relies on an encryption program integrated with the email application itself.
Conventionally, a user initiates an email program, creates an email, associates an attachment
with the email, and causes the email program to transmit the email, with the associated
attachment, to an intended recipient. Prior to transmission, the encryption program integrated
with the email application encrypts the email, along with the attachment, and sends the encrypted
email to the intended recipient. To access the encrypted email, the intended recipient must have
a key, associated with the email sender that enables the decryption of the encrypted email. This
method has several disadvantages. First, although it permits a user to encrypt an email
transmission efficiently, it requires the recipient to have the same encryption program as that of
the sender integrated with the recipient’s email application. Second, the encryption of the third
party or integrated encryption program may be less effective than using the encryption feature of
the application which the user used to originally create the attachment. Third, once the email is
decrypted, the attachment can be saved and is no longer subject to encryption, leaving the
attachment unprotected at the recipient’s computer.

In another available encryption method an attachment is converted from its original
format into an encrypted PDF file before transmission. However, this prevents a recipient from
directly editing the data contained in the attachment, and as a result, also inhibits efficient
collaboration between users.

In another available encryption approach, an attachment is converted to an encrypted zip
file or is enclosed within an encrypted PDF envelope. The user then prepares and sends a
subsequent email containing the passcode to open the encrypted zip file or PDF envelope to the
intended recipient. However, once the zip file or PDF envelope is decrypted, the attachment can
be saved and is no longer subject to encryption, leaving the attachment unprotected at the
recipient’s computer.

Another method uses the encryption feature of the application which the user used to
originally create the attachment, but is far more time consuming. Here, a user first encrypts the
attachment using the originating application and assigns the encrypted attachment a passcode.
The passcode, if pre-stored, has to be separately retrieved from yet another application. The user
then opens the email program, creates an email, associates an encrypted attachment with the

email, and causes the email program to transmit the email, with the associated encrypted
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attachment, to an intended recipient. The user then prepares and sends a subsequent email to the
intended recipient which contains an indication of the passcode to open the encrypted attachment
to the intended recipient. This method, while addressing some of the deficiencies cited above, is
cumbersome and requires the user to separately encrypt an attachment in one application and
compose multiple emails. In addition, this process is manual and is thus prone to data entry
errors (i.e. possibility of a mistyped passcode in a subsequent e-mail), “lost” or “forgotten”
passcode errors, in which case even the sender may not be able to open the encrypted document.
What is needed is an encryption system that a) enables a user to send encrypted
attachments rapidly and efficiently, b) uses the built-in encryption feature of applications used to
create attachments, and also retains the original format of the attachments, c¢) does not require a
user to manually prepare multiple emails, d) does not require the recipient to have the specific
encryption program utilized by the sender, and e) eliminates the possibility of “lost” or

“forgotten” passcodes rendering the original document inaccessible.

SUMMARY

The present specification provides a method for transmission of encrypted email
attachments by using an email application.

In some embodiments, the present specification discloses a method of encrypting a file
and distributing the encrypted file over a network from a user computer to a remote computer,
the method comprising: providing an interface to a file encryption application to a user for access
on the user computer; receiving, from the user through said interface to the file encryption
application over said network, an input designating an encryption option from among a plurality
of encryption options; based upon said input designating an encryption option, and based upon a
format of said file, causing a separate application specific to said format to encrypt said at least
one file, wherein said encrypted file is adapted to be decrypted using a passcode; generating a
first email, for transmission to a recipient email address, comprising a uniform resource identifier
and said at least one encrypted file attached thereto, wherein said uniform resource identifier is
configured such that, upon a user of the remote computer activating said uniform resource
identifier, said remote computer is adapted to generate a second email requesting an indication of

the passcode associated with said at least one encrypted file to be transmitted to a phone number
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address stored in association with said recipient email address in a memory; transmitting the first
email with said at least one encrypted file to said recipient email address over said network; after
a period of time, receiving, from the recipient email address over the network, said second email,
wherein the second email is generated as a result of said user of the remote computer activating
the uniform resource identifier in the first email; and based upon said receipt of said second
email, automatically transmitting a message to said phone number address, wherein the message
contains said indication of said passcode.

Optionally, said interface to a file encryption application is provided to a user by enabling
said user to download the file encryption application for installation on the user computer.

Optionally, said interface to a file encryption application is provided to a user by enabling
said user to access, via the user computer, the file encryption application over the network.

Optionally, the file encryption application is invoked by activating a short-cut icon to said
file encryption application located on a desktop of the user’s computer.

Optionally, said separate application specific to said format is stored in a same physical
storage device as said file encryption application.

Optionally, said separate application specific to said format is stored in a different
physical storage device as said file encryption application.

Optionally, said period of time is at least five minutes.

Optionally, said file is encrypted by opening said at least one file in the separate
application specific to the format of said at least one file and accepting an input from the user,
from within the separate application, invoking an encryption of the file.

Optionally, the first email is generated using an email application that is hosted by a
server separate and remote from the remote user computer.

Optionally, the first email is generated using an email application that is stored within,
and executed by, the remote user computer.

Optionally, the uniform resource identifier is configured to have an expiration time
period after which activating the uniform resource identifier will not cause the message with the

indication of the passcode to be sent to the phone number address.
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Optionally, the uniform resource identifier is configured to have no expiration time
period and will remain functional to cause the message with the indication of the passcode to be
sent to the phone number address for an unlimited time period.

Optionally, the uniform resource identifier is configured to have a predefined number of
times that it can be used, after which activating the uniform resource identifier will not cause the
message with the indication of the passcode to be sent to the phone number address.

Optionally, the uniform resource identifier is configured to be forward to a third email
address through which activating the uniform resource identifier will still cause the message with
the indication of the passcode to be sent to the phone number address.

Optionally, the uniform resource identifier is configured to only be useable by the
recipient email address and not another email address.

Optionally, said indication of said passcode includes a uniform resource identifier to a
passcode file associated with an Internet based file hosting service, wherein the passcode file
includes said passcode or a hint associated with said passcode.

Optionally, said indication of said passcode includes a uniform resource identifier to a
webpage that includes said passcode or a hint associated with said passcode.

Optionally, said file and said separate application are located remote from the user
computer and wherein said separate application encrypts said file by opening said file over said
network and applying an encryption native to said separate application.

Optionally, said file is located remote from the user computer, wherein said separate
application is stored local to, and executed by, the user computer, and wherein said separate
application encrypts said file by opening said file over said network and applying an encryption
native to said separate application.

In some embodiments, the present specification discloses a method of encrypting a file
and distributing the encrypted file over a network from a user computer to a remote computer,
the method comprising: providing an interface to a file encryption application to a user for access
on the user computer; receiving, from the user through said interface to the file encryption
application over said network, an input designating an encryption option from among a plurality
of encryption options; receiving, from the user through said interface to the file encryption

application over said network, an input associating a phone number with a recipient email
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address and storing said phone number, recipient email address, and association in a memory;
based upon said input designating an encryption option, and based upon a format of said file,
causing a separate application specific to said format to encrypt said at least one file, wherein
said encrypted file is adapted to be decrypted using a passcode; generating a first email, for
transmission to a recipient email address, comprising a uniform resource identifier, wherein said
uniform resource identifier is configured such that, upon a user of the remote computer
activating said uniform resource identifier, said remote computer is adapted to generate a first
message requesting an indication of the passcode associated with said at least one encrypted file
to be transmitted to said phone number stored in association with said recipient email address;
transmitting the first email with said at least one encrypted file to said recipient email address
over said network; after a period of time, receiving, from the remote computer over the network,
said first message, wherein the first message is generated as a result of said user of the remote
computer activating the uniform resource identifier in the first email; and based upon said receipt
of said second email, automatically transmitting a second message to said phone number address,
wherein the second message contains said indication of said passcode.

Optionally, said at least one encrypted file is attached to the first email.

Optionally, after receipt of the second email, a third email is transmitted to the recipient
email address, said third email having said at least one encrypted file attached thereto.

Optionally, the second message contains a link to the encrypted file.

In some embodiments, the present specification discloses a method of encrypting a file
and distributing the encrypted file over a network from a user computer to a remote computer,
the method comprising: providing an interface to a file encryption application to a user for access
on the user computer; receiving, from the user through said interface to the file encryption
application over said network, an input designating an encryption option from among a plurality
of encryption options; based upon said input designating an encryption option, and based upon a
format of said file, causing a separate application specific to said format to encrypt said at least
one file, wherein said encrypted file is adapted to be decrypted using a passcode; generating a
first email, for transmission to a recipient email address, comprising a uniform resource
identifier, wherein said uniform resource identifier is configured such that, upon a user of the

remote computer activating said uniform resource identifier, said remote computer is adapted to
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generate a first message requesting an indication of the passcode associated with said at least one
encrypted file to be transmitted to said recipient email address; transmitting the first email with
said at least one encrypted file to said recipient email address over said network; after a period of
time, receiving, from the remote computer over the network, said first message, wherein the first
message is generated as a result of said user of the remote computer activating the uniform
resource identifier in the first email; and based upon said receipt of said first message,
automatically transmitting a second email to said recipient email address, wherein the second
email contains said indication of said passcode.

In some embodiments, the present specification discloses a method of encrypting a file
and distributing the encrypted file over a network from a user computer to a remote computer,
the method comprising: providing an interface to a file encryption application to a user for access
on the user computer; receiving, from the user through said interface to the file encryption
application over said network, an input designating an encryption option from among a plurality
of encryption options; receiving, from the user through said interface to the file encryption
application over said network, an input associating a second email address with a recipient email
address and storing said second email address, recipient email address, and association in a
memory; based upon said input designating an encryption option, and based upon a format of
said file, causing a separate application specific to said format to encrypt said at least one file,
wherein said encrypted file is adapted to be decrypted using a passcode; generating a first email,
for transmission to a recipient email address, comprising a uniform resource identifier, wherein
said uniform resource identifier is configured such that, upon a user of the remote computer
activating said uniform resource identifier, said remote computer is adapted to generate a first
message requesting an indication of the passcode associated with said at least one encrypted file
to be transmitted to said second email address stored in association with said recipient email
address; transmitting the first email with said at least one encrypted file to said recipient email
address over said network; after a period of time, receiving, from the remote computer over the
network, said first message, wherein the first message is generated as a result of said user of the
remote computer activating the uniform resource identifier in the first email; and based upon said
receipt of said first message, automatically transmitting a second email to said second email

address, wherein the second email contains said indication of said passcode.
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In one embodiment, the present specification provides a method for transmitting at least
one encrypted file as an email attachment using an email application invoked by an encryption
application, the method comprising the steps of generating an interface that accepts, from a user,
an input indicating at least one file to which an encryption process should be applied; generating
an interface that accepts, from the user, an input designating an encryption option from among a
plurality of encryption options; generating an interface that accepts, from the user, an input
designating a file save option from among a plurality of file save options; accepting an input
from the user designating that the at least one encrypted file should be transmitted as an
attachment using the email application; based upon the input designating an encryption option,
and based upon the format of the file, causing a separate application specific to the file format to
encrypt the at least one file; based upon the input designating a file save option, causing an
application to save the at least one file; based upon the input designating transmission of the at
least one encrypted file using the email application, automatically generating a first email using
the email application; attaching the at least one encrypted file to the first email; transmitting the
first email with an editable standard message body and the at least one encrypted file attached
thereto to at least one recipient email address using the email application, wherein the first email
includes a uniform resource identifier to request an indication of a passcode associated with the
at least one encrypted file; receiving, by the encryption application, a first message from said at
least one recipient of the first email message, wherein said first message is generated as a result
of said at least one recipient activating a uniquely encoded uniform resource identifier or by
invoking an application specified in the first email; and based upon receipt of said first message,
automatically transmitting a second message to said at least one recipient, wherein the second
message contains said indication of said passcode .

In one embodiment, the first message is an automatically generated second email from
the at least one recipient email address.

In various embodiments, the second message contains the indication of the passcode in
any one of the following formats: plain text, HTML, proprietary format that is visible only on
recipient’s authenticated device if recipient’s device has the associated proprietary software

application, “Captcha” type of text, PDF file, text file, Word processing file (e.g. MS WORD),
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Web Page, Picture file, Audio file, SMS Text Message, “Snapchat” type of SMS Text Message
(text disappears after a certain duration).

Optionally, the plurality of encryption options comprises an encryption option prompting
the user to selectively protect one of a plurality of selected files. Optionally, the plurality of
encryption options comprises an encryption option prompting the user to establish a specific
passcode for encrypting and/or decrypting the designated file. Optionally, the plurality of
encryption options comprises an encryption option prompting the user to select a predefined
common passcode for encrypting and/or decrypting the designated file where such common
passcode is generally used on a recurring basis to encrypt and/or decrypt files. Optionally, the
plurality of encryption options comprises an encryption option prompting the user to set a
predefined number of digits of the user’s social security number as a passcode for encrypting
and/or decrypting the designated file. Optionally, the plurality of encryption options comprise an
encryption option prompting the user to set a passcode pre-assigned to a corresponding recipient
address, wherein the passcode is adapted to be used for encrypting and/or decrypting the
designated file. Optionally, the plurality of encryption options comprises an encryption option
prompting the user to set a randomly generated passcode for encrypting and/or decrypting the
designated file.

Optionally, the user generates a list comprising a plurality of passcodes and recipient
addresses, wherein at least one passcode is assigned to each recipient address and wherein the list
is used to select a passcode for encrypting and/or decrypting the designated file.

Optionally, the user is presented with an option of storing the encrypted designated file at
a selected location.

Optionally, the step of attaching the encrypted attachment with the first, prepared email
comprises adding a standard text to the email, the standard text conveying an encrypted status of
the email attachment to a recipient.

Optionally, the second message is in the form of text including the passcode or a hint
associated with the passcode.

Optionally, the second message includes a uniform resource identifier to a file associated
with an Internet based file hosting service, wherein the file includes the passcode or a hint

associated with the passcode.
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Optionally, the second message includes a uniform resource identifier to a webpage that
includes the passcode or a hint associated with the passcode.

Optionally, the uniquely encoded uniform resource identifier to request the indication of
the passcode has at least one of the following characteristics: a) the uniform resource identifier
has an expiration time period after which the uniform resource identifier is non-functional, b) the
uniform resource identifier has no expiration time period and will remain functional for an
unlimited time period, c) the uniform resource identifier has a limit on the number of times it can
be used after which the uniform resource identifier is non-functional, d) the uniform resource
identifier has no limitation with respect to the number of times it can be used, e) the uniform
resource identifier can be forwarded by the at least one recipient to another email address or
mobile phone through which the uniform resource identifier remains activated, and f) the
uniform resource identifier is only activated from the at least one recipient’s email or mobile
phone.

In another embodiment, the present specification provides a method for using an email
application to transmit a uniform resource identifier to at least one encrypted file associated with
an Internet based file hosting service, invoked by an encryption application, the method
comprising the steps of generating an interface that accepts, from a user, an input indicating at
least one file to which an encryption process should be applied; generating an interface that
accepts, from the user, an input designating an encryption option from among a plurality of
encryption options; generating an interface that accepts, from the user, an input designating a file
save option from among a plurality of file save options; based upon the input designating an
encryption option, and based upon the format of the file, causing a separate application specific
to the file format to encrypt the at least one file; based upon the input designating a file save
option, causing an application to save the at least one file; generating an interface that accepts,
from the user, an input designating a location within the user’s Internet based file hosting service
wherein the at least one encrypted file should be saved; generating an interface that accepts, from
the user, an input designating a location within the user’s Internet based file hosting service
wherein the at least one encrypted file should be saved and wherein the uniform resource
identifier associated with the at least one file should be transmitted using the email application;

based upon the input, designating a location within a user’s internet based file hosting service,

10
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causing an application to save the at least one file in the location; accepting an input from the
user designating that the uniform resource identifier associated with the at least one encrypted
file should be transmitted using the email application; based upon the input designating
transmission of the uniform resource identifier, automatically generating a first email using the
email application; including the uniform resource identifier in the first email; transmitting the
first email with an editable standard message body and the uniform resource identifier appended
therein to at least one recipient email address using the email application, wherein the first email
also includes a uniform resource identifier to request an indication of a passcode associated with
the at least one encrypted file; receiving, by the encryption application, a response message from
said at least one recipient of the first email message, wherein said response message is generated
as a result of said at least one recipient activating a uniquely encoded uniform resource identifier
or by invoking an application specified in the first email; and based upon receipt of said response
message, automatically transmitting a Short Message Service (SMS) message to a mobile
telephone number of said at least one recipient, wherein the SMS message contains said
indication of said passcode

In one embodiment, the response message is an automatically generated second email
from the at least one recipient email address.

Optionally, the encryption application is invoked by double-clicking a short-cut icon to
said encryption application on a desktop of the user’s computer.

Optionally, the encryption application is invoked by enabling the user to select said at
least one file and generate an interface displaying an option to encrypt said at least one selected
file using the encryption application and accepting an input designating selection of the option by
the user.

The interface displaying an option to encrypt said at least one selected file using the
encryption application may be generated, by the user, by right-clicking said at least one selected
file.

Optionally, the encryption application is invoked by opening said at least one file in a
native application associated with said at least one file and accepting an input from the user,

from within the native application, designating invocation of said encryption application.
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Optionally, the plurality of encryption options comprises an encryption option prompting
the user to set a predefined number of digits of the user’s social security number as a common
passcode for encrypting and/or decrypting said at least one file.

Optionally, the plurality of encryption options comprises an encryption option prompting
the user to set a predefined number of characters as a common passcode known to the user or
group of users for encrypting and/or decrypting said at least one file.

Optionally, the plurality of encryption options comprises an encryption option prompting
the user to designate a passcode from a plurality of passcodes shared between a group of users
for encrypting and/or decrypting said at least one file.

Optionally, the plurality of encryption options comprises an encryption option prompting
the user to designate a passcode from a plurality of private passcodes for encrypting and/or
decrypting said at least one file.

Optionally, the plurality of encryption options comprises an encryption option prompting
the user to establish a specific custom passcode and hint associated with such passcode for
encrypting and/or decrypting said at least one file. The method may further comprise saving the
custom passcode and associated hint, wherein the plurality of save options comprise a save
option prompting the user to save the passcode in a list of shared passcodes shared between a
group of users or alternatively in a list of private passcodes not shared by a group of users.

Optionally, the plurality of encryption options comprises an encryption option prompting
the user to set a randomly generated passcode for encrypting and/or decrypting said at least one
file.

Optionally, the plurality of file save options comprises a file save option prompting the
user to save an encrypted copy of the at least one file in an existing folder of the at least one file.

Optionally, while saving the encrypted copy of the at least one file, a pre-established file
name of said at least one file may be modified to add a predefined suffix, metadata, or file
identifier.

Optionally, the plurality of file save options comprises a file save option prompting the
user to save an encrypted copy of the at least one file in a location designated by the user on his

computer.
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The method may further comprise generating an interface for configuring, by the user, a
plurality of details for registering and invoking the email application subscribed to by the user.

The method may further comprise generating an interface for configuring, by the user, a
plurality of details for registering and invoking the Internet file hosting service subscribed to by
the user.

Optionally, the first email application is a Webmail registered with the encryption
application by the user.

Optionally, transmitting the first email comprises invoking the user’s email application
registered by the encryption application, generating an email interface, attaching said at least one
link/uniform resource identifier associated with the encrypted file that is saved in a folder on the
user’s Internet file hosting service, prompting the user to add one or more recipient addresses,
adding an editable standard text conveying the encrypted status of the attachment associated with
the said link(s)/uniform resource identifier(s) to a recipient, and sending the said first email using
said email application registered by the encryption application.

Optionally, the folder wherein said at least one encrypted file should be saved is
associated with the Internet based file hosting service. Optionally, the folders on the user’s
computer associated with the Internet based filed hosting service automatically synchronizes
with the associated Internet based file hosting service.

The method may further comprise generating an interface for configuring a location of
the folder associated with the Internet based file hosting service.

The method may further comprise generating an interface for configuring a default
location, on the user’s computer, for saving said at least one encrypted file.

The method may further comprise generating an interface for establishing whether a date
and time stamp should be appended to a file name of said at least one encrypted file.

Optionally, the SMS message is a text including the passcode or a hint associated with
the passcode. Optionally, the SMS message includes a uniform resource identifier to a file
associated with an Internet based file hosting service, wherein the file includes the passcode or a
hint associated with the passcode. Optionally, the SMS message includes a uniform resource

identifier to a webpage that includes the passcode or a hint associated with the passcode.
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Optionally, the uniquely encoded uniform resource identifier to request the indication of
the passcode has at least one of the following characteristics: a) the uniform resource identifier
has an expiration time period after which the uniform resource identifier is non-functional, b) the
uniform resource identifier has no expiration time period and will remain functional for an
unlimited time period, c) the uniform resource identifier has a limit on the number of times it can
be used after which the uniform resource identifier is non-functional, d) the uniform resource
identifier has no limitation with respect to the number of times it can be used, e) the uniform
resource identifier can be forwarded by the at least one recipient to another email address or
mobile phone through which the uniform resource identifier remains activated, and f) the
uniform resource identifier is only activated from the at least one recipient’s email or mobile
phone.

The aforementioned and other embodiments of the present shall be described in greater

depth in the drawings and detailed description provided below.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the present invention will be appreciated, as
they become better understood by reference to the following detailed description when
considered in connection with the accompanying drawings, wherein:

FIG. 1A is a flow diagram illustrating a method for transmission of encrypted email
attachments, in accordance with an embodiment of the present specification;

FIG. 1B is a flow diagram illustrating a method for transmission of encrypted email
messages, in accordance with an embodiment of the present specification;

FIG. 2 illustrates an exemplary user interface, in accordance with an embodiment of the
present specification;

FIG. 3 is a flow diagram illustrating another method for transmission of encrypted files as
attachments or uniform resource identifiers thereto via email, in accordance with another
embodiment of the present specification;

FIG. 4A illustrates an embodiment of an interface for enabling a user to select at least one

file by right-clicking the at least one file, from his computer, for encryption;
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FIG. 4B illustrates the interface of FIG. 4A enabling the user to select at least one
additional file, using a browse button, and/or a drag and drop button for encryption,;

FIG. 4C illustrates an embodiment of an interface for enabling the user to select an
encryption option from a plurality of encryption options;

FIG. 4D illustrates an embodiment of an interface for enabling the user to save a custom
passcode for an intended recipient and a plurality of associated recipient credentials;

FIG. 4E illustrates an embodiment of an interface for enabling the user to select a file
save option from a plurality of file save options;

FIG. 4F illustrates an embodiment of an interface illustrating progress of encrypting one
or more files;

FIG. 4G illustrates the interface of FIG. 4F showing completion of encryption of one or
more files and an embodiment of another interface invoked as a result of enabling a ‘send via
cloud’ functionality;

FIG. 4H illustrates an embodiment of an interface showing an automatically generated
standard email to be sent with a plurality of encrypted files as attachments;

FIG. 41 illustrates an interface showing an automatically generated standard email to be
sent with a plurality of encrypted files as attachments, in accordance with another embodiment;

FIG. 4] illustrates an embodiment of an email settings interface for
registering/configuring a plurality of webmail accounts;

FIG. 4K illustrates an embodiment of an interface showing an automatically generated
standard email to be sent with a plurality of uniform resource identifiers to encrypted files
saved/uploaded to an Internet/cloud based file hosting service;

FIG. 4L illustrates an interface showing an automatically generated standard email to be
sent with a plurality of uniform resource identifiers to encrypted files saved/uploaded to an
Internet/cloud based file hosting service, in accordance with another embodiment;

FIG. 4M illustrates an embodiment of an interface for registering/configuring a plurality
of cloud accounts;

FIG. 4N illustrates an embodiment of an interface for registering/configuring a plurality

of general parameters;
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FIG. 40 illustrates an embodiment of an interface for storing a plurality of shared
passcodes;

FIG. 4P illustrates an embodiment of an interface for storing a plurality of private
passcodes;

FIG. 4Q illustrates an embodiment of an interface of registering/configuring a plurality of
users and associated rights;

FIG. 4R illustrates an embodiment of an interface for customizing a message of a body of
an email that carries at least one encrypted file as attachment(s);

FIG. 4S8 illustrates an embodiment of an interface for customizing a message of a body of
an email that carries at least one uniform resource identifier to at least one encrypted file
saved/uploaded to the user’s cloud account;

FIG. 5A is a flow diagram illustrating an exemplary process for transmission of
encrypted files, in accordance with an embodiment;

FIG. 5B is a flow diagram illustrating an exemplary process for transmission of both
encrypted files and corresponding passcode hint to decrypt the encrypted files, in accordance
with an embodiment;

FIG. 5C is a flow diagram illustrating another exemplary process for transmission of
encrypted files and passcode hint to decrypt the encrypted files, in accordance with an
embodiment;

FIG. 6A is a flow diagram illustrating an exemplary process control for transmission of
encrypted files and an on-demand communication of a passcode hint to decrypt the encrypted
files;

FIG. 6B is a flow diagram illustrating another exemplary process for transmission of
encrypted files and an on-demand communication of the passcode hint to decrypt the encrypted
files;

FIG. 7A is a flow diagram illustrating an exemplary process for requesting a passcode or
a passcode hint on-demand, in accordance with some embodiments;

FIG. 7B is a flow diagram illustrating another exemplary process for requesting a

passcode or a passcode hint on-demand, in accordance with some embodiments;
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FIG. 7C is a flow diagram illustrating another exemplary process for requesting and
transmitting a passcode or a passcode hint on-demand, in accordance with some embodiments;
FIG. 7D is a flow diagram illustrating another exemplary process for requesting and
transmitting a passcode or a passcode hint on-demand, in accordance with some embodiments;
FIG. 7E is a flow diagram illustrating another exemplary process exemplary process for
requesting and transmitting a passcode or a passcode hint on-demand, in accordance with some
embodiments;
FIG. 7F is a flow diagram illustrating another exemplary process for requesting and
transmitting a passcode or a passcode hint on-demand, in accordance with some embodiments;
FIG. 7G is a flow diagram illustrating another exemplary process for requesting and
transmitting a passcode or a passcode hint on-demand, in accordance with some embodiments;
FIG. 7H is a flow diagram illustrating another exemplary process for requesting and
transmitting a passcode or a passcode hint on-demand, in accordance with some embodiments;
FIG. 71 is a flow diagram illustrating another exemplary process for requesting and
transmitting a passcode or a passcode hint on-demand, in accordance with some embodiments;
and,
FIG. 7] is a flow diagram illustrating another exemplary process for requesting and

transmitting a passcode or a passcode hint on-demand, in accordance with some embodiments.

DETAILED DESCRIPTION

The present specification is directed to enabling improved methods and systems for
emailing encrypted emails and/or attachments using, for example, an email application or any
software application conforming to one or more email protocols. More specifically,
embodiments of the present specification are designed to enable service professionals to comply
with certain privacy requirements, or best practices standards, with respect to client
communications. In one embodiment, the present specification is directed towards enabling
improved methods and systems for emailing encrypted emails and attachments by certified
public accountants (CPAs) to help CPAs comply with certain recommendations of “Generally
Accepted Privacy Principles” promulgated by the American Institute of Public Accountants and

to service legal professionals who need a convenient method of encrypting attachments to email.
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More particularly, the present specification is directed towards an email platform. The
platform enables users to transmit emails in the form of encrypted attachments and/or encrypted
attachments using an email application through a single, or limited number, of dialog boxes
presented in the email application. The attachments are encrypted, without further user action,
using the encryption feature of the application which created the attachment.

The present specification is directed towards multiple embodiments. The following
disclosure is provided in order to enable a person having ordinary skill in the art to practice the
invention. Language used in this specification should not be interpreted as a general disavowal
of any one specific embodiment or used to limit the claims beyond the meaning of the terms used
therein. The general principles defined herein may be applied to other embodiments and
applications without departing from the spirit and scope of the invention. Also, the terminology
and phraseology used is for the purpose of describing exemplary embodiments and should not be
considered limiting. Thus, the present invention is to be accorded the widest scope encompassing
numerous alternatives, modifications and equivalents consistent with the principles and features
disclosed. For purpose of clarity, details relating to technical material that is known in the
technical fields related to the invention have not been described in detail so as not to
unnecessarily obscure the present invention.

One of ordinary skill in the art would appreciate that the methods described herein are
effectuated by software application or programmatic instructions stored on a computer readable
medium and executed by at least one processor. The computing device comprising the computer
readable medium and processor can be any type of communication device, including a computer,
server, mobile phone, gateway, laptop, desktop computer, netbook, personal data assistant, or
any other device capable of accessing a cellular, Internet, TCP/IP, Ethernet, Bluetooth, wired, or
wireless network. While the programmatic instructions enabling the processes described herein
can be programmed using any programming language, in one embodiment, the Java or C++
programming language is used.

It should also be understood by those of ordinary skill in the art that a passcode refers to
any string of characters, including but not limited to numeric, graphical, alpha-numeric,

character-based or any combination thereof that is intended to be kept secret. It should also be
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noted that where the term “password” is used, it is to be afforded the broadest scope in meaning
and may be used interchangeably with passcode.

It should be noted herein that the term “file” or “files”, as used throughout this
specification may mean one file, at least one file, or a plurality of files that are sent individually
or in the aggregate. It should also be understood by those of ordinary skill in the art that a file or
multiple files may be sent using the methods of the present specification.

Also, the term “Uniform Resource Identifier (URI)”, as used throughout this specification
may mean a string of characters used to identify a resource on a local or remote computer and
includes, but is not limited to, the Hypertext Transfer Protocols HTTP and HTTPS (also called
HTTP over TLS, HTTP over SSL, and HTTP Secure) which mediate access to the World Wide
Web, and the mailto protocol which allows users to send an email to a specific address without
first having to copy it and enter it into an email client.

FIG. 1A is a flow diagram illustrating a method for transmission of encrypted email
attachments, in accordance with an embodiment of the present specification. Referring to FIG.
1A, a process flow 101 defining the actions caused by execution of a plurality of programmatic
instructions is provided. In one embodiment, an email application, such as Microsoft Outlook®,
is initiated or opened by a user at step 110. Using conventional means, a user creates or
composes a first email at step 120. In step 130, the user indicates to the email program that an
attachment needs to be associated with the first email.

In one embodiment, the email application proactively informs a user of the option of
attaching a file using the software functionality described herein. For example, the application
displays a message informing the user “Remember to use the automatic passcode protection
service if you wish to encrypt your attachments”. In one embodiment, this message appears
once, even if the user has multiple files to attach to the first email. In another embodiment, a user
indicates to the email program a desire to activate the automatic passcode protection service
described herein using an icon, button, menu option, or other display element integrated into the
email program.

If a user so selects, the email application presents, in one or more dialog boxes, a
plurality of encryption options at step 140, one of which includes setting a specific passcode for

the decryption of the attachment. In one embodiment, the application proactively offers a user
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the option to use the last 4 digits of the client’s social security number or Employer ID number as
the passcode. After the user selects one or more options, including setting a specific passcode
for the decryption of the attachment, the email application causes a third party application,
specifically the application which originated the attachment, such as Microsoft Word®,
Microsoft Excel®, Microsoft Powerpoint®, or any other presentation, word processing, PDF file
creating, accounting, database, CAD file creating, image creating or spreadsheet applications, to
encrypt, in step 150, the attachment wusing the encryption feature of that application in
accordance with the options selected by the user.

In one embodiment, the application provides an option to the user of encrypting the body
of the email along with the attachments. In step 152, and as described with respect to FIG. 1B
below (steps 135, 145, and 155), the email message itself is optionally encrypted by converting
the e-mail message into an encrypted attachment and attaching the email attachment to an
automated message along with the other attachments.

Once encrypted, the attachment(s) is/are associated with either the first unencrypted
email or an automatically generated message (if the first email is converted into an encrypted
attachment) and transmitted by the email application at step 160. Thus, in one embodiment, the
e-mail is an automated message if the original e-mail message is encrypted. In another
embodiment, the e-mail is the original message from user to recipient.

The email application then presents an option at step 162 to automatically compose (or
create) a second, subsequent email providing the recipient with a passcode needed to decrypt the
encrypted attachment(s) at step 170. In one embodiment, the second, subsequent email contains
a message that provides the recipient with a passcode hint (i.e. “your passcode is the last four
digits of your SSN”). In one embodiment, the option to automatically compose (or create) a
second, subsequent email providing the recipient with a passcode needed to decrypt the
encrypted attachment(s) is pre-selected by the user as a general setting and automatically applied
at step 170 1in which case the email application does not present such option at the time of
encryption. One of ordinary skill in the art should appreciate that the transmission of the
decrypting passcode can be sent before or after the transmission of the email with encrypted

attachment.
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FIG. 1B is a flow diagram illustrating a method for the transmission of an email message
as an encrypted attachment, in accordance with an embodiment of the present specification.
Referring to FIG. 1B, a process flow 100 defining the actions caused by execution of a plurality
of programmatic instructions, in accordance with an embodiment of the present specification, is
provided. In one embodiment, an email application, such as Microsoft Outlook®, is initiated or
opened by a user at step 105.

Using conventional means, a user initiates the creation of a first email at step 115. In one
embodiment, the application proactively informs a user of the option of encrypting the first email
and converting the first email message into an encrypted attachment and associated automatically
generated e-mail message using the software functionality described herein. The first email
message may be converted into a predefined format such as a Microsoft Word® file or a PDF
file before encryption and attachment. In one embodiment, a user may be asked to choose a
format for encrypting the email out of a list of predefined formats. For example, the application
displays a message informing the user “The email will be converted to a Word file before
encryption and would be sent to the recipient as an attachment to an automated mail message”.

In one embodiment, a user indicates to the email program a desire to activate the
automatic passcode protection service described herein using an icon, button, or other display
element integrated into the email program. If a user so selects, the email application presents, in
one or more dialog boxes, a plurality of encryption options at step 125, one of which includes
setting a specific passcode for the decryption of the email. In one embodiment, the application
proactively offers a user the option to use the last 4 digits of the recipient’s social security
number or Employer ID number as the passcode. After the user selects one or more encryption
options, including setting a specific passcode for the decryption of the first email, the email
application converts the contents of the first email into a predefined format such as a Microsoft
Word® file or a PDF file and deletes the message from the email body at step 135 and causes the
respective third party application i.e. Microsoft Word®, or PDF file creating application, to
encrypt the converted first email at step 145 using the encryption feature of that application in
accordance with the options selected by the user.

The encrypted first email is then attached to an automatically generated email at step 155

wherein the address of recipients are the same as those entered by the user in the first email
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before encryption. In one embodiment, the subject of the automatically generated email is the
same as that entered by the user in the original email before encryption. Also, in one
embodiment, the body of the automatically generated email contains predefined text such as
‘Please see attached encrypted file for obtaining content of this email’. The automatically
generated email containing the encrypted attachment is then transmitted by the email application
at step 165. The email application then presents an option at step 170 to automatically compose
and transmit a second, subsequent email which provides the recipient with a passcode needed to
decrypt the encrypted attachment at step 175. In one embodiment, the second, subsequent email
contains a message that provides the recipient with a passcode hint (i.e. “your passcode is the last
four digits of your SSN”). One of ordinary skill in the art should appreciate that the transmission
of the decrypting passcode can be sent before or after the transmission of the email with
encrypted attachment.

In one embodiment, it should be noted that once decrypted, the recipient can disassemble
the email attachment and reincorporate it back into a reply email to include the original text.

FIG. 2 illustrates an exemplary user interface, in accordance with an embodiment of the
present specification. Referring to FIG. 2, an exemplary dialog box 200 is presented. The dialog
box, or user interface, is integrated into the email application and is automatically displayed each
time a file is attached to an email or is initiated by clicking a button on the email application to
call up the interface. It should be appreciated that the options described herein can be presented
in one interface or dialog box or multiple interfaces/dialog boxes. In one embodiment, dialog
box 200 comprises a plurality of encryption options, including an option to passcode protect all
attachments 205, passcode protect original files 215, use a specific passcode already pre-assigned
to the designated recipient 225, use a pre-designated passcode 245 selected from a list 295, use a
randomly generated passcode 235, a message area 265 that describes information and error
conditions, an option to remember preferences 255, a submit icon 275 (causes the email to be
sent with or without encryption) and cancel icon 285 (causes no email to be sent). In one
embodiment, the error conditions, such as no attachments, unsupported file types, or attachments
that are already protected, are managed by the email application while the dialog box is open,

thereby informing the user of errors in real-time.
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The option to passcode protect all attachments provides users with an ability to
selectively protect one or several of multiple attachments attached to an email. The option to use
a specific passcode already pre-assigned to the designated recipient 225, use a pre-designated
passcode 245 selected from a list 295, or use a randomly generated passcode 235 enables a user
to conveniently manage multiple passcodes that can be recipient specific. More specifically, in
one embodiment, a user establishes a recipient passcode list, each customized to a specific
recipient, thereby enabling recipients to conveniently access encrypted files using specialized,
tailored passcodes. In one embodiment, the application proactively offers a user the option to
use a selection of digits, such as the last 4 digits, of the client’s social security number or
Employer ID number as the passcode. In another embodiment, a user can select an option to
randomly generate a passcode 235 and then have that randomly generated passcode associated
with the recipient or attachment in the passcode list 295. The interface displays the recipient’s
name in association with the predefined, randomly generated, or pre-assigned passcode.

In one embodiment, the present specification provides a user with the option to create and
store a custom passcode list. Specifically, within a database structure, a passcode list can be
formed and stored that relates a legal entity’s name (such as an individual person, company,
partnership, trust or other entity, mobile number or phone number address) with an email address
and a social security number or Federal Employee Identification Number (FEIN), or a portion
thereof In one embodiment, the structure is stored in memory as a spreadsheet and then
imported into the software program as required. In another embodiment, a list is generated using
a native export feature in an email, address or contact program to create a spreadsheet or
database file, (CSV or tab formats, such as that available using Microsoft Excel ®) containing
contacts, which, when exported, is properly formatted for use in the software of the present
specification, including the addition of new columns for a social security number, FEIN, or
custom passcode.

The passcode list preferably provides a user with the ability to assign at least one, and
preferably two or more, passcodes for each recipient, including a primary passcode and a
secondary passcode. The primary passcode is typically the one used when communicating solely
with the recipient, i.e. the first 4 digits of the social security number. The secondary passcode is

typically used when the recipient is one of several recipients in an email and is typically a

23



10

15

20

25

30

WO 2016/149679 PCT/US2016/023291

passcode shared by a group, such as a group of executives at a client company. Accordingly, the
recipient may have zero, one, two, or more passcodes assigned in the passcode list. In one
embodiment, a user has the option to automatically assign passcodes to clients, which, in
embodiments are made up of the last 4 digits of SSN or FEIN. In another embodiment, a user
has the option to assign an alternate custom passcode. In embodiments, the custom passcode
may be up to 15 characters, instead of just 4 digits.

In an embodiment, when a new contact is added to an email program, the software will
automatically ask if the contact is to be added to a passcode file or database structure. It should
be appreciated that, in a network environment, the passcode file can reside either on a local
computer or only on a central server, or on both a local and remote computer. Additionally or
alternatively, the passcode file can reside in a folder in an Internet file hosting service or cloud
service.

In another embodiment, the custom passcode list can contain passcodes for individuals
that are not clients as well. It should further be appreciated that a user is not limited to using a
contact list in the passcode file, therefore if a contact is not listed in the passcode file, a user will
still be able to create a passcode (random or custom) for an individual contact. While this user-
created passcode does not appear in the passcode file from the outset, it can be added
subsequently by a user actively or through a periodic maintenance process that periodically
updates the passcode file for any new contacts added. Further, the passcode can be added
automatically or by user’s consent via a prompt, to the existing passcode file at the time of
creation.

It should be appreciated that, if no passcode protection is selected and a user selects
“OK”, the email will be sent without passcode protection for the attachments and in a
conventional manner. Selecting checkbox 215 causes a passcode to be applied to the original
files in the draft unsent email. In one embodiment, passcode selection area 295 is grayed out or
inactive until the passcode protection option 205 is selected. In one embodiment, the application
searches a database to relate a recipient name or email address to a stored passcode in relation to
the recipient name or email address. In one embodiment, the pre-assigned recipient passcode is
selected by default. In one embodiment, if there are multiple recipients, the software will offer

to use the passcode assigned to the first recipient from the passcode file. If the first recipient
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does not appear in the passcode file, the user can proceed to create a new passcode or select a

common passcode or select a random passcode generated by the application.

The attachment can be saved in the email only, or in the original folder from where the
file was first retrieved, or in another folder on the user’s computer (including a “new” folder), or
in a default data folder set up by the email application. A user can define the saving mode
proactively or establish a default saving mode. The interface further enables an attachment to be
saved by modifying a pre-established file name to add a predefined suffix, metadata, or file
identifier, such as the words “AutoPW protected on XXXXXXXX (DATE)”. Preferably, upon
creation of the encrypted attachment or sending of the email with the encrypted attachment, a log
is saved to local or remote memory. The log maintains an audit trail of files that were assigned
passcodes and may contain metadata such as the file name, location where saved, sender name,
recipient name, and passcode.

In some embodiments, the method of the present specification includes some or all of the
following steps which may be user, system, and/or application initiated:

e The user prepares an email and attaches one or more files;

e The user presses a “send” icon,

e An interface for establishing a plurality of encryption options is shown either automatically
upon sending the email or by actively pressing a button;

e The user activates an icon for ‘“Passcode-protect my attachments” (if the user does not
activate the passcode-protect icon, and “OK” is pressed, then an email is sent without
passcode protection, and optionally in one embodiment after reconfirmation that the e-mail
and the attachment(s) will not be protected/encrypted);,

e If the user activates an icon for “Passcode-protect my attachments”, then an interface is
displayed with icons for designating what kind of passcode would be used, e.g. custom
passcodes or random passcodes;

e The user designates what kind of passcode should be used,;

e An interface is displayed with check boxes next to a list of all the attachments and a header
saying “Check the attachments to which you wish to assign the passcode”;

o If the file format for any passcode-selected attachment is not supported, the application will

notify the user at the bottom of the attachment list in the message section;
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If no attachment is found, the application will notify the user at the bottom of the attachment
list in the message section by stating “If you forgot to attach a file, please press cancel, attach
the missing file to your email message and start the application again.”;

The user checks the boxes next to the attachments requiring protection;

If an attachment is already passcode protected, the application will notify the user at the
bottom of the attachment list in the message section by stating “The following attachments
were found to be previously encrypted. If you wish to passcode-protect these attachments
using the application, you will need to unencrypt these files prior to attaching them to your
email.”

The user presses OK to send the email with encrypted attachments;

The email application causes the third party application which originated the attachment to
apply its internal encryption feature to encrypt the attachments;

The third party application causes the encrypted attachment to be saved in accordance with
the user-selected options;

The email program then attaches the encrypted attachment to the email;

The email program then displays a message saying “Passcode assigned: XXXXXX (you
may want to make a note of the passcode)”;

The email program causes another message to be displayed, stating “Your attachments have
been encrypted and saved to your email. Would you like to save the encrypted file on your
computer?” The user is offered a checkbox for “Yes” and a checkbox for “No”;

If user checks “No”, then an interface is displayed stating “Press OK and return to the email
application to send your email”;

If user checks “Yes”, then an interface is displayed providing a plurality of options, including
saving the encrypted file in the original folder from where file was first retrieved, saving the
file in a default folder, or saving the file in another location. In one embodiment, when user
checks one of the three boxes and presses OK, the files are saved in a conventional manner
and optionally assigned the same file name as the original file with an added extension
indicative of passcode protection;

Upon completion, the standard email application interface is displayed, which shows the
body of the email, to which the user can then add or edit text and send the message when
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ready; in one embodiment, a standard paragraph is automatically added below the signature
line explaining that the email attachment is encrypted in accordance with the firm’s Privacy
Policy, and referring to one or more guidelines, rules, or other standards with which the email
complies.

e The email application automatically generates a second email with the same subject as in the
original email but preceded by a passcode notification, wherein the passcode or passcode hint
is listed in the text of the email and the email is automatically sent to one or more of the
email addresses that were included on the original email (including cc’s and bece’s). In one
embodiment, the user is prompted to delete any email addresses that user does not want to
notify of the passcode. In one embodiment, the user has the option of pre-designating email
recipients who should, and should not, receive the passcode; in one embodiment, a standard
paragraph is automatically added below the signature line explaining that the email
attachment is encrypted in accordance with the firm’s Privacy Policy, and referring to one or
more guidelines, rules, or other standards to which the email complies. In another
embodiment, the user is prompted to add or change any email address (for example if the
user wishes to send the passcode notification to an alternate email address belonging to the
recipient for added security).

e The user then causes the second email to be transmitted.

e The system stores a log and maintains an audit trail of file attachments that were encrypted.
The log would contain the file name, location where saved, sender name, recipient name, and
passcodes.

The automatic passcode protection service, described with reference to FIGS. 1A, 1B and

2, is invoked by the user’s email application (such as Microsoft Outlook®) installed on his

computer, in one embodiment. In accordance with another embodiment, the present specification
describes an automatic passcode protection service invoked by a standalone document
encryption software application downloaded installed on the user’s computer. However, in
alternate embodiments, the standalone document encryption software application is accessed and
invoked over a network. According to aspects of the present specification, a file is encrypted
using a native application program which was or is being used to create the file. In some

embodiments, the native application program and the document encryption software application
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are stored in the same physical storage device. In some alternate embodiments, the native
application program and the document encryption software application are stored in different
physical storage devices. Also, in some embodiments, the file to be encrypted and the associated
native application program are located remote from the user’s computer such that the native
application program encrypts the file by opening the file over the network. In still other
embodiments, the file to be encrypted is located remote from the user’s computer while the
associated native application program is located on the user’s computer. In this embodiment, the
native application program encrypts the file by opening the file over said network.

In one embodiment, at least one encrypted file is transmitted as attachment(s) via an
email application. In one embodiment, the email application is a Webmail service (hosted by a
server separate and remote from the user’s computer) subscribed to by the user on the Internet
and invoked by the standalone document encryption software application.

In one embodiment, a Uniform Resource Identifier (URI) to at least one encrypted file is
transmitted by appending the URI to an auto-generated email using an email application. In one
embodiment, the URI is associated with an Internet based file hosting service or cloud service. In
one embodiment, the email application is a Webmail associated with the Internet based file
hosting service subscribed to by the user and invoked by the standalone document encryption
software application.

FIG. 3 is a flow diagram illustrating another method for transmission of encrypted files as
attachments or a Uniform Resource Identifier (URI) (based on a cloud service, for example, in
some embodiments) thereto via an email, in accordance with another embodiment of the present
specification. The attachments or files are encrypted, without further user action, using the
encryption feature of the native application which created the attachment. Referring to FIG. 3, a
process flow 301 defining the actions caused by execution of a plurality of programmatic
instructions is provided. At step 310, a document encryption software application is invoked,
initiated or opened by a user.

Persons of ordinary skill in the art would appreciate that the document encryption
software is already installed on the user’s computer, in some embodiments. In one embodiment,
the document encryption software application is invoked, initiated or opened by the user by

double-clicking a short-cut icon of the application that would typically lie on a desktop of the

28



10

15

20

25

30

WO 2016/149679 PCT/US2016/023291

user’s computer. In another embodiment, the document encryption software application is
invoked, initiated or opened by the user by selecting one or more files that the user would like to
encrypt (such as, for example, from ‘Windows Explorer’ or ‘File Explorer’ on a computer
running Microsoft Windows operating system), right-clicking on the selected one or more files to
display an option to encrypt the selected one or more file using the document encryption
software and thereafter selecting and clicking on the displayed option. In yet another
embodiment, the document encryption software application is invoked, initiated or opened by the
user by initiating or opening a native application program which was or is being used to create a
file that needs to be encrypted. This is achieved, in one scenario, by double-clicking the file that
causes the file to open in the native application program that was used to create the file. In
another scenario, a native application program is first opened and then a file is created in the
native application program and saved. In both scenarios, an icon or button is available to the
user, such as on a standard tool bar, from within the opened interface of the native application
program. Clicking on the icon or button invokes, initiates, or opens the document encryption
software application.

Initiation of the document encryption software application causes at least one graphical
user interface (‘interface’) or dialog box to be displayed to the user, at step 320. FIG. 4A
illustrates an exemplary user interface/dialog box 401, in accordance with an embodiment. The
interface 401 integrates four tabs 405, 425, 444 and 445 that respectively correspond to a
plurality of steps of encrypting one or more files, in accordance with an embodiment. It should
be appreciated, however, that the tabs 405, 425, 444, 445 can be presented in one interface/dialog
box or multiple interfaces/dialog boxes. Referring now to FIGS. 3, 4A and 4B, at step 320, the
user is presented with interface tab 405 to enable the user to select one or more files 416, from
his computer, that need to be encrypted. The user can click on button “browse” 406 that will
open a dialog box 415 (such as the “Windows Explorer’ or ‘File Explorer’ on a computer running
Windows Operating System, as shown in FIG. 4B) to enable the user to navigate his files/folders
416 on his computer and select the file to be encrypted. Selecting the file will cause the file to be
added to and displayed in the table list 407. In one embodiment, if the user wants to add multiple
files he has to repeat, multiple times, the process of clicking the button 406 and selecting the

multiple files one after another. In another embodiment, the user can click the button 406 once
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and then select multiple files (from his computer) in one go to add them all to the table list 407.
In yet another embodiment, the user can drag-and-drop one or more files 416 to a drag-and-drop
control area 417 within the interface tab 405. The table list 407, in one embodiment, further
enables the user to select/deselect one or more files, from the listed files 408, using checkboxes
409. Thus, the files that are finally selected by the user by checking their respective checkboxes
409 are the ones that will be encrypted. In one embodiment, two set of checkboxes 409 are
provided — a first set of checkboxes provide the user with the option to select/deselect one or
more files for encryption and a second set of checkboxes provide the user with an option to
select/deselect one or more files for conversion to PDF format post encryption. In one
embodiment, the document encryption software application also verifies and indicates to the user
if a selected file is not supported by the software application for encryption. When a user checks
a check box for a file and that selected file is not supported for encryption, an error message box
is displayed notifying the user that the selected file cannot be encrypted and its corresponding
checkbox is automatically deselected/unchecked by the encryption software application. It
should be appreciated that a file is not supported for encryption when the native application
program, used to originate/create the file, is not installed on the user’s computer and therefore
the native application program’s encryption feature cannot be invoked for encrypting the file. In
alternate embodiments, the files that are encrypted are also automatically (by default) converted
to PDF format and/or compressed. Clicking a ‘cancel” button 413 enables the user to exit/close
the document encryption software.

It should be appreciated that, in various embodiments, the interface tab 405 is presented
to the user in a number of scenarios. In a first scenario, the user initiates the document
encryption software application by double-clicking a short-cut icon of the application (that would
typically lie on a desktop of the user’s computer). In a second scenario, as shown specifically in
FIG. 4A, the user initiates the document encryption software application by selecting one or
more files (for example, file 410 of FIG. 4A) that the user would like to encrypt (such as, for
example, from ‘Windows Explorer’ or ‘File Explorer’ on a computer running Microsoft
Windows operating system). The user then right-clicks on the selected one or more files (such as
file 410 of FIG. 4A) to display an option to encrypt the selected one or more file using the

document encryption software. The user thereafter selects and clicks on the displayed option or,
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alternatively, simply right-clicks the file 410 to initiate the document encryption software
application, causing the interface tab 405 to be displayed with the right-clicked file 410
automatically added to the table 407 (FIG. 4A). In a third scenario, the user initiates or opens a
native application program which was or is being used to create a file that needs to be encrypted
and clicks on an icon or button (from within an interface of the opened native application
program) that invokes, initiates or opens the document encryption software application. In the
first scenario when the interface tab 405 is presented to the user, the table list 407 is initially
empty and the user selects and adds one or more files to the table list 407. In the second scenario,
however, when the interface tab 405 is presented to the user, the table list 407 is pre-populated,
in one embodiment, with the one or more files 410 that were selected and right-clicked upon to
invoke the document encryption software application. Thereafter, the user can add more files to
the table list 407 by using the ‘browse’ button 406. In the third scenario, when the interface tab
405 is presented to the user, the table list 407, in one embodiment, is pre-populated with the
single file that was opened in the native application program of the file. Of course, the user can
thereafter add more files to the table list 407, such as by using the ‘browse’ button 406, the drag-
and-drop functionality or by right-clicking a file.

Referring back to FIG. 3, after one or more files have been added to the table list 407,
selected and verified by the encryption software program for errors such as ‘not supported
formats’ in the previous step 320, the user is prompted to choose from a plurality of passcode
encryption options, at step 330, for setting a specific passcode for decryption of the one or more
files. Referring now to FIGS. 3, 4C and 4D, at step 330 the user is presented with interface tab
425 (when the user clicks the ‘continue’ button 412 in tab 405 of Figure 4A or 4B). The interface
tab 425 presents passcode protection options 426 and options 428 to respectively use a pre-
designated shared or private passcode selected from a list 429 (in one embodiment options 426
and 428 are presented as radio-buttons such that when radio button 426 is selected then the list
429 displays a list of shared passcodes and when radio button 428 is selected then the list 429
displays a list of private passcodes). The interface further presents option 430 to use a common
passcode, option 432 to create and use a customized passcode or option 434 to create a random
passcode. Option 426 allows the user to choose a pre-designated shared passcode from a pre-

stored list 429 of shared passcodes, which is typically a list of passcodes assigned to recipients
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and shared by a group of users, such as a group of employees in a company. Option 428 allows
the user to choose a pre-designated private passcode from a pre-stored list 429 (as list 429 now
displays a plurality of private passcodes when option 428 is selected by the user) of private
passcodes. Option 430 enables the user to use the passcode commonly used to encrypt
documents by a group of users such as a group of employees in a company. In option 432, the
user can create passcodes that are customized to the email recipient and/or the recipient client’s
company. Accordingly, there are text boxes 435 to create a passcode and record a hint to the
created passcode. The user can also choose to save the created custom passcode by clicking the
link 436. Clicking link 436 opens a dialog box 437 (as shown in FIG. 4D) which allows the user
to save the custom passcode to the shared list of recipient passcodes by choosing radio-button
438. Alternatively, choosing radio-button 439 indicates that the created passcode should be saved
in the user’s private list of recipient passcodes. The interface 437 also allows the user to
associate a plurality of credentials 411 (such as, for example, a name, email address, group name
and/or mobile number of the user) with the saved custom passcode. In option 434, random
passcodes are automatically generated by the encryption software application and subsequently
displayed in the text box 440. ‘Back’ button 441 allows the user to go back to tab 405
corresponding to step 320, ‘cancel’ button 442 allows the user to close the encryption software
application and the ‘continue’ button 443 enables the user to move to the next interface tab 444.
In one embodiment, the user is allowed to choose only one of the options 426, 428, 430, 432 or
434,

Referring again to FIG. 3, after an encryption passcode has been chosen and set for
decryption of the one or more files, the user is prompted to choose from a plurality of options to
save the one or more encrypted files at step 340. Referring now to FIGS. 3 and 4E, at step 340
the user is presented with interface tab 444 (when the user clicks the ‘continue’ button 443 in tab
425 of Figure 4C). The interface tab 444 presents a plurality of encrypted file saving options.
Option 446 allows the user to not save the encrypted file(s) and send the encrypted file to a
recipient without saving the file for the user’s own records. Option 448 allows the user to save
the encrypted file(s) to a plurality of locations, in various embodiments, according to sub-options
449a-449d. Option 449a saves a copy of the encrypted file(s) in their respective original folders

(on the user’s computer or network) with or without new file names. Option 449b saves the
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encrypted file(s) in a preset default shared folder on the user’s computer or network. Option
449c¢ saves the encrypted file(s) in a default preset private folder on the user’s computer or
network. Option 449d saves the encrypted file(s) in a user specified location on the user’s
computer. In one embodiment, the new file name (of the encrypted file(s)) also comprises the
passcode that is used to encrypt/decrypt the file(s). In one embodiment, the user is allowed to
choose only one of the options 446 or 448. Clicking the ‘cancel’ button 462 enables the user to
abort saving the encrypted file(s). A ‘back’ button 461 allows the user to return to tab 425 of
step 330.

Referring now to FIGS. 3, 4E and 4F, after an option to save (or not save) the one or
more encrypted files has been chosen, the user begins the encryption process, at step 350, by
clicking the button ‘start encryption process’ 450 and, as a result of which, the user, in one
embodiment, is automatically taken to the next tab 445. Tab 445 allows the user to view, through
a progress bar 451, how encryption process of his one or more files 416 is progressing. It should
be appreciated that while the encryption is in progress buttons ‘send via cloud’” 453, ‘send via
email’ 454, ‘save without sending’ 455 and ‘exit’ 452 remain disabled. The user can stop the in-
progress encryption process by clicking the button ‘stop encryption process’ 456. If the user
clicks button 456 it toggles to ‘start now’ functionality 456°, as shown in FIG. 4G, to allow the
user to resume encryption on clicking the button 456°. FIG. 4G illustrates the tab 445 with the
progress bar 451 showing completion of encryption of the one or more files 416. On completion
of encryption, buttons 453, 454 and 455 are automatically enabled. In accordance with an
embodiment, as shown in FIG. 4G, the button ‘save without sending’ 455 is still disabled if the
user chose option 446 of FIG. 4E (in the previous step 340). However, if the user chooses option
448 (in step 340) then the button 455 is enabled.

On completion of the encryption process, the user can now opt to perform any one of the
steps described below.

At step 360, the user may save the one or more encrypted files and close the document
encryption software application. In this scenario, the user intends to store the encrypted file(s)
and, optionally, to subsequently attach and send the encrypted file(s) at a later time, manually, by
attaching them to an email. It should be appreciated that in this scenario, in accordance with an

embodiment, the encrypted file(s) are saved, in step 340, using option 448 (and thereafter any of
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the options 449a through 449d of FIG. 4E) wherein, in accordance with one embodiment, a new
file name of the encrypted file(s) comprises the passcode to encrypt/decrypt the file(s), thereby
obviating a need to transmit a second email comprising the passcode. Step 360 is effectuated by
clicking the ‘save without sending’ button 455 followed by the ‘exit’ button 452 on tab 445 of
FIG. 4G. Thereafter optionally, at step 365, the user can, manually, either open a default email
client application installed on his computer or open his webmail (or web-based email)
implemented as a web application and typically accessed via a web browser, compose the email,
attach the saved encrypted file(s) (from step 360), the file name(s) of which optionally include
the passcode to decrypt/encrypt, and send to intended recipients.

At step 370, the user may save the one or more encrypted files and automatically send the
encrypted file(s) as attachments via an editable standard first email, followed by optionally
sending an automatically generated, yet editable, second email comprising the decryption
passcode or hint associated with the decryption passcode. Step 370 is effectuated by clicking the
‘send via email’ button 454 on tab 445 of FIG. 4G. The user can select the ‘on’ radio button
469g of FIG. 4N, to enable the functionality of sending a passcode notification automatically via
the second email. When the user selects the ‘on’ button 469g, the radio buttons 4691 are
automatically set to ‘off’. Referring now to FIGS. 3, 4G, 4H and 4J at step 370, clicking the
‘send via email’ button 454 enables sending an email with attached encrypted file(s) using the
user’s webmail account (or web-based email account) pre-registered/pre-configured with the
document encryption software application . Thus, a standard email interface 457 is displayed,
which shows the body of the first email with the encrypted file(s) 459 attached thereto, to which
the user can then add or edit text and send the message when ready. In one embodiment, a
standard paragraph/line 458 is automatically added explaining that the email attachment is
encrypted in accordance with the firm’s Privacy Policy, referring to one or more guidelines,
rules, or other standards with which the email complies and also indicating that the decryption
passcode hint for the encrypted file attachment(s) will be sent in a second email. In one
embodiment, the standard paragraph/line 458 is editable. In another embodiment, the user is
unable to edit the standard paragraph/line 458. The email interface 457 automatically presents
the user’s webmail address (pre-registered/pre-configured with the document encryption

software application) in the ‘from’ credential 460. In one embodiment, the user is prompted to
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manually add at least one recipient’s email address to the first email. Once the user clicks the
send button on the email interface, the document encryption software application automatically
generates a second email with the same subject as in the original email but preceded by a
passcode notification, wherein the passcode hint associated with the decryption passcode is listed
in the text of the email and the email, in one embodiment, is automatically sent to one or more of
the email addresses that were included on the original email (including cc’s and bee’s).

FIG. 5A is a flow diagram illustrating an exemplary process control flow associated with
step 370 of FIG. 3 and wherein the user opts for not sending a second email, containing the
passcode or passcode hint, automatically. Referring to FIG. 5A, a user prompts his email client
application 501 to invoke the document encryption software application 502, of the present
specification, that enables encryption of original content 510 (such as one or more files) to
generate encrypted content 511 (such as one or more encrypted files). The encrypted content 511
is attached to an automatically generated standard first email (whose original email body may be
optionally encrypted and attached as per steps 135, 145 and 155 of FIG. 1B) that is routed by an
SMTP (Simple Mail Transfer Protocol) server 503 to a recipient’s email client application 504.

FIG. 5B is a flow diagram illustrating an exemplary process control flow associated with
step 370 of FIG. 3 and wherein the user opts for sending a second email, containing the passcode
or passcode hint, automatically. Referring to FIG. 5B, a user prompts his email client application
501 to invoke the document encryption software application 502, of the present specification,
that enables encryption of original content 510 (such as one or more files) to generate encrypted
content 511 (such as one or more encrypted files). The encrypted content 511 is attached to an
automatically generated standard first email (whose original email body may be optionally
encrypted and attached as per steps 135, 145 and 155 of FIG. 1B) that is routed by an SMTP
(Simple Mail Transfer Protocol) server 503 to a recipient’s email client application 504.
Simultaneously, the document encryption software application 502 also automatically generates
and sends a second email including a passcode hint 512 (which, in an embodiment, is
unencrypted). The second email is also routed by the SMTP server 503 to the recipient’s email
client application 504. The recipient then uses the passcode hint 512 and a decryption service

505 to decrypt the encrypted content 511 and obtain the original content 510. In various
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embodiments, the decryption service 505 is a native application of the same type that was used to
encrypt the original content 510.

FIG. 5C is a flow diagram illustrating another exemplary process control flow associated
with step 370 of FIG. 3. Referring to FIG. 5C, the user prompts his email client application 501
to invoke the document encryption software application 502, that enables encryption of original
content 510 (such as one or more files) to generate encrypted content 511 (such as one or more
encrypted files). The encrypted content 511 is attached to an automatically generated standard
first email (whose original email body may be optionally encrypted and attached as per steps
135, 145 and 155 of FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server
503 to the recipient’s email client application 504. Simultaneously, the document encryption
software application 502 also automatically generates a message 518 including the passcode hint
(unencrypted) and forwards it to a messaging service 508. The messaging service 508, in various
embodiments, is an SMS messaging service, an email service or an instant messenger service, for
example. The messaging service 508 sends the message 518 to the recipient’s phone number, in
the form of a SMS text message, for example, in one embodiment (in alternate embodiments, the
message 518 may be sent as an email or an instant message, for example). The recipient then
uses the passcode hint, included in the message 518, and a decryption service 505 to decrypt the
encrypted content 511to obtain the original content 510. In various embodiments, the decryption
service 505 is a native application of the same type that was used to encrypt the original content
510.

In some embodiments, the encrypted content 511 in FIGS. 5A through 5C are not sent as
attachments to the standard first email. Instead, in alternate embodiments, the first email includes
a separate URI link (such as to a webpage or a Dropbox link) to access the encrypted file(s) as
per step 380 of FIG.3. Referring back to FIG. 3, in one embodiment, the user is prompted to
delete any email addresses that the user does not want to notify of the passcode. In another
embodiment, the user is prompted to change any email address (for example if the user wishes to
send the passcode notification to an alternate email address belonging to the recipient for added
security). It should be appreciated that, in some embodiments, the alternate email address of the
recipient is pre-stored in memory from where the user could just select the alternate email

address. However, in some alternate embodiments, the user designates the alternate email
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address on-the-fly and thereafter associates the alternate email address with the recipient’s
primary email address and stores the association. In still further embodiments, the email
addresses of recipients of the original/first email are not auto-populated and the user needs to
input them manually. It should be noted that the user’s webmail account is pre-configured/pre-
registered by allowing the user to provide a plurality of accessibility details/credentials of the
webmail in a ‘settings’ interface of the document encryption software. FIG. 4J shows the email
setting tab 465 of a settings interface 466 in accordance with an embodiment. The email setting
tab 465 allows the user to register/configure webmail account details such as the user’s name
465a, webmail address 465b, user name 465c¢, passcode 465d, a plurality of webmail server
information such as the webmail server detail 465e, outgoing webmail server (SMTP) 465f,
outgoing mail server port 465¢g and an indication 465h if SSL security is to be enabled. In an
embodiment, standard outgoing mail server (SMTP) and port credentials used by a plurality of
popular/major webmail providers (such as Gmail, Yahoo, Outlook, Office 365, Hotmail, etc.) are
pre-configured. The user can also manually enter the webmail server and port information for a
specific webmail provider. The tab 465 also enables the user to test and thereafter save the
webmail account settings using buttons 4651 and 465 respectively. Once the first and second
emails have been sent the user can exit the document encryption software by clicking the ‘exit’
button 452, at step 375. In one embodiment, the user is presented with an option whereby the
transmission of the decrypting passcode can be sent before or after the transmission of the email
with encrypted attachment.

At step 380, the user can either save the one or more encrypted files to the user’s
Dropbox folder on his computer or upload the one or more encrypted files to the user’s web
based Dropbox account and optionally auto-send a Uniform Resource Identifier (URI) to the
encrypted file(s) in Dropbox via an automatically generated editable standard first email,
followed by an automatically generated, yet editable, second email comprising the decryption
passcode or hint associated with the encryption passcode. In some embodiments, the user can
also enable appending a date and time stamp to the name(s) of the encrypted file(s) saved in the
Dropbox folder. Persons of ordinary skill in the art should appreciate that while step 380 is being
described using Dropbox, any other Internet/Cloud based file hosting service similar to Dropbox,

such as, but not limited to, Box.Net, can be employed. Referring now to FIGS. 3, 4G, and 4K,
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step 380 is effectuated by clicking the ‘Send Via Cloud’ button 453 on tab 445 of FIG. 4G. The
user can select the ‘on’ radio button 469g of FIG. 4N, to enable the functionality of sending a
passcode notification automatically via the second email. When the user selects the ‘on’ button
469g, the radio buttons 4691 are automatically set to ‘off’. At step 380, clicking the ‘Send Via
Cloud’ button 453 opens a cloud management interface 467 allowing the user to select a cloud
service from an account list 467a of cloud service accounts pre-registered/pre-configured with
the document encryption software application. Once the user selects a cloud service account
from the list 467a, such as Dropbox, the user’s pre-configured account credential 467b and an
instance 467c¢ of his Dropbox folders are automatically displayed. The interface 467 also
provides two radio buttons 467d, 467e to enable the user to select from a first option (467d) to
upload one or more encrypted files to the user’s Dropbox folder (by direct/instant upload to the
user’s web based Dropbox account) or a second option (467e) to upload the one or more
encrypted files to the user’s web based Dropbox account and auto-send a URI to the encrypted
file(s) in Dropbox via an automatically generated editable standard first email, followed by an
automatically generated, second email comprising the decryption passcode or hint associated
with the passcode. The user selects an existing folder from the displayed folders instance 467¢ or
creates a new folder within the Dropbox folder, using button 4671, to upload the encrypted file(s)
therein. Once the user has accomplished tasks related to either one of the first or second options,
he can click the ‘ok’ button 467g. The user can abort the ‘Send Via Cloud’ functionality any time
by clicking the ‘cancel’ button 467h.

It should be noted that, in accordance with an embodiment, when the ‘Send Via Cloud’
button 453 is clicked (with reference to step 380) the save option chosen in step 340 (from the
file save options 446, 448 and 449a through 449d of FIG. 4E) is also employed in addition to
saving the encrypted files(s) by direct upload to the user’s web based Dropbox account. One of
ordinary skill in the art would appreciate that the file save option chosen under 448 and 449a
through 449d could enable saving the encrypted file(s) in the user’s Dropbox folder on his
computer for subsequent upload to the user’s Dropbox account using the synchronization
functionality whereby the user would subsequently be able to manually generate a Uniform
Resource Identifier (URI) to the encrypted file(s) for manual transmission to a recipient via

email.
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It should be appreciated that upon uploading the encrypted file(s) directly to the user’s
web-based Dropbox account, the process enables a URI to the encrypted files(s) on Dropbox to
be established/generated. Once this process is complete, the document encryption software
invokes a standard email interface 468 (FIG. 4K) with a predefined, yet editable, standard email
body message 468a, subject 468b and the Dropbox URI(s) 468c¢ to the encrypted file(s). The user
inputs recipients in the address box 468d, edits the subject and the standard email body 468a and
468f, if needed, and sends (by clicking the ‘send’ button 468e) the email comprising the URI(s)
468c. In another embodiment, the standard email body message 468a is not editable. In
accordance with an embodiment, the email with URI(s) 468c is sent using the user’s webmail
account pre-registered/pre-configured with the document encryption software application as
described earlier with reference to FIG. 4J.

FIG. 4M shows the cloud settings tab 464 of the settings interface 466 in accordance with
an embodiment. The cloud settings tab 464 allows the user to register/configure cloud account
details such as the cloud service 464a, user’s cloud account credential (such as the user’s name)
464b, and path 464c¢ to the location of the cloud folder (e.g., Dropbox) locally installed on the
user’s computer. Once inputting the cloud service 464a, the user clicks the ‘authenticate’ button
464d that opens a web interface 464e where the user signs-in to his cloud account by inputting
his username and passcode 464f, thereby authenticating his cloud account. Once successfully
signed-in and, therefore, authenticated the user clicks the button 464g to save his authenticated
cloud account. Similarly, clicking the button 464h causes the path setting 464¢ to be saved.

After sending the Dropbox email comprising the Dropbox URI of the encrypted files, the
document encryption software sends a second email comprising the decryption passcode. The
second email is automatically generated, in one embodiment, by invoking the user’s webmail. In
accordance with an embodiment, the document encryption software application causes the user’s
webmail to automatically generate the second email with the same subject as in the original
email but preceded by a passcode notification, wherein the passcode is listed in the text of the
email. The second email, in one embodiment, is automatically sent to one or more of the email
addresses that were included on the original/first/Dropbox email (including cc’s and bec’s). In
one embodiment, the user is prompted to delete any email addresses that the user does not want

to notify of the passcode. In another embodiment, the user is prompted to change any email
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address (for example if the user wishes to send the passcode notification to an alternate email
address belonging to the recipient for added security). In still further embodiments, the email
addresses of recipients of the original/first email are not auto-populated and the user needs to
input them manually. In one embodiment, the user is presented with an option whereby the
transmission of the decrypting passcode can be sent before the transmission of the email with
encrypted attachment. Once the first and second emails have been sent, the user returns to
interface tab 445 of FIG.4G where he can exit the document encryption software by clicking the
‘exit’ button 452, at step 385.

At step 390, the user can save the one or more encrypted files and automatically send the
encrypted file(s) as attachments via an editable standard first email. However, in contrast to step
370, at step 390 the decryption passcode or hint associated with the decryption passcode is
communicated to the recipient(s) only on demand by the recipient(s). In other words, a
communique, comprising the decryption passcode or hint, is automatically generated and sent to
the recipient(s) only when the recipient(s) expressly requests that the passcode (or hint) be sent
to the recipient(s). Step 390 is effectuated by clicking the ‘send via email” button 454 on tab 445
of FIG. 4G. However, the functionality of step 390 may be, in an embodiment, enabled through
the ‘settings’ interface 466 of FIG. 4N. As shown in FIG. 4N, to enable step 390 the user selects
the ‘on’ radio button 4691 to enable sending a passcode notification automatically ‘on demand’
by the recipient(s). It should be appreciated that if the user selects the ‘on’ radio button 4691, the
radio buttons 469g are automatically set to ‘off” — that is, the option (of step 370) to
automatically and compulsorily send the passcode hint notification to the recipient(s) is disabled.
Referring now to FIGS. 3, 4G, 41 and 4J at step 390, clicking the ‘send via email’ button 454
enables sending an email with attached encrypted file(s) using the user’s webmail account (or
web-based email account) pre-registered/pre-configured with the document encryption software
application. Thus, a standard email interface 457’ is displayed, which shows the body of the first
email with the encrypted file(s) 459 attached thereto, to which the user can then add or edit text
and send the message when ready. In one embodiment, a standard paragraph/line 458’ is
automatically added explaining that the email attachment is encrypted in accordance with the
firm’s Privacy Policy, referring to one or more guidelines, rules, or other standards with which

the email complies and also indicating that, to receive the decryption passcode hint for the
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encrypted file attachment(s), the recipient must click a ‘send passcode’ button or link 463
included within the email 457°. In one embodiment, the standard paragraph/line 458’ is editable.
In another embodiment, the user is unable to edit the standard paragraph/line 458°. The email
interface 457’ automatically presents the user’s webmail address (pre-registered/pre-configured
with the document encryption software application) in the ‘from’ credential 460. In one
embodiment, the user is prompted to manually add at least one recipient’s email address to the
first email. Once the user clicks the send button on the email interface, the document encryption
software application causes the email 457’ (with the encrypted attachment(s)) to be sent to one or
more recipient email addresses populated by the user in the ‘To’, ‘cc’ and/or ‘beec’ boxes of the
email 457,

When a recipient receives the email 457°, the recipient may request the passcode or
associated hint by clicking the ‘send passcode’ button 463 embedded in the email 457°. In one
embodiment, the ‘send passcode’ button or link 463 is hyperlinked (using a URI) to a Dropbox
passcode file (or a passcode file uploaded to any Internet/cloud-based hosting service known to
persons of ordinary skill in the art) comprising the decryption passcode or hint. The Dropbox file
may be any format such as, but not limited to, MS Word, Notepad, and/or webpage. In this
embodiment, the document encryption software application, automatically creates the passcode
file, uploads it to Dropbox and embeds or associates the Dropbox URI to the passcode file with
the ‘send passcode’ button 463 before dispatching the first email 457 (to the one or more
recipients). In another embodiment, the ‘send passcode’ button 463 is hyperlinked (using the
URI) to a passcode webpage, hosted on a secure web server, comprising the decryption passcode
or hint. In this embodiment, the document encryption software application, automatically creates
the passcode webpage, uploads it to the secure web server and embeds or associates the URI to
the passcode webpage with the ‘send passcode’ button 463 before dispatching the first email
457 (to the one or more recipients). In some embodiments, the passcode webpage resides on the
document encryption software application provider’s server. In other embodiments, the passcode
webpage resides on the sender’s server.

In another embodiment, when a recipient clicks the ‘send passcode’ button 463 an auto-
generated passcode request email, with a standard subject line, such as for example, ‘send

passcode’, is automatically sent from the recipient’s email to the sender’s email address
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(available in the ‘From’ credential 460 of the email 457”). The document encryption software
application of the sender, on receipt of the passcode request email from the recipient,
automatically generates a second email with, in one embodiment, the same subject as in the
original first email but preceded by a passcode notification, wherein the passcode hint associated
with the decryption passcode is listed in the text of the email and the email, in one embodiment,
is automatically sent to the recipient from whom the passcode request email was received. In
some embodiments, the document encryption software application of the sender receives the
passcode request email from the recipient after a period of time compared to a time when the
first email 457’ is transmitted. In various embodiments, the period of time ranges from 1 minute
to several years, and any increment therein, based on the point(s) in time when the recipient
activates the ‘send passcode’ button 463. In other embodiments, the period of time ranges from
1, 2, 3, 4, and up to 5 minutes, and any increment therein. In other embodiments, the period of
time is at least five minutes and any increment therein. In another embodiment, the decryption
passcode or the passcode hint associated with the decryption passcode is sent as a file attachment
to the second email Alternatively, instead of including the decryption passcode or hint as text or
as file attachment in the second email, a Uniform Resource Identifier (URI) to a Dropbox
passcode file (comprising the decryption passcode or hint) or to a passcode webpage is
embedded within the second email. In an embodiment, the second email is sent automatically to
an alternate recipient email address. In an embodiment, the user is prompted to change any email
address (for example if the user wishes to send the passcode notification to an alternate email
address belonging to the recipient for added security). In other embodiments, the email address
of the recipient, from whom the passcode request email was received, is not auto-populated and
the user needs to input it manually and thereafter send the second email manually.

In yet another embodiment, when a recipient clicks the ‘send passcode’ button 463 an
auto-generated passcode request email, with a standard subject line, such as for example, ‘send
passcode’, is automatically sent from the recipient’s email to the sender’s email address
(available in the ‘From’ credential 460 of the email 457”). The document encryption software
application of the sender, on receipt of the passcode request email from the recipient,
automatically generates an SMS and automatically sends the SMS to the recipient’s mobile

telephone number pre-registered or pre-configured with the document encryption software
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application. The SMS, in one embodiment, is a text message including the decryption passcode
or hint. In another embodiment, the SMS text message includes the decryption passcode (or hint)
and/or the Uniform Resource Identifier (URI) to the Dropbox passcode file (comprising the
decryption passcode or hint) or to the passcode webpage. Still alternatively, the encrypted files
are not sent as attachments to the standard first email. Instead, the first email includes only the
‘send passcode’ button 463 to request both the passcode hint as well as the encrypted files. In
such embodiments, the SMS message includes the decryption passcode (or hyperlink to the
Dropbox passcode file) along with a URI link (such as to a webpage or a Dropbox link) to access
the encrypted file(s).

In yet another embodiment, when a recipient clicks the ‘send passcode’ button 463 a call
(such as a Voice Over Internet Protocol) is automatically initiated to a web service in either the
document encryption software application provider’s server or in the sender’s server which then
responds by transmitting the decryption passcode or hint via a second email or an SMS text
message.

In still another embodiment, both — the second email as well as an SMS text message are
sent automatically to the recipient on receipt of the passcode request email from the recipient.
The second email and the SMS text message may together provide a combination of the
following: decryption passcode or hint embedded as text or as a file attachment to the second
email, URI link to the Dropbox passcode file or to the passcode webpage. Once the first and
second emails have been sent the user can exit the document encryption software by clicking the
‘exit’ button 452 of FIG. 4G, at step 391.

In various alternate embodiments, the encrypted files are not sent as attachments to the
standard first email. Instead, the first email includes only the ‘send passcode’ button 463 to
request both the passcode hint as well as the encrypted files. Therefore, in some embodiments,
when the user clicks the ‘send passcode’ button463 and sends the passcode request email, the
document encryption application sends the encrypted files as attachments to the second email
that also contains the passcode hint. Alternately, the second email includes the passcode hint
while a third email includes the encrypted files as attachments.

FIG. 6A is a flow diagram illustrating an exemplary process control flow associated with

step 390 of FIG. 3. Referring to FIG. 6A, a user prompts his email client application 601 to

43



10

15

20

25

30

WO 2016/149679 PCT/US2016/023291

invoke the document encryption software application 602, of the present specification, that
enables encryption of original content 610 (such as one or more files) to generate encrypted
content 611 (such as one or more encrypted files). The encrypted content 611 is attached to an
automatically generated standard first email that is routed by an SMTP (Simple Mail Transfer
Protocol) server 603 to a recipient’s email client application 604. In one embodiment, the
document encryption software application 602 also generates an unencrypted Uniform Resource
Identifier (URI) 613 that is sent to a server 606 that executes a notification service. In various
embodiments, the notification service is an email service or an SMS service. In one embodiment,
the server 606 then routes the unencrypted URI 613, as a second email, to the recipient’s email
client application 604. In another embodiment, the server 606 routes the unencrypted URI 613,
as an SMS text message, to the recipient’s pre-registered mobile number. In accordance with an
aspect, the unencrypted URI 613, received in the second email, when clicked by the recipient
causes a passcode hint request third email 614 to be automatically generated by the recipient’s
email client application 604 and sent to the document encryption software application 602. The
document encryption software application 602 on receipt of the third email 614 automatically
generates a fourth email including an unencrypted passcode hint 612 that is sent to the recipient’s
email client application 604. The recipient then uses the passcode hint 612 and a decryption
service 605 to decrypt the encrypted content 611 and obtain the original content 610. In various
embodiments, the decryption service 605 is a native application of the same type that was used to
encrypt the original content 610.

FIG. 6B is a flow diagram illustrating another exemplary process control flow associated
with step 390 of FIG. 3. Referring to FIG. 6B, the user prompts his email client application 601
to invoke the document encryption software application 602, of the present specification, that
enables encryption of original content 610 (such as one or more files) to generate encrypted
content 611 (such as one or more encrypted files). The encrypted content 611 is attached to an
automatically generated standard first email that is routed by the SMTP (Simple Mail Transfer
Protocol) server 603 to the recipient’s email client application 604. In one embodiment, the
document encryption software application 602 also generates an unencrypted URI 613 that is
sent to a server 606 that executes a notification service. In various embodiments, the notification

service is an email service or an SMS service. In one embodiment, the server 606 then routes the
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unencrypted URI 613, as a second email, to the recipient’s email client application 604. In
another embodiment, the server 606 routes the unencrypted URI 613, as an SMS text message, to
the recipient’s pre-registered mobile number. In accordance with an aspect, the unencrypted URI
613 is associated with a URL (Uniform Resource Locator) to a third party server 607. Thus, the
unencrypted URI 613, received in the second email, when clicked by the recipient causes a
request 614 to be sent to the third party server 607. On receipt of the request 614, the third party
server 607 communicates the passcode hint 612 (unencrypted) to the recipient via the server 606.
The passcode hint 612 may be communicated as an SMS text message to the recipient’s mobile
number or as an email. The recipient then uses the passcode hint 612 and the decryption service
605 to decrypt the encrypted content 611 and obtain the original content 610. In various
embodiments, the decryption service 605 is a native application that was used to encrypt the
original content 610.

In some embodiments, the encrypted contents 611 in FIG. 6A and FIG. 6B are not sent as
attachments to the standard first email. Instead, in such embodiments, the first email includes a
separate URI link (such as to a webpage or a Dropbox link) to access the encrypted file(s) as per
step 392 in FIG.3.

Referring back to FIG. 3, at step 392, the user may either save the one or more encrypted
files to the user’s Dropbox folder on his computer or upload the one or more encrypted files to
the user’s web based Dropbox account and optionally auto-send a Uniform Resource Identifier
(URI) to the encrypted file(s) in Dropbox via an automatically generated editable standard first
email. In some embodiments, the user can also enable appending a date and time stamp to the
name(s) of the encrypted file(s) saved in the Dropbox folder. Persons of ordinary skill in the art
should appreciate that while step 392 is being described using Dropbox, any other Internet/Cloud
based file hosting service similar to Dropbox, such as, but not limited to, Box Net, can be
employed. However, in contrast to step 380, at step 392 the decryption passcode or hint
associated with the decryption passcode is communicated to the recipient(s) only on demand by
the recipient(s). In other words, a communique, comprising the decryption passcode or hint, is
automatically generated and sent to the recipient(s) only when the recipient(s) expressly requests
that the passcode (or hint) be sent to the recipient(s). Step 392 is effectuated by clicking the
‘Send via Cloud’ button 453 on tab 445 of FIG. 4G. The functionality of step 392 is enabled
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through the ‘settings’ interface 466 of FIG. 4N. As shown in FIG. 4N, to enable step 392 the user
selects the ‘on’ radio button 4691 to enable sending a passcode notification automatically ‘on
demand’ by the recipient(s). It should be appreciated that if the user selects the ‘on’ radio button
4691, the radio buttons 469g are automatically set to ‘off” — that is, the option (of step 380) to
automatically and compulsorily send the passcode hint notification to the recipient(s) is disabled.

At step 392, clicking the ‘Send Via Cloud’ button 453, of FIG. 4G, opens a cloud
management interface 467 allowing the user to select a cloud service from an account list 467a
of cloud service accounts pre-registered/pre-configured with the document encryption software
application. Once the user selects a cloud service account from the list 467a, such as Dropbox,
the user’s pre-configured account credential 467b and an instance 467c of his Dropbox folders
are automatically displayed. The interface 467 also provides two radio buttons 467d, 467e to
enable the user to select from a first option (467d) to upload one or more encrypted files to the
user’s Dropbox folder (by direct/instant upload to the user’s web based Dropbox account) or a
second option (467¢) to upload the one or more encrypted files to the user’s web based Dropbox
account and auto-send a URI to the encrypted file(s) in Dropbox via an automatically generated
editable standard first email. The user selects an existing folder from the displayed folders
instance 467¢ or creates a new folder within the Dropbox folder, using button 467f, to upload the
encrypted file(s) therein. Once the user has accomplished tasks related to either one of the first or
second options, he can click the ‘ok’ button 467g. The user can abort the ‘Send Via Cloud’
functionality any time by clicking the ‘cancel” button 467h.

It should be noted that, in accordance with an embodiment, when the ‘Send Via Cloud’
button 453 is clicked (with reference to step 392) the save option chosen in step 340 (from the
file save options 446, 448 and 449a through 449d of FIG. 4E) is also employed in addition to
saving the encrypted files(s) by direct upload to the user’s web based Dropbox account. One of
ordinary skill in the art would appreciate that the file save option chosen under 448 and 449a
through 449d could enable saving the encrypted file(s) in the user’s Dropbox folder on his
computer for subsequent upload to the user’s Dropbox account using the synchronization
functionality whereby the user would subsequently be able to manually generate a Uniform
Resource Identifier (URI) to the encrypted file(s) for manual transmission to a recipient via

email.

46



10

15

20

25

30

WO 2016/149679 PCT/US2016/023291

It should be appreciated that upon uploading the encrypted file(s) directly to the user’s
web-based Dropbox account, the process enables a URI to the encrypted files(s) on Dropbox to
be established/generated. Once this process is complete, the document encryption software
invokes a standard email interface 468 (FIG. 4L) with a predefined, yet editable, standard first
email body message 468a’, subject 468b and the Dropbox URI(s) 468c to the encrypted file(s).
In one embodiment, the standard first email body message 468a’ indicates that, to receive the
decryption passcode hint for the encrypted file attachment(s), the recipient must click a ‘send
passcode’ button 468g included within the email 468°. The user inputs recipients in the address
box 468d, edits the subject and the standard email body 468a and 468f, if needed, and sends (by
clicking the ‘send’ button 468e) the email comprising the URI(s) 468c. In another embodiment,
the standard first email body message 468a’ is not editable. In accordance with an embodiment,
the email with URI(s) 468c is sent using the user’s webmail account pre-registered/pre-
configured with the document encryption software application as described earlier with reference
to FIG. 4J.

Referring now to FIGS. 3, 4G and 4L at step 392, the email interface 468’ automatically
presents the user’s webmail address (pre-registered/pre-configured with the document encryption
software application) in the ‘from’ credential. In one embodiment, the user is prompted to
manually add at least one recipient’s email address to the first email. Once the user clicks the
send button on the email interface, the document encryption software application causes the
email 468’ (with the Dropbox URI link to the encrypted attachment(s)) to be sent to one or more
recipient email addresses populated by the user in the ‘To’, ‘cc’ and/or ‘bee’ boxes of the email
468’

When a recipient receives the email 468°, he may request the passcode or associated hint
by clicking the ‘send passcode’ button 468g embedded in the email 468°. In one embodiment,
the ‘send passcode’ button 468g is hyperlinked (using a URI) to a Dropbox passcode file (or a
passcode file uploaded to any Internet / cloud based hosting service known to persons of
ordinary skill in the art) comprising the decryption passcode or hint. The Dropbox file may be
any format such as, but not limited to, MS Word, Notepad, and web page. In this embodiment,
the document encryption software application, automatically creates the passcode file, uploads it

to Dropbox and embeds or associates the Dropbox link to the passcode file with the ‘send
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passcode’ button 468g before dispatching the first email 468 (to the one or more recipients). In
another embodiment, the ‘send passcode’ button 468¢ is hyperlinked (using a URI) to a passcode
webpage, hosted on a secure web server, comprising the decryption passcode or hint. In this
embodiment, the document encryption software application, automatically creates the passcode
webpage, uploads it to the secure web server and embeds or associates the URI to the passcode
webpage with the ‘send passcode’ button 468g before dispatching the first email 468’ (to the one
or more recipients). In some embodiments, the passcode webpage resides on the document
encryption software application provider’s server. In other embodiments, the passcode webpage
resides on the sender’s server.

In another embodiment, when a recipient clicks the ‘send passcode’ button 468g an auto-
generated passcode request email, with a standard subject line, such as for example, ‘send
passcode’, is automatically sent from the recipient’s email to the sender’s email address
(available in the ‘From’ credential of the email 468’). The document encryption software
application of the sender, on receipt of the passcode request email from the recipient,
automatically generates a second email with the same subject as in the original first email but
preceded by a passcode notification, wherein the passcode hint associated with the decryption
passcode is listed in the text of the second email and the second email, in one embodiment, is
automatically sent to the recipient from whom the passcode request email was received. In
another embodiment, the decryption passcode or the passcode hint associated with the decryption
passcode is sent as a file attachment to the second email. Alternatively, instead of including the
decryption passcode or hint as text within the second email, a Uniform Resource Identifier (URI)
to a Dropbox passcode file (comprising the decryption passcode or hint) or to a passcode
webpage is embedded within the second email. In an embodiment, the second email is sent
automatically to an alternate recipient email address. In an embodiment, the user is prompted to
change any email address (for example if the user wishes to send the passcode notification to an
alternate email address belonging to the recipient for added security). In other embodiments, the
email address of the recipient, from whom the passcode request email was received, is not auto-
populated and the user needs to input it manually and thereafter send the second email manually.

FIG. 7A is a flow diagram illustrating an exemplary process for requesting a passcode or

a passcode hint, on-demand, in accordance with some embodiments. Referring to FIG. 7A, a user
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prompts his email client application 701 to invoke a document encryption software application
702, of the present specification, that enables encryption of unencrypted content 710 (such as one
or more files) to generate encrypted content 711 (such as one or more encrypted files). The
encrypted content 711 is attached to an automatically generated standard first email (whose
original email body may be optionally encrypted and attached as per steps 135, 145 and 155 of
FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a recipient’s
email client application 704. In one embodiment, the document encryption software application
702 also generates an unencrypted passcode request email 712 that includes a Uniform Resource
Identifier (URI). In one embodiment, the URI is a mailto link such as of the form

mailto:service@azstec.com&subject=xxxxxxxx where xxxxxxxx 1s a unique identifier that the

document encryption software application 702 uses as a lookup to find the passcode hint. The
passcode request email 712 is also routed by the SMTP server 703 to the recipient’s email client
application 704. When the recipient clicks the mailto link, in the passcode request email 712, a
second email 712’ is automatically generated and sent to the user’s document encryption
software application 702. The document encryption software application 702 on receipt of the
second email 712’ then automatically generates a third email 713 (unencrypted) including the
passcode or passcode hint. The third email 713 is routed by the SMTP server 703 to the
recipient’s email client application 704. The recipient then uses the passcode or passcode hint
and a decryption service 705 to decrypt the encrypted content 711 and obtain the unencrypted
content 710.  In various embodiments, the decryption service 705 is a native application of the
same type that was used to encrypt the original content 710.

FIG. 7B is a flow diagram illustrating another exemplary process for requesting a
passcode or a passcode hint on-demand, in accordance with some embodiments. Referring to
FIG. 7B, the user prompts his email client application 701 to invoke the document encryption
software application 702, of the present specification, that enables encryption of unencrypted
content 710 (such as one or more files) to generate encrypted content 711 (such as one or more
encrypted files). The encrypted content 711 is attached to an automatically generated standard
first email (whose original email body may be optionally encrypted and attached as per steps
135, 145 and 155 of FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server

703 to a recipient’s email client application 704. In this embodiment, the first email also includes
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(within the body of the unencrypted email) a mailto link such as of the form

mailto:service@azstec.com&subject=xxxxxxxx where xxxxxxxx 1s a unique identifier that the

document encryption software application 702 uses as a lookup to find the passcode hint. When
the recipient clicks the mailto link, in the first email, a second email 712’ is automatically
generated and sent to the user’s document encryption software application 702. The document
encryption software application 702 on receipt of the second email 712’ then automatically
generates a third email 713 (unencrypted) including the passcode or passcode hint. The third
email 713 is routed by the SMTP server 703 to the recipient’s email client application 704. The
recipient then uses the passcode or passcode hint and the decryption service 705 to decrypt the
encrypted content 711 and obtain the unencrypted content 710. In various embodiments, the
decryption service 705 is a native application of the same type that was used to encrypt the
original content 710.

In some embodiments, the encrypted contents 711 in FIG. 7A and FIG. 7B are not sent as
attachments to the standard first email. Instead, in such embodiments, the first email includes a
separate URI link (such as to a webpage or a Dropbox link) to access the encrypted file(s) as per
step 392 of FIG. 3. Referring again to FIG. 3, in yet another embodiment, when a recipient
clicks the ‘send passcode’ button 468g an auto-generated passcode request email, with a standard
subject line, such as for example, ‘send passcode’, is automatically sent from the recipient’s
email to the sender’s email address (available in the ‘From’ credential of the email 468’). The
document encryption software application of the sender, on receipt of the passcode request email
from the recipient, automatically generates an SMS and automatically sends the SMS to the
recipient’s mobile telephone number pre-registered or pre-configured with the document
encryption software application. The SMS, in one embodiment, is a text message including the
decryption passcode or hint. In another embodiment, the SMS text message includes the
decryption passcode (or hint) and/or the Uniform Resource Identifier (URI) to the Dropbox
passcode file (comprising the decryption passcode or hint) or to the passcode webpage.

In yet another embodiment, when a recipient clicks the ‘send passcode’ button 468g a
call (such as a Voice Over Internet Protocol) is automatically initiated to a web service in either

the document encryption software application provider’s server or in the sender’s server which
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then responds by transmitting the decryption passcode or hint via a second email or an SMS text
message.

In still another embodiment, both — the second email as well as an SMS text message are
sent automatically to the recipient on receipt of the passcode request email from the recipient.
The second email and the SMS text message may together provide a combination of the
following: decryption passcode or hint embedded as text or as a file attachment to the second
email, URI to the Dropbox passcode file or to the passcode webpage. Once the first and second
emails have been sent the user can exit the document encryption software by clicking the ‘exit’
button 452 of FIG. 4G, at step 393. If the user does not wish to execute any of the steps 360, 370,
380, 390 or 392 he can exit the document encryption software, at any time, by clicking the ‘exit
button 452 of FIG. 4G at step 399.

At step 394, the user may save the one or more encrypted files and automatically send the
encrypted file(s) as attachments via an editable standard first email. Also, subsequently and
automatically a first text message or SMS is sent to the recipient’s mobile number. In one
embodiment, the first text message or SMS includes a Uniform Resource Identifier (URI) to
request the passcode to the encrypted file(s) in the first email. When the recipient clicks the URI
in the SMS, an auto-generated passcode request SMS, with a standard line, such as for example,
‘send passcode’, is automatically sent from the recipient’s mobile number to the user’s or
sender’s mobile number. The document encryption software application of the sender, on receipt
of the passcode request SMS from the recipient, automatically generates a second email with the
same subject as in the original first email but preceded by a passcode notification, wherein the
decryption passcode or the passcode hint associated with the decryption passcode is listed in the
text of the email and the email, in one embodiment, is automatically sent to the recipient from
whom the passcode request SMS was received. In another embodiment, the decryption passcode
or the passcode hint associated with the decryption passcode is sent as a file attachment to the
second email. Alternatively, instead of including the decryption passcode or hint as text or as file
attachment with the second email, a Uniform Resource Identifier (URI) to a Dropbox passcode
file (comprising the decryption passcode or hint) is embedded within the second email. Still
alternatively, instead of including the decryption passcode or hint as text or as a file attachment

within the second email, a URI to a passcode webpage is embedded within the second email. In
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some embodiments, the passcode webpage resides on the document encryption software
application provider’s server. In other embodiments, the passcode webpage resides on the
sender’s server.

In an embodiment, the second email is sent automatically to the recipient’s alternate
email address. In an embodiment, the user is prompted to change any email address (for example
if the user wishes to send the passcode notification to an alternate email address belonging to the
recipient for added security). In other embodiments, the email address of the recipient, from
whom the passcode request SMS was received, is not auto-populated and the user needs to input
it manually and thereafter send the second email manually.

In yet another embodiment, the document encryption software application of the sender,
on receipt of the passcode request SMS from the recipient, automatically generates an SMS and
automatically sends the SMS to the recipient’s mobile telephone number pre-registered or pre-
configured with the document encryption software application. The SMS, in one embodiment, is
a text message including the decryption passcode or hint. In another embodiment, the SMS text
message includes a URI to the Dropbox passcode file (comprising the decryption passcode or
hint). Still alternatively, a URI to a passcode webpage is embedded within the SMS text
message. In some embodiments, the passcode webpage resides on the document encryption
software application provider’s server. In other embodiments, the passcode webpage resides on
the sender’s server.

In yet another embodiment, when a recipient clicks the ‘send passcode’ URI within the
first SMS a call (such as a Voice Over Internet Protocol) is automatically initiated to a web
service in either the document encryption software application provider’s server or in the
sender’s server which then responds by transmitting the decryption passcode or hint via the
second email or the SMS text message. Once the passcode or hint has been communicated the
user can exit the document encryption software by clicking the ‘exit” button 452 of FIG. 4G, at
step 395.

At step 396, save the one or more encrypted files and automatically send the encrypted
file(s) as attachments via an editable standard first email. Also, subsequently and automatically a
second standard email is sent to the recipient’s email address (same as that of the first email) or

to the recipient’s alternate email address (different from that of the first email) including a ‘send
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passcode’ button or URI. When the ‘send passcode’ button or URI is clicked, an auto-generated
passcode request third email, with a standard subject line (such as for example, ‘send passcode’)
is automatically sent from the recipient’s email or from the alternate email address to the
sender’s email address. The document encryption software application of the sender, on receipt
of the passcode request third email, automatically generates a fourth email with the same subject
as in the original first email but preceded by a passcode notification, wherein the decryption
passcode or the passcode hint associated with the decryption passcode is listed in the text of the
fourth email and the fourth email, in one embodiment, is automatically sent to the email address
from where the passcode request email was received. In another embodiment, the decryption
passcode or the passcode hint associated with the decryption passcode is sent as a file attachment
to the fourth email. Alternatively, instead of including the decryption passcode or hint as text or
file attachment with the fourth email, a URI to a Dropbox passcode file or a passcode webpage
(comprising the decryption passcode or hint) is embedded within the fourth email. In some
embodiments, the passcode webpage resides on the document encryption software application
provider’s server. In other embodiments, the passcode webpage resides on the sender’s server.

In an embodiment, the fourth email is sent automatically to the recipient’s alternate email
address. In an embodiment, the user or sender is prompted to change any email address (for
example if the user wishes to send the passcode notification to an alternate email address
belonging to the recipient for added security). In other embodiments, the email address of the
recipient, from whom the passcode request email was received, is not auto-populated and the
user needs to input it manually and thereafter send the second email manually.

In another embodiment, the document encryption software application of the sender, on
receipt of the passcode request third email from the recipient, automatically generates an SMS
and automatically sends the SMS to the recipient’s mobile telephone number pre-registered or
pre-configured with the document encryption software application. The SMS, in one
embodiment, is a text message including the decryption passcode or hint. In another
embodiment, the SMS text message includes a Uniform Resource Identifier (URI) to the
Dropbox passcode file or a passcode webpage (comprising the decryption passcode or hint). In

some embodiments, the passcode webpage resides on the document encryption software
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application provider’s server. In other embodiments, the passcode webpage resides on the
sender’s server.

In yet another embodiment, when a recipient clicks the ‘send passcode’ URI within the
second email a call (such as a Voice Over Internet Protocol) is automatically initiated to a web
service in either the document encryption software application provider’s server or in the
sender’s server which then responds by transmitting the decryption passcode or hint via an email
(similar to the fourth email described above) or the SMS text message. Once the passcode or hint
has been communicated the user can exit the document encryption software by clicking the ‘exit’
button 452 of FIG. 4G, at step 397.

At step 398, save the one or more encrypted files and automatically send the encrypted
file(s) as attachments via an editable standard first email. The first email may comprise a
standard message that the recipient should log on to a specific website or portal, using the
recipient’s previously established login credentials, to access a passcode or passcode hint related
to the encrypted file(s). On receipt of the first email, the recipient independently logs in to the
specific website or portal, using his previously established login credentials, and navigates to a
webpage or interface that either provides a passcode associated generally with the recipient or
passcode associated specifically with the encrypted file(s). In some embodiments, the specific
website or portal resides on the document encryption software application provider’s server. In
other embodiments, the specific website or portal resides on the sender’s server. The user or
sender can exit the document encryption software by clicking the ‘exit” button 452 of FIG. 4G, at
step 399.

In accordance with an aspect of the present specification, the Uniform Resource Identifier
(URI) associated with the ‘send passcode’ button has any one or more combinations of the
following characteristics: a) the URI has an expiration time period such as, but not limited to, 7
days or 30 days after which the URI is non-functional or deactivated; b) the URI has no
expiration time period and will therefore remain active or functional for an unlimited time
period; c) the URI has a limit on the number of times it can be used or activated such as, but not
limited to, 3 times or 10 times after which the URI is non-functional or deactivated; d) the URI
has no limitation with respect to the number of times it can be used or activated; e) the URI can

be forwarded by the recipient to another email address or mobile phone through which it can still
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be activated or used; and f) the URI can only be activated from the recipient’s email or mobile
phone.

FIG. 7C is a flow diagram illustrating an exemplary process to request a passcode or a
passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 7C, a user
prompts his email client application 701 to invoke a document encryption software application
702, of the present specification, that enables encryption of unencrypted content 710 (such as one
or more files) to generate encrypted content 711 (such as one or more encrypted files). The
encrypted content 711 is attached to an automatically generated standard first email (whose
original email body may be optionally encrypted and attached as per steps 135, 145 and 155 of
FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a recipient’s
email client application 704. In one embodiment, the document encryption software application
702 also generates an unencrypted passcode request email 714 that includes a Uniform Resource

Identifier (URI). In one embodiment, the URI is an HTTP (Hyper Text Transport Protocol) link

such as of the form https://customers azstec.com/Xxxxxxxx where XXXXXXxX 1§ a unique
identifier that the document encryption software application 702 uses as a lookup to find the
passcode hint. The passcode request email 714 is also routed by the SMTP server 703 to the
recipient’s email client application 704. When the recipient clicks the HTTP link, in the passcode
request email 714, the recipient’s browser 707 is invoked. As a result of the invocation, the
browser 707 sends an HTTP request 715 (corresponding to the HTTP link) to a web service 706.
The web service 706 automatically parses and interprets information (such as the unique
identifier) from the HTTP link to take action on the HTTP request 715. In accordance with an
embodiment, the web service 706 maintains a database 716 of passcode hints associated with
each unique identifier. In one embodiment, the database 716 is updated and maintained by
receiving regular database updates from the user’s document encryption software application
702. Thus, in response to the HTTP request 715, the web service 706 generates a second email
717 (unencrypted) including the passcode or passcode hint. The second email 717 is routed by
the SMTP server 703 to the recipient’s email client application 704. The recipient then uses the
passcode or passcode hint and the decryption service 705 to decrypt the encrypted content 711
and obtain the unencrypted content 710. In various embodiments, the decryption service 705 is a

native application of the same type that was used to encrypt the original content 710.
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FIG. 7D is a flow diagram illustrating another exemplary process to request a passcode or
a passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 7D, the
user prompts his email client application 701 to invoke the document encryption software
application 702, of the present specification, that enables encryption of unencrypted content 710
(such as one or more files) to generate encrypted content 711 (such as one or more encrypted
files). The encrypted content 711 is attached to an automatically generated standard first email
(whose original email body may be optionally encrypted and attached as per steps 135, 145 and
155 of FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a
recipient’s email client application 704. In this embodiment, the first email also includes (within
the body of the unencrypted email) a URI in the form of, for example, an HTTP (Hyper Text

Transport Protocol) link 719 such as of the form https://customers.azstec.com/xxxxxxxx where

XXXXXXXX 1S a unique identifier that is used as a lookup to find the passcode hint. When the
recipient clicks the HTTP link 719, in the first email, the browser 707 sends an HTTP request
715 (corresponding to the HTTP link) to the web service 706. The web service 706 automatically
parses and interprets information (such as the unique identifier) from the HTTP link 719 to take
action on the HTTP request 715. In accordance with an embodiment, the web service 706
maintains a database 716 of passcode hints associated with each unique identifier. In one
embodiment, the database 716 is updated and maintained by receiving regular database updates
from the user’s document encryption software application 702. Thus, in response to the HTTP
request 715, the web service 706 generates a second email 717 (unencrypted) including the
passcode or passcode hint. The second email 717 is routed by the SMTP server 703 to the
recipient’s email client application 704. The recipient then uses the passcode or passcode hint
and the decryption service 705 to decrypt the encrypted content 711 and obtain the unencrypted
content 710. In various embodiments, the decryption service 705 is a native application of the
same type that was used to encrypt the original content 710.

It should be appreciated that the URI in the form of the HTTP link, for example, in
alternate embodiments, may lead the recipient to a web page or portal. The web page or portal
may require the recipient to login using his credentials to further authenticate the recipient. Once
authenticated, the recipient has access to the passcode or passcode hint available on the web page

or portal. In some embodiments, the portal may use multiple layers of authentication before
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allowing access to the recipient. For example, in some embodiments, once the user logins into
the portal an authentication SMS or email is automatically sent to the recipient’s phone number
or email client application. The authentication SMS or email may include a URI to eventually
enable the recipient to access the passcode or passcode hint. In still other embodiments, the
recipient can log into the portal and see a history of messages (basic metadata - such as subject of
the messages) that he either initiated or was the recipient of. The request of the passcode can be
initiated through the portal.

FIG. 7E is a flow diagram illustrating another exemplary process to request a passcode or
a passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 7E, a user
prompts his email client application 701 to invoke a document encryption software application
702, of the present specification, that enables encryption of unencrypted content 710 (such as one
or more files) to generate encrypted content 711 (such as one or more encrypted files). The
encrypted content 711 is attached to an automatically generated standard first email (whose
original email body may be optionally encrypted and attached as per steps 135, 145 and 155 of
FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a recipient’s
email client application 704. In one embodiment, the document encryption software application
702 also generates an unencrypted passcode request email 714 that includes a URI in the form
of, for example, an HTTP (Hyper Text Transport Protocol) link such as of the form

https://customers.azstec.com/xxxxxxxx where xxxxxxxx is a unique identifier that is used as a

lookup to find the passcode hint. The passcode request email 714 is also routed by the SMTP
server 703 to the recipient’s email client application 704. When the recipient clicks the HTTP
link, in the passcode request email 714, the recipient’s browser 707 is invoked. As a result of the
invocation, the browser 707 sends an HTTP request 715 (corresponding to the HTTP link) to the
web service 706. The web service 706 automatically parses and interprets information (such as
the unique identifier) from the HTTP link to take action on the HTTP request 715. In accordance
with an embodiment, the web service 706 maintains a database 716 of passcode hints associated
with each unique identifier. In one embodiment, the database 716 is updated and maintained by
receiving regular database updates from the user’s document encryption software application
702. Thus, in response to the HTTP request 715, the web service 706 generates a message 718,

containing the passcode or passcode hint, and forwards it to a messaging service 708. The
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messaging service, in various embodiments, is an SMS messaging service or an instant
messenger service, for example. The messaging service 708 sends the message 718 to the
recipient’s phone number, in the form of a SMS text message, for example. The recipient then
uses the passcode or passcode hint and the decryption service 705 to decrypt the encrypted
content 711 and obtain the unencrypted content 710. In various embodiments, the decryption
service 705 is a native application of the same type that was used to encrypt the original content
710.

FIG. 7F is a flow diagram illustrating another exemplary process to request a passcode or
a passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 7F, the
user prompts his email client application 701 to invoke the document encryption software
application 702, of the present specification, that enables encryption of unencrypted content 710
(such as one or more files) to generate encrypted content 711 (such as one or more encrypted
files). The encrypted content 711 is attached to an automatically generated standard first email
(whose original email body may be optionally encrypted and attached as per steps 135, 145 and
155 of FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a
recipient’s email client application 704. In this embodiment, the first email also includes (within
the body of the unencrypted email) a URI in the form of, for example, an HTTP (Hyper Text

Transport Protocol) link 719 such as of the form https://customers.azstec.com/xxxxxxxx where

XXXXXXXX 1S a unique identifier that is used as a lookup to find the passcode hint. When the
recipient clicks the HTTP link 719, in the first email, the browser 707 sends an HTTP request
715 (corresponding to the HTTP link) to the web service 706. The web service 706 automatically
parses and interprets information (such as the unique identifier) from the HTTP link 719 to take
action on the HTTP request 715. In accordance with an embodiment, the web service 706
maintains a database 716 of passcode hints associated with each unique identifier. In one
embodiment, the database 716 is updated and maintained by receiving regular database updates
from the user’s document encryption software application 702. Thus, in response to the HTTP
request 715, the web service 706 generates a message 718, containing the passcode or passcode
hint, and forwards it to the messaging service 708. The messaging service, in various
embodiments, is an SMS messaging service or an instant messenger service, for example. The

messaging service 708 sends the message 718 to the recipient’s phone number, in the form of a
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SMS text message, for example. The recipient then uses the passcode or passcode hint and the
decryption service 705 to decrypt the encrypted content 711 and obtain the unencrypted content
710. In various embodiments, the decryption service 705 is a native application of the same type
that was used to encrypt the original content 710.

FIG. 7G is a flow diagram illustrating another exemplary process to request a passcode or
a passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 7G, a user
prompts his email client application 701 to invoke the document encryption software application
702, of the present specification, that enables encryption of unencrypted content 710 (such as one
or more files) to generate encrypted content 711 (such as one or more encrypted files). The
encrypted content 711 is attached to an automatically generated standard first email (whose
original email body may be optionally encrypted and attached as per steps 135, 145 and 155 of
FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a recipient’s
email client application 704. In one embodiment, the document encryption software application
702 also generates an unencrypted passcode request email 712 that includes a Uniform Resource
Identifier (URI). In one embodiment, the URI is a mailto link such as of the form

mailto:service@azstec.com&subject=xxxxxxxx where xxxxxxxx is a unique identifier that the

document encryption software application 702 uses as a lookup to find the passcode hint. The
passcode request email 712 is also routed by the SMTP server 703 to the recipient’s email client
application 704. When the recipient clicks the mailto link, in the passcode request email 712, a
second email 712’ is automatically generated and sent to a web service 706. The second email
712’ includes at least the unique identifier as a subject line or within the body of the second
email 712°. The web service 706 automatically parses and interprets information (such as the
unique identifier) from the second email 712°. In accordance with an embodiment, the web
service 706 maintains a database 716 of passcode hints associated with each unique identifies. In
one embodiment, the database 716 is updated and maintained by receiving regular database
updates from the user’s document encryption software application 702. Thus, in response to the
second email 712’, the web service 706 generates a third email 713 (unencrypted) including the
passcode or passcode hint. The third email 713 is routed by the SMTP server 703 to the
recipient’s email client application 704. The recipient then uses the passcode or passcode hint

and the decryption service 705 to decrypt the encrypted content 711 and obtain the unencrypted
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content 710. In various embodiments, the decryption service 705 is a native application of the
same type that was used to encrypt the original content 710.

FIG. 7H is a flow diagram illustrating another exemplary process to request a passcode or
a passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 7H, the
user prompts his email client application 701 to invoke the document encryption software
application 702, of the present specification, that enables encryption of unencrypted content 710
(such as one or more files) to generate encrypted content 711 (such as one or more encrypted
files). The encrypted content 711 is attached to an automatically generated standard first email
(whose original email body may be optionally encrypted and attached as per steps 135, 145 and
155 of FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a
recipient’s email client application 704. In this embodiment, the first email also includes (within
the body of the unencrypted email) a URI in the form of, for example, a mailto link such as of

the form mailto:service@azstec.com&subject=xxxxxxxx where xxxxxxxx is a unique identifier

that is used as a lookup to find the passcode hint. When the recipient clicks the mailto link, in the
first email, a second email 712’ is automatically generated and sent to a web service 706. The
second email 712’ includes at least the unique identifier as a subject line or within the body of
the second email 712°. The web service 706 automatically parses and interprets information
(such as the unique identifier) from the second email 712’. In accordance with an embodiment,
the web service 706 maintains a database 716 of passcode hints associated with each unique
identifier. In one embodiment, the database 716 is updated and maintained by receiving regular
database updates from the user’s document encryption software application 702. Thus, in
response to the second email 712’, the web service 706 generates a third email 713 (unencrypted)
including the passcode or passcode hint. The third email 713 is routed by the SMTP server 703
to the recipient’s email client application 704. The recipient then uses the passcode or passcode
hint and the decryption service 705 to decrypt the encrypted content 711 and obtain the
unencrypted content 710. In various embodiments, the decryption service 705 is a native
application of the same type that was used to encrypt the original content 710.

FIG. 71 is a flow diagram illustrating another exemplary process to request a passcode or
a passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 71, a user

prompts his email client application 701 to invoke the document encryption software application

60



10

15

20

25

30

WO 2016/149679 PCT/US2016/023291

702, of the present specification, that enables encryption of unencrypted content 710 (such as one
or more files) to generate encrypted content 711 (such as one or more encrypted files). The
encrypted content 711 is attached to an automatically generated standard first email (whose
original email body may be optionally encrypted and attached as per steps 135, 145 and 155 of
FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a recipient’s
email client application 704. In one embodiment, the document encryption software application
702 also generates an unencrypted passcode request email 712 that includes a Uniform Resource
Identifier (URI). In one embodiment, the URI is a mailto link such as of the form

mailto:service@azstec.com&subject=xxxxxxxx where Xxxxxxxx 1s a unique identifier that is

used as a lookup to find the passcode hint. The passcode request email 712 is also routed by the
SMTP server 703 to the recipient’s email client application 704. When the recipient clicks the
mailto link, in the passcode request email 712, a second email 712’ is automatically generated
and sent to a web service 706. The second email 712’ includes at least the unique identifier as a
subject line or within the body of the second email 712°. The web service 706 automatically
parses and interprets information (such as the unique identifier) from the second email 712°. In
accordance with an embodiment, the web service 706 maintains a database 716 of passcode hints
associated with each unique identifier. In one embodiment, the database 716 is updated and
maintained by receiving regular database updates from the user’s document encryption software
application 702. Thus, in response to the second email 712°, the web service 706 generates a
message 718, containing the passcode or passcode hint, and forwards it to a messaging service
708. The messaging service, in various embodiments, is an SMS messaging service or an instant
messenger service, for example. The messaging service 708 sends the message 718 to the
recipient’s phone number, in the form of a SMS text message, for example. The recipient then
uses the passcode or passcode hint and the decryption service 705 to decrypt the encrypted
content 711 and obtain the unencrypted content 710. In various embodiments, the decryption
service 705 is a native application of the same type that was used to encrypt the original content
710.

FIG. 7] is a flow diagram illustrating another exemplary process to request a passcode or
a passcode hint on-demand, in accordance with some embodiments. Referring to FIG. 7J, the

user prompts his email client application 701 to invoke the document encryption software
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application 702, of the present specification, that enables encryption of unencrypted content 710
(such as one or more files) to generate encrypted content 711 (such as one or more encrypted
files). The encrypted content 711 is attached to an automatically generated standard first email
(whose original email body may be optionally encrypted and attached as per steps 135, 145 and
155 of FIG. 1B) that is routed by an SMTP (Simple Mail Transfer Protocol) server 703 to a
recipient’s email client application 704. In this embodiment, the first email also includes (within
the body of the unencrypted email) a URI in the form of, for example, a mailto link such as of

the form mailto:service@azstec.com&subject=xxxxxxxx where xxxxxxxx is a unique identifier

that is used as a lookup to find the passcode hint. When the recipient clicks the mailto link, in the
first email, a second email 712’ is automatically generated and sent to a web service 706. The
second email 712’ includes at least the unique identifier as a subject line or within the body of
the second email 712°. The web service 706 automatically parses and interprets information
(such as the unique identifier) from the second email 712°. In accordance with an embodiment,
the web service 706 maintains a database 716 of passcode hints associated with each unique
identifier. In one embodiment, the database 716 is updated and maintained by receiving regular
database updates from the user’s document encryption software application 702. Thus, in
response to the second email 712°, the web service 706 generates a message 718, containing the
passcode or passcode hint, and forwards it to a messaging service 708. The messaging service, in
various embodiments, is an SMS messaging service or an instant messenger service, for
example. The messaging service 708 sends the message 718 to the recipient’s phone number, in
the form of a SMS text message, for example. The recipient then uses the passcode or passcode
hint and the decryption service 705 to decrypt the encrypted content 711 and obtain the
unencrypted content 710. In various embodiments, the decryption service 705 is a native
application of the same type that was used to encrypt the original content 710.

In some embodiments, the encrypted contents 711 in FIGS. 7C through 7J are not sent as
attachments to the standard first email. Instead, in such embodiments, the first email includes a
separate URI link (such as to a webpage or a Dropbox link) to access the encrypted file(s) as per
Step 392 in FIG.3.

It should be appreciated that the decryption passcode or the hint associated with the

decryption passcode may be communicated in any one of the following formats: Plain text,
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HTML, Proprietary format that is visible only on recipient’s authenticated device if recipient’s
device has the associated proprietary software application, “Captcha” type of text, PDF file, Text
file, Word processing file (e.g. MS WORD), Web Page, Picture file, Audio file, SMS Text
Message, “Snapchat” type of SMS Text Message (text disappears after a certain duration). Table
1 illustrates a plurality of exemplary formats of communication depending upon a form of

communication of the decryption passcode or hint associated with the decryption passcode:

Table 1

Form of communication of decryption Format of communication
passcode or hint associated therewith

Within body of an email Plain text, Rich text, HTML, ‘Captcha’
(‘Completely Automated Public Turing test to
tell Computers and Humans Apart’) type of
text, Proprietary format that is visible only on
recipient’s authenticated device if recipient’s
device has an associated proprietary software
application

As file attachment of an email HTML file, PDF file, Text file, Word
processing file (e.g., MS Word), Webpage,
Picture file (e.g, JPEG), Audio file,
Proprietary format that is visible only on
recipient’s authenticated device if recipient’s
device has an associated proprietary software
application

As a Uniform Resource Identifier (URI) | The URI may be associated with a file on a
within an email or SMS cloud folder (e.g., Dropbox) wherein the file
may be any of the following formats:

HTML file, PDF file, Text file, Word
processing file (e.g., MS Word), Webpage,
Picture file (e.g., JPEG), Audio file, Picture
file, Proprietary format that is visible only on
recipient’s authenticated device if recipient’s
device has an associated proprietary software
application

The URI may be associated with a webpage
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Form of communication of decryption Format of communication
passcode or hint associated therewith

As message to a recipient’s mobile number | Plain text, Web page, Picture file, Audio file,
“Snapchat” type of SMS Text Message,
wherein the text disappears after a certain
duration

Referring to FIGS. 4N through 48, the ‘settings’ interface 466, in various embodiments,
comprises a plurality of additional interface tabs, discussed below.

In an optional embodiment, FIG. 4N shows a general settings tab 469 for setting a
plurality of general parameters such as path 469a for a shared passcode folder, path 469b for a
shared passcode log folder, path 469¢ indicating location of a folder to save shared encrypted
files, path 469d for a private passcode folder, path 469¢ for a private passcode log folder, and
path 469f indicating location of a folder to save private encrypted files. The user can select radio
buttons 469g to enable/disable the functionality of sending a passcode notification automatically
via the second email (when functionalities related to buttons ‘send via cloud’ 453 or ‘send via
Email” 454 of FIG. 4G are activated) or select radio buttons 4691 to enable/disable the
functionality of sending a passcode notification ‘on demand’ or on request by a recipient of the
first email (when functionalities related to buttons ‘send via cloud’ 453 or ‘send via Email’ 454
of FIG. 4G are activated). Similarly, the user can select radio buttons 469h to enable/disable the
functionality of adding a data and time stamp to file names of encrypted files. Clicking the ‘save’
button 4691 stores the settings and clicking the ‘close’ button 469j allows the user to exit the
settings interface 466. The user can ‘cancel” saving of the settings by clicking the button 469k.

In an optional embodiment, FIG. 40 shows a shared passcode list tab 470 for setting and
displaying a plurality of common passcode 470a and common passcode hint 470b combinations,
and shared recipient passcode and passcode hint combinations along with recipient’s name,
primary email address, alternate email address, group name, and mobile telephone number 470c.
The plurality of recipient passcode and hint combinations, once saved, are displayed in the list
470c. Clicking the ‘save’ button 470d stores the settings and clicking the ‘close’ button 470e
allows the user to exit the settings interface 466. The user can ‘cancel’ saving of the settings by

clicking the button 470f.
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In an optional embodiment, FIG. 4P shows a private passcode list tab 471for setting and
displaying a plurality of common passcode 471a and common passcode hint 471b combinations
and private recipient passcode and passcode hint combinations along with recipient’s name,
primary email address, alternate email address, group name, and mobile telephone number 471c.
The plurality of passcode and hint combinations, once saved, are displayed in the list 471c.
Clicking the ‘save’ button 471d stores the settings and clicking the ‘close’ button 471e allows the
user to exit the settings interface 466. The user can ‘cancel’ saving of the settings by clicking the
button 471f.

In an optional embodiment, FIG. 4Q shows a security settings tab 472for allowing an
administrator to add/delete a plurality of users 472a (that are allowed access to the document
encryption software application) and also assign them rights, such as, the ability to update the
shared passcode list 472b and administrative rights 472¢. Clicking the ‘save’ button 472d stores
the settings and clicking the ‘close’ button 472e allows the user to exit the settings interface 466.
The user can ‘cancel’ saving of the settings by clicking the button 472f.

In an optional embodiment, FIG. 4R shows an email message tab 473for setting a default
email message 473a (to be sent when the user chooses the ‘send via email’ functionality by
clicking button 454 of FIG. 4G) by choosing radio button 473b or customizing/editing the email
message 473a by choosing the radio button 473c. Clicking the ‘save’ button 473d stores the
settings and clicking the ‘close’ button 473e allows the user to exit the settings interface 466.
The user can ‘cancel’ saving of the settings by clicking the button 473f.

In an optional embodiment, FIG. 4S shows a cloud message tab 475for setting a default
cloud message 475a (to be sent when the user chooses the ‘send via Cloud’ functionality by
clicking button 453 of FIG. 4G) by choosing radio button 475b or customizing/editing the email
message 475a by choosing the radio button 475c¢. Clicking the ‘save’ button 475d stores the
settings and clicking the ‘close’ button 475e allows the user to exit the settings interface 466.
The user can ‘cancel’ saving of the settings by clicking the button 475f.

Referring back to FIGS. 1A, 1B and 2, in one embodiment, the automatic passcode
protection service, invoked by the user’s email application (such as Microsoft Outlook® installed
on the user’s computer), presents an additional option to the user to save the one or more

encrypted files to the user’s cloud folder, such as the Dropbox folder, on his computer (or a
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folder associated with any other Internet based file hosting service similar to Dropbox) and auto-
send a Uniform Resource Identifier (URI) to the encrypted file(s) in Dropbox via an
automatically generated editable standard first email, followed by an automatically generated
second email comprising the decryption passcode or hint associated with the decryption
passcode. This additional option is implemented in the dialog box 200 of FIG. 2, using a ‘Send
Via Cloud’ button (not shown), for example. Dialog box 200 of FIG.2 is invoked when the user
indicates to his email application, installed on his computer (such as Microsoft Outlook®), a
desire to activate the automatic passcode protection service using an icon, button, or other
display element integrated into the email program (such as Microsoft Outlook®). It should be
noted, that the cloud accessibility information (such as those described earlier with reference to
FIG. 4M) is pre-configured by the user in the ‘settings’ interface 466 (FIG. 4M).

The first email with the URI to the encrypted file(s) (uploaded or synchronized with an
Internet based file hosting service) is automatically generated and sent (by the email application).
Thereafter, the email application automatically generates a second email with the same subject as
in the original/first email but preceded by a passcode notification, wherein the passcode is listed
in the text of the email and the email is automatically sent to one or more of the email addresses
that were included on the original email (including cc’s and bee’s). In one embodiment, the user
is prompted to delete any email addresses that the user does not want to notify of the passcode.
In one embodiment, the user has the option of pre-designating email recipients who should, and
should not, receive the passcode. In one embodiment, a standard paragraph is automatically
added explaining that the email attachment is encrypted in accordance with the firm’s Privacy
Policy, and referring to one or more guidelines, rules, or other standards to which the email
complies. In another embodiment, the user is prompted to change any email address (for
example if the user wishes to send the passcode notification to an alternate email address
belonging to the recipient for added security). In another embodiment, the application
automatically selects the alternate email address previously designated and saved by the user in
the shared or private recipient passcode list(s) 470c and 471c. In another embodiment, the
application automatically generates and sends a text message (not shown) to the mobile

telephone number of the recipient(s) of the first email by selecting the mobile number telephone
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number previously designated and saved by the user in the shared or private recipient passcode
list(s) 470c and 471c.

The above examples are merely illustrative of the many applications of the system of
present invention. Although only a few embodiments of the present invention have been
described herein, it should be understood that the present invention might be embodied in many
other specific forms without departing from the spirit or scope of the invention. Therefore, the
present examples and embodiments are to be considered as illustrative and not restrictive, and

the invention may be modified within the scope of the appended claims.
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CLAIMS

We claim:

1.

A method of encrypting a file and distributing the encrypted file over a network from a user
computer to a remote computer, the method comprising:

providing an interface to a file encryption application to a user for access on the user
computer;

receiving, from the user through said interface to the file encryption application over said
network, an input designating an encryption option from among a plurality of encryption
options;

based upon said input designating an encryption option, and based upon a format of said
file, causing a separate application specific to said format to encrypt said at least one file,
wherein said encrypted file is adapted to be decrypted using a passcode;

generating a first email, for transmission to a recipient email address, comprising a
uniform resource identifier and said at least one encrypted file attached thereto, wherein said
uniform resource identifier is configured such that, upon a user of the remote computer
activating said uniform resource identifier, said remote computer is adapted to generate a
second email requesting an indication of the passcode associated with said at least one
encrypted file to be transmitted to a phone number address stored in association with said
recipient email address in a memory;

transmitting the first email with said at least one encrypted file to said recipient email
address over said network;

after a period of time, receiving, from the recipient email address over the network, said
second email, wherein the second email is generated as a result of said user of the remote
computer activating the uniform resource identifier in the first email; and

based upon said receipt of said second email, automatically transmitting a message to

said phone number address, wherein the message contains said indication of said passcode.

The method of claim 1, wherein said interface to a file encryption application is provided to a
user by enabling said user to download the file encryption application for installation on the

user computer.
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The method of claim 1, wherein said interface to a file encryption application is provided to a
user by enabling said user to access, via the user computer, the file encryption application
over the network.

The method of claim 3, wherein the file encryption application is invoked by activating a
short-cut icon to said file encryption application located on a desktop of the user’s computer.
The method of claim 1, wherein said separate application specific to said format is stored in a
same physical storage device as said file encryption application.

The method of claim 1, wherein said separate application specific to said format is stored in a
different physical storage device as said file encryption application.

The method of claim 1, wherein said period of time is at least five minutes.

The method of claim 1, wherein said file is encrypted by opening said at least one file in the
separate application specific to the format of said at least one file and accepting an input from
the user, from within the separate application, invoking an encryption of the file.

The method of claim 1, wherein the first email is generated using an email application that is
hosted by a server separate and remote from the remote user computer.

The method of claim 1, wherein the first email is generated using an email application that is
stored within, and executed by, the remote user computer.

The method of claim 1, wherein the uniform resource identifier is configured to have an
expiration time period after which activating the uniform resource identifier will not cause
the message with the indication of the passcode to be sent to the phone number address.

The method of claim 1, wherein the uniform resource identifier is configured to have no
expiration time period and will remain functional to cause the message with the indication of
the passcode to be sent to the phone number address for an unlimited time period.

The method of claim 1, wherein the uniform resource identifier is configured to have a
predefined number of times that it can be used, after which activating the uniform resource
identifier will not cause the message with the indication of the passcode to be sent to the
phone number address.

The method of claim 1, wherein the uniform resource identifier is configured to be forward to
a third email address through which activating the uniform resource identifier will still cause

the message with the indication of the passcode to be sent to the phone number address.
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The method of claim 1, wherein the uniform resource identifier is configured to only be
useable by the recipient email address and not another email address.
The method of claim 1, wherein said indication of said passcode includes a uniform resource
identifier to a passcode file associated with an Internet based file hosting service, wherein the
passcode file includes said passcode or a hint associated with said passcode.
The method of claim 1, wherein said indication of said passcode includes a uniform resource
identifier to a webpage that includes said passcode or a hint associated with said passcode.
The method of claim 1, wherein said file and said separate application are located remote
from the user computer and wherein said separate application encrypts said file by opening
said file over said network and applying an encryption native to said separate application.
The method of claim 1, wherein said file is located remote from the user computer, wherein
said separate application is stored local to, and executed by, the user computer, and wherein
said separate application encrypts said file by opening said file over said network and
applying an encryption native to said separate application.
A method of encrypting a file and distributing the encrypted file over a network from a user
computer to a remote computer, the method comprising:
providing an interface to a file encryption application to a user for access on the user
computer;
receiving, from the user through said interface to the file encryption application over
said network, an input designating an encryption option from among a plurality of
encryption options;
receiving, from the user through said interface to the file encryption application over
said network, an input associating a phone number with a recipient email address and
storing said phone number, recipient email address, and association in a memory;
based upon said input designating an encryption option, and based upon a format of
said file, causing a separate application specific to said format to encrypt said at least one
file, wherein said encrypted file is adapted to be decrypted using a passcode;
generating a first email, for transmission to a recipient email address, comprising a
uniform resource identifier, wherein said uniform resource identifier is configured such

that, upon a user of the remote computer activating said uniform resource identifier, said
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remote computer is adapted to generate a first message requesting an indication of the
passcode associated with said at least one encrypted file to be transmitted to said phone
number stored in association with said recipient email address;

transmitting the first email with said at least one encrypted file to said recipient email
address over said network;

after a period of time, receiving, from the remote computer over the network, said
first message, wherein the first message is generated as a result of said user of the remote
computer activating the uniform resource identifier in the first email; and

based upon said receipt of said second email, automatically transmitting a second
message to said phone number address, wherein the second message contains said

indication of said passcode.

. The method of claim 20 wherein said at least one encrypted file is attached to the first email.

22.

The method of claim 20 wherein, after receipt of the second email, a third email is
transmitted to the recipient email address, said third email having said at least one encrypted
file attached thereto.
The method of claim 20 wherein the second message contains a link to the encrypted file.
A method of encrypting a file and distributing the encrypted file over a network from a user
computer to a remote computer, the method comprising:
providing an interface to a file encryption application to a user for access on the user
computer;
receiving, from the user through said interface to the file encryption application over
said network, an input designating an encryption option from among a plurality of
encryption options;
based upon said input designating an encryption option, and based upon a format of
said file, causing a separate application specific to said format to encrypt said at least one
file, wherein said encrypted file is adapted to be decrypted using a passcode;
generating a first email, for transmission to a recipient email address, comprising a
uniform resource identifier, wherein said uniform resource identifier is configured such
that, upon a user of the remote computer activating said uniform resource identifier, said

remote computer is adapted to generate a first message requesting an indication of the
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passcode associated with said at least one encrypted file to be transmitted to said recipient
email address;

transmitting the first email with said at least one encrypted file to said recipient email
address over said network;

after a period of time, receiving, from the remote computer over the network, said
first message, wherein the first message is generated as a result of said user of the remote
computer activating the uniform resource identifier in the first email; and

based upon said receipt of said first message, automatically transmitting a second
email to said recipient email address, wherein the second email contains said indication

of said passcode.

25. A method of encrypting a file and distributing the encrypted file over a network from a user

computer to a remote computer, the method comprising:

providing an interface to a file encryption application to a user for access on the user
computer;

receiving, from the user through said interface to the file encryption application over said
network, an input designating an encryption option from among a plurality of encryption
options;

receiving, from the user through said interface to the file encryption application over said
network, an input associating a second email address with a recipient email address and
storing said second email address, recipient email address, and association in a memory;,

based upon said input designating an encryption option, and based upon a format of said
file, causing a separate application specific to said format to encrypt said at least one file,
wherein said encrypted file is adapted to be decrypted using a passcode;

generating a first email, for transmission to a recipient email address, comprising a
uniform resource identifier, wherein said uniform resource identifier is configured such that,
upon a user of the remote computer activating said uniform resource identifier, said remote
computer is adapted to generate a first message requesting an indication of the passcode
associated with said at least one encrypted file to be transmitted to said second email address

stored in association with said recipient email address;
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transmitting the first email with said at least one encrypted file to said recipient email
address over said network;

after a period of time, receiving, from the remote computer over the network, said first
message, wherein the first message is generated as a result of said user of the remote
computer activating the uniform resource identifier in the first email; and

based upon said receipt of said first message, automatically transmitting a second email
to said second email address, wherein the second email contains said indication of said

passcode.

73



WO 2016/149679 PCT/US2016/023291

1/38
101\‘
- Open Email Program
120~ !
Compose (First) Email
130~ v

Initiate Attachments

140~ l
Select Encryption Options for Attachments

150~ v

Cause Encryption of Attachments to Occur Using
Originating Application

Optionally - Encrypt Email Message by Converting
Message into Encrypted Attachment and Erasing
the Message Text from Email Body

160~ l

Transmit Encrypted Email (First Email) with Encrypted
Attachment and/or Optionally Encrypted
Email Message Attachment

162~ '

Present Option to Compose and Transmit Subsequent
(Second) Email with Passcode

170~ Y

Compose and Transmit Subsequent (Second)
Email with Passcode

FIG. 1A

SUBSTITUTE SHEET (RULE 26)



WO 2016/149679 PCT/US2016/023291

2/38
105~
Open Email Program
115~ v
Compose (First) Email

125~ l

Select Encryption Options

135~ v

Convert Content of Email Message into Predefined
Format and Erase the Message Text from Email Body

145~ v

Cause Encryption to Occur Using Application
Corresponding to Predefined Format

155~ Y

Encrypted Email attachment is Attached to
Automatically Generated Email

165~

Transmit Automatically Generated Email
with Encrypted Attachment

170~ l

Present Option to Compose and Transmit Subsequent
(Second) Email with Passcode

175~ l

Compose and Transmit Subsequent (Second)
Email with Passcode

FIG. 1B

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

3/38

¢ 'Old

sz 119U | NOH N

saoualejald Aw Jaquaway oo

2 (uonng oipeu
olelidoidde ayj 109|9S URD 1asSNn 0S) 9assalppe SIy)] J0] SISIXd N
d I ‘parosloid HDd g 1,UOM Jey] Sjuswyoe)e Jo sawe - se yons | |
5| SUOWMPUOD JOLIS @ UOHEULIOJUL }SI| [|IM JEq [0S B UjM ESIE obessa|\
A
= &#9d 1SI| pauljep 8y} wolj Dd 1998 o]
9d [e19ads Nd palelauan) wopuey asn O
5 Od pJepuels | sassalppe SIy) 10} paubisse Dd asn ONlszz
1SI] 8p0oossed
\ - UOI109|9g apoossed
562 (N/A) ¢ saly [euibuo 108301d 8poossed O

N

(N/A) éSiuswyoene ||e 109)04d apoassed O

N-Goz

L —Gv¢

~—G¢ec

GLe

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

4/38

21em)jog uondAoug juswnoog ay) Sixg Josn 8yl

4 \-G/¢

apoIsSed YIM |lew g puodas [euondp ue Ag pamojjo4
lew3 jsi14 IA (S)9]i4 peydAioug pusg pue aneg

- 0.€

Allenuepy [rewd eip (s))i4

pajdAioug pusg Ajjeuondp
1 \-GO¢

alem)og uondAioug uswnooq ay)
as0|) pue (s)a|i4 pardAioug ay) anes

\-09¢

€ 'Old

ap0oIsSSed UIm |lew3
puodsg e Aq pamojjo |lew3 isii4 eIA
(s)o)I4 pardAioug puag pue
aNeS

ON

SOA

2
aJBM}j0S
uondAioug juawinoo 8y} 8so|)
pue (s)aji4 paydAious ay)
aneg

S\

$$9201d uondAioug sy a)e|dwon pue uibag

4 \-0G¢
so|14 pajdAioug alopy 10 suQ) aAeg 0] suondp
10 Ajjein|d e woly uondQ ue asooy)) 03 Jasn ayL
$ \-0vg
suondp uondAioug spoossed J0
Ajjein|d e woJj uondQ ue asooy?) 03 Jasn ayL
4 \-0g¢

pajdAioug aq 0) pasa 1ey 4eindwon) siy wolj ‘sa|i4 aIo| 10
auQ 10995 0} 18 & 8|geul 0} adeuaju| auQ Jsea 1e Aejdsig

*

\-0z¢

91em)Jog uondAIoug JuUsWNO0Q SXOAU|

\0lL€

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

5/38

(uo9) ¢ 'oI4

21em)jog uondAoug juswnoog ay) Sixg Josn 8yl

4 - ¢£6¢

apoossed Yim abessal) 1xa] Jojpue abed gap
‘|lBW3 pu09as puewap-u ue Aq pamojjo4 |lew3 sii4
BIA (S)9|14 pardAioug 01 yur xoqdolq pueg pue anes

SOA

\-zZ6¢

21em)jog uondAoug juswnoog ay) Sixg Josn 8yl

4 - 16¢

apoossed Yim abessal 1xa] Jojpue abed qapn
‘|lew3 puooag puewap-uQ ue Agq pamoj|o4
lew3 isu14 eIA (s)o]l4 paydAioug pusg pue anes

SOA

\-06¢

21em)jog uondAoug juswnoog ay) Sixg Josn 8yl

’ \-gg¢

9p0ISSEY UM [lIeWg puodag e Aq pamo||o4 |lew3 1sii4
BIA (S)a)14 paydAioug 0} yurq xoqdolq puss pue aAes

08¢

abessa| 18] Jo/pue abed
go/ ‘|lew3 puodag puewap-up
ue Aq pamoj|od |lew3 isiiq eIA (s)alid
pajdAiouz o) yui] xoqdou(

apoassed Yim
abessa|\ 18] Jo/pue abed
go ‘|lew3 puodag puewap-uQ ue Aq
pamojjo [lew3 jsiid eiA (s)ali4
pajdAioug pusg pue

2
2p0oassed Yim
lew3 puodas e Aq pamo||o4
llew3 1s1i4 eI (s)d]14 pajdAious
0} yuI7 xoqdou puag pue

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

6/38

(uo9) ¢ 'oI4

21em)jog uondAoug juswinoog ay) SIx3 Josn 8yl

+ \-66€

uobo uspuadapu| a|geu3 pue jlew3 isii4 eI
(s)o|i4 paydAioug pusg pue aAeg

SOA

\-86¢

21em)jog uondAoug juswinoog ay) SIx3 Josn 8yl

' \-/6¢

apoassed Yim aj14 xoqdol(g Jo abedgapy ‘obessaly
X8 ‘[lew3 yuno4 puewsp-uQ ue Aq pamoj|o4
lew3 isu14 eIA (s)oli4 paydAioug pusg pue anes

\-96¢

21em)jog uondAoug juswinoog ay) SIx3 Josn 8yl

’ \-G6¢

apoassed Yim aj14 xoqdol(g Jo abedgapy ‘obessaly
X3 ‘[lew3 puooss puewap-up ue Ag pamoj|o4
lew3 isu14 eIA (s)oli4 paydAioug pusg pue anes

\-$6¢

uobo Juspuadapu|
9|qeug pue |lewy isiiq eip
(s)o)4 pardAioug puag pue
aneg

2
apoossed
1sanbay 0} yui] e Buipnpou|
(Ssalppy |lew3 ajeuls)y ue
10 jua1divay ay) 0) [lewg puodas e Aq
pamoj|o4 [lews jsiid eiA (s)al4
pajdAioug pusg pue

9poassed 1sanbay 03 yur

SINS Ue Aq pamojjo4 [lewg jsiiq EIA
(s)al14 paydAiouz pusg pue

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

7/38

ML 00 PO JOSONIN Id pr- €102/62/C) " @IINO Auedwoo Jo 8fes Joj Jasys Uls]

V¥ 'Old ¢l A
[ [
| "1eouen | ' anunuo)
'pajdAloua aq jou Jjim pue paddiys aq [im pajdious ApsJfe ale yaIym soji4 ¢
‘uondAlous Joj pajoa|es JI 40q 0) PAUBAUOD aq [im $aji4 xe] pue 4]y ‘ebew| 7
'pa)dAiau7 8q ued sa|i4 1xa] pue abew| ‘Jaq wodiemod [99%3 ‘PO SIN AU |
310N
819H $9)14 doJq pue Beig | Lby
80V oLy _ mgorv N
l .
/xm "josjes moj{ ysed Yoy zj| L1 L d0 907
40d )
L0V~ queNay  oppeauo) jdAoug i asmolg — LoV
al9[90 & ||y 8A0WRY w W,
uondAioug Jo4 $9)4 pejosAg - $9|l4 109[9G-
PUSS pue MalAalq - y deig[idAiou pue aneg - ¢ dajg|uly / plomgsed j98jag - 7 dajg idAioua o} Jeym 8sooyd - | deiSt
\_ \ 404 Q Emetm\é i_mgmm Sa|l} pajoajes AnoA JdAIous ued noj //
U ooeg o Py Zb ydAiou3 0 saj14 10998 0¥
—~ o = uodfiou3 Juawnaog doiny 4
9056 7-26 199¥3 JOSOLI_Wd 019 EL0Z/8H_ * Auedwoo o o_mw-;o_%ﬁs-ﬁ_zo_\,_-aﬂd e
| G

oLy

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

8/38

av ‘ol oY
cLy >
e 80U anuquoy |~ cky ’
T oowen I wdn | § 80 1 pajdhiaus Apeaije a2 YIUM $3) '€
| A | E | QIBAUCD 3 (M SB|U X8| PuB 4]y ‘abew) 7
Al|  adiy paoddng iy | [[A || ey a4 1404 ‘uodiamog ax3 ‘Do S ALO |
i 0 [ O 98N 4 310N
SPEoJUMO] 1 80y  60% LY
SJUaUN0g g — —
Q%_M_gg N —— ma_._ $9)l4
i we JI\ET | A doug pue Beiq
_ g jpred 6Ll || 57
o S “
716 ROTUOSODIN W 019 €M0Z/8M  Aueduioa o afes Mol UseD) uopy 7 o_ms_a% WON 1} De . 40 /
00 1Bq0idy 3G0pY  Iid 25 SL0T/NE) Lo} Sxejul uofeuuojul uafed €& 1| - swewnoogm el %\ﬂoo dfioug # ISMoIg
“JOM [BOXTUOSOINN W O%S SL0Z/LZ/) ejep snsuad safojduy 7 B MU0 &
0Q PIOM YOSOIIN Wl ¥ €102162/214NQQ Aueduioa o ofes 10} 83us Wie]. | GBI lsaerd juaoay & |Fuondhoug Jo4 say4 papoaipg HI—S8l4 109pg
oIS adf,  pljipow ajeq . UENDI |y X0adou € {lssed oappg - 7 daig fdhious oy eun asoou - | daig
© @ ~-§ 18P0 MBN =~ aziuebiQ ,Qmov
g S0 iy Eeg] 2 o] Sop IOy «sieumog 2 SHL B Y- @ @ |[ P P o e
[x] ; uad B o0 Mdoiny £ 4
GLp 196 "TIGROTYOSODIN Wd019€100/81H9  Aueduoojosfes ol ysed Guop g
@X8L 000 7eqoidy300py INd 2via §L02/Ll) Lo} 8)eju uopewlojul usied ¢ Gl oLp
@XIE  TIOM[BOKTHOSORIN Wd 97:G GL0ZILE) Bjep snsueo afodus 7 (&
@410 00 DIOM HOSOIN Id b EVOTITIT) " QIANOQ AUedUIo Jo 8jes Jojj8aus wig] | G

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

9/38

ey Evy v 9Old
7 Z | SR
Tjooue) | [ Tenujuog yeg _}/
<1 1T 1> H-0vv
_ | JUIY PIOMSSE + ||
ojelauabioy pomssed wopuel ajeal) O+
pu - 98y
B DIOMSSEJ OABS
6ev ~>{ 90e/d uoneaeA Ajunoneq | JUIY pIOMSSEd
HPIOMSSEg] pIOMSSEq | [IEWT auieN mva 20UD) 451D mowssed A ¢*7
GeY piomssed woysna ajeal)
v Aeydsig %_ | 7 PIOMSSEd BUOJS B 9]eald 0] MOH
(MO 15| LUOJL BUO J08]8S) 1SI7 pIOMSSed 8jeAld Wol{ O - 0EY
8zr 40 | | Aw
\\\Eo_g 11| WOJ BUO 103[9S) 18I pIomsSe paleys woi4 O mwv plomssed uowwo)
STA [
4
pUaS pue malrald - ¥ daig|1dAiou pue %w - ¢ dorgfiuy / plomssed 128j9S - 7 daigfidAious o} jeym asooys - | dersH
\ \ MOaq Suoldo oL 8UO 8S00Y7) "3y PIoMSSed palsap Jas Ued Noj //
U bos g oy by JUIH PJOMSSE4 PUB PIOMSSEY 199]9S 0¥
X o — uoydA1aug Juswnaoq pmdoiny ¥

SUBSTITUTE SHEET (RULE 26)



WO 2016/149679

10/38

437

\

PCT/US2016/023291

oK 3
Save Custom Password

X

Enter details below and save your custom password.

438

In Shared PW List ~ (® In Private PW List—"]

Name * Imtiaz Munshi

Email Address * | imunshi@munshicpa.com

Group Name

Mobile #

Password * P@risFr@nce

Password Hint * | Favourite vacation place

|| Save

Cancel

439

> 411

435

=435

FIG. 4D

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

11/38

3y 'OId 297

oGy
\

<

\

\
oue) || [ sseooiq uondhioug peig L weg |

UoIB20] Jap|oj paydAioua ajeald Jjnejap ul sjusunaop pajdAioua sy jo Adod e sxeg O——"

UOIe20] [RUIBLIO 218U} Ul SjuBWNIOp JO UoISIaA pejdAious ay) Jo £dod e oreg O—

spJodal AL Joj Buines Inouyim ¢ del Ul sjuswnaop pajdAious ay) puas [in | ‘9ABS 10U 0] @—

[ oSmoig |
uiotjeao| Buimoljo} 8y ul sjuswnaop pajdAious ay) Jo Adod e sxeg O—

:U011e0| BuIMOy|0) U Ul SjuaLinaop pajdAioua auj o Adod e aneg O—

uoieao| Jopjo} pajdAious paseys Jnejep ul sjuswinoop pejdAioua sy jo Adoo e seg O— ]

PUS pUB MaIABI - 7 9IS

painbal J1 ‘Spodal Umo Inok Joj sjusunaop pajdAioua eAes 0} uoieao] 198jeS —

jdA1oug pue aneg - ¢ dajg|july / piomssed J0sjag - 7 dajg [1dAIous o} Jeym 8sooy? - | deis

s)uswnoop pejdAioua ayj jo Adoo e a10)s ued noA

—Po6vY
— 61y
—devy

—E6vY

B144
44

T oo ey s9]14 paydAioug aneg
—~< o — / uondAioug juswnaoq mdoiny ¥
\

144%

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

12/38

4% "Old

$88001 UoydAiou3 dojg]

| Bupusg noupih eneg | | IBWI BAPUSS | | o0 BIA pug, |
N

AN N

N

v v S

S,

\

cavy

\ \ \
GGy rS €Sy

)

oGy

MaIA | Buipuad ["ql4NO? Aurdwod Jo ajes Joj 18sus wis] | |3qIANO7 Auedwoa o 8[es Joj jeays wis] |

A |pa

}

dfiou3 1pd" W0} 9YeIUI UoNBWLOJUI JUBled ¢

¢
Jpd w0} ayejur uonewojur usied ¢f ¢
Mol |paydfous [sxAuedwion Jo ojes moj{ uses wuow zi|  sixAuedwiod o ojes . |

Mol4 ysed Yol ¢

pajdAIoua ale sjuswnaop |[e hun uonealdde ay 850ja 1o 0p 8seald :JLON

uoijoy snjeis awe) 9|4 paydfiou owey a1 [eubup| #
snjeis 8|l uondAiug-
ssaJfosd uondAioua Jusung-
*Bundiiou3

1dAIoua 0) Jeym asooy” - | deig

PU3S pue MaIAaId - § da)g [idAioug pue aneg - ¢ dajg|iuly / promssed 109|183 - 7 daiS

T O © & g

4

Sy DNOJ JO [BWA BIA PSS UaY) ‘uondAioua Joj y98yo Ued noA

s)uswnaog paydAiaug 210}g pue puag ‘Mainsig

[ x ]g =

uoydA1au3g jJuswnaog pmdoiny

9ly

LGY

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

13/38

u.Lot,—b/,9%

RE)] Y0 B
AW sBuiag au) Ul Junoode Xog Jo ogdoig

InoA paiBijiod aney nof ains By
~ GRCUR VUL U VT ORI o
SIiSUel] 3} Anoicy UoUgY UMOI] &

53687 AV (O gfadnuyueq e
18|05 $20p paheS 1S3 jqoiny
s | &
MEN - J8PI04 RIS MCiny ER
sobo| pdoiny e

130j0 155} Bueus yuj pndoiny
C130/0} Yul Xoqdoip fhdopny
159 €199 MdOny ez

18D|0} I0BBLY fAdOInY e
Moy

gL_% paleys JioddnsJy e

joeq 977 1Weely e

JT] VB g

= 10T SJUBINI0Y B
Buunoanyy - JejSG g

v J004=

S

PIO IS

aidoey o] yur pusg e ppafin @
a0
130104 POy U] $usuina0g ke
9.9V~ B/Ov a0p9eg
UMY ZEu] | unosoy

xogdoig| :adA] junooay

AN ORETES

3.9V

Moy g

m___g@w___g___;,%w

PRORJ i PUSS

=~

~ X

13514 9G¥

oLy

e

" 114NO? fueduoo Jo 8jes Joj j8aus gy |

" 314N07 fueduuo o 8jes 1o} j9aus wis] |

1 Myt |

00} SYejUl UONewOuI Juslied ¢

pajdkiou

SAueduion Jo 81es Mol Use? Uuol z)

¢
0o} axejur uonewioll Jusiied ¢f 7
cAueduion Jo3ies mor usen ywop zi| |

SIgig

N\

alley 914 pajdfious

ouley o ubuo| #

N \\
g

Sjels aj uodhoug-

a0
~9/9%

a)dAiaua ale SjusWINaOp [ aun uoreaidde au} 8o Jou op ases|d :3LON

ssalboud uondhiaus uany
LGV

~—P/9¥

JdAioug pue anes - ¢ daig

JUll | plomssed 1999S - 7 delg

Jdhious 0] Jeum 8sooy - | dalg

puB pue Maikalq -  dalg

/4
4%

T O @ & ¢

DR 10 1213 BIA PUSS U3U} UordAIoua Joj Yoauo Uea oy,
sjuatunaoq pajdhiouz aiojg pue puag ‘meinalg

X] y §)unoddy pnojj mdowny

X |18 =

UondAiou3 Justunaog oy ¥

9Y

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

14/38

H¥ Old

L3 Bl PLeS

B3 |||| Gupusg noyp sses

PRof) BIA pLeg HaN JEIS

AN

S—1Gp

Ul pdony
10/881n09

nof yuey ienduiod inof woly ) Bunaap pue afiessau

a4y oy Burfidas Aq Aapeipatun abiessat s jo Iapuss oy Ainou 8seaja Jousa Ui UORBIINLILIO) SIL) PaNBd8] ey ok

11 U809 S U0 PaSeq Lojae Ae 8y 0} () J0 ' Ut pautejuod Lopewoy 8y} o Ate Jo aBessauu i 009 Jo aynguasyp
‘Sleuntuassip 07 (e) payquyoid Apauas i jeys patnou Agaiay aie nof Jueidioas papuiur ay) o) afiessa siup Buianyep

10} 3yqusuodsa Juabe Jo sjebajap panoiad ‘sedojolua ue Jo Jeidiaas papuail oy} Jou S aBessall Siy) 0 Janioal

811 “aInS0jOsIp ol papajoud pUe enuapiod pue paBaynud &g Aeus SJUaLLII0D 858U U PAUIEIIO) LOeLLIO 8]

8aY ~ "UOBIIUNLILIO
ajesedas e ul Juiy-plomssed auy) aAI39RI [ N0 ‘SjusWIYdEI}e PaIa10KH-PIOMSSEd SUejuod [Iew sy

W] br| | 2od == SURRITERIN] 1 [ ]9 | D& X
6SY Joslgng
/r [ | 1008
210 9jes Jojjaaug e || | )| pusg
"Bl UOJBLLIO JBeg ¢ 0]
'S MOl 4SeD YMOW 7)) {1 ma peadn | oy pouSUUIYSUNL W0l

[ X |2 = U3 |09

100 Aueduuon Jo es Jal jesu wwia) || €
I o} e oGO Jeged ¢ w
i

feduico jo aes Mold Use9 oW )
Uy af4 [euiug

Siugis of bogdiouz-

———ssaifiold uondfious uaung-
U Uogeaxdde o) 20 1ou 0p eseald 10N

B0916G - 7 dais kioue 0 Jeu asool) - , GaIS

05 Ul ‘Wondiioiue Joj yaad e noj,
n0g pejdiious) alois pue pueg ‘Melialy

£

LSV —

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

15/38

Iy "OId

F—

RN

P ||| Bupuss oy sheg

pnog) B pueg HaN LS

X

S~— G

Ui pdomy
10488109

nok yuey; seinduiod nod woiy y Bungyap pue abessal

a4y oy Burfidas Aq Aapeipaui afiessaty sy jo Iapuss ay Ainou 8seaja Jousa U UORBIUNLILIO) SIY) PaNiBd8] Ay ok

1] JB}00 Sy o Paseq onae Ae axe o (q).Jo ‘) ur paure}o) uoewoj ayp Jo Aue Jo aBiessa sip Adoa Jo ainquisip
‘Sleunuassip 0y (e) payquyoid Apauys 1 1eys patnou Agaiay ae nof Jueidioas papuaiur oy o) afiessa siup Buianyep

10} ayqusuodsa Juale Jo sjeBejap panoiaae ‘sedojolua ue Jo Jeicioas papusiul 8y} Jou S abessall Siy) 0 Jansdal
8lj) | “8InS0/aSID LU} PalaI0i pu (BUBDII0 Pue pabaIALI o Aew SUBLINIOD 88U Ui PAUIBIUIO) UORBLLIOI 8l |

86V
coy | opoassed pUss]|  uoyng apoassed puas, auy Yol July- %oww_a 30} 9AI39) 0] “UONBIIUNWIWO?
O1eAedas e Ul uIL-pIomssed ay) JAIRIDI [[Im NOJ "S)uaLULe}e PaTa3]0IG-PIOMSSEd Sulejuod [lew siy)

K3 s 1[0 d[0 o] X

6SY Joslgng

/r 1908

%[ 210 8[eS Jo} JaauS Wia] | | )| pusg

¢|""BJUI UOIEULIOJUI JUBleq ¢ 0]

(S MOl Useq) WO 71) [ man peogdp | LovedoysInBISUY W03

X |3 = o3 | 09% 4

J00 Ao 0 o oy Joaug Wkl || €
I e OJPLLOM ate €] {
[eduion o afes Mo Useq guoyy g |

oUBN of4 [eublo) #
S1uets ofy wogaiouz-

————ssaufiolg uonddious waung-
1 ogeayd 4 500 o o seed 210N

Boaies - 7 dais idkous 0 Jeuk asooly) - , deis

@@fgg@@g@!ﬁ@%%@§
oo peydiions eleig pus pues e

&
P&

G0 —

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

16/38

rvy "Old

a9y 159
i T
» 7168 painbay
N
__ buag aneg bueg unooa 53] __ /95 1:(140d) Janieg jlew @c_ogso.//lcm@v
INISS30NS §1159] 8L} 80u0 ,Buag aneg, — : N6
U0 %019 *(U01N98U09 Jausaiul sauinbal) Bumoes o e s | {d L) a0es 2 8_098// 59
Jun029e JnoA 158} asea|d ‘Uoliewiopul ayy no Buly By (A lews) 1919P 189S JNB8P 100 — | [I—359Y
uonewsojul Janeg NI 5cgy,
200000 0OOCGS nbgo;wwm&
. //
W09 BAIYSUNWD)IYSUNLI _ogmzawz/ T—PSov
uopewoju uobo NI, cop
Wwodedaiysunw@ysunul : $SaIppY |1el
Junoaoy ajepdn Mg PP m_.//
IUSUN}y Zenw AWeN INA—_| T—asor
uonewsou1s N ecoy,
uonenbiuo jlewg-
sBuniag [eJouas)(sbumag pnoj| Buiniag lew3|abessa|y pnojolabessaly (ew3|A1ndag s piomssed aleAlidIS] plomssed paieys

Juncage |lews Jnok Joj sbuies

D ® Mdoiny Joj sBujag aiseg
x]a = [ sBuigjag MdoIny $4
99y~ cov

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

17/38

MY 'Old

9897 ~_ [YOIAMZ/Tqp/-Sapy

YNOIMUMLATGR/-Sany

[30dXg07 qp//-SaRy

:SINFWNO0A d3uVHS SS00V OL MNITNO MITD

Mdoiny

J0 Asapinoy

noA yuey I JaInawiod inok wouy Ji bunsjep pue abessau

oy 0 Buifjdas Aq Aipreipatu abessaw siy Jo Japuss i Ajnou asesyd Jo.a Ul UOIRIILNILLIOD SIL} PaAIISI BARY NOA
J| "Ju8}ui09 SJ1 U0 paseq Liooe Aue aye) 0} () Jo 1 Ui paureILod LoneLLLojUI 8y; Jo Aue Jo abessatu SiL) Ad0d Jo ainqLysIp
‘BJeuNLBsSSID 0] (B) pajiqiyod Apows S1 1 1y painou Agaiay ale nok ‘Jusicioes papusjui ay o} abessaw sy Butienlap
10} 9jqisuodsas jusbe Jo ajebajap panoidde ‘sakojdwe e Jo ‘Jusidinas papusiul 8y Jou St abeSSal Silj JO JoAI808)
aU} J] *8InS0jasip wiolj pajoajosd pue [enuspiuod pue pabajinud aq Aew S)UBUINIOP 88U Ui PALIRIL0I LOIRULIOMI 8l

P89V a89v 89

"UONjROIUNWIWOY
9)eledas & Ul july-piomssed au) aAIBIAI [|IM NOA “MO[3q Yul| BU} BIA SJUBWINIOP Pa]I810I0-PIOMSSEd BuLieys wi|
189% — egoy
T -1UI0/1SIAAU0D N0 J8d - Zenu IH
W3 o[asa == =AW PN [ [N 40 C[D® &
sa|l} pajdAiaua [enuspiuog N :30slgng
_ |\ 009
_ _ D) | pusg
_~ Wodedojysunwigysunui 0] —]
Ma peoldn \ oo edaysunw@iysunwi | wold A —9Q9P
X |o = Jlew X
3

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

18/38

v "Old

089t~ __[{OWMZIGD)SaRY
JGP//SCy

SLNNNDOQ QHVHS SSFDIY OLINITNO va_._o

Mdoiny

Jo Asapnoy

noA yuey I JaInawiod inok wouy Ji bunsjep pue abessau

oy 0 Buifjdas Aq Aipreipatu abessaw siy Jo Japuss i Ajnou asesyd Jo.a Ul UOIRIILNILLIOD SIL} PaAIISI BARY NOA

J| "Ju8}ui09 SJ1 U0 paseq Liooe Aue aye) 0} () Jo 1 Ui paureILod LoneLLLojUI 8y; Jo Aue Jo abessatu SiL) Ad0d Jo ainqLysIp
‘BJeuNLBsSSID 0] (B) pajiqiyod Apows S1 1 1y painou Agaiay ale nok ‘Jusicioes papusjui ay o} abessaw sy Butienlap
10} 9jqisuodsas jusbe Jo ajebajap panoidde ‘sakojdwe e Jo ‘Jusidinas papusiul 8y Jou St abeSSal Silj JO JoAI808)

aU} J] “8InS0jasip W pajejosd pue [enuspiuod pue pabajinud aq Aew S)UBUINIOP 88U Ui PALIRILOI LOKRULIOMI 8l

1 8P09ssed puss | yoyng apoassed puas, au} YOI Jull — 9poassed oL 9AIBIRI 0] “UOKEIUNWIC)

djeJedas e Ul July-piomssed Uy BAI898I [[IM NOA “MOJaq Yul| B} BIA SJuBWNIOP EjI8j0Id-PIOMSSED BuLleys W,
} juy-p 4} ©9AI83a! |[IM NOA “MO[oq Y| 8] IA S} P Pa}o8) v«/_: |

689t

389V~ onessanuion 1no Jad - zenu i

NEEIESE = AR 1[0 ]~ &[0 % X
sa|l} pajdAiaua [enuspiuog N :30slgng
_ |\ 009
_ | Q) | pusg
_~ Wodedojysunwigysunui 0] —~
_ : N
MaN peojdn \ oo edaysunw@iysunwi | wold
X 1o = Jlew X

egotv

—989F

P89y a89v 891

SUBSTITUTE SHEET (RULE 26)



IAY "OId

PCT/US2016/023291

19/38

1n090 Ue 81281 jxoqdoiq o) e

I | E

0112007 4ap|04 e
“uvoy  opop

asMmoig
A9
EE
~ - 1008~

002207 49|04
1noooy

84| ooy

1Un000Y BNy 0 Japjo4 100y Jo UoNea0| 19 - daig

6491~/

1unoody pereanuaLiny aneg || uncoay aneg - ¢ deig

(uonauLOp 1aUIBII SaANbeY)
UNCD0Y 3ABS U0 Yipo 3seajd a0 | UONeaRupUIne Jayy ‘Junodoe

WO 2016/149679

L\s1asn) IUSUNY Zeu| xogdoig [ I InoA 8JaUaYINe 0} Jasmolq Uado (M $§o0id UoneanuaLIny
ULUBig || - ¢piomssed 1ok jobo4 D[04 pnoj) aley adi] .l.\.\\. CLANTE EANENI AN
|  — Prov— = xogdougy| :adk] unogoy - | deig
179y a0 ¢
SIUN0YY pNoj) ajqepery — x JunodJy pnofg ppy —
idojneloysay i yu of xoqdouq o} U UBIS | fsBumag eseuag sBummag proy |unjas w3 [abessayy pnojy | sbessayy iew | Aunaeg | 181 egmm&?é JSI1] PIOMSSe PaIRYS
T \
< NEEEE A Ly s
X | . ey 89 [ x |o = sBuyyas maoiny .\l X
S N\
9% 9%  epoyp

SUBSTITUTE SHEET (RULE 26)




PCT/US2016/023291

WO 2016/149679

20/38

6oy 69v 1697 NV "Old
4 4 4
8s0[) || { [eoue) | || 8nes ug9p
mmmv %O:o@\ ‘sueu 9y padiioua o) duwiels awy pue d1ep ppy
< SWEN 94—
DUBLUBP-UO, JUBI0I98] 0]
— to©co@ OO UQ @) :Ajeanewoine juaidioal o) UORIOU JUIL PIOMSSEY PUSS
69 A UONRANAO0U JuIY pJomssed puag ] e
\Md0INy\S8]14 Y00NQ)\SIUBLIN0Q\ZBnW|\SIaS\.) :U01B207 Jop|04 814 pajdiioug - |/
[CSSmorg ]| [ WAdOIny\s(i4 YoopnQisjuatinooqizeiul\siesni:d | :Uopeaot Japjod 6o piomssed sjenld — I~
[5SMorg_]| [ WAdOINY\s8(i4 YoonQisiuatinooqizeu|siesid :U0(1B207 Japjo4 plomssed ajenld — llesot
U0[1BI07 Jap|04 B1BAlId — c/m,mv
[SSMOIg]| [ WAJOINY\S8[14 Y0O0[nQ\iuaLInaoqiZeu\sies ) :01B207 Jop|04 814 pajdAioug ~
[5SRoIg_]| [ WAQOIY1S8]14 Y00pnQisjuaLInooqzeu\sies | uojeoo sapjoq 07 piomssed paieys — 10697
[SSMOIg_]| [ WAdOINY1S8[14 YO0InOISIuaLIno0qiZeul|Sies i) :0/}e007] JOp|04 PIOMSSEY PAIeYS —I | W@v
UOI}e907 Jap|o4 paJeys — //
sBunjeg _228 sbumeg pnojfbunies |lew3febessepy pnojnfebessapy (lew(Aunoag[is piomssed ajeAlid[isI piomssed paleys e
(0 Buiweu a1 ‘arjod Ju1y ‘suoneao| Japjol jnejep dn 183
© Mdoiny 1o sbuiag diseg
ESEEEERN sbupies Mdony X
, - 99%

69Y

SUBSTITUTE SHEET (RULE 26)



90y  J0LV POLY oY '©Old

y s

PCT/US2016/023291

21/38

[ [ [
__ 9509 __ 80UB) __ TR __

Woo'edaiysunw@)ysunwi | lusuniy zeqw| | 7 | "«
aweN dnosey | (juiy promssed Joj) j1ew3 ajeussyy , SS3Ippy Jrew3 LouweN | O

PR IYelRIed % MONPRY &

1917 piomssed paeus— [|eozy

JUIY pJomssed uowwo?) pJomssed Uowwo) —

/ Eo;wwm%oggou
JPIONSSEd BUCKIS ESIBaR O} MOH g 4

sujpag [esauag)|sBujjeg pnojg[Buipeg lew3[abessajy pnojofabessajy [1ew3|/jnaag|isr plomssed sjenud|isiT piomssed paleyg

WO 2016/149679

SIaquIaW Wea) noA yyim a1eys nok 1si| piomsse
D® Mdoiny Joj sBunjeg o_wmm/,
x |3 = sbugies Mdony y £
(

99y 0Ly

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

22/38

d¥ 'Old

SLly LY PLLY
[ [ [
| ®so0 | | eoued | | enes |
< [l 1T (>
orwv
Woo'eddySUNW@IYsUNWI | 1YSUN Zenuy S«
aweN dnosey | (juiy promssed Joj) j1ew3 ajeussyy , SS3Ippy Jrew3 , JUEN
o0 (VAP0 % MINPRY v
1SI7 pIOMSSEJ BlBAld —
JUIY pJomssed uowwo?) piomssed uowwoy ——1 7|
/ DIOMSSEJ UOWLOY —

JPIONSSEd BUCHIS ESIaR O} MOH g/ ¢

suppag [esauag)|sBugjag pnod|Buipeg [lew3[ebessayy pnojofabessajy 1ew3|fjnosg|isi plomssed ajenld

1SI7 PIOMSSE] PaleyS

BllY

0@ SIS0 Y paleys JONJS| 1L} 1) piomsseg
Mdoiny 10} sBupjeg aiseq
x |5 = sBuiyas Moy [ , X
_ (
L LY 99¥

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

23/38

oY 'Old

oTLy el PTLy
4 4 4
8s0[) || { [eoue) | || 8nes
oCLY az.lv BCLy
/ / N
A [/ A wooredoysunw@iysunw | lusunyzepuwl | O3 |«
S)YBIY uIwpY 9ABH Ue9 | 1817 Md pareys sjepdn ues x SSAIpPY Jlew3 |, SwWeN|ng | [
B0 MaN PRV g ‘21|09 Lsym oS U0 ¥oI|7) “slybli ubisse 0} Jasn 108j83
Anoag—
sbumeg [eJouag)[sbuniag pnoj9[Buneg |rew3[ebessapy pnojnfebessapy lewAunaag(is piomssed ajeAd[iSI piomssed paleys
0@ ISI7 PIOMSSEJ PaRUS BWwes 8l aIeys oum Siasn Jo Bunsi
Mdoiny 1o sbuiag diseg
X |2 = sbuipos mdomy , &
[ (

cly 99y

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

24/38

mm_tu

u,m_tu

Um_tu

dY "'Old

y 2

y 2

” 2

4

[

4

[ %00 |

jBoue) |

aneg

1uaidioal Inof o} |lews

BIA S)UBWIYIRYE Se sjuawinaop paydAioua puss o) 9500y nok uaym pasn s abessaul aA0qe ay| :9joN

ubnid Mdomny
Jo Asapnon

‘noA yuey | “1einduwiod oA woj i buejep pue ebesseu

oy 0 Buifjdas Aq Arreipauiu abessaw siy Jo Japuss i Alnou 8seajd 1048 Ul LONRIIUNLILIOS SIL) PaAIRISI 9ARY NOA

J| "u8}ui09 SJi U0 paseq Lioe Aue aye; 0] () Jo 1 Ui paureILod LoeLLojul ayj jo Aue Jo abessatu Si) Ad0d Jo ainqusip

‘BJeuNLBssIp 0] (&) pajiqiyold Apows S1 1 1y painou Agaiay ale nok ‘Jusicioas papusjur ay o abessaw siy) Butionlsp

10} 9jqisuodsas jusbe Jo ajebajap panoidde ‘safojdwe ue Jo ‘Jusidinas papusiul 8y Jou Si abeSSall Si JO JoAI08)

9L} J] *8inS0jasip woj pajsjoid pue enuspiuod pue pabajinud aq Aew sjusUINI0P 9S8y} Ui PAUIRILI LOKBULIOJI 8l
—

‘UOIIIUNWWOI

djesedas e ui Juiy-piomssed ay) SA1331 ||IM NOA, *SjuBWIYIL)e P8}98)0Id-PIOMSSED SuIejuoa [lew SIy]

SPGEIRENY 1 N d[© o[ X
MOjaq )ipa) - Bessapy wojsny O—"
eLY~ abessay Mdony jneleq @—"

-

HIFHEE EES

Y

sbupieg |esauag) sbumag pnojo(buipes (1ew3(ebessa|y pnojnfabessaly rew3|fiUndeg{is] piomssed sjeAud|is plomssed paleys

ule Sjuswyoeye pajdhious Buljiewss uaym sbessaul |lews piepuels

Mdoiny Jo} sBuijag aiseg
X |@ = sbuiag mdoiny \ ¥

—BELY

—9€.LY
—4ELY

1) 2

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

25/38

mm_tu u,m_tw _om_tV St 'Old

y 2 y 2 ” 2

4 4 4

| 8son | [ Ieouen | [ 8nes
'sjuawnaop paydAiaus ayy 0y yui| e SUOBWOS Puas 0} 3500y nok JI pasn aq ||Im abessaw aroqe ay] :8joN
Mdony
Jo Asapnon

nok yuey epndwiod inok woyj i Bunefap pue abessal

oy 0 Buifjdas Aq Arreipauiu abessaw siy Jo Japuss i Alnou 8seajd 1048 Ul LONRIIUNLILIOS SIL) PaAIRISI 9ARY NOA

J| "u8}ui09 SJi U0 paseq Lioe Aue aye; 0] () Jo 1 Ui paureILod LoeLLojul ayj jo Aue Jo abessatu Si) Ad0d Jo ainqusip
‘BJeuNLBssIp 0] (&) pajiqiyold Apows S1 1 1y painou Agaiay ale nok ‘Jusicioas papusjur ay o abessaw siy) Butionlsp
10} 9jqisuodsas jusbe Jo ajebajap panoidde ‘safojdwe ue Jo ‘Jusidinas papusiul 8y Jou Si abeSSall Si JO JoAI08)

9L} J] *8inS0jasip woj pajsjoid pue enuspiuod pue pabajinud aq Aew sjusUINI0P 9S8y} Ui PAUIRILI LOKBULIOJI 8l

—H-esiv

"UoeAUNWWOI

9)eJedas e ul July-piomssed ay) dAI9I3I |IM NOA "MO[SC YUl| 3Y) BIA S)UBWINIOP P3}I3}0Jd-PIOMSSEd BuLieys w|
W[8 |dias|dad == sARRRY | N d[° «[Ws X | YT
(mojeq 11pa) - Japioy pnojo 0} yui| auj Buikueduwoade afesssw waisny O—"| ac sy

G tVJ 18p[0} pojo 0} yui| au) Buifuedwiosae aBessawl pdony Jinejeq ©@—"|
sBuleg [esuag) (sbupeg pnoj) Bumes (iewgjeBessapy pnofo|ebessayy rew3|ALNIeSisI] piomssed SjeAlidisi pIomSsed paieys
ule pNOJ 8U) Ul paJos sjuawinaop pajdAoua Jnok o) yui| & BuLleys usym abessaw piepuels
Mdoiny Jo} sBuijjeg diseg
B sbuiag mdoiny ] ¥
4

1) 2

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

26/38

VS 'Old

uaidoey

LLG

0g

LLG

€09

LLG

c0g

ey uondinag

18SM0Iq JUaI0ay

— st

JUal eu3

uaidioey

(GHiv) 808

BuBesseyy aneuiyy

0BG U3

IS STy

LaAdONOp

ol w3
$3pUag

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

27138

I e ) R

—— v ——

o

Bl A 7

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

28/38

V9 'Old

€19

G09

3038 wodhiosg

pajdfiauaun

0L9 LL9
G0 U;JH A
leufug () pajdhiau]

A

.

€19

09

JUBlf fewa Juadoy

pajdhiau]

SONAS LN

119

€09

N3 4 1S

TUBIED
pajdhiou

Exxxx%%m__géa___@Eg@v_ggwng__

mrwﬂﬂgglj
lpejdouaup

.

Bl <- YU pedAouaun

JONES 985y

¢09

LaRGONOpP

¢09

0L9

IE)

g [
109
NP

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

29/38

g9 'OId

(e

€L9
[
pajdhiauaun

0L9 LL9
G0 D;JH B0
leufug () pajdhiau]
G09

@&M\A 142
(N

09 N0

senas uojdoag  1UBlD e ueidosy

" padhoueu)
909 €9 ? )
< lpaydhiuaup
0a10nS L0 93ISZ SIAWOSI) Ay <- yu) paydAauaun 119
BTG
pajdhioug [

e €09

SBS UORRION  JBKAS LIS 1938 J3ZY

L ___

¢09

LaRGONOpP

019

IEG)

g [
109
NP

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

30/38

c0.

0

LIS BIA198n081 () TN U1 3poassed ogsmmg EETIE
%@gg#gaaomgggeggmgaagoggogagcmgsgm

_ 7 U1y 158nBel B3 G

LLZ

¢0

/

\

B

PN

e B R EEERE s

| Wy 9entd Jeui3

ey uondinag

eI

| o~ | s ____

1Bl el
uaidioey

(S o
Buesseyy anipuiyy

0BG U3

S 385y

LAASONOOP

el el

$/30U8g Jopuag

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

31/38

aldoey

LL.

¢0.

| e fg iy

159081 4] [H 9

ddy ondinag

1Bl el
uaidoey

() somag
Buesseyy sueuayy

QIS U3

0INS JRISTY

LAAJONROP

ol [ewg
$JapUag

3pURg

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

32/38

w m N w L,._ME w w w
I T ) S
o i i . €0L “E, h_@@ﬁ | m
e - P | m

; g g | T

! “ “ ! “ ! _ ! !

| /0. | m m 17 |
] m m BT B R VR ol Y,
—() | w m

o s0L w ! . eoL . zos w

m m m m m m NG 1A U1 158181 o | H 11y 3000ssed Jo 8podssed pappaqus
! ! ! m m m 1B Bsh uadlal B0y ey o najdioua yym abissew  Bupuag
| | | | | | | L 7 leuB Ay jsentel g1

WO 2016/149679

SUBSTITUTE SHEET (RULE 26)




PCT/US2016/023291

33/38

WO 2016/149679

| S sl g 1

ol [eu
304G

(o) a0

(dy uondinag BlBessayy anpu )

ey Asiogadoay |l fue Weoay HAg 13 LdhHweon A

O ]

— 0INS STy

SUBSTITUTE SHEET (RULE 26)




PCT/US2016/023291
34/38

WO 2016/149679

w w “ o4 O w

g m m 0 m

m m m 0L m

! _ ! _ _ : L0L

| PN °

o S0L w L . €0l - zos m

| | m m | S8 BulBessoyy anjeuiayy U e DoRDRCULR YU 153381 g1 H U1 3poassed 10 3p0assed pappaqLs
| | m m m m e B Juaidioay & o) SiuauIuoee paidious Yy abesseuw e Bupuag
| L TSy sental 41 s

SUBSTITUTE SHEET (RULE 26)




PCT/US2016/023291

WO 2016/149679

35/38

Uiy

LL.

AR

~t
o
M~

o-
e
Q24

¢0.

0

| 13 o sanbey 0L Y 0)

(dy uondAoag

TN

Wold el

[SH) g
aidoey

BuiBessayy sueuayy

I - --
o
M

0BG 52y

LdAJONOOP

Wl el

§ JapUsg 1oQueS

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

WO 2016/149679

36/38

0LZ

:

w Qﬁm hm%mi m w w
vomm ! N “ /,
m .NEH“ €0L 2L .@mﬁ | |
\\\Lml IIIII \V@I _ ! N ﬁv—‘N m

[ coL L ul0h N Y

c0.
LI e Popa0LLS YU S3n08! Oy 1y apoassed pappece
e Busr Juaidoay e o} Sjuauiuoee paidfoua Yy adissau e Bupuag

Ll €02
m | 1o o entes O )

SUBSTITUTE SHEET (RULE 26)



PCT/US2016/023291

37/38

WO 2016/149679

80L | 2Ll @mﬁ, @
N@

G0.

€0/ | S Juy 18l O[T )

pshoig ety | ety e adaay @C_GAGM_M‘%_\V‘QMV\“MW_Q__/\ aneg ey |: | somag oasy

J3pURG

LAROND el eug s

_ (dy uondinag

SUBSTITUTE SHEET (RULE 26)




PCT/US2016/023291

WO 2016/149679

38/38

-

LL.

y,

OO ]
—
N~

€0. !
" 80IAJaG BuiBessapy anjeusa)ly Ue eia yul jsan

c0.

0L

oAl QLY _E___ 800085ed 10 %swm_g 03paqULe
e B Juaidioay & o) Siuauiuoee paidfius Yy abessew e Bupuag

(S Al T )

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 16/23291

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GO6F 21/00 (2016.01)
CPC - GO6F 21/10; G06Q 30/06; GO6F 2211/007

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
CPC: GO6F 21/10; G06Q 30/06; GO6F 2211/007; IPC(8): GO6F 21/00 (2016.01)

USPC: 705/51; 709/204; 713/189; 726/26; CPC: GO6F 21/10; G06Q
GO6F 21/00 (2016.01) (keyword limited, terms below)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

30/06; GO6F 2211/007; HO4L 63/0428, HO4L 2463/101; IPC(8):

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
PatBase, Google Patents, IEEE; Search Terms: Interface; email, electronic message; document, file; attachment; uniform resource
identifier, URI; encrypt, encode; decrypt, decode; passcode, code, password; secure

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2015/0052355 A1 (Munshi et al.) 19 February 2015 (19.02.2015), entire document 1-25
. especially paras [0027], {0032], [0033], [0034], [0035], [0037], [0039), [0048)
A US 2008/0028017 A1 (Garbow et al.) 31 January 2008 (31.01.2008), entire document 1-25
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