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(57) ABSTRACT 

The present invention provides for a system an method of 
monitoring the status of a plurality of medical devices con 
nected to a central computer or server using a wired or wire 
less network, and displaying information representative of 
the status of the medical devices to a user on a display Screen 
using both graphics and text. The system is also capable of 
determining when a condition or alarm warranting notifica 
tion of the care giver to correct the condition exists, and 
displaying information about the condition or alarm on the 
display, including associating a warning graphic or icon rep 
resentative of the condition oralarm with an icon representing 
a specific medical device or portion of a medical device. The 
system includes a rules data base and decision engine that 
may be used to determine the existence of conditions that 
require notification to the care giver. 
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SYSTEMAND METHOD FOR NETWORK 
MONITORING OF MULTIPLE MEDICAL 

DEVICES 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application claims priority to provisional appli 
cation No. 60/527,152, filed Dec. 5, 2003, the contents of 
which are hereby incorporated herein by reference. 

FIELD OF THE INVENTION 

0002 The invention is related generally to monitoring 
multiple medical devices, and more particularly, to a system 
and method for providing information about the status of 
multiple medical devices which can be accessed at locations 
of choice by the user. 

BACKGROUND OF THE INVENTION 

0003. The delivery of therapy and the collection of patient 
data from bedside equipment, laboratory equipment and 
institutional information systems has become more inte 
grated with the advent of more capable and reliable computer 
networks, faster and larger storage media, and the miniatur 
ization of computer processors and memory. This technology 
has resulted in the inclusion of computer processors or micro 
processors and memory in a wide variety of medical equip 
ment. Inclusion of communications capability allows the pro 
cessors and memory in the medical equipment to be tied into 
ward, department and institution wide networks. These net 
works allow for the exchange of information between various 
institutional information systems and individual medical 
devices. The devices may be therapy delivery devices, such as 
infusion pumps, or they may be vital signs measurement and 
data collection devices, including both bedside monitors and 
laboratory equipment. 
0004 As the complexity of therapeutic medication deliv 
ery has increased, one problem that has arisen is that there are 
more opportunities for error. Many different systems have 
been proposed to address the frequency of the medication 
error, such as the system described in U.S. Patent Publication 
No. 2002/0169636 entitled “System and Method for Manag 
ing Patient Care” by Eggers, the subject matter of which is 
intended to be, and is, incorporated into and is a part of the 
Subject matter of this provisional patent application. 
0005 One problem that occurs with systems having many 
client medical devices is that it is necessary to ensure that the 
memory of the various devices on the system are updated 
frequently enough so that the devices have access to up-to 
date patient information, therapeutic information, rule sets 
and patient specific medication guidelines. Until recently, it 
has been necessary for servers to poll each device connected 
to a network to determine if the device was connected to the 
network, and to then send the device any updated informa 
tion. Such polling is resource and time intensive, and may 
decrease the efficiency and speed of the entire network. 
0006. This problem is particularly difficult where the 
medical devices utilize a media other than a hard wired net 
work, Such as a wireless network, or the internet. In these 
systems, individual medical devices may call the server 
through an access point of the wireless network, or over the 
internet, using either a dial-up, cable, DSL or wireless con 
nection. In Such systems, there is a potential security problem 
in that the networks are essentially wide open to requests for 
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communication that come from an external source. The sys 
tem must determine whether the communication request is 
coming from a secure medical device, or Some un-secure 
source which should be prevented from establishing commu 
nication with the server. 

0007 Another problem that occurs in a busy medical insti 
tution is that as new systems are brought on line, they must 
compete for scarce space within the institution. Until 
recently, however, while technology has existed to allow 
medical devices to be operated in a remote and/or mobile 
fashion, capable of being moved throughout an institution, 
and then connecting to an institution's network using wired or 
wireless access points, the servers connected to the network 
commonly had to be permanently located in one area of the 
institution. Even where the servers could be moved, such 
movement typically required shutting down the system, dis 
connecting the server from the network, and then reconnect 
ing the server at the new location. Such relocation typically 
requires relocation and reconfiguration of other network 
resources, such as hard wiring or optical cabling and routers. 
0008. In an increasing number of clinical settings, it is 
becoming desirable to network multiple medical devices, 
Such as infusion pumps and vital signs monitors, so that they 
may be remotely monitored by clinic personnel. For example, 
pharmacists, nurses, physicians, biomedical technicians, and 
others may have a need to be able to monitor the status of 
medical infusion pumps or monitors in the clinics. Each may 
have a different reason for monitoring the medical devices, 
yet all may need to see their status. To reduce patient distur 
bance and to increase efficiency for the various clinic person 
nel, it would be desirable for all infusion pumps to be opera 
tively connected through some type of network, either hard 
wired or wireless. The present invention fulfills these and 
other needs. 

SUMMARY OF THE INVENTION 

0009. The present invention includes a system and method 
for monitoring the status of a plurality of medical devices and 
providing a visual display of information gathered during that 
monitoring to a care giver to assist the care giver in assessing 
the status of the therapy given to patients in an institution. The 
medical devices monitored may include devices configured to 
delivertherapeutic treatment to the patients, as well as clinical 
assessment devices, such as vital signs monitors, laboratory 
instruments, and the like. The visual display is designed to 
provide an overview of all medical devices that are in com 
munication with a server, and provide both iconic and textual 
representations of the status of the medical devices. Addition 
ally, the visual display includes the ability display warning 
symbols, graphics or text associated with various conditions 
that have been identified as requiring notice to be given to care 
givers so that appropriate actions may be taken to correct the 
condition. 

0010. In one aspect, the present invention includes a sys 
tem for monitoring multiple medical devices comprising a 
server to which the multiple medical devices are in commu 
nication; a program running on the server configured to obtain 
status from each medical device and make the status available 
to users of the program, the program providing a listing of all 
medical devices identified to the server, the program being 
responsive to a selection of a medical device that is identified, 
and the program providing status and other information about 
the selected medical device in graphic and text forms. 
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0011. In another aspect, the present invention includes a 
medical monitoring system, comprising at least one medical 
device; a server in communication with the medical device; a 
display Screen in communication with server, and a program 
running on a processor in communication with the server to 
program the processor to monitor information communicated 
by the at least one medical device representative of a status of 
the at least one medical device, the program also program 
ming the processor to generate a graphical display for com 
municating the information to a user. In still another aspect, 
the graphical display includes a plurality of portions, with at 
least one portion including an icon representative of the medi 
cal device. In another aspect, the graphical display includes at 
least one portion providing a textual description of the status 
of the medical device, and in yet another aspect, the graphical 
display includes at least one portion providing a status of all 
channels of the medical device. 

0012. In yet another aspect, the processor is programmed 
to generate a warning symbol and associate the symbol with 
the icon representative of the medical device. In still another 
aspect, the processor compares a value of a parameter asso 
ciated with the status of the at least one medical device with a 
database of rules to determine if the value of the parameter is 
within a range of values defined by a rule in the database of 
rules, and if the value of the parameter is not within the range 
of values, generates the warning symbol. In an additional 
aspect, the icon is representative of a fluid level in a fluid 
SOC. 

0013. In a further aspect, the present invention includes a 
medical device monitoring system, comprising a medical 
device, the medical device including a wireless communica 
tion means for communicating information to and from the 
medical device; a central computer including a wireless com 
munication means for communicating information to and 
from the central computer, the central computer also includ 
ing a program running on the central computer for commu 
nicating with the medical device, including querying the 
medical device about the status of the medical device and for 
receiving information from the medical device representative 
of the status of the medical device, and for generating a visual 
display of the received information to a user. In one aspect of 
the present invention, the central computer is a mobile server 
capable of moving about a facility wherein the medical device 
is located. In another aspect, the visual display includes a 
plurality of portions providing information representative of 
the medical device to the user. In another aspect, the visual 
display includes a plurality of portions, with at least one 
portion including an icon representative of the medical 
device. In still another aspect, at least one other portion of the 
plurality of portions provides a textual description of the 
status of the medical device, and in another aspect, at least one 
portion of the display includes the icon and a textual descrip 
tion of the status of the medical device. 

0014. In a further aspect, the central computer includes 
means for accessing rules Stored in a database of rules, the 
rules including ranges of values for operating parameters of 
the medical device. Additionally, the program running on the 
central computer may also compare values of the information 
received from the medical device to the rules stored in the data 
base of rules and generates a warning graphic if a value of a 
selected operating parameter of the received information is 
not within the range of values contained in a selected rule. In 
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Some aspects of the present invention, the warning graphic 
may be associated with the icon representative of the medical 
device. 
0015 Instill another aspect, the present invention includes 
a method of displaying information related to the status of 
medical devices operating in an institution comprising estab 
lishing communications between the medical devices and a 
server; receiving information representative of a status of the 
medical devices; displaying an icon representing each medi 
cal device communicating with the server in one portion of a 
visual display; selecting an icon representing a selected medi 
cal device; displaying an enlarged graphic depicting the 
selected medical device in another portion of the visual dis 
play; and displaying selected information representative of 
the status of the medical device in another portion of the 
visual display. In one variation, displaying selected informa 
tion representative of the status of the medical device includes 
displaying at least one icon and also displaying text descrip 
tive of the selected information. 
0016. In a still further aspect, the method of the present 
invention further includes determining if the information 
received from the medical device includes information 
indicative of a condition requiring an alarm to be provided 
and displaying an icon representative of the alarm in at least 
one portion of the visual display. 
0017. These and other advantages of the invention will 
become apparent from the following more detailed descrip 
tion when taken in conjunction with the accompanying draw 
ings of illustrative embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0018 FIG. 1 is a graphical illustration of a patient care 
system utilizing various aspects of the present invention. 
0019 FIG. 2. is a graphical illustration of a network illus 
trating principles of the present invention. 
0020 FIG. 3 is a schematic diagram illustrating an 
embodiment of the present invention incorporating mobile 
servers communicating with an institution's network through 
a wireless access point to communicate with medical devices 
also connected to the network through wireless access points. 
0021 FIG. 4 is an example of the application of a mobile 
server in a clinical setting showing a mobile remote server on 
a push cart. 
0022 FIGS. 5-9 are graphical displays illustrating various 
information displayed by the monitoring system of an 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0023 The present invention now will be described more 
fully hereinafter with reference to the accompanying draw 
ings, in which preferred embodiments of the invention are 
shown. This invention may, however, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein; rather, these embodiments are 
provided so that this disclosure will be thorough and com 
plete, and willfully convey the scope of the invention to those 
skilled in the art. Like numbers refer to like elements through 
Out. 

0024. As will be appreciated by one of skill in the art, the 
present invention may be embodied as a method, data pro 
cessing system, or computer program product. Accordingly, 
the present invention may take the form of an entirely hard 
ware embodiment, an entirely software embodiment, or an 
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embodiment combining software and hardware aspects. Fur 
thermore, the present invention may take the form of a com 
puter program product on a computer-usable storage medium 
having computer readable program code means embodied in 
the medium. Any suitable computer readable medium may be 
utilized including, but not limited to, hard disks, CD-ROMs, 
optical storage devices, and magnetic storage devices and the 
like. 

0025. The present invention is described below with ref 
erence to flowchart illustrations of methods, apparatus (sys 
tems), and computer program products according to an 
embodiment of the invention. It will be understood that each 
block of the flowchart illustrations, and combinations of 
blocks in the flowchart illustrations, can be implemented by 
computer program instructions. These computer program 
instructions may be provided to a processor of a general 
purpose computer, special purpose computer, or other pro 
grammable data processing apparatus to produce a machine, 
Such that the instructions, which execute via the processor of 
the computer or other programmable data processing appa 
ratus, create means for implementing the functions specified 
in the flowchart block or blocks. 

0026. These computer program instructions may also be 
stored in a computer-readable memory that can direct a com 
puter or other programmable data processing apparatus to 
function in a particular manner, Such that the instructions 
stored in the computer-readable memory produce an article of 
manufacture including instruction means which implement 
the function specified in the flowchart block or blocks. 
0027. The computer program instructions may also be 
loaded onto a computer or other programmable data process 
ing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus 
to produce a computer implemented process Such that the 
instructions which execute on the computer or other program 
mable apparatus provide steps for implementing the func 
tions specified in the flowchart block or blocks. 
0028. The present invention can be implemented as a sys 
tem running on a stand alone computing device. Preferably, 
the present invention is implemented as a system in a client 
server environment. As is known to those of skill in the art, a 
client application is the requesting program in a client-server 
relationship. A server application is a program that awaits and 
fulfills requests from client programs in the same or other 
computers. Client-server environments may include public 
networks, such as the Internet, and private networks often 
referred to as “intranets', local area networks (LANs) and 
wide area networks (WANs), virtual private networks 
(VPNs), frame relay or direct telephone connections. It is 
understood that a client application or server application, 
including computers hosting client and server applications, or 
other apparatus configured to execute program code embod 
ied within computer usable media, operates as means for 
performing the various functions and carries out the methods 
of the various operations of the present invention. 
0029. The following terms and definitions are useful in 
fully understanding the various aspects and embodiments of 
the present invention. Accordingly, these terms are intended, 
for the purposes of describing the present invention, to have 
the meanings set forth as follows: 
0030 AES means Advanced Encryption Standard. AES is 
a next-generation replacement for the Defense Encryption 
Standard (DES), and is a highly-secure symmetric block 
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encryption algorithm approved by the Federal Information 
Processing Standard and the National Institute of Standards 
and Technology. 
0031 CBC means Cipher Block Chaining. CBC is a mode 
ofoperation for block ciphers where each block of plaintext is 
XORed with the previously encoded block of ciphertext, 
before it is encoded. 
0032. DHCP means Dynamic Host Configuration Proto 
col. DHCP provides for dynamically assigning IP addresses 
to clients on an IF network. 
0033 ECB means Electronic Cook Book. ECB is a mode 
of operation for blocking ciphers where each block of plain 
text is encoded independently of all other blocks. 
0034 IP means Internet Protocol. IP is a simple addressing 
protocol used to deliver network messages. Many versions of 
IF exists, and the various embodiments of the present inven 
tion are intended to operate using any version of IP, and 
preferably version 4 (IPv4). 
0035 LAN means Local Access Network. A LAN is a 
group of systems connected over a private, homogenous net 
work. 
0036. MD5 stands for the MD5 Message Digest Algo 
rithm. MD5 is a complex hashing algorithm designed to pro 
duce a secure and unique "fingerprint of a given data set. 
0037 NIM means network interface module, and is a 
device that allows medical devices to connect to and partici 
pate on an IP network. 
0038 RDS stands for Remote Data Server, typically a 
central server that serves as a proxy for all third party com 
munication with networked medical devices. 
0039 TCP means Transmission Control Protocol. TCP is 
a high level protocol that provides a persistent, reliable 
stream-based data connection between two clients on a net 
work. 
0040 UDP stands for User Datagram Protocol. UDP is a 
low-level protocol that provides relatively unreliable mes 
sage-based communications between clients on a network. 
0041 FIG. 1 is a general illustration of a patient care 
system utilizing aspects of the present invention. In FIG. 1, a 
patient care device 12 is connected to a hospital network 10 
including a pharmacy management system 34 and a hospital 
information system server 30. Each element 12, 30 and 34 is 
connected to network 10 by a transmission channel32. Trans 
mission channel 32 is any wired or wireless transmission 
channel, for example a 802.11 wireless local area network 
(LAN). In an embodiment of the present invention, network 
10 also includes computer systems located in various depart 
ments throughout a hospital. For example, network 10 of FIG. 
1 optionally includes computer systems associated with an 
admissions department 36, a billing department 38, a bio 
medical engineering department 40, a clinical laboratory 42, 
a central Supply department 44, one or more unit station 
computers and/or a medical decision Support system 48. 
Additionally, the system may incorporate a separate remote 
data server 49, the function of which will be described in more 
detail below. Moreover, although the remote data server 49 is 
shown as a separate server, the functions and programming of 
the remote data server 49 may be incorporated into another 
computer, Such as, for example, the hospital information sys 
tem server 30, if Such is desired by engineers designing the 
institution's information system. 
0042 Patient care device 12 preferably comprises a sys 
tem similar to that described in U.S. Pat. No. 5,713,856 to 
Eggers et al., which is incorporated herein by reference. 
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Alternatively, other patient care devices, such as pumps, 
physiological monitors (e.g., heart rate, blood pressure, ECG, 
EEG, pulse oximeter, and other patient monitors), therapy 
devices, and other drug delivery devices may be utilized 
according to the teachings set forth herein. Patient care device 
12 preferably comprises a control module 14, also referred to 
as interface unit 14, connected to one or more functional 
modules 16, 18, 20, 22. Interface unit 14 includes a central 
processing unit (CPU) 50 connected to a memory, for 
example, random access memory (RAM) 58, and one or more 
interface devices such as user interface device 54, a coded 
data input device 60, a network connection 52, and an auxil 
iary interface 62 for communicating with additional modules 
or devices. Interface unit 14 also preferably, although not 
necessarily, includes a main non-volatile storage unit 56. 
preferably a hard disk drive, for storing software and data and 
one or more internal buses 64 for interconnecting the afore 
mentioned elements. 

0043. In a typical embodiment, user interface device 54 is 
a touch screen for displaying information to a user and allow 
ing a user to input information by touching defined areas of 
the screen. Alternatively, user interface device 54 could 
include any means for displaying and inputting information, 
Such as a monitor, a printer, a keyboard, softkeys, a mouse, a 
track ball and/or a light pen. Coded data input device 60 is 
preferably a bar code reader capable of scanning and inter 
preting data printed in bar coded format. Alternatively, data 
input device 60 could be any device for entering coded data 
into a computer, such as devices for reading a magnetic strips, 
PCMCIA Smart cards, radio frequency cards, memory Sticks, 
CDs, DVDs, or any other analog or digital storage media. 
Other examples of data input device 60 include a voice acti 
Vation or recognition device or a portable personal data assis 
tant (PDA). Depending upon the types of interface devices 
used, user interface device 54 and coded data input device 60 
may be the same device. Alternatively, although data input 
device 60 is shown in FIG. 1 to be disposed within interface 
unit 14, one skilled in the art will recognize that data input 
device 60 may be integral within pharmacy system 34 or 
located externally and communicating with pharmacy system 
34throughan RS-232 serial interface or any other appropriate 
communication means. Auxiliary interface 62 is preferably 
an RS-232 communications interface, however any other 
means for communicating with a peripheral device Such as a 
printer, patient monitor, infusion pump or other medical 
device may be used without departing from the scope of the 
invention. Additionally, data input device 60 may be a sepa 
rate functional module, such as modules 16, 18, 20 and 22, 
and configured to communicate with controller 14, or any 
other system on the network, using Suitable programming and 
communication protocols. 
0044 Network connection 52 is preferably a direct net 
work connection Such as a T1 connection, an integrated Ser 
vices digital network (ISDN) connection, a digital subscriber 
line (DSL) modem or a cable modem. Alternatively, any 
director indirect network connection may be used, including, 
but not limited to a telephone modem, an MIB system, an 
RS232 interface, an auxiliary interface, an optical link, an 
infrared link, a radio frequency link, a microwave link or a 
WLANS connection or other wireless connection. 

0045. Functional modules 16, 18, 20, 22 are any devices 
for providing care to a patient or for monitoring patient con 
dition. As shown in FIG. 1, at least one of functional modules 
16, 18, 20, 22 may be an infusion pump module such as an 
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intravenous infusion pump for delivering medication or other 
fluid to a patient. For the purposes of this discussion, func 
tional module 16 is an infusion pump module. Each of func 
tional modules 18, 20, 22 may be any patient treatment or 
monitoring device including, but not limited to, an infusion 
pump, a syringe pump, a PCA pump, an epidural pump, an 
enteral pump, a blood pressure monitor, a pulse oximeter, an 
EKG monitor, an EEG monitor, a heart rate monitor or an 
intracranial pressure monitor or the like. Alternatively, func 
tional module 18, 20 and/or 22 may be a printer, scanner, bar 
code reader or any other peripheral input, output or input/ 
output device. 
0046 Each functional module 16, 18, 20, 22 communi 
cates directly or indirectly with interface unit 14, with inter 
face unit 14 providing overall monitoring and control of 
device 12. Functional modules 16, 18, 20, 22 are connected 
physically and electronically in serial fashion to one or both 
ends of interface unit 14 as shown in FIG. 1 and as detailed in 
Eggers et al. However, one skilled in the art will recognize 
that there are other means for connecting functional modules 
with the interface unit that may be utilized without departing 
from the scope of the invention. It will also be appreciated that 
devices such as pumps or patient monitoring devices that 
provide Sufficient programmability and connectivity may be 
capable of operating as Stand-alone devices and may commu 
nicate directly with the network without connected through a 
separate interface unit or control unit 14. As described above, 
additional medical devices or peripheral devices may be con 
nected to patient care device 12 through one or more auxiliary 
interfaces 62. 

0047. Each functional module 16, 18, 20, 22 typically 
includes module-specific components 76, a microprocessor 
70, a volatile memory 72 and a nonvolatile memory 74 for 
storing information. It should be noted that while four func 
tional modules are shown in FIG. 1, any number of devices 
may be connected directly or indirectly to central controller 
14. The number and type of functional modules described 
herein are intended to be illustrative, and in no way limit the 
Scope of the present invention. Module-specific components 
76 include any components necessary for operation of a par 
ticular module, Such as a pumping mechanism for infusion 
pump module 16. 
0048 While each functional module is typically capable 
of a least some level of independent operation, interface unit 
14 monitors and controls overall operation of device 12. For 
example, as will be described in more detail below, interface 
unit 14 provides programming instructions to the functional 
modules 16, 18, 20, 22 and monitors the status of each mod 
ule. 

0049 Patient care device 12 is capable of operating in 
several different modes, or personalities, with each personal 
ity defined by a configuration database. A particular configu 
ration database is selected based, at least in part, by patient 
specific information Such as patient location, age, physical 
characteristics, or medical characteristics. Medical character 
istics include, but are not limited to, patient diagnosis, treat 
ment prescription, medical history, medical records, patient 
care provider identification, physiological characteristics or 
psychological characteristics. As used herein, patient-spe 
cific information also includes care provider information 
(e.g., physician identification) or a patient care device's 10 
location in the hospital or hospital computer network. Patient 
care information may be entered through interface device 52, 
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54, 60 or 62, and may originate from anywhere in network 10, 
Such as, for example, from pharmacy 34, admissions 36. 
laboratory 42, and the like. 
0050 Data to and from the various data sources can be 
converted into network-compatible data with existing tech 
nology, and movement of the information between the medi 
cal device and network can be accomplished by a variety of 
means. For example, patient care device 12 and network 10 
may communicate via automated interaction, manual inter 
action or a combination of both automated and manual inter 
action. Automated interaction may be continuous or intermit 
tent and may occur through direct network connection 54 (as 
shown in FIG. 1), or alternatively through RS232 links, MIB 
systems, RF links such as BLUETOOTH (Amtel Corp., San 
Jose, Calif.), IR links, WLANS, digital cable systems, tele 
phone modems or other wired or wireless communication 
means. Manual interaction between patient care device 12 
and network 10 involves physically transferring, intermit 
tently or periodically, data between systems using, for 
example, user interface device54, coded data input device 60, 
bar codes, computer disks, portable data assistants, memory 
cards, or any other media for storing data. Preferably, the 
communication means is bidirectional with access to data 
from as many points of the distributed data sources as pos 
sible. Decision-making can occurata variety of places within 
network 10. For example, and not by way of limitation, deci 
sions can be made in HIS server 30, decision support 48, 
remote data server 49, hospital department or unit stations 46, 
or within patient care device 12 itself. 
0051 FIG. 2 is a block diagram depicting the information 
flow between various elements of an institutional patient care 
system 100 configured in accordance with aspects of the 
present invention. As shown, server 105 is in communication 
with various patient related assets, such as an infusion pump 
110, a point of care unit 115, a syringe pump 120, a vital signs 
monitor 125, or other medical device 130. Each of these 
patient related assets provide therapy to a patient or monitor 
the patient's vital signs or condition, and provide information 
about the status of the patient and the patient's therapy to the 
server. A network monitoring application program 135 pro 
vides an interface with the server, and thus all of the assets in 
communication with the server. Using the network applica 
tion program 135, users such as a pharmacist 140, nurse 145, 
physician 150 and biomedical technician 155 may view the 
information provided to the server 105 by the various patient 
assets, may adjust the therapy being provided to the patient, or 
may monitor the operation of the patient assets. Sucha system 
is particularly useful in that it provides a pathway for the 
Software configurations of the patient assets to be altered or 
updated by a qualified biomedical technician 155. Examples 
of point of care units and operative modules, vital signs moni 
tors and other clinical devices that may be used with such a 
system are found in U.S. Pat. No. 5.957,885 to Bollish et al.: 
US Publication No. US 2003/0106553 A1 to Vanderveen; 
U.S. Pat. No. 5,681,285 to Ford et al.; and U.S. Pat. No. 
5,713,856 to Eggers et al., which are hereby incorporated by 
reference in their entirety. 
0052 A client-server environment incorporating aspects 
of the present invention typically includes a central server that 
is accessible by at least one client via a computer network. In 
more complex systems, the central server may be accessible 
by at least one local server via a computer network, Such as, 
for example, an Ethernet, wireless network, or the Internet 
which may in turn be accessed by a client. A variety of 
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computer network transport protocols including, but not lim 
ited to TCP/IP can be utilized for communicating between 
the central server, any local servers, and client devices con 
figured with a communications capability compatible with 
the communication protocol used on the network. 
0053. The central server generally includes a central data 
base, such as the Microsoft(R) SQL Server application pro 
gram, version 6.5 (available from Microsoft, Inc., Redmond, 
Wash.) or the like, executing thereon. The central server may 
ensure that the local servers are running the most recent 
version of a knowledge base, and also may store all patient 
data and perform various administrative functions including 
adding and deleting local servers and users to the system. The 
central server may also provides authorization before a local 
server or client medical device can be utilized by a user. As 
stated previously, in typical integrated Systems, patient data is 
preferably stored on the central server, thereby providing a 
central repository of patient data. However, it is understood 
that patient data can be stored on a local server or on local 
storage media, or on another hospital or institutional server or 
information system, where it may be accessed through the 
various elements of the system, that is, by local servers or 
clients, as needed. 
0054 Each local server typically serves multiple users in a 
geographical location. Examples of Such a local server 
include servers located in hospital wards, at nurse stations or 
at off-site or remote locations operating either as primary or 
back-up information collection, routing, analysis and/or stor 
age systems. Each local server typically includes a server 
application, one or more knowledge bases, and a local data 
base. Each local server may also include an inference system 
capable of interacting with sets of rules or practice criteria for 
ensuring that proper medical and medication delivery and 
prescribing practices are followed. Each local server may also 
perform artificial intelligence processing for carrying out 
operations of the present invention. When a user logs on to a 
local server via a client, the user is preferably authenticated 
viaan identification and password, as would be understood by 
those skilled in the art. Once authenticated, a user is permitted 
access to the system and certain administrative privileges are 
assigned to the user. Alternatively, the system may be pro 
grammed to operate such that various patient, care-giver and 
medication identification devices. Such as bar coded labels, 
RF identification tags or devices, or other Smart, passive or 
active identification devices may be used to identify users of 
the systems and allow access to the system for diagnosing and 
treating patients. 
0055 Each local server may also communicate with the 
central server to verify that the most up-to-date version of the 
knowledge base(s) and application(s) are running on the 
requesting local server. If not, the requesting local server 
downloads from the central server the latest validated knowl 
edge base(s) and/or application(s) before a user session is 
established. While in some embodiments of the present 
invention most of the computationally intensive work, Such as 
data and artificial intelligence processing, is performed on a 
local server, allowing “thin clients (that is, computing 
devices having minimal hardware) and optimizing system 
speed, the present invention is also intended to include sys 
tems where data processing and rules processing is carried 
out on the clients, freeing the central system, or local server, 
from Such tasks. 

0056. Each local client or medical device also includes a 
client application program that typically consists of a graphi 
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cal user interface (GUI), although such is not necessary on 
many medical devices, and a middle layer program that com 
municates with central or local servers. Program code for the 
client application program may execute entirely on the local 
client, or it may execute partly on the local client and partly on 
the central or local server. 

0057 Computer program code for carrying out operations 
of the present invention is preferably written in an object 
oriented programming language Such as, for example, 
JAVAR, Smalltalk, or C++. However, the computer program 
code for carrying out operations of the present invention may 
also be written in conventional procedural programming lan 
guages, such as the 'C' programming language, in an inter 
preted Scripting language. Such as Perl, or in a functional (or 
fourth generation) programming language such as Lisp. 
SML, Forth, or the like. The software may also be written to 
be compatible with HLA-7 requirements. 
0058 Exemplary embodiments of the present invention 
will now be discussed. Typically, medical devices incorpo 
rating aspects of the present invention will be equipped with 
a Network Interface Module (NIM), allowing the medical 
device to participate as a node in a network. While for pur 
poses of clarity the present invention will be described as 
operating in an Ethernet network environment using the Inter 
net Protocol (IP), it will be understood by those skilled in the 
art that concepts of the present invention are equally appli 
cable in other network environments, and Such environments 
are intended to be within the scope of the present invention. 
0059 All direct communications with medical devices 
operating on a network in accordance with the present inven 
tion are performed through a central server, known as the 
remote data server (RDS). In accordance with aspects of the 
present invention, network interface modules incorporated 
into medical devices such as, for example, infusion pumps or 
Vital signs measurement devices, ignore all network traffic 
that does not originate from an authenticated RDS. The pri 
mary responsibilities of the RDS of the present invention are 
to track the location and status of all networked medical 
devices that have NIMs, and maintain open communication 
channels with them. 

0060. In another embodiment, a system in accordance 
with the present invention consists of mobile servers config 
ured to communicate with mobile devices using wireless 
access points. As depicted in FIG. 3, the mobile server 205, 
210 of this embodiment may be a RDS server, or it may be a 
server having another function, Such as control of a database 
or other institutional information system. Such a server will 
typically have the same or equivalent software (kernel) as a 
fixed server and may be thought of as a mobile systems 
manager. In one embodiment, the mobile server may exist on 
a laptop computer, such as shown in FIG.3 and identified by 
numerals 205 and 210, a suitably equipped PDA or other 
mobile computing system. 
0061 Communications with the wireless network may be 
through a wireless access point 215 or module 242, which 
may be integral with the mobile server and in operable com 
munication with the mobile server, or rover, and using Suit 
able communication hardware, Such as an antenna. Utilizing 
Such a wireless communication network, the mobile server 
205, 210 may access a COI database 220, a rule database (not 
shown), or other database (See FIG. 1) having general or 
patient specific information incorporated therein. Alterna 
tively, the mobile server 205, 210 may be connected to a 
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separate wireless access module 242. Such a connection may 
be through a port on the server, such as a USB or other suitable 
connection. 
0062. Using wireless access points 215, 242 operating at, 
for example 2.2 GHz, or other suitable frequency, and suitable 
interface equipment, the mobile server 205, 210 is thus 
capable of communicating in two directions with and, if 
desired, controlling mobile clients 225, 230, 235 and 240 
Such as appropriately equipped and programmed infusion 
pumps 245 or other medical devices. Such as vital signs moni 
toring or laboratory equipment 250. Thus, the mobile server 
205, 210 of the present invention eliminates the need for 
having a dedicated room or server that is stationary and inca 
pable of being easily moved to a different location. 
0063. An example of the application of such a mobile 
server is shown in FIG. 4 where such a system is placed on a 
push cart. In this example, various medical devices 305 
capable of communicating with a mobile server 302 in accor 
dance with the principles of the present invention are located 
throughout a typical clinical facility. As shown, Some of these 
units may be located at a patient’s bedside 315, at a nurse's 
station 320, in a storage area 322, or may be configured as 
ambulatory devices that can accompany a patient 325 as the 
patient moves about the facility or may accompany a patient 
330 as the patient is wheeled throughout the facility on a 
gurney. As the mobile server 302 mounted on a cart 300 is 
pushed through the facility, it broadcasts message beacons to 
all clinical devices, be they infusion pumps, device control 
lers controlling multiple devices, or vital signs monitoring 
devices that are equipped with appropriate wireless access 
equipment and network interface modules (NIMs). As 
depicted, the mobile server 302 may be equipped with more 
than one kind of wireless communication means 310. For 
example, the mobile server may communicate using an 802. 
11 WIFI protocol or may use an RF or IR transmitter or 
receiver. Those skilled in the art will understand that any 
wireless means may be used, as described in more detail 
above. 

0064 FIG. 4 shows a layout view of one type of hospital 
ward showing patient rooms, nurse station, storage facility, 
hallways, medical devices at patients bedsides including 
infusion pumps and vital signs monitors, and a mobile server 
(mobile systems manager) 302. The clinical setting where 
Such a system may be employed may consist of various types 
of patient wards, Such as an ICU (intensive care unit), labor 
and delivery, and medical/surgical unit. In the case of FIG. 4. 
the medical instruments are configured according to the spe 
cific clinical setting, that is, the medical instruments are con 
figured as appropriate for a specific ward or unit type, and are 
programmed with specific ward-related operating parameters 
Such as alarm levels, maximum rates, dose limits and the like. 
These ward-related operating parameters are referred to 
herein as “profiles. The profiles may be given names similar 
or identical to the relevant patient ward names such as ICU, 
labor and delivery, and so forth. The term "PCU is meant to 
indicate “patient care unit' and may comprise various medi 
cal devices such as an infusion pump, a vital signs monitor, or 
other devices. 

0065. As the cart and mobile server 302 travels through the 
facility, the mobile server transmits a beacon signal that may 
be received and responded to by any device equipped with a 
suitable NIMs that is within range of the mobile server wire 
less transmitter/receiver. In one embodiment where a WIFI 
protocol is used, the range will be approximately thirty feet, 
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that is, all devices within a radius of thirty feet of the mobile 
server 302 may receive the beacon signal and reply accord 
ingly to set up a secure communication session with the 
mobile server. As those familiar with such technology under 
stand, the range depends on the protocol, as well as the par 
ticular hardware used, and may be greater or lesser than thirty 
feet, as desired. 
0066. As described above, devices in range of the mobile 
server that are currently “awake' and operating may respond 
to the beacon signal. Alternatively, as described above, the 
NIMs of various devices may be programmed to listen for a 
beacon signal, and then awaken the device so that data may be 
exchanged between the device and the mobile server. In yet 
another embodiment, the NIM may be programmed to com 
municate with the mobile server and exchange information 
with the server without awakening the clinical device to 
improve battery live of the device. 
0067. One embodiment of the present invention includes a 
network monitoring application program comprising Suitable 
Software programming that runs on a server (FIG. 1) or other 
computer accessible through the network. The network moni 
toring application program includes modules that monitor the 
status of medical and clinical devices and gathers information 
for analysis and report generation from those devices. The 
network monitoring application program also contains inter 
face modules that allow a user to interface with the system to 
view data, change operating parameters of medical and clini 
cal devices in communication with the network, and to dis 
play medical and clinical device information to the user using 
a variety of graphical displays. 
0068 FIG. 5 depicts one of the numerous screen displays 
generated by the network monitoring application program for 
users’ viewing and interaction. The display consists of two 
portions, the first portion being a left-handscreenportion 400 
containing standard icons 405, 410,415 and 420 representing 
medical and clinical devices that have been registered with 
the server, along with text information that provides an iden 
tification of the medical and clinical device. The identifying 
information may include, for example, location of the device, 
patient name, pump name, a warning or other information. 
0069. The second portion of the display is a right-hand 
screen portion 425. Portion 425 includes a portion 430 that 
displays an enlarged graphic depicting the actual physical 
medical instrument selected for display. A textual display 
portion 435 is located below portion 430 and includes text 
information related to the status and profile of the medical 
instrument and relevant programming parameters. For 
example, device 405 has been selected using an appropriate 
selection means, such as a touch screen, mouse or other 
selection device. Portion 430 displays an enlarged graphic of 
the selected device, in this example, a patient care unit 440 
that includes clinical device modules “A”, “B”, “C” and “D’. 
Clinical device modules “A”, “B”, “C” and “D” may be, for 
example, infusion pumps, vital signs monitors, a bar code 
reader or other device. In the example displayed, however, no 
modules are attached to patient care unit 440. In Such a case, 
the graphical display of modules “A”, “B”, “C” and “D may 
be grayed out to indicate they are not attached. By “not 
attached, it is meant that either the devices are not physically 
attached to patient care unit 440, or the entire device is pow 
ered down and offline, or one or more individual modules are 
powered down, and thus are not considered to be “attached 
to the network. The status of modules “A”, “B”, “C” and “D’ 
are also shown in portion 435. 
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0070 Also shown is the selection indicator used by the 
network application program which in this case Surrounds the 
standard icon at the left of the screen with a square having 
rounded corners. Once the user selects one of the standard 
medical device icons in the left-hand portion 400 of the 
screen, the selection indicator appears around that selected 
icon. As a result of the selection, a larger selection indicator 
box appears to the right with status of the selected medical 
device. The two boxes are interconnected with a lead line 445 
comprising two parallel straight lines extending approxi 
mately between the centers of the adjacent sides of the boxes. 
0071 FIG. 6 depicts another screen display generated by 
the network monitoring application program. This display 
indicates that the user has selected Standard medical device 
icon 405 located at the left portion 400 of the screen of a 
medical device, here indicated as “Medley System 3.” 
0072 The larger selection indicator box shows a more 
detailed depiction in screen portion 430 of the actual medical 
device selected using icon 405. In this example, the instru 
ment shown is a Medley Point of Care Unit having two 
modules attached, one being a syringe pump, module A and a 
large volume pump (“LVP), module “B” It should be noted 
that the ordering of the modules, that is, the location of mod 
ules “A”, “B”, “C” and “D' relative to unit 440 is not fixed. In 
other words, the modules may be located and labeled as 
desired by the user of the equipment, and registered appro 
priately with unit 440 by making suitable inputs to unit 440. 
0073. A text box 450 indicates the profile, or configura 
tion, of Medley System3 (unit 440). In this example, the unit 
440 is configured for use in the Labor and Delivery unit of the 
institution. This means that various operating parameters, 
which may also include drug libraries or libraries of specific 
guidelines for providing appropriate patient care, such as 
dosage limits and the like, appropriate for use in the a Labor 
and Delivery unit have been loaded into the medical device. 
0074 Immediately beneath portion 430 containing the 
graphic depiction of the selected device is portion 435 con 
taining text indicating the profile of the device shown within 
the selection indicator box. Outside the selection indicator 
box is further specific text information about the status of the 
instrument and/or modules. In this case there are two mod 
ules, “A” and “B”, and specific information about each mod 
ule is given. In this case, both modules are indicated to be 
“Not Infusing.” Similarly, modules “C” and “D’are indicated 
as “No Module Attached. 
0075 FIG. 7 is a graphic depiction of a display screen 
showing the selection of “Medley System 4 from the stan 
dard icons at the left-hand side portion 400 of the screen. As 
shown by the graphical display in portion 430 of the screen, 
this instrument has four modules, modules “A” and 'B', 
which are LVP's, located to the left of the Medley Point of 
Care unit 440, module 'C', a Syringe pump, located imme 
diately to the right of unit 440, and module “D’, a pulse 
oximetry module, located at the far right of unit 440. The text 
in box 450 indicates that “Medley System 4” is configured for 
use in a “Medical/Surgical unit of the institution. 
(0076) Portion 435 of the display contains further informa 
tion concerning each module or “channel.” As will be readily 
understood by those skilled in the art, the terms “module' and 
“channel” may be interchanged without changing their mean 
ing or function, as those terms are used herein. As shown in 
portion 435 of the screen, the information displayed for chan 
nel (module) 'A' includes an icon 500, which represents a 
medication container or bag of solution to be infused by the 
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LVP of channel 'A'. The software of the monitoring program 
may also include programming that displays the icon 500 in 
such a way that the level of fluid shown in the icon represents 
the level of medication remaining in the container. To the right 
of icon 500 is text indicating the type of drug being infused, in 
this case, a basic infusion, and dosing parameters, "8 ml/hr.” 
The text further clarifies the percentage of the drug delivered 
(“50% complete') and the quantity remaining (25.0 ml 
remaining'). Other information may be displayed as appro 
priate. 
0077. Moving now to module “B”, the same type of infor 
mation is presented. In this channel, the drug Dopamine is 
indicated by the displayed text as being infused. However, in 
this channel, an icon of the letter “G”, designed to draw 
attention to the icon accompanying the text 'above limit is 
displayed. This “G” icon indicates the unit has been config 
ured with a program monitoring the values of pumping 
parameters programmed into the pump, and which provides a 
warning, which may be either visual, audio or both, that one 
or more parameters entered into the device to program the 
operation of the device is outside of a predetermined range 
established by the institution. The “G” icon may also be 
enhanced using various attributes. Such as bold, flashing, or 
color, to increase its ability to draw the attention of a care 
giver to the icon. 
0078. One such program having this capability is known 
as the GUARDRAILSR) program made available by ALARIS 
Medical Systems, Inc. in San Diego, Calif. In particular, the 
GUARDRAILS program references a drug library located in 
the pump, point of care unit, server, or elsewhere, that has a 
data set(s) relevant to a particular drug or treatment, in this 
case, Dopamine. In this example depicted in FIG. 7, the “G” 
icon followed by the text "above limit” warns that the 
GUARDRAILS program has detected a pumping parameter 
that is outside an acceptable range for Dopamine, that is, 
“above limit. 
0079 Also shown in FIG. 7 is a syringe icon 505 repre 
senting the medical fluid container loaded into the Syringe 
pump of module “C.” Similarly, a lung icon 510 is displayed 
indicating that the device of channel “D” is a pulse oximetry 
module. Other icons or methods or identification may be 
used. The figures herein provide only examples. 
0080 Referring now to FIG. 8, the box surrounding the 
icon labeled “Medley System 5’ indicates that that system has 
been selected. The contents of box 450 indicates that the 
profile for this system is configured for use as “NICU, that is, 
neo-natal intensive care unit. The selected icon in portion 400 
of the screen includes a warning indicator in the form of a 
circle with an exclamation mark, indicating that a condition 
associated with the selected system exists that may require 
attention by a care giver. Although a circle with an exclama 
tion mark is used in this example, other warning indicators 
may be used. Moreover, different warning indicators may be 
used to indicate different types of conditions associated with 
the selected system. This warning indicator is advantageous 
in that it allows a care giver or other user of the system to see 
ataglance which systems in communication with the network 
administration program require attention. 
0081. The information presented in portions 430 and 435 
of the display are similar to the information presented in other 
figures. However, the reason for the warning indicator asso 
ciated with the icon in portion 400 of the display can now be 
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seen. In this example, channel “C” is alarming due to a 
detected "alarm, patient side occlusion detected alarm.” This 
is shown by a rectangle Superimposed over the text in portion 
435 of the display. This rectangle may include other attributes 
designed to attract attention to the alarm. For example, the 
Superimposed rectangle may be flashing, or it may be shaded 
or colored with a color such as red to increase its ability to 
draw the attention of a care giver to the warning. The edges of 
the rectangle may also fade so that more of the underlying text 
concerning the status and pumping parameters of the channel 
can be read. Of course, other shapes besides a rectangle may 
be used to indicate a warning, or specific shapes or colors or 
other attributes may be used to indicate specific warning types 
or the severity of a warning without departing from the scope 
of the invention. 
I0082 Referring again to portion 435 of FIG. 8, the text 
associated with channel “D also has a “G” icon indicating 
that the GUARDRAILS program is monitoring the param 
eters associated with the drug Dopamine. In this case how 
ever, the text following the “G” icon indicates that the pump 
ing parameters are “within limits.” It should be noted that in 
FIG. 7, the same drug was being infused with the same pump 
ing parameters but the GUARDRAILS program indicated 
that at least one of the infusion parameters was “out of limits.” 
While a comparison of the channels in FIGS. 7 and 8 indicate 
that the dosing parameters associated with the delivery of 
Dopamine are the same, the reason that the “G” indicates the 
delivery is within limits in FIG. 8 is due to the configuration 
of the system for use in the NICU, as opposed to the profile for 
the system of FIG. 7, which is configured for use in a “medi 
cal/surgical unit. Thus, it will be apparent that different 
limits for a given drug may be applied by the GUARDRAILS 
program depending on the configuration of the system. 
I0083 Turning now to FIG.9, a different alarm is shown. In 
this case, a 'door open alarm' is being indicated for the pump 
associated with channel “A.” The large graphic of the pump 
associated with channel 'A' shown in portion 430 of the 
screen also shows that the door of the pump associated with 
channel 'A' is open. Other graphical devices can be used on 
the display to provide a visual display of the status of various 
elements of the system, thus assisting care givers in ensuring 
that the system is operating correctly. 
0084. While several forms of the invention have been 
illustrated and described, it will also be apparent that various 
modifications can be made without departing from the spirit 
and scope of the invention. Accordingly, it is not intended that 
the invention be limited except by the appended claims. 

1. A system for monitoring multiple medical devices com 
prising: 

a server to which the multiple medical devices are in com 
munication; 

a program running on the server configured to obtain status 
from each medical device and make the status available 
to users of the program, the program providing a listing 
of all medical devices identified to the server, the pro 
gram being responsive to a selection of a medical device 
that is identified, and the program providing status and 
other information about the selected medical device in 
graphic and text forms. 

2-20. (canceled) 


