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SWITCHING FUNCTIONS FOR MOBILE PAYMENTS
SYSTEM

CROSS-REFERENCE TO RELATED APPLICATION

This application claims the benefit of U.S. provisional patent application
serial no. 61/179,200, filed May 18, 2009, which is incorporated herein by

reference.

BACKGROUND

Embodiments disclosed herein relate to payment systems. In particular, some
embodiments relate to methods, apparatus, systems, means and computer program
products for implementing a mobile payment system on the basis of a payment card

System.

Payment card systems are in widespread use. A prominent payment card system
is operated by the assignee hereof, MasterCard International Incorporated, and by its
member financial institutions. There have been proposals to permit access to payment
card systems via an account holder’s mobile telephone. Some embodiments of such a
mobile payments system are described in prior and commonly-assigned U.S. patent

application serial no. 12/323,016, filed November 25, 2008.

The present inventors now disclose embodiments of a mobile payments system

that facilitates participation by a number of mobile payment platform service providers.

BRIEF DESCRIPTION OF THE DRAWINGS

Features and advantages of some embodiments of the present invention, and the
manner in which the same are accomplished, will become more readily apparent upon

consideration of the following detailed description of the invention taken in conjunction
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with the accompanying drawings, which illustrate preferred and exemplary embodiments

and which are not necessarily drawn to scale, wherein:

FIG. 1 is a block diagram that illustrates a roster of participants in a mobile

payments system provided in accordance with aspects of the present invention.

FIG. 2 is a block diagram of a computer that is operated by or on behalf of a data
processing center/switching platform that is a part of the system of FIG. 1.

FIG. 3 is a block diagram of a computer that is operated by or on behalf of a
mobile payment platform service provider/acquiring financial institution (FI) in the

system of FIG. 1.

FIG. 4 is a block diagram of a computer that is operated by or on behalf of an

acquiring financial institution in the system of FIG. 1.

FIG. 5 is a block diagram that illustrates interactions among system participants in

connection with a remote purchase transaction.

FIG. 6 is a flow chart that illustrates a process that may be performed in the
system of FIG. 1 to implement a remote purchase transaction in accordance with aspects

of the present invention.

FIGS. 7A, 7B and 7C are example screen displays provided on a user’s mobile

telephone in connection with the remote purchase transaction depicted in FIGS. 5 and 6.

FIG. 8 is a block diagram that illustrates interactions among system participants in

connection with a purchase transaction initiated from a user’s mobile telephone.

FIG. 9 is a flow chart that illustrates a process that may be performed in the
system of FIG. 1 in connection with the customer-initiated purchase transaction of FIG.
8.

FIG. 10 is a flow chart that illustrates a process that may be performed in the

system of FIG. 1 in connection with a mobile bill payment transaction.

FIGS. 11A, 11B and 11C are example screen displays provided on a user’s
mobile telephone in connection with the mobile bill payment transaction depicted in FIG.
10.



10

15

20

25

WO 2010/135008 PCT/US2010/022569

DETAILED DESCRIPTION

In general, and for the purpose of introducing concepts of embodiments of the
present invention, a mobile payments system uses a payment card system as a backbone.
Several mobile payment platform service providers (hereinafter sometimes referred to as
MPPs) participate in the mobile payments system. Users of the system are each enrolled
with one of the mobile payment platform service providers. The mobile payment
platform service providers handle authentication and user confirmation of approval for
cach transaction by challenging the user via the user’s mobile telephone to enter a mobile
PIN (personal identification number) and verifying that the user has entered the PIN

correctly.

Another participant in the mobile payments system is a data processing center
which also provides switching functions among acquiring financial institutions and
mobile payment platform service providers. For example, when a mobile payment
transaction enters the system via an acquirer, the acquirer sends a message to the data
processing center/switching platform, which in turn requests that the purchaser’s MPP
obtain approval from and authenticate the purchaser via the purchaser’s mobile
telephone. The data processing center/switching platform also translates the purchaser’s
mobile telephone number into the purchaser’s payment card account number and

provides the account number and related information to the acquirer.

Further, when a transaction comes into the system via a request from a
purchaser’s mobile telephone, the purchaser’s MPP may send a message to the data
processing center/switching platform to request that the data processing center/switching
platform identify and switch the transaction to the acquiring FI for a merchant that is

specified in the purchaser’s request.

(As is well known, the acquirer FI is the organization that transmits a purchase
transaction to a payment card system for routing to the issuer of the payment card
account in question. Typically, the acquirer FI has an agreement with merchants,
wherein the acquirer FI receives authorization requests for purchase transactions from the

merchants, and routes the authorization requests to the issuers of the payment cards to be
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used for the purchase transactions. In some cases, the acquirer FI may contract out
transaction handling services to a third party service provider. As used in this disclosure
and the appended claims, “acquirer FI” includes both such FIs and third party service

2% <6

providers under contract to such FIs. The terms “acquirer”, “acquirer FI” and “acquiring
FI” will be used interchangeably herein. The terms “issuer”, “issuer FI”” and “issuing FI”
will also be used interchangeably herein to refer to the FI that issued a payment card

account to an account/card holder.)

FIG. 1 is a block diagram that illustrates a roster of participants in a mobile
payments system 100 provided in accordance with aspects of the present invention.
Block 102 in FIG. 1 represents individual users of the mobile payments system 100.
Users 102 hold payment card accounts and are subscribers to mobile telephone services
provided by mobile network operators (MNOs) 104. The users 102 will henceforth most
frequently be referred to as “account holders”. Each account holder 102 has become a
participant in the mobile payments system 100 by enrolling with one of the mobile

payment platform service providers (MPPs) indicated by block 106.

Another participant in the mobile payments system 100 is the above-mentioned
data processing center/switching platform, indicated by block 108. In addition, the

mobile payments system 100 includes acquiring FIs 110.

The mobile payments system 100 also includes a payment system 112 and

payment card account issuers 114.

The payment system 112 may operate in a conventional manner. An example of a
suitable payment system is the “Banknet” system operated by MasterCard International
Inc., the assignee hereof. As is well-known by those who are skilled in the art, the
payment system 112 routes purchase transaction authorization requests from acquirers
110 to issuers 114, and routes purchase transaction authorization responses back from the
issuers 114 to the acquirers 110. A separate system for clearing purchase transactions
may also be provided by the operator of the payment system 112 but is not indicated

herein in the interests of simplifying the drawing.
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The issuers 114 are financial institutions that issue the payment card accounts
held by the account holders 102. The issuers 114 may operate in a conventional manner
to receive authorization requests via the payment system 112 and to transmit

authorization responses back to acquirers via the payment system 112.

From previous discussion, it will be appreciated that merchants, represented by
block 116, have relationships with acquirers 110, which submit transactions to the

payment system 112 on behalf of the merchants 116.

Each of the blocks shown in FIG. 1 may also be considered to represent one or
more computers operated by or on behalf of the respective participant to perform the
participant’s functions in the mobile payments system 100, as described herein (except
that the account holders 102 will be understood as not necessarily operating computers,
but as users of mobile telephones that are employed to access services provided in the
mobile payments system 100). Each of the computers may have a hardware architecture

in accordance with the block diagrams presented herein as FIGS. 2-4.

In some embodiments, account holders 102 may participate in the mobile
payments system 100 based on payment card accounts (e.g., debit or credit card accounts)
issued to them by issuers 114. In addition or alternatively, in some embodiments the
issuers issue only virtual payment card accounts to account holders for use in the mobile
payments system 100. For a virtual payment card account, the issuer 114 may refrain
from issuing a payment card or other physical storage medium for the payment card
account number to the account holder 102. The payment card account number and the
expiration date for the virtual payment card account may be known to the account holder
102, but in some embodiments the issuer 114 may not disclose a security code such as a

CVC(C2 to the account holder 102.

The issuer 114 may use a secure data communication channel or other secure data
transfer mechanism (e.g., secure shipment or courier delivery of data storage media) to
provide data concerning the account holder 102 to the data processing center/switching
platform 108. Such data may include the account holder’s mobile telephone number, and

payment card account number, as well as the expiration date and security code for the
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payment card account. The data processing center/switching platform 108 then creates a

data record for the account holder 102.

A remote payments application program may be stored on the account holder’s
mobile telephone (not shown in FIG. 1) to allow the account holder 102 to participate in
the mobile payments system 100 via his/her mobile telephone. There may be various
GSM technologies to be used to enable customers to use mobile payments, i.e., SIM

toolkit, Java, USSD and others.

The account holder 102 may be required to correctly enter a mobile PIN (M-PIN)
in order to access the remote payments application. The remote payments application
may, for example, have been loaded into the SIM card of the account holder’s mobile
telephone by or on behalf of the MNO 104 which provides mobile telephone service to
the account holder 102. (In some embodiments, the remote payments application may
have been supplied to the MNO by an MPP.) For example, in the process of supplying
the SIM card to the MNO 104, the supplier of the SIM card may install the remote
payments application in the SIM card. Alternatively, if the SIM card has already been
installed in the account holder’s mobile telephone, the MNO 104 (or an MPP 106) may
download the remote payments application to the SIM card via an OTA (over the air)
data communication session between the account holder’s mobile telephone and a

computer operated by or on behalf of the MNO 104 (or the MPP 106).

In some embodiments, the account holder may enter his/her M-PIN to activate the
remote payments application on his/her mobile telephone, and may then interact with one
of the MPPs 106 to enroll as a participant in the mobile payments system 100. For this
purpose, the MPP 106 may store a data record for the account holder 102, including the
account holder’s M-PIN and mobile telephone number. Communications between the
MPP 106 and the remote payments application may be encrypted to prevent the account

holder’s M-PIN from being compromised.

Once the account holder 102 has enrolled with an MPP 106, the MPP 106 may
inform the data processing center/switching platform 108 of the enrollment of the account

holder 102. As a result, the data processing center/switching platform 108 may update
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the data record for the account holder to associate the account holder’s mobile telephone
number with a code which identifies the particular MPP 106 with which the account
holder 102 has enrolled.

In some embodiments, there may be three layers of encryption employed for
transaction messaging between the account holder’s mobile telephone and the account
holder’s MPP, with a goal of providing full end-to-end channel security. Within the
mobile telephone, when the account holder enters his/her M-PIN it is sent directly to a
remote payment application residing in the secure area of the SIM card in the mobile
telephone. The M-PIN may be encrypted via a one-time password for the current
transaction (e.g., in accordance with 3DES) and inserted in encrypted form into the
transaction message. Further, the remote payment application may encrypt the entire
transaction message utilizing a transaction key. Still further, the remote payment
application may insert the transaction message (including the encrypted M-PIN, if
required) into a properly formatted message (e.g. SMS), and then may encrypt the
message according to the MNO’s standards for transmission over the mobile telephone’s

radio link.

Upon receiving the message, the MNO radio base station may decrypt the
message and route it to the MPP computer. The result of the decryption is a clear text
header concatenated with the encrypted transaction message. The message is routed
through the MNO’s core network from the MNO base station to the MNO server (e.g., an
SMS server). The MNO server switches the encrypted transaction message to the MPP

computer.

At the MPP computer the transaction message may be decrypted and routed to the
MPP service function. Then the M-PIN is decrypted and routed for verification.

In some embodiments, the triple level security may be reserved for higher value
and/or higher risk transactions and some or all of the security steps may be omitted for

lower value and/or lower risk transactions.

FIG. 2 is a block diagram of a computer 108 that is operated by or on behalf of

the data processing center/switching platform.
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The data processing center/switching platform computer 108 may be conventional
in its hardware aspects but may be controlled by software to cause it to operate in

accordance with aspects of the present invention.

The data processing center/switching platform computer 108 may include a
computer processor 200 operatively coupled to a communication device 201, a storage

device 204, an input device 206 and an output device 208.

The computer processor 200 may be constituted by one or more conventional
processors. Processor 200 operates to execute processor-executable steps, contained in
program instructions described below, so as to control the data processing

center/switching platform computer 108 to provide desired functionality.

Communication device 201 may be used to facilitate communication with, for
example, other devices such as computers operated by the MPPs 106 and the acquirers
110. Communication device 201 may, for example, have capabilities for engaging in

data communication over conventional computer-to-computer data networks.

Input device 206 may comprise one or more of any type of peripheral device
typically used to input data into a computer. For example, the input device 206 may
include a keyboard and a mouse. Output device 208 may comprise, for example, a

display and/or a printer.

Storage device 204 may comprise any appropriate information storage device,
including combinations of magnetic storage devices (e.g., magnetic tape and hard disk
drives), optical storage devices such as CDs and/or DVDs, and/or semiconductor memory
devices such as Random Access Memory (RAM) devices and Read Only Memory
(ROM) devices, as well as so-called flash memory. Any one or more of the listed storage
devices may be referred to as a “memory” or a “storage medium” or a “‘computer usable

medium”.

Storage device 204 stores one or more programs for controlling processor 200.
The programs comprise program instructions that contain processor-executable process
steps of data processing center/switching platform computer 108, including, in some

cases, process steps that constitute processes provided in accordance with principles of
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the present invention, as described in more detail below. The program instructions may

also be referred to as “computer readable program code means”.

The programs may include an application 210 that controls the data processing
center/switching platform computer 108 for purposes of engaging in data

communications with other computers, including computers referred to hereinabove.

The storage device 204 may also store an application 212 for controlling the data
processing center/switching platform computer 108 to handle requests received from
computers operated by MPPs and/or acquirers. Details of request handling provided by
the data processing center/switching platform computer 108 in accordance with aspects

of the present invention will be provided below.

Another application that may be stored by the storage device 204 is indicated by
reference numeral 214 and is for managing databases that are referred to below. The
application program 214 receives account holder and/or merchant information from
MPPs and/or acquirers and updates the corresponding databases with the received

information.

Reference numeral 216 in FIG. 2 identifies an account holder database maintained
by the data processing center/switching platform computer 108 and stored on the storage
device 204. For example, the account holder database may include, for each participating
account holder, the account holder’s name, mobile telephone number, payment card
account number, payment card account expiration date, and payment card account
security code (e.g., a CVC2). In addition, the entry in the database 216 for a given
account holder may include data that indicates with which MPP the account holder is

enrolled.

The storage device 204 may also store a merchant database 218. The merchant
database 218 may include an entry for each merchant 116 that participates in the mobile
payments system 100 (or at least for a subset of the merchants 116), and may indicate for

cach merchant 116 the identity of the merchant’s acquiring FI 110.

The application programs of the data processing center/switching platform

computer 108, as described above, may be combined in some embodiments, as
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convenient, into one, two or more application programs. Moreover, the storage device
204 may store other programs, such as one or more operating systems, device drivers,

web hosting software, etc.

FIG. 3 is a block diagram of a computer that is operated by or on behalf of an
MPP 106 in the mobile payments system 100.

The hardware architecture of the MPP computer 106 may be conventional and
may be the same as that of the data processing center/switching platform computer 108.
Thus, the above description of the hardware aspects of the data processing
center/switching platform computer 108 is equally applicable to the hardware aspects of
the MPP computer 106. Nevertheless, the following description is provided to

summarize the hardware components of the MPP computer 106.

The MPP computer 106 may include a processor 300 that is in communication
with a communication device 301, a storage device 304, an input device 306 and an
output device 308. The storage device 304 may store an application program 310 that
controls the MPP computer 106 for purposes of engaging in data communications with
other computers, including computers referred to hereinabove such as the data processing

center/switching platform computer 108.

Further, the storage device 304 may store an application program 312 which
controls the MPP computer 106 to handle requests for transactions received from account
holders via the account holders’ mobile telephones and requests for account holder
approval and authentication received from the data processing center/switching platform
computer 108. Details of operation of the request handling application program will be

described below.

Another application that may be stored by the storage device 304 is indicated by
reference numeral 314 and is for managing a customer database that is discussed below.
For example, the application program 314 may receive information from customers
(account holders) who enroll for mobile payments services with the MPP which operates
the MPP computer 106, and this information may be stored in a customer database 316

which is also stored by the storage device 304.

10
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Moreover, the storage device 304 may store other programs, such as one or more
operating systems, device drivers, web hosting software, etc. and may also store one or

more other databases, such as a transaction database, which is not shown.

FIG. 4 is a block diagram of a computer that is operated by or on behalf of an

acquirer 110 in the mobile payments system 100.

The hardware architecture of the acquirer computer 110 may be conventional and
may be the same as that of the data processing center/switching platform computer 108
and/or the MPP computer 106. Thus, the above description of the hardware aspects of
the data processing center/switching platform computer 108 is equally applicable to the
hardware aspects of the acquirer computer 110. Nevertheless, the following description

is provided to summarize the hardware components of the acquirer computer 110.

The acquirer computer 110 may include a processor 400 that is in communication
with a communication device 401, a storage device 404, an input device 406 and an
output device 408. The storage device 404 may store an application program 410 that
controls the acquirer computer 110 for purposes of engaging in data communications
with other computers, including computers referred to hereinabove such as the data
processing center/switching platform computer 108 and one or more computers that are

part of the payment system 112.

In addition, the storage device 404 may store an application program 412 which
controls the acquirer computer 110 to handle transactions requested by merchants 116. In
part, the acquirer computer 110 may handle transactions in a conventional manner with
respect to payment system 112. In other respects, including aspects of transactions that
require the acquirer computer 110 to interact with the data processing center/switching
platform computer 108, the transaction handling application program 412 may function in

accordance with aspects of the present invention and as described in further detail below.

Another application that may be stored by the storage device 404 is indicated by
reference numeral 414 and is for managing a merchant database which is discussed

below. For example, the application program 414 may receive information concerning

11
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merchants that enter into agreements under which the acquirer 110 is to serve as the

merchants’ contractor for submitting transactions to the payment system 112.

Also stored in the storage device 404 is a merchant database 416, in which the
acquirer computer 110 stores information relating to the merchants 116 for which the

acquirer computer 110 submits purchase transactions to the payment system 112.

Moreover, the storage device 404 may store other programs, such as one or more
operating systems, device drivers, web hosting software, etc., and may also store one or

more other databases, such as a transaction database, which is not shown.

FIG. 5 is a block diagram that illustrates interactions among participants in the
mobile payments system 100 in connection with a remote purchase transaction. A
process for performing such a transaction will be described in some detail below in
connection with FIG. 6, but first the participant interactions will be briefly described with

reference to FIG. 5.

From the point of view of the mobile payments system 100, the purchase
transaction may be initiated by a transaction request sent to an acquirer 110 from a
merchant 116. In order to obtain the account holder’s approval and also to obtain the
account holder’s payment card account number, the acquirer 110 sends a message to the
data processing center/switching platform computer 108. The message from the acquirer
110 to the data processing center/switching platform computer 108 includes the account
holder’s mobile telephone number. In response to receiving the message, the data
processing center/switching platform computer 108 contacts the account holder’s MPP
106, which in turn interacts with the account holder’s mobile telephone 402 to request the
account holder to approve the transaction and to authenticate himself/herself by entering
his/her mobile PIN. Assuming that approval and authentication duly take place, the
account holder’s MPP 106 sends a message to that effect to the data processing
center/switching platform computer 108. The data processing center/switching platform
computer 108 then translates the account holder’s mobile telephone number into the
account holder’s payment card account number and transmits the account holder’s

payment card account number and other information to the acquirer 110. The acquirer

12
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110 then uses the account holder’s payment card account number to submit a purchase
transaction authorization request to the account holder’s payment card account issuer 114
via the payment system 112. The issuer’s authorization response is routed to the acquirer
110 via the payment system 112, and if the authorization response indicates approval of
the transaction, the acquirer 110 confirms to the merchant 116 that the transaction was
successful. In addition, the acquirer requests the data processing center/switching
platform computer 108 to forward confirmation of the transaction’s success to the

account holder’s mobile telephone 402 via the account holder’s MPP 106.

FIG. 6 is a flow chart that illustrates a process that may be performed in the
mobile payments system 100 in accordance with aspects of the present invention to

implement the remote purchase transaction depicted in FIG. 5.

For purposes of this discussion, it is assumed that the account holder wishes to
use the mobile payments system 100 to effect a purchase transaction via an e-commerce
website. In this context, it will be understood that the e-commerce website may be
operated by a merchant 116 that is a participant in the mobile payments system 100. The
account holder 102 may use a personal computer (not shown), notebook computer (not
shown) or web-enabled PDA or smart mobile telephone to interact with the merchant’s e-
commerce website. The interaction between the account holder 102 and the merchant’s
e-commerce website is represented by block 602 in FIG. 6. As part of the interaction, the
account holder 102 may select one or more items for purchase from the website and then
may elect to “check out”. The website may total the proposed purchase transaction and
present a number of payment options to the account holder 102, including a “mobile
payments” option. (Other options may include, e.g., conventional credit or debit card
payment, payment via a service like “Paypal”, etc.) For present purposes it is assumed
that the account holder 102 selects the “mobile payments” option. The website then
prompts the account holder 102 to enter his/her mobile telephone number into the page

presented on the website. It is assumed that the account holder 102 does so.

Next, at 604 in FIG. 6, the merchant 116 submits an authorization request for the
proposed purchase transaction to the merchant’s acquiring financial institution 110. This

authorization request differs from a conventional payment card system authorization

13
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request in that it includes the purchaser’s mobile telephone number rather than the
purchaser’s payment card account number. Thus, the acquirer needs to obtain the
purchaser/account holder’s payment card account number in order to introduce the
authorization request into the payment system 112. In addition, approval of the
transaction by the account holder and authentication of the account holder must be

accomplished.

At 606 in FIG. 6, the acquirer computer 110 transmits, to the data processing
center/switching platform computer 108 (and the data processing center/switching
platform computer 108 receives), a request message to request that the data processing
center/switching platform computer 108 switch the transaction to the account holder’s
MPP 106 to obtain the account holder’s approval for the transaction. The request
message also is for the purpose of requesting that the data processing center/switching
platform computer 108 translate the account holder’s mobile telephone number into the
account holder’s payment card account number. It will be understood that the request
from the acquirer computer 110 to the data processing center/switching platform
computer 108 includes the account holder’s mobile telephone number. This request may

be referred to as an information translation request.

At 608 in FIG. 6, and in response to receiving the request from the acquirer’s
computer, the data processing center/switching platform computer 108 uses the account
holder’s mobile telephone number to look up the relevant record in the account holder
database 216 (FIG. 2) to determine which MPP in the mobile payments system 100
serves the account holder. At 610, the data processing center/switching platform
computer 108 sends a request to the MPP computer 106 operated by or on behalf of the
account holder’s MPP to request that the account holder’s approval be obtained for the

transaction. This request may be referred to as a transaction acceptance request.

At 612, the MPP computer 106 operated by or on behalf of the account holder’s
MPP may issue a challenge to the account holder’s mobile telephone 402. In some
embodiments, the challenge may take the form of a text message sent by the MPP
computer 106 to the account holder’s mobile telephone 402. In other embodiments, the

challenge may take the form of initiating a telephone call (e.g., by an automatic device
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such as an interactive voice response—IVR—unit associated with/incorporated in the

MPP computer 106) to the account holder’s mobile telephone 402.

In some embodiments, the MPP computer 106 may interact with the payment
application running in the account holder’s mobile telephone 402 via OTA data
communications such that the payment application causes the account holder’s mobile
telephone 402 to display information to implement the challenge. FIG. 7A is an example
screen display that may be displayed by the account holder’s mobile telephone 402 to
indicate the challenge to the account holder. Referring to FIG. 7A, at 702 the screen
display indicates to the account holder the merchant on whose behalf approval of the
transaction is being requested. At 704, the amount of the transaction is indicated. Soft
key label 706 indicates that the account holder is to actuate the left soft key (not shown)
to indicate approval of the transaction. Soft key label 708 indicates that the account

holder is to actuate the right soft key (not shown) to decline the transaction.

Assuming that the account holder indicates approval of the transaction, then the
payment application may next cause the account holder’s mobile telephone 402 to display
the screen display shown in FIG. 7B. It will be recognized that the screen display shown
in FIG. 7B prompts the account holder to enter his/her M-PIN. Upon the account holder
having done so, the payment application may cause the account holder’s mobile
telephone 402 to transmit an indication of approval of the transaction and the entered M-

PIN to the MPP computer 106.

(In some embodiments, a mobile device other than a mobile telephone may
participate in the challenge and response functions described herein. For example, the
challenge may alternatively be issued to a PDA (personal digital assistant) with mobile
communication capabilities that is registered to the account holder in question. For
example, the challenge may take the form of an electronic mail message to the mobile
device. In other embodiments, the challenge and response may be performed in a mobile
messaging session between the mobile device/telephone and the MPP computer 106. The
mobile device/telephone may have been programmed with a suitable application program

to support receiving and responding to challenges from the MPP computer 106.)
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In some embodiments, the challenge prompts the account holder to enter a mobile
PIN (M-PIN) into the account holder’s mobile telephone 402 and to transmit the M-PIN
(e.g., via a text message, or via keypad entry in response to a query from an IVR unit,
etc.) to the MPP computer 106. (In a preferred embodiment, the M-PIN must be
manually entered into the account holder’s mobile telephone 402 by the account holder in
response to the challenge, and is not stored in the mobile telephone. In some
embodiments, the M-PIN may be encrypted by the account holder’s mobile telephone
402 before it is transmitted to the MPP computer 106. In some embodiments, the account
holder may have the option of declining the transaction instead of entering the M-PIN in

response to the challenge.)

A decision block 614 follows block 612. At decision block 614, the MPP
computer 106 operated by or on behalf of the account holder’s MPP determines whether
the account holder has responded to the challenge in a timely manner by correctly
inputting his/her M-PIN. If not, then the MPP computer 106 operated by or on behalf of
the account holder’s MPP may abort the transaction, as indicated at 616. To do so, the
MPP computer 106 operated by or on behalf of the account holder’s MPP may send a
suitable message to the data processing center/switching platform computer 108. The
data processing center/switching platform computer 108, in turn, may send a message to
the acquirer computer 110 to indicate that transaction approval and/or account holder
authentication failed. The acquirer computer 110 may then provide a negative
authorization response to the merchant 116. The merchant 116 in turn, by its website,

may notify the account holder that authorization of the transaction did not occur.

In cases where the MPP computer 106 operated by or on behalf of the account
holder’s MPP determines that the account holder timely inputted his/her M-PIN, then
block 618 follows decision block 614. At block 618, the MPP computer 106 operated by
or on behalf of the account holder’s MPP sends a message to the data processing
center/switching platform computer 108 to indicate that the account holder approved the
transaction and was authenticated. Then, at 620, the data processing center/switching
platform computer 108 receives the message from the MPP computer 106 and responds

to receiving the message by accessing the account holder database 216 (FIG. 2) and using
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the account holder’s mobile telephone number to determine the account holder’s payment
card account number, which the data processing center/switching platform computer 108
transmits in a message to the acquirer computer 110. Block 622 in FIG. 7 represents the
acquirer computer 110 receiving the account holder’s payment card account number from
the data processing center/switching platform computer 108 (which transmitted the
payment card account number to the acquirer’s computer). The same message from the
data processing center/switching platform computer 108 to the acquirer computer 110
also implicitly or explicitly indicates to the acquirer computer 110 that account holder
approval and authentication have occurred. The acquirer computer 110 may also receive
from the data processing center/switching platform computer 108 (and the data
processing center/switching platform computer 108 may send to the acquirer computer
110) certain additional information. The additional information may include, for
example, a security code (e.g., a CVC2) for the account holder’s payment card account
and the expiration date for the account holder’s payment card account The information
may also include the account holder’s name. (This information may also have been
stored in the account holder database 216 in the data processing center/switching
platform computer 108 in association with the account holder’s mobile telephone
number. The data processing center/switching platform computer 108 may have looked
up the additional information at the same time it translated the account holder’s mobile
telephone number into the account holder’s payment card account number.)

Accordingly, the acquirer computer 110 now has all the information it needs to generate a

conventional payment card system transaction authorization request.

Block 624 in FIG. 6 represents the acquirer computer 110 generating the
transaction authorization request and transmitting the authorization request to the
payment system 112 (FIG. 5). At 626, the payment system 112 routes the authorization
request in a conventional manner to the issuer 114 of the account holder’s payment card
account. At 628, the issuer 114 generates an authorization response in a conventional
manner to indicate whether the transaction is authorized. For example, the issuer 114
may determine whether the payment card account indicated by the payment card account

number included in the authorization request is in good standing and has sufficient funds
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or available credit to cover the requested transaction. If so, the authorization response
indicates that the transaction is authorized. In accordance with conventional practices,
the issuer 114 transmits the authorization response to the payment system 112. At 630,
the payment system 112 routes the authorization response to the acquirer computer 110 in

a conventional manner.

At 632, the acquirer computer 110 sends the authorization response to the
merchant 116. It will be assumed that the authorization response is positive, and that the
proposed e-commerce transaction is consummated. The merchant e-commerce website
may so indicate to the account holder. In addition, and as indicated at 634, the acquirer
computer 110 may send a confirmation message to the data processing center/switching
platform computer 108 to indicate that the transaction has been successfully completed.
At 636, the data processing center/switching platform computer 108 relays the
confirmation message to the account holder’s MPP. At 638, the account holder’s MPP
provides the confirmation message to the account holder’s mobile telephone 402. This
may result in the account holder’s mobile telephone 402 displaying a screen display like

that shown in FIG. 7C.

From the point of view of the account holder, the transaction processes described
above with reference to FIGS. 5, 6 and 7A-7C may be advantageous in that the account
holder does not need to provide his/her payment card account number to the merchant in
order to make an online purchase. Accordingly, the account holder does not need to
depend on the merchant’s reliability or data security measures to safeguard the account
holder’s payment card account number. Instead, the account number remains, with a
high degree of safety, within the control of the data processing center/switching platform
computer 108, the merchant’s acquiring financial institution, the payment system and the
account holder’s account issuing financial institution. Furthermore, the mobile payments
system 100 provides two-factor security against attempts to wrongfully use the account
holder’s mobile telephone number for a transaction. The two factors consist of the
requirements both that the person requesting the transaction have possession of the
account holder’s mobile telephone and that the person requesting the transaction know

the account holder’s M-PIN.
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From a system point of view, the architecture reflected in FIGS. 1 and 5 may be
advantageous in that several MPPs may participate in the mobile payments system
without being required to set up compatible data interfaces with each other. Rather, the
MPPs only have to meet the compatibility standards for the data processing

center/switching platform computer 108.

FIG. 8 is a block diagram that illustrates interactions among system participants in
connection with a purchase transaction initiated from an account holder’s mobile
telephone 402. After a brief description of the interactions with reference to FIG. 8, a
more detailed description of a process for performing the transaction will be provided

with reference to FIG. 9.

Referring then to FIG. 8, the purchase transaction may be initiated from the
account holder’s mobile telephone 402 based on information provided by a merchant.
For example, the merchant may be a parking vendor operating unattended parking
payment terminals, and an identification code for one of the terminals may be displayed
on the terminal. The terminal identification code may function as a merchant
identification code. The transaction request may include the merchant identification code
and may be transmitted from the account holder’s mobile telephone 402 to the account
holder’s MPP 106. The MPP 106 may request that the account holder enter his/her M-
PIN before proceeding with the requested transaction. The MPP 106 may then transmit a
message to the data processing center/switching platform computer 108 to request that
the data processing center/switching platform computer 108 switch the transaction to the
merchant’s acquirer 110. The request from the MPP 106 may include the merchant
identification code, and the data processing center/switching platform computer 108 may
use the merchant identification code to identify the acquirer 110 who serves the merchant
in question. The request from the MPP 106 may also include the account holder’s mobile
telephone number, which the data processing center/switching platform computer 108
may use to look up the account holder’s payment card account number. The data
processing center/switching platform computer 108 then sends a request to the
merchant’s acquirer 110 so that the acquirer initiates a payment card system authorization

request in favor of the merchant 116 and using the account holder’s payment card
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account number. The acquirer 110 may submit the authorization request in a
substantially conventional manner to the account issuer 114 via the payment system 112.
The authorization response generated by the issuer 114 is routed to the acquirer 110 via
the payment system 112. The acquirer sends the authorization response to the merchant
116 and also sends a confirmation message to the data processing center/switching
platform computer 108. The confirmation message is relayed to the account holder’s
mobile telephone 402 from the data processing center/switching platform computer 108

via the account holder’s MPP 106.

FIG. 9 is a flow chart that illustrates a process that may be performed in the
mobile payments system 100 in accordance with aspects of the present invention to

implement the purchase transaction depicted in FIG. 8.

For the example transaction to be described with reference to FIG. 9, it may be
assumed that the account holder/purchaser has interacted with, or at least viewed, a
merchant device (not shown) such as an unattended parking payment terminal, a ticket
issuing machine, a vending machine, or the like. The merchant device or a notice posted
near the merchant device may display a code that uniquely identifies the merchant device

in question as well as the merchant that operates the merchant device.

At 902 in FIG. 9, the account holder operates his/her mobile telephone 402 to
transmit a transaction request to the account holder’s MPP 106 (and more specifically to
a computer operated by or on behalf of the MPP 106). The transaction request may
include the above-mentioned merchant/machine code, as well as the account holder’s

mobile telephone number and the amount of the transaction.

At 904 in FIG. 9, the MPP computer 106 sends a request to the account holder’s
mobile telephone 402 for the account holder to enter his/her M-PIN. Assuming that the
account holder does so, the MPP computer 106 next, as indicated at 906, transmits the
transaction request to the data processing center/switching platform computer 108. At
908, the data processing center/switching platform computer 108 accesses the merchant
database 218 (FIG. 2) to identify the merchant in question as well as the merchant’s

acquirer 110. In addition, at 910, the data processing center/switching platform computer
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108 accesses the account holder database 216, based on the account holder’s mobile

telephone number, to look up the account holder’s payment card account number.

At 912, the data processing center/switching platform computer 108 transmits the
transaction request to the merchant’s acquirer (that is, to the acquirer’s computer, or a
computer operated on the acquirer’s behalf), which the data processing center/switching
platform computer 108 had identified at 908. Included in the request as transmitted by
the data processing center/switching platform computer 108 are the account holder’s
payment card account number and data that identifies the merchant. The request may
also include other information, such as a security code (e.g., a CVC2) and the expiration

date for the payment card account.

The acquirer computer 110 now has the necessary information for generating and
transmitting a conventional payment card system transaction authorization request. As
indicated at 914, the acquirer computer 110 does so, transmitting the auth request to the
payment system 112. At 916, the payment system 112 routes the authorization request in
a conventional manner to the issuer 114 of the account holder’s payment card account.
At 918 the issuer 114 generates an authorization response in a conventional manner to
indicate whether the transaction is authorized. For example, the issuer 114 may
determine whether the payment card account indicated by the payment card account
number included in the authorization request is in good standing and has sufficient funds
or available credit to cover the requested transaction. If so, the authorization response
indicates that the transaction is authorized. In accordance with conventional practices,
the issuer 114 transmits the authorization response to the payment system 112. At 920
the payment system routes the authorization response to the acquirer computer 110 in a

conventional manner.

At 922, the acquirer computer 110 sends a message to the merchant (e.g., to the
above-mentioned merchant device) to advise the merchant that the transaction has been
authorized. The transaction is then consummated. For example, the merchant device
may issue a ticket, or a parking credit, or dispense an item in the case of a vending

transaction.
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In addition, and as indicated at 924, the acquirer computer 110 may send a
confirmation message to the data processing center/switching platform computer 108 to
indicate that the transaction has been successfully completed. At 926, the data processing
center/switching platform computer 108 relays the confirmation message to the account
holder’s MPP 106. At 928, the account holder’s MPP provides the confirmation message

to the account holder’s mobile telephone 402.

In another example transaction, the mobile payments system 100 allows the
account holder to receive notice of a bill via his/her mobile telephone and to immediately
accomplish payment of the bill via the mobile payments system 100. The interactions
among the parties in the mobile payments system for this type of transaction may
resemble the interactions as mapped in FIG. 5, assuming that the merchant 116 shown in
FIG. 5 is the party rendering the bill (or a billing information aggregator that is acting on
behalf of the party rendering the bill).

FIG. 10 is a flow chart that illustrates a process that may be performed in the
mobile payments system 100 in accordance with aspects of the present invention to carry

out a bill payment transaction.

At 1002 in FIG. 10, billing information is provided from the billing organization
(merchant) to the acquirer which serves the billing organization. The billing organization
may, for example, be a utility company, a taxing authority, etc. The billing information
may be provided directly from the billing organization or via a billing information
aggregator. The acquirer may have an ongoing relationship with the billing organization
for the purpose of facilitating rendering and payment of bills for the billing organization.
The billing information may be provided as a batch of information that relates to
numerous bills that are being rendered to individual customers by the billing
organization. However, the following description of an example bill payment transaction
will focus exclusively on a single bill that is being rendered to a single customer/account
holder. For that customer, the bill in question takes the form of a notification to the

customer that the bill is being rendered.
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At 1004, the acquirer computer 110 transmits, to the data processing
center/switching platform computer 108, a request that the data processing
center/switching platform computer 108 switch the bill issuance notification to the MPP
which serves the recipient (account holder) of the bill. In the request (as in the billing
information) the recipient/account holder may be identified by his/her mobile telephone

number.

At 1006, the data processing center/switching platform computer 108 uses the
account holder’s mobile telephone number to look up the relevant record in the account
holder database 216 (FIG. 2) to determine which MPP serves the account holder. At
1008 the data processing center/switching platform computer 108 sends, to the account
holder’s MPP, the billing information for the bill issuance notification to be sent to the

recipient/account holder.

At 1010, the computer 106 operated by or on behalf of the account holder’s MPP
sends a message to or otherwise communicates with the mobile telephone 402 operated
by the recipient of the bill. The purpose of the message is to notify the recipient/account
holder that the bill has been issued and to inquire as to whether the recipient/account
holder wishes to pay the bill via the mobile payments system 100. As a result of the
message from the MPP computer 106, the account holder’s mobile telephone 402 may
display to the account holder a screen display like that shown in FIG. 11A. Referring to
FIG. 11A, reference numeral 1102 indicates the notification message as to the issuance of
the bill, and an inquiry as to whether the account holder wishes to pay the bill via his/her
mobile telephone. Soft key label 1104 indicates that the account holder is to actuate the
left soft key (not shown) to indicate that he/she wishes to pay the bill via the mobile
payments system. Soft key label 1106 indicates that the account holder is to actuate the
right soft key (not shown) to decline paying the bill at this time.

Assuming that the account holder wishes to pay the bill at this time, then block
1012 occurs. At block 1012 the account holder actuates the left soft key to indicate
his/her desire to pay the bill, and the account holder mobile telephone 402 then displays a
screen display such as that shown in FIG. 11B, to prompt the account holder to enter

his/her M-PIN. The account holder does so, and block 1014 follows. At block 1014 the
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MPP computer 106 informs the data processing center/switching platform computer 108
that the bill recipient/account holder has elected to pay the bill and has been
authenticated. Then, at 1016, the data processing center/switching platform computer
108 accesses the account holder database 216 (FIG. 2) using the account holder’s mobile
telephone number to determine the account holder’s payment card account number.
Block 1018 in FIG. 12 represents the acquirer computer 110 receiving the account
holder’s payment card account number from the data processing center/switching
platform computer 108. The same message from the data processing center/switching
platform computer 108 to the acquirer computer 110 may also include additional

information, such as a security code and the payment card account expiration date.

The acquirer computer 110 may now proceed (block 1020, FIG. 10) to generate
and transmit (to the payment system 112) a substantially conventional transaction
authorization request, in favor of the entity that rendered the bill. That is, the acquirer
computer 110 may now perform the functions of a payment system acquirer for the entity

that rendered the bill.

At 1022, the payment system 112 routes the authorization request in a
conventional manner to the issuer 114 of the account holder’s payment card account. At
1024, the issuer 114 generates an authorization response in a conventional manner. At
1026, the payment system 112 routes the authorization response from the issuer 114 to

the acquirer computer 110.

Assuming the authorization response indicates authorization for the bill payment
transaction, then at 1028 the acquirer computer 110 sends a message to the entity that
rendered the bill to indicate that the bill has been paid by the account holder via the

mobile payments system 100.

At 1030 in FIG. 10, the acquirer computer 110 may send a confirmation message
to the data processing center/switching platform computer 108 to indicate that the bill
payment transaction has been performed successfully. At 1032, the data processing
center/switching platform computer 108 relays the confirmation message to the account

holder’s MPP. At 1034, the account holder’s MPP provides the confirmation message to
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the account holder’s mobile telephone 402. In response to this message, the account
holder’s mobile telephone 402 may then display a screen display like that shown in FIG.
11C.

In some embodiments, even though a bill recipient/account holder declines to pay
the bill at the time that his/her mobile telephone receives the notification (and/or the bill
recipient/account holder or the mobile telephone is not available when the bill
notification is sent), the billing information may still be stored in the mobile telephone
and the bill recipient/account holder may decide at a later time to pay the bill via his/her
mobile telephone and the mobile payments system 100. To do so, the account holder
may select a bill payment function from a menu displayed by the mobile telephone and
then may select a previously stored bill for payment. Next the account holder may select
an option to send a message to the account holder’s MPP to indicate that the account
holder wishes to pay the bill in question. At that point, the MPP may send a message
back to the mobile telephone requiring the account holder to confirm the desired bill
payment and to enter his’/her M-PIN. (Alternatively, entry of the M-PIN may occur prior
to the mobile telephone sending the message to the MPP, and the message may include

the M-PIN.)

From this point on the bill payment transaction may be handled similarly to steps
1014-1034 in FIG. 10. The message from the mobile telephone to the account holder’s
MPP may include information that indicates the identity of the billing company’s

acquirer.

The transaction process illustrated in FIG. 6 may also be adapted to operate to
handle payment in an in-person purchase transaction. For example, the
purchaser/account holder’s mobile phone number may be input by the merchant into a
POS terminal, which then requests payment via a transaction in the mobile payments
system 100. For example, the POS terminal may submit a transaction request to the

acquirer 110 per block 604 in FIG. 6.

In some embodiments, the mobile payments system 100 may support transactions

for topping up mobile telephone service accounts. For example, in such a transaction the
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account holder may select a “mobile top up” function offered as a menu option via the
user interface on his/her mobile telephone. In response to prompts from the mobile
telephone, the account holder may input into the mobile telephone the telephone number
for the account to be topped up and the amount of the top up transaction. The mobile
telephone then sends a message to the account holder’s MPP to indicate the desired top
up transaction. The message may also include the M-PIN, which the mobile telephone
had also prompted the account holder to enter. The account holder’s MPP may verify
that the M-PIN is correct, and next may request the data processing center/switching
platform computer to provide the account holder’s payment card account number and
other related information. Upon receiving this information from the data processing
center/switching platform computer, the MPP, now acting as an acquirer, submits an
authorization request via the payment system. The payment system routes the
authorization request to the issuer of the account holder’s payment card account. The
issuer charges the payment card account and generates an authorization response. The
payment system routes the authorization response to the MPP/acquirer. The
MPP/acquirer notifies the account holder’s MNO of the top up transaction and also
confirms to the account holder that the top up has occurred. The MNO recharges the

mobile service account in question.

In still other embodiments, such a transaction may be initiated by the MNO
sending a suitable notice/inquiry to the account holder to ask whether the account holder

wishes to top up his/her mobile service account.

In other embodiments, the mobile payments system 100 may support person-to-
person remittance transactions. For example, the account holder may initiate such a
transaction by selecting the corresponding function provided as a menu option by the user
interface in his/her mobile telephone. The mobile telephone may prompt the account
holder to enter the amount of the remittance and the mobile telephone number of the
recipient of the remittance. In some embodiments, the account holder may be required to
input the recipient telephone number twice to prevent input errors in identifying the
recipient. The mobile telephone then sends a message to the account holder’s MPP to

indicate the desired remittance transaction. The MPP may respond by sending a message
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to the account holder’s mobile telephone to indicate a fee that will be charged for the
transaction. The account holder may operate his/her mobile telephone to indicate
acceptance of the fee and to input his/her M-PIN. The account holder’s MPP may verify
that the M-PIN is correct, and next may request the data processing center/switching
platform computer to provide the account holder’s payment card account number and
other related information. Upon receiving this information from the data processing
center/switching platform computer, the MPP, now acting as an acquirer, submits an
authorization request via the payment system. The payment system routes the
authorization request to the issuer of the account holder’s payment card account. The
issuer charges the payment card account and generates an authorization response. The
payment system routes the authorization response to the MPP/acquirer. Next the MPP
requests the data processing center/switching platform computer to arrange for the
recipient’s approval for the remittance transaction. In doing so, the MPP provides the
recipient’s mobile telephone number to the data processing center/switching platform
computer. The data processing center/switching platform computer determines the
identity of the recipient’s MPP and requests that the recipient’s MPP obtain the
recipient’s approval. The recipient’s MPP then sends a message to the recipient’s mobile
telephone requesting approval from the recipient and entry of the recipient’s M-PIN. The
recipient operates his/her mobile telephone to indicate approval and to enter his/her M-
PIN and the recipient’s MPP verifies the recipient’s M-PIN. Then the recipient’s MPP
informs the data processing center/switching platform computer that the recipient has
approved the remittance transaction. The data processing center/switching platform
computer translates the recipient’s mobile telephone number into the recipient’s payment
card account number and sends the recipient’s payment card account number and related
information to the remittance sender’s MPP, which will now act as acquirer for the
second leg of the remittance. The sender’s MPP sends an authorization request for the
transfer to the recipient’s account to the recipient’s payment card account issuer via the
payment system. The recipient’s account issuer credits the remittance amount to the
recipient’s account and sends an authorization response to the sender’s MPP via the

payment system. The sender’s MPP sends a confirmation message to the remittance
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sender’s mobile telephone to indicate successful performance of the remittance
transaction. In addition, the sender’s MPP sends a confirmation message to the data
processing center/switching platform computer, to be relayed to the recipient’s mobile
telephone. The latter confirmation message is thus sent from the data processing
center/switching platform computer to the recipient’s MPP and from the recipient’s MPP

to the recipient’s mobile telephone.

In some embodiments, when the data processing center/switching platform
computer receives a request from the acquirer, the data processing center/switching
platform computer looks up the account holder’s payment card account number before
requesting that the account holder’s MPP obtain approval for the transactions and

authentication from the account holder.

Some FIs that participate in the mobile payments system may do so in more than
one role. For example, some acquirers may also function as MPPs. To do so, in some
embodiments, the FI in question may operate one computer to perform MPP functions
and another computer to perform acquirer functions. In other embodiments, the functions
of the two computers referred to in the previous sentence may be performed by one
computer. In some embodiments, when an acquirer is also an MPP, the acquirer and/or
MPP computer may perform a function to determine whether the account holder for a
proposed transaction is served by the FI as an MPP. In such cases, the transaction may
be switched internally in the FI from its acquirer function to its MPP function to obtain
account holder approval and authentication without assistance from the data processing
center/switching platform computer. However, even in these cases the acquirer may
request the data processing center/switching platform computer to perform translation of
the account holder’s mobile telephone number into the account holder’s payment card

account number.

It may also be the case that an FI which serves as an acquirer also functions as an
issuer of payment card accounts. Further, in some embodiments, an MNO may serve as
an MPP. Other combined roles are also possible in various embodiments of the mobile

payments system.
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In some embodiments, clearing of all payment system transactions described

herein may be in accordance with conventional practices.

In some embodiments an identifier for the account holder’s SIM card may be used
instead of or in addition to the account holder’s mobile telephone number for purposes of
identifying and/or indexing the account holder with respect to one or more participants in

the mobile payments system.

The above depictions and descriptions of processes herein are not intended to
imply a fixed order of performing the process steps. Rather, the process steps may be

performed in any order that is practicable.

As used herein and in the appended claims, the term “transaction amount” refers

to a dollar or other currency amount of a purchase transaction.

It should be noted that the block 108 as depicted in some of the drawings
represents both the data processing center/switching platform computer illustrated in FIG.
2 and the entity which operates the computer. In some embodiments, that entity may be a
payment card association (such as MasterCard International Inc., which is the assignee

hereof) or a contractor retained by the payment card association.
Any one or more of the computers referred to herein may be a server computer.

The term “computer” as used herein and in the appended claims includes two or

more computers that cooperate with each other, as well as a single computer.

The term “processor” as used herein and in the appended claims includes two or

more processors that cooperate with each other, as well as a single processor.

Although the present invention has been described in connection with specific
exemplary embodiments, it should be understood that various changes, substitutions, and
alterations apparent to those skilled in the art can be made to the disclosed embodiments
without departing from the spirit and scope of the invention as set forth in the appended

claims.
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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, in a first computer, from a second computer, an information translation
request, said request for requesting translation of an account holder’s mobile telephone
number into the account holder’s payment card account number, said request related to a

purchase transaction;

the first computer accessing a database to identify a service provider for said

account holder;

the first computer transmitting a transaction acceptance request to a third

computer, said third computer operated by or on behalf of said service provider;

the first computer receiving, from the third computer, an indication that the

account holder has accepted the purchase transaction;

the first computer translating the account holder’s mobile telephone number into

the account holder’s payment card account number; and

the first computer responding to said indication that the account holder has
accepted the purchase transaction by transmitting the account holder’s payment card

account number to the second computer.

2. The method of claim 1, wherein the second computer is operated by or on behalf

of an acquiring financial institution.

3. The method of claim 1, further comprising:

the first computer looking up a security code associated with the account holder’s

payment card account; and

the first computer transmitting the security code to the second computer.
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4. The method of claim 1, further comprising:

the first computer looking up an expiration date associated with the account

holder’s payment card account; and

the first computer transmitting the expiration date to the second computer.

5. The method of claim 1, further comprising:

a fourth computer receiving an authorization request from the second computer
for the purchase transaction, said fourth computer operated by or on behalf of a payment
card association, the authorization request including the account holder’s payment card

account number;

the fourth computer using the account holder’s payment card account number to
route the authorization request to a fifth computer, the fifth computer operated by or on

behalf of an issuer of the account holder’s payment card account;

the fourth computer receiving an authorization response for the purchase

transaction from the fifth computer; and

the fourth computer routing the authorization response to the second computer.

6. The method of claim 5, further comprising:

the first computer receiving, from the second computer, confirmation that the

purchase transaction has been completed; and

the first computer transmitting, to the third computer, confirmation that the

purchase transaction has been completed.

7. The method of claim 1, further comprising:

the first computer receiving, from the second computer, confirmation that the

purchase transaction has been completed; and
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the first computer transmitting, to the third computer, confirmation that the

purchase transaction has been completed.

8. A method comprising:

receiving, in a first computer, from a second computer, a transaction request, the
second computer operated by or on behalf of a service provider, the service provider
having an account holder as a customer, the transaction request related to a purchase
transaction associated with the account holder, the transaction request including: (a) first
data that indicates the account holder’s mobile telephone number; (b) second data that
indicates a merchant for the purchase transaction, and (c) third data that indicates a

transaction amount for the purchase transaction;
the first computer responding to the transaction request by:

accessing a database to identify an acquiring financial institution for the

merchant, said accessing based on said second data;

translating the account holder’s mobile telephone number into the account

holder’s payment card account number; and

transmitting, to a third computer, (a) the account holder’s payment card
account number, (b) said second data, and (c) said third data; said third computer

operated by or on behalf of said acquiring financial institution.

9. The method of claim 8, wherein:

the first computer transmits, to the third computer, a security code and an

expiration date for the account holder’s payment card account.

10. The method of claim 8, further comprising:

a fourth computer receiving an authorization request from the third computer for

the purchase transaction, said fourth computer operated by or on behalf of a payment card
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association, the authorization request including the account holder’s payment card

account number;

the fourth computer using the account holder’s payment card account number to
route the authorization request to a fifth computer, the fifth computer operated by or on

5  Dbehalf of an issuer of the account holder’s payment card account;

the fourth computer receiving an authorization response for the purchase

transaction from the fifth computer; and

the fourth computer routing the authorization response to the third computer.

10 11.  The method of claim 8, wherein said service provider is a mobile payments

platform service provider.

12.  An apparatus comprising:
a processor; and

15 a memory in communication with the processor, the memory storing program
instructions, the program instructions controlling the processor to perform operations as

follows:

receiving, from an acquirer computer, an information translation request,
said request for requesting translation of an account holder’s mobile telephone number
20  into the account holder’s payment card account number, said request related to a purchase

transaction;
accessing a database to identify a service provider for said account holder;

transmitting a transaction acceptance request to a service provider
computer, said service provider computer operated by or on behalf of said service

25  provider;

receiving, from the service provider computer, an indication that the

account holder has accepted the purchase transaction;

33



10

15

20

25

WO 2010/135008 PCT/US2010/022569

translating the account holder’s mobile telephone number into the account

holder’s payment card account number; and

responding to said indication that the account holder has accepted the
purchase transaction by transmitting the account holder’s payment card account number

to the acquirer computer.

13.  The apparatus of claim 12, wherein the program instructions further control the

processor to:

look up a security code associated with the account holder’s payment card

account; and

transmit the security code to the acquirer computer.

14.  The apparatus of claim 12, wherein the program instructions further control the

processor to:

look up an expiration date associated with the account holder’s payment card

account; and

transmit the expiration date to the acquirer computer.

15.  The apparatus of claim 12, wherein the program instructions further control the

processor to:

receive, from the acquirer computer, confirmation that the purchase transaction

has been completed; and

transmit, to the service provider computer, confirmation that the purchase

transaction has been completed.

16. The apparatus of claim 12, wherein said service provider is a mobile payments

platform service provider.
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17.  An apparatus comprising:
a processor; and

a memory in communication with the processor, the memory storing program
5  instructions, the program instructions controlling the processor to perform operations as

follows:

receiving, from a service provider computer, a transaction request, the
service provider computer operated by or on behalf of a service provider, the service
provider having an account holder as a customer, the transaction request related to a
10 purchase transaction associated with the account holder, the transaction request
including: (a) first data that indicates the account holder’s mobile telephone number; (b)
second data that indicates a merchant for the purchase transaction, and (c) third data that

indicates a transaction amount for the purchase transaction; and
responding to the transaction request by:

15 accessing a database to identify an acquiring financial institution

for the merchant, said accessing based on said second data;

translating the account holder’s mobile telephone number into the

account holder’s payment card account number; and

transmitting, to an acquirer computer, (a) the account holder’s
20  payment card account number, (b) said second data, and (¢) said third data; said third
computer operated by or on behalf of said acquiring financial institution; said acquirer

computer operated by or on behalf of said acquiring financial institution.

18.  The apparatus of claim 17, wherein the program instructions further control the

25  processor to:

look up a security code associated with the account holder’s payment card

account; and

transmit the security code to the acquirer computer.
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19.  The apparatus of claim 17, wherein the service provider is a mobile payments

platform provider.

36



PCT/US2010/022569

WO 2010/135008

111

I 9l

SHANSS| WALSAS ININAVd

i_k

N:k

HOLIMS/¥3IN3D
ONISS30Nd Y1YQ

wo_k

Sd01vY3d0
MHOMLAN F1IEOW

vo_\

SINVHOUIN
9l K
SYINDIY
0Ll K
T
90! K

SYAEIIOSANS INOHATTAL
180N/ SYITTOH
INNOJIV QYO ININAVd

NO_K



WO 2010/135008 PCT/US2010/022569

2111

f108

201 208
(" s s

INPUT COMMUNICATION OUTPUT
DEVICE DEVICE DEVICE

=
PROCESSOR(S)

204
— \£

MNe— R
_+—210

COMMUNICATIONS

REQUEST 212
HANDLING

DATABASE UPDATING (121
AND MANAGEMENT

ACCOUNT HOLDER 216
DATABASE
( MERCHANT DATABASE ()-*"'218

\/

FIG. 2




WO 2010/135008

PCT/US2010/022569

FIG. 3

3711
fme
306 301 308
4 [ a
INPUT COMMUNICATION OUTPUT
DEVICE DEVICE DEVICE
300
-
PROCESSOR(S)
304
p———_—
\ /
1310
COMMUNICATIONS
REQUEST 312
HANDLING
DATABASE UPDATNG  —1—314
AND MANAGEMENT
( CUSTOMER DATABASE 0’"‘7’16
\ /



WO 2010/135008 PCT/US2010/022569

411
fﬂo
406 401 408
a ( 4
INPUT COMMUNICATION OUTPUT
DEVICE DEVICE DEVICE
400
r
PROCESSOR(S)
404
L
\ -
|_—410
COMMUNICATIONS

TRANSACTION 412
HANDLING

DATABASE UPDATING  [—1— 414
AND MANAGEMENT

( MERCHANT DATABASE 0'//_416

\/

FIG. 4




PCT/US2010/022569

WO 2010/135008

511

43nssl

INOHd

111

INVHOYIN

T ¥S)
¢ O 05
ddi
Fs_
HOLMS/¥INTD
INISSI0O0¥d YLV(
wol
«—  NSAS INIAY]  |e— YDV «—>
N:\ O:L 9l




WO 2010/135008 PCT/US2010/022569

6/11
l 618
REPORT APPROVAL
r_602 T0 DPC
ACCOUNT HOLDER- l 620
MERCHANT INTERACTION
DPC TRANSLATES PHONE
l 604 NO. TO ACCOUNT NO.
AUTH REQUEST FROM l 622
MERCHANT TO ACQUIRER
l RECEIVE INFO FROM DPC
606
- l 624
APPROVALS /SWITCHING/ T REOUEST o
TRANSLATION REQUEST TO DPC
lo PAYMENT SYSTEM
608
- l 626
DPC LOOKS UP ACCOUNT
HOLDER'S MPP ROUTE AUTH REQUEST
l T0 ISSUER
610
C v 628
APPROVAL REQUEST TO
ACCOUNT HOLDER'S MPP AUTH RESPONSE
l 612 l 530
CHALLENGE TO ACCOUNT ROUTE AUTH RESPONSE
HOLDER'S CELL PHONE TO ACQUIRER
l 632
AUTH RESPONSE T0
CHALLENGE MERCHANT
RESPONSE OK?
l 634
616 CONF|RMTA(1)10DNP CMESSAGE
ABORT TRANSACTION
l 636
CONFIRMATION MESSAGE TO
ACCOUNT HOLDER'S MPP
l 638
CONFIRMATION TO ACCOUNT
FIG. 6 HOLDER CELL PHONE




WO 2010/135008 PCT/US2010/022569

7111

- N
700
PURCHASE FROM = |
BOOKSONLINE
[
AMOUNT $16.85
M—— ok CANCEL — /08
C Py,
- ~\
ENTER PIN
| CANCEL |
- ~
PURCHASE FROM BOOKS
ONLINE FOR $16.85
SUCCESSFULLY COMPLETED
K )

FIG. 7C



PCT/US2010/022569

WO 2010/135008

811

E[INY

g8 9l

ddi

D

INOHd
T130 4S9

INVHOMIN
el

<«—  NISAS ININAY]  [—] YAMINDOY
N:k O:L
HOLIMS/¥AIN3D

ONSSIOOMd ¥Iva [

wsL 901

NOT¥




WO 2010/135008 PCT/US2010/022569

G/11
(‘902
TRANSACTION REQUEST FROM
ACCOUNT HOLDER TO MPP
l l (‘920
f‘904
ROUTE AUTH RESPONSE
PIN REQUEST AND INPUT TO ACQUIRER
l f'906 l (‘922
RELAY TRANSACTION TRANSACTION ADVISEMENT
REQUEST TO DPC TO MERCHANT
l f‘908 l (-924
DPC LOOKS UP MERCHANT CONFIRMATION MESSAGE
& ACQUIRER T0 DPC
l f‘910 l (‘925
DPC TRANSLATES PHONE CONFIRMATION MESSAGE TO
NO. TO ACCOUNT NO. ACCOUNT HOLDER'S MPP
l (-912 l (‘928
DPC RELAYS TRANSACTION CONFIRMATION TO ACCOUNT
REQUEST TO ACQUIRER HOLDER CELL PHONE
l f‘914
AUTH REQUEST TO
PAYMENT SYSTEM
l f‘916
ROUTE AUTH REQUEST
TO ISSUER
l f'918
AUTH RESPONSE




WO 2010/135008 PCT/US2010/022569

10411
~1002
BILL INFO FROM
MERCHANT T ACQURER
l l ~1018
(100 RECEIVE INFO FROM DPC
SWTCHING/TRANSLATION
REQUEST 10 DPC l ~1020
t___cmo G
DPC LOOKS UP ACCOUNT
HOLDER'S WPP l ~1022
¢ 1008 ROUTE AUTH REQUEST
BILL NOTICE T0
ACCOUNT HOLDER'S MPP l ~1024
l 1010 AUTH RESPONSE
MPP SENDS BILL NOTICE T0 l ~1026
ACCOUNT HOLDER CELL PHONE
ROUTE AUTH RESPONSE
l 1012 T0 ACQUIRER
ACCOUNT HOLDER 0K'S l ~1028
BILL PAY, INPUTS PIN
TRANSACTION ADVISEMENT
¢ s TO MERCHANT
REPORT APPROVAL 1030
T0 DPC ! C
CONFIRMATION MESSAGE
l T T0 DPC
DPC TRANSLATES PHONE l ~1032
NO. TO ACCOUNT NO.
CONFIRMATION MESSAGE T0
ACCOUNT HOLDER'S MPP

v 1034
CONFIRATION TO ACCOUNT

F IG. 10 HOLDER CELL PHONE




WO 2010/135008 PCT/US2010/022569

1111

4 )

102
BILL FROM = |
ELECTRIC CO. FOR $78.23

PAY?

1104 —_ ——"1106
C OK CANCEL J
FIG. 11A
4 )
ENTER PIN
L OK CANCEL )
FIG. 11B
4 )
BILL FROM
ELECTRIC CO. FOR $78.23
PAID SUCCESSFULLY
- K J

FIG. 11C



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 10/22569

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GOBQ 20/00 (2010.01)
USPC - 705/77

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

705/77

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

705/26, 64, 67, 75, 78, 79; 707/104.1; 709/218

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

pubWEST DB=PGPB,USPT,EPAB,JPAB; Google Scholar Terms: computer information translat$4 conver$4 request
mobile_telephone_number card_account_number purchase transaction database service provider accept$4 transmit$4 receiv$3 //
institution security code expiration authoriz$5 associat$4 issuer response confirm$s mobile_payment_platform

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2008/0249930 At (Hill et al.) 09 October 2008 (09.10.2008), 1-2, 5-8, 10-12, 15-17, 19
-------------- para [0032]-[0035), {0037], [0040], [0045]-[0054), [0056}, [0062]-[0063], [0067]-{0069], [0070}- eeeemmeem e
Y [0071], [0073], [0077], (0074]-[0080), [0084}-[0086], [0089)-[0092), [0095], [0114], [0109], [0118])- | 3-4, 9, 13-14, 18

[0120}, [0124], [0129]
Y US 2007/0022048 A1 (Kingsborough et al) 25 January 2007 (25.01.2007), 3,9,13,18

para {0009), [0015], [0193], [0195], [0197]
Y US 2008/0010190 A1 (Rackley et al.) 10 January 2008 (10.01.2008), 4,9, 14

para [0198])

D Further documents are listed in the continuation of Box C.

[

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E" earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or other
means

“p”  document published prior to the international filing date but later than

the priority date claimed

“T”  later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying tge invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

05 March 2010 (05.03.2010)

Date of mailing of the international search report

12 MAR 2010

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.0. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. s571-273-3201

Authorized officer:
Lee W. Young

PCT Helpdesk: §71-272-4300
PCT OSP: 571.272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - wo-search-report

