PCT

WORLD INTELLECTUAL PROPERTY ORGANIZATION
Intematicnal Bureau

INTERNATIONAL APPLICATION PUEBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 7 : (11) International Publication Number: WO 00770429
GO6F 1/00 Al

(43) International Publication Date: 23 November 2000 (23.11.00)

(21) International Application Number; PCT/US00/13239 | (81) Designated States: AU, CA, CN, JP, KR, NO, European patent

(22) International Filing Date: 15 May 2000 {15.05.00)

(30) Priority Data:

09/313,295 17 May 1999 (17.05.99) us

(T1) Applicant: WAVE SYSTEMS CORP. [US/US); Suite B200,
480 Pleasant Street, Lee, MA 01238 (US).

{72) Inventors: SPRAGUE, Steven, K,; 147 Reservoir Road, Lenox,
MA 12040 (US). KAZMEIRCZAK, Gregory, J.; 36 Labaw
Way, Belle Mead, NJ 08502 (US).

(74) Agent: JACOBSON, Allan, J; Intellectual Property Law,
13310 Summit Square Center, Route 413 & Doublewoods
Road, Langhome, PA 19047 (US).

(AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT,
LU, MC, NL, PT, SE).

Published
With international search report.

(54) Title: PUBLIC CRYPTOGRAPHIC CONTROL UNIT AND SYSTEM THEREFOR

(37} Abstract

A universally available,

public  cryptographic control

APPLET FEBISTRY

2™ CRYPTOSAAPHIC
Tl um

GPERATIONS
CENTER 10PC)

unit  (crypte unit) is used
in a cryptographic system
shared by multiple independent LA %EELE‘I?‘

r
1
SOFTWARE ‘:
]
users. The crypte unit, which E

cu---

1
a~J[2
E]

.
.

CODE
S ey X

¥

X

Y

i

.

EH W

is installed as a perpheral i
device to a general-purpose i
computer, loads and unloads i
encrypted security applets into

DESKTOP PC

an onboard RAM memoty of "

SECURITY
the crypto umit, where each WRLEY

AN A
3
whe p SO ISR ol
|

2

security applet is run. The
crypto unit and the system of

3 [ F—

HARD DRIVE

which it is a pant, provides g SOFTWARE APPLICATION

28

15\{
secure  intemal  environment

in which only pre-approved H

security applets are granted t

permission to load and run. The &~ DISTATRUTION
computing environment within HEDTA
the crypto unit is secured by a
cryptographic operation center
{(OPC) which communicates
with each crypto unit, The
software  developer  submits
a proposed security applet to
the OPC prior to distributing g
given security applet in order to

I WTIE
SECURITY
PELET

—
EMCRYPTED
MPPLET 1
|

A~

L

obtain the necessary permission for the given security applet. Only if all necessary permissions are obtained from the OPC will a given
security applet be allowed to load and run in the crypto unit. When a first security applet is finished munning, the crypto unit unloads
{swaps out) the presently loaded first security applet in encrypted form to the PC hard drive, and loads (swaps in) the next security applet,
The cryptographic context of each security applet is preserved in the file stored on the PC hard drive. In such manner, a single crypto unit

is shared among a plurality of independent users.




AL
AN

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT.

Albania
Amenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus

Canada

Central African Republic
Conga
Switzerland
Cdte d'Ivoire
Camercon
China

Cuba

Czech Republic
Germany
Denmark
Esionia

ES
FI
¥R
GA
GB
GE
GH
GN
GR
iy
IE
IL
IS
IT
JE
KE
KG
KP

FOR THE PURPOSES OF INFORMATION ONLY

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinsa

Greece

Hungary

Treland

Tsrzel

Teeland

Ttaly

Japan

Kenya

Kyrgyastan
Democratic People's
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Liechtenstein

Sri Lanka

Eiberia

LS
LT

Lesctho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Maji

Mongolia

Mauritania

Malawi

Mexice

Niger

Netherlands

Norway

New Zealand

Poland

Porrugal

Romania

Russian Federation
Sudan

Sweden

Singapore

SI
SK
SN
SZ
TD
TG
Tl
T™
TR
TT
Ua
uG
us
uz
VN
YU
FAL

Slovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan

Viet Nam
Yugoslavia
Zimbabwe




WO 00/70429 PCT/US(0/13239

PUBLIC CRYPTOGRAHIC CONTROL UNIT END SYSTEM THEREFOR

Field of the invention

The present invention relates to cryptographic systems. In particular, the
present invention relates to a key management system and a shared public
cryptographic centrol unit.

Background of the invention

Many computer applications need to perform one or more secure functions. A
secure function of a computer program is a feature or operation of that
computer program that is highly resistant to tampering by the user.

For example, a software program may have an expiration date after which the
software program becomes inoperable. However, a typical software expiration
function is not secure because it is easily defeated by resetting the local
computer clock to an earlier time setting, or by modifying the software to
jump over the portion of the program that checks the lcocal computer clock.

As another example, a computer program that keeps a record of data accessed
from a local encrypted database for the purpose of charging for the metered
use of the local encrypted database typically has two critical registers. A
first register represents the amount of past data usage, and another
register represents the amount cf remaining credit. However, if updating the
usage and credit registers is not a secure function, the user could reduce
the contents of the usage register and/or increase the contents of the
credit register to defeat the system. Similarly, rented software that keeps
a record of its own usage for rental charge purposes needs a secure function
to prevent the user from tampering with the rental accounting registers, and
other critical internal registers and functions.

As another example, a remote access database may charge authorized users for
access to the database. A secure function is often needed to authenticate
the identity of each user before granting access to the database. Yet
another secure function 1is key management, i1.e., the distribution of
cryptographic keys to authorized users.

One class of secure function solutions is to implement secure functions in
software. Implementing a secure function in software has the advantage of
economy. Software implementations alsoc have the advantage of being
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universal. However, implementing a scftware secure function in software is
not as secure as implementing a secure function in hardware., ©On the other
hand, hardware implementation of a secure function is more costly than
software, and may require specialized hardware for each application. If each
application requires its own specialized hardware, a hardware implementation
of a secure function is not universal.

Summary of the invention

The present invention is embodied in a method and apparatus for using a
cryptographic contrel unit as a universally available, public cryptographic
control unit (crypte unit) in a system shared by multiple independent users.

The crypto unit contains a general-purpose computer processor having special
purpose hardware and firmware t¢ permit secure sharing of the crypte unit
resources. In particular, the cryptoc unit includes a microprocessor core
with a dedicated kernel of read only memory (ROM) control programming, a
general purpose random access memory (RAM), a real time clock and a host
input/output interface {i.e., to or from the desktop PC}). In addition, the
crypto unit includes a DES (Data Encryption Standard) engine, secure non-
veolatile storage for cryptographic keys, a signature registry RAM memory and
special purpose access register.

The crypto unit is installed as a peripheral device into any general-purpose
computer, such as a desktop PC. What makes the crypto unit a “public”
cryptographic control unit, is that it is available to the main application
program running on the PC as a secure computing resource.

In order to use the crypto unit resources, a portion of the main application
program corresponding to the secure function is stored on the PC. The secure
functions, which are called security applets herein, are loaded and unloaded
into the onboard RAM of the crypto unit, where each security applet is run.
By analogy to Java applets, which are downloaded and run inside browsers, a
security applet is a portable, executable file intended to be loaded into a
suitable computing entity and to perform one or more secure functions. In
this sense, the crypto unit is like a special purpose coprocessor adapted
for running security applications {(applets}.

The PC causes the security applet to be loaded intec the program control
memory of the crypto unit, which runs the applet and returns the result of
the secure function to the PC. However, unlike a typical coprocessor, access
to the crypto unit is not solely under the control of the desktop PC. That
is, the desktop PC may not load and run just any security applet. The crypto
unit and the system of which it is a part, provides its secure internal
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environment only socme security applets are granted permission to load and

run inside the crypto unit.

Tc secure the computing environment within the crypto unit, a cryptographic
operations center (OPC) is provided which CPC communicates with the crypto
unit. In particular, the crypto unit communicates with the OPC the first
time a new security applet is encountered, and before the new security
applet is allowed to run in the public crypte unit. The crypto unit alse
communicates with the OPC the first time a new crypto unit is installed on
the desktop PC. . The cryptc unit alse communicates with the OPC on a
regular periodic basis Furthermore, the software developer also communicates
with the OPC, prior to distributing a given security applet for the purpose
of obtaining the necessary permission for the given security applet load and
run in the crypto unit. Only if all necessary permissions are obtained from
the QPC will a given security applet be allowed to load and run in the
crypto unit.

OPERATING SYSTEM

The crypto unit operating system (0/S) consists of two parts: a ROM loader
contrcl program, and a native mode security applet. The RCM loader control
program is a compact dedicated Kernel of control programming which is stored
in ROM in the crypto unit. The native mode security applet, which may be
distributed by floppy disk, CDROM or telephcne modem, is & portable and
writable file typically stored in the hard drive of the desktop PC.

Critical security functions are implemented in the ROM loader <control
program. In particular, the ROM loader control program controls the loading
and unloading of security applets to and from the crypto unit and external
sources, including the loading and unicading of the native mode security
applet.

The native mode security applet has two main functions: to register the
crypto unit at the OPC upon first use of the crypto unit, and to grant
permission for the first use of each individual application security applet.
As a general rule, the native mecde security applet is used whenever the
crypto unit communicates with the OPC.

SYSTEM COPERATION

Application developers desiring to use the public eryptographic control unit
in their secure software application must first submit a proposed security
applet to the OPC for consideration. The proposed security applet must meet
certain standards including security standards. For example, the proposed
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security applet must be small enocugh to fit into the onboard RAM on the
crypto unit. fThe OPC further inspects the proposed security applet for

compliance with security standards.

After all security compliance tests are completed, the OPC grants or denies
permission for the proposed security applet to use the crypte unit.
Permission to use a proposed security applet consists of assigning a serial
number and a cryptographic code key C to the approved security applet. The
serial number and code key C are stored in an applet registry in the OQPC.
The developer uses the code key C in a process to encrypt the approved
security applet, and uses the serial number to identify the encrypted
security applet.

Upon start up initialization of the desktop PC, the cryptc unit RCM loader
control program loads the native mode security applet into onboard RAM in
the crypte unit. The ROM loader c¢ontrol preogram treats the native mode
security applet as though it has been previously granted permission from the
OPC to load and run in the crypto unit.

The RCM loader control program facilitates the shared use of the crypto unit
among multiple users. In particular, the RCM leoader control program unloads
{swaps out) the native mode security applet from conboard RAM in the crypteo
unit into the hard drive of the desktop PC to make room for iloading (swaps
in) a first application security applet into the onboard RaM.

The ROM loader control program then inspects the first application security
applet while it is loading. After determining that the loaded first
application security applet is entitled to access to the crypte unit
resources, the microprocessor in the crypto unit runs the first security
applet, thus turning over control of the crypto unit to the first security
applet.

When the first security applet is done, the crypto unit unloads (swaps out)
the presently loaded first security applet in encrypted form to the PC hard
drive, and loads (swaps in) the next security applet. The cryptographic
context of each security applet is preserved in the file stored on the PC
hard drive. In such manner, a single c¢rypto unit is shared among a plurality
of independent users.

If an unknown application security applet is encountered (i.e., a security
applet that has never been loaded into this particular crypto unit), the ROM
loader control program swaps back in the native mode security applet, which
establishes a secure communication session with the OPC. If the software
developer who wrote the unknown applicaticn security applet has been
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previously granted permission by the OPC to load and run that security
applet, then the crypto unit will receive from the CPC the cryptographic
keys needed to decrypt and run the unknown application security applet. At
the same time, the OPC records the crypte unit user identification in the
applet registry, thereby associating the crypto unit with the security
applet for which the CPC has granted permission to load and run. Thereafter,
the crypte unit will load and unload the security applet without further
communicaticon with the OPC.

Finally, when no application security applet is running, the ROM loader
control program, swaps in the native mode security applet back into the
onboard RAM in the crypte unit. In such manner, each independent user uses
the crypto unit for a respective separate secure application. Thus, a
plurality of independent users, using a plurality of independent secure
applicaticns shares the crypto unit.

Brief description of the drawings

Figure 1 is a block diagram of a public cryptographic system in accordance
with the present invention.

Figure 2 is a block diagram of a public cryptographic control unit in
accordance with the present invention.

Figure 3A is a flow chart diagram illustrating a method and apparatus for
generating an encrypted applet in accordance with the present invention.

Figure 3B is a flow chart diagram illustrating a method and apparatus for
decrypting an encrypted applet and loading the decrypted applet into the
onboard RAM of a public cryptographic control unit in accordance with the

present invention.

Figure 4 is a diagram of the secure memory page format for storing an
encrypted security applet in a PC hard drive memory.

Figure 5 is a flow chart diagram illustrating the process of developer
registration of a security applet at the cryptographic operations center in
accordance with the present invention.

Figure ¢ is a flow chart diagram illustrating the process of the desktop PC
initialization of a security applet at the cryptographic operations center

in accordance with the present invention.

Figure 7 is a flow chart diagram illustrating the method of crypte unit
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initialization by the ROM loader ceontreol program portion of the 0/S in
accordance with the present invention.

Figure BA is a flow chart diagram of the ROM loader control program portion
of the 0/5 showing a method for unloading (swapping out) a security applet
from the crypto unit to the PC in accordance with the present invention.

Figure 8B is a flow chart diagram of the ROM loader control preogram portion
of the 0/5 showing a method for loading (swapping in) a security applet from

the PC to the crypto unit in accordance with the present invention.

Figure 9A is a block diagram illustrating the method and apparatus for
decrypting and loading {swap in) a cryptographic context corresponding to a
security applet from the PC hard drive to the crypto unit RAM memory in
accordance with the present invention.

Figure 9B is a block diagram illustrating the methed and apparatus for
encrypting and unlecading (swap out) a cryptographic context corresponding to
a security applet from the crypto unit RAM memory to the PC hard drive in
accordance with the present invention.

Detailed description
SYSTEM OPERATION

A block diagram of a public cryptographic system shown in Figure 1 includes
a cryptographic operations center, OPC 21, a desktop PC 22, a software
developer PC 10 and a distribution media 20. The software developer uses a
software developer tool kit 12 to create a security applet 14. The security
applet 14 is designed to achieve a given secure function as part of a main
software application 16. The software developer distributes the software
application 16, included the encrypted 18 security applet 14 wvia some
distribution media 20.

In order to encrypt the security applet 14, a socftware developer at PC 10
sends a request 15 over a secure communications link such as a telephone
modem connection to the OPC 21. The request 15 includes the actual proposed
security applet 14. In response to the request 15, the proposed security
applet 14 is inspected at the QPC 21 for compliance with security standards.
For example, a proposed security applet 14 should not attempt to access and
cutput forbidden keys, tamper with the internal elapsed time counter (a
secure time clock) or set permission bits (discussed below} in the c¢rypto
unit to grant itself access sensitive areas. If the proposed security applet
14 does not meet security standards for any reason, it will be denied
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registration.

On the other hand, if the OPC 21 approves the security applet 14 for
registration, the OPC 21 will select a unique serial number (§/N} 17 and an
arbitrary code key C 19 to be asscciated with the applet 14. The S5/N 17 and
code key C 19 are communicated from the OPC 21 to the software developer PC
10 over the same secure telephone modem connection as is used for the
request 15. The OPC 21 retains a database of issued S/N's and corresponding
issued code key C’s in an applet registry 23. The proposed applet is thus
officially registered and is granted permission by the OPC 21 to ke used by
(i.e., be run by) any public cryptographic control unit.

The software developer at PC 12, uses the received code key C in an applet
encoder 18 process for encrypting the approved security applet 14. The
software developer at PC 12, further uses the received $/N 17 in the applet
encoder 18 process to identify the approved security applet 4. The
completed security applet (encrypted using code key € 19 and identified
using S/N 17) is placed in a software application 16 and distributed via
some distribution media 20 such as a floppy disk, CDROM, terrestrial
broadcast, satellite, cable television system or the like, t¢ desktop PC 22.

After the software application 16 is installed at the desktop PC 22, the
encrypted security applet is stored in the hard drive 26. The hard drive 26
typically holds a plurality of encrypted security applets, 28, 30, 32 which
correspond to a plurality of software applications being used on the desktop
PC 22. Each stored applet 32 contains an identifying S$/N, such as S/N 32A.
Desktop PC 22 further includes standard PC components such as a modem 24,
CPU 34, RCM 36, time clock 38, RAM 40 and input/output interface 42
connected over a standard PC bus 25. In addition, the desktop PC 22 includes
a crypto unit 44 having a unique unit identity (UID} 44A, which is coupled
to bus 25.

In operation, the first time a software application 16 stored on the desktop
PC 22 hard drive 26 requires the execution of an encrypted applet 32, the
desktop 22 establishes a secure communication session with the OPC 21. The
desktop PC 22 requests permission from the OPC 21 to use the encrypted
applet 32. To obtain permission, the crypto unit 22 sends its UID 44A and
the S/N 32A of the security applet 32 to the OPC 21.

The OPC 21 uses the previously supplied unigque S/N 17 to lookup the
corresponding arbitrarily supplied cede key C in the applet registry 23.
Also, the OPC 12 enters the transaction (use of S/N 32A by crypto unit 44)
by adding to the applet registry 23. The applet registry 23 is a record of
all registered security applet 5/N’s, the code key C that correspeonds to
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each 5/N, and all of the crypto unit UID’s that have been granted permission
to run each corresponding security applet. For example, the registry 23
shows that encrypted applet S/N 32A corresponding toc cryptographic code key
C = 7, has been registered, and that crypte unit UID = 44A has been granted
permission to decrypt and execute (run) the registered applet with S/N =
32A.

PUBLIC CRYPTOGRAHIC CONTROL UNIT

A public cryptographic control unit 44 in figure 2 comprises microprocessor
206, RAM memory 222, 224 and ROM memory Z208. The RAM memory is allocated to
storage of a signature registry 224 and a main crypte program control 222
area. The ROM 208 contains the loader cecntrol program portion of the 0/S.
Also included in the crypto unit 44 is a DES engine 218, a non-volatile
memory 220, an elapsed time (real time) counter 204 and an access control
register 212. A Thost ({desktop) PC 1interface 202 is provided for
communication between the crypto unit 44 and the host PC. Communication
within the crypto unit 44 is provided over a general-purpcse data bus 210
carrying address and data between components within the crypto unit 44.

The DES engine 218 facilitates cryptographic operations within the protected
environment of the crypto unit 44. For example, internal non-volatile memory
220 provides secure storage of cryptographic keys. The elapsed time counter
204 permits tamper proof time and date calculations within the secure
environment of the crypto unit 44. Critical cperations, such as reading or
writing to the elapsed time counter 204, accessing or changing the contents
of key storage in non-volatile memory 220, accessing or changing the
contents of the signature registry 224 are restricted by hardware. In
particular, access to the crypto unit is controlled by setting the
individual permission bits 216 (discussed kbelow) of the access register 212.

The access register 212 incluvdes a special protection feature to prevent a
security applet loaded in the program control RAM 222 from compromising the
secure features of the crypto unit 44. In particular, the access register
212 includes a permission register, and the individual permission bits 216
of the access register 212 define which resources a given security applet
will be allowed to access. For example, hardwired signals {allowance
controls) 226 provide hardwired limitations as to whether a given security
applet loaded in RAM 222 will be allowed to access all or part of the
signature registry 224, elapsed time counter 204, and the client key and
secure key storage area 220. The secret client key is unique to each crypto
unit and is stored in ncon-volatile memory 220 at the time of manufacture as
well as other cryptographic keys.
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A given security applet in RAM 222 is allowed to access ({(read or write)
critical operations only as granted permission from the access register 212.
The permission register is loaded from the decrypted security applet by the
loader control ROM 208 preogram. As a further precaution against unauthorized
access, the permission register 216 may only be accessed from instruction
execution in the loader control ROM 208. An address detect 214 is performed
whenever the permission register is being written with a new wvalue. In
particular, only if the address detect 214 indicates that the loader control
ROM is performing the permission bit loading, will the write enable signal
from the address detect 214 be active. In such manner, the permission
register 216 may only be loaded by the proper instruction sequence from the
loader control ROM 208. Therefore, security applets running out of RAM 222
may not change the permission bits of permission register 216.

PERMISSION BITS OF THE ACCESS REGISTER

Individual permission bits 216 of the access register 212 provide control of
the elapsed time counter 204. In particular, one permission bit controls
whether the elapsed time counter 204 may be read, and ancther permission bit
controls whether the elapsed time counter 204 may be written. Only the OPC,
through the native mode security applet, is given permission (via the

setting of a permission bit) to write a value into the elapsed time counter.

Individual permission bits 216 of the access register 212 provide control
over the client key and secure key storage in non-volatile memory 220. In
particular, one permission bit determines whether the applet has access to
read (but not write) the client key. The client key is factory installed and
may not be changed. The client key may be used in cryptographic calculations
relating to a secure applet by any software developer.

Other keys stored in non-velatile memory 220 include private keys for
specific software developers. That 1s, a given software developer may not
use the shared client key. Instead, a private key may be dedicated for such
given software developer. In such case, the permission bit corresponding to
a dedicated private key permits security applets from the given software
developer to access the dedicated private key. Security applets from cother
software developers will not set the permission bit for such dedicated
private key, and accordingly will not have access to the dedicated private
key. In addition, a separate permission bit 216 of access register 212
defines whether the loaded security applet may write a new dedicated private
key over an old dedicated private key in non-volatile memory 220. 1In
addition to dedicated private keys, non-volatile memory 220 may store
digital certificates used to authenticate the public ey portion of a
public-private key pair.
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Individual permission bits 216 of the access register 212 are used in
conjunction with the signature registry portion 224 of the RAM to provide
further access control as to which security applets may be loaded and
unloaded into the crypto unit. In particular, setting a cancellation flag
in a selected entry in the signature registry will cancel the selected
security applet. The crypte chip will thereafter not load or unload a
security applet designated by a cancellation flag in the signature
registry. Finally, the OPC may inactivate the entire crypto unit 44 by
setting an appropriate permission bit 216 that inactivates the crypte unit
44. An inactivated crypto unit 44 may not run any security applet, unless
the crypto unit 44 is reactivated by the OPC,

SECURITY AFPLET REGISTRATION

As indicated, application developers design security applets as part of a
main application program. The security applet is written specifically to run
on the crypto unit 44. The security applet must be compact enough to fit in
the onboard RAM (222 in figure 2} of the crypto unit. Security applications
too large to fit into the onboard RAM may be divided into two parts, i.e.,
into two security applets. Before a security applet can be distributed with
the main application program and rum on a crypto unit, the developer must
register the security applet with the OPC, As indicated, the developer
establishes a secure communication session with the OPC. A system suitable
for secure communication with the OPC is shown in U.S. patents 5,615,264,
5,761,283 and 5,764,762.

Fiqure 5 shows the developer registration process at the OPC. The OPC
receives a request for security applet registraticon at step 510. The request
includes the actual proposed security applet. The OPC inspects the proposed
security applet for appropriate cryptographic standards at step 512, For
example, the proposed security applet may not attempt to discover the client
key that is unique to each individual crypto unit, or any other secure key.
There can be neither export of code nor import of additional code. Indirect
program jumps are a security risk, as are indexed program loops. As a result
of experience from attacks on the security of the system, numercus tests can
be designed to assure that the proposed security applet is safe and properly
designed. If the proposed security applet fails to pass any test, the OQPC
denies registration of the proposed security applet at step 512.

If all tests are passed, the OPC selects a serial number S/N and a
cryptographic code key C at step 514. The QPC alsc enters the S/N and code
key € in an applet registry (23 in figure 1) at step 514. The registration
process in completed by sending the S/N and code key C for the newly
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registered applet to the software developer at step 516.
CRYPTOGRAPHIC CONVENTIONS USED

Figures 3A, 3B, SA and 9B show symbols representing cryptographic
operations. As used herein, the preferred process for encryption and
decryption is the Data Encryption Standard (DES).

Briefly, for the electronic code book mode (ECB) of DES, an input block of
64 bits (8 bytes) is transformed into an output block of 64 bits in
accordance with a 56 bit key. For decryption the reverse process is carried
out, transforming 64 input bits te 64 output bits using the same 56 bit key.
DES keys are typically represented in 64 bit, B byte quantities, with each
byte having seven bits plus one parity bit, or 56 key bits plus 8 parity
bits,

As used herein, performing a cryptographic operation on a variable under a
secret key means to encrypt (or decrypt) that variable (usually a key) using
the secret key to generate another key. Encryption may be performed under a
single key, or under multiple keys, such as a triple key set. Unless
otherwise indicated, encryption or decryption shall mean ECBE mode of DES
encryption or decryption under a triple key set. For triple key encryption,
a key set of three keys (key 1, key 2, key 3} is used to encrypt a variable
using DES as follows: encrypt with key 1, decrypt with key 2, and encrypt
with key 3. Triple key decryption is the reverse - decrypt with key 3,
encrypt with key 2, and then decrypt with key 1. CBC shall mean the cipher
block chaining mode of the DES standard using an initial vector, IV. Unless
otherwise stated, the IV for a CBC DES encryption or decryption shall be
zero.

CRYPTC UNIT INITIALIZATION AND REGISTRATION

Figure 7 1illustrates the methed of c¢rypte unit initialization and
registration by the ROM lcader contrel program. Upon powering up, the ROM
loader control program (in ROM 208 of figure 2) loads an initial native mode
security applet from the hard drive {26 in figure 1) into the onboard RAM
{222 in figure 2) at step 710. The ROM loader control program considers the
initial native mode security applet to be pre-approved and encrypted with a
fixed key. The initial native mode security applet is granted access to the
full resources of the crypte unit by enabling all permission bits of the
access register 216. After loading, control of the crypto unit is passed to
the initial native mode security applet that has just been loaded into the
onboard RAM.
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If this is the first time the c¢rypto unit was used, a registration process
is initiated at step 712. A secure communicaticn session with the QPC is
established at step 714, and the crypto unit enters a registration process
with the CPC 716. Registration consists of entering data identifying the
user (name, address, etc.) and forwarding the user data associated with the
UID of the crypto unit to the OPC. During the communication session with the
OPC 716 at step 714, the OPC 716 has an opportunity to download any progranm
changes to update the initial native mode security applet. After the
registration process is complete, program control is returned to the desktop
PC. The cryptc unit then enters a wait state until the desktop PC is ready
to load the first security applet in the crypto unit to be run.

ENCRYPTION OF A REGISTERED SECURITY AFPPLET

Security applets are encrypted. Figure 3A is a flow chart diagram of the
encryption key suite for security applet encryption. The software developer
begins with the desired security applet 322. As indicated above, the
security applet 322 has been previously sent to the OPC by the software
developer, and an applet S/N 320 and code key C 318 have previously been
received as part of the applet registration process.

The software developer selects a code key A (the programmer key) of its own
choosing at step 302. Code key A is then encrypted in encryptor 304 under
code key C to form encrypted code key A’. The security applet 322 is triple
key CBC encrypted in encryptor 324 wunder code key A. A message
authentication code (MAC) 1is calculated in encryptor 326. The MAC (also
known as a manipulation detection c¢ode) is a digital signature appended to
an encrypted packet that is checked by the receiver of the encrypted packet
to verify that the contents of the encrypted packet have not been changed.
The MAC is generated by assembling the §/N 320, code key A’ and the
encrypted security applet from the ocutput of encryptor 324 into a secure
packet at step 306.

The purpose of assembling a secure packet 306 is to generate a MAC 316 in
encryptor 326 and append it to the secure packet to form a secure page. The
developer MAC key is formed by encrypting the S/N 320 under the code key C
318 in encryptor 328. The MAC signature itself is generated by triple key
CBC encrypting 326 over the secure packet 306. In particular, the last
porticn of the output of encryptor 326 forms the MAC signature 316, which is
appended to the secure packet 306.

The computed MAC is combined with the secure packet 306 teo form a secure
page 308, which is outputted from the crypto unit and ultimately stored in
the hard drive 26 of the host PC.
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The format of the secure memory page for storing an encrypted security
applet in a PC hard drive memory is shown in figure 4. The secure memory
page begins with the secure packet (8/N 31C fcllowed by the code key A’ 312,
foliowed by the encrypted security applet 314) zand is terminated with the
computed MAC 316.

INITIAL LOADING AND DECRYPTION OF A SECURITY APPLET

The crypto unit decrypts an initially encountered encrypted security applet
as shown in the encryption key suite flow chart diagram of figure 3B. Since
this is an initial loading of a security applet that has not been run
before, the S/N 310 will not be found in the applet signature registry
portion of RAM 224. (In the case where the S/N is found in the signature
registry 224, the encrypted applet has been run before, and figure 9A will
be applicable). As previously indicated, for an initially encountered
security applet, the native mode security applet has sent the S/N 338 to the
OPC, and received code key C 336 from the OQPC.

First, the software developer code key A is recovered by decrypting code key
A’ 312 in decryptor 330 under code key C 336. The encrypted security applet
314 is triple key CBC decrypted in decryptor 332 under recovered code key A
from the output of decryptor 330. The MAC for the secure packet (S5/N 310,
code key A’ 312 and encrypted security applet 314} is computed in triple key
CBC encryptor 340 under the developer MAC key. The developer MAC key is
computed by encrypting the S/N 338 under the code key C 336 in encryptor
348, which is coupled to the key input of encryptor 340.

The computed MAC at the output of encryptor 340 is compared with the
received MAC 316 in comparator 342. If the computed MAC and received MAC are
egual 344, then AND gate 334 is enabled, and the decrypted security applet
at the output of decryptor 332 is stored in the crypto control portion 222
of onboard RAM. However, if the computed MAC and received MAC are not equal
346, then the security applet will not be allowed to load into onboard RAM
222 and run. Instead, AND gate 334 is not enabled, and the decrypted
security applet at the output of decryptor 332 is not stored in the crypto
control portion 222 of onboard RAM. An error message is returned te the
desktop PC.

OPC CONTROL OVER SECURITY APPLET LOADING
The present system gives the OPC control over whether a security applet can

be loaded into a given crypto unit. Figure 6 illustrates the initial loading
control process at the OPC. After receiving the S/N form the desktop PC at
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the OPC at step 610, the OPC checks whether the applet has a valid S/N at
step 612. If not, the OPC returns an error message that the security applet
is “INVALID”. The OPC checks whether S/N, if originally valid, has since
been cancelled at step 614. If sc, the OPC returns an error message that the
security applet has been "“CANCELLED”. The CPC checks whether the given
crypto unit, didentified by its UID, 1is allowed tc leoad this particular
security applet 616. If not, the OPC returns an error message that the
loading of the security applet is “DISALLOWED”. If the S/N is valid, not
cancelled, and the crypto unit is allowed to load the security applet, code
xey C is looked up in the applet registry at the OPC and sent te¢ the crypto
unit at step 6€18.

In such manner, the OPC maintains contreol over initial security applet
installation. For example, 1if a security applet has been rewritten to
correct a problem, the OPC will not allow subsequent users to install the
earlier version into the crypto unit. If a given crypto unit UID is known to
be compromised, no further security applet leoading will be allowed for that
crypto unit UID.

ROM LOADER CONTROL O/S5 - CRYPTCGRAPHIC CONTEXT SWAPFING

The ROM loader control program (0/S) of the crypto unit supports multiple
simultanecus users. To switch among users, the cryptographic context of the
current security applet is unlcaded from the crypto unit and steored in the
hard drive of the desktop PC. Then, by retrieving a previously stored
cryptographic context of a previously run security applet from the hard
drive of the desktop PC, the crypto unit is restored to a previous
cryptographic state corresponding to such previously run security applet. As
used herein, the terms “encrypted security applet”, “cryptegraphic context”
and “encrypted security applet in (with or incliuding) its cryptegraphic
context” are all intended to be substantially equivalent terms.

In the present embodiment, the software developer configures the security
applet to save the cryptographic parameters in the crypto program c¢ontrel
portion 222 of onboard RAM (fiqure 2) before the program exits. The software
developer anticipates which security parameters are needed for its security
applicaticon and will be required to restore the crypto unit to its previous
cryptographic state and continue the security application.

In some security applications, all of the cryptographic parameters of the
crypto unit will be needed to restore the crypte unit. In other security
applications, only a subset of the c¢ryptographic parameters will be needed.
In an alternate embodiment, the crypto unit automatically stores the entire
cryptographic state of itself (the crypto wunit}) in a separate file
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associated with each security applet. In the latter case, the burden of
switching cryptographic states {storing and restoring cryptographic
contexts) is carried out automatically by operation of the crypto unit, and

without intervention by the deveioper software.
In the present embodiment, the cryptographic context £file for a given

security applet includes the security applet plus the cryptographic state of
the crypto unit. The format of the cryptographic context is given below:

TABLE I - CRYPTOGRAPHIC CONTEXT (29K)

Cleartext Header:
Serial no. (8/N}, size,

revision #, time stamp

Program data - the security applet

Persistent register storage

Heap {(temporary storage)

Stack

MAC/signature

Except for the cleartext header, the cryptographic context is encrypted. The
cleartext header consists cof the following fields:

Serial no. (8/N): The S/N is the original serial number issued to the
software developer for the security applet during the registration process.

Size: Corresponds to the number of bytes in the cryptographic context to be
unloaded from the crypto unit and stored in the hard drive.

Revision #: Used for tracking changes to the originally registered security
applet.

Time stamp: Corresponds to the contents of the crypto unit real time clock
at the time of unloading.
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The encrypted portion of the cryptographic context consists of the feollowing
fields:

Program data: The security applet including any modifications made during

program execution.

Heap (temporary storage): Parameters representing the cryptographic state
of the crypto unit just prior to unloading.

Stack: Program stack storage such as return addresses for nested

subroutines.
MAC/signature: The MAC computed over the entire cryptographic context.
TABLE II - SIGNATURE REGISTRY

The signature registry 224 portion ¢f onbeocard RAM has the following format:

Serial no. (S/N) MAC (signature) Flags
S/ 1 : MAC 1 Flag 1
S/N 2 MAC 2 Flag 2
S/N 31 MAC 31 Flag 3

S/N: Serial number of applet

MAC: Message authentication code for the applet cryptographic context stored
in the PC hard drive.

Flags: Flags stored in the signature registry include an applet cancellation
flag, which is set by the OPC to prevent any further use of the cancelled
applet.

FIGURE 8A ROM LOADER CONTROL O/S - SWAP OUT

A flow chart diagram cf the swap out portion of the ROM loader control
program (O/S) is shown in figure BA. The function of the swap ocut portion of
the operating system is to unload the security applet currently running in
the crypto unit, including its cryptegraphic context, to the hard drive of
the desktop PC. For example, the security applet may have internal register
storage, stack pointers and other program parameters, which are modified
during execution and constitute part of its cryptographic context.
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In figure B8A, when the current security applet is done at step 810, the
cryptographic state of the crypto unit is saved in onboard RAM at step 812.
The stared cryptographic state includes the state of DES engine {218 in
figure 2) and any other variable needed to restore the crypto unit to its
current condition. Then, the RAM ceontents are encrypted at step 814 (in
accordance with the encryption key suite shown in figure 9B). The MAC for
the encrypted RAM contents including the clear text header and S§/N is
computed at step 816, and the MAC is stored (or updated) in the RAM
signature registry 224 at step B18. A secure page is assembled at step 820
and stored on the hard drive of the desktop PC at step 822,

FIGURE BB ROM LOADER CONTROL 0/S - SWAP IN

A flow chart diagram of the swap in portion of the ROM loader control
program (0/S) is shown in figure 8B. The function of this portion of the
operating system is to load the next security applet to the onboard RAM to
run in the crypte unit, including restoring its respective previous

cryptographic context, if any, from the hard drive of the desktop PC.

In figure 8B, when it is time to load a security applet into onboard RAM,
the RCM loader control program first checks whether the S/N is in the
signature registry pertion of RAM (224 in figure 2) at step B830. The
presence or absence of the S/N in the signature registry 224 determines
whether or not this crypte unit has run this particular security applet

befcre.

If the applet 5/N is not in the registry, the crypto unit had not yet run
this particular security applet. Then the program checks at step 834 to
determine whether the signature registry is full or whether it has room for
an additional entry. If the signature registry is full, an error message of
“"REGISTRY FULL” is returned. If the signature registry is not full, the ROM
loader control program swaps in the native mode security applet at step
838, which establishes a secure communication with the CPC as described
above in accordance with figure 6.

As indicated above in conjunction with figure 6, the native mode security
applet sends the S/N of the proposed security applet to the OPC at step B38
and obtains a code key C at step 83%9. Also as indicated above, the crypto
unit uses the received code key C to decrypt the proposed security applet
and compute the MAC for the security applet at step 837. The decryption key
suite for a security applet loaded into a given crypto unit for the first
time has been described above in conjunction with figure 3B.
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If the crypte unit has run this particular security applet before, then the
5/N will be found in the registry at step 830. In such case, the MAC is
retrieved at step 832 from the signature registry portion of RAM (224 in
figure 2). The security applet is decrypted (with its cryptographic context)
and the MAC is computed in step 836. The key suite for decrypting the stored
applet and computing the MAC is described below in conjunction with figure
9A.

At this stage of the swap in process, there are 3 MACs associated with the
security applet (with its cryptographic context) that the ROM loader contrel
program (0/S) is attempting to load into the onboard RAM of the crypto unit.
There is a first MAC retrieved from the signature registry, a second MAC
received with the stored cryptographic context from the desktop PC and a
third MAC computed over the incoming encrypted applet. If all 3 MACs are
equal to each other at step 840, then the decrypted security applet is
loaded into the crypto program control portion of RAM, and execution of the
security applet is begun at step 842. COtherwise, an error message of “ACCESS
DENIED” is returned to the PC from step B40.

CRYPTOGRAPHIC CONTEXT FILES

Figure 9A (swap in) and figure 9B ({swap out} show the respective decryption
and encryption key suites for swapping security applets ({(in respective
cryptographic contexts) between the crypto program control portion of RAM
222 and the hard drive 26 on the desktop PC. In particular, figure 9A is a
block diagram illustrating the method and apparatus for decrypting and
loading (swap in) a cryptographic context corresponding to a security applet
from the PC hard drive to the cryptoc unit RAM memory. Figure 9B is a block
diagram illustrating the method and apparatus for encrypting and unloading
(swap out) a cryptographic context corresponding to a security applet from
the crypto unit RAM memory to the PC hard drive.

CRYPTOGRAPHIC CONTEXT SWAP OQUT - FIGURE SB

In figure 9B, the contents of the crypto procgram control portion of RAM 222
are to be unloaded as an encrypted file 962A in hard drive 26. The signature
registry portion 224 of RAM memory is not unloaded. The wvarious encryption
keys generated are based on a first fixed string & 940, a second fixed
string B 956 and a secret key, called the client key 942. The client key 942
is stored in a programmable memory (220 in figure 2). The client key memory
942 is typically non-volatile, and may be implemented by any suitable non
volatile memory, such as fuseable link, EEPROM, battery backed up RAM and
the like. The stored client key 942 is unigue to each <¢rypto unit and is
installed at the time of manufacture.
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First fixed string A 940 is encrypted under the client key 942 in encryptor
544. The output of encryptor 944 is used as the key in encryptor 946 to
encrypt the S/N (cleartext) of the applet te be unloaded. The output of
encryptor 946 is used as the key to encrypt the security applet in triple
key CBC encryptor 948. Note that the encryption key (to encryptor 948) for
the security applet swap out is not the same key as was used for initial
loading of the security applet. For initial loading of the security applet,
the key used was the developer code key A. In figure 9B, the key used for
unloading is a function of fixed string A 940, the S/N and the client key
942. Since each client key is unique to each crypte unit, the swapped out
cryptographic context stored in the hard drive 26 may not be swapped back
into another crypto unit. That is, once a security packet has been swapped
cut of a crypto unit to the hard drive 26 using one client key, the swapped
out security packet (in its cryptographic context) cannct be lecaded into a
different crypto unit having a different client key.

To generate a MAC for the cryptographic context (which includes the security
applet}, a secure packet 9530 is assembled. The secure packet 950 consists of
the S/N in the <clear and the encrypted security applet (with its
cryptographic context). The MAC is generated by triple key CBC encrypting
the secure packet under a key derived from the ocutput of encryptor 954. As
can be seen from figure 9B, the MAC key output from encryptor 954 is a
function of fixed string B 956, (and via encryptors 944 and 946) the S/N,
the client key 942 and fixed string A 940.

In particular, the output of encryptor 946 is input as the encryption key to
encryptor 954, which encrypts fixed string B to be the MAC key to triple key
CBC encryptor 952. The MAC at the output of encryptor 952 is assembled along
with the secure packet to form a secure page 958. The secure page 958 is
stored 962A in the hard drive 26 along with other cryptographic contexts
962N as well as the cryptographic context of the swapped out native mode
security applet 960.

CRYPTOGRAPHIC CONTEXT SWAP IN - FIGURE SA

When the crypto unit switches between multiple simultaneous security
applications, a previously stored cryptographic context 912, 918A - 918N in
figure SA is loaded from the hard drive 26 to the crypto program control
portion 222 of on board RAM, The crypto unit uses the contents of the
signature registry 224 to determine whether each of the previously stored
cryptographic contexts 912, 918A to 918N will be aliowed to load and run.
The native mode security applet in its cryptographic context 912 is swapped
in and out of the crypto unit in the same manner as the other multiple
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simultaneous security applets 918A - 918N run by the crypto unit.

The key suite of figure 9A (swap in) carries out the reverse cryptegraphic
process of the key suite in figure 9B (swap out}. In particular, fixed
string A 910 is encrypted under the client key 914 in encryptor 9%1é. The
output of encryptor 916 is used as the key in encryptor %20 to encrypt the
8/N of the security applet and cryptographic context 918A to be loaded. The
output of encryptor 920 is used as the applet decryption key to decrypt the
security applet cryptographic context in triple key CBC decryptor 922. The
applet decryption key (to decryptor 922) for the security applet swap in is
the same key as was used to encrypt the security applet during swap out.

The MAC key for the cryptographic context 918A is computed by first
encrypting fixed string B 930 under the applet decryption key (output of
encryptor 920) in encryptor 932. The output of encryptor 932 is then used as
the key in encryptor 926 to form a computed MAC cover the secure page pertion
of the cryptographic context 918A. To check the MAC, the stored MAC from the
signature registry portion 224 of RAM is retrieved. Then, all three of the
computed MAC from the output of encryptor 926, the stored MAC from the
signature registry 224 and the received MAC from the cryptographic context
918A are compared in comparator %28. If all three MACs are equal at step
934, then AND gate 924 is enabled to load the received security applet into
the crypto program control pecrtion 222 of RAM. If any one of the three MACs
are not equal to the others at step 936, then AND gate 924 is not enabled to
load the received security applet intc the cryptoc program control portion
222 of RAM.

SECURITY APPLET SWAPPING

Security applets may be swapped int¢ the crypto unit by either a one pass or
a two pass process. A two pass process has been described above. That is,
the ROM loader control program inspects an encrypted security applet before
loading it into the crypto preogram control portion of onboard RAM. In a two
pass implementation, if all MAC signature tests are passed, the security
applet is then decrypted and loaded intoc onboard RAM in a second pass. If
loading is disallowed on the first pass, no portion of the security applet
will be loaded into onboard RAM on the second pass.

In a one pass implementation, the ROM loader control program inspects an
encrypted security applet while simultaneously decrypting and loading the
decrypted security applet into the crypto program control portion of onboard
RAM., If the MAC signature test fails (step 840 in fiqure 8B} control over
the crypto unit is not passed to the just loaded security applet. Instead,
the next security applet or the native mode security applet is loaded into
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the crypto program control portion of onboard RAM overwriting the previously
loaded disallowed security applet. However, if the MAC signature test is
passed, then the ROM lcoader control program passes contrel over the crypto
unit to the just loaded security applet.

A two pass embodiment is generally mere secure, because no portion of the
new security applet is loaded inte crypto program control portion of RAM 222
before all MAC signature tests are preformed. A one pass embodiment
generally results in faster security applet swapping because the new
security applet begins execution in the onboard RAM without waiting for a

second pass.
CRYPTO UNIT SUPERVISION BY THE OPC

The crypte unit 44 in figure 1 is periodically supervised by the OPC 21.
That is, at least once per month, or at any other selected time interval,
the crypto unit 44 initiates a communication session with the OPC 21.
Communication may be via modem 24 to a dial up connection or via the TCPB/IP
protocol over an Internet connection. In either case, the state of the
crypto unit 44 is reported to the OPC 21. The purpose of the periodic
communication is to synchronize the contents of the crypto unit 44 with what
is expected at the OPC 21.

For example, during periodic communication with the OPC 21, the elapsed time
counter 204 (figure 2) is <checked against its expected valus and
synchronized if necessary. Any wide discrepancy of elapsed time may be an
indication of tampering, and may result in inactivation of the crypto unit
by the QPC. The OPC can set one or more of the permission bits 216 in access
register 212 to inactivate a crypto unit. Once inactivated, zan inactive
crypto unit may not load or run any security applet.

Also, during periedic communication with the OPC 21, the signature registry
{224 in figure 2) is checked to review which security applets have been
loaded and run in that crypto unit. If a security applet has since been
cancelled {i.e., system wide permission teo run that security applet has been
withdrawn), the cancellation flag corresponding to that security applet will
be set in the signature registry. Thereafter, in conjunction with the
allowance controls (226 in figure 2), the crypto unit 44 will not swap in
(load) the cancelled security applet.
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What is claimed is:

1. In a cryptographic key distribution system, including a user computer
having a cryptographic control unit, a software developer computer and a
cryptographic operations center, a method comprising:

generating a first security applet at said software developer computer;

transmitting said first security applet from said software developer
computer to salild cryptographic operations center;

receiving a first cryptographic key from said cryptographic operations
center at said software developer computer:

receiving a first serial number from said cryptographic operaticns center at
said software developer computer;

using said first cryptographic key in a process to encrypt szid first
security applet to form a first encrypted security applet;

appending said first serial number to said first encrypted security applet
to form a first secure packet; and

distributing said first secure packet to said user computer.

2. A method in accordance with claim 1, wherein said crypteographic control

unit includes a program control memory, said method further comprising:

transmitting said first serial number from sald cryptographic control unit
to said cryptographic operations center;

receiving said first cryptographic key from said cryptographic cperations
center at said cryptographic control unit;

using said first cryptographic key in a process to decrypt said first
security applet from said first encrypted security applet; ang

loading said first security applet in said program control memory.
3. A method in accordance with claim 1, wherein said step of using said

first cryptographic key in a process to encrypt said first security applet
to form a first encrypted security applet further cemprises:
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encrypting said first security applet at said software developer computer

under a programmer key to form a first programmer encrypted security applet;

encrypting said programmer key at said software developer computer under
said first cryptographic key to form a first encrypted programmer key;

appending said first encrypted programmer key and said first programmer
encrypted security applet to form said first encrypted security applet.

4, A method in accordance with claim 2, wherein said software developer
computer further includes a programmer key encrypted under said first
cryptographic key to form a first encrypted programmer key in said first
encrypted security applet, and said step of wusing said first cryptographic
key in a process to decrypt said first security applet from said first

encrypted security applet at said user computer comprises:

receiving said first secure packet including said first programmer encrypted
security applet at said user computer:;

decrypting said first encrypted programmer key at said user computer under
said first cryptographic key to form a recovered pregrammer key; and

decrypting said first programmer encrypted security applet under said
recovered programmer key to recover said first security applet.

5. A method in accordance with claim 1, further comprising:

storing a security applet registry table recording the correspondence
between a plurality of security applets, cryptographic keys and serial
numbers, said security applet registry table having an entry indicating that
said first serial number and said first cryptographic key correspond to said
first security applet.

6. A method in accordance with c¢laim 2, wherein said user computer includes
a first user identification number, said method further comprising:

transmitting said first user identification number from sald user computer
to said crypteographic cperations center;

storing a security applet registry table recording the correspondence
between a plurality of security applets, cryptographic keys, serial numbers
and user identification numbers, said security applet registry table having
an entry indicating that said first serial number, said first cryptographic
key and said first user identification number correspond to said first
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security applet.

7. A method in accordance with claim 2, wherein said user computer further
includes a user computer hard drive memory, and said system further includes
a second software developer computer, a second security applet having a
respective second serial number and second cryptographic key corresponding

thereto, said method further comprising:

encrypting the contents of said user control memory in a process using a
first user computer key to form a first encrypted security context;

storing said first encrypted security context on said user computer hard

drive memory; and
loading said second security applet in said program control memory.
8. A method in accordance with claim 7, further comprising:

encrypting the contents of said user control memory in a process using a
second user computer key to form a second encrypted security context;

storing said second encrypted security context on said user computer hard

drive memory;

decrypting said first encrypted security context in a process using said
first user computer key to recover said first security context; and

loading said first security context in said program control memory.
9. In a cryptographic key distribution system, including a user computer
having a cryptographic contrel unit, a software developer computer and a

cryptographic operaticns center, an apparatus comprising:

means for generating a first security applet at said software developer
computer;

means for transmitting said first security applet from said software
developer computer to said cryptographic operations center;

means for receiving a first cryptographic key from said cryptographic
cperations center at said software developer computer;

means for receiving a first serial number from said cryptographic operations
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center at said software developer computer;

means for using said first cryptographic key in a process to encrypt said
first security applet to form a first encrypted security applet;

means for appending said first serial number to said first encrypted
security applet to form a first secure packet; and

means for distributing said first secure packet tc said user computer.

10. An apparatus in accordance with claim 9, wherein said cryptographic
control wunit includes a preogram control memory, said apparatus further

conmprising:

means for transmitting said first serial number from said cryptographic
control unit to said cryptographic operations center;

means for receiving said first cryptographic key from said cryptographic
operaticns center at said cryptegraphic control unit;

means for using said first cryptographic key in a process teo decrypt said
first security applet from said first encrypted security applet: and

means for loading said first security applet in said program control memory.

11. An apparatus in accordance with claim 9, wherein said means for using
said first cryptographic key in a process to encrypt said first security
applet to form a first encrypted security applet further comprises:

means for encrypting said first security applet at said software developer
computer under & programmer Kkey to form a first programmer encrypted
security applet:

means for encrypting said programmer key at said software developer computer
under said first cryptographic key to form a first encrypted programmer key;

means for appending said first encrypted programmer key and said first
programmer encrypted security applet to form said first encrypted security
applet.

12, An apparatus in accordance with claim 10, wherein said software
developer computer further includes a procgrammer key encrypted under said
first cryptographic key to form a first encrypted programmer key in said
first encrypted security applet, and said means for using said first
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cryptographic key in a process to decrypt said first security applet from
said first programmer encrypted security applet at said user computer

comprises:

means for receiving said first secure packet including said first programmer
encrypted security applet at said user computer;

means for decrypting said first encrypted programmer key at said user
computer under said first cryptocgraphic key to form a recovered programmer
key; and

means for decrypting said first programmer encrypted security applet under
said recovered programmer key to recover said first security applet.

13. An apparatus in accordance with c¢laim 9, further comprising:

means for storing a security applet registry table recording the
correspondence between a plurality of security applets, cryptographic keys
and serial numbers, said security applet registry table having an entry
indicating that said first serial number and said first cryptographic key
correspond to said first security applet.

14. An apparatus in accordance with claim 10, wherein said user computer
includes a first user identification number, said apparatus further
comprising:

means for transmitting said first user identification number from said user
computer to said cryptographic cperations center;

means for storing a security applet registry table recording the
correspondence between a plurality of security applets, c¢ryptographic keys,
serial npumbers and user identification numbers, said security applet
registry table having an entry indicating that sald first serial number,
said first cryptographic key and said first user identification number
correspond to said first security applet.

15. An apparatus in accordance with claim 10, wherein said user computer
further includes a user computer hard drive memory, and said system further
includes a second software developer computer, a second security applet
having a respective second serial number and second cryptographic key
corresponding thereto, said apparatus further comprising:

means for encrypting the contents of said user control memcry in a process
using a first user computer key to form a first encrypted security context:;
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means for storing said first encrypted security context on sald user

computer hard drive memory; and

means for loading said second security applet in said program control

memory.
16. An apparatus in accordance with claim 15, further comprising:

means for encrypting the contents of said user control memory in a process
using a second user computer key to form a2 second encrypted security

context;

means for storing said second encrypted security context on said user

computer hard drive memory;

means for decrypting said first encrypted security context in a process
using said first user computer key to recover sald first security context;

and

means for loading said first security context in said program control
memory.

17. In a cryptographic key distribution system, including a user computer
having a cryptographic control unit, a software developer computer and a
cryptographic operations center, said software developer computer generating
a first security applet and encrypting said first security applet in process
using a first cryptographic key te form a first encrypted security applet
and distributing said first encrypted security applet teo said user computer,
a cryptographic key distributien method at sald cryptographic operations
center comprising:

receiving said first security applet from said software developer computer
at said cryptographic coperations center;

transmitting a first serial number from said cryptographic operations center
to said software developer computer;

transmitting a first cryptographic key from said cryptographic operations
center at said software developer computer;

receiving said first serial number from said cryptographic contrel unit at
said cryptographic coperations center;
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transmitting said first cryptographic key from said cryptographic operations

center to said cryptographic control unit.

18. A method in accordance with claim 17, wherein said cryptographic control
unit includes a program control memory, said methed further comprising:

receiving said first encrypted security applet at said cryptographic control
unit including said first serial number;

transmitting said first serial number from said cryptographic control unit
to said cryptographic operations center;

receiving said first cryptographic key from said cryptographic operations
center at said cryptographic control unit;

using said first cryptographic key in & process to decrypt said first
security applet from said first encrypted security applet; and

leoading said first security applet in said program control memory.

19. In a cryptographic key distribution system, having a software developer
computer and a cryptographic operations center, said software developer
computer generating a first security applet identified by a first serial
number, and encrypting said first security applet in process using a first
cryptographic key to form a first encrypted security applet, said system
further including a user computer having a cryptographic control unit with a
program centrol memory, a method comprising:

receiving said first security applet including said first serial number at
said cryptographic contrel unit;

transmitting said first serial number to said cryptegraphic operations
center;

receiving said first cryptographic key from said cryptographic operations
center at said cryptographic control unit;

using said first cryptographic key in a preocess to decrypt said first
security applet from said first encrypted security applet; and

loading said first security applet in said program control memory.
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20. In a cryptographic key distribution system, including a user computer
having a cryptographic control unit, a software developer computer and a
cryptographic operations center, said software developer computer generating
a first security applet and encrypting said first security applet in process
using a first cryptographic key to form a first encrypted security applet
and distributing said first encrypted security appiet to said user computer,
a cryptographic key distribution apparatus at said cryptographic operations

center comprising:

means for receiving said first security applet from said software developer
computer at said cryptographic operations center;

means for transmitting a first serial number from said cryptographic
operations center to said software developer computer;

means for transmitting a first cryptographic key from said cryptographic
operations center at said software developer computer;

means for receiving said first serial number from said cryptographic control
unit at said cryptographic operations center;

means for transmitting said first cryptographic key from said cryptographic

operations center to said cryptographic control unit.

21. An apparatus in accordance with claim 20, wherein said cryptographic
control unit includes a program control memory, said apparatus further
comprising:

means for receiving said first encrypted security applet at said
cryptographic control unit including said first serial number;

means for transmitting said first serial number from said cryptographic
control unit to said cryptographic operations center;

means for receiving said first cryptographic key from said cryptographic
operations center at sald cryptographic control unit;

means for using said first cryptographic key in a process to decrypt said
first security applet from said first encrypted security applet; and

means for loading said first security applet in said program control memory.
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22. In a cryptographic key distribution system, having a software developer
computer and a cryptographic operations center, said software developer
computer generating a first security applet identified by a first serial
number, and encrypting said first security applet in process using a first
¢ryptographic key to form a first encrypted security applet, said system
further including a user cemputer having a cryptographic centrol unit with a

program control memory, an apparatus comprising:

means for receiving said first security applet including said first serial
number at said cryptographic control unit;

means for transmitting said first serial number to said cryptographic
operations center;

means for zreceiving said first cryptographic key from said crypteographic
operations center at said cryptographic control unit;

means for using said first cryptographic key in a process to decrypt said
first security applet from said first encrypted security applet; and

loading said first security applet in said program control memory.
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RU—IREPEFERRNEKE, MRZEPEFERRAT—1N4H, Y
FRE—FFIS. ARG - EBERNTRE—RFPRISHETRRAE —%E
PEFF.

15, MAFIEK 10 FrAMERE, REEETFHRRBFAHENERE-IAF
HENEEENFEE BRRERRE I BE_RHFRIHEN. ~MRH
HENBEZFINSREZNENEZEHEHANE_R2/PEF, IRRELE
&
AFEEHE—RP it BNERE-MENZ2ATHIB P MERERF
HHEERRE;

ATHRE—"MENZEAFTFANRAAHTENNEREFHEBKE; W

ATHRARE_R& PEFNBRINBFREGFHBNEE.

16, WAFER 15 TRMNKE, HFTETEEE;

BATEEASZSZAFHENEARRE —NTEREAENIR P NEFEAR
FERFHEBNIEE; |

ATHAREMENRLAREATRE P EHESR E) F S M03%
E;
HTEERFRE—HAHEIESREE R PBFALEPREFRE
F—MENRLEAETNEER: f

RTRFRR —REAZMBEFTEAEFEHEFRBNEE.

17. " FATEBEASERKN T, REAE—TRE -1 EBEHE
TRAPHEN. — M REFRETENN A EBREPL, FREGFRE
HENFEE—RL/PIEF, CECRE—TREHERRE - MBEN R NEF
MEETMERRNE—REPMEF, FBFTRE—MELRL/PEFIREGH
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BROAFTEN, HETETERREDSRAETLLNTFEEHALIR T EAE:
ERREBRETOAMRRGARETEINREKABRE —REEF:
HME—FFSAFTREBREPLRBINFBERMGF REHEN;
BE-—EBTEANFRERREPLREIFBRGETRETEN,
EHRERREPFLONFTREBEHEATRUFRE—FH S,
BARE-FHEEANTRERREPLREDTREBEH £T.

18, MAFIER 17 TR &%, ARFEETHREFEEHMETRE M EF
BHlFES, RrTEREE:

ERREEEHACRERAEE-FISHE--NELLPEF;

MR E—FISNFRERREGHETREBFBEBRMEF L,

ERRERNEHETAMREBREPLERTES —EBFH,

EMNFIRE—MENREINEFBREFRE R EFNIBFERARR
R—ENREH: D

HIRE—=Z£ N EFMBIARAREFEHERSE.

19. —AHTERTAIERANTE, RERF—MREFREGENM
— AN ERBEPE, FRRGEFREFHENE-THE—FIFTRINE %
2IEBRFAECRFE ERTEHERE - NERZLPEFNLETINERRES
—ZEMEF, FIRREH#—FEBRANT M EFEHTFEBRNERERET
BAFTENL, AREETHRAFEGSE:

ERREREHP L ENEERRE—FISHNE—REMEF:

¥R R — 35 REBFEELREPO;

EFREBESRTNTRFEREETLENFTRE —HEBEH,

EMNFTRBE—MERLIEFBREFRE L2 PIEFHNIBEFERARASE
—EBEH: M

BERE—RLPEFMBIFTREFEHFHES.

20, E— N ENEFASRRET, 8- IMRATERMETHE T E.
N REFREFENN—PMEBREPL, FREKEFRETENTE IS
—RENEFAEFRAE -EHNTORRE - NENEZLPIEFOLIEPINE
FRE—REMNEF, HFEFRE—ZEPIEFSEIFRATEN, HSE
ETHREDREPLAENEFDEAIREEQLRE:

RATERREBREFOLAFRIGFRETHENERFTRE—REMER
HEE;

ATHE—FISMFRELBREFLRZINTRKGFRETENMNE
&;



L] L]
a4 BpBA S84 aARPA  AsLA L LR

BATFBARE—FRFENTRBFEREFLREBABRGEFRETHEN
HI%E;

BTERREBRETOCAFTREBEGHATERFTRE—FINSHEER;

RATREFRBE—FELUEANTRELBREFLOREITRFEBRES PO
E.

21, MAHER 20 TRMEE, HSTETHRRATEEHETESE 1 EF
BHITFHE FFRKECRLA:

BTFEFREBBEHETERAERE —FISHE—NEFNLLEDMEF
FEE:

TR RE—FFENFTREBERRATREZZFAFLBREFLNE
B’

RATEAREBES S TMNFRELNREFLEBUFAEE -—FHEHNEK
B ' ‘
BTEMNRRE - RENEBFREFTBRE—TZE2PEFOIBPERRESE

—FEEHNEE; A

ATRARE—REPEFMBIFREFEHFHENEE.

22. E—NEBEFAIERET, R I MEGEFRETENN - EDE
Ehily, FIRERGFRETHENE N HE—FFSRAINBE-—LLPIEFHF
EFRE—FNERAEAE-—NFEZLPIEFAITETINERRE—REL/NE
F, iIRRGEREAEHEFEHERE2NENBHETORAATEN, 1S
EETHERKE:

ATEMRBEZFLEHETRIAES —FISHNE—REMEFHEE,;

ATFRE—FFSREINNEERBREPLHER;

BATERRERENETATREBREFLENFTRE —FEHBEHNE
E;

RATEMNFRE-—MENZLIERFBEEFRES - R/ EFNTIERER
FRE—FEBEHANEE,;
HBRRARE-RENEFNRIFTRBFEHEME.
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AFEREHRTRARE

R B R
FRABREBRE, LREBRE-NERETRRER I HRENARER

i BT,

EKHBER

FEZHENNARELR - RSN RLIE. TENBFNEETRRE
B 1k A P AL B B4 R R AE

g, — I RGEBEFUURE-AMEREH, ELOMZEEFERAGEE
7. BRARNKGEHIIERA RSN, BARBERIBTHENNHRERE
HEetiE], sEBUOZIK BT B 2 v AL BRI, T RER R
T

AR —AMHTF, —MREFEASBRONEREEFREENCRATIHS
MnmEREENEZERANTHENEFEY RERIXBNTRSE. —1FF
BRAGZHBEERANE, SF— I FERRTRYHE. mREFZFHFENF
KEFRAPE—ANRENUE, AFRELERTFERNAEN / ENERS
FROAFTEZRERN. Kil, hHEIMENRFHRRGNERCREY
HERGLRENEAAF AR LT ESNEERNARTHFRRIDE
HELEL.

A F—NBF, —EBER T B HE B B xR A A A b SR FE B U I M
B, EMEIREREERNVAZEEEZRIEIA R0 RTH
—IRERFAREFVHEERSE, USERNEHIRLSBENAF.

—RRENEBRATZERERFFLAREIIE. ERGFPEIAREYER
FEF LR RETABRAFTEANKRA. BER, EXRGPIARGHRLHE
RN EEFFLAREDRELRRE. H—FE, SHREHELK, BEHFEERR
EURRAER, BTRMEINATECANES. IREIMNNATRELS
HEFRANES BOELARSIEEERERN.

> BA oy 2
FRUU—NFTEHNERELH, FREBRHATEAEORS T BINAF
RENREP ZERNAXEBEHET (FHEET) .
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%’ﬂim@.ﬁ—Aﬂ’ﬁfﬁﬁféﬁiﬁﬁEﬁmﬁﬁH‘J?ﬁ%@#%ﬂE#FE‘JJE%
WEALER, TREZERATAE—IHFERIREMEE (RN ZHEBFH
ERAZOHBMLEERTS R, — M EABLFERE (RAD , P EHR&SHH—1E
LN /7 ED (IS5 PCHIERE) . KA, ZEMEBETEFE— DES (#
BMERA) 5%, BTEBEHNRTEEFRNEFHE, — M EL2TF RAMFHE
BREHAYRSTFE.

FHRATEN I BRELEEEMTWER PCHBHFRERTEN P FRTH
h AR NEBEHBETREA P REHTERFEZHTE PC LIEETTHE
ENARF.

ATEHERERATRE, METEL2YRHINARFN—A RO EEFE
PC £. XEFHHREL/NEF (Secure Applet) MELIIBEMBIEITEN L2
MEFHEDETHR LR RAM BN LB, O TRIFSITRMI R Jave
WNBF (Jave applet) , RENSERFRTHBEMN. ATRTXHUENREE
AU EEEH LR —PREANLLINEE. FHBEN E, HFBEATE—N5H
MthabE R, ERTEMLZENARE UER) .

PCEZLNEFMBBEBEANBFEFAT, BEETZIEFARR
ETIREMLE RIERE PC. R, AR —-TEFNHLES, NFBRATHH AR
LTSGR PCHTEIT. 80, aRPCAIUAMBIEBTEMEL/MEFE. £E
BTHREM MBI RUREZLAHTE, RERXEXLNERETFTINEIHE
FHETIET.

AGEEFBETHVEREE, RE—AFBEEITPL (OPC) , ESEBE
- Gl AREERBIFLZLIERF, HEZFZEPEFEATELIRTE
BICIZITUE], Z&ENETSE OPC EiR. EFFBATH RELEELSR PC /Y
ZELETHEE OPCHEWN. ZEBATHEEHNEAREM LS OPCER. It
b, BHEFERELEATHRILENFT, FEENZEPIEENEFETEZT
BEXTMAMEEHELPBRFUNEES OPCHER. NANOPCKBHRELE
MEFRAR, SEMNZEMEFEAWNRFETEFTLLET.

BIERYS

FHATRERSL (0/S) BEEANBS: — ROMMBEHBEE, AI—1H
REAREL/PERF (native mode security applet) , ROM MBI HIEE RS
BENESCHAEC, EHMEFEEBATTHY ROM . TTLIHI%k#. CDROM B{H
FRABBRABITENERAEARENEFRTBHERTENXS, BEHLEN

83X PCHIBERF.



a
-------------------

BEENRXLTIEEE ROM BB HIRP LY. RHERL, ROM MEBEHEFZH
HEEPEFIEQATISIBRENNBALPEHE, CEFEREARE
NIEFF B I E I E R

HRABXZL/ ) EFRARIEEIE: EEREAEBR TR EEIBET
BRI OPC, HRTHREASMNRANAR2/PEFNTT. FhH—BAN,
BHZERALE OPCERRERBRARARENERF.

ARG
EXRREPHNABRFPAEERAAREREHN LR THNERFFRET L

RE—NPREVELNDIEFEOPCHENEE. ZRENZEMEFLIAHLELE
REMHRIFELRE. i, RENRE2PIEFLAPEEUESHATIBATT
MR L RAM. OPCHE— P HBZRUENZENEFEERELEIRIE.

EXRFAREFAHNRALUE, OPC #FHELZRUNEZLPEFFER
FPEEKET. ATERRENESPEFAEEE—IMFISREREEHC
BERHENEENEF. FUIEREBFEH CHFEANOPCHFHNEFERL. F
REHE—AITMEBEZRUNZLNMEFNSIRETERAFERBES C, FEAZFES
SR EZMERNRENEF.

ERIE PCHESILE, 5 ROM B HEFE EREA L/ NEFNR
FIZEZFEHEETHIR L RAM P, B85 ROMMEESBFELIATCL M OPC BTN
HHEZFBRETEITHEN, EENRZEREARLPIEF.

ROMMBEHRBFEAETESZNBPZIPHEFER ZEBRT. LR, ROM
MBEMNEFEAREAZENERFIETBAR L RAMEIE (Bd) Bl PC
ROBESR b UL = IR InE (RA) B—NARL/NEFIIR LK RAM.

MG, ZROMMBLEHEFENRE—NAZESMEFNFURE. £HT
ZNBNE—NRAREPIMEFREREVRZTFEETREUS, £EFEEAT
RN BRRBETZE—REIERF, MEREEEHEBRZE—RLIMER.

BE—RENEFTERN, ZEBRTHE (Kl NEEXN ST MEH
FB—REPEFE PC HEARR, FME B/A) T-AREPIEF. 84
RENEFNEBARBRTFEMSEE PC BR LB, UREHFR, &8
MEBETES MBI PHLE,

MRBE—PROMPNBRENEF (MNREMBRIEEE N FLETHE

2/hBR) , ZRMMEBRHEFREZERALERF, EBY /15 PC%RL
BERE. WRERARGNARENMEFNTF R CIATHE OPC 8 F MBS T i
RENABRFOET, WiZEBRTHEMN OPC ERMBREMBTZRONBRE /S
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FF REHEEBERS % OPCETMBRETHAINZE/PEFHXEK. LU,
ZEBETENBEEHEZZL/NEFTALFS OPCER.

BE, SRANAREPEFSETH, ZRMMFEFNEBFREREAR
ENEFHEBNERATHR L R UXENFX, STEHNAFRED
BAERTAHMNEENRENAERF. Bit, EHAZ/ AN RENABRFNE
TEBBI P L F HE L BT,

B E R

Bl E2EBEARAN—MOREBRENTRE.

B2REBEARBEH—NAREBETH HHE.

B 3AB—PMMEE, FHTERXRBFLE—INENIEFHTENKE.

B3BE—NMRER, mHTEBRERE—ITMENPEFIHEZNDEFN
BI A AH{EFEBHAEHBE LR PP TENEE.

B4R THEPCERBNERBRTIRE—TNENZLIEFNEZLEHER
BAMEE.

B5R—ANHEE, RFEERXREEFRETPL—IPREIBFHER
FREBFILR.

Be6RE—1HEEH RHUHERFIRAEEBETFL—AZENMNEFHNER
PC ML¥ts 4Lt 72 . |

B7E—NMREE, SHEBAKRBAD 0/S K ROMINBEFIEBFE L MER
iy L AR

B 8A 2 0/S #J ROM MB B HEF B — N FEE, THEBEEHNTD
BRRTHE— I RE2PEFEE (BHB) BPCHFE.

8B & 0/S B ROM M LB H BRI P — I HRE, THERFTRHE
RENBFEAPCIBR (BA) BERATH Y.

B OAR—NFHRE, BB EARHABMN TR I EBFNEBERER
EHNPCERWNBINR (FA) BEEATT RAMFEHER,

BI9BR—NMHRE, RTHBEAEZUABMEF - EZ2/ P NEFOFLAEN
HIHNED R T RAM A28 808 (B3 B PC IEMIRSNES.

MR B B RAE T7

RABRE



FTE | I—AARFEEALEHT HREE—NFBETRL OPC21, —4
& PC22, P HRBEFREPCIOM—PETHEE 20, KEFRECTHAUKETR
TARBRIYZLPIER 4. RiTE2NER U ERLENRZETIE, FRERK
N ETRFE 16 4. KEFREBIRENRITEE 20 RITEEZMED 18
RN EF UWRRGENRARR.

HTHREZRENEF 14, 7 PCL10 WRAFREE T 0B ELRAHE SR
MEEAET] OPC21 MR 2HE NERRE—MMER 15. XK 15 BREFRENEK
2NEBF 14. BMNZIER 15, 7£ OPC2l FHEZE/PEF 4 BEERELLITHE.
i, RENZLNERF 4 AR KEROAREHEEANELD, AEHELATE
RIS HE R A 3R (— RN REFBETREFTMA (THITR) HUE
BTHCHHERR. MARBNZENEF W HTENREAHEZERHE,
EREELER.

H—77HE, WROPCZINTRANMER 14 B3R, OPC21 HER—-ITRBNF
S (S/N) 17 B— P HEENRBEE C19 5%/ EBFMAXE. S/N17T fiRBE
£ C19 M OPC21 B iER 15 FRAKFEE K KB IF8 AR AE L E RB K G
FFR#E PC10. OPC21 ZE—N/IERFEFRA 23 RF— R K S/N FIXT R TR H
MMIBEY C HEEE. HRUEHIEFRBERERR, 3B OPC21 #£FiFW,
FEEFAFEESHETER (BIEFT) .

EPCLZHBEEFREE—NNDEFRBE 1B PHFRERIMRIEETSN C
THE, MEATHELMER 14. £ PC12 MERGTFRETER S/N FH &,
ARIGE 18 PAELHRRBINFTHRE/PMERF 4. ERPREPEF (ERARK
FB#4H C19 BEH A /N7 REDBARMEN FHTRF 16, 38 i tn k4 . CDROM.
L£RHE. LB, FEENSAFENRITHEERTREK PC22,

ERGNHEF 16 ZERNEA PC22 LG, MEBENRENEFFABRIES)
226, HRENF W6 EAFRFESIMENERL/NESF 28, 30, 32, EfINN
FEEHAPC22 LEAMNBIMRENARF. SMEFENNER 2288 iR7
B9 S/N, t S/N32A. &3 PC22 B EIFFFHE PC KIEBM, WiRFIARAIR 24, CPU34,
ROM36, Bf4h 38, RAM40 T FrHE PC B4R 25 LB / . 14k, &3 PC22
BAFE—MAFEBE TR (UID) 44A MHEHET, THEBSIH L 25,

FEIBATH, HAFLESN PC22 FIER I ZH2E 26 EHRENFRE 16 BEH
TMERPERF 32, REE PC22 LS 0PC21 1 — MR L£FERLIF. 6 R PC22
WE M OPC21 RHIFRT, RMEAMENDER 32, HIRBFT, FHRAT 2%
© K UID44A L4 /NFEFF 32 B9 S/N32A RiXF] OPC21.

OPC21 E HLART R IR MBI S/NIT N EBFERL 23 BRI ER G
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RIGIBEHC. ME, OPCL2BELRENERERL 23 WHAES (HEBHT
44 (FF8 S/N324) . MEFBRL 2 ERTHEERNRXLE/PERFS/N, MET
4N S/NHRBFHC, DFEERTFHTETSIMNENEZ2 P EFHELRE
JC UID. $iltm, BF 4 23 7, WMEFEBEY C=ZIRME HEF S/N32A B#
B%, BT VID=44A RNEBRTEEF THITRBFHHIT (EIT) # S/N

=RAPHERGNERF.

AFREBEHIET

FE2 P ARFLEH L TOEMAHEAE 206, RAM FFAE4% 222, 224 1 ROM
FEHESR 208, AMAC RAM EMEBAEINZ L TFE 224 X EUEFEH 222 RMEF
fik . RAM208 B4 O/S HIMB I HIBF L. BIEEFHETT 44 KRR —4 DES
3% 218, —AFEFEKMTFEMMESE 220, —HMETE] (SCETETIE])) HEEE 204 AN
WREHEFESR 212, NTEXFBET 4 MEPCHAZAMNERRE I E (&
X)) PCHEED 202. AFEBATAMMBRREEERDRIT 44 PHM4Z MHETH
b B B8 P33R B R 210 LR BLRT.

DES B 218 HFETHEFBET 4 NEFPHEPRIEERE. Filn, AEH
EH KT 220 RIBETEBTHOZTL2FME. WIS 204 FREFD
BTG 44 RESFEF RPN EHEMTEREHE. —SEEHE, Wi
B () T 2088 204, PRI EIES RFEE 220 PRIFEFEANE,
WRANKELELTFFES 24WAFTEEERBE. AHE, VEAEBETHRE
Vi FAEE 212 MR 47 216 (TFTHEITE) Frig#l.

WHHFFR22E8FFTNRPHEL R NRIEFZH RAMR22H R £/
BERREELBET 4 WELNE. THE, AHFHFES 212 88— 1M FAIHF
22, MAVWHEFS 212 HEAMNEIM 2I6/ETRENELNIEFAEDE
WRELRIE. B, BA4ERES GFTRED 226 RETHELELSHVRILE, mE
fE RAM222 P IS BRI RSP EFRT AT B FTE S 2 28 224, HiEnE
VR0 NEFERRZEFRFMERX 220 RAF—HS. HENFELEANE
AERPILEEMN, BEREN SRAFEEH-EFANIER REFHEE 220,

L2 MY R B F 28 212 8 FIFTTRY, #F RAM222 RS B IR E/NBRA A
[ (ERE) BEENRE. FUFTEENBERXE/NRFHMEEE ROM208 2
FmE. A ILIERN RME—-SHEE, WRIHF2E 216 TURBANREH
ROM208 RI¥EEHATR VI . —BF A FHFEHEEAFTH, RTHtEE 214,
HHEZ, R L 7R B &4 ROM ERITET A mER, Mahik#B 3 214
MEFEES A BEIE. LUXEMFR, W F525 216 2 A2 s £ 5 ROM208
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HIEXHEASEF M. FEit, £ RAM222 LISMETH L/ PEFRERE G
FIESR 216 M TT L.

i 8 % 77 28 MF AT 4

Vi A B 8% 212 MO BIRIF AT 47 216 SRGEXT W HE AT (A - 4% 204 yiE R, AH
B, — VAT RIS S i (] S B8R 204 REBRE, H—NF A0S HI M e
T8 204 BREAE. REOPCHEITERERLPEFBRWY (BEFTHH
WE) HBES AP ) $ g

V7R AR 212 RIS ETAL 216 /U EFESKEMB 220 PNEFEH
MR FREMEOESH. LHE, —PMFTEREZNEFRATE (FRB)
EREANR. EEFEARLI &K, THRME. EFEHETHREF
RERATEREHMEFEXHEETHE,

RFEESREFEE 220 NEATHLENFERGEFRENRAETEH.
B, RENRKEFRETUAHKXENEFESR. AR, ITHEAFE—MRA
FH. EXHEMFR, BRETF—NEIHRATHEF AL G B ENRSFTF
RERNREPEFFEHEANRMAFL. aEXERGETFREENRTL2PEFERTN
BALRMBANETERE TN, BEMAEFEHRESTORABTHANER. &
A, WHEER 212 HHHMIFTL 216 REIE RLEPEFRETUEA—A
FRETHRAZERBREECIESI R FER 207 EZHTALATA. BT %
NERRAEBHLUSN, ESRUEER 220 IEMATEN AN AFRATEN
B AFFREH S MM FRRIE,

WA 2R 212 BSR4 216 S RAM B B BB 40 224 &£ THR
HEXBI LS PEFTUNEIEBINFAEH B EHBFHLEE, EZLT
EH—MTAORE—MHBRIFCEHBRENZENEF. REEBFETRME
HEEEZERBTHMNBRFICHEANZ2/MERF. BE, 0PC TJLUE & B M4
BANFEEET. HiNEELRIT 44 E XTI 216 RKME B FTHEA T,
BN EL LT 4 FRETETRENER, RIEZTWHRT 4 4 OPC B
WIiE

Z2NEFER

mLiEHE, HNABFARERREPEFEAZTHNARFN—HIRE
e BRI EFEIEERERL 4 LIEFT. X PEFLAEEDELIE
FAEBBETHER L RAM (B 2 P8 222) . KBRBEANILE RAM HEL2NA
BIEFTUSRARS, NoRFIREPIEF. EX4PEFEE5EINARE—
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RETHEFDRT LEFTUW, FRELFHA OPCEREZLMEF. Lk
, FREEIT S PCHRLERELE. —MEAS OPC REBRMRLERT
X@E+F 5, 615, 264, 5, 761, 283 f1 5, 764, 762.

M 5 7R OPC L RFME RIS T 5100PC BR— M RENBFER
FHOER. WHFREEEFEHOLLNEF. EPR 5120PC FERBHRS
MEFREFSCELNEDEAE. 6, RUENRLMEFTURRERRN S
TMHINEBLTEEANEF EARCARARLSEY. ETERNHED, &
TEMARMOER, REXUBFEFTEE, ARRFREE - R2Mf
K. BERAHRLEZHHNER, TURTFZURURTHFREHZE D
BFRZ4LERSHRTRHN. NRGRENEZLIBEFTRETEM—UR,
EHH 6120, PCIELABRZIRUNZLNERE.

R HTA BB L, 75 K 5140PC B — AN FFI S S/N R~ RBEH C.
ESBE14, OPCEH SN HRBEH CANB - PRFER (B 1PH23)
. EPE516, BUHMFERDEFN S/NARBEA C REHKMAFRE
MR T ERLE.

% AR & BB 5

3A, 3B, OAF B R A S RAMEDEIE. MAELERN, mEM
BREANRELERBIEMERE (DES) .

Mms<, X DES M FHEHEAX (Ele-ctronic code book mode — ECB) ,
— P64 L (BNFH) MMARKIE 56 (riBEHHER— 64 rEIEH R, R
®, STHREETRE, ¥ 64 A EFRERERN 54 A% R 64 @t BE
DES #H Ll 64 fiL, 8 NEWRF, BEVERF TR 1 M5 EREM, B 56 F
BSfrin 8 A BRI,

WMEXBERAN, B M HEFAN A TR —NERRERREF
A—AHBEFHEmER I FERNE (3RE) X8, METUE— 5
FHARZNES, WENEENANER K. BRERSEHIEH, NERBEE
BREE=NEHNAER _+ DES MEFRMFRY ECB T, M F=AHHAMNME,
FERA=NMESH (BH1, FH2, T3 WENTRHBDES RE—4 TR, A%
HIMFE, AEFIHERE, #ETHINE. SFHNRERM M TE—-HEH
ImE, HEH 2 ME, BREY 1 BFE. CBC EXREHVEHE IV, DES i
MERHERELBR (Cipher block chaining mode) . BRIERMiLEY, Xt—4
CBC DES MFERMAE R IV IR 0.



...................

FBR TR RER

B 7 REET ROM BB HEFEEBATYBUE MR T E. £ LB,
ROM B RS GIE2F (ZEE 2 /9 ROM208 ) EX B 710 — I BREA R £ /b
BEAEMNERIXHEE (B 1 g 26) MEBR L RAM (B 2 P/ 222) . ROM
MBRHEFANVBERFRZEPIEFETANTHAAEEHANED. 4]
BERMA RS /DEFE TR FES 216 BFFE T AN BB e Fxt
BAFRATHREHIHNR. MBUE, FHRETNEHEEEIRMNER
R RAM W46 B DREFF.

NEXRERGEEEEET, EFBETI2FE T ERIAE. ELBT4E
A OPC MREHNESE, HEMETE OPC716 HAFERIE. FREHWA
RANAPRNE (ZF. i) 36 5T UVID M H P HIEREE O0PC.
B 7145 0PC BRLSIFWTRED, OPC716 HH S THRAENEFNREXRER
VIHAREAREPER. £ERIBERE, BFEfERF& PC. RE,
FRATHEANSHFRES, BEF G PCHEZEFNBUEERRATETHE IR
SNEF.

BRNRENEFRIME

RENEBERFENE, B\ RATLZL/EFMTEONEFHANRER. &
HHEENFEENREPERF 322 Fh. Erd, Z2 EF 22 L0WEH
WHFRER®ED OPC, A/PFRFER S/N320 HRIDH LA C318 £RICTHENNER
BFRIEENIT BN

KEFREERT —ITESE 302 HOHENREESR A (GEEEH) .
RE  EBEEAEMESR I PEBREBEFACHE, ERMERNRBESHAL .
BENEBFRIVZEEMEFBRIUPEREEFFEATHTEBCBC InF. ik
326 P+-E—NMH BB (nessage authentication code — MAC) . MAC (i
HAZRARAE) RENFNCEHNREESL, tHiZNFEMERERS,
UENMTEHARREEe. £5% 306, MAC #EiT# S/N320, HIBELE A’ A
MINEE 324 AMA RN MERLPMEFESH -1 RL8PH=4EMN.

HE— T REHE 306 BB KR INH 2] 326 =4 MAC316, HHEHELZLEB
MEBRER—IMREM. FFRER MAC BB EEMFE R 328 HEBI4&INF4L €318
B S/N320 R, MACRZEA FiB it RS 306 EH=%4] CBC n# 326
g, BEEMEZE 326 MBE MBS S TR MAC K 4 316, EHEXRLHE 306
)=

THHEK MAC SZERLEERB—I1RET 306, EAEBETRAE, FBEX
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FAZEPCHA BRI .
ABMENLREPMEFEANPCHBEERFENS REFHANEATTE
A%, REFETNARELE (S/N310 FHARBEHA 312, BEERMENR

SN 314) Fris, BHITE MACKER.

RENBFOVHENBOBE

FBREAT— NP HFARBEMNEXL/MER, WEE B HNMERHAREZEF
Re AARXRE—NURMMRETHLLEPMEFOVEME, & RAM24 HANEFF
BRBERBIRAE S/NIO(ELELER 224 PR F S/NHFRZMENNEF
AR E ST, ATNAE 94) . W EEERY, — M MHHEIHZLEDEF, H
KRR EE/NEFRH S/N338 KiZF| OPC, FH M OPC B 4miG ¥4 €336,

B, FRER B0 PEDFLESHCEIRERBEHL I2KER
GRRENRLEH MFMNRLS/NEF 14 REMIDEE 332 PEEMHLE 330
KRB AN ENREES A =54 CBCRERBM. X&rELE (S/N310, HKT
FHA J2AMENZREMEFIDPIMCEBBHFRENMCESE=ZFH
CBCINEERR 340 P EH . FREMIMAC EFHAE B T7E I 28 348 MIRIEF4A C336
Eid e S/N338 THE R, 336 WA EFE R 340 HEBWMA.

ZEMEER 340 A T B I MACZE L B2 88 342 P SEE BB MAC3 16 EL B .
R E i MAC 03U RS MAC 12945 334, W5 (AND) [71334 {888, HEMRES
WL MABANBENEL/IEFEFAR L RAM BEREHRWS 222, AR,
20 SR v I MAC OB B MAC R4 346, RN Z &R & /B B A i N8 BIAR b RAM222
L, EAARKET. AR, 5171332 A g6, MEERER N2 ABANEEY
ZENMEFABEFEAR L RAM M EBRHH S 222. —MERHBERE R & R PC.

ERE/PEFME M OPC B4

ERENUHIELZL I EFEENEBL TN ERRTTH A OPC B4l. B 6
7~ H7E OPC ISR MR AL . 5B 610 M OPC &bay & K PC B S/N LUE,
OPCEFEOIZRE, ZPBAFAEMNS/N. MERE, OPCEE—MEEHE,
WRENMEFR “A4&8 (INVALID) #4” . £ ]| 614, OPCHE, WES/NF
EEEN, BRECHEME. mBRHLmM, OPCEE—MERHE, ZTL/NE
FFO¥ “MiB& (CANCELLED) ” . £S5 BR 6160PC KA, B UID RBIMLA ENE
BATREEATNRUEFENREIEFR. £, OPCEE—MERHEE, %%2
IEFPMBR “R A (DISALLOWED) ” . R S/NEEEMN, k#EME, B
ERBETATFNBELEL/PEF, WESR 618 % OPC M EBFERFERE
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BEHC, HREFEDET,

XBEMTR, ENEELIERZELET OPC EREH. flm, MR-
A EEPEFERREUBE—AHE, OPC HFLWFLLE A, #RHKRE
ZRFEHBBIT, m%—%%%%@@ﬁmaﬁ&ﬁgT 3t o %9 8T UID &
BAWREPEFHIME.

ROM fn#k S 0/S—HRBAEHNTH
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B, REFETNER PC WEREZBRBUNETHERLSIEFOLUITTFEAD
FEHAE, EFBHEEKFENETFENMUNETHEE/PEFHLUNHERLR
F. MEXBEFEH, RiE “MENRLSIERF”, ‘BTEAF M “EXTEA
B (HFHEE) AMBENREIEF” BUNREL LERHIRE. _

EXLESF, RETEZERZZ2 M EFREZEFFELWBENLNSH
BB L RAM I F LB FEH89 222 KEFREHEBINREIATLNA
BFRE ATESTHEATKEN TN UNEERES, AL HERE.

ERERENARET, FEXBETNFAAERSERKE ZERET.
ERS—EZeNEARFY, AFELRMN—IMTFE. EX— 1 EHES. FEBL
TESREERS (FBET) HENEBREFEASEINMNZENEFFRN—
MAMBIH. EEEHER, BREFLDRE (FRIKEEBRES) KEEEA
B ERATHREERTALEFREHKGTR.

EXELHEG T, XEGTMEACHRLMEFHEBASIHEREN ELEBET
FERRAE. THALAHFEBAZNRKK.

RI-FEBRE (29K)

BH 3O 2% 3k
FHIS (S/N) ., KA
B RES, BERE

BAENE -2 /IES

XA R FRTHR

#CEREME)

HERR

MAC / & 45

R THAXRLS, BEBRARENEN. AXRLATHFRAR:
FE5 (S/N) : S/INREERIRFHZRENMEFPRRSKMETRE N
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RII-BRBER

B _ERAM B2 TF 224 RETREA:

FE51E (S/N) MAC (%4) s
S/N 1 MAC 1 &1
S/N 2 MAC 2 RS 2
S/N 31 MAC 31 &3

S/N: MEFHEFFS.

MAC: XIfEFF7E PCER B BRI EFNEBAAMNHELHB.

RE: BREELSLEFRPORIEEE—NMERHBFEE, E©H OPCRER
BriE SRR R —KBER.

FH 8A 7 ROM Ik 2l 0/S—#

ZEE 8A R H ROM InERFHRF (0/S) ABRHEBLHHRER. #ERSHN
BUBSWIREHNRLUNEFRREATETHELIEFIER PC HER K
%, NEFAERATEAAE. fln, X2/MEFTUAFTANTEREM, BE
BHAHATER ENERTHESGSH, HARTHEBATHES.

(EE AT, EHESIOELUNNELIERFCLERM, 5% 812 ¥HBH
THFEBRESREEN L RAMF . FEFENHEBRARHE DES 313 (B 2 49 218)
HREMBEBEACLAWREFBTENEARAMER. AT, 5T 814RAM
MAZE GERZER 9B FRHMOMFEEA) #nEF. 5 R 816 XEHEEXE
LFS/N B9 RAM A AT MAC, B 818 Kb MAC 7EAN (EREHT) RAM
FLEFR 224, HEPWMR20ARRETAHESE 882 HFHEWMR PC HER TN,

8BROM AN &%l 0/S 0 BN
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7EM 8B 7R ROM MRS HE S (0/S) HBANIHAEE. BERLEN
XBWAHTHEERKE T — I L2/ MEFMEBFR £ RAM LIEEF LR TET, B

EXPCHRIERBR KA ENENAUNHELAE.

B 8B F, ATHR—ITEL/NEFIR L RAM HIT{E, ROM BEIEGIREF
BHAESRESIONE, SNEFTERMUEZZZES (BH258224) . S/NE
FESLBR 2 ETHEBRATUNETETLIRSENRE/DERF.

MBIZNBFH S/NFERRL, FRETKRGETEHFEEHZTEDIER.
REBFESRMRAE, UHEELERATOHREEEZMATHIING
AAE. MRELZBFEH, BE—MHRHEE “BF O % —REGISTRY FULL” .
MBELZERRE, RMMBEHEFESEBSBRATALER, nEEBE6
Bk, BRBMT—/ 45 oPC fyiE .

mEgEaE6EY, £HE 38 BREARLEPIEFBRENTEIEFY
S/NZEF OPC, HEF R RARBFEAC. ELHERY, FEWRRTEHER
MEBEH CESE 37T BENRE/IEFHHENZ T2 /NEFI MAC, 3T
BRAENEBELNESPIEFNREFTHE AL SE 3B £ LHEHMR.

MEFLETUNELETIRSEENRENER, VWESTES0HBEERR
PP S/N. FEHIER, ZHETE 832 A RAM MBLERES (B 2% 224) B
H MAC. 7EF 3R 836 MEF L E2/MEF (ARERAZE) Hi+E MAC. ATEFK
FHHNERRFTEMCHERAETRESSH IR,

EBRALBHEIAME, §3IN5HEL/DMEFAXRM MAC GFREHWER
RE) , ROMMMEBIEHIRFE (0/5) REXRENWRINEDWATHR L RAM, F—4
MAC NEZBFIWH, FZ/MVCERENFLEAZ—ENEXPCERE, =
M MAC REMANBERNEFRGE. MRELSE 840 Al 3 4 MAC HHHEE,
A% % 1) =2 /N EFF NS B RAM R EBREFEHERS, BESR 842 FHIIT
ZEENERF. BN, NPE 840 8B4 PC — MR B “ 1 7] #3848 — ACCESS
DENIDE” .

FHEAEXG

Bl oA (#A) F1E 9B (i) RUNTRENMER (EXHNEBRES)
£ RAM22Z I BREFESHBOME X PCHBER 2 A LN AR N &
HA. KEE, B A B—FHLE, FTHATHENEF—A%22/ P ERNELH
BTN PC ERIRZHB M (BA) FIFELET RAM RSN TENEE.
B 9B E—ITHE, THATHENNTF—IMREIEFHNEBATNEFAE
POEJC RAM FFAEZR IR (Bel) BIPCH BB EHBN T ERET.
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FHIVHBETH. EFFHMEEATREFHS (H2Pm2200 . &
FPEAEEBEERES RN, TUBEZAEEHNIESRFERBFLN, WHEH
B934 . EEPROM, Mttt RAME. BN ETHRETHEENE,EH I E
WE—pay, HERERRE.

F-ABEEFERHEAMOREMER 44 FEBEFEENER. nER 944
By FEMBE S 946 ML, MEWHIRN/NEFN S/N (B » TS
946 MMM AEA T HAE I FHCBC MTFR M8 PMEBFHRZLIEF. EE, X
BEMREPEFHIMEES (BMER 948) 5ZRLPEFVEMBERY
ARA—FH. dFELNEFNHNR, CHOEFHRARENRIBEY A
B BHATHENEARBEFHSE A040, S/NMEFEH 942 BHEH.
HEANEPEESAERATRAMY, FEESRIIE 26 KMRHEBAZEDS
BRBREHA —AEBRAT, B, " B {LZ28FF 1M ErEHRRBRHTEE
THEREZHR, RENEZSIEF (EHEBASZH) FHENBIAFTIARE
FEHENRENTEEETT.

ATHEBAE (BERESMEE) FE—MC, A4 RE2HE 950, &
28 50 BEHXHNS/NAMENRENERF (FFENEFBRAS) . MACEIL
EEIBRNESE DI NHEFHRHETHN I THCBC, MEXLEBM~4%. WMNE
9B BT, MINE S 954 WA MAC R BB ER S BIS6, CELME R 944
#1946) , S/N, ZF®4H 942 ME EFF R E A0 HE .

HEE, INER M6 NHMEEAIMEFHREIIMESR B4 KA, FEMNE
B2 FRFE B R AT T 48 CBC [BI@NT 952 A9 MAC H4A, 7ZEINEF S5 952 A¥ %
PMAC 52 BHAEHR—IMELET 958. £4W 958 &5 B F KA 962N
PAR 2 i BRI /INTRFF 960 — TR i) 9624,

FEHRAERAN—BE A |

MEENETEZ MANMRENARFZ BT, £8 A PUNFEANE
POy 2 912, 918A - 918N MIEfT IR 5H 38 26 ML B4R L RAM BB BEFEHT S
222, FHATHRAZRERNATRBES NI LIATEAFHEBRA A 912, 918A-
QISN BEAFMBNET. EFBAZT I FHERRA L IMEFS M h#E
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B8 TE T 2 A B B4 /NS 918A - 918N DIRH KM A BN S BK T F
g,

B oA RS HA (BA) BREE 9B (BH) PFEHANERELTRE.
RELE, BEFFS A0 E£MER 916 PEDTEFAFHEME. MEH 916
8 R (E AN AT 28 920 PR ME R MB K X2 /NEBFH S/NHMEIBA
7 918A, MM 920 WEMHHBENEBFNREER, RE 3 FH CBC #ESR
922 PMRFEZLIEFFLURE. NELPIEFRANIEFREES (ZIBE
$£922) REHUISETERNERLPEFOE—-IEH.

SRS A O18A B MAC FAAR BT EME I 932 P EB T MEFREEH

(IS 920 MMH) ME—AMEREFRFS BI30 (HHK. REMESS 932
M EEEMTES 926 WEY, UERFEXEEARE 918A HEETHIN
HE B MAC, K E UL MAC, M RAMBIZ R B FI 4 224 B MEFHIMAC. REE&E
ELE 2R 928 P LB NS 926 HIH T H I MAC, NEZER 224 fEFHIMACLL
BENERHE NSAZRMHMACE I MAC, ZEL R 934 R I M MACHE, U5

(AND)[] 924 {H8E, W HEW I N X L/NEFMBF RAM HI R FEHI 804 222,
EHEESE 936, 3 MAC REFA—NEH—PAE, ME[{] 924 IfERE, TR
BERINEEDMEFMEE R NELBEFZHES 222,

TRNEFX B

FENMEFITLLES—SEBR - P EBHEAREBAT. —PIEEEL
m#Hik. B, E¥NERRZS/DREFEMB IR £ RAM HEEEFZEH5 59 LA,
ROM MBEHEFNEFE. E_SXRILRP, MRHA MAC EZARXELL,
ZREPBEFRBEEE S EREHF MBEKR L RAM. MREE - REME,
EE-SREEMRE/PEFANTSBMNE IR LK RAM.

FE—HLHITES, ROM MBRHBFFE—INENRZLPIER, FERE
FEHBRENRLS/IBERENBEIR L RAMNEEERFEREES. R MCELT
REK (£H 8B FHIEK 840) , FHETHBFITHEBIRMBHZLNERF.
mME, T— M2 BFRERAEREZL/PMEFEMRE RAM M ZTIEEFEH
B, BHEUATNEHRAGTHRELPIEF. HR, mME MACELZ¥EL, T ROM
e FERELHURMBEHZENERF.

ZHELHFBEYERSE, BRAERE MAC ZELMBHRSERLLRTET ETEH45
HFRLNEFEMET RAM222 HEBEASHBS, —STHEEESBE
RNZLPEFTHR, FAFHNEL I EFERE R FHRHITTALERFB-
&
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