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data to requester; a crypto kernel module (112)
for retrieving encryption key from key file; a
file system (116) an EBS Volume (118). The
methodology of the present invention is being
initiated by initializing and configuring EBS
Volume (202). Thereafter, encrypted EBS
Volume (204) is mounted on the system and
data is written on EBS Volume and said data
is further encrypted (206). The encrypted data
is read from EBS Volume and said encrypted
data will be decrypted to obtain decrypted data

(208). The encrypted EBS Volume (210) can be unmounted from the system when the volumes are not required. The present inven-
tion is transparent to user in which the data that is written to the EBS disk are encrypted transparently with the random generation of
encryption key and stored in the disk. Confidentiality is allowed and reinforced in the EBS Volume by encryption of the data being
stored in the data storage and decryption of the encrypted data using correct symmetric key provided by the authorized user during
retrieval process.
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MANAGEMENT OF STORAGE ENCRYPTION OVER NETWORK-BASED ELASTIC
BLOCK STORE VOLUME

FIELD OF INVENTION

The present invention relates to a system and method for managing storage encryption
over network-based or cloud based Elastic Block Store (EBS) Volume to provide
flexibility and transparency on the encryption algorithm that can be universally

acceptable to any provider and user.
BACKGROUND ART

Cloud computing environment has two major types of data storage. The first type of
storage is known as Instance Storage, which is non-persistent and data will be loss after
an instance termination. The other type is persistent network-based Elastic Block Store
(EBS) Volume, which can be attached to any running instances or also can be used as a
persistent boot medium. EBS Volumes are off-instance storage that persists
independently from the life of Virtual Machine (VM) instance.

Elastic Block Store (EBS) provides highly available and highly reliable storage volumes
that can be attached to a running VM instance and exposed as a device within the VM
instance. EBS is particularly suited for applications that réquire a database, file system,
or access to raw block level storage. EBS also allows user to create storage volumes in
any sizes that can be mounted and attached as devices by VM instances. Multiple
volumes can be mounted on the same VM instance. The storage volumes behave like
raw, unformatted block devices and the user is required to supply device names and
block device interface. User can create a file system on top of the EBS Volumes, or use

them in any other way as a block device (just like a normal hard drive).

At present, data stored in cloud computing environment using EBS is not encrypted; the
administrator of EBS may possibly view and/or open and/or modify the data contents.
Users are not confident to keep important data in the EBS volume due to the low

security level.
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The present invention proposes a system and method to provide confidentiality as only
data owner or authorized users are allowed to view the contents in a cloud computing
environment. In the present invention, when the system creates or writes a file to the
storage encryption in EBS volume, the data which writes to EBS disk are encrypted
transparently with the random generation of encryption key and stored in the disk. The
encryption key is stored in the key file and said encryption key will be protected by
symmetric key provided by the user. When the correct symmetric key is used to decrypt
the encryption key, this encryption key will be used to decrypt data read from the disk.
The encryption data will be decrypted transparently by the system and return to user

mode application. .

The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area

where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention provides a system (100) and a method (200) for managing
storage encryption over network based Elastic-Block Store (EBS) Volume. One aspect
of the present invention provides a system (100) for managing storage encryption over
network based Elastic-Block Store (EBS) Volume (118) with at least one user mode
(102) and at least one kernel mode (104); said user mode (102) comprising of at least
one application (106) and at least one block device (108); said kernel mode (104)
comprising of at least one I/O Manager (110) for receiving mounting instruction and
presenting decrypted data to requester; at least one crypto kernel module (112) for
retrieving encryption key from key file and performing encryption and decryption on
data; at least one file system (116) and at least one EBS Volume (118). The at least
one crypto kernel module (112) for retrieving encryption key from key file having
means for hashing password (P) through user input to obtain symmetric key to decrypt
encrypted key from key file; calculate message digest (H) by hashing received
password (P); reading key file to retrieve encrypted key (EK); and retrieving encrypted
key (R) using H as a symmetric decryption key.

Another aspect of the present invention provides for a method (200) for managing
storage encryption over network based  Elastic-Block Store (EBS) Volume. The
method comprises steps of initializing and configuring EBS Volume (202); mounting
encrypted EBS Volume (204); writing data on EBS Volume and encrypting data (206);
reading encrypted data from EBS Volume and decrypting said encrypted data (208);
and unmounting encrypted EBS Volume (210). The methodology for initia'lizing and
configuring EBS Volume further comprises steps for random generation of encryption
key wherein said encryption key encrypts data for writing on EBS volume and said
encryption key is used to decrypt data which are decrypted by the system.

A further aspect of the present invention provides a further method (300) for initializing
and configuring EBS Volume. The said method comprises steps of selecting EBS
Volume (302); selecting encryption algorithm (304); loading Encryption Kernel Module
(306); generating at least one encryption key (308); storing encryption key file in
Virtual Machine (VM) (310); and initializing and formatting EBS Volume (312). The
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method for generating at least one encryption key further comprises steps of receiving
password (P) through user input (402); calculating message digest (H) by hashing
received password (P) (404); generating encryption key (R) randomly (406);
encrypting encryption key (R ) using message digest (H) to produce encrypted key
(EK) (408); and storing the encrypted key into key file (410).

Another aspect of the present invention provides a further method (500) for mounting
encrypted EBS Volume. The said method comprises steps of sending instruction to
1/10 Manager (502); retrieving encryption key from key file by Crypto Kernel Module
(504); retrieving encryption key from key file (506); and mounting file system (508).
The method for retrieving encryption key from key file by Crypto Kernel Module further
comprises steps of receiving password (P) through user input (602); caIcUlating
message digest (H) by hashing received password (P) (604); reading key file to
retrieve encrypted key (EK) (606); retrieving encrypted key (R) using (H) as a
symmetric decryption key (608); and forwarding retrieved encryption key (R) to
crypto kernel module (610).

A further aspect of the present invention provides a further method (700) for writing
data on EBS Volume and encrypting data. The said method comprises steps of
requesting to write data on EBS Volume (702); performing write system call to 1/O
Manager (704); forwarding data to crypto kernel module and encrypting data (706);
forwarding encrypted data to file system (708); and storing encrypted data on EBS
Volume (710). The method for encrypting data forwarded to crypto kernel module
further comprises steps of retrieving encryption key (EK) (802); and encrypting data to
obtain encrypted data (ED) using EK as a symmetric encryption key (804).

Another aspect of the present invention provides a further method for réading
encrypted data from EBS Volume and decrypting said encrypted data.‘The‘ said
method comprises steps of requesting to read data from EBS Volume (902);
perform‘ing read system call to I/O Manager (904); reading data from EBS Volume and
decrypting data (906); forwarding decrypted data to I/O Manager (908); and
presenting decrypted data to requester (910). The method for decrypting data upon
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reading data from EBS Volume further. comprises steps of retrieving encryption key
(EK) (1002); and decrypting data ‘to obtain decrypted data (DD) using EK as a
symmetric decryption key (1004).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained

with additional specificity and detail through the accompanying drawings in which:
FIG. 1.0 illustrates the block diagram of the system of the present invention.

FIG. 2.0 is a flowchart illustrating the method for managing storage encryption over
network based Elastic-Block Store (EBS) Volume.

FIG. 3.0 is a flowchart illustrating the method for initializing and configuring EBS Volume.
FIG. 4.0 is a flowchart illustrating the method for generating at least one encryption key.
FIG. 5.0 is a flowchart illustrating the method for mounting encrypted EBS Volume.

FIG. 6.0 is a flowchart illustrating the method for retrieving encryption key from key file
by Crypto Kernel Module

FIG. 7.0 is a flowchart illustrating the method for writing data on EBS Volume and
encrypting data.

FIG. 8.0 is a flowchart illustrating the method for encrypting data forwarded to crypto

kernel module.

FIG. 9.0 is a flowchart illustrating the method for reading encrypted data from EBS
Volume and decrypting said encrypted data.

FIG. 10.0 is a flowchart illustrating the method for decrypting data upon reading data
from EBS Volume. '
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for managing storage encryption
over network-based or cloud based Elastic Block Store (EBS) Volume. Hereinafter, this
specification will describe the present invention according to the preferred embodiments.
It is to be understood that limiting the description to the preferred embodiments of the
invention is merely to facilitate discussion of the present invention and it is envisioned
without departing from the scope of the appended claims.

Reference is first being made to FIG. 1.0. FIG. 1.0 illustrates the block diagram of the
system of the present invention. As illustrated in FIG. 1.0, the system (100) of the
present invention manages storage encryption over network based Elastic-Block Store
(EBS) Volume (118) with a user mode (102) and a kernel mode (104). The said user
mode (102) comprising of an application (106) and a block device (108) and the said
kernel mode (104) comprising of Input Output (I/0) Manager (110), a crypto kernel
module (112), a file system (116) and a EBS Volume (118).

EBS Volume (118) is an off-instance storage that persists independently from the life
of Virtual Machine (VM) instance. EBS provides highly available, highly reliable
storage volumes that can be attach to a running VM instance and exposed as a
device within the VM instance. EBS is particularly suited for applications that require a
database, a file system, or access to raw block level storage. EBS allows user to
create storage volumes in any sizes that can be mounted as devices by VM instances.
Multiple volumes can be mounted to the same VM instance. The storage volumes
behave like raw, unformatted block devices, with user reqﬁired to supplied device
names and a block device interface. User can create a file system on EBS volumes,
or use them in any other way as a block device (just like a normal hard drive).

The /O Manager (110) of the present invention receives mounting instruction and
presents decrypted data to requester while the crypto kernel module (112) retrieves
encryption key from key file. The crypto kernel module (112) retrieves encryption key
from key file by the following means wherein the said system receives user input (i.e. a
password (P)). The said password is hashed (H=Hash (P)). Key file is read by retrieving
the encrypted key (EK) and the encryption key (R) is retrieved using H as a symmetric
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decryption key. Thereafter, the encryption key (R) is forwarded to the crypto kernel

module. ‘ ‘

Reference is now being made to FIG. 2.0, FIG. 3.0 and FIG. 4.0 respectively. FIG. 2.0 is
a flowchart illustrating the method for managing storage encryption over network based
Elastic-Block Store (EBS) Volume while FIG. 3.0 is a flowchart illustrating the method for
initializing and configuring EBS Volume and FIG. 4.0 is a flowchart illustrating the
method for generating at least one encryption key. The methodology for managing
storage encryption over network based Elastic-Block Store (EBS) Volume is initiated by
first initializing and configuring EBS Volume (202) wherein initializing and configuring
EBS Volume further comprises random generation of encryption key wherein said
encryption key encrypts data for writing on EBS volume and said encryption key is used
to decrypt data which are decrypted by the system. EBS Volume is first selected (202)
as a startup to initialize and configure EBS Volume. Thereafter, the encryption algorithm
(304) is selected and Encryption Kernel Module is loaded (306) to generate encryption
key (308). The encryption key is generated by the following means wherein the system
receives user input (402) (i.e. a password (P)). The said password is hashed (H=Hash
(P)). Encryption key (R) is generated randomly (406) and encrypted key (EK) is
generated by encrypting randomly generated encryption key (R) using H as a symmetric
encryption key (408) (i.e. Encrypted Key (EK)=Ency(R). The encrypted key (ER) will be
stored into the key file in the Virtual Machine (310, 410). Thereafter, EBS Volume will be
initialized and formatted accordingly (312).

Upon initializing and formatting the EBS Volume, the encrypted EBS Volume (204) is

-mounted on the system. Reference is now being made to FIG. 5.0 and FIG. 6.0

respectively. FIG. 5.0 is a flowchart illustrating the method for mounting encrypted EBS
Volume and FIG. 6.0 is a flowchart illustrating the method for retrieving encryption key
from key file by Crypto Kernel Module. The methodology of mounting the encrypted EBS
Volume comprises of first sending instruction to the I/O Manager (502). Thereafter, the
encryption key is retrieved from the key file by Crypto Kernel Module (504) wherein user

input (i.e. password (P)) is received (602) and the said password (P) is hashed (604) »

- (i.e. H= Hash (P)). The key file is read by retrieving the encrypted key (EK) (606) and

encryption key (R) is retrieved by using H as a symmetric decryption key (608) (i.e.
Encryption Key (R) = Decy (EK)). Thereafter, the retrieved encryption key (R) is
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forwarded to crypto kernel module (610). Subsequently, the system of the present
invention retrieves the encryption key from the key file (506) and mounts the file system

(508).

Upon mounting the encrypted EBS Volume, data is written on EBS Volume and further
data is being encrypted (206). Reference is now being made to FIG. 7.0 and FIG. 8.0
respectively. FIG. 7.0 is a flowchart illustrating the method for writing data on EBS
Volume and encrypting data and FIG. 8.0 is a flowchart illustrating the method for
encrypting data forwarded to crypto kernel module. Request to write data on EBS
Volume (702) is received and thereafter a write system call is initiated to I/O Manager
(704). Thereafter, data is forwarded to crypto kernel module and the said data is
encrypted (706) by retrieving the encryption key (EK) (802) and data is encrypted to
obtain encrypted data (ED) using EK as a symmetric encryption key (804) (i.e.
Encrypted Data (ED) = Encgk (data)). The encrypted data is forwarded to the file system
(708) and store in the EBS Volume (710).

Reference is now being made to FIG. 9.0 and FIG. 10.0 respectively. FIG. 9.0 is a
flowchart illustrating the method for reading encrypted data from EBS Volume and
decrypting said encrypted data and FIG. 10.0 is a flowchart illustrating the method for
decrypting data upon reading data from EBS Volume. Once the encrypted data is stored
in the EBS Volume, the encrypted data will be read from the EBS Volume and said
encrypted data will be decrypted accordingly (208). Request to read data from EBS
Volume (902) is received and thereafter a read system call is initiated to I/O Manager
(904). Thereafter, data will be read from EBS Volume and the said data is decrypted
(906) by retrieving the encryption key (EK) (1002) and data is decrypted to obtain
decrypted data (DD) using EK as a symmetric decryption key (1004) (i.e. Decrypted

 Data (DD) = Decex (ED)). The decrypted data is forwarded to the 1/O Manager (908) and

said decrypted data (DD) will be presented to the requester. Subsequently, the
encrypted EBS Volume (210) can be unmounted from the system if the volumes are not

required.

The present invention provides management of storage encryption over network-based
EBS Volume in which data being encrypted by encryption algorithm. The present
invention provides flexibility on encryption algorithm in which the said algorithm is not
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limited to any provider. Further, the present invention is transparent to user in which the
data that is written to the EBS disk are encrypted transparently with the random
generation of encryption key and stored in the disk. The present invention allows and re-
enforce confidentiality in the EBS Volume by encryption of the data being stored in the
data storage and decryption of the encrypted data using correct symmetric key provided

by the authorized user during retrieval process.

The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore
indicated by the appended claims rather than by the foregoing description. All changes,
which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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CLAIMS

1. A method (200) for managing storage encryption over network based Elastic-
Block Store (EBS) Volume, the method comprising steps of:

initializing and configuring EBS Volume (202);
mounting encrypted EBS Volume (204);
writing data on EBS Volume and encrypting data (206);
reading encrypted data from EBS Volume and decrypting said encrypted
data (208); and
unmounting encrypted EBS Volume (210)
characterized in that
initializing and configuring EBS Volume further comprises steps for
random generation of encryption key wherein said encryption key
encrypts data for writing on EBS volume and said encryption key is used
to encrypt data which are decrypted by the system.

2. A method (300) according to. Claim 2, wherein initializing and configuring EBS
Volume further comprises steps of:
selecting EBS Volume (302);
selecting encryption algorithm (304);
loading Encryption Kernel Module (306);
generating at least one encryption key (308); »
storing encryption key file in Virtual Machine (VM) (310); and
initializing and formatting EBS Volume (312).

3. A method (400) according to Claim 3, wherein generating at least one encryption
key further comprises steps of:

receiving password (P) through user input (402);
calculating message digest (H) by hashing received password (P) (404),
generéting encryption key'(R) randomly (406);
encrypting encrypted key (EK) using H as a symmetric encryption key
(408); and
storing the encrypted key into key file (410).
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4. A method (500) according to Claim 2, wherein mounting encrypted EBS Volume
further comprises steps of:
sending instruction to I/O Manager (502);
retrieving encryption key from key file by Crypto Kernel Module (504);
retrieving encryption key from key file (506); and
mounting file system (508).

5. A method (600) according to Claim 5, wherein retrieving encryption key from key

file by Crypto Kernel Module further comprises steps of:

' receiving password (P) through user input (602);
calculating message digest (H) by hashing received password (P) (604);
reading key file to retrieve encrypted key (EK) (606); ’
retrieving encrypted key (R) using H as a symmetric decryption key (608);
and
forwarding retrieved encryption key (R) to crypto kernel module (610).

6. A method (700) according to Claim 2, wherein writing data on EBS Volume and
encrypting data further comprises steps of:
requesting to write data on EBS Volume (702);
performing write system call to I/O Manager (704);
forwarding data to crypto kernel module and encrypting data (706);
forwarding encrypted data to file system (708); and
storing encrypted data on EBS Volume (710).

7. A method (800) according to Claim 7, wherein encrypting data forwarded to
crypto kernel module further comprises steps of: |
retrieving encryption key (EK) (802); and
encrypting data to obtain enbrypted data (ED) using EK as a symmetric
encryption key (804).

8. A method (900) according to Claim 2, wherein reading encrypted data from EBS
Volume and decrypting said encrypted data further comprises steps of:
requesting to read data from EBS Volume (902);
performing read system call to 1/O Manager (904);



5

10

15

20

25

WO 2014/042512 PCT/MY2013/000156

9.

10.

13

reading data from EBS Volume and decrypting data (906);
forwarding decrypted data to I/O Manager (908); and
presenting decrypted data to requester (910).

A method (1000) according to Claim 9, wherein decrypting data upon reading
data from EBS Volume further comprises steps of:
retrieving encryption key (EK) (1002); and
decrypting data to obtain decrypted data (DD) using EK as a symmetric
decryption key (1004).

A system (100) for managing storage encryption over network based Elastic-
Block Store (EBS) Volume (118) with at least one user mode (102) and at least
one kernel mode (104); said user mode (102) comprising of at least one
application (106) and at least one block device (108); said kernel mode (104)
comprising of at least one I/O Manager (110) for receiving mounting instruction

‘and presenting decrypted data to requester; at least one crypto kernel module

(112) for retrieving encryption key from key file; at least one file system (116) and
at least one EBS Volume (118)
characterized in that
the at least one crypto kernel module (112) for retrieving encryption key from key
file having means for:
hashing password (P) through user input to obtain symmetric
key to decrypt encrypted data from key file;
calculating message digest (H) by hashing received password (P);
reading key file to retrieve encrypted key (EK); and
retrieving encryption key (R) using H as a symmetric
decryption key.
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