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Title: DATA RECOVERY METHOD AND DEVICE
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S101

S102

S103

$101 RECEIVE A DATA RECOVERY REQUEST
CARRYING A FIRST MODIFICATION LOG
IDENTIFIER, THE DATA RECOVERY REQUEST
COMPRISING REQUESTING TO RECOVER DATA
OF A TARGET DATA OBJECT TO DATA THAT
EXISTS BEFORE FIRST DATA MODIFICATION IS
EXECUTED

$102 OBTAIN, ACCORDING TO THE RECEIVING TIME
OF THE RECEIVED DATA RECOVERY REQUEST
AND THE ESTABLISHMENT TIME OF A FIRST
MODIFICATION LOG DETERMINED ACCORDING
TO THE FIRST MODIFICATION LOG IDENTIFIER,
A SET OF LOGS TO BE RECOVERED

$103 RECOVER DATA OF THE TARGET DATA OBJECT
IN A DESCENDING ORDER OF THE
ESTABLISHMENT TIME OF THE MODIFICATION
LOGS AND SEQUENTIALLY ACCORDING TO
THE MODIFICATION LOGS IN THE SET OF LOGS
TO BE RECOVERED UNTIL THE DATA OF THE
TARGET DATA OBJECT IS RECOVERED,
ACCORDING TO MODIFICATION TYPES AND
DATA INFORMATION WHICH ARE INCLUDED BY
THE FIRST MODIFICATION LOG, TO THE DATA
THAT EXISTS BEFORE THE FIRST DATA
MODIFICATION IS EXECUTED

(57) Abstract: A data recovery method and device. The method comprises: detecting data modification performed on a target data
object, and establishing a corresponding modification log aiming at data modification at a time; receiving a data recovery request
carrying a first modification log identitier (S101); obtaining, according to the receiving time of the received data recovery request
and the establishment time of a first modification log determined according to the first modification log identifier, a set of logs to be
recovered (S102); and recovering data of the target data object in a descending order of the establishment time of the moditication
logs and sequentially according to the modification logs in the set of logs to be recovered until the data of the target data object is re-
covered, according to modification types and data information which are included by the first modification log, to data that exists be -
fore the first data modification is executed (S103). By recovering data in a reverse time sequence, the present invention can effect -
ively meet data recovery demand to a great extent, and remarkably improves the data recovery efficiency.
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PRI AR
AHIEER 2015 4 10 H 20 HEBAZ R G 50 201510684597.0 K EHAFR A «—Fif
AR KR T EAREE” B B SR g AR, AN ARSI HE G RiE T,

PRSI,

A PR AL AU, Ry SRR K R T IE A E
T EHR

Bt Y 28 TR R A e, PR . IS 2 55 BT At R BB B B UBOROR RSO . ]
LIl S AT 34, Forbnl REanid I SR &5 B s, B e el ] DAL A%

SRR A T AR IO RR . BN RS S i R R AR AR R AR

BRGNS KRB S G I SEME B SRAR &, SR A AR S S R i, W]
Re2x tHIL B DR AR S 1 0 S B B & HI T AR AR SR s . o T IRIFEE 5
HRIATEENE, TEEA — AR SRR AT DAL IE SO e A 1 — i B T BN BB 2 sl e
WM, A ] LUKE A R 0 SO BB R B1oke, B T LR RS I R B I Bt 45

LG8 SCERAER YK 2 1) 7 2 ] L MySQL 1) Binlog ML, Binlog AL & 1
O HAR R A 415, Binlog IRV I SRAKYE, A BIERSEZ I (8] SO IR U 10 5% 1%
KRS A BT IR Sl e, BB — AR RIS R R k. lin—A R — /i,
LA 19 R TF AR AN BB E G IBR, (EZEIII EI B (N 19 T4 20 gl
# , Binlog £ HR N IS ic Sz 85 56 5 B gl . 76 R — AN (20 A3 21
MED , fE 20 SEEE R IZEIREA RS, TS — SR Binlog 1R
Bl TR BT AR I, AR R T T S SR Xl (R TR R R R AR
W Z 54 1 Binlog, ML AR ] SOT4h, AR 287 2 98 Binlog BT id K i
Hdmoksh, BRI P A S0 R R BRI TR SO 1k

FERAR K S TR AP, AR B 2 56 I 5 Bl ) 5080 4 8 sl sl L VR P 08 14
HFTEEH . 1T Binlog FIXFH LA RV R A 3 et 107 3, RS E T, R e
G, MO R B ACUE S A . 72 BB, A0SR A8 19 45 50 3 HE iR
BT — B M), TEIATHIR K E S, SIS Binlog J5, W2 19 £I3ER]
BRIV ACLG SIFLG, (s I DU I %45 15, ERIEILE] 19 £ 50 F 20T, AR
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SERARUCKURIRAT . WA, 75 Binlog J75U R, MRCRLAE EROSUR YA TR s
WSTHHAE.
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A S A T T N AR TS %

AR W TR, RN H AR R ST R s, R R sl
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Y B B ids F ARS8 X G (KA P SRl SR AT ik 5 — 288 sl 2 e Bl
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AR, BT TE L B 5 A s R i H b Bl e Gt Ao el R o3 i
o A FEAE A A oe B il 7, Frid Bl i o A s s 7, Prid ol & 7>
BAE TR Bk Bl o RIS R
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P s — o H & i Az a0, =BTl 58— el H S A7 AE (I [R)ok HH BTk 2 i
IR, R BTA S — sl H &

MBI R AR, PR R E AL

AR oo, MRS B RS AT I8 e, B — 8 s idtor
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SEh I L AT IR AR s B F bR Bl e sl B 1 e A
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BRIt MR BT IR AR s H SR IR B IR 0K, Pk A T
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A cesh TR S AT S A s LR A, BT SR R H AN BT B
R HAREE X ST Bk 56 —HdR s s HaE, B ss — s DS e Tordfs
WEHEHES;

B s, T RIEPTIA S ol H AR IR E BT 2R — ol H AR L
NIRRT EE HSES, ridfES ARG URESLN RN TE& TR s — s H
ST, KA T AT AR esh H S SN T i sl H &

Hyn S oo, M Dlkah H A @ i [ /DRI, AR P id f5 5 H
BERGIUEh HSX g H b Ei 2T B S, R PA 2 — 2l H P
LG ) e 2R AR A5 SORE BT ik H bR et it G B e R AT BT 28 — i sl
Jei B

AR, fLfE.

e, M TAER R iR B K R o Jn, AR TR H AR R R =
Helmchsly, BEXT P =Hde sl @ Sn ot M 3 = iesh H RS

BRI, MR T Erd B b S cish H b i i 18 K14 T Rnd
— ol H AR ST TR sl H S PR BCED AT, BB AN R i eesh H &b A
AL PTR S =@ H &

AR, BT TE L B 5 A s R i H b Bl e Gt Ao el R o3 i
o A FEAE A A oe B il 7, Frid Bl i o A s s 7, Prid ol & 7>
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HIIER],

P s — o H & i Az a0, =BTl 58— el H S A7 AE (I [R)ok HH BTk 2 i
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A DIR I OB IR 00 T A2 07 SR PR IS TR RS — el I R s S I 1) i ot A PR R
AR, MR E R IR RN, ORI TR A5 R H RS & i el HAE XS B
B bR ST BRI, BRI AT R 2l H S P R I s A e £
JEAGBITId H bR S i 80 Yk SR BUPIAT B 5 — e sl L AT ROt o a3 A 1)
WP EAT 2 AT, AT DU 50 AR OR R R BRI RS TR Sk, IR B itm T AR kR
e

P Pl 5

T S U A I SR SO BOR P I BORTT 55N IR S EA9] sAT
PRI BT EAL R B R fT RtA4, afy o) D, R A P B AR A
R —2eS i), W FAUE B RN ORYE, AT EIEME ST S R
I ] AR I L B P A5 A PR R

Bl 1 DA AR o B I A8 B 3 ) — T el P SR R ) T R TR 5

Bl 2 DA AR e B STt A8 B 3 ) — el o5 TR ) T R R 5

Bl 3 DA AR o B I Tt A1) B 3 ) — T el P SRR B 1 L A 5

Bl 4 DA R B S BRI 1) — B Al B S A B AR B A

HARS 7 =

AEA R B SEHEA 0 E . BTy SRR s IS A, R TR 5 A AR B S
(I IL, X AR B S A T R4 R 7 R IE E HRR ,  BAR, TR i sl 2 Ak
W — 383 S, T AN A SE AR . FE AR B 0 ST, AATIEE AR AR
TEBCA R BUIEME ST RIS T TR AR I B A7 FAd St ts], ) T AR AR IR o

Bt A 2 BRI R e, B . RSS2 55 BT A I 850 B G RSO ROR O . F ]
DIt e S AT 84, FCrbnl B ool IO 865 U 23, Bkl ez v) AL FE
SEAE S AR MRR . BN, B Sl e R AR IR . RGN AL
PSS I AR ESRAR m, SR AR ER B S R R R, Wl Re s LA IR PR 1 2%
T T EEAR A I T APZ R A B s). h TARIESIR A T S, R
— AT S AR AT DU IESE B A 78— 2 i R B P RS e sh Be s A I 52, 49 e LUOKE
DMMBR I SCAT BT R Rk, B T LUK A RS I I B i 45
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1515, Binlog IRV IC Mt MEIEEBE B I Ta) SOT a0y 10 S 24 S 5 B
DA BB, BRI MO RSO b A SR AT SR KR R, MR 5 2
PR A0 B8t e I TRV S RN B B4R, T I I BE1R 1 Binlog, BRGNS 8]
o, CAR TR 208 S 8 Binlog Aric sk (s,  ELRIH] M A S50 PR 2 1 1 AR Iy
7] R 1k

TERAR ST SK b, AR R LA B X 0 50 il )80 e s s e ) LR R SdE 2
TR . 1 Binlog AX AN LU AR RAIE T, R ENT, Hgsz s
RIS, KRR BR G mOT IR L. XA EIUALHI IR ALAE T, X1 KR DR
DRI IR KR, Pl RER: 2 BRI (R4 B8 5¢ ), i H., Binlog HLil25ET-HTA],
AR THIE S, WHtedl, 75— Binlog IR, AE A ISR SEh,
R T EAL RN A RIGHR o X7 AU X ER R 5 LB MySQL R, B it
el Y, B2 B B B I SOOI R, BT R IS Sl B 15 5 37 e ST IR R 8
B ARG RSN 5140, B4R Binlog HLHIANA B 2 S Ui Ik S 2%, 1fi H.
BIEIRAE Y. H RH A IR B 5 I BT 55t

A, AR BIPEOL T — R K R TEAE, BRI R — IR
E P <Y A S VA 5 ) | D P T <Y ) D K ) e D S YA T N V& 74
B Eh I L I e el e e G A sl A R AR . IR e
WO SR, n] DR B 88 Pk =305 SRl s HH AT 3080 Yk SR U o A sl H s st s
I TR) R /N BN 5 LR R AR e B A0 BT IR A0 P SR SR I e ) AN 28 — sl A
(RIS I TR s AR R LRS00 2 L R 280 P SRS A R 4 P ik e P 2 H
BRGNS g H i AT B, RIS PE 26 — sl H &
LG ) e 2R AR A5 SO BT iR H bRt 3t G B R BIAT BT 28— B sl i
R FR A5t o A 390 e B TRD WP AT R P R, ] AT 280 A RO R B A T R 755K
IR S N C R &

BE—2B 1, ARSI, I n] DI I TR TR R Ja IR A
B SR L LE N TR A8 o T P I A SR SR e Al H S i TR
MBI BN REAT B S, ORI b 5 5 HS S 4 P el H SR B i H x
Bl B ST R S, B RIMRYE I 5 — s H S P s B e sh R A s 15 ok
A H B SR TR B HAT g 26 AR ah 2 S A . AR I R R TTER R
Bn T B EE T, PR REE T AR AR 55
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S —

TEA G IR W) SETRAG) RO T B2 T3 V2 i, o B S U I A B SE T 42 A4y e sl H
& (change log) HLil.

AR HAENLRIN A T BA 2R SRS, R g w] DU
Fa P — NIRRT BB R BB B SR sl H AR BRI H AR
X B PAT RIS SE, B R SEh LR I B H A& g B RS
SR LUAEIRES TP I S 2 MR R R — DR % X R XS]
DB LS SRR (table) « SRANE (view) BB EIE (resource) “FHAEA.

b, il B sl vl LR EE T Rorh SR R . K. B, 5%, R
RIS Befg il 37 s H S R s B AP DLALSS: DU w i r e R8sy X s
4l COVERWRITED DA 7 AR 8 X 55l (INSERT INTO/APPEND)
MR X% (DROP TABLE) | Mikx7r X F /TR E 73X (DROP PARTITION) | X
fir% (RENAME TABLE) . 43 [X it 4 (RENAME PARTITION) ., 4 j1141) (CALTER TABLE
ADD COLUMN) . ##E a4 (ALTER TABLE CHANGE COLUMN RENAME TO) . f
#—3X (ALTER TABLE ADD PARTITION) . BSEEEEEE 2 H] (REPLICATION)

faray
SF o

FITR 3 — oz H ARG Tl 238 — e H AR B SE I (] T 5 — 2500 e sl (¥ 25 sl 28
AL TR TR S — 2 St BT B R A S S e oy AR . S,
JITIR 55— o5y [ 2R R S I 8] w) LA P i 5 — 5 sl I AT IR i) — 3. BT 58— %
BN B 28 A W] LG B K R AR sh 2R A Wk, IR T R AR A )
XTI H AR B R Gl i Sl 3 23 (0 B A5 S R DI o 5 0 43 A s 0 4 1A
B, PR B o ARSI A A, PR TR R BLRE T RER TR B
HER . AR, Prdcfdh s Ok (FB, X, RITR, JIER, o
DEEVERES) , BlUESaT X AR P BIREE . Gt Ad R E e, iR
S o FUrb A A 4 e R DA SR 7 LR IR S el AR I R, PR R s
IR) B2 W B s, 7R B AR I E T RE AR AR T, WA L ERIR AT i
B)AEA o W I B — U5y A5 A7 0 RIS 1) R A= i Jo S R ik 55— s
o LULGHRAE s H BRI REE T, WARG . Sah HEW Uk 1 Jior:

*1

logid | type | time | operation | status
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Logidl View 201510070200 Overwrite Undoable
Logid2 Table 201510070300 Drop table Undoable
Logid3 Resource 201510070400 Append Undoable

Horb, WRIRN logidl K3l H & Bk B 1) £ o G0k Bdls AL 11, R Sr i () 4
201510070200, #dhhshryZeA 4 LLE w R 7 X S8, AN WS (Undoable) .
FRFA logid2 BIsh H & B ISR A SO SRR, B[RS 201510070300, 23R
SN B IR AR R, REATTIES . SRR logid3 MISial H & Jont B i 2580 5 %
NHHETIE, AL E] Y 201510070400, HdE s ISR 0 g in e r XS 8, W&
AT . TREER AR, LT ES (Redoable) 34J& T X 4% AL B it —Fl i
2, AT R W] DL 2 B B s, R U, AN H R, ik
B HAERPIRA T LRV AT, AR08l H SR B A8 lsh ik 52 5, iZesh H
A HPRATT LU T RS e A S o B ez a B oo 7 4dER a, WA 50E
BB a XN EE) H & a BEarit, HRATTCUERIA O w RS, B R mT LUOE I S 1
SRR AR R a BUBMIRR, RIS k. 7] E S48 DO 2 AT 5o )
P RER S HanEd BRI R, WE TIRMEGER a 5, S HE a RS
FARLE AT R A T RS, B DR P LA R SEI N R B 4% a IR l, B Ut
A LLE o s D R BT E) a, B2 ATRE T RIEER a ER% .

XTI BAREARE AT, AT A 20 sl &, sBeE U, B imid B EdhE
M GHAT— IREAR ), s — AR sl H &

B N A R B S IR BB R B TNEAT UL, B 1 AR B ST R AL
— BB R G AR R, TR VA AR

S101: Bl ik 55— ksl H S AR IR B W 3Kk, Ik Bl =1 SR AL 61
SRR IR H AREE 0 S R R BIPAT I 5 H s sl i A

PG, 2 P AE T SR S A AT R AR, 2 B A O B A R
BRI RT Ko FTIR SR — e W 08 sk P B T BRI SRR TR H BRSO R R E T
S RIPAT IR 58— B s AT A, G R LAREE I SR AR S S T B
FH R OB WA, X AN EIR . iR A e S SR R T B BTA B K
F) H ARSI (R R . a2 il, Bl RIprR BRI 2k, prd B hrdlE v 4 o4
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