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NCN-BLOCKING ADMISSION CONTROL

BACKGROUND

[0001] Admission control systemg mediate access to
network resources such as bandwidth by admitting or denying
requests for network resources. Admission control systems
typically suffer from delays associated with the request-
response messaging required for gaining authorized access to
network resources. For certain classes of high priority
traffic or certain users with low delay tolerance, the delay
associated with admission control may be intolerable.

[0002] For example, one approach ‘is to build a blocking
network admission scheme used by.today’s bandwidth brokers.
'Acéording to the network admission blocking scheme, all
applications must wait for a response from a network
admission control before transmitting any packets over the
network. Thus, the communications may be unnecessgarily

delayed, especially in the case where ample bandwidth is

available,
[0003] Traditional solutions have solved only part of
the prcoblem. One sgolution is over-provisioning, where a

network 1s built with enough resources that there will never
be scarcity of available bandwidth. However, to build such
a network involves a large cost.

[0004] “Accordingly, in view of the foregoing
deficiencies, a low cost network which provides adequate
resources and immediate access is currently desired.

SUMMARY

[0005] One aspect of the present invention provides a
method for controlling network access, comprising sending a
request to allow a communication flow over a network and
temporarily starting that £flow before a response to the
reguest is received.

fooos6] Another aspect of the presgent invention provides a
method for controlling network access, comprising receiving

a request to allow a communication flow over a network and
-1 -
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temporarily allowing the communication flow over the network
preferably before a response to the request 1s transmitted.
The method may further comprise determining availability of
a network resource; comparing the available resource to a
resource required for the requested communication flow;
determining a priority of the communication £flow; 'and
responding to the temporarily allowed communication £flow
based on the available resource, the reguested resource, and
the priority.

[0007] Further in accordance with this aspect of the
present invention, the resource is selected from the group
consisting o¢f bandwidth, latency, Jitter and processing
time.

[oo08] Purther still in accordance with this aspect of
the pregent invention, the method may further comprise
marking packets transmitted in the communication flow to
designate priority. In additicon, the method may comprise
getting a policy for responding to the temporarily allowed
communication flows based on their packet markings, content
of the communication flow or an application defining the
type of communication flow.

[0009] In addition, the method may comprise modifying the
regource allocated to communication flows allowed over the
network is performed in response to receipt of a request for
communication flow with a higher priority than the allowed
flow.

{0010] According to a further aspect, the temporarily
allowed communication flow may be pre-provisioned by
reserving the network resources. The amount of reserved
bandwidth may vary from one communication flow to the next
based on at least one of the type of communication or a
priority  of the communication. Priority  of the
communication flows may be designated by packet marking.
The priority may be based on the content of  the
communication flow, -the application defining the type of

communication flow, etc. Therefore, packets marked with
-2
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higher priority may be handled differently than those withr
normal markings. This reserved bandwidth may be.modified in
raegponse to a determination of how to handle the
communication flow.

[0011] Another aspect of the invention provides a system
for managing network access, comprisging an input for
receiving a reguest to communicate over the network, a
resource determination unit determining one o©r ' more
available resources on the network at a time of receiving
the request, and a memory storing a network admisgssion
policy, wherein the network admission policy permits
temporary communicatiOnrover the network before a response
to the request is transmitted, and wherein the network
admission policy defines which requests to communicate over
the network will be granted based on at legast one of
available bandwidth, bandwidth required by  the
communication, and priority. Further, a network admission
policy enforcement unit may execute the network admission
policy and transmit a response to the reguest. According to
one embodiment, the system may further include a policy
creation unit enabling a user to set or modify the network
admission policy. | Even further, an update mechanism may
ubdate the network admission policy, for example, based on
communications allowed to the network at the time the
request 1s received.

[0012] Yet - another aspect of the invention provides a
computer readable medium storing a program executable by a
computer, the program comprising recelving a request to
admit a communication flow to a network, temporarily
admitting the commuriication flow to the network, determining
an amount of available bandwidth on the network, comparing
the amount of available bandwidth to an amount of bandwidth
requiréd for the requested communication flow, determining a
priority of the communication flow, and handling the

temporarily admitted communication flow based on the amount

-3 -
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of available bandwidth, the amount of required bandwidth,
and the priority. | |
[0013] In yet another aspect the present invention is a
method for accessing a network comprising sending, by a
client device, a regquest for access to one-or more network
regources; and accegging the one or more network resources
before a resgpongse to the request is received.

[0014] In accordance with this aspect of the present
invention, the request may comprises a request for
communication flow over the network and the one or more
network resource comprises bandwidth. In addition, a
response to the request comprigses allowing the communicaticon
flow, terminating the communication flow, or modifying the
regsources allocated to the communication flow.

[0015] Further still, the method may comprise marking one
or more packets transmitted in the communication flow to
designate priority. The method may also comprise marking
the one or more packets at an application layer, operating
system, or on an edge router. The method may further
comprise determining whether access to resources should be
made available using a policy engine associated with the
client device. 7 '
[0016] In addition, determining may comprise setting a
policy for providing access based on markings in a packet,
content of a communication flow or an application defining a
type of communication flow.

[0017] According to another aspect of the invention, a
method for controlling network access may comprise receiving
a request to allow a communication flow over a network from
an application, determining a priority of the requested
communication flow, and transmitting a response to the
application, the regponse indicating access rights for the
application. Availability of a network resource may then be
determined, and network resources may be allocated to the

application. Further, network resources allcocated to other

-4 -
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communication flows on the network may be modified based on
the availability of the resource and priority. (
BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Fig. 1 illustrates an admission control system
according to an agpect of the invention.

{00191 Fig. 2 1illustrates an admission control unit
according to an aspect of the -invention.

[0020] Fig. 3 illustrates an admission control method
according to an aspect of the invention.

[0021] Fig. 4 illustrates an end-user device according to
an aspect of the invention.

[0022] Fig. 5 illustrates an end-user device according to
another agpect of the invention.

[0023] Fig. & illustrates a packet structure according to
an aspect of the invention.

[0024]. Fig. 7 1illustrates an admission contrel system
according to another aspect of the invention.

DETAILED DESCRIPTION

[0025] Fig. 1 shows a system 100 for managing
communications over a network. A flow initiator 110
wishing to send packets to a flow target 180 through a
network 150 may £first transmit a request to asynchronous
bandwidth broker 130. The request may ask for permission to
utilize an amount of bandwidth for an amount of time for an
application, such as instant messaging (IM), voice - over
internet protocel (VoIP}, etc. In turn, the bandwidth
broker 130 may transmit a response to the flow initiator
110, indicating whether the request was granted or denied.
However, the flow initiator 110 need not wait for the
regponge from the bandwidth broker 130 before beginning to
transmit packets to the flow target 180. That is, the flow
initiator 110 may be admitted to the network prior to being
granted accesslby the bandwidth broker 130. For example,
the flow initiator 110 may include a local policy engine

which determines that the flow initiator 110 may begin
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transmissions over the network 150 prior to receiving a
response from the bandwidth broker 130. If the response
from the bandwidth broker 130 grants the request from the
flow inifiatorxllo, the flow initiator 110 may continue to
access the network 150 for the requested amount of time
consuming specified resources. However, if the regponse
from the bandwidth broker 130 denies the request, the flow
initiator 110 will typically be i1nstructed to cease
transmitting packets for that flow.

[0026] In accordance with an aspect of the present
invention, the asynchronous Bandwidth Broker or aBB 130, as
well as any point or node that wants to start a flow
preferably implements the policy, e.g., as a policy engine'
or concomitant instructions, code or software. Since the
gource will typically make the decision about how to start
and mark the flow before it has received a response from the
aBB, it typically must have its own policy engine te cover
that period. The policy engine in the aBB will typically
then be used to f£ill in some of the information in the
regpongse which will, in effect, override the source's local
policy engine.

[0027] One feature -of a system embodying this aspect of
the present inveﬁtion_is that the response from the aBB, if
it denies the request for resources, will typically be
interpreted by the gource as a pre-emption, that is a
direction to guit transmitting. In military systems, there
are gystems with synchronous Bandwidth Brokers or BB. In
such systems, the source does not transmit until it.gets a
response from the BB. It may later receive a pre—emption
message if a higher priority flow is to be admitted at which
point it must stop transmitting. In commercial systems, the
gource waits until a response is received from the BB. If
that response denies the requested resources, the flow is
not admitted and dies. If it is non-zero, the flow 1is
guaranteed those resources even 1if a higher priority flow

arrives later.
-6-
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[0028] ,the algo that in accordance with a further aspect
of the present invention, each policy engine may have the
complete policy or can have a tailored part of the policy
specific to that node, its applications, or its functions.
Thus, an aBB typically needs to have policy sufficient to
allow it to determine priorities, whether to admit, and how
tormark any flow that might appear in the network. It does
not typiéally need the policieg for how to prioritize, admit
and mark flows before the aBB has responded. The source
ﬁodes each typically need policieé sufficient to allow them
to prioritize, admit and mark any flows that théy may
originate. In some iastancesg, it may be useful to also have
the policies for how to process those flows after the
decigion of the aBB to provide information to a user, client
or node, but it is not necessary. Even further, a
gpecialized device.(e.g., a VoIP phone) may only have the
pre-aBB policies for voice related connections since those

are likely the only flows which 1t may be capable of

originating. N
[00289] The network 150 may be any public network, such as
the Internet, or any private network. For example, the

network 150 may be a virtual private network operating over
the Internet, a local area'network, or a wide area network.
Moreover, the network 150 may include any number of sub-
networks and may operate according to any of a number of
different protocols or standards. '

[0030] Although only the flow initiator 110 and the flow
target 180 are depicted in Fig. 1, it should be appreciated
that a large number of connected computers may Dbe
communicating over the network 150 at a given time. The
flow initiator 110 and the flow target 180 may be general
purpose computers having all the internal components
normally found in a personal computer such as, a central
processing unit (CPU), display, CD-RCM, hard-drive, mouse,
keyboard, modem, etc. For example, the flow initiator 110

and the flow target 180 may communicate over the network 150
_.'7_
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via a modem or some other communication component such as a
network card. The flow initiatcr 110 and the flow target
18¢ may comprise any device capable of procegsing
instructions and transmitting data to and from humans and
other computers, including network computers lacking local
storage capability, PDA's with modems and Internet-capable
wirelegs phones. The flow initiator 110 and flow target 180
may also include applications running on such devices. For
example, the application initiating the flow on the flow
initiator 110 may be VoIP, IM, web browser, online gaming,
email, music streaming software, etc.

[0031] "The asynchronous bandwidth broker 130 - may
similarly be any device capable of processing instrﬁctions
and transmitting data to and from other computers. For
example, the bandwidth broker 130 may be a general purpose
computer or any type of conventional server, such as a web
gerver or a groupware server,

{00321 Turning now to Fig. 2, a detailed wview of
bandwidth broker 230 is pfovided. In this example, network
computers 262-266 (e.g., flow initiators) are connected with
each other via router 260. Also connected with the network
computers 262-266 and the router 260 is the bandwidth broker
230. Although the bandwidth broker 230 is shoﬁn as a
separate component from the router 260, it should be
understood that the bandwidth broker 230 may be a unit
within the router 260. For example, the bandwidth broker 230
may be a virtual component executable on the router 260.
Accordingly, the bandwidth broker 230 and the router 260 may
share components, such as a memory and/or a processor. In
that regard, it should be understood that not all hosts,
e.g.; client devices or flow initiators 262, 264, 266, will
be gerved by the same router.

[0033] According to the example of Fig. 2, the bandwidth
broker 230 may include a number of components for use in
managing the bandwidth allocation to variocus flow initiator

devices. PFor example, the bandwidth broker 230 may include
-8-
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an input/output {I/O) poxrt 232, memory 234, an access policy
creation unit 242, and a processor 240. The processor 240
may further include an access policy determination unit 243,
an access policy enforcement unit 244, and a resource
determination unit 236. These units may be software moduies
executablea on the bandwidth = broker 230, or hardware
components interfaced with the other components of the
bandwidth broker 230. Further, while these units are
depicted in ¥Fig. 2 as separate éntities, it should be
understood that some units may actually be part of another
component. For example, the access policy creation unit 242
may aétually be a set of instructions stored within memory
234,

[0034] The processor 240 may comprise any number of well
known hardware—baséd procesgors, such as a CPU from Intel
Corporation or Advanced Micro Devices. Alternatively, the
processor may be a dedicated controller for executing
operations, such as an ASIC.

[0035] The I1/0 port 232 may be used to connect toc a
‘number of network computers 262-266 through a router 260.
The memoxy 234 stores information accessible by processor
240, including instructions for execution by the procegsor
240 and data which is retrieved, manipulated or stored by
the processor 240. It will be understood that memory 234
may be of any type capable of storing information accessible
by the processor, such as a hard-drive, ROM, RAM, CD-ROM,
write-capable, read-only, or the like.

f0036] Access poliey creation unit 242 provides an
interface for users to input the criteria for determining
which communication flows to admit to the network. In this
regard, it should be understood that the access policy
creation unit 242 may operate in conjunction with the memory
234 and the I/O0 port 232 to enable users to set and modify
the accesg policy. For example, the access policy creation
unit 242 may receive a set of instructions which indicates

that temporary access to the network will be allowed until a
_9._
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determination of whether to admit the communication flow can
be made, and may interface with memory 234 to store these
instructions. The instructions may also designate a portion
of the network's bandwidth to be available for such
temporary access. Further, thesge instructions may dictate
which applications and priority levels of communication
flows will be admitted depending on availability bf
bandwidﬁh. Accordingly, for example, the access policy
creation unit 242 ma? enable the entry and storage of a
table of +wvalues and/or an algorithm for determining
admittance. Moreover, the access policy may dynamically
change the behavior of the network. For example, a rule
determining which packet markings to allow access to the
network or which to discard may be modified. Alternatively
or additionally, the amount of bandwidth designated for
trangient communications on the network may be varied.

[0037] The processor 240 may execute the instructions
input through the access policy creation unit 242, and may
cauge such policy to be enforced. For example, the
procesggsor 240 may include . an access policy determination
unit 243, an access policy enforcement unit 244, and a
resource determination unit 246ﬂ The resource determination
unit 246 may assess how much bandwidth is available on the’
network at a given time. It may also determine how much
bandwidth is needed by the reguesting aﬁplication. The
processor 240 may use this information, along with the
instructions from the access policy creation unit 242, to
determine whether or not a communicaticn £low sghould be
admitted to the network. That 1is, the policies or
instructions entered through the access policy creation unit
242 are provided to the access policy determination. unit
243. When an event of interest occurs, such as when a
request from a flow initiator is received, the access policy
determination wunit 243 makes a decision based on the

policies. It then communicates that decision to the access

policy enforcement unit 244. The access policy enforcement
-10-
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unit 244 may be an entity within the processor 244 which
communicates a responge to the flow initiator.
Alternatively, the policy enforcement unit 244 may be the
fiow initiator itself, which receives a response from the
access policy determination unit 243 and handles itself in
accordance with that response. Further, the policy
enforcement unit 244 may be the router 26C¢, which handles
packets from the flow initiator in accordance with
instruction from the policy determination unit 243. If the
processor 2490 determines that the communication' should be
admitted, the access policy enforcement unit 244 may allow
the communication and transmit a response to the requesting
device. 'If, however, the processor 240 determines that
admitting the flow would overburden the network, the access
policy enforcement unit 244 may deny further communication
from the requesting device for a predetermined amount of
time. The access policy enforcement unit 244 may further be
used to control communication £flows that have already be
admitted to the network in order to increase available
bandwidth.

[0038] Although the memcry 234 and processor 240 are
functionally illustrated in Fig. 2 within the same block, it
will be understood by thoge of ordinary skill in the art
that the processor and memory may actually comprise multiple
processors and memories that may or may not be stored within
the.same physical housing. For example, sgome or all of the
instructions and data may be stored on reniovable CD-ROM and
others within a read-only computer chip. Some or all of the
instructions and data may be stored in a location physically
remote from, vyet gtill accessible Dby, the processor.
Similarly, the processor may actually comprise a collection
of processors which may or may not operate in parallel.

[0039] In addition to the operations illustrated in Figs.
1-2, an operation in accordance with a wvariety of aspects of
the method will now be described. It should be understood

that the following operatioﬁs do not have to be performed in
-11-
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the precise-order described below. Rather; various gteps
can be handled in reverse order or simultaneocusly.

[0040] A method 300 of managing bandwidth allocation is
shown in Fig. 3. According to the method 300, a request for
bandwidth is received and handled based on a determination
of available bandwidth on the network and priority of the
request.

[0041] =~ 1In step 310, a request for bandwidth (e.g., from a
flow. initiator 110) is received by the bandwidth broker 130.
The request may include a wvariety of information, such as
which application (e.g., IM, VOIP, web browser, etc.)
degires to access the network 150, the duraticn of time for
which access ig requested,. the amount of bandwidth requested
for such accesgss, etc. Additionally, the request may include.
an identification of priocrity of the network access. For
example, the zrequest may identify the requested access as
critical, urgent, can wait x minutes, or low priority, just
as gome examples. It should be understood that any type of
indicia maybe used to designate the priority of access, such
as colors, codes, etc.

[0042] Without waiting for a response from the bandwidth
broker 130, the flow initiator 110 may begin the reguested
communication {i.e., begin transmitting packets over the
network 150).

[0043] In step 320, the bandwidth broker 130 determines
if bandwidth sufficient to satisfy the request is available
on the network 150. TFor example, the resource determination
unit 246 may assess how much bandwidth is already taken up
by existing communications through the network, and may
evaluate how the consumption of additional bandwidth by the
requesting device would impact the network 150.

[0044] It may be determined by the bandwidth broker 130
that ample bandwidth is available on the network 150, and
thug that other communications through the network would not
be impacted by the additional consumption of bandwidth.by

the flow initiator 110. Accordingly, such communication may
-12-
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be approved in step 325. Alternatively, it may be
determined that permitting the flow initiator 130 to access
the network 150 would cause some congestion on the network.
While some congestion on the network 150 may be acceptable,
overloading the network 150 to a certain degree may not be,
Accordingly, communications that would not greatly burden
the network 150 may also be approved in step 325. Approval
may be indicated to the flow initiator 110 by, for example,
transmitting a response to the flow initiator 110. Because
the flow initiator 110 may have already begun communicating
over the network 150, the flow initiator 110 may simply
continue to do so. The regponse from the asynchronous
bandwidth broker 130 may also specify the available
resources in a way that would cause the flow initiator 110
to either consume more or less of some resource. For
example, an interim 'policyj usedr by the flow initiator's
local peolicy engine might specify that a VoIP flow is
allowed to start with the packets marked as being priority
level 3. The response from the asynchronous bandwidth
broker 130, based on its policy and its determination of the
network conditions, might sgpecify that packets should
instead be marked with priority 5 (where 5 might be higher
or lower priority).

[0045] If it is determined in step 320 that admitting a
flow from the flow initiator 110 to thé network 150 would
overburden the network 150, the priority of the regquested
communication may be evaluated in step 330. Such evaluation
may be performed by the bandwidth broker 130, a router, or a
combination of such components. According to one aspect,
the evaluation may compare the priorities of the requested
communication and the communicationg accessing the network
150. According to another aspect, the evaluation may
determine that any. level of priority at or above a
predetermined level should be admitted to the network 150.
Priority may be based on the importance of the

communication, and in some embodiments may also be based on
_13_



WO 2011/081953 PCT/US2010/060373

the required bandwidth for particular applications. For
example, while a requested VoIP communication and an instant
message may have approximately equal importance, the instant .
message may  take ©priority over the VoIP communication
because it consumes less bandwidth. If the evaluation
results in a determination that the communication takes
priority, the communication may be approved (step 325).

[0046] One potential option may be to free a
predetermined amount of bandwidth in step 335, for_example,
by reducing the resources previously assigned to another
flow. The predetermined amount may  be enough to relieve
congestion from the network 150 when the .prioritized
communications are allowed. For example, the amount of
bandwidth that is freed may be approximately egqual to the
amount of bandwidth requested by the flow initiator 110.
Alternatively, the amount of bandwidth may be a fixed value.

[0047] The asynchronous  bandwidth broker may  free
bandwidth in any of a number of ways. For example, the

bandwidth allowance of all flows over the network 150 may be

decreased. Alternatively or additionally, it may be

determined if any applications areino longer utilizing their
allocated bandwidth, and such bandwidth may be reallocated.

Yet another possibility is that communications of a

predetermined priority, such as a lowest priority, may be

paused or terminated.

[0048] If the evaluation of priority of step 330 results

in a determination that the requested communication does not

take priority, the request for bandwidth transmitted by the

flow initiator 110 may be denied in step 340. This includes

transmission of a message to the flow initiater 110

indicating that the request was denied. According to one

aspect, it may also include terminating the transmission of

packets over the network 150 already begun by the flow
initiator 110. -Additionally, the asynchronous bandwidth
broker may instruct routers in the . network to drbp packets

previously sent.
-14-
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[00459] Though the present invention is described in the
context of providing access to network bandwidth, these
descriptions are merely illustrative. In general, the
pregent invention may be applied where there is brokering of
any network resources. Those network resources may include
for example latency; jitter or network element processing
time,

[0050] According to one aspect of the invention, priority
of communications over the network 150 may be designated by
markings on packets. The markings may include any type of
predefined code. Setting of the priority levels may be
bagsed on content, application, user-defined requirements,
weight, or any combination of these or other parameters.
[0051] As shown in Fig. 4, marking may be performed by an
application (e.g., Applications 1-3, denoted by elements
412, 414, 416) running on a computing device such as flow
initiator 410, The flow initiator 410 may include an
operating system kernel 420 which communicates with and
controls the applications 412-416. .Each. application 412,
414, 416 may include a unit which performs packet marking,
sﬁch as packet marking unite 413, 415, 417. For example, if
application 412 is an instant messaging application, it may
alwayg designate the packets as “5” or “low delay.”
Alternatively, application 412 may receive input from a user
as to which marking to use. Accordingly, following the same
example, a packet | sent  using an instant messaging
application may be changed to “1” or “critical.”

[0052] An alternative embodiment is shown in Fig. 5. For
exampie, applications 512, 514, 516 may not be tfusted to
perform the packet marking. Accordingly, packet marking may
be performed by operating system 520 of flow initiator 510.
That is, the applications 512-516 may transmit packets to
the operating system 520. The operating system 520 may
inciude a packet marking module 525 which assigns a marking

to the packets sent by the applications 512-516. Similar to
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the example of Fig. 4, the marking may be based on the

application, the content, or user-defined settings.

[0053] Fig. 6 shows the structure of a marked packet
which is transmitted through the network 150. In this
example, the network 150 is an IPv4 network. However, it

should be understood that the principles of the present
invention may be implemented on any network that provides-a
means .of indicating pxiority in the headers of packets.
Moreover, in a network with no priorities, the present
invention would still work with the limitation that the
agsynchronous bandwidth broker has a more coarse grained
control of the network. Additionally, the policy at the
flow dinitiator : would 1like Dbe more conservative as the
network would degrade much less gracefully in the face of
congestion. The packet includes a header 610 which contains
information on the internet protbcol (IP) version and the IP
header length. The IP version indicates-the format of the
internet header. The IP heéder length is the length of the
internet header in 32 bit words, and thus points to the
beginning of the data.

[0054] Type of Service field 620 provides an indication
of the abstract parameters of the quality of service
desired. These parameters guide the selection of the actual
service parameters when transmitting a packet through the
network 150. Accordingly, the Type of Service field 620 may
indicate priority by storing a value that allows the router,
ete., to determine how to handle the packet.

[0055]  The Total Length field 630 is the length of the
packet, measured in octets, including internet header and
data. This field may be 16 bits.

[0056] The Identification field 640 may include an
identifyving wvalue to aid in assembling ifragments of a
packet. This wvalue may be assigned by the transmitting
device, and may be 16 bits in length.

[0057] The flags and fragment offset field 650 may

include various controcl flags, such as whether fragmenting
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is allowed and whether it is the last fragment or if there
are more. The flag and fragment cffset field 650 may also
indicate where in the packet this fragment belongs.

[0058] The Source Address field 660 and Destination
Address field 670 may ildentify the source and destination of
the packet, respectively. |
[0059] The options field 680 includes information which
may or may not be transmitted. Examples of such information
include security, loose source routing, strict source

routing, internet timestamp, etc. The payload field 630 may

include the actual data to be transmitted. As mentioned
above, this data may be congidered 1in determining an
appropriate marking for the packet. Fig. 7 illustrates an

example of managing bandwidth according to an aspect of the
invention. In particular, this example provides another
method of packet marking in contrast to the technique used
in connection with Figs. 4 and 5. In particular, if the
flow initiator is not trusted to perform packet marking,
this approach may be used. * '
[0060] In this example, a number of flow initiators 710-
715 afe operating on a network 750. The network 750 may be
an enterprise network, which enables communication and
regsource sharing among a number of applications at
relatively high speeds. Resources may be allocated for each
of .the flows over the network 750 by the asynchronous
bandwidth broker. The flow initiators 710-715 ‘may
communicaté not only with devices on the network 750, but
also with other &evides beyond the network 750. For
example, the network 750 may be connected to another network
through router 760. The other network may be  any type of
network, such as another enterprise network or a slower
‘network. In this example, edge router 760 may perform
shaping and policing (i.e., delaying or dropping packets
that exceed the resource bounds granted by the asynchronous

bandwidth broker).
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[0061] Flow initiator 712 may be communicating with flow
initiators 714 and 713 via iﬁstant message. The
asynchronous bandwidth broker may assign to such
communications 20% bandwidth on the netwoxrk 750, and the
packets transmitted may be assigned a marking of ®*5” by the
asynchronous bandwidth broker.' At the s=same time, flow
initiator 713 may be conducting a VoIP session with a device
beyond the network via the edge router 760. This VoIP
gegssion may be allocated 65% of the network’s bandwidth, and
the packets transmitted may be assigned a marking of “3” by
the asynchronous bandwidth broker. Alse at this time, the
flow initiatot 711 may request to initiate an internet
download. Accordingly, flow initiator 711 way transmit a
request for bandwidth to the asynchronous bandwidth broker.
The agynchronous bandwidth broker may or may not be co-
locéted on any of the devices shown, such as on the router.
760, or elsewhere on network 750 or éomewhere in the larger
network beyond the router 760. Alternatively, the bandwidth
broker may reside indepéndently. The request may specify
the application (i.é., web download), the priority (e.g.,
low delay), the estimated duration of the download (e.g., 15
minutes), and the approximate bandwidth required (e.g., 10
Mbps) . Before waiting for a response from the bandwidth
broker, the flow initiator 711 may begin the downlcad. In
the meantime, the bandwidth broker may determine that the
requested 10Mbps is 15% of the network’s bandwidth
capability, and that only 15% is available because of other
devices communicating over the network 750. While the
bandwidth broker may have otherwise denied such
communication to avoid a risk of excessive congestion on the
network, the bandwidth broker may recognize that the request
designated a  higher priority for the  application.
Accordingly, the bandwidth broker may grant the request for
bandwidth. The router 760 may\assignKthe packets a marking

of “2.” The bandwidth broker may stop permitting access of
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packets marked with 5 in order to increaée the availability
of bandwidth on the network.

[0062] Because the flow initiator is permitted to begin
accessing the network in- the transient period between.
transmission of an admission control request and receipt of
the admisgsion control response from the bandwidth broker,

the network may be over-subscribed for that period of time.

The impact to the admitted communication flows in the.
network may be minimized during this transient period by one
or more techniques. These technigues may be implemented in,

for example, the access policy determination unit 243.

[0063] Accoxrding to a £first method of minimizing impact

on admitted flows, a configurable percentage () of the
network bandwidth may be set aside for flows in the

transient period. Each traffic flow in the transient period

may be allowed to utilize a configurable percentage (f}) of
_this pre-allocated bandwidth. Thus, the bandwidth available

to any sgingle flow in the transient period will not exceed

(B X ) of the network bandwidth. In the case of a network
with differentiated classes of sgervice, such a configurable
percentage of the network bandwidth may be set aside for
each class of servicé, with the exception of best effort (or
clasges for which no admission controcl isg envisaged). .
[0064] In a case where the network 1is very resource
constrained, the policy may be that no resources ére pre-
provisioned for temporary flows. In such a case, it may be
that only high priority flows or éveﬂ ne flows are allowed
to access the network before the Bandwidth Broker makes the
admisgion decision. Additionally or alternativel?, lower
priority-flows already admitted to the network may be paused
or terminated. In ancother extreme, where 100% of the
network is available to flows in the transient period, flows
before admission have the same access as admitted flows.

[0065] Another method for minimizing the impact of flows

in the transient period is the use of best effort. That is,
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flows in the transient period use a "best effort" packet
marking to send their data, wherein an applicationr sends
data whenever it must, in any quantity, and without
requesting permigsion or first informing the network. For
best—effort gervice, the network delivers data if it can,

without any assurance of reliability, delay bounds, or
throughput. Such classification may be included in -the
packet markings, for example, in the type of service field
620, Using this marking in cases where the network is
under-subscribed will not impact the quality of service
experienced by the transient flow. However, in cases wheare
the network 1is over-subscribed, using the best efforts
marking may cause the transient £flow to experience a less
adequate level of service, and in some instances, .the
transient flow may not be able to send packets through the
network at all. Accordingly, the transient flow will not
impact admitted flows.

[0066] Yet another method o¢of minimizing dimpact on

admitted flows may combine elements from the methods of
getting aside bandwidth and. using best effort. According to
this method, pre-allocated bandwidth for the transient
period may be used for certain high-priority traffic, such’
as a fire alarm. The remaining transient flows may use best
effort while awalting admission control  decisions.
Determination of which approach is used may be dynamically
configured using a dynamic policy update mechanism. For
example, this mechaniém may be implemented within the access
policy creation unit 242. With this approach, each time a
flow is started, the current policy (which may depend on
many factors including the bandwidth required by the
application, the current state of the network, the time of
day, the role of the wuser running the application,  the
geographical/topological location of the application, etc.)
is checked. Most likely, the asynchronous bandwidth broker
will use the policy determination unit 243 to determine the

correct marking and will send that to the flow initiator as
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part of 1ts response. However, it would be possible that
the asynchronous bandwidth broker, in consultation with
policy determination unit 243, would tell the flow initiator
that it was being allocated classification X. The policy
determination unit 243 on the flow initiator would then use
that along with other factors such as the application type,
the location of the node, etc., to determine the marking for
sach packet. That way, 1if the node were mobile, its
markings might change over time without needing to consult
with the asynchronous bandwidth broker again.

[0067] Accoxrding to one aspect of ﬁhe invention, an
access policy may be configured to give some applications
the bandwidth allocation that they would have in a more
severe situation than the network is currently facing. For
example, during the transient period, non-critical
applications may be given the resources that they would be
given if the network were in disaster mode. When the
bandwidth broker responds to the request for admission, it
would then give the application resources that correspond to
the current network behavior. Similarly, the bandwidth
allocated to each flow initiator during the transient period -
may be based on the effects on the application. For
example, a VoIP application initially primarily sends low-
bandwidth, latency insensitive traffic. If it 1s expected
that a response to the admission request will be received by
the VoIP application before call setup completes, the
initial bandwidth allocation could be set based on the call
setup requirements. Accordingly, it is ensured that if
video starts before a response is received, high bandwidth
video will not overwhelm the network.

[ooes8] Configuration of the network can also be used to
control the transient behavior. For example, in a network
with differentiated services, the bandwidth allocation for
packet markings most likely to contain transient traffic may
be lowered or raised depending on the current behavior of

the network. FPurther, packet markings may be chosen so that
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transient traffic and admitted traffic will never use the .
same packet markings.  Accordingly, the policy enforcement
unit 244 or routers 260 may be configured based on the
current network state. For example, each class of service
could be given te adjacent packet markings, one odd, one
evenn. The odd values would be available to applications for
assignment to transient traffic. The even values would be
given out by network admission. Under normal operations,
each packet marking pair would be treated identically.
During a crisis, however, non-critical transient packet
markings as well as transient packet markings available to
high bandwidth applications could be curtailed while
critical transient packet markings would continue to be
handled as critical traffic. In contrast, if the network
were under attack, transient critical packet markings would
likely be curtailed (as a tempting target to an attacker).

[0069]  According to another aspect of the invention,
provisioning of the network may occur after a response

granting access to a requesting communication flow is

granted. This may be particularly beneficial where
provisioning of the network is expensive. - For example, in
some networks a round-trip time (i.e., a time for

transmitting a request from an application to the bandwidth
broker and transmitting a response to the request from the
pandwidth broker) may be relatively short. Accordingly, the
flow initiator may be required to wait for a response from
the bandwidth broker indicating that the communication flow
ig allowed prior to sending packets over the network.
Access to the network will nevertheless be gained relatively
quickly. The determination of whether.to admit or deny a
communication flow may be based on any of a number of
factors, such as priority of the flow, approximate bandwidth
required for the flow, etc. The bandwidth broker may then
provision the network.

[0070] In provisioning the network, the bandwidth broker

may assess the availability of resources on the network, and
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may also consider the priorities of the communication flows
consuming such resources. Accordingly, the bandwidth broker
may reallocate resources to the communication flows on the
network. This may incdlude transmitting messages to devices
or applications that they must cease transmission of packets
or reduce the amount of bandwidth consumed. For example,
the flow initiator that initially réquested access may
receive an update from the flow manager limiting an amount
of bandwidth for the requested flow. As a further example,
applications already communicating over the network may
receive messages restricting their resource consumption.
Some devices or applications may be allocated an increased
amount of resources. _ In addition, or alternatively, to
reallocating resources, the bandwidth broker may enforce
allocations already made more strictly. For example, the
bandwidth broker may instruct :routers to enforce
restrictions on bandwidth for particular flows.

[0071] The present invention is advantageous in that
critical short duration communication flows are enabled to
communicate over the network immediately, without waiting
for a response that access has been granted. Additionally[
typically the quality of service of previously admitted
flows will not be greatly impacted. At worst, the quality
of service of a previously admitted flow may suffer
temporarily until the admission decision is made that the
network is oversubscribed.

[0072] Moreover, the pregent invention optimizes for. the
case where the network i1g normally undersubscribed. Because
of reqguirements for redundancy, future growth, or Jjust
because the application load is not well known when the
network is built out, many networks have more capacity than
is needed. In this case, waiting for an admission control
decision poses an overhead with only a rare benefit.
However, in the case where a fallure occurs and the network
suddenly becomes oversubscribed, network admission control

(and pre-emption) ig often the only way that the network can
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continue to provide wvalue. The present invention allows
this with low overhead.

[0073] Even further, the present invention allows
critical flows to operate in a timely fashion in a network
where quality of service is maintained. For example, if a
fire alarm is pulled, the amount of data being sent is not
large enough to impact the network, but the data being sent
is critical. Nonetheless, it 1g important that bandwidth
broker be aware of the flow so that if many fire alarms are
being pulled at the same time, it can avoild admitting other .
traffic that would oversubscribe the network.

[0074] Although the invention herein has been described
with reference to particular embodiments, it 1is to be
understood that these embodiments are merely illustrative of
the principles and applications of the present invention.
It is therefore to be understood that numerous modifications
may be made to the illustrative embodiments and that other
arrangements may be devised without departing £from the
spirit and scope of the present invention as defined-by the

appended claims.
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CLATMS

1. A  method for controlling  network = access,
comprising:

receiving a request to allow a communication flow over
a network; _

temporarily allowing the communication flow over the
network;

determining availability of a network resgource;

comparing the available resource to a resgource required
for the requested communication flow;

determining a priocrity of the communication flow; and

responding to the temporarily allowed communication
flow Dbased on the available resource, the requegted

regsource, and the priority.

2. The method of claim 1, further comprising reserving

the resource for temporarily allowed communication flows.

3. The method of ¢laim 1, wherein the resource is
gelected from the group consisting of bandwidth, latency,

jitter and processing time.

4, The method of claim 1, wherein responding to the
temporarily allowed communication flow includes at least one
of allowing the communication flow, terminating the
communication flow, or modifying the resourée allocated to

the communication flow.

5. The method of claim 1, further comprising marking
packets transmitted in the communication flow to designate

priority.

6. The method of claim 5, further comprising setting a
policy for responding to the temporarily allowed

communication flows based on their packet markings, content
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of the communication flow or an application defining the

type of communication flow.

7. The methed of c¢laim 1, wherein the resource
allocated to a temporarily allowed communication flow varies
based on at least one of communication type or a priority of

the communication.

8. The method of <¢laim 1, further comprising
agynchronously modifying one or more resources allocated to
communication flows allowed over the network or terminating

the communication flow.

9. The method of c¢laim 8, wherein modifying the
regource allocated to communication flilows allowed over the
network 1s performed in response to receipt of a request for
communication flow with a higher priority than the allowed

flow.

10. A sgystem for managing network access, comprising:

an input for receiving a request to communicate over
the network;

a regource determination unit for determining one or
more available resources on the network at a time of
receiving the request;

a memory =storing information associated with a network
admiggion pelicy, wherein the network admission policy
permits temporary communication over the network before a
response to the request 1is transmitted, and wherein the
network admigssion policy defines which requests to
communicate over the network will be granted based on at
least one of the available respurces, resource required for
communication, and priority; and

a network admission policy enforcement unit for
executing the network admission policy and transmitting a

-regponse to the reqguest.
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11. The system of c¢laim 10, further comprising a
policy creation unit enabling a user to set or modify the

network admission policy.

12. The system of c¢laim 11, further comprising an

update mechanism to update the network admission policy.

13. The system of ciaim 12, wherein the update
mechanism updates the policy based on communications allowed

to the network at the time the request is received.

14. A computer readable medium storing a program
executable by a computér, the program comprisging:
receiving a request to admit a communication flow to a
. network;

temporarily admitting the communication £flow to the
network;

determining available resourceg on the network;

comparing the available resources to resources required
for the requested communication flow;

determining a priority of the communication flow;

handling the temporarily admitted communication flow
based on the available regources, the requested resocurces,

and the priority.

15. A method for accessing a network, comprising:

gending, by a c¢lient device, a request for access o
one or more network resources; and

accegging the one or more network resourcegs before a

regponse to the request is received.

16. The method of c¢laim 15, wherein the request
compriges a reguest for communication flow over the network

and the one or more network resource comprises bandwidth.
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17. The method of claim 16, wherein a response toc the
request comprises allowing the communication flow,
terminating the communication flow, or modifying the

resources allocated to the communication flow.

18. The method of claim 16, further comprisging marking
one or more packets transmitted in the communication flow to

designate priority.

- 19. The method of claim 16, further comprising marking:
the one or more packets at an application layer, operating

system, or on an edge router.

20. The method of c¢laim 15, further comprising
determining whether access to rescurces should be made
available using a policy engine associated with the client

device,

21. The method of <¢laim 20, wherein determining
comprises setting a policy for providing access based on
markings in a packet, content of a communication flow or an

application defining a type of communication flow.

22. 2 method for controlling network access,
comprising:

receiving a request to allow a communication flow over
a network from an application;

determining a priority of the reguested communication
flow;

transmitting a regponse to the application, the
regponse indicating access rights for the application;

determining availability of a network resource; and

allocating network resources to the communication flow

based on availability of the resource and priority.

-28-~



WO 2011/081953 PCT/US2010/060373

23. The method of c¢laim 22, further comprising
modifying or enforcing network resources allocated to other
communication flows on the network based on the availability

of the resource and priority.
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