Abstract

The invention relates to a method and device (1) for securely transmitting data (D). To
this end, a session concept is described, which uses cryptographic methods at the
application level. While in conventional methods point-to-point connections can only be
sufficiently secured at the transport level, according to the technical teaching provided
integrity protection and confidentiality protection of data can now also be implemented
at the application level. The method and the device (1) for securely transmitting data (D)
are used in network technology.

Fig:-7
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We Claim:-

1. A method for secure transmission of data (D), comprising the steps:

- provision {100) of data connections (DV) from different start components (SK)
via at least one intermediate component (ZK) to a common target component
(ZK'), in each case;

- grouping together (101) the intermediate components (ZK), dependent upon
an item of cryptographic information (Kl), to one intermediate component (ZK);
and

- transmitting (102) the data (D) from the start components (SK) via the grouped

intermediate component (ZK) to the target component (ZK').

2. The method as claimed in claim 1, wherein the different start components (SK),
the intermediate components (ZK) and/or the target component (ZK') are

provided in an automation network.

3. The method as claimed in claim 1 or 2, wherein the transmission (102) of the
data (D) is carried out by means of an extended Multimedia Messaging Service

protocol.

4. The method as claimed in one of the claims 1 to 3, wherein the grouping
together (101) of the intermediate components (ZK) and/or the transmission

(102) of the data (D) is carried out by means of at least one message exchange.

5. The method as claimed in claim 4, wherein the message exchange is carried out
between the different start components (SK), the intermediate components

(ZK) and/or the target components (ZK').

6. The method as claimed in claim 4 or 5, wherein the message exchange
implements at least one symmetrical and/or asymmetrical cryptographic

method.

32



10.

The method as claimed in one of the claims 4 to 6, wherein the message
exchange is carried out according to a Shared Key process, an http-Digest
Authentication process, a Challenge-Response process, a Keyed Hash process, a

Hash Function, a Diffie-Hellman process and/or a digital signature process.

The method as claimed in one of the claims 4 to 7, wherein at least one
exchanged message (70; 71; 72, 73; 80; 81; 82; 83; 90; 91; 92; 93; 10A; 108B;
10C; 10D) comprises a reference to an item of Nonce Information, a random
number, a pseudo-random number, a command, an identity of a sender, an

identity of a receiver, a time stamp and/or a sequence number.

The method as claimed in one of the claims 4 to 8, wherein at least one
exchanged message (70; 71; 72, 73; 80; 81; 82; 83; 90; 91; 92; 93; 10A; 108;
10C; 10D) contains the cryptographic information.

The method as claimed in one of the claims 4 to 9, wherein at least one
exchanged message (70; 71; 72, 73; 80; 81; 82; 83; 90; 91; 92; 93; 10A; 10B;

10C; 10D) contains a checksum.

11. The method as claimed in one of the claims 4 to 10, wherein the message

12.

exchange is carried out dependent on an encryption protocol.

The method as claimed in one of the claims 1 to 11, wherein the grouping
together (101) of the intermediate components (ZK) is carried out by means of
at least one routing operation, an allocation of network addresses, an
application of a session protocol, the establishment of a secure data
connection (DV), transmission of a command, transmission of an item of

cryptographic information (K1) and/or transmission of a confirmation message.

13. The method as claimed in one of the claims 1 to 12, wherein the grouping

together of the intermediate components (ZK) is carried out at the application

layer.
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14. Adevice (1) for secure transmission of data (D), ﬁarticularly for carrying out the
method as claimed in claims 1 to 13, comprising:

- a provision unit (2) for providing data connections (DV) from different start
components (SK) via at least one intermediate component (ZK) in each case, to
a common target component (ZK');

- a grouping unit (3) for grouping together the intermediate components (ZK),
dependent upon an item of cryptographic information (K1), to one intermediate
component (ZK); and

- atransmission unit (4) for transmitting the data (D) from the start components
(SK) via the grouped together intermediate components (ZK) to the target

component (ZK').

15. A computer program product which instigates the performance of a method as

claimed in one of the claims 1 to 13.

16. A data store which stores the computer program product as claimed in claim

15.
Dated this 21st day of March, 2012 N oheog~e PRI
’ M.P. Bhatnagar
Of Bhatnagar & Associates
Agent for the Applicant
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Description

Method and device for securely transmitting data

The present invention relates to a method within network technology for ensuring,
inter alia, integrity protection and confidentiality protection of data and, in
particular, a method for the secure transmission of data. The invention also relates
to a corresponding device for the secure transmission of data, a computer program
product which initiates the performance of the method for secure transmission of

data and a data store which stores the computer program product.

In modern communications technology, confidential data are often transmitted
worldwide by means of data connections via heterogeneous networks. It is of
particular importance that the data are protected with respect to the completeness
and the content thereof. It is also to be ensured that the data are transmitted
securely, that is, that on the transmitting side, receipt of the data by the correct
receiver and, on the receiving side, transmission of the data by the correct sender is

ensured.

For this purpose, conventional methods provide a variety of authentication
possibilities. The process of authentication is generally the process of proving an
identity. During this process, typically messages are exchanged between a checking
unit and a device that is to be authenticated. If said exchanged messages are
intercepted by a hacker, the hacker can feign a false identity using the intercepted
messages. The authentication can serve, for example, for the reliable recognition of
a device, for example, a sensor or a battery. In the case of client-server
communication, also, checking the identity of the client or of the server may be

necessary.

In conventional methods, authentication is often carried out using a challenge-
response process. A "challenge message", which is formed, for example, dependent

upon a random number, is transmitted to the device. Using a secret cryptographic



key, the device then calculates a second value, which is designated a "response
message". The response message is sent back to the sender of the challenge, which
then checks the response for correctness. Since only an original product or an
original device can calculate a correct response message, an original product or an

original device can thus be reliably distinguished from a counterfeit.

In conventional authentication processes, the necessity often exists for checking a
device not only locally, but also remotely, via a communication site, for example via
the internet, a mobile radio link or other data connection. This necessity exists
particularly in the case of remote maintenance of the device. During remote
checking of an identity, the problem often exists that an intermediate entity can
read messages and use said measures to feign a false identity. This attack scenario is

also known as man-in-the-middle attack.

For the transfer of real-time process data and control information between devices
and applications, the manufacturing-message-specification protocol, also called
MMS, is known. In the context of automation technology, particularly for use in the
energy industry, MMS can be used for controlling field devices. MMS can be used via
various further protocols, for example TCP/IP. On the application layer of the MMS
stack, the I1SO Association Control Service Element protocol, also called ACSE, is used.
ACSE can be used, for example, for establishing application associations between the |
application entities and in order to determine the identity and the context of said
associations. An Application Association is defined, in this context, as a cooperative
relationship between two application entities. A relevant context may be an

explicitly defined set of Application Service Elements or ASE.

In the fields of automation and energy technology, MMS can be used for
transmitting commands directly between two end points, which is identified below
as case 1. There are also scenarios in which MMS is not transmitted in a peer-to-peer
connection, that is, where only one transport connection hop is present, but via a

plurality of transport connection hops, which is identified below as case 2, in which,



for example, a substation controller is linked in. The TCP/IP connection can be

secured on the transport connection hops by means, for example, of TLS.

Fig. 1 shows the transmission of commands between two end points as in a
conventional method. In the drawing, components 10 are arranged vertically. The
components concerned are the control center 13, a substation controller 14, also
known as a "substation control unit" and a field device 15. Also arranged vertically
are the transport security mechanisms 11. These are, for example, certificates, which
are shown vertically beneath the transport security mechanisms 11 in Fig. 1. An
MMS message flow 12 is also shown in Fig. 1. The arrow 16 indicates case 1, in which
commands are used directly between two end points. The arrow 17, on the other
hand, indicates case 2, in which commands are transmitted via a plurality of hops,

also designated "intermediate components".

From a security standpoint, MMS offers the possibility of performing authentication
at the start of a connection. However, this is subject to the limitation that
authentication should only occur at the start of a communication connection, but
that no secure application-layer session concept exists which ensures that the same
peers communicate with one another from the start to the end of the session. This is
of particular importance in case 2, as per arrow 17 since, in case 1, as per arrow 16,
this requirement can only be ensured by using TLS. The security connections
estavblished on the transport layer should be matched to the security connections on

the application layer.

Furthermore, Role-Based Access Control or RBAC can also be used. Certificates and

private keys can be utilized in this context.

It is also known from conventional methods that MMS supports the possibility of
authentication of peers through definitions in ISO-IEC 62351. The following is

specified in part 4 of this standard as A-profile security:



- Peer Entity Authentication
- AARQ
- AARE

Peer entity authentication denotes authentication of communication components,
AARQ stands for Application Association Request and AARE stands for Application
Association Response. For authentication of the sender, for example, the following

source text can be used within a peer entity authentication:

Authentication-value ::= CHOICE {
charstring [0] IMPLICIT GraphicString,
bitstring {1] IMPLICIT BIT STRING,
external [2] IMPLICIT EXTERNAL,
other [3] IMPLICIT  SEQUENCE {
other-mechanism-name MECHANISM-
NAME.&id({ObjectSet}),
other-mechanism-value MECHANISM-NAME.&Type
}
}
STASE-MMS-Authentication-value {iso member-body
usa(840) ansi-tl-259-1997(0)
stase (1) stase-authenticatidn-value(O) abstractSyn

tax(1) version(1)}

DEFINITIONS IMPLICIT TAGS ::= BEGIN

--EXPORTS everything

IMPORTS

Senderld, Receiverld, Signature, SignatureCertifi-cate

FROM ST-CMIP-PCI {iso member-body usa(840) ansi-t1-259-1997(0)
stase(1) stasepci(1) abstractSyntax(4)

versionl (1)};



MMS-Authentication-value ::= CHOICE{

certificate-based [0] IMPLICIT SEQUENCE {
authentication-Certificate [0] IMPLICIT
&SignatureCertificate,
time [1] IMPLICIT GENERALIZED-

TIME,
signature [2] IMPLICIT
&SignedValue

b

END

At the start of a connection, AARQ and AARE messages are exchanged between
subscribers and, in the process, cryptographic data are transported. Among other
things, a time stamp is added and it is checked in a time window of 10 minutes
whether a corresponding time stamp has already been received. Not all the

messages of the connection have their integrity protected at application layer.

Also known are various methods which enable authentication of a message or a

plurality of messages, for example, http Digest Authentication.

In conventional methods, network security protocols are also used in order to
protect IP-based communication cryptographically. In this process, authentication of
the communication partners is carried out both one-sided and mutually. Often-used
protocols that undertake authentication of a communication partner are known as
SSL, TLS or IKE for IPsec. The authentication of a communication partner, in
particular an http server via SSL or TLS is carried out by means of a digital certificate.
This certificate contains, apart from the public key of the server, information on the
server, in particular the designation thereof, such as a name, a DNS name or an IP

address.



Also known from conventional methods is the Kerberos protocol, with the aid of
which authentication and authorization can be realized via a third trustworthy party.

Kerberos is based on the use of symmetrical keys.

Fig. 2 illustrates the authentication service Kerberos according to a conventional
method. Kerberos is a distributed authentication service or network protocol which
was developed for public and unsecured computer networks, such as the internet.
According to the Kerberos system, the authentication is undertaken by a trustworthy

third party, for example, a Kerberos server.

According to the Kerberos method illustrated in Fig. 2, in a first step, a user N makes
a request for a Ticket-Granting Ticket from a Kerberos server KS by means of a
request message or a R-TG-T. A ticket is an authorizing message with which the
respective owner of the message is given access to the server S. In a subsequent
step, the Kerberos server KS transmits a ticket T and a Ticket-Granting Session Key
TGSK to the user N. In order to transmit both the messages ticket T and Ticket-
Granting Session Key TGSK, the Kerberos server KS has a Key Distribution Service
KDS. Said key distribution service KDS communicates by means of a data connection

with a database DB.

In a subsequent method step, the user N requests a Service-Grant-Ticket SGT, for
which purpose, the Kerberos server KS accesses a Ticket-Granting Server TGS. The
ticket-granting server TGS then transmits a ticket message T and a Session Key SK to
the user N. Dependent upon the received message, the user N creates a Request
Service message RS and transmits said message to a further server S. Dependent
upon a check of the Request Service message RS, said server S transmits a Server

Authentication message to the user N.

A further example of a network protocol according to a conventional method is
SAML, which is known as Security Assertion Markup Language. In contrast to

Kerberos, in SAML, asymmetrical methods can also be used.



Generally, in conventional methods, for example, in the MMS mechanism, at the
application layer, only one authentication takes place. Consequently, conventional
methods do not provide any integrity protection and confidentiality protection for
data at the application layer. Point-to-point connections are secured only at the
transport layer. Conventional methods to not teach a definition of a session concept
for information security at an application layer making use of already existing

mechanisms.

It is therefore an object of the present invention to provide a method and a device

for secure transmission of data.

This aim is achieved with a method for secure transmission of data having the

features of claim 1.

Accordingly, a method for secure transmission of data is provided. The method has
the following steps:

- provision of data connections from different start components, via at least one
intermediate component, to a common target component;

- grouping together of the intermediate components to one intermediate
component, depending on cryptographic information; and

- transmission of the data from the start components, via the grouped intermediate

component, to the target component.

Transmission of data can be considered to be secure if said data are, inter alia,
protected as to integrity and confidentiality. Data can be any type of information
units, such as are exchanged on the internet. Data can also be exchanged in packets
or partitioned. In this regard, data can be modulated in a digital and/or analogue

manner. Consequently, the data can also be signals that are transmitted.

The provision of a data connection can be carried out, for example, by means of a
routing table, a method call, a remote method call and/or, generally, with a message

exchange. It is also possible to provide data connections by means of reading data



connections from a data memory. Consequently, the provision of data connections
can involve naming a data path or the creation of a data line between two
components. A data connection can be provided, for example, between a control
center, a substation controller and/or a field device. For example, a data connection
can be provided between a start component and an intermediate component as well
as between an intermediate component and a target component. Consequently, at
the physical level, two data connections are provided, wherein logically, a data

connection is provided between a start component and a target component.

The different start components, which can comprise at least one intermediate
component and the common target component, can consist of at least one further
component, wherein one component can be present as a technical device, a
component, a computer system, a network device, a software unit, a software
module, a software class, a software package and/or a plurality of further
components. In particular, at least one start component can be present as a control
center, an intermediate component can be present as a substation controller and/or
one target component can be present as a field device. Depending on the
configuration of the start components, the intermediate components and/or the
target components, a suitable data connection can be selected. In a mobile
application scenario, the data connection can be, for example, a wireless connection
which is implemented via an air interface. It is also possible for the data connection
to have further components in addition to the start component, the intermediate

component and/or the target component.

Grouping together the intermediate components depending on cryptographic
information into one intermediate component can be implemented, for example,
according to a session protocol. It is thus not necessary, given multiple transmission
of data from a start component, via an intermediate component, to a target
component, to create a special data connection between the intermediate
component and the target component in each case. According to one aspect of the

present invention, it is advantageous, for each transmission of data, to provide a



transport connection between the start component and the intermediate
component, although for a plurality of data transmissions from the intermediate
component to the target component, precisely one data connection needs to be
provided. Consequently, according to one aspect of the present invention, it is made
unnecessary for a plurality of data connections to be created between the
intermediate component and a target component. Consequently, grouping together
of the intermediate components to one intermediate component, according to a
session protocol, makes it possible for just one single authentication of the

intermediate component or of the target component to be required.

Grouping together the intermediate components to one intermediate component by
means of routing is also possible. It is possible, from a plurality of intermediate
components, to select precisely one and to address this selected intermediate
component by means of the network addresses of the respective other intermediate
components that have not been selected. Consequently, data from the different
start components is not transmitted to a plurality of intermediate components, but
to precisely one selected intermediate component, the one selected intermediate

component establishing a data connection to the single common target component.

Performing routing can comprise diversion of data packets, assignment of new

network addresses to intermediate components and/or updating of a routing table.

The grouping together of the intermediate components can be carried out
dependent on cryptographic information. The provision of the cryptographic
information can take place, for example, according to conventional methods such as
the challenge-response method. In order to provide the cryptographic information, it
may be advantageous to adapt a relevant data format to be suitable to encode the
cryptographic information. Consequently, data which are provided according to this

adapted data format can provide the cryptographic information.

Generating the cryptographic information can be carried out by a start component.

10



It is herein advantageous to generate the cryptographic information by means, for
example, of the challenge-response method. The challenge-response method used
can also be extended or adapted with further cryptographic information. The
cryptographic information can be a generated token and/or Nonce Information.
Nonce Information is suitable for providing a random number and/or a pseudo-
random number. Furthermore, the cryptographic number can be a checksum. An
extension of the MMS data format is suitable for encapsulating the cryptographic
information and further data that are to be transmitted. A plurality of further data
formats which can be adapted in suitable manner are known to a person skilled in

the art.

Transmission of the data from the start component via the grouped together
intermediate components to the target component is suitable for transmitting the
data while preserving integrity and confidentiality. According to one aspect of the
present invention, by means of the transmission via the grouped together
intermediate component, the number of intermediate components is restricted to
exactly one. Consequently, the aforementioned man-in-the-middle attack on the
data connection between the intermediate component and the common target

component is made difficult.

- A method is therefore provided which offers a cryptographically secured session
concept at the application layer. The assignment of different contexts via the same
transport connection is therefore made possible. A data connection, for example, a
TLS connection, once established, can be used for different sessions at the
application layer. This is advantageous, in particular, for multi-hop scenarios. A hop
denotes transmission of data from one component to an adjacent component at the
transport layer. In the case of single-hop scenarios also, the method is advantageous
if a plurality of applications or a plurality of users communicate from one device with
another device and use only a single transport connection, for example, a TLS

transport connection.
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The defining of universal cryptographic information is also enabled, favoring the
introduction of further safety services. Particularly hybrid cryptographic methods
offer a starting point, since even asymmetrical key material is used for
authentication. Step-wise transmission of asymmetrical protection via a hybrid
protection through to complete asymmetrical protection according to one aspect of
the present invention can be realized. The hybrid approach has advantages,
particularly when setting up security relationships, since the static administration of
paired shared secret information is thus avoided and dynamically negotiates said

information at the session beginning.

In an embodiment of the method according to the present invention, the different
start components, the intermediate components and/or the target components are

provided in an automation network.

This has the advantage that the transmission of data can be carried out in
automation networks by means of the method provided. Automation networks are
used in a plurality of technical fields, particularly in the energy industry, for example,

for operating power plants.

In another embodiment of the method according to the present invention, the
transmission of data is carried out by means of an extended Multimedia Messaging

Service protocol.

This has the advantage that an already existing technology and, therefore, previously

implemented infrastructures can be re-used.

In another embodiment of the method according to the present invention, the
grouping together of the intermediate components and/or the transmission of the

data is carried out by means of at least one message exchange.

This has the advantage that, by means of the message exchange, grouping together

can be carried out dependent on cryptographic information according to a session

12



protocol and/or negotiation as to which intermediate components should be

grouped together.

In another embodiment of the method according to the present invention, the
message exchange is carried out between the different start components, the

intermediate components and/or the target components.

This has the advantage that a plurality of components can communicate dynamically

with one another.

In another embodiment of the method according to the present invention, the
message exchange implements at least one symmetrical and/or asymmetrical

cryptographic method.

s the advantage that previously known technologies can be re-used for

implementing the method according to the invention.

Furthermore, the use of a plurality of cryptographic methods, which can be

symmetrical, asymmetrical or hybrid, is possible.

In a further embodiment of the method according to the present invention, the
message exchange is carried out according to a Shared Key process, an http-Digest
Authentication process, a Challenge-Response process, a Keyed Hash process, a Hash

Function, a Diffie-Hellman process and/or a digital signature process.

This has the advantage that a plurality of methods can be used for implementing the
inventive method. In particular, the above-named processes enable secure data

transmission at the application layer.

In another embodiment of the method according to the present invention, at least
one exchanged message comprises a reference to an item of Nonce Information, a
random number, a pseudo-random number, a command, an identity of a sender, an

identity of a receiver, a time stamp and/or a sequence number.
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This has the advantage that, for example, a Next Nonce process which allows the
content of a transmitted message to be linked to a preceding message by means of
an item of Nonce Information can be implemented. Furthermore, by means of the

exchanged messages, a plurality of session protocols can be implemented.

in another embodiment of the method according to the present invention, at least

one exchanged message contains the cryptographic information.

This has the advantage that the cryptographic information can be exchanged for
implementation of cryptographic processes, for example, an exchange of keys

between the individual components.

In another embodiment of the method according to the present invention, at least

one exchanged message contains a checksum.

This has the advantage that the content of the exchanged messages can be checked

for integrity.

In another embodiment of the method according to the present invention, the

message exchange is carried out dependent on an encryption protocol.

This has the advantage that the messages can be exchanged in encrypted manner.
Furthermore, previously implemented infrastructures which act according to a

particular encryption protocol can be re-used.

In another embodiment of the method according to the present invention, the
grouping together of the intermediate components is carried out by means of at
least one routing operation, an allocation of network addresses, an application of a
session protocol, the establishment of a secure data connection, transmission of a
command, transmission of an item of cryptographic information and/or transmission

of a confirmation message.

14



This has the advantage that grouping together of the intermediate components can
be carried out by means of a plurality of procedures and, in particular, by means of a

combination of a plurality of procedures.

in another embodiment of the method according to the present invention, the
grouping together of the intermediate components is carried out at the application

layer.

This has the advantage that, inter alia, integrity protection can be implemented

independently of the transport layer.

The problem is further solved by a device for secure transmission of data. According
to this, a device for secure transmission of data is provided, particularly for carrying
out one of the aforementioned methods, comprising the following:

- a provision unit for providing data connections from different start components via
at least one intermediate component in each case, to a common target component;

- a grouping unit for grouping together the intermediate components, dependent on
an item of cryptographic information, to one intermediate component; and

- a transmission unit for transmitting the data from the start components via the
grouped together intermediate components to the target component.

Furthermore, a computer program product is provided which initiates the
performance of a pre-determined method and a data store which stores the

computer program product.

Further advantageous embodiments of the invention are the subject matter of the
subclaims and of the exemplary embodiments described below. The invention will
now be described in greater detail making reference to exemplary embodiments,

making reference to the accompanying drawings, in which:

Fig. 1 is an illustration of the transmission of commands between two end points

according to a conventional method;

15



Fig. 2 is an illustration of an authentication service according to a conventional

method;

Fig. 3 is an activity diagram of an embodiment of a method for secure transmission

of data according to the present invention;

Fig. 4 is a detailed activity diagram of an embodiment of a method for secure

transmission of data according to the present invention;

Fig. 5 is a block diagram of an embodiment of a device for secure transmission of

data according to the present invention;

Fig. 6 is a flow diagram of an embodiment of a method for secure transmission of

data according to the present invention;

Fig. 7 is a sequence diagram of an embodiment of a method for secure transmission

of data according to the present invention;

Fig. 8 is a sequence diagram of a further embodiment of a method for secure

transmission of data according to the present invention;

Fig. 9 is a sequence diagram of a further embodiment of a method for secure

transmission of data according to the present invention;

Fig. 10 is a sequence diagram of a further embodiment of a method for secure

transmission of data according to the present invention;

Fig. 11 is message structure of a message which can be used in an embodiment of

the method for secure transmission of data according to the present invention; and

Fig. 12 is a schematic structure of a cryptographic item of information, as can be
used in an embodiment of a method for secure transmission of data according to the

present invention.
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In the figures, the same or functionally similar elements are identified with the same

reference signs, where not otherwise indicated.

Fig. 3 shows an activity diagram of an embodiment of a method for secure
transmission of data according to the present invention. The method comprises the
following steps:

- provision 100 of data connections from different start components via at least one
intermediate component to a common target component, in each case;

- grouping together 101 the intermediate components, dependent on an item of
cryptographic information, to an intermediate component; and

- transmitting 102 the data from the start components via the grouped intermediate

component to the target component.

The method steps set out above can be carried out iteratively and/or in another

sequence.

Fig. 4 shows a detailed activity diagram of a method for secure transmission

according to an embodiment of the present invention.

In a first method step 200, identification of different start components, at least one

intermediate component and a common target component takes place.

Therefore, in the first method step 200, selection of those components which are to
communicate, i.e. exchange data with one another via a data connection, takes
place. Identification of the communicating components can also be carried out
implicitly, by means of a method call from one component to another component.
For example, by means of a remote method call, a control device calls a function of a
field device, by means of which it is specified that the control device is to
communicate with the field device by means of a logical data connection. At the
physical layer, it is now identified that the method call of the control unit must be
fed via a substation or an intermediate component. Consequently, in method step

200, a start component, specifically a control unit, an intermediate component,
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specifically a substation unit, and a field device are all identified.

In a subsequent method step 201, a connection is established between the start
component identified in method step 200, the intermediate component and the
target component. The method step 201 can comprise, for example, the
establishment of a TLS session. Establishment of a TLS session can involve the
exchanging of a plurality of messages from different start components to the at least
one intermediate component and from the intermediate component to the common
target component. Consequently, after performance of the method step 201, a
logical connection is provided between the start component and the target

component.

In a further method step 202, a command is transmitted from the start component
to the target component. For example, a control command can be transmitted from

the start component to the target component.

In the present exemplary embodiment, the inventive method is used within an
automation network for energy technology. The start component is therefore a
control unit which controls a field device which is provided, for example, in a power
station. In the present exemplary embodiment, in the method step 201, the
command "close power circuit” is transmitted to the field device. Consequently, the
control unit transmits a parameter to the field device which indicates that the
control device should close a power circuit. Alternatively, in method step 202, a

remote method call takes place from the control unit to the field device.

In a subsequent method step 203, the field device transmits a "challenge" to the
control unit. A challenge is a request message which is generated, for example, by

means of a challenge-response process.

In a subsequent method step 204, the control unit generates a corresponding
response message which is created, for example, by a challenge-response process.

The calculated response message can be transmitted to the field device together
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with the command. Consequently, the field device is notified that a particular
generated response relates to a particular command. The field device therefore
recognizes what response is involved, since the control unit can transmit a plurality
of control messages relating to different commands and/or because a plurality of
start components each transmit at least one response relating to a particular

command.

in method step 205, the transmitted response message is checked and, if
comparison of the transmitted response message reveals that the transmitted
response message matches an expected response message, the transmitted
command is executed. Furthermore, in the method step 205, confirmation of the
execution of the command is carried out by means of a confirmation message and a
further item of cryptographic information is transmitted by the target component to
the start component. It is herein possible that the transmission of the cryptographic
information during the method step 205 comprises an item of "Next Challenge" or
"Next Nonce" information. It is thus possible, during a further transmission of data
from the start component to the target component, that the method steps 203
and/or 204 are no longer carried out, since said steps can be carried out by means of
iterative performance of method steps 204 and/or 205. It is also possible, in each of
the method steps 202, 203, 204 and 205, to transmit further parameters, that is,
further commands, further challenge messages, further response messages and/or
further confirmation messages. The transmitted cryptographic information can also

comprise, for example, a cryptotoken.

In a further embodiment of the method for secure transmission of data according to
the present invention, iterative execution of the method steps 202 and/or 203 takes
place. For example, in a method step 202, a command and cryptographic
information is transmitted by the start component to the target component and, in a
method step 203, a confirmation message and a further item of cryptographic
information is transmitted from the target component to the start component.

Consequently, on a repeat execution of the method step 202, a new command is
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transmitted together with a new item of cryptographic information from the start
component to the target component. Subsequently, in method step 203,
transmission of a confirmation message together with a further item of

cryptographic information takes place.

In a last, optional method step 206, a check is made as to whether further data are
present for transmission from the start component to the target component. If it is
ascertained in method step 206 that further data are present for transmission,
' branching to one of the previously performed method steps 202, 203, 204 or 205

takes place.

The method steps described can contain further substeps and can be carried out

iteratively and/or in a different sequence.

Fig. 5 shows a device 1 for secure transmission of data D according to one
embodiment of the present invention. The device 1 for secure transmission of data D
comprises:

- a provision unit 2 for providing data connections DV from different start
components SK via at least one intermediate component ZK, in each case, to a
common target component ZK';

- a grouping unit 3 for grouping together the intermediate component ZK dependent
on an item of cryptographic information Kl to an intermediate component ZK; and

- a transmission unit 4 for transmitting the data D from the start components SK via

the grouped together intermediate component ZK to the target component ZK'.

Further features of a further exemplary embodiment of the device 1 for secure
transmission of data D which can only be provided in this further embodiment will

now be described. These are therefore optional features.

In the present exemplary embodiment, the provision unit 2 reads the different start
components SK, the at least two intermediate components ZK' and the common

target component ZK' from the data memory. It is also possible that the provision
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unit 2 receives the start components SK, the intermediate components ZK and the
common target component ZK' provided by a further unit. Furthermore, a data
quantity from which a selection of data D is to be transmitted to the target
component ZK' is provided to the provision unit 2. The provision unit 2 can, for
example, identify data connections DV on the basis of the transmitted start
components SK, intermediate components ZK and/or target components ZK', by
means of which data connections DV the data D are to be transmitted. Data

connections DV can be logical, physical and/or hybrid data connections DV.

The grouping unit 3 is suitable for grouping a plurality of intermediate components
ZK to one intermediate component ZK dependent on an item of cryptographic
information KI. For this purpose, it is possible that at least one item of cryptographic
information Kl is made available to the grouping unit 3. The provision of the
cryptographic information Kl can take place, for example, by calculation and/or by
reading from a data memory DB1. If the intermediate unit ZK has been selected, this
information can be transmitted to the transmitting unit 4. The transmitting unit 4

can then initiate transmission of the data D.

Fig. 6 shows a flow diagram according to a method for secure transmission of data
according to one embodiment of the present invention. In the present Fig. 6, a
plurality of components 60 are entered vertically, for example, a control unit 63, a
substation control unit 64 and a field device 65. For the transmission of data, an
application of the TLS protocol with mutual authentication on a hop-to-hop basis
using certificates is performed on a transport security layer 61. A flow of MMS

messages 62 takes place on the application layer.

Compared with the exemplary embodiment according to Fig. 1, in the exemplary
embodiment according to the present Fig. 6, a message exchange is performed by
means of the control unit 63 and the field device 65. The control unit 63 can be, for
example, at least ane start component SK, and the field device 65 can be, for

example, a target component ZK'. The message exchange can be performed, for
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example, by means of an MMS handshake using AARQ and/or AARE messages
according to the MMS specification. For this purpose, a Diffie-Hellman process can
be used. The individual messages exchanged between the start component 63 and
the target component 65 can bé protected with a digital signature. For example an
AARQ message can be extended with a cryptotoken. An exemplary structure of a
cryptotoken is shown in Fig. 12. A further message exchange can be performed by
means of AARE messages, which can also be extended with a cryptotoken. The
message exchange from the start component 63 to the target component 65 is
identified in Fig. 6 with an arrow 66. A message exchange from the target

component 65 to the start component 63 is identified in Fig. 6 with an arrow 67.

In the present embodiment according to Fig. 6, according to the invention, a
message exchange is carried out between the start component 63 and the target
component 65, wherein a message exchange, as identified, for example, in Fig. 1
with the arrows 16 and 17, is not necessary. Therefore, establishment of a session
according to the invention takes place, at the application layer, directly between two
communicating end-to-end connections. The probability of a man-in-the-middle

attack, as is possible according to Fig. 1, is minimized by the inventive method.

Fig. 7 shows a sequence diagram of an embodiment of a method for secure
transmission of data according to one embodiment of the present invention. In Fig.
7, the transmission of data takes place from at least one start component SK, via an
intermediate component ZK to a field device ZK' at the physical layer. For this
purpose, a connection is established at the transport layer, for example, by means of
a TLS session TLSS. This is carried out by means of multiple exchanges of messages
between at least one of the start components SK, at least one intermediate
component ZK and the common target component ZK'. In the present exemplary
embodiment as per Fig. 7, a message exchange 70 takes place which can be

represented in accordance with the MMS protocol as follows:

AARQ PDU1 (command)
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An AARQ message is an Application Association Request message. PDU can stand, for
example, for Protocol Data Unit, as is known from network technology. The
command "command" can be a work instruction to the field device ZK'. In a further
message 71, the target component ZK' requests a response from the start
component SK by sending a challenge message. This message can be represented in

accordance with the MMS protocol as follows:

AARE PDU2 (challenge)

AARE stands for an Application Association Response message. Calculation of the
challenge, that is, the request message, can be carried out by the target component
ZK' by means of a challenge-response process. The start component SK then
calculates a response message in relation to the command transmitted in the
message 70, and transmits said response in the message 72 back to the target
component ZK'. The target component ZK' now checks the response and carries out
the transmitted command dependent upon the checking of the response. The

message 72 can be represented in accordance with the MMS protocol as follows:

AARQ PDU3 (command (PDU1), response)

Since the target component ZK' has carried out the command, the target component
ZK' transmits a confirmation message, known as the Acknowledgement ACK,
together with a further challenge, also known as a Nonce Message, to the start
component SK. This message 73 can be represented in accordance with the MMS

protocol as follows:

AARE PDU4 (ACK, Next Nonce)

On renewed transmission of data, rather than carrying out the method steps 70, 71,
72 and/or 73 again, in the embodiment of the present invention, the message 72 can

be transmitted again, wherein the response now relates to the Next Nonce
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transmitted in the previously transmitted message 73. Thus, renewed authentication
of the command takes place. According to the Nonce Information, binding to the
respective preceding message takes place. Thus a session concept is implemented
which permits a cryptographic chain-linking of the messages to be prepared at the
application layer. Furthermore, the calculation of the response can also contain the
actual response message, so that integrity protection can be realized for the

messages.

In a further embodiment of the method for secure transmission of data, the
approach of HTTP digest authentication is used, wherein the server issues a
challenge and the client calculates the appropriate response. In addition, in this
context, a Next Nonce mechanism can be used in order to avoid duplication of all the
request messages. Using the Next Nonce mechanism, only the first handshake would
be duplicated, whilst all further responses from the server side would receive the
challenge via the last response. This approach originates from a symmetrical secret,

with which the integrity of the messages is protected.

Fig. 8 shows a sequence diagram of a further embodiment of the method for the
secure transmission of data according to the present invention. Within the MMS
protocol, the following could involve an extended MMS protocol. The start
component SK transmits a message to the target component ZK', which can be

represented in accordance with the MMS protocol as follows:
AARQ PDU1 (command, cryptotoken)

in the present exemplary embodiment, the cryptotoken receives a checksum which
was generated by means of the start component SK. If the transmitted cryptotoken
corresponds to an expected cryptotoken, the target component ZK transmits a
confirmation message together with the cryptotoken. This can be represented in

accordance with the MMS protocol as follows:
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AARE PDU2 (ACK, cryptotoken)

Thus, the target component ZK' has confirmed that the integrity of the transmitted
message 80 is assured. If data are repeatedly transmitted from the start component
SK to the target component ZK', a further transmission of the message 82 takes

place, and this can be represented in accordance with the MMS protocol as follows:

AARQ PDU3 (command, cryptotoken)

If the command has been carried out according to the message 82 transmitted by
the target component ZK', confirmation and renewed transmission of the
cryptotoken from the target component ZK' to the start component SK takes place.

This can be represented in accordance with the MMS protocol as follows:

AARE PDU4 (ACK, cryptotoken)

As an alternative to the renewed transmission of the messages 82 and 83, iterative

transmission of the messages 80 and 81 can take place.

In a further embodiment of the method for secure transmission of data according to
the present invention, use of a purely symmetrical approach similarly to the H.235.1
process takes place. The H.235.1 process is a conventional method which is used in
real time communication. In the present embodiment, the identity of the sender and
receiver as well as the time stamp and the sequence number can be added to all

messages.

This approach originates from a symmetrical secret with which the integrity of the
messages can be protected. For the purpose of integrity protection, a keyed Hash
(HMAC) process with updated Hash functions such as SHA-256, SHA-512 and others

can be used.

Fig. 9 shows a sequence diagram of an embodiment of a method for secure
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transmission of data. Here, in a first message exchange, transmission of the message
90 takes place and this can be represented in accordance with the MMS protocol as

follows:

AARQ PDU1 (command, cryptotoken, signed)

This embodiment differs from that shown in Fig. 8 in that a digital signature can be
used. However, it is necessary in this case that verification of the signature takes
place. Particularly advantageous in the embodiment according to Fig. 9 is that no
symmetrical secret is required. The digital signature can be transmitted, for example,
by means of the parameter "signed" of the message 90 from the start component SK

to the target component ZK'.

There then follows a transmission of the message 91 from the target component ZK'
to the start component SK, and this can be represented in accordance with the MMS

protocol as follows:

AARE PDU2 (ACK, cryptotoken, signed)

Thus the target component ZK' confirms that the transmitted message comprising
the command, the cryptotoken and the signature has been successfully received. If
further data are transmitted by the start component SK to the target component ZK',
transmission of the messages 92 takes place, and this can be represented in

accordance with the MMS protocol as follows:

AARQ PDU3 (command, cryptotoken, signed)

and of message 93, which can be represented in accordance with the MMS protocol

as follows:

AARE PDU4 (ACK, cryptotoken, signed)

As an alternative to the transmission of the messages 92 and 93, a renewed
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transmission of the messages 90 and 91 can be initiated.

In a further embodiment of the method for secure transmission of data according to
the present invention, use is made of a purely asymmetric approach, similar to
H.235.2, H.235.2 being a conventional method of communication technology. In this
embodiment, the identity of the sender and the receiver as well as the time stamp
and the sequence number can added to ail messages. This approach is based on an
asymmetrical key pair with which the integrity of the messages can be protected. For
the integrity protection, a digital signature, for example, RSA, elliptical curves and
others can be used. By means of the signature, a non-repudiation can be realized as
a security service for each message, which can be made a requirement for the

support of role-based access methods.

Fig. 10 shows a sequence diagram of a method for secure transmission of data
according to an embodiment of the present invention. Herein, during a message
exchange, transmission of a message 10A takes place, and this can be represented in

accordance with the MMS protocol as follows:

AARQ PDU1 (command, cryptotoken, signed, DHset)

In the present embodiment, a Diffie-Hellman-Key establishment can be used in a
handshake. For this purpose, it may be necessary to transmit the parameter DHset
from the start component SK to the target component ZK'. In a subsequent message
exchange, a message 10B is transmitted which can be represented in accordance

with the MMS protocol as follows:

AARE PDU2 (ACK, cryptotoken, signed, DHset)

Subsequently, by means of the message 10C, a method call is transmitted, and this

can be represented in accordance with the MMS protocol as follows:

AARQ PDU3 (command, cryptotoken, keyed Hash)
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Generation and transmission of the message 10D follows, and this can be

represented in accordance with the MMS protocol as follows:

AARE PDU4 (ACK, cryptotoken, keyed Hash)

This embodiment concerns a combined execution of the previously described
procedure, as described in Fig. 9 and Fig. 8. It is herein advantageous that less
computing power is required since repeated verification of a signature can be
dispensed with. It is particularly advantageous in the embodiment of Fig. 10 that a

new key is generated for every session of the exchange of data.

In the present embodiment of Fig. 10, data integrity is therefore ensured on the

basis of a key pair and a digital signature for a first handshake.

In a further embodiment of the method for secure transmission of data according to
the present invention, a hybrid approach of H.235.3, being a telecommunications
process, is used. In the first handshake, a Diffie-Hellman-key establishment, which is
digitally signed with the asymmetric key material, can be used. This approach is
based on an asymmetric key pair. Preferably, this handshake can be realized in the
AARQ and AARE messages. Using the Shared Key thus established, integrity
protection can subsequently be realized for the messages within the session. This

protection can be implemented using HMAC.

Fig. 11 shows a possible message structure which can be used in an embodiment of
the inventive method for secure transmission of data. The message shown in Fig. 11
can be an extended MMS message which is extended with a cryptotoken 113 and/or
a checksum, for example, an MAC 114. The message has an IP header 110, a
UDP/TCP header 111, an MMS payload 112, a cryptotoken 113 and/or an MAC 114.
The MMS payload 112 can be a useful load. At the application layer, the MMS
payload 115, the cryptotoken 113 and the MAC 114 can be designated the useful
load, as indicated by the arrow 115.
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In the message structure shown in Fig. 11, the essential information for performing
the method is encapsulated using cryptotokens. A cryptotoken 113 encapsulates all
the essential cryptographic information and can therefore be included equally in all
messages. The MAC 114 at the end of the message enables integrity checking of the
useful load. A possible definition of a cryptotoken 113 for transport of the necessary
cryptographic information can be represented as an ASN.1 tree. An example thereof

is shown in Fig. 12.

The cryptotoken 113 can comprise, for example, Nonce Information. Using the
message construction shown, the integrity of the MMS payload 112 and/or of the

cryptotoken 113 can be ensured, as shown in Fig. 11 by the arrow 116.

Fig. 12 shows a schematic form of the structure of a cryptotoken. A cryptotoken can

be defined, for example, by means of the following source code.

cryptoToken ::= SEQUENCE — General purpose/application

specific token

{
tokenOID OBJECT IDENTIFIER,
TokenVals ClearToken,
token HASHED OPTIONAL,
token signed OPTIONAL

ClearToken ::= SEQUENCE — a "token" may contain

multiple value types.

{
tokenOID OBIJECT IDENTIFIER,
certificate TypedCertificate OPTIONAL,
timeStamp TimeStamp OPTIONAL,
SequenceNumber SequenceNumber OPTIONAL,
random RandomVal OPTIONAL,
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dhkey DHset OPTIONAL,
receiver|D identifier OPTIONAL,
senders|D Identifier OPTIONAL

HASHED ::= SEQUENCE

{
algorithmOID  OBJECT IDENTIFIER,
paramS Params, -- any "runtime" pa- rameters
hash BIT STRING

}

signed ::= SEQUENCE

{
algorithmOID OBJECT IDENTIFIER
param$ Params, - any "runtime"
param.eters
signature BIT STRING
}

DHset ::= SEQUENCE

{
Halfkey BIT STRING (SIZE(0..2048)), --
=ghxmodn
Midsize BIT STRING (SIZE(0..2048)), --
generator BIT STRING (SIZE(0..2048)), -- g
}
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The cryptotoken 120 shown in Fig. 12 can correspond, for example, to the

cryptotoken 113 shown in Fig. 11.

In the present exemplary embodiment, the cryptotoken 120 can comprise a
TokenOID 121, a Clear Token 122, a Hashed Datatype 123 and/or a Signed-Datatype
124. For the sake of a more intuitive understanding, the following table shows the

identifications of the reference signs:

120 cryptoToken
121 tokenOID

122 ClearToken
123 HASHED

124 signed

1221 tokenOID

1222 certificate
1223 dhkey

1224 timeStamp
1225 Sequence Number
1226 random

1227 receiver 1D
1228 senders ID
1231 algorithmOID
1232 paramS = NULL
1233 hash

1241 algorithmOIiD
1242 paramS = NULL
1243 sighature
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