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Description

[0001] This invention relates to a fault resilient auto-
mobile control system, an automobile comprising such a
system, a method of operating an automobile control sys-
tem and a computer programmed to perform the steps
of the method.

BACKGROUND OF THE INVENTION

[0002] Modem automobiles are typically equipped with
multiple independent electronic components. For in-
stance, most modem automobiles have an electronic en-
gine control system, a computerized antilock braking sys-
tem (ABS), a vehicle safety system, a lighting control
system, a climate control subsystem, and a sound sys-
tem. The engine control system usually employs an elec-
tronic controller to maximize fuel economy and minimize
harmful emissions. The antilock braking system uses
electronic sensors and microprocessors to slow an au-
tomobile at an optimal rate while preventing skidding.
The vehicle safety system has a crash response control-
ler that is triggered during a crash to deploy one or more
airbags.

[0003] Some recent automobile models are equipped
with a navigation system that employs a global position-
ing system (GPS) receiver to receive positioning signals
from a satellite network. The navigation system com-
putes coordinates that locate the vehicle over the surface
of the earth with regard to longitude, latitude, and altitude.
Cellular communication systems have also been intro-
duced into automobiles to enable the driver or occupant
to transact telephone calls from their vehicle. Most late
model automobiles are also constructed with a diagnostic
system that analyzes the performance of the automobile
engine, air and heating system, and other components
(1996 or later for OBD I, 1993 or later for OBD |).
[0004] While these various electronic components
have proven useful, there is a drawback in that all of them
are entirely separate and independent from one another.
Generally, these subsystems are supplied by different
manufacturers. These disparate components often em-
ploy proprietary, dedicated processors or ASICs (appli-
cation specific integrated circuits) that have different sys-
tem architectures and execute incompatible proprietary
software. The components have limited or no communi-
cations with one another.

[0005] Some strides have been made to integrate the
components. Typically, the proposals call for each of the
distributed components to be connected to a data bus,
such as a CAN (Controller Area Network) protocol bus.
Designers have theorized different multiplexing protocols
and token passing protocols to facilitate communication
over the bus. For more information on these proposals,
the reader is directed to the following articles which ap-
pear in a publication from the Society of Automotive En-
gineers (SAE): Inoue et al., "Multiplex Systems for Auto-
motive Integrated Control," Multiplex Technology Appli-
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cations in Vehicle Electrical Systems, SP-954, No.
930002, copyright 1993; Azuma et al., "Development of
a Class C Multiplex Control IC," Multiplex Technology
Applications in Vehicle Electrical Systems, SP-954, No.
930003, copyright 1993; Mathony et al. "Network Archi-
tecture for CAN," Multiplex Technology Applications in
Vehicle Electrical Systems, SP-954, No. 930004, copy-
right 1993; Szydolowski, "A Gateway for CAN Specifica-
tion 2.0 Non-Passive Devices," Multiplex Technology
Applications in Vehicle Electrical Systems, SP-954, No.
930005, copyright 1993; Neumann et al., "Open Systems
and Interfaces for Distributed Electronics in Cars (OS-
EK)," Automotive Multiplexing Technology, SP-1070,
No. 950291, copyright 1995; and Emaus, "Aspects and
Issues of Multiple Vehicle Networks," Automotive Multi-
plexing Technology, SP-1070, No. 950293, copyright
1995.

[0006] While there has been some progress at inter-
connecting electronic components in a distributed sys-
tem via a communication link, there is no commonly ac-
cepted standard for the main vehicle system bus and bus
interface. Additionally, even in the distributed architec-
ture, the electronic components are individually vulner-
able to unrecoverable failure. When a component expe-
riences an electronics failure, such as a failed controller,
the component is either rendered entirely useless or re-
duced to a safe, but otherwise sub-optimally performing
unit.

[0007] The inventors have developed a fault-resilient
system which solves these problems.

[0008] Péttig, W., Schmidt, A.: "Universelles, sicheres
und fehlertolerantes Multicontroller-System; Anwendung
in einem vollautomatischen Fahrzeugleitsystem"; VDI-
Berichte N0.612, VDI-Verlag Dusseldorf, 1996, pages
219-232, describe auniversal reliable and failure-tolerant
multi-controller system in an automatic vehicle guiding
system. For safety reasons, redundancies are built into
these systems. It describes eight different types of re-
dundancy including centralised redundancy in which, in
the case of a failure, all system functions are taken over
by a functional unit which would be sufficient in its own
right to maintain the overall function. In example 1, of
Figure 3, it is clear that the system includes two control
units with the second control unit providing a backup to
the first. The systems are primarily concerned with the
local processor units operating in a fail safe state rather
than being controlled from elsewhere.

SUMMARY OF THE INVENTION

[0009] This invention concerns a fault-resistent auto-
mobile control system that integrates diverse and sepa-
rate automobile components and tolerates component
failure.

[0010] Inafirstaspect of the invention, a fault-resilient
automobile control system for an automobile having mul-
tiple electronic automobile components, each electronic
automobile component having a local controller for con-
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trolling operation of the electronic automobile compo-
nent, each local controller storing driver software, the
controller being arranged so that, when executing the
software, the local controller controls the electronic au-
tomobile component, the automobile control system
comprising: a master control unit electrically coupled to
the electronic automobile components, the master con-
trol unit having a computer processor, the electronic com-
ponents each being arranged to register with the master
control unit and to programme the master control unit
during initialisation or upon addition to the system, by
downloading the driver software for the local controllers
and by storing the driver software in the master control
unit, the computer processor thereby being programmed
to perform control tasks of the local controllers so that in
an event that one of the local controllers fails, the com-
puter processor executes the driver software of the failed
local controller so that the master control unit controls
the electronic automobile componentin place of the failed
local controller, the master control unit being arranged
during operation of the control system to monitor contin-
uously for failure of a local controller, wherein each elec-
tronic automobile component comprises switching logic,
the switching logic being arranged to selectively route
data to the local controller, or to the master control unit
if the local controller fails.

[0011] Inasecond aspect of the invention, an automo-
bile comprises a fault-resilient automobile control system
according to the first aspect of the invention.

[0012] In a third aspect of the invention, a method of
operating an automobile control system for an automo-
bile having multiple electronic automobile components,
each electronic automobile component having a local
controller for controlling operation of the associated elec-
tronic automobile components and switching logic for se-
lectively routing data to the local controller or to the mas-
ter control unit if the local controller fails, each local con-
troller storing driver software, the driver software ar-
ranged so that when executed by the local controller the
local controller controls the electronic automobile com-
ponent, the automobile control system comprising a mas-
ter control unit coupled to the electronic automobile com-
ponents, the master control unit having a computer proc-
essor, the method comprising the following steps: (1) dur-
ing initialisation or as the electronic automobile compo-
nents are added to the system, registering the electronic
components with the master control unit and download-
ing to the master control unit the driver software of the
local controllers; (2) storing the driver software of the local
controllers on the master control unit (3) continuously
monitoring the local electronic controller for their failure;
and (4) in an event that one of the electronic controllers
fails, executing the driver software of the failed local con-
troller and thereby remotely controlling the associated
component from the computer processor.

[0013] In afourth aspect of the invention there is com-
puter programmed to perform the steps of the method of
the third aspect of the invention.
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[0014] A number of preferred and advantageous fea-
tures of the invention are referred to in the dependent
claims.

[0015] According to an embodiment disclosed herein,
the fault-resilient automobile control system includes a
master control unit (MCU) electrically coupled via a data
communications bus to the electronic automobile com-
ponents. The master control unit has a computer proc-
essor programmed to manage data flow over the data
communications bus among the electronic automobile
components. The MCU defines and synchronizes initial-
ization of the bus communications.

[0016] According to another embodiment disclosed
herein, the MCU maintains a routing table to facilitate
resource and information sharing among the compo-
nents. The routing table is constructed during initializa-
tion to define how data derived at one electronic compo-
nent is routed to one or more other components. During
operation, the MCU collects data from the source elec-
tronic components and routes the data to destination
electronic components according to the routing table. As
an example of this data sharing, data collected by an
antilock braking system when an automobile is slowing
down might be routed to an automatic transmission sys-
tem for use in determining whether to downshift.

[0017] According to another embodiment disclosed
herein, the MCU’s computer processor is programmed
to perform the same functions as those performed by
local controllers at the electronic components. During in-
itialization, the driver software for all of the local control-
lers is downloaded and stored at the MCU. In the event
that a local controller fails, the master control unit exe-
cutes the driver software for the failed controller to re-
motely control the electronic automobile component in
place of the failed local controller.

[0018] Switching logic is provided at each of the elec-
tronic components. The switching logic selectively routes
data either to the local controller, assuming the controller
is functioning properly, or over the data communications
bus to the MCU, circumventing the controller, when the
controller is not functioning properly.

[0019] Accordingtoyetanotherembodimentdisclosed
herein, the fault-resilient automobile control system has
a secondary control unit (SCU) electrically coupled to the
master control unit via the data communications network.
The secondary control unit has a computer processor
that supports many user-based components, such as an
entertainment system or a cellular communications sys-
tem. The SCU’s computer processor is also programmed
with a backup copy of the MCU’s data communications
code to manage the data flow among the electronic au-
tomobile components. During normal operation, the SCU
is subordinate to and controlled by the MCU on the data
communications bus. In the event that the master control
unit fails, however, the secondary control unit assumes
control of the data communications bus and manages
the data flow among the electronic automobile compo-
nents.
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[0020] Accordingly, the fault-resilient automobile con-
trol system affords fault tolerance for all of the compo-
nents as well as for the MCU itself.

[0021] According to another embodiment disclosed
herein, the master control unit and the secondary control
unit are general purpose computers which run an open
platform multitasking operating system. The open archi-
tecture affords tremendous flexibility and adaptability to
the addition of new automaobile components or the recon-
figuration of old components.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] The same reference numerals are used
throughout the drawings to reference like components
and features.

Fig. 1is adiagrammaticillustration of a fault-resilient,
automobile control system implemented in an auto-
mobile according to one exemplary aspect of this
invention.

Fig. 2 is a block diagram of a master control unit
employed in the automobile control system.

Fig. 3 is a block diagram of an exemplary electronic
component employed in the automobile control sys-
tem.

Fig. 4 is a block diagram of the secondary control
unit employed in the automobile control system.

Fig. 5 is a state diagram showing initialization and
execution of the automobile control system.

Fig. 6 is a block diagram of the automobile control
system showing a master/slave relationship be-
tween the master control unit, the secondary control
unit, and the multiple electronic components during
normal operation.

Fig. 7 is ablock diagram similar to Fig. 6, but showing
a failure of an electronic component.

Fig. 8isablock diagram similar to Fig. 6, but showing
a failure of the master control unit.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENT

[0023] Fig. 1 shows an automobile control system 20
constructed in an automobile 22 according to one exem-
plary implementation of this invention. The automobile
control system 20 has a master control unit (MCU) 24
and a secondary control unit (SCU) 26. A dual bus struc-
ture consisting of a primary data communications bus 28
and a secondary support bus 30 provide an infrastructure
for data communications in the control system 20. The
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primary bus 28 may be implemented using any vehicle
bus design currently employed or contemplated by au-
tomobile manufactures, such as CAN, ABUS, VAN,
J1850, K-BUS, P-BUS, I-BUS, USB, P1394, and so forth.
The supportbus 30 may be implemented as any standard
computer data bus, such as PCI, USB, P1394, and the
like.

[0024] The master control unit 24 and the secondary
control unit 26 are interconnected through the primary
vehicle bus 28. In addition, various electronic automobile
components are connected to the master control unit 24
via the primary bus 28. In this illustration, the electronic
components include an antilock braking system (ABS)
32, an electronic steering system 34, and an engine con-
trol system 36. However, other components may likewise
be connected to the primary vehicle bus 28, such as a
security/alarm system, a diagnostic system, a lighting
control system, a fuel injection system, an automatic
transmission system, and so forth. In addition, the elec-
tronic components shown in Fig. 1 are intelligent com-
ponents in that they each have their own local controller,
typically embodied as a microprocessor. The automobile
might further include non-intelligent electronic compo-
nents which do not have local processing capabilities, as
is explained below with reference to Figs. 6-8.

[0025] Fig. 1 shows a number of devices connected to
the support bus 30. These devices include a climate con-
trol system 38, an audio system 40, a navigation system
42 with global positioning system (GPS) antenna 44, and
a cellular communications system 46. Door locks and
window controls 48 are also connected to the support
bus 30. The secondary control unit 26 is master of the
supportbus 30. The SCU 26 is also configured as a server
to multiple clients 50. The clients 50 can be, for example,
small hand held or laptop game computers having visual
display screens and audio sound cards to provide multi-
media entertainment. The SCU 26 serves in-car enter-
tainment in the form of movies and games to the clients
50 for the passengers enjoyment.

[0026] In general, during normal operation of the au-
tomobile control system 20, the master control unit 24 is
the master of the primary vehicle bus 28. All electronic
components 32-36, as well as the secondary control unit
26, are slaves to master control unit 24. The master con-
trol unit 24 manages data flow among the electronic com-
ponents 32-36 and facilitates resource and information
sharing. In addition, the master control unit 24 provides
backup for the intelligent electronic components in the
event that any of them fail, and also performs data
processing and control functions for non-intelligent elec-
tronic components.

[0027] Fig. 2 shows the master control unit 24 in more
detail. It has a computer processor 60, volatile memory
62 (e.g., RAM), and non-volatile memory 64 (e.g., ROM,
Flash). The master control unit 24 also has abus interface
66 to provide access to the primary bus 28. The master
control unit 24 runs an open platform operating system
68, which is shown stored in non-volatile memory 64.
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During runtime, the operating system 68 loads into vol-
atile memory 62 and executes on processor 60. The open
platform operating system 68 is preferably a real-time,
multitasking operating system capable of supporting
"plug-and-play" system configuration and providing high
stability, security, and efficiency. One preferred operating
system is a Windows® brand operating system sold by
Microsoft Corporation, such as Windows CE® or Win-
dows NT® operating systems.

[0028] The operating system 68 has network manage-
ment capabilities which enable the master control unit 24
to manage data flow over the primary bus 28 among the
electronic components 32-36 and the secondary control
unit 26. The master control unit 24 initializes the network
communication and register subsystem, and handles
component configuration. During operation, the master
control unit 24 preferably controls the data flow in a de-
terministic manner, accepting only predefined data from
the electronic components. This is advantageous in that
the master control unit provides protection to individual
electronic components that are connected on the primary
vehicle bus 28 against unexpected or unauthorized com-
mands. In addition, the networking capabilities enable
the master control unit 24 to monitor for deletion or ad-
dition of electronic components to the primary bus 28.
[0029] The MCU 24 contains driver software, refer-
enced generally as number 70, for all of the electronic
components connected to the primary bus 28. The elec-
tronic components register with the MCU 24 during ini-
tialization, or as they are added to the bus. The compo-
nents’ software code 70 may already exist in the MCU
memory in dynamic link library (DLL) form which can be
linked to the MCU system as components are registered.
If the software code of one or more components do not
existin the DLL, a part of this registration involves down-
loading the software code used to run the components
over the primary bus 28 to the master control unit 24. Fig.
2 shows driver software 70 for local controllers LC(1), LC
(2), ... LC(N) of intelligent electronic components (i.e.,
components with local controllers) stored in the non-vol-
atile memory 64. Fig. 2 also shows executable code for
the non-intelligent components NIC(1), NIC(2), ..., NIC
(M) (i.e., components without local controllers), refer-
enced general as number 72, stored in non-volatile mem-
ory 64.

[0030] In the instance that a local controller of an in-
telligent component fails, the MCU 24 assumes control
of that component and assigns to the failed component
a highest execution priority to ensure uninterrupted per-
formance. For instance, if the processor in the ABS falils,
the MCU 24 runs the local controller driver, say driver LC
(1), to perform the functions of the failed processor for
the antilock braking system. Switching logic is provided
at the failed component to transfer control to the MCU.
Once the MCU 24 assumes control of a component, the
MCU 24 performs its data flow management functions
on a resource available basis.

[0031] The operating system 68 is a real-time, deter-
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ministic operating system that has the processing power
capable of concurrently supporting multiple critical com-
ponents. In the event that multiple components fail, the
MCU 24 employs a priority table 74 which specifies an
ordered ranking for executing the failed devices. The pri-
ority table 74 is constructed during initialization as the
components register with the MCU 24. During registra-
tion, the MCU 24 assigns a priority rating to each of the
electronic automobile components and stores the asso-
ciation in a table in the non-volatile memory 64.. The pri-
ority rating is associated through the table’s data struc-
ture to identifiers for the driver software 70 and execut-
able code 72. The priority is predetermined by the auto-
mobile manufacturer based upon which componentsreg-
ister with the MCU 24. It is noted that the priority table
74 may alternatively be reconstructed from scratch each
start cycle and maintained in volatile memory 62.
[0032] Once constructed, the priority table 74 estab-
lishes a priority of operation in the event that more than
one component fails. The priority table 74 assigns
processing resources disproportionately to the highest
priority rated component first, followed in order by the
lower priority rated components. For instance, the driver
software for the antilock braking system might be as-
signed the highest priority rating to ensure that the MCU
24 has sufficient resources to handle the braking system
in the event it fails, even though other components (such
as the security system) might also fail during that time.
In one implementation, the components are assigned a
"critical" rating, meaning that they are given the highest
priority available, a "normal" rating, meaning that they
can be given a lower priority if a critical component con-
currently fails, or a "lowest" rating, meaning that they will
receive MCU resources only after all components with
higher priority have been handled.

[0033] The MCU 24 also maintains a routing table 76
in volatile memory 62. The routing table 76 is constructed
during initialization to define which data is passed and
shared among the active electronic components. For in-
stance, the table might define a data structure having a
source field that contains an identifier of an electronic
component from where certain data is generated, and a
destination field that contains a list of one or more com-
ponents to which the certain data is to be routed by the
MCU 24. For instance, data collected by the ABS 32 (i.e.,
a source component) concerning wheel speed might be
routed to the automatic transmission control system and
the fuel injection control system (i.e., destination compo-
nents). The source and destination fields are correlated
in the table 76. During operation, the MCU 24 collects
data from the electronic components identified in the
source fields (such as the ABS), indexes the routing table
76 to corresponding destination fields, and routes the
datato the electronic components (such as the automatic
transmission control system or fuel injection system) list-
ed in the corresponding destination fields. The routing
table enables the MCU 24 to facilitate data sharing
among the components.
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[0034] Fig. 3 shows an exemplary construction of an
intelligent electronic automobile component, referenced
generally as number 80. The automobile component 80
generally comprises a mechanical device 82 (such as
brakes, engine, transmission, etc.) which is controlled
through an electronically-controlled actuator 84. A local
controller 86 is coupled through a driver 88 to send elec-
tronic command signals that control the actuator and
hence, the mechanical apparatus 82. The local controller
86 can be implemented as a microprocessor, digital sig-
nal processor, dedicated ASIC (application specific inte-
grated circuit), or the like. A sensor 90 monitors the me-
chanical apparatus 82 and generates data indicative of
operation to provide feedback information to the local
controller 86. The local controller 86 also has an interface
to the primary vehicle bus 28. This construction of the
electronic automobile component is customary and
known in the art.

[0035] An aspect of this invention is to modify the ex-
isting electronic automobile component 80 to include
switching logic 92. In the Fig. 3 illustration, the switching
logic 92 is interfaced between the local controller 86 and
the driver 88 and sensor 90. The switching logic 92 also
has its own connection to the primary bus 28 which by-
passes the local controller 86. The switching logic 92
selectively routes data received from the sensor 90 to
either the local controller 86 or directly to the primary bus
28. The switching logic 92 directs the data to the local
controller 86 when the controller is functioning properly.
In the event that the controller is not functioning properly,
however, the switching logic 92 routes data flow to the
bus 28, circumventing the failed local controller 86, so
that the MCU 24 can control the component over the
primary bus 28.

[0036] Fig. 4 shows the secondary control unit 26 in
more detail. The secondary control unit 26 is preferably
a general purpose computer capable of supporting mul-
tiple applications. The SCU 26 has a processor 100 (e.qg.,
SH3 from Hitachi, Ltd. or Pentium® microprocessor from
Intel Corporation), volatile memory 102 (e.g., RAM), and
non-volatile memory 104 (e.g., ROM, Flash, hard disk,
etc.). The SCU 26 has a primary bus interface 106 to
provide access to the primary vehicle bus 28 and a sup-
port bus interface 108 to provide access to the support
bus 30.

[0037] The SCU 26 runs an open platform operating
system 110 which supports multiple applications. Using
an open platform operating system and an open compu-
ter system architecture, various software applications
and hardware peripherals can be supported by the SCU
26 on the support bus 30. This is advantageous in that
the software applications do not need to be dedicated to
specially designed embedded systems. The open hard-
ware architecture is preferably running a multitasking op-
erating system that employs a graphical user interface.
One preferred operating system is a Windows® brand
operating system sold by Microsoft Corporation, such as
Windows 95® or Windows NT® or other derivative ver-
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sions of Windows®. A multitasking operating system al-
lows simultaneous execution of multiple applications.
[0038] The SCU 26 mightalsoinclude atleastone stor-
age drive-such as a CD ROM drive, PC Card drive, or a
floppy disk drive-which permits use of portable storage
media. A CD ROM drive enables application-related
CDs, as well as musical, video, game, or other types of
entertainment CDs. The SCU 26 is constructed and sized
to mount in the dashboard of the automobile. A detailed
explanation of one suitable construction of a secondary
control unit 26 is described in U.S. Patent Application
Serial Number 08/564,586, entitled "Vehicle Computer
System,"” which was filed November 29, 1995, in the
names of Richard D. Beckert, Mark M. Moeller, and Wil-
liam Wong. This application is assigned to Microsoft Cor-
poration and is hereby incorporated by reference.
[0039] The secondary control unit 26 is slave to the
master control unit 24 on the vehicle bus 28, but is a
master to clients 50 and other electronic components
38-48 connected to the support bus 30. dashboard or
other suitable location. The SCU 26 can function as a
server to the clients 50, such as to serve games, music,
movies or other forms of entertainment.

[0040] The SCU 26 maintains an up-to-date copy of
executable code 112 run by the MCU 24 to manage data
flow among the components. The MCU code 112 is
downloaded to the SCU 26 during initialization and stored
in the non-volatile memory 84. In the event that the MCU
24 fails, the secondary control unit 26 executes the MCU
code 112 to assume the master responsibility of data flow
management on the primary bus 28.

[0041] Fig. 5 shows a state diagram of the automobile
control system. The startup is triggered by turning on
power to the automobile. At state 120, the master control
unit 24 runs an initialization procedure to boot the oper-
ating system and loads from non-volatile memory all of
the driver software 70 for intelligent components and ex-
ecutable code 72 for non-intelligent components into the
volatile memory. These software programs correspond
to components thatare pre-known to the MCU 24 through
previous registration. At state 122, the MCU 24 runs a
dynamic configuration procedure which checks if any
new component has been added to or old components
removed from the primary vehicle bus. The MCU 24 polls
the existing components and sends out requests for new
components. Components which are still attached and
functioning respond to the MCU 24. New components
also respond and subsequently register with the MCU
24. Components that have been removed, of course, do
not respond to the polling signals.

[0042] Once the components are identified and ac-
counted for, the MCU 24 constructs the priority table 74
and stores it in non-volatile memory 104. The MCU 24
also constructs the routing table 76 based upon the ex-
isting active components.

[0043] At state 124, the MCU 24 downloads a copy of
its code to the SCU 26 over the primary bus 28. Following
this initialization sequence, the MCU enters its normal
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operating state 126. If the MCU fails, control is shifted
backtothe SCU 26 (as indicated by the MCU FAIL arrow).
If the MCU is subsequently restored, control is returned
to the MCU 24 (as indicated by the READY arrow).
[0044] Also at state 126, the MCU 24 continuously
monitors for failure of any electronic components. If the
MCU 24 detects a component failure, the MCU 24 recon-
figures the routing and priority tables dynamically and
assumes control of the failed component (as indicated
by the COMPONENT FAIL arrow back to state 122).
[0045] Figs. 6-8 show the fault tolerant control strate-
gies implemented by the automobile control system. Fig.
6 shows the automobile control system 20 as having the
MCU 24 and two intelligent electronic components 80(1),
80(2) and two non-intelligent components 130(1), 130(2)
connected to the primary bus 28. The system further in-
cludes the SCU 26 connected to both the primary bus 28
and the support bus 30, and two clients 50 and the audio
system 40 coupled to the support bus 30.

[0046] During normal operation, the master control unit
24 is master to the primary bus 28 and to the secondary
control unit 26. The master control unit 24 manages the
data flow over the primary bus 28 and performs the data
processing and control functions for the non-intelligent
components 130(1), 130(2). The MCU 24 continuously
monitors the intelligent components 80(1), 80(2) to detect
whether the local controllers 86(1), 86(2) are functioning
properly. The MCU 24 and SCU 26 operate cooperative-
ly, or independently, of one another in normal circum-
stances, except that the SCU 26 checks with the MCU
24 at regular intervals for signs of failure.

[0047] Because the MCU 24 controls all data commu-
nications on the primary bus 28, it also maintains the
security and integrity of the primary bus 28 through con-
tinuous monitoring of messages sent by the electronic
components, and particularly the SCU 26 since it is an
open system. Should the SCU 26 become corrupted and
attempt to gain unauthorized control of any electronic
component on the primary bus 28, the MCU 24 will dis-
able communication from the SCU 26 by altering its sta-
tus in the configuration and routing tables. This action
relegates the SCU 26 to a passive device which only
receives messages and cannot transmit them over the
primary bus 28. The MCU 24 will then attempt to select
another candidate to designate as a surrogate secondary
control unit, going through the process states 122 and
124 as described in Fig. 5.

[0048] Fig. 7 shows a case in which a local controller
86(1) fails. In the instance the local controller 86(1) fails,
the switching logic 92(1) diverts data flow from the local
controller 86(1) directly to the primary bus 28. The master
control unit 24 assumes control of the component 80(1)
using the component driver 86(1)’ stored at the MCU 24.
The MCU 24 assigns the highest execution priority to
ensure uninterrupted performance of the failed compo-
nent. For instance, if the microprocessor in the ABS fails,
the MCU 24 assumes the functions of the ABS micro-
processor and provides uninterrupted service to the ABS
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component. The MCU 24 continues to manage data flow
between components on a resource available basis.
[0049] Fig. 8 shows a case in which the MCU 24 fails.
The SCU 26 detects when the MCU 24 fails through con-
tinuous monitoring or alternatively through a non-mask-
ableinterrupt generated by the MCU 24 immediately prior
to failure. When the MCU fails, the SCU 26 assumes the
basic data flow management and control functions of the
MCU 24, as well as the processing functions for non-
intelligent components 130(1) and 130(2). The SCU 26
runs the local copy of the MCU code 26’ to become the
surrogate master of the primary bus 28 and the compo-
nents 80(1), 80(2), 130(1), 130(2) connected thereto. In
this implementation, however, the SCU 26 does not as-
sume the functions of any failed local controller of a com-
ponent on the vehicle bus. To ensure uninterrupted serv-
ice to the components on the primary bus 28, the SCU
26 assigns the highest priority to performance of the basic
data flow management and control function of the failed
MCU 24, and performs all other functions on a resource
available basis.

[0050] The fault-resilient automobile control system of-
fers many advantages. It integrates the electronic com-
ponents and facilitates data sharing and communication
among them. The system also provides single point fault-
tolerance in that every component and the master control
unit can fail one time without loss of services. The system
affords tremendous flexibility when installing system
components in a vehicle. Each component or bus can be
installed as an upgrade feature to provide full system
functionality. When a new componentis installed, adriver
forthat componentis merely loaded atthe MCU to enable
backup in the event of failure.

[0051] The invention has been described in language
more or less specific as to structure and method features.
It is to be understood, however, that the invention is not
limited to the specific features described, since the
means herein disclosed comprise exemplary forms of
putting the invention into effect.

Claims

1. A fault-resilient automobile control system (20) for
an automobile having multiple electronic automobile
components (32,34,36),
each electronic automobile component (32,34,36)
having alocal controller (86) for controlling operation
of the electronic automobile component, each local
controller (86) storing driver software, the controller
(86) being arranged so that, when executing the soft-
ware, the local controller (86) controls the electronic
automobile component (32,34,36),
the automobile control system (20) comprising: a
master control unit (24) electrically coupled to the
electronic automobile components, the master con-
trol unit (24) having a computer processor (60), the
electronic components (32,34,36) each being ar-
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ranged to register with the master control unit (24)
and to programme the master control unit (24) during
initialisation or upon addition to the system, by down-
loading the driver software for the local controllers
and by storing the driver software in the master con-
trol unit (24), the computer processor thereby being
programmed to perform control tasks of the local
controllers (86) so that in an event that one of the
local controllers (86) fails, the computer processor
(60) executes the driver software of the failed local
controller so that the master control unit (24) controls
the electronic automobile component (32,34,36) in
place of the failed local controller, the master control
unit (24) being arranged during operation of the con-
trol system to monitor continuously for failure of a
local controller (86),

wherein each electronic automobile component
(32,34,36) comprises switching logic, the switching
logic being arranged to selectively route data to the
local controller (86), or to the master control unit (24)
if the local controller (86) fails.

A fault-resilient automobile control system as recited
in claim 1, wherein the master control unit (24) has
an open platform operating system executing on the
computer processor (60).

A fault-resilient automobile control system as recited
in claim 1 or claim 2, wherein the master control unit
(24) has a multitasking operating system executing
on the computer processor (60).

A fault-resilient automobile control system as recited
in any one of the preceding claims, wherein the mas-
ter control unit (24) facilitates data communication
among the electronic automobile components
(32,34,36).

A fault-resilient automobile control system as recited
in any one of the preceding claims, wherein the mas-
ter control unit (24) maintains a routing table (76)
which the master control unit (24) employs to route
data detected by one electronic automobile compo-
nent (32,34,36) to one or more other electronic au-
tomobile components (32,34,36).

A fault-resilient automobile control system as recited
in any one of the preceding claims, wherein the mas-
ter control unit (24) has amemory (64) and maintains
a priority table (74) in the memory (64), the priority
table (74) associating a priority rating with corre-
sponding ones of the electronic automobile compo-
nents (32,34,36), the master control unit (24) han-
dling the tasks of one or more failed local controllers
(86) in an order according to the priority ratings of
the electronic automobile components (32,34,36) in
the priority table (74).

10

15

20

25

30

35

40

45

50

55

10.

11.

12.

13.

14

A fault-resilient automobile control system as recited
in any one of the preceding claims, in which the elec-
tronic automobile components (32,34,36) further in-
clude non-intelligent components (130) configured
without local controllers, and wherein the master
control unit (24) performs data processing and con-
trol functions for the non-intelligent components
(130).

A fault-resilient automobile control system as recited
in any preceding claim, further comprising a data
communications network interconnecting the elec-
tronic automobile components (32,34,36) and the
master control unit (24).

Afault-resilient automobile control system according
to claim 8, wherein the master control unit (24) is
electrically coupled to the electronic automobile
components via the data communications network
and is programmed to manage data flow over the
data communications network among the electronic
automobile components (32,34,36).

Afault-resilient automobile control system according
to any one of the preceding claims, further compris-
ing a secondary control unit (26) electrically coupled
to the master control unit (24), the secondary control
unit (26) having a computer processor (100) pro-
grammed to manage the data flow among the elec-
tronic automobile components (32,34,36) in the
event that the master control unit (24) fails.

A fault-resilient automobile control system as recited
in claim 10, wherein the secondary control unit (26)
has an open platform, multi-tasking operating sys-
tem executing on a computer processor (100) of the
secondary control unit (26).

A fault-resilient automobile control system as recited
in claim 10 or 11, further comprising:

a dual bus data structure having a primary bus
(28) and support bus (300;

the primary bus (29) interconnecting the elec-
tronic automobile components (32,34,36), the
master control unit (24), and the secondary con-
trol unit (26); and

the support bus (30) being connected to the sec-
ondary control unit (26) for interfacing to one or
more other devices.

Afault-resilient automobile control system according
to any one of claims 10 to 12, wherein the master
control unit (24) manages data flow among the elec-
tronic automobile components (32,34,36), and the
secondary control unit (26) over a primary bus; and
in the event that the secondary control unit (26) at-
tempts to gain unauthorised control of one of the
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electronic automobile components (32,34,36) on the
primary bus (28), the master control unit (24) is con-
figured to disable communication originating from
the secondary control unit (26) on the primary bus
(28).

Afault-resilient automobile control system according
to any of claims 8 or 9, wherein the switching logic
resident at one of the electronic automobile compo-
nents (32, 34, 36) is arranged to route data to one of:

(i) the local controller (86) of the electronic au-
tomobile component where the local controller
is functioning properly, or

(i) the data communications network, circum-
venting the local controller (86), when the local
controller (86) is not functioning properly;

wherein in an event that a local controller (86) fails,
the switching logic routes data to the master control
unit (24) via the data communication network by-
passing the failed local controller (86) and the master
control unit (24) performs the tasks of the failed local
controller (86).

An automobile comprising a fault-resilient automo-
bile control system as recited in any one of the pre-
ceding claims.

A method of operating an automobile control system
(20) for an automobile having multiple electronic au-
tomobile components (32,34,36), each electronic
automobile component having a local controller (86)
for controlling operation of the associated electronic
automobile components and switching logic for se-
lectively routing data to the local controller (86) or to
the master control unit (24) if the local controller (86)
fails, each local controller storing driver software, the
driver software arranged so that when executed by
the local controller (86) the local controller (86) con-
trols the electronic automobile component
(32,34,36), the automobile control system compris-
ing a master control unit (24) coupled to the elec-
tronic automobile components, the master control
unit (24) having a computer processor (60), the
method comprising the following steps:

(1) during initialisation or as the electronic auto-
mobile components (32,34,36) are added to the
system, registering the electronic components
(32,34,36) with the master control unit (24) and
downloading to the master control unit (24) the
driver software of the local controllers;

(2) storing the driver software of the local con-
trollers on the master control unit

(3) continuously monitoring the local electronic
controllers (86) for their failure; and

(4) in an event that one of the electronic control-
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lers (86) fails, executing the driver software of
the failed local controller and thereby remotely
controlling the associated component from the
computer processor (60).

A method as claimed in claim 16, the system further
comprising a secondary control unit (26) electrically
coupled to the master control unit (24), wherein the
method further comprises the steps of:

(1) monitoring the master control unit (24); and
(2) in the event that the master control unit fails,
managing the data communication amongst the
local electronic controllers (86) from the second-
ary control unit (26).

A computer programmed to perform the steps of the
method as recited in claim 16 or 17.

Patentanspriiche

1.

Fehlertolerantes Kraftfahrzeugsteuerungssystem
(20) fur ein Kraftfahrzeug mit einer Vielzahl von elek-
tronischen Kraftfahrzeugkomponenten (32, 34, 36),
wobei jede elektronische Kraftfahrzeugkomponente
(32, 34, 36) einen lokalen Controller (86) zum Steu-
ern des Betriebs der elektronischen Kraftfahrzeug-
komponente aufweist, wobei jeder lokaler Controller
(86) Treibersoftware speichert und der Controller
(86) derart ausgestaltet ist, dass er bei Ausfuhrung
der Software die elektronische Kraftfahrzeugskom-
ponente (32, 34, 36) steuert,

wobei das Kraftfahrzeugsteuerungssystem (20) um-
fasst: eine elektrisch mit den elektronischen Kraft-
fahrzeugkomponenten verbundene Master-Steuer-
einheit (24), die einen Computerprozessor (60) auf-
weist, wobei jede der elektronischen Komponenten
(32, 34, 26) zum Registrieren bei der Master-Steu-
ereinheit (24) und zum Programmieren der Master-
Steuereinheit (24) wahrend der Initialisierung und
beim Hinzufiigen zu dem System durch Herunterla-
den der Treibersoftware fur die lokalen Controller
und durch Speichern der Treibersoftware in der Ma-
ster-Steuereinheit (24) ausgestaltet ist, wobei der
Computerprozessor dabei zum Durchfuhren der
Steueraufgaben des lokalen Controllers (86) pro-
grammiert ist, so dass in einem Falle eines Ausfalls
einer der lokalen Controller (86) der Computerpro-
zessor (60) die Treibersoftware des ausgefallenen
lokalen Controllers ausfilhrt, so dass die Master-
Steuereinheit (24) die elektronische Kraftfahrzeug-
komponente (32, 34, 36) statt des ausgefallenen lo-
kalen Controllers steuert, wobei die Master-Steuer-
einheit (24) wahrend des Betriebs des Steuerungs-
systems zum kontinuierlichen Uberwachen des Aus-
falls eines lokalen Controllers (86) ausgestaltet ist,
worin jede elektronische Kraftfahrzeugkomponente
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(32, 34, 36) eine Schaltlogik umfasst, die zum selek-
tiven Weiterleiten von Daten zu dem lokalen Con-
troller (86) oder zu der Master-Steuereinheit (24) bei
Ausfall des lokalen Controllers (86) ausgestaltet ist.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach Anspruch 1, worin die Master-Steuereinheit
(24) ein Betriebssystem fir offene Plattformen auf-
weist, das auf dem Computerprozessor (60) ausge-
fuhrt wird.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach Anspruch 1 oder 2, worin die Master-Steuer-
einheit (24) ein Multitasking-Betriebssystem auf-
weist, das auf dem Computerprozessor (60) ausge-
fuhrt wird.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach einem dervorangegangenen Anspriiche, worin
die Master-Steuereinheit (24) Datenkommunikation
zwischen den elektronischen Kraftfahrzeugkompo-
nenten (32, 34, 36) ermdglicht.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach einem dervorangegangenen Anspriche, worin
die Master-Steuereinheit (24) eine Routing-Tabelle
(76) fuhrt, die die Master-Steuereinheit (24) zum
Routen von durch eine elektronische Kraftfahrzeug-
komponente (32, 34, 36) detektierten Daten zu einer
oder mehreren anderen elektronischen Kraftfahr-
zeugkomponenten (32, 34, 36) verwendet.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach einem dervorangegangenen Anspriiche, worin
die Master-Steuereinheit (24) einen Speicher (64)
aufweist und eine Prioritatstabelle (74) in dem Spei-
cher (64) fuhrt, wobei Uber die Prioritatstabelle (74)
elektronischen Kraftfahrzeugkomponenten (32, 34,
36) eine entsprechende Prioritdtsbewertung zuge-
ordnet ist, wobei die Master-Steuereinheit (24) die
Aufgaben eines oder mehrerer ausgefallener lokaler
Controller (86) in einer Reihenfolge gemaf der Prio-
ritatsbewertung der elektronischen Kraftfahrzeug-
komponenten (32, 34, 36) inder Prioritatstabelle (74)
handhabt.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach einem der vorangegangenen Anspriiche, in
dem die elektronischen Kraftfahrzeugkomponenten
(32, 34, 36) ferner nicht-intelligente Komponenten
(130) umfassen, die ohne lokale Controller ausge-
bildet sind, und worin die Master-Steuereinheit (24)
die Datenverarbeitung und Steuerungsfunktionen
fur die nicht-intelligenten Komponenten (130) durch-
fahrt.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach einem der vorangegangenen Anspriche, das
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zusatzlich ein Datenkommunikationsnetzwerk auf-
weist, das die elektronischen Kraftfahrzeugkompo-
nenten (32, 34, 36) und die Master-Steuereinheit
(24) untereinander verbindet.

Fehlertolerantes Kraftfahrzeugsteuerungssystem
nach Anspruch 8, worin die Master-Steuereinheit
(24) elektrisch mitden elektronischen Kraftfahrzeug-
komponenten Uber das Datenkommunikationswerk
verbunden ist und zum Verwalten des Datenflusses
Uber das Datenkommunikationsnetzwerk zwischen
den elektronischen Kraftfahrzeugkomponenten (32,
34, 36) programmiert ist.

Fehlertolerantes Kraftfahrzeugsteuerungssystem
nach einem der vorangegangenen Anspriiche, das
zusétzlich eine untergeordnete Steuereinheit (26)
umfasst, die elektrisch mit der Master-Steuereinheit
(24) verbunden ist, wobei die untergeordnete Steu-
ereinheit (26) einen Computerprozessor (100) auf-
weist, der zum Verwalten des Datenflusses zwi-
schen den elektronischen Kraftfahrzeugkomponen-
ten (32, 34, 36) in dem Falle eines Ausfalls der Ma-
ster-Steuereinheit (24) programmiert ist.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach Anspruch 10, worin die untergeordnete Steu-
ereinheit (26) ein Multitasking-Betriebssystem fiir of-
fene Plattformen aufweist, das auf einem Computer-
prozessor (100) der untergeordneten Steuereinheit
(26) ausgefihrt wird.

Fehlertolerantes Kraftfahrzeugsteuerungssystem
nach Anspruch 10 oder 11, das zusatzlich umfasst:

eine doppelte Busdatenstruktur mit einem pri-
maren Bus (28) und einem Unterstutzungsbus
(30),

wobei der primére Bus (29) die elektronischen Kraft-
fahrzeugkomponenten (32, 34, 36), die Master-
Steuereinheit (24) und die untergeordnete Steuer-
einheit (26) untereinander verbindet und

wobei der Unterstiitzungsbus (30) mit der unterge-
ordneten Steuereinheit (26) zum Bilden einer
Schnittstelle fiir ein oder mehrere andere Geréate ver-
bunden ist.

Fehlertolerantes  Kraftfahrzeugsteuerungssystem
nach einem der Anspriche 10 bis 12, worin die Ma-
ster-Steuereinheit (24) den Datenfluss zwischen den
elektronischen Kraftfahrzeugkomponenten (32, 34,
36) und der untergeordneten Steuereinheit (26) Uber
einen priméren Bus verwaltet und in dem Fall, dass
die untergeordnete Steuereinheit (26) versucht, un-
berechtigte Kontrolle tiber eine der elektronischen
Kraftfahrzeugkomponenten (32, 34, 36) auf dem pri-
maren Bus (28) zu erlangen, die Master-Steuerein-
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heit (24) zum Abschalten der von der untergeordne-
ten Steuereinheit (26) auf den priméaren Bus (28)
kommenden Kommunikation ausgestaltet ist.

Fehlertolerantes Kraftfahrzeugsteuerungssystem
nach Anspruch 8 oder 9, worin die auf einem der
elektronischen Kraftfahrzeugkomponenten (32, 34,
36) angesiedelte Schaltlogik ausgestaltet ist zum
Weiterleiten von Daten zu:

(i) dem lokalen Controller (86) der elektroni-
schen Kraftfahrzeugkomponente, wenn der lo-
kale Controller korrekt arbeitet oder

(i) dem Datenkommunikationsnetzwerk unter
Umgehung des lokalen Controllers (86), wenn
der lokale Controller (86) nicht korrekt arbeitet,

worin in dem Fall eines Ausfalls eines lokalen Con-
trollers (86) die Schaltlogik die Daten zu der Master-
Steuereinheit (24) Gber das Datenkommunikations-
netzwerk durch Uberbriicken des ausgefallenen lo-
kalen Controllers (86) weiterleitet und die Master-
Steuereinheit (24) die Aufgaben des ausgefallenen
lokalen Controllers (86) durchfihrt.

Kraftfahrzeug, das ein fehlertolerantes Kraftfahr-
zeugsteuerungssystem nach einem der vorange-
gangenen Anspriche umfasst.

Verfahren zum Betrieb eines Kraftfahrzeugsteue-
rungssystem (20) fir ein Kraftfahrzeug mit einer Viel-
zahl von elektronischen Kraftfahrzeugkomponenten
(32, 34, 36), wobei jede elektronische Kraftfahrzeug-
komponente einen lokalen Controller (86) zum Steu-
ern des Betriebs der zugehérigen elektronischen
Kraftfahrzeugkomponenten und Schaltlogik zum se-
lektiven Weiterleiten von Daten zu dem lokalen Con-
troller (86) oder zu der Master-Steuereinheit (24) bei
Ausfall des lokales Controllers (86) aufweist, wobei
jeder der lokalen Controller Treibersoftware spei-
chert, die derart ausgestaltet ist, dass, wenn sie
durch den lokalen Controller (86) ausgefiihrt wird,
der lokale Controller (86) die elektronische Kraftfahr-
zeugkomponente (32, 34, 36) steuert, wobei das
Kraftfahrzeugsteuerungssystem eine mit den elek-
tronischen Kraftfahrzeugkomponenten verbundene
Master-Steuereinheit (24) umfasst, die einen Com-
puterprozessor (60) aufweist, wobei das Verfahren
die folgenden Schritte umfasst:

(1) wahrend der Initialisierung oder bei Hinzufi-
gen von elektronischen Kraftfahrzeugkompo-
nenten (32, 34, 36) zu dem System, das Regi-
strieren der elektronischen Komponenten (32,
34, 36) bei der Master-Steuereinheit (24) und
das Herunterladen der Treibersoftware der lo-
kalen Controller auf die Master-Steuereinheit
(24),
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(2) Speichern der Treibersoftware des lokalen
Controllers auf der Master-Steuereinheit,

(3) Kontinuierliches Uberwachen der lokalen
elektronischen Controller (86) hinsichtlich deren
Ausfall und

(4) in dem Fall, dass einer der elektronischen
Controller (86) ausféllt, das Ausfiihren der Trei-
bersoftware des ausgefallenen lokalen Control-
lers und dadurch das entfernte Steuern der zu-
gehodrigen Komponente von dem Computerpro-
zessor (60) aus.

17. Verfahren nach Anspruch 16, wobei das System zu-

satzlich eine mit der Master-Steuereinheit (24) elek-
trisch verbundene untergeordnete Steuereinheit
(26) umfasst, worin das Verfahren zusatzlich die fol-
genden Schritte umfasst:

(1) Uberwachen der Master-Steuereinheit (24)
und

(2) in dem Fall, dass die Master-Steuereinheit
ausfallt, das Verwalten der Datenkommunikati-
on unter den lokalen elektronischen Controllern
(86) von der untergeordneten Steuereinheit (26)
aus.

18. Computer, der zum Durchfiihren der Schritte des

Verfahrens nach Anspruch 16 oder 17 programmiert
ist.

Revendications

Dispositif de commande automobile tolérant aux dé-
faillances (20) pour une automobile comportant des
composants automobiles électroniques multiples
(32, 34, 36),

chaque composant automobile électronique (32, 34,
36) comportant une unité de commande locale (86)
destinée & commander le fonctionnement d’'un com-
posant automobile électronique, chaque unité de
commande locale (86) mémorisant un logiciel pilote,
I'unité de commande (86) étant agencée de sorte
que, lors de I'exécution du logiciel, I'unité de com-
mande locale (86) commande le composant auto-
mobile électronique (32,34,36)

le dispositif de commande automobile (20) compre-
nant: une unité de commande maitre (24) couplée
électriquement aux composants automobiles élec-
troniques, I'unité de commande maitre (24) compor-
tant une unité de traitement par ordinateur (60), les
composants électroniques (32, 34, 36) étant chacun
agencés afin de correspondre avec 'unité de com-
mande maitre (24) et de programmer 'unité de com-
mande maitre (24) au cours de l'initialisation ou lors
de I'ajout au dispositif, par téléchargement du logiciel
pilote pour les unités de commande locales et en
mémorisant le logiciel pilote dans 'unité de comman-



21

de maitre (24), l'unité de traitement par ordinateur
étant ainsi programmée afin d’exécuter des taches
de commande des unités de commande locales (86),
de sorte que, dans le cas ou l'une des unités de
commande locales (86) présente une défaillance,
l'unité de traitement par ordinateur (60) exécute le
logiciel pilote de I'unité de commande locale dé-
faillante de sorte que l'unité de commande maitre
(24) commande le composant automobile électroni-
que (32, 34, 36) a la place de I'unité de commande
locale défaillante, I'unité de commande maitre (24)
étant agencée, au cours du fonctionnement du dis-
positif de commande, afin de surveiller en continu la
défaillance d’une unité de commande locale (86),

dans lequel chague composant automobile électro-
nique (32, 34, 36) comprend un circuit logique de
commutation, le circuitlogique de commutation étant
agenceé afin d’acheminer de maniére sélective des
données vers l'unité de commande locale (86) ou
vers I'unité de commande maitre (24) si 'unité de
commande locale (86) présente une défaillance.

Dispositif de commande automobile tolérant aux dé-
faillances selon larevendication 1, dans lequel l'unité
de commande maitre (24) comporte un systéeme
d’exploitation ouvert de la plate-forme s’exécutant
sur l'unité de traitement par ordinateur (60).

Dispositif de commande automobile tolérant aux dé-
faillances selon la revendication 1 ou 2, dans lequel
l'unité de commande maitre (24) comporte un sys-
teme d’'exploitation multitiche s’exécutant sur l'unité
de traitement par ordinateur (60).

Dispositif de commande automobile tolérant aux dé-
faillances selon I'une quelconque des revendica-
tions précédentes, dans lequel I'unité de commande
maitre (24) facilite la communication de données en-
tre les composants automobiles électroniques (32,
34, 36).

Dispositif de commande automobile tolérant aux dé-
faillances selon I'une quelconque des revendica-
tions précédentes, dans lequel I'unité de commande
maitre (24) entretient une table d’acheminement
(76) que I'unité de commande maitre (24) utilise afin
d’acheminer les données détectées par un compo-
sant automobile électronique (32, 34, 36) vers un ou
plusieurs autres composants automobiles électroni-
ques (32, 34, 36).

Dispositif de commande automobile tolérant aux dé-
faillances selon I'une quelconque des revendica-
tions précédentes, dans lequel I'unité de commande
maitre (24) comprend une mémoire (64) et entretient
une table de priorité (74) dans la mémoire (64), la
table de priorité (74) associant un niveau de priorité
a certains correspondants des composants automo-
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biles électroniques (32, 34, 36), I'unité de commande
maitre (24) prenant en charge les taches d’une ou
plusieurs des unités de commande locales défaillan-
tes (86) dans un ordre en fonction des niveaux de
priorité des composants automobiles électroniques
(32, 34, 36) dans la table de priorité (74).

Dispositif de commande automobile tolérant aux dé-
faillances selon I'une quelconque des revendica-
tions précédentes, dans lequelles composants auto-
mobiles électroniques (32, 34, 36) comportent, en
outre, des composants non intelligents (130) confi-
gurés sans unité de commande locale, etdanslequel
I'unité de commande maitre (24) exécute des fonc-
tions de traitement de données et de commande
pour les composants non intelligents (130).

Dispositif de commande automobile tolérant aux dé-
faillances selon une revendication précédente quel-
congue, comprenant, en outre, un réseau de com-
munication de données interconnectant les compo-
sants automobiles électroniques (32, 34, 36) et l'uni-
té de commande maitre (24).

Dispositif de commande automobile tolérant aux dé-
faillances selon larevendication 8, danslequel I'unité
de commande maitre (24) est couplée électrique-
ment aux composants automobiles électroniques
par l'intermédiaire du réseau de communication de
données et est programmeée afin de gérer un flux de
données sur le réseau de communication de don-
nées entre les composants automobiles électroni-
ques (32, 34, 36).

Dispositif de commande automobile tolérant aux dé-
faillances selon l'une quelconque des revendica-
tions précédentes, comprenant, en outre, une unité
de commande secondaire (26) couplée électrique-
ment a l'unité de commande maitre (24), I'unité de
commande secondaire (26) comportant une unité de
traitement d’ordinateur (100) programmée afin de
gérer le flux de données entre les composants auto-
mobiles électroniques (32, 34, 36) dans le cas ou
I'unité de commande maitre (24) présente une dé-
faillance.

Dispositif de commande automobile tolérant aux dé-
faillances selon la revendication 10, dans lequel
I'unité de commande secondaire (26) comporte un
systeme d'exploitation multitdche ouvert de la plate-
forme s’exécutant sur une unité de traitement par
ordinateur (100) de I'unité de commande secondaire
(26).

Dispositif de commande automobile tolérant aux dé-
faillances selon la revendication 10 ou 11, compre-
nant, en outre:
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une structure numérique a double bus compor-
tantun bus principal (28) etun bus support (300);
le bus primaire (29) interconnectant les compo-
sants automobiles électroniques (32, 34, 36),
'unité de commande maitre (24) et l'unité de
commande secondaire (26); et

le bus support (30) étant couplé al'unité de com-
mande secondaire (26) afin d'assurer l'interface
avec un ou plusieurs autres dispositifs.

Dispositif de commande automobile tolérant aux dé-
faillances selon I'une quelconque des revendica-
tions 10 a 12, dans lequel I'unité de commande mai-
tre (24) gére le flux de données entre les composants
automobiles électroniques (32, 34, 36) et l'unité de
commande secondaire (26) sur un bus primaire ; et
dans le cas ou I'unité de commande secondaire (26)
essaye d'obtenir une commande non autorisée de
I'un des composants automobiles électroniques (32,
34, 36) sur le bus primaire (28), I'unité de commande
malitre (24) est configurée afin de désactiver la com-
munication provenant de l'unité de commande se-
condaire (26) sur le bus primaire (28).

Dispositif de commande automobile tolérant aux dé-
faillances selon I'une quelconque des revendica-
tions 8 ou 9, dans lequel le circuit logique de com-
mutation résidant sur I'un des composants automo-
biles électroniques (32, 34, 36) est agencé afin
d’acheminer des données vers I'un de:

(i) l'unité de commande locale (86) du compo-
sant automobile électronique dans lequel I'unité
de commande locale fonctionne correctement,
ou

(i) le réseau de communication de données,
contournant 'unité de commande locale (86),
lorsque 'unité de commande locale (86) ne fonc-
tionne pas correctement ;

dans lequel, dans le cas ou l'unité de commande
locale (86) présente une défaillance, le circuit logi-
gue de commutation achemine les données vers
I'unité de commande maitre (24) par l'intermédiaire
du réseau de communication de données contour-
nant I'unité de commande locale défaillante (86), et
I'unité de commande maitre (24) exécute les taches
de l'unité de commande locale défaillante (86).

Automobile comprenant un dispositif de commande
automobile tolérant aux défaillances selon I'une
guelconque des revendications précédentes.

Procédé de commande d’'un dispositif de commande
automobile (20) pour une automobile comportant
des composants automobiles électroniques multi-
ples (32, 34, 36), chague composant automobile
électronique comportant une unité de commande lo-

10

15

20

25

30

35

40

45

50

55

14

cale (86) destinée a commander le fonctionnement
des composants automobiles électroniques asso-
ciés etun circuitlogique de commutation afin d’ache-
miner de maniere sélective des données a l'unité de
commande locale (86) ou a 'unité de commande
maitre (24) si I'unité de commande locale (86) pré-
sente une défaillance, chaque unité de commande
locale mémorisant un logiciel pilote, le logiciel pilote
étant agencé de sorte que, lorsqu’il est exécuté par
I'unité de commande locale (86), I'unité de comman-
de locale (86) commande le composant automobile
électronique (32, 34, 36), le dispositif de commande
automobile comprenant une unité de commande
maitre (24) couplée aux composants automobiles
électroniques, l'unité de commande maitre (24)
comportant une unité de traitement par ordinateur
(60), le procédé comprenant les étapes suivantes:

(1) au cours de l'initialisation ou lorsque les com-
posants automobiles électroniques (32, 34, 36)
sont ajoutés au dispositif, de mise en correspon-
dance des composants automobiles électroni-
ques (32, 34, 36) avec I'unité de commande mai-
tre (24) et de téléchargement vers |'unité de
commande maitre (24) du logiciel pilote des uni-
tés de commande locales ;

(2) de mémorisation du logiciel pilote des unités
de commande locales sur l'unité de commande
maitre ;

(3) de surveillance continue de I'apparition d'une
défaillance sur les unités de commande électro-
nigues locales (86) ; et

(4) dansle cas ou I'une des unités de commande
électroniques (86) présente une défaillance,
d’exécution du logiciel pilote de I'unité de com-
mande locale défaillante et ainsi, de commande
a distance du composant associé par l'unité de
traitement d’ordinateur (60).

17. Procédé selon la revendication 16, le dispositif com-

prenant, en outre, une unité de commande secon-
daire (26) couplée électriguement a I'unité de com-
mande maitre (24), dans lequel le procédé com-
prend, en outre, les étapes de :

(1) surveillance de 'unité de commande maitre
(24) ; et

(2) dans le cas ou l'unité de commande maitre
présente une défaillance, gestion des commu-
nications de données entre les unités de com-
mande locales (86) a partir de I'unité de com-
mande secondaire (26).

18. Ordinateur programmeé afin d'exécuter les étapes du

procédé selon la revendication 16 ou 17.
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