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PSEUDONYM ID PRIVACY ENHANCEMENT

FIELD OF INVENTION

The present invention relates to a system and method for solving predictability of
pseudonym by using privacy ehhancement mechanism and quantum key distribution

(QKD).
BACKGROUND ART

Pseudonym identifier (ID) is used to protect user identity in ordinary privacy
enhancement systém wherein user is anonymous to e-Service Provider. The weakness
of pseudonym 1D is traceability of a user's identity to the pseudonym ID because
methodology -used to create pseudonym D is structured and predictable. At present,
pseudonym ID is generated using hash function based on user’s identity. A timestamp is
used as input to hash function to change value of pseudonym ID for each
communication session, which is less linkable to user’s identity. The methodology of the
timestamp is fixed, structured and predictable, which allows hacking by tracing the
linkage. Thus, the entire system is thereby exposed to identity theft attack.

The present invention uses both privacy enhancement mechanisms and QKD to protect
"user privacy and to enhance system trust. The present invention introduces anonymizer
in QKD network to Iprovide privacy enhancement service and to reinforce unlinkability
through réndorhness of q-anonymizer. The present .invention provides the following’
advantages:- | '

a) QKD based privacy;

b) strong privacy properties of QKD which enforces protection of personal data;

c) identity is untraceable;

d) identical key which provide authenticity between client and g-anonymizer, g-

| ahonymizer and service provider which protects network from phishing attack;

e) trusted and auditable by g-anonymizer system.

The approach in the present invention provides solution towards predictability of
pseudonym by using an alternative method provided by Quantum Key Distribution
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(QKD) network. The characteristic and features of QKD enables incorporation of random
process which complicates traceability of user identity. QKD network is unconditionally
secure and private based on trusted QKD infrastructure as Q-anonymizer will be trusted

anonymizer's engine.

Once secret key has been established by QKD, it can be used for variety of purposes.
One of the purposes of the present invention is to use it as a seed to generate
pseudonym ID by using anonymizer to produce quantum network based pseudonym ID.
As QKD research continues, QKD devices will become more robust, easier to configure,

less expensive and smaller.

The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area

where some embodiments described herein may be practiced.
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SUMMARY OF INVENTION

The present invention provides a system (100) for solving predictability of pseudonym by
using privacy enhancement mechanism and quantum key distribution (QKD). The
system comprising at least one .client application (102), at least one g-anonymizer (106),
at least one quantum key distribution (QKD) network between client application and g-
anonymizer (104), at least one. quantum key distribution (QKD) network between g-
anonymizer and service provider (108) and a service provider (110). The at least one g-
anonymizer (106) validates independent communication between client application
and g- anonymizer and further anonymize user identity between client application and

service provider.

Preferably, the at least one quantum -key distribution (QKD) network between client
application and g-anonymizer (104) generates shared secret key K, and identifier key
(ID) while the at least one quantum key distribution (QKD) network between g-

- anonymizer and service provider (1 08) generates shared secret key K, and identifier key

(D).

Further, the said g-anonymizer (104) anonymize user identity between client application
and service provider by generating quantum key distribution (QKD) based pseudonym
identifier (ID) using at least XOR function in order to protect user identities during
communication over QKD network. The said quantum key distribution network (QKD)
based pseudonym identifier (ID) will expire based on quantum key which generates only

one session.

Another aspect of the preséht ihvention provides a method for solving predictability of
pseudonym by using privacy. enhancement mechanism and qdantum key distribution
(QKD). The method comprising steps of initiating request to g-anonymizer | (502),

generating shared secret key K; and identifier key (ID) between client application and g- |
anohymizer via quantum key distribution (QKD) network (504), transmitting shared
secret key K, and identifier key (ID) to client application and transmitting identifier key to
g-anonymizer (506), retrieving shared secret key K, by g-anonymizer from quantum key
distribution (QKD) network (508), establishing trusted communication between client
application and g-anonymizer (514), generating shared secret key K and identifier key
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(ID) between g-anonymizer and service provider via quantum key distribution (QKD)
network (602), retrieving shared secret key K, and identifier key (ID) from quantum key
distribution (QKD) network and transmitting identifier key (ID) to service provider by g-
anonymizer (604), transmitting shared secret key K, from quantum key distribution

- (QKD) network to service provider (606), establishing trusted communication between

service provider and g-anonymizer by anonymizing user identity (612) and creating
quantum key distribution (QKD) network based pseudonym identifier (ID) in g-

anonymizer for privacy enhancement (700).

Preferably, the method for retrieving shared secret key K, by g-anonymizer from
quantum key distribution (QKD) network further comprises performing challenge
response to determine if communication is trusted (512) wherein communication
between client application and g-anonymizer will be aborted (514) if challenge response
fails; else trusted communication is -established. Further, the method for retrieving
shared secret key K, and identifier key (ID) from quantum key distribution (QKD) network
and transmitting identifier key (ID) to service provider by g-anonymizer further comprises
performing challenge response to determine if communication is trusted (608) wherein
communication between client application and q-anonymbizer will be aborted (610) if
challenge response fails; else trusted communication is established.

Another aspect of the present invention provides a method (700) for creating quantum
key distribution (QKD) network based pseudonym identifier (ID) in g-anonymizer for
privacy enhancement. The method comprises retrieving shared secret keys K, and K,
from quantum key distribution (QKD) network between client and service provider (702),
generating final key by combining shared secret keys K; and K; using XOR function
(704) and combining pseudonym identifier (ID) key with final key to produce quantum
key distribution (QKD) network based pseudonym identifier (ID) (706).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained

with additional specificity.and detail through the accompanying drawings in which:

FIG. 1 illustrates a system (100) for solving predictability of pseudonym by using privacy

enhancement mechanism and quantum key distribution (QKD).

FIG. 2 illustrates communications between Node 1 and Node 2 as well as between Node
2 and Node 3.

FIG. 3 illustrates trusted communication between client and g-anonymizer.

FIG. 4 illustrates g-anonymizer which anonymizes identity between client and service

provider.

FIG. 5 is a flowchart illustrating methodology for eétablishing trusted communication

between client and Q-anonymizer.

FIG. 6 is a flowchart illustrating methodology for establishing trusted communication

'between service provider and g-anonymizer by anonymizing user identity.

- FIG. 7 is a flowchart illustrating methodolbgy for creating quantum kéy distribution (QKD)

network based pseudonym identifier (ID) in g-anonymizer for privacy enhancement.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for solving predictability of
pseudonym by using privacy enhancement mechanism and quantum key distribution
(QKD). Hereinafter, this specification will describe the present invention according to the
preferred embodiments. It is to be understood that limiting the description to the
preferred embodiments of the invention is merely to facilitate discussion of the present

_invention and it is envisioned without departing from the scope of the appended claims.

Reference is first made to FIG. 1. FIG. 1 illustrates a system (100) for solving
predictability of pseudonym by using privacy enhancement mechanism and quantum key
distribution (QKD). As illustrated in FIG. 1, the system comprising at least one client
application (102), at least one g-anonymizer (106), at least one quantum key distribution
(QKD) network between client application and g-anonymizer (104), at least one quantum
key distribution (QKD) network between g-anonymizer and service provider (108) and a

service provider (110).

QKD box of quantum network (102, 108) generates shared keys K, and K> and identifier
(ID) key wherein the at least one quantum key distribution (QKD) network between client
application and g-anonymizer (104) generates shared secret key K, and identifier key

(ID). The at least one quantum key distribution (QKD) network between g-anonymizer
and service provider (108) generates shared secret key K, and identifier key (ID).

The at least one q-énohymizer (106) validates independent communication between
client applicétion and g-anonymizer and further anonymize user identity between client
application and service provider. The said q-ahonymizer (104) anonymize user identity
between client application and service provider by generating quantum key distribution
(QKD) based pseudonym identifier (ID) using at least XOR function in order to protect
user identities during communication over QKD network. '

Reference is now being made to FIG. 2. FIG. 2 illustrates communications between
Node 1 and Node 2 as well as between Node 2 and Node 3. As illustrated in FIG. 2,°
client in node 1 receives shared key K; from QKD system and transmits key to g-
anonymizer. The shared key K, and ID key are generated through quantum link. Both
identical keys, K, and K, are stored in database together with ID key in node 1 and 2.
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Upon receiving ID key, g-anonymizer retrieves shared key K, through link 1 in node 2.
Communication is established between client and g-anonymizer. In node 2, g-
anonymizer retrieves shared key K, from QKD system wherein shared key Kz and ID key
is generated through link 2. Service provider in node 3 receives ID key from g-
anonymizer. Service provider retrieves shared key K, from QKD system through link 2
using key ID which establishes communication between Q-anonymizer and service
provider. Thereafter, K, is combined with pseudonym ID in order to obtain quantum-

based pseudonym ID.

-Reference is now being made to FIG. 3. FIG. 3 illustrates trusted communication
between client and g-anonymizer. As illustrated in FIG. 3, client application receives
shared key K; from QKD system. The key ID is sent to g-anonymizer wherein qg-
anonymizer retrieves key K, from QKD system which establishes communication
between client and g-anonymizer. In node 2, g-anonymizer retrieves key K, from QKD
system Using link 2. Service provider receives key ID from Q-anonymizer. Using key ID,
service provider receives shared key K, from QKD system which establishes

communication between service provider and Q-anonymizer in node 2.

Reference is now being made to FIG. 4. ‘FIG. 4 illustrates g-anonymizer which
anonymizes identity between client and service provider. As illustrated in FIG. 4, shared
key K, will be combined with shared key K, using XOR function in g-anonymizer which
fesults in the final key. Pseudonym ID will then be combined with final key to obtain
QNet-based pseudonym ID which protects user personnel identity for privacy.

Reference is now being made to FIG. 5 and FIG. 6 respectively. FIG. 5 is a flowchart
illustrating methodology for establishing trusted communication between client and Q-
anonymizer while FIG. 6 is a flowchart illustrating methodolbgy for establishing trusted
communication between service provider end g-anonymizer by anonymizing user
identity. As illustrated in FIG. 5, a method for solving predictability of pseudonym by
using privacy enhancement mechanism and quantum key distribution (QKD) comprising
steps’ of initiating request to g-anonymizer (502) and generating shared secret key K,
and identifier key (ID) between client application and g-anonymizer via quantum key
distribution (QKD) network (504). Thereafter, shared secret key K, and identifier key (ID)

is transmitted to client application and further transmitting identifier key to g-anonymizer
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(506). Shared secret key K, is retrieved by g-anonymizer from quantum key distribution
(QKD) network (508). Further, challenge response is performed to determine if
communication is trusted (512) wherein communication between client application and
g-anonymizer will be aborted (514) if challenge response fails; else trusted
communication is established. Trusted communication is established between client

application and g-anonymizer if challenge response is successful (512).

As illustrated in FIG. 6, shared secret key K, and identifier key (ID) is generated between
g-anonymizer and service providér via quantum key distribution (QKD) network (602).
Thereafter, shared secret key K, and identiﬁer key (ID) is retrieved from quantum key
distribution (QKD) network (604). Further, g-anonymizer transmits identifier key (ID) to
service provider (604). Challenge response is performed to determine if communication
is trusted (608) wherein communication between client application and g-anonymizer will
be aborted (610) if challenge response fails; else trusted communication is established.

Shared secret key K, is transmitted from quantum key distribution (QKD) network to
service provider (606) which establishes trusted communication between service
provider and g-anonymizer by anonymizing user identity (612). Quantum key distribution
(QKD) network based pseudonym identifier (ID) is thereafter created in q-anovnymizér for

privacy enhancement (700).

Reference is now being made to FIG. 7. FIG. 7 is a flowchart illustrating methodology for
creating quantum key distribution (QKD) network based pseudonym identifier (ID) in g-
anonymizer for privacy enhancement. As illustrated in FIG. 7, quantum key distribution
(QKD) network based pseudonym identifier (ID) is created in g-anonymizer for privacy
enhancement by retrieving shared secret keys K; and sz from quantum key distribution
(QKD) network between client and service provider (702). Thereafter, final key is
generated by combining shared secret keys K, and K using XOR function (704) and
combining pseudonym identifier (ID) key with final key to produce quantum key
distribution (QKD) network based pseudonym identifier (ID) (706).

Shared secret key K, and shared secret key K; are randomly generated via quantum key
distribution (QKD) network to enhance unlinkability between client and service provider.
Quantum key distribution network (QKD) based pseudonym identifier (ID) of the present
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invention will expire based on quantum key which generates only one session. User's
identity is anonymous as pseudonym ID is combined with quantum key which allows for
double layer to increase unlinkability, privacy. Q-anonymizer is trusted and is part of
QKD network that is secure and private. Thus, the present invention prevents QKD

- network based pseudonym ID from being traced back to the user as only g-anonymizer

will know the user identity.

The approach in the present invention provides solution towards predictability of

-pseudonym by using an alternative method provided by Quantum Key Distribution

(QKD) network. The characteristic and features of QKD enables incorporation of random
process which complicates traceability of user identity. QKD network is unconditionally
secure and private based on trusted QKD infrastructure as Q-anonymizer will be trusted

anonymizer's engine.

The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore
indicated by the appended claims rather than by the foregoing description. All changes,

‘which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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enhancement mechanism and quantum key distribution (QKD) comprising:
at least one client application (102);
at least one g-anonymizer (106), .
at least one QKD network between client application and g-anonymizer
(104); '
at least one QKD network between g-anonymizer and service provider
(108); and '
a service provider (110), _
characterized in-that the at least one g-anonymizer (106) validates
independent communication between 'client application and g-
anonymizer and further anonymize user identity between client

applicatioh and service provider.

. A system according to Cléim 1 wherein the at least one quantum key distribution

(QKD) network between client application and g-anonymizer (104) generates

shared secret key K, and identifier key (ID).

. A system according to Claim 1, wherein the at least one QKD network between

g-anonymizer and service provider (108) generates shared secret key K, and
identifier key (ID). ' '

. A system according to Claim 1, wherein the said g-anonymizer (104) anonymize

user identity between client application and service provider by generating QKD
based pseudonym ID using at least XOR function in order to protect user

identities during communication over QKD network.

. A system according to Claim 1 and Claim 4, wherein the said QKD based

pseudonym ID will expire based on quantum key which generates only one

session.
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6. A method for solving predictability of pseudonym by using privacy enhancement
mechanism and quantum key distribution (QKD) comprising steps of:

initiating request to g-anonymizer (502);
generating shared secret key K; and ID key between client
application and g-anonymizer via QKD network (504); .
transmitting shared secret key K; and ID key to client application and
transmitting ID key to g-anonymizer (506);
retrieving shared secret key K; by g-anonymizer from QKD network (508);
establishing trusted communication between client application and g-
anonymizer (514);
generating shared secret key K, and ID key between g-anonymizer and
service provider via QKD network (602);
retrieving shared secret key K, and ID key from QKD network and
transmitting ID key to service provider by g-anonymizer (604);
transmitting shared secret key K, from QKD network to service provider
(606); |
establishing . trusted communication between service provider and g-
anonymizer by anonymizihg user identity (612); and
creating QKD network based pseudonym identifier (ID) in g-anonymizer

for privacy enhancement (700).

7. A method according to Claim 6 wherein retrieving shared secret key K, by g-
anonymizer from QKD network further comprises performing challenge response
to determine if communication is trusted (510) wherein communication between
client application and g-anonymizer will be aborted (512) if challenge response

fails; else trusted communication is established.

8. A method according to Claim 6 wherein retrieving shared secret key K, and ID
key from QKD network and transmitting ID key to service provider by q-
anonymizer further comprises performing challenge response to determine if
communication is trusted (608) wherein communication between client
application and g-anonymizer will be aborted (610) if challenge response fails;

else trusted communication is established.
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9. A method (700) according to Claim 6 wherein creating QKD network based
pseudonym ID in g-anonymizer for privacy enhancement further comprises:

retrieving shared secret keys K; and K; from QKD network between client
and service providér (702),

5 generating final key by combining shared secret keys K and K, using
XOR function (704); and
combining pseudonym ID key with final key to produce QKD network
based pseudonym ID (706).

10 10. A method according to Claim 6 wherein shared secret key K; and shared secret
. key K, are randomly generated via QKD network to enhance unlinkability

between client and service provider.
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