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“A distributed network system using biometric authentication access”

Field of the Invention

The invention relates to a distributed network of servers or entities, each
having user specific information that may be shared across the network. The
system is particularly concerned with the management of customer

relationships with one or more service providers.

Background to the Invention

At present, organizations hold an increasingly large and complex amount of
information about individual customers. There is a significant administrative
overhead in managing, updating, and correlating a customer’s information.
As a result, within any single organization, different departments may have

different disparate and segmented views of the same individual customer.

Within many organisations there is a problem with maintaining an accurate
and up to date view of a customer across all internal systems. The number of
customer transactions and the volume of data collected from those
transactions can be very high. In addition, there can be a wide variety of
different data collected depending on the application. Over time, new data
fields will be required, and old fields may be eventually discarded. Therefore
customer information is both increasing in size and complexity. For example,
CRM data held on a hotel customer will include standard details such as
name, address, dates of previous stays, and payment card details; but might
also include preferred room type and location, hotel facilities used, and

feedback history.
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If customers have dealt with a particular SP before they will expect to be
recognized in all future transactions and treated appropriately. They do not
want to have to repeat information that they have already disclosed. For
example, any change of address or preferred payment method must be
reflected in all future transactions. In turn, this increases customer satisfaction
and helps retain customers. A few regular customers can generate more
revenue than many infrequent customers. In order to provide this service a
large administrative burden is placed on the SP in order to keep customer

details up to date, and to cater for the complex data sets.

EP 0 917 119 describes a distributed network based wallet system that is
adapted for a provision of a safe, secure and properly authorized transfer of
information while preserving individual privacy. The system provides a
centralised storage depot for storing personal information about a Person, yet
differentiates between the type of information that may be accessed by third

parties.

US 6 105 131 is also concerned about the secure processing of sensitive
customer information over distributed networks such as the internet. This
system provides such security by storing the user data and processes in vaults

only accessible by an authenticated user.

The latter two disclosures base their treatment of the user information on a
central depot for the information which is then accessible by a user or third
party on authentication of same. This requirement for central storage means
that the datastore associated with the user needs constant updating of
information in order to have everyday use or applicability. It further requires
high level of trust between users of the system as all users are accessing the

master datastore and although their privileges may be restricted using
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security protocols and the like there is a possibility of corruption of an entire

dataset, and subsequent loss of all information pertinent to the user.

In addition to the multiple storage of information relating to customers it is
also known to provide loyalty cards, which identify a specific customer
account, to the customer in order to track transactions and reward frequent
patrons. However, this results in a number of such cards and tokens being
required by the customer for each and every service provider (SP) with whom
they interact. Figure 1 is an example, in a high-level block diagram format,
illustrating how existing prior art customer relationship management systems
fail to obtain a unified view of the customer and require use of a multitude of

different customer identification tokens.

Conventional loyalty cards are not easy to deploy as typically a lengthy
application procedure must be followed by the customer. The loyalty card
usually takes the form of a physical plastic magnetic stripe card or smart card.
In addition, each SP issues their own loyalty card, requiring the user to apply
and carry a new card for every single SP they interact with, as is shown in

Figure 1.

There is therefore a need to provide a system and method that enables a user
to easily interface with a plurality of service providers in a secure manner.
There is a further need to provide a system that provides for a single
authentication of the user and the subsequent use of that authentication
across a wide platform of independently operable servers as operated by

different service providers.
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Summary of the Invention

Accordingly the present invention provides a management system that is
adapted to use a customer’s biometric features to uniquely identify or verify
that customer to any number of service providers (SP), removing the need for
customer loyalty cards and tokens, and allowing secure and efficient
authenticated access and updating of customer data held by the SP. Desirably
this data is CRM type data that is associated with the user.

In a preferred embodiment a distributed network of independently’ operable
servers is provided with each server adapted to communicate over the
network with one or more other servers. Each server is provided with a
datastore with a plurality of datafields and is adapted to store information
about one or more users. The network additionally incorporates an
authentication engine adapted to enable an authentication of the identity of a
user based on a user provided biometric identifier, and the network is
adapted to enable the communication of information relating to a user
between two or more independently operable servers in response to

authentication of the user by the authentication engine.

Such a network configuration enables the sharing of related information
between independent operators or service providers in a secure manner based

on the authentication of the user on a user provided biometric identifier.

Desirably the provision of the identifier to the authentication engine by the
user is via at least -one server, the biometric being encrypted such that only
the authentication engine can obtain access to the presented biometric. Such a
“tunnelling” of the identifier directly to the authentication engine via the
service provider ensures that the identifier cannot be tampered or interfered

with, thereby improving the security and confidence provided to the user.
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The identifier is typically routed directly to the authentication engine from the
server with which the user is interacting, although in certain embodiments the
identifier is routed to the authentication engine through at least one other

server from the server with which the user is interacting.

The biometric identifier is typically accompanied by a claim identity, both the
biometric identifier and claim identity being linkable to a unique user and
wherein the authentication engine utilises both the identity and identifier to
effect authentication of the user. However, the authentication engine may be
adapted to perform authentication of a user, where no additional user claim
of identity is presented, on the basis of effecting a match between the
submitted biometric identifier and one or more enrolled biometric identifiers

stored within the authentication engine.

Desirably a first server within the network includes a generic datastore
providing a generic dataset of information relevant to the user, which may be
required by other servers, the network being configured such that the first
server may be accessed by other servers. Such a server performs the function
of a “home server” or evault for that user. The information stored may
include configuration information relevant to how information in the network

may be shared between servers.

The network may be further adapted to provide a plurality of authentication
engines, each of the authentication engines adapted to communicate over a
trusted communication link, whereby authentication by a user at a first
authentication engine may be accepted by a second authentication engine as
authentication for that second authentication engine. The authentication
engines are desirably configured such that if a request for authentication of a
user is received at a first engine and that first engine is not capable of

authenticating that user, the first authentication engine is adapted to forward
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the request to a second authentication engine , which on authentication of the
user is adapted to iespond to the first authentication engine confirming

authentication.

Typically, the information relating to the one or more users is of the sort of

information defined as customer relationship management information.

The plurality of servers are desirably configured such that any updating of
information in a datastore of a first server is communicated to at least a

second server so as to update the user information in that server.

The sharing of information between servers is typically controlled by a set of
policies and configurations determined by the user and stored at one of the

Servers.

The authentication engine is desirably configured to store or receive a
plurality of templates for use in the authentication of a user, the templates
varying in either the biometric sample type that was used to create that

template or offering different templates for the same sample type.

Such a provision of multiple templates can then be matched against one or
more presented claims to enable the authentication engine to utilise multi-
modal authentication means for a user or to use an alternative template for

authentication if and when a first template is corrupted or fails to match.

Preferably the biometric is provided in a template incorporating a biometric
sample or values derived from it, the template being encrypted with the

public key of the authentication engine.
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The authentication engine may be adapted to store a plurality of datastore
claim identities, each datastore identity being associated with a server, and
wherein on receiving a biometric identifier associated with a user from a
server for authentication, the authentication engine is adapted to associate the
server with one or more of the stored datastore claim identities and return an

appropriate claim identity to the server upon authentication of the user.

In one embodiment one or more of the servers may be adapted to enable a
transaction to be conducted between a user and the service provider in a first
time period, the completion of the transaction effecting the association of a
biometric identifier uniquely associated with the user with the transaction,
and wherein the server is adapted to enable a subsequent authentication of
that associated biometric by an authentication engine so as to authenticate the
user. Such a delay between the transaction and the authentication of the
transaction enables the use of “off-line signing” where the absence of a
communication link to an authentication engine does not hinder the
interaction between the user and a server of the service provider. The
transaction may be conducted and then one or more transactions batched for

subsequent authentication by the authentication engine.

The invention additionally provides a method of sharing user specific
information over a distributed network, the method comprising the steps of:
providing a central datastore of generic user information,

providing a plurality of remotely located datastores, each of the
remotely located datastores having specific user information storeable
thereon,

providing an authentication engine adapted to authenticate a user on
the basis of presented biometric identifier,

enabling the user to access the network via any of the datastores, and
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wherein each of the remotely located datastores includes an address for the
central datastore and the central datastore includes configuration information
for transferring information between the distributed datastores and wherein
on initially accessing the datastore a wuser is authenticated with the
authentication engine and can then update information at any one of the
datastores, the updating of the information effecting an updating of related

information on any one of the other datastores.

According to another embodiment of the invention, there is provided a
customer relationship management (CRM) system comprising a database of
CRM data, an interface for interfacing with customers to capture CRM data,
and a CRM processing means for processing said CRM A&.ata to allow
enhanced customer interaction, characterised in that,

the database stores a single dataset associated with each customer.

In one embodiment, the interface comprises means for authenticating a

customer without use of a physical token.

In another embodiment, the interface comprises means for performing

biometric customer authentication.

In a further embodiment, the interface comprises means for receiving a
template incorporating a biometric sample, the template being encrypted with
the public key of an authentication engine, and for routing the encrypted

template to the authentication engine.

In one embodiment, the interface comprises means for allowing customer

access to the database to view CRM data.
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In another embodiment, the interface comprises means for allowing customer

access to update CRM data.

In a further embodiment, the interface comprises means for interfacing with a

vault centrally storing customer data.

In one embodiment, the interface comprises means for automatically

updating the vault with fresh customer data received from a customer.

In another embodiment, the interface comprises means for receiving and

registering a profile defining rules for CRM data.
In one embodiment, said rules govern how the CRM data may be shared.

In another embodiment, the database comprises means for associating a

group of customers or customer users with a single dataset of CRM data.

In another aspect, the invention provides a customer relationship
management system comprising:
means for interfacing with customers to allow viewing and updating of
CRM data,
means for accessing a separate central database for retrieving customer
data;
means for storing CRM data in a CRM database; and
means for accessing a remote authentication engine using a received
customer biometrics template to perform customer authentication for

data access.



10

15

20

25

30

WO 03/009111 PCT/IE02/00095

10

The invention will be more clearly understood from the following description
of some embodiments thereof, given by way of example only, with reference

to the accompanying drawings.

Brief Description of the Drawings

Fig. 1 is a high-level block diagram illustrating how existing prior art
customer relationship management systems fail to obtain a unified view of
the customer and require use of a multitude of different éustomer
identification tokens;

Fig. 2 is a diagram showing the components and functional message flows
between entities within a system of the invention;

Fig. 3 is a diagram that details some of the multiple interfaces that a customer
can use to intéract with a SP and their CRM system;

Fig. 4 is an architecture diagram for the biometrically-enabled CRM system;
Fig. 5 is a message flow diagram showing a CRM customer being identified
through a SP;

Fig. 6 is a message flow diagram that shows how a customer authentication
request is linked with the CRM transaction, a form of biometric signature; and
Fig. 7 is a message flow diagram that shows how a payment card issuer
automatically updates customer information at the e-vault, which in turn is

automatically distributed to another SP requiring that information.

Detailed Description of the Drawings

Figure 1 has been described with reference to the prior art.

Referring to the Figures 2 to 7 of the drawings, a distributed network
according to the present invention provides a plurality of co-operable but

independently operable servers, which are desirably forming a Customer
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Relationship Management System (CRM), creates a single co-operating view
among sales, marlieting, and customer-service activities within an
organization in order to obtain and retain customers. The system is also
expandable across multiple non-related organisations so that a user can
enable sharing of his personal profiles and data between organisations or
service providers in a secure manner. It overcomes the major problems of
keeping an accurate updated view of the customer, and conveniently
identifying the customer across all transactions. In addition, unique user data
need only be entered once into the system, and may be propagated to the
appropriate service providers, if and when it is updated, as defined by the

user.

As shown in Fig. 2, the CRM system 200 of the present invention provides a
distributed network of servers, each server being linkable so a'é’ to enable a
sharing of information related to a specific customer or user. The term server
is not meant to be limited to the singular as it will be appreciated by those
skilled in the art that the functionality provided by a single service provider

may be implemented using two or more linked pieces of hardware.

The system 200 includes a central data store (“e-vault”) 205 adapted to store a
single CRM dataset, such as name/address/date of birth etc., for each
customer. This single CRM dataset is typically a generic set of data that could
have application to any one of a plurality of service providers. The evault 205
is linkable over a network communication link with an authentication engine
(AE) 210 for authentication of users. Biometric authentication is defined to
include both the identification of a user from a plurality of possible users
(I:N) by presenting only one or more biometric samples and the verification
of a user, where a claim is presented along with one or more biometric
samples allowing a single comparison (1:1) to be made to verify the claimed

identity of that user. The system also includes at least one independently
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operable service provider 215, which is adapted to store user data specific to
that service provider on one or more servers. It will be appreciated therefore
that each of the evault, authentication engine and service providers are
adapted to provide an interface to data specific to a user. The evault provides
access to a datastore 220 for storing generic or shareable data, the
authentication engine has a datastore 225 for storing biometric templates
against which a user will be authenticated and the service provider has a
datastore 230 with service provider specific user information. Each of the
evault, authentication engine and service provider can communicate with one
another so as to share information relating to a specific user. It will be
appreciated that although Figure 2 shows the incorporation of a single service
provider that two or more service providers can be implemented within the

distributed network of the present invention.

A user 235 presents themselves to the system by presenting a claim of identity
and also a biometric identifier, The authentication engine is adapted to
specifically authenticate the user based on a comparison of the biometric
identifier presented with one previously stored for that user. On the basis of
authentication the user may be provided with access to the system of the
invention. The user may present himself for authentication through either the
evault or one of the service providers, and once authenticated can then access
multiple entities within the network. Where the accuracy of the biometric
technology permits, or through use of multiple biometrics, the authentication
engine may perform identification of a user, where no additional user claim of
identity is presented, and one or more enrolment templates within the
authentication engine are compared against the submitted templates to find

the one that matches and therefore identifies the user.

As shown in Fig. 3 many different access mechanisms or channels of

communication are possible to enable a user to interface with such a system.
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The system 200 provides a centralised access point to a plurality of different
datastores associated or defined for a specific user, each of the datastores
being typically associated with the services or products that service provider

offers.

By enabling a single access point for user access to a plurality of service
providers, the present invention enables a more convenient and efficient
manner for the information in one or more service providers accounts relating
to one or more specific customers to be accessible and also to be updated. By
the term central access point is meant the initial contact location to the
network that is used by a user. This it will be appreciated can vary with
access, in that a user may utilise any service provider with which they have
an account or alternatively directly access the evault. Any access across the
network will require authentication by the authentication engine. It will be
appreciated that one or more of the servers may be adapted to allow for initial
interaction between the user and that service provider, but rely‘ing on the

ability for a subsequent authentication of the user.

This has specific application to the gathering and updating of customer
information which traditionally has been performed manually by the an
individual service provider (SP), and hence is a costly operation. It is in the
customer’s interest to ensure that the data held about them at an SP is
accurate and up to date, as this will ensure that a service or product can be
tailored or selected based on their profile. The invention provides a
convenient and accessible method to allow customers to perform this task.
Effectively, within the system of the present invention, CRM accounts are
open and accessible to consumers. SPs will be compliant to applicable privacy
regulations that require them to allow their customers to access, and to a

certain extent change, data held about them.
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The customer can view and update part of their CRM data held by a SP. For
example, when a customer moves address, they can update this part of an
SP’s CRM data, either by directly interacting with the SP CRM system 215, or
by indirectly pushing the information to the SP CRM system 215 from a
central customer information repository, such as the electronic vault (e-vault)
205. Using the example previously described where the e-vault stored a
generic dataset related to the customer, the system of the present invention
enables a sharing or linking of fields in the e-vault to other equivalent fields in
external service providers so as to enable the easy maintenance of relevant
information in a plurality of data sets. The customer is authenticated to the SP
using biometrics, either in isolation or alternatively in combination with the
use of other traditional authentication tokens such as passwords, PINs or

hardware tokens.

Cardless Lovalty Cards

The biometrically-enabled CRM system of the invention allows customer
biometrics to replace the loyalty card, not only at one SP, but across multiple
SPs. This hugely improves the level of convenience for the customer, as
multiple cards no longer need to be managed. The customer presents their
biometric to the system, such as by placing a finger on a biometric fingerprint
reader, and this will link the transaction to the account associated with that
customer. The same biometric can be used to identify the customer to a
different account at another SP, eliminating the need to carry any physical
tokens. Since only the customer is in possession of her biometric, the

procedure authenticates her to her account.

We use the term “cardless loyalty card” to refer to a loyalty account to which
the customer can be identified without an actual physical card. While the
owner of such a cardless loyalty account can be authenticated using a

biometric identifier alone, alternatively a soft token may be used for further
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security. For example, a customer might use their phone number or another
memorable number of their choice to authenticate to the account. In the
scenario where the access is not to decrement an account certain fields within
a user specific datastore may be configured such that they may be updated
without the provision of a biometric identifier. The initial configuration will
require biometric authentication but subsequent updating may be allowable
without. Security can be felaxed in this manner because the loyalty account is
not used to make user payments, but is instead used to monitor and reward
frequent customers. Therefore the consequence of compromise of a soft token

is limited to someone else’s account being credited.

If a customer loses, misplaces, or forgets to carry, one of their many
traditional loyalty cards, for a specific SP transaction, then the CRM data
about that transaction is potentially lost. Similarly, if the customer decides to
make a payment transaction using cash rather than using an SP payment
card, the user will be anonymous for CRM purposes. However, by using a
biometric, which cannot be easily removed from the user, the number of
completely anonymous transactions will be reduced. Hence CRM data will be

collected more easily.

Automatic Customer Information Updates

The CRM system of the present invention enables organizations to collect
customer, transaction, service, and demographic information from internal
and external sources. This data can then be analysed and leveraged to
effectively acquire, retain, and service valuable customers. Some information,
such as a customer’s home address, personal details, or payment card (e.g.
credit card) details are universal across all SPs. In order to prevent the
customer having to directly update such details with every SP, the data may
be updated only once, at a central customer data repository. The centrally

updated data is then automatically and securely sent to each SP that requires,
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and is authorized to receive, this customer data. The term “reverse CRM” is
used to define this };rocess whereby a consumer automatically updates the

service and fulfilment providers, with whom he deals, with new details.

The system of the present invention provides for the interaction between the
evault and the various service providers that are configured for interaction
with the evault so as to enable an automatic updating of information from one
datastore to that of another related datastore. For example, the system is
adapted to enable the monitoring of any update of certain fields within the
user’s datastore and the evaluation of any action required on the basis of such
updates. Such action may, for example be the updating of one or more
datastores associated with the user but operated by external service
providers. The system may be configured to effect this update based on an
constant monitoring of relevant fields, upon specific request by the user to
update the other datastores or alternatively upon request from a specific
service provider for an updated dataset associated with the user. Furthermore
it may be configured to enable the central evault to request information from
a first service provider, either for central storage or for furnishing to other

service providers.

By enabling an electronic vault (e-vault) to act as a “home” server, the
network of the present invention provides a secure user data repoéitory. The
customer gains access to the e-vault using biometric authentication alone, or
in combination with a soft token such as a password/PIN, or a hard token
such as a smart card. The e-vault stores customer documents and data.
Through the vault the user can be presented with a single view of all data,
both that data held locally within the e-vault, and data distributed across
many SPs. In turn, a complete view of a user’s existing relationships with all

organisations can be maintained.
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In addition, preferences and permissions as to which SPs receive which
information can be configured. SPs may also retrieve and verify “specific
customer data from the e-vault, provided the user has configured permission
for this. The advantage to the user is since information may be updated
centrally through the e-vault, it requires less information to keep all their

relationships up to date.

The biometric authentication process, used to verify a customer to an SP for
every transaction, can form part of the e-vault functionality, or can be a
separate standalone entity. Alternatively the authentication engine can be a
distributed entity with authentication information held locally, replicated or

otherwise, at the SP site or one or more service providers.

Permission-based Interaction

As shown in Fig. 4, interaction of the customer with the CRM can be via a
wide range of channels/bearers. The system allows permission based
interaction of consumers with SPs. Consumers are able to conﬁgﬁre a profile,
which will set specific permission rules as to what actions can be performed
on specific parts of their data and by whom. This permissions profile can be
held and applied to data both at the e-vault, and at specific SP CRM systems.
The permissions will control, for example, which user personal information
may be automatically released to certain SPs, the fields that certain SPs are
allowed to update, which information may be passed on by SPs to other SPs
for marketing or other purposes, and for which actions user approval needs
to be sought. In a preferred embodiment of the invention those portions of a
user profile that have generic applicability across a plurality of servers and
service providers will be stored centrally at the evault and distributed as
required, whereas those configurations that are specific to an identified
service provider will be stored at that service provider. Configurable opt-in

permissions allow the customer to control their privacy.
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The profile also allows preferences to be defined, allowing personalisation of
CRM services on a per customer basis. Biometric verification or identification
will confirm or release the customer identifier to the SP, which will then be
used to obtain the preferences from the CRM data. For example, upon
biometric identification at an airline check-in desk, the customer’s seat and
meal preferences on the aeroplane will be retrieved and presented on the
operator’s check-in terminal screen. At the same time the airline loyalty

system will be updated with points awarded for the flight.

To the user, it is as if their biometric securely releases and controls all of their
data across all SPs. The information is secure from unauthorized access or

usage by the SP itself.

It will be appreciated that the system of the present invention enables
biometric authentication by a user to a distributed network. In order to
preserve the authenticity of the user biometric and prevent contamination or
corruption, it is desirable that the presented biometric is not accessible to all
entities of the distributed network. The present invention provides for this by
enabling an authentication of a biometric at the authentication engine,
through a channelled service provider without the service provider gaining
access to the actual user presented biometric. The user presents himself for
authentication at the service provider who then requests the user to provide a
biometric sample for authentication against the template stored at the
authentication engine. The provided biometric is encrypted and routed
through the service provider to the authentication engine which returns to the
service provider a confirmation that the user is authenticated or otherwise.
The service provider does not have access to the keys required to decrypt the

provided biometric and thus does not get access to the sample.
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While the system allows customers to efficiently authenticate to the CRM
system, it may also be used to allow SP employees, both internally and
externally to authenticate to the same system. For example, a mobile sales
force can interface into the home CRM system, and biometric authentication
can be used to control which parts of the system they are allowed to access

over the same interfaces as the customer.

The biometrically-enabled CRM system is complementary to traditional CRM.
The approach has a person-centric architecture and view, which traditional
CRM also strives to attain. The system allows a single unified view of the
customer to be built across all departments, within an organization or indeed
across multiple organisations. This is possible based on the unique customer
account identifier returned from a biometric authentication. Different
organizations may share common data available from the user’s e-vault
without compromising user privacy. The need for loyalty cards and other
identification tokens has been replaced by using customer biometrics. This
person-centric approach, with biometric verification and e-vault functionality,
allows consumers to deal with both the public and private sectors through the

same user-friendly, automated mechanism.

System Entities and Functionality

The main components and entities of the biometrically-enabled system are
shown in Figure 2. The function of each entity and the types of messages that

can pass between these entities is now examined.

The Service Provider (SP), or fulfilment provider, is an entity that provides
one or more services to a customer (user), and has a management system, the
CRM system, for handling relationships with that customer. There can be
many different possible communications channels between the user and the

SP, and detailed examples are illustrated in Figure 3, and discussed later. The
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CRM system maintains, organizes and analyses data about the customers. It
will be appreciated that in many interactions between a user and the system
of the present invention that the user is only concerned with interacting with
a specific service provider. To authenticate the user, a network connection is
required to forward the encrypted biometric supplied by the user to the
authentication engine. Once the approval has been effected the network
connection is no longer required and the interaction between the user and the

specific service provider is a “stand-alone” type relationship.

The CRM system may be spread across multiple departments within a single
organization, and may be geographically dispersed. For example, there may
be a product sales department that holds information on users to whom
products have been sold or who have expressed interest in a product. In
addition, there could be a technical support department, for providing
technical answers to customer queries, who also hold user data. However the
scheme provides a single view of a customer, identified by their claimed

identity and biometric.

A customer, or user, is an individual with unique biometric characteristics
that may be wused for identification/verification within the system.
Identification is where the customer only gives a biometric sample which is
then compared with many other biometrics, known as a one-to-many match.
With verification/authentication a claim is presented with the biometric to
the authentication engine which allows it to be directly compared with a
single biometric with which it should match, a process known as a one-to-one

match.

Example biometric characteristics that may be used include, but are not
limited to voice, fingerprint, iris, retina, hand geometry, palm, and face. The

example embodiments described use fingerprint and voice biometrics.
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The system is user-centric. The user interacts with SPs, as their customers, to
perform any traditional transactions offered by that SP as part of their
business. However, each transaction is preceded by a user biometric
identification or authentication. In addition, the customer can request CRM
data or update CRM data held by the SP. The user interacts with the SP

through one of the multiple interfaces, shown in Fig 3.

It will be appreciated from the above that regardless of the channel by which
the user connects initially to the system of the present invention, that
authentication is effected at the authentication engine. The authentication
engine authenticates the service provider through whom the request is sent,
using digital signatures, shared secrets, IP addressing, or other techniques
known in the art. Associated with a user enrolment data held at the
authentication engine, is a list of one or more service providers with whom
that user has an account. For each service provider, the AE maintains an
account identifier, which the SP uses to uniquely differentiate the user from
others. Upon a successful authentication, the appropriate user account
identifier, specific to the service provider through whom the request passed,

is returned to that service provider.

The advantage of this is that a universal account identifier need not be used
across all service providers, which would allow the service providers to
collude to share data about that particular user, and hence reduce the user’s
privacy. Instead, a single individual may have many different account
identifiers associated with them, one or more per service provider, and the
service provider only knows the user by this SP-specific account identifier.
The AE mechanism allows a single biometric identity to map to multiple SP
identities, with the appropriate one being selected and returned to the

requesting SP after a successful user authentication.
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Customer Groups

While a user will typically represent themselves, such as in an airline loyalty
scheme or for car rental purposes, they can equally well represent a group or
company. Biometrics from multiple individuals can be used to authorize a
transaction. For example, to make a high-value business purchase, biometric
samples from two of the staff members in a company’s purchasing
department may be required. Each of the biometrics is authenticated by an
external authentication engine so as to ensure that the individually presented

biometrics cannot be compromised.

As with single-party profiles and permissions, sinﬁlarly group profiles and
permissions may be configured, both at individual SPs and at the e-vault. The
group profile contains the members of the group, identified by claimed
identities. Permissions as to what transactions each group member may
perform, or the number of members with certain privileges which are needed

to perform a specific transaction are detailed.

Many SPs who administer loyalty accounts, allow the balances of several such
loyalty accounts to be combined. This has the advantage of allowing people to
consolidate their points to make a group purchase. For examlf')lé, a family
might be able to redeem their loyalty points for an otherwise prohibitively
expensive item for the family home. Such schemes are compatible with the
biometrically-enabled CRM system. Each claimed identity will map to one or
more accounts at an SP. These accounts can then be linked to a group account,
which may be accessed by any one of the group members, upon successful

authentication.

E-Vaﬁlt for aiding CRM
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The e-vault is a central repository for holding user personal information. It
can be configured to maintain any document or information that the user
decides to place into it. The user is authenticated to the e-vault using
biometric authentication, as with the SP. It will be appreciated that in direct
communication between the user and the evault that a prior authentication of
the user by means of biometric authentication at the authentication engine is
required. However, if configured, a service provider may interact with the
evault so as to obtain user specific information or otherwise, on the basis of
traditional digital signatures or other methods as will be apparent to those
skilled in the art. Following a successful verification, the user may view data,

update data, deposit data, and set permissions within the e-vault.

The permissions control what user information may be released from the e-
vault to a SP, or what informatién the SP may deposit into the user’s e-vault.
For example, a credit card company would be allowed to securely deposit a
new credit card number into the user’s payment information section within
the vault. Similarly the user would allow that new credit card number to be
securely distributed to all SPs who are paid monthly from the customer’s
credit card. Information may be released or accepted automatically or
manually, as configured by the user. In addition, e-vault data can be used to
build advanced features such as pre-qualification of users for certain

products, such as application for credit.

While a user may view and update CRM data directly with the SP, it will also
be possible to manipulate this information through the e-vault. In this way,
updating information at the SP is transparent to the user, and a single update
can be used to push new information to multiple SPs. For example, a change
of address can be performed at the e-vault once, rather than at every SP with

whom that customer has a relationship.
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While an e-vault will typically be presented to the user as a logical single
entity, the user may- have data distributed over several independent inter-
working e-vaults. For example, there might be a government e-vault with the
user’s government related documents and a physically separate e-vault for
holding retail transaction data. At a macro level, different security

requirements and trust levels might be associated with the data held in each.

Authentication Engine

The authentication engine (AE) verifies and identifies users on behalf of SPs
and the e-vault. The AE is a logically separate entity from the e-vault.
However they may be operated by the same entity if desired. The
authentication service is provided using the unique biometric characteristics
of an individual, or alternatively for migration purposes, using traditional
means such as PINs, passwords, and hardware tokens. A biometric reader
captures a biometric sample from the user, from which features are extracted
to form a “biometric template” which is forwarded through the SP to the
authentication engine. The template, and an optional claim, is used to identify

or authenticate the user.

While the main purpose of the AE is to verify the identity of individuals it
also verifies that the submitted template has been linked to the transaction
message. In addition, it will verify that the SP and the entity that constructed
the transaction message are in agreement, without needing to see the contents
of that document. This can be used for many applications including the
concept of “off-line signing”. Where the user and the SP application with
which they are interacting are ﬂot directly connected to the AE, or where such
an “on-line” connection would be prohibitively inefficient or costly,
transactions may proceed in such a manner that they can be verified later by
the AE, without risk of manipulation or corruption. This is done by locking

the transaction data to the biometric authentication data, in such a way that
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only the authentication engine can unlock it, and verify its authenticity and
freshness. That is, a user can commit to a transaction, such as signing a

document, while a connection to the AE is not present.

The biometric technology provides a reliable, convenient and secure method
to confirm personal identity using something that is uniquely part of every
user. For example, during airline-check-in, a biometric can be provided to
identify the individual to the airline CRM system and reward them with
loyalty points.

In order to use the biometric system the customer must be enrolled. Typically
this will occur when they sign up for the e-vault. However it may also occur
through a trusted SP. For example, an airline might be allowed to enrol an
individual provided that they provide their passport. The initial enrolment
can be re-used when registering for the first time with another SP, by
submitting a biometric and the appropriate identity claim. When the user
registers as a new customer with a SP, they will be verified through the

authentication engine, using the previously enrolled templates.

The biometric matching processeé are complex and dependant on the type of
biometric being used, and the degree of confidence to be associated with the
match. The enrolment process attempts to create the most accurate template
possible from the biometric source. This gives subsequent verifications the

greatest possible chance of achieving the correct result.

Multi-modal biometrics can be used within the system and allow multiple
biometrics to be used together, such as voice and fingerprint. Due to having
two or more biometrics from a customer, the probability of a false match

occurring can be decreased.
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Data held within the system

The contents and inurpose of the main data stores are now briefly

summarized.

Biometric Template Database
User biometric template information, captured during enrolment, is stored

encrypted at the authentication engine. An efficient symmetric key encryption
algorithm, such as Rijndael, is typically used to do this. Associated with each
user template set are the SPs with whom the individual has registered as a

customer and optionally the services for which they have registered.

The individual is identified within the authentication engine by a claimed
identity, which when combined with the biometric uniquely identifies the
customer across all SPs. One or more unique customer account identifiers
(Customer_AC_ID) for each CRM SP are linked to the claimed identity. The
claimed identity may take the form of a non-secret code such as a name,

phone number, PIN, or other convenient alpha-numeric string.

For privacy purposes where the claimed identity is an account number, it may
be blinded from the authentication engine. Methods to do this include the
CRM SP maintaining a table that maps the user claim identity to the
“blinded” claim identity used at the authentication engine. Alternatively, to
prevent having to maintain such a table, the blinded claim identity may be
derived directly from the wuser claim identity, by using a symmetric
encryption algorithm with an SP secret key to encrypt the user claim identity.
Similarly, a one-way hash function may be used to blind the claim identity,
although since this cannot be reversed, it will require the SP to remember the

original claim during the transaction period.
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During verification, the claim is submitted, in order to identify which
candidate template to perform a match against. If the claim is unique within
the SP then it will map to a single template against which a match is
performed. If no claim is presented, or the claim is not unique within the SP,
then a one-to-few match is performed across some or all individuals
registered with the requesting SP. The authentication engine and templates
will be administered by a Trusted Third Party (TTP). However, the engine

and templates for an SP may also be maintained locally.

Customer CRM data

Each SP holds data about their customers, based on the customer account
identifier. This account identifier is unique within the SP and is returned as
part of the identification/ verification of the customer claim identity. Since the
authentication engine can provide unique identification of the customer
across departments and databases within a single organization, all CRM data

will be synchronized and linked to that customer account.

Typical CRM data held on each customer will include personal details,
transaction history, products subscribed to, services used, preferences, and
loyalty points amongst other things. Some of this CRM data will be obtained
from the user e-vault while the remainder will be collected by the SP itself.
Parts of the CRM data held at the SP will be viewable, by the customer either
directly or through the e-vault. CRM data may be mirrored at both the SP and

the e-vault for efficiency purposes.

Customer personal data

The e-vault is a central repository for user personal information. For example,
it will hold their name, address, and other personal documents including
their birth certificate, passport, educational qualifications, and marriage

certificate. However, it is fully configurable and may hold any document or
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information that the user decides to place into it. Other example contents
include mortgage, insurance, and vehicle documents, share certificates, and

customer preferences for multiple services.

The e-vault also holds data, in the form of profiles and permissions, which
controls data that is allowed to be shared between the e-vault and specific
CRM SPs, and vice-versa. Profiles and permissions are highly configurable,
although the level of transparency to the user can also be controlled. Within
the configuration utility, SPs may be identified by name, grouped based on
the service provided by them, or categorized depending on e-vault
information required (such as payment card details). Data which may be
released or accepted from SPs can also be identified by individual field, field
functionality, common groups (such as name, address, phone and fax
numbers), or SP configured groups. Transactions (such as SP read, SP write,
SP create, SP delete etc.) may similarly be identified individually, and in

common or SP-specified groups.

Transaction data may also be imported from certain SPs, and either be passed
on directly, or after refinement, to other SPs according to the user’s

preferences. One application of this is permission-based cross-marketing.

In terms of data sharing, some data might be defined as public and require
only weak authentication by the SP requesting access to it, while other more
private parts of a user’s data, might require strong authentication. It will be
appreciated that the evault stores system specific information and
configurations concerning which service providers a specific user has enrolled
with and the information that may be shared between these individual service

providers.

Identity claims and SP contexts
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When a customer interacts with a CRM SP they may be required to present
their identity claim or for convenience, a partial identity claim. If no claim is
provided then identification, based on the template and the SP context must
occur. The SP context will determine whether the SP wants all of its customers
to be searched against the template for a potential match or whether only a
subgroup should be searched. Subgroups are defined using a service
identifier to which the SP has supplied a list of customers subscribed to this
service. Similarly if customers are allowed to share claimed identities, such as
may occur when allowing only 4 digit PINs as the claim, a one-to-few
identification will occur between all SP customers who share that claim. Since

they do not share the same biometrics it will be possible to identify them.

Privacy

The system is privacy enhancing, despite using the same biometric across
multiple independent systems. The customer will select a claimed identity,
which they will use to identify themselves within the system. Associated with
each SP with whom the customer has registered will be a unique SP-chosen
customer account identifier for that customer’s account. An authentication
request may use either the claimed identity or the account identifier. With
some SPs both these values will be the same. If it is not desirable to share
knowledge of this account identifier, for privacy reason‘é, with the
authentication engine, then it can be blinded during authentication requests,

as described earlier.

The customer biometric template is used to identify or verify the customer to
the CRM SP. Therefore, while it is passing across any network, it is protected
from eavesdroppers, using encryption. By also encrypting the identity claim,
network eavesdroppers cannot see who is performing the transaction, and

therefore this information is kept private from outsiders.



10

15

20

25

30

WO 03/009111 PCT/IE02/00095

30

An individual may have multiple claimed identities if they so desire, either
across different SPs, or within the same single SP. Each different claimed
identity will appear as a different person, thereby protecting the customer’s
privacy. However if the same individual enrols with two different identities
at the same SP for the same service, then this will cause a “biometric collision”
during identification. In such a case, identification alone will not be possible,

and authentication with the claimed identity must be used instead.

A customer can use an already enrolled claim identity to register with a new
SP. Typically, users will already be enrolled with an e-vault, and this e-vault
claim identity can be re-used to register with each new SP. Since the claim
identity itself need not be unique, in that it could be a common name, SPs are
prevented from linking users across independent SP databases using this

information alone.

Another alternative is to issue a temporary blinded registration identity from
the e-vault, which allows enrolment to be re-used without revealing the actual
e-vault claimed identity. Alternatively for each new registration the customer

can perform a new enrolment at the SP.

System transactions

CRM System Interfaces

A customer can interact with the SP through many possible interfaces, as
illustrated in Figs. 3 and 4. The channel interfaces include, but are not limited
to, access through a call center, automatic voice recognition gystem, Web
interface, e-mail, mobile, frontdesk, point-of-sale, and kiosk/ATM. A voice
communications device, such as a traditional telephone, a mobile phone, or a

PC with voice telephony software (e.g. voice over IP) may be used to access
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the call center or automatic voice recognition system. In both cases,
authentication will occur using the customer’s voice. For example, they can be
asked to repeat a specific phrase or answer a specific question, in a challenge-

response scenario.

Internet interfaces such as the Web and e-mail may be used to access the CRM
system from any Internet device, including Internet-enabled mobile devices.
With frontdesk applications, such as an airline check-in desk, car rental desk,
or hotel check-in terminal, the customer interacts with the SP through SP-
operated equipment. Point-of-sale equipment, such as might be used in a
supermarket, restaurant, gas/petrol station, or bookstore, can be used to
effect payments and gather loyalty points using a biometric. A biometrically-
enabled kiosk or ATM is a self-service interface for SP interactions, which can

be used, for example, for entertainment or airline ticket collection.

The biometric CRM system as used for cardless loyalty account credits, may
also be used to make card payments. Upon successful biometric identification,

instead of crediting a loyalty account, a monetary account is debited.

Regardless of the interface used with the SP, the principles remain the same; a
biometric authentication or identification of the customer takes place, after
which one or more SP transactions, customer CRM data enquiries, or
customer CRM data updates, are allowed to take place. Similar channels may
be used to communicate with the e-vault.

User-SP interaction

The steps involved in transactions between the user and a CRM SP, and the

required message flows and contents are now  described.
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Typical SP transactions might include a purchase transaction, customer
support, loyalty poihts transaction (cardless loyalty card), or a sales call.
Authentication takes place using a biometric, possibly multi-modal, and/or a
soft token such as a password. The authentication engine returns an
indication as to whether the biometric matched for the supplied claim if
authentication was requested. If identification was requested, and was
successful, then a customer account identifier, unique to the SP will be

returned. As a result of the transaction, customer CRM data will be updated.

A request to get customer CRM data will retrieve the selected fields from the
customer information held in the SP CRM database. A request to update
customer CRM data may only be performed on specific fields, as specified by
the SP. However, by encouraging customers to update as many fields as
possible, either directly or through the e-vault, new information can be

quickly and accurately gathered about that customer.

All transactions need not occur in real-time, in the sense that the SP’s central
CRM system need not be contacted on-line during the transaction. For
example, if biometric authentication is used during a carai'ess loyalty
transaction, as long as a good-quality biometric template is captured along
with the identity claim, the biometric verification and CRM transaction may

be performed in batch at the end of the day.

Interaction between SP and E-vault

Information can flow from the e-vault to the SP and vice-versa. Each

interaction is now examined.

The e-vault will send newly updated information to the SP. The e-vault is
administered by a trusted third party (TTP) entity, and the source/validity of

this data will have been authenticated. For example, the user will be
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authenticated before they are allowed to update their home address in the e-
vault. Similarly a pairment card company will be authenticated before they
are allowed to deposit a new payment card number into a user’s e-vault. As
described above the information that can be released to specific SPs is
configurable at the e-vault. In response to these preferences the e-vault may

automatically update information at multiple SPs.

The e-vault may also request specific information from the SP on behalf of the
user. The e-vault will biometrically, or otherwise, authenticate the user
through the authentication engine, while the e-vault will authenticate to the
SP using a public-key digital signature. The SP authentication' need not
involve the authentication engine. Effectively the e-vault data is distributed

across many SPs.

The SP may also send new or updated customer data to the e-vault. This
request to populate the e-vault is handled by limiting the fields that can be
submitted, and will reqﬁire user approval (automatic or manual) before
accepting the data. An example, such as that shown in Figure 7, is where a
payment card company submits a new credit card number to the e-vault, so
that it may be automatically pushed out to other SPs réquirmg the

information.

The SP may also request customer data from the e-vault, on the customer’s
behalf. For example, when a customer is signing up with a new SP, and they
may automatically want some of their personal details to be pulled from the
e-vault and given to that SP for administrative purposes. However the SP is
not a TTP like the e-vault. Therefore it is not just enough for the SP to
authenticate to the e-vault, for such a request. The e-vault needs some
assurance that the user has authorized this request. Therefore a customer

biometric template will be acquired and securely forwarded to the e-vault, as
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detailed in the next section, as part of this request. In essence a biometric
signature is generated, which includes the biometric template encrypted with

the vault public key.
Alternatively the user request can be redirected to the e-vault, where
authentication takes place, and the user pushes information to the SP, before

being redirected back to the SP.

Inter-SP interaction

It is also possible for SPs to directly share CRM information between each
other, as an alternative to sharing information indirectly through the e-vault.
For example, with a customer’s consent, when the customer buys
membership to a gymnasium, a discount coupon for sports clothes from a
nearby sports shop could be presented to that customer. Such discount
coupons may be software based, and stored either within the sports shop
CRM system, or the e-vault. When the customer later authenticates to the SP
while paying for the sports gear, the reduction is automatically made from
their bill, based on the retrieved CRM information. This cross-marketing can
be beneficial to all parties, and will form a key component of next-generation

CRM.

Customers can use the same claimed identity, such as their name or initials
across service providers. However, because this customer claimed identity
need not be unique, it cannot be used to link the customers across SPs. Upon
identification the authentication engine returns the unique customer account
identifier for the SP requesting the service. To share or link information the
two SPs must know that two different account identifiers, one at each SP,

belong to the same customer. The user may directly share the account
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identifiers across SPs, or may allow this to be performed through the

authentication engine.

The CRM data, viewable by the customer, will contain details about those
entities with whom that data has been shared. This can be configured by the
user and specific permissions set, in accordance with privacy legislation.
Permission profiles can also be downloaded from the user’s e-vault to SPs.
Since different SPs may use CRM data for different purposes, there is also a
method of indicating for what purposes the data may be used. In order to
prevent any possible identity linking across service providers, an individual

can use different claimed identities at each SP.

Transaction message flows

The main messages that are exchanged between entities within the system are
now examined. A secure application protocol is constructed in order to

provide integrity, confidentiality and non-repudiation.

Before any transaction can take place between the customer and CRM system,
that customer must be securely authenticated or identified. The first message
exchanged will therefore always contain at least one biometric template.
Transaction data, specific to the SP, may also be included. If verification is to

occur, an identity claim, is also present.

It will be appreciated that a plurality of templates may be stored or submitted
at authentication for a specific user, the templates varying in either the
biometric sample type that was used to create that template or offering
different templates for the same sample type. The provision of multiple

templates that can then be matched against presented claims enables the
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system to utilise multi-modal authentication means and also if a specific

template becomes corrupted, that an alternative is available.
Notation

The notation PKx and SKx are used to represent an entity X's public and
private keys respectively, using a public key algorithm. {M}PKx is used to
represent encryption of a message M using X's public key, while {M}SKx is
used to represent encryption using X's private key. Encryption with a private
key is assumed to produce a digital signature, such as with the RSA
algorithm. However any public-key cryptbsystem, capable of providing
digital signatures may be used. In the actual implementation, for efficiency
purposes, a hash of the message is signed, rather than the full message, to
produce the digital signature, although this is not shown here. The notation
H(X) is used to mean the application of a one-way hash function to the data X,

to produce a fixed length hash value.

Message Security for Identification and Authentication (Verification)

During authentication or identification a biometric template must pass
through the SP systems. While this must be protected from network
eavesdroppers, it is also desirable to hide it from the SP systems where
possible, to prevent malicious SP employees from abusing it. For this reason
the template is encrypted with the public key of the authentication engine, as

near to the biometric reader as possible:
Encrypted_template = {template, nonce}PKag
It is possible to perform the encryption directly on some biometric reader

devices while, in cases where this is not possible, it will be encrypted on an

attached PC, or other processing device. A random value or timestamp,
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termed a nonce, is used to guarantee freshness of the message and to prevent

replay.

The encrypted template is signed by the SP application, before submitting it
to the authentication engine. This proves that the request originated from the
SP, and provides a non-repudiable audit log. The requests for identification

and authentication are given respectively: .
SP -> AE: ident_req = {{template, nonce}PKag, service_context}SKsp

SP -> AE: auth req = {{template, claim, nonce}PKag, claim,

service_context}SKsp

The service context allows the SP to provide an optional service identifier to
reduce the number of registered claimed identities at that SP that must be
searched. A secure tunnel will also be set up for all network traffic between
the SP and the AE. This prevents an eavesdropper obtaining the claim or
service context. IPSec or the Secure Sockets Layer (SSL/TLS) can be used to
provide this. Figure 5 shows the messages flows that take place when
identifying a CRM customer at a SP.

A signed response is returned in real-time:
AE -> SP: ident_response = {customer_AC_ID, reason, H(ident_request)}SK g

AE -> SP: auth response = ({yes/no, customer AC ID, reason,

H(auth_request)}SKag

In the case of an identification request, if a match is found within the specified

context, then the customer account identifier (customer_AC_ID) for that
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match, unique to the SP, is returned. With authentication a success indication
is returned, along with the customer_AC_ID where the claim was not unique.
While the customer can wuse their unique customer AC_ID during
authentication, it is more convenient for them to use an easier-to-remember

claim identity.

If present, the reason field specifies why the requested service failed. In order
to link the response to the initial request, a hash of the original request is
included. In essence, this just acts as a unique transaction identifier, and could

be replaced by a transaction number in both the request and the response.

The identification/authentication message may be included as part of a larger
CRM transaction with the SP. For example, it might be included in a loyalty
card transaction. The biometric used can be either fingerprint or voice,
depending on the interface used in Figure 3. However there is no reason why
other biometric types could not be incorporated into the same protocol. With
a voice biometric, a sample is automatically captured at the call center and
features extracted to form a template. The voice template will be verified,

with a claim, through the authentication engine.

After a successful authentication the CRM data is retrieved from the SP’s
CRM system using the customer account identifier. This CRM data is then
returned to the SP employee responsible for dealing with the call. A
customer’s preferences and transaction history are then used to launch data
screens and suggest actions at the employee interaction terminal. In addition,
it is possible to prioritise the user’s position in the calling queue, after
authentication, based on information held in the CRM file. This prevents calls

from important customers being queued behind lower priority calls.
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Linking Templates to a Transaction for On-line/Offline Scenarios (Biometric
In many of the channels illustrated in Figs. 3 to 7, the customer is remote to
the central SP CRM system. The customer may contact the SP front-end over
an open network. The SP front-end device may also be physically removed
from the central SP CRM system, and connect to it over a network (private or
open). In each case it is desirable to link the transaction message, M, to the
submitted template, to ensure that a network attacker cannot change the
context of either. In addition, the actual transaction details must not be

revealed to the authentication engine for privacy reasons.

Typically there will be multiple frontdesk applications or point-of-sale
terminals connected remotely to a single central SP CRM system. Transactions
can be performed at these locations either on-line in real-time, or in a batch at
the end of the day. For example, loyalty transaction requests may be
accumulated throughout the day, and processed off-line at night. In both

cases, the application protocol described here may be used.

Similarly, in several of the interfaces shown in Figure 3, the user is remote to
the SP, but has access to a local device with processing power. For example,
this could be a mobile phone, PC, PDA or other device. The template sample
is linked to the transaction at the customer device, in order to prevent
tampering. The same procedure is used for remote off-line methods such as e-
mail, where the authentication request is included with the e-mail constructed

by the user.

When the biometric sample is collected the local biometric application which
converts the raw image data, in the case of a fingerprint, into a template needs
to ensure that the sample collected is of a certain quality. This is especially

important if the transaction occurs off-line. The template is collected and
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stored with the transaction message. An example transaction might be to
credit a loyalty account by 400 points, as a result of checking in for a business

class flight.

In order to link the CRM transaction message to the biometric
authentication/identification request, a hash of that message, H(M), is

included:

CRM_transaction = M
Linked_template = {template, H(M), nonce}PKar
Linked_claim_template = {template, claim, H(M), nonce}PKaz

It will be appreciated that the template represented above could be one or

more actual templates or indeed a consolidated template.

The message M represents the CRM transaction to be carried out with the SP.
The nonce value guarantees freshness and prevents replay of the public-key
encrypted message to AE. The nonce can be generated by the user or
constructed by the AE and sent to the user. The difference between

identification and authentication is the presence of a customer identity claim.

Figure 6 shows the message flows for an authentication of a remote CRM
customer, where the transaction message is linked to the authentication
request by the customer. These messages are constructed locally with the
customer, on their own device, or on the SP front-end application. The
message M and the optional claim for authentication, are also sent along with

the linked template to the central SP CRM system.

The SP replaces the transaction message M, with a hash of the message, before

signing the whole construction, and sending it to the authentication engine:
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SP-> AE: ident_link_req = {linked_template, H(M), service_context }SKsp
SP->AE: auth_link req = {linked claim_template, claim, H(M),

service_context }SKsp

The request may be sent to the AE immediately or off-line in batch. The SP
signature shows that the request originated from the SP, and can be used to
provide non-repudiable audit logs. Presence of the message hash in the SP
created part of the message, and in the customer-created part of the message
show agreement between those two parties, without revealing the message

contents.

The SP cannot create the customer’s part of the message unless they have
maliciously obtained and stored a copy of the customer’s template. By only
including a hash of the transaction message rather than the full message itself,
privacy is protected as the authentication engine cannot see the transaction
details, but instead only knows that both parties are in agreement. This has
further application in a secure signing of documents in that the document
details can be restricted but the actual document can be transferred between

parties.

The AE will respond with the unique customer account identifier as

represented at that SP:

AE -> SP: ident_link_res = {customer_AC_ID, reason,
H(ident_link_req)}SKag

AE->SP:  auth_link_res = {yes/no, customer_AC_ID, reason,
H(auth_link_req)}SKar
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The customer account identity could be a loyalty account identifier, a name,
or other unique identifier within the 1:few service context group searched by
the SP. The hash of the identification request is used to link the response to
the request.

With certain transactions, the AE may return additional “information,
embedded in the above response messages. Typically the transaction data
submitted by the user, that was unreadable by the SP, can be returned after
the user has been authenticated, and the user and SP are shown to be in

agreement over the transaction details.

This transaction data may be modified or extended in one or more ways by
the AE, or a third party in co-operation with the AE. For example, with an
off-line signature request, where the user submitted a hash of a document to
be signed, the user signature applied to that document will be returned. Such
a signature can be generated by securely applying a user signing key, held by
the AE or other third party co-operating with the AE, to the submitted
document hash, after successfully verifying the user. In this case the response

might take the form:

AE->5P:  auth link res = {yes/no, customer AC_ID, user_signature,
reason, H(auth_link _req)}SKag

Where user signature is an encryption of a document hash, submitted in the

authentication request, with a user private key:
User_signature = {H(Document)}SKuser

All messages are sent across a secure encrypted channel to the destination.

IPSec or SSL/TLS can be used to provide such an encrypted tunnel.
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Alternatively if no secure transport is available the messages may be

encrypted with the receiver’s public key.

Preventing Template Abuse for Remote Customer Transactions

The identification/authentication protocols rely to some degree on the
secrecy of the template. If the SP, or any other attacker, knows the template
and optionally the claim, then they can construct the message that appears to
come from the customer. However, since the SP is attempting to authenticate
the customer, it is not in their interest to pretend to be that customer. This is
because the system does not provide a non-repudiable customer digital

signature, but only a customer authentication.

To prevent an attack by an entity that has obtained the customer template and
claim, a secret can be used, shared between the customer and the AE. The

protocol is updated by including a secret in the customer-originated message:

CRM_transaction = M
Linked_template_secret = {template, claim, H(M), nonce, secret}PKag

Cust->SP:  cust_link_req = {linked_template_secret, claim, M}

The SP signs and forwards the encrypted template, claim, and secret to the

authentication engine:

SP->AE:  auth_link_req = {linked_template_secret, claim, H(M)}SKsp

The secret prevents the SP or an attacker from falsely constructing the
customer message. For convenience, the secret can be something easy to
remember for the customer, such as a passphrase, a mother’s maiden name, or

a date of birth and phone number.
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However, a dictionary attack, where an attacker tries all possible values for a
secret in order to reveal it, is possible on the customer secret, if the other fields
are known. Therefore the actual customer secret is replaced with the

following material in the message:
H(secret, H(M))

The hash of the CRM message, H(M), which will be different for each request,
forms a random salt which prevents a dictionary attack. Typically
identification will not be performed for a remote Internet user as it opens up

the system more to brute-force guessing attacks.

Interaction protocol between SP and E-vault

As outlined in an earlier section there are four possible interactions between
an SP CRM system and the e-vault; the e-vault can send new information to
the SP or request information from it, and the SP can send new information to
the e-vault or request data from it on behalf of a customer. The protocols for

each are now examined in turn.

As before, the application messages will be exchanged over a secure transport
or network protocol such as SSL/TLS or IPSec, which provides
confidentiality. The purpose of the application protocol is to provide non-
repudiation, and if this is not required SSL or IPSec alone could be used,
without need for digital signatures.

User approved information can be passed from their e-vault to specific SPs.
The information is signed by the e-vault for non-repudiation and a nonce

included for freshness:
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E-vault -> SP: vault_send_info_req = {customer_AC_ID, info, nonce}SKg.vaut
The SP CRM will acknowledge receipt with a signed hash of the message:
SP -> E-vault: vault_send_info_res = {result, H(vault_send_info_req)}SKsp

The e-vault request for specific information from the CRM system, on behalf
of the user, takes a similar form as the previous request, except that the info

field is replaced with an info_request field:

E-vault -> SP: vault get info_req = {customer AC_ID, info_request,

nonce}SKE vault
The reply contains the requested customer information, signed by the SP:
SP -> E-vault: vault_get_info_res = {customer_AC_ID, info, nonce}SKsp

The SP can also send new information to the e-vault and request information
from it. There are two ways to handle permissions for these requests. With the
first option the permissions are configured at the e-vault by the customer
before the SP initiates the request. Alternatively, proof of the user’s consent
can be included in the SP request. This proof takes the form of a customer

biometric, encrypted with the authentication engine’s public key:

SP -> E-vault; SP_send_info_req = {customer_AC_ID, info, service_context,

{template, claim, nonce}PKxr)}SKsp

The e-vault will forward the encrypted template to the authentication engine
for verification. The nonce will prevent the SP, or any other party,

successfully replaying old templates. The e-vault will acknowledge receipt of
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the information by signing a hash of the original request. The new
information for the SP can be placed directly into the user’s e-vault, or can be
held for manual approval by the user. Whether information is automatically

accepted or not is configurable on a per field and per SP basis.

Finally the SP can request data from the e-vault on the customer’s behalf, such
as name and address, and payment card information, perhaps during an
initial registration. The request message is similar to the previous request,
except that the new information field is replaced with an information request

field:

SP -> E-vault: SP_get_info_req: {Customer_AC_ID, info_request, {Template,

claim, nonce}PKag}Sigsp

The reply contains the requested information, or a refusal reason, signed by

the e-vault.

Figure 7 shows the message flows for the automatic update of a customer’s
payment card details, performed through the e-vault. SP1 is a payment card
issuer, who securely pushes a new payment card number into the customer’s
e-vault. The e-vault will automatically accept this, if configured to do so by
the user, or alternatively will hold it for the customer’s manual approval.
Following this, the payment card number is sent by the e-vault to SP2, who

the customer has approved to receive any updated payment card details.

Inter-SP Messages

Messages which are passed between independent SPs, to exchange customer
data, are signed for non-repudiation purposes. Indirect customer
authentication where a customer encrypted template is passed from one SP to

another, and on to the authentication engine is also possible. The same
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protocol can be used as when an SP requests e-vault information on behalf of

the user.
Alternatively, the customer may be re-directed to the second SP, to establish a
new communications channel with them, in order to perform a specific

transaction, perhaps in response to a cross-marketing offer.

The following are important aspects of privacy in interactions.

1. Digital signatures for non-repudiation of message sender

2. Public-key encryption of template to minimize accessibility by SP or
others

3. H(request) used to allow response to be linked to original request

4. H(transaction_message) linked to template, to minimize ability of SP to

tamper with transaction contents

5. A once-off secret, derivable from a password, is linked to the template
to minimize abuse of stolen templates

6. A claim and unique customer account identifier is associated with a

user’s template for each SP to whom they are subscribed

In more detail, a symmetric (public-key) cryptography is applied to the
application protocol in order to provide integrity, confidentiality and non-
repudiation. Standard secure transport protocols such as SSL and IPSec are
used to encrypt all communications at the transport or network layer
respectively. This prevents network eavesdroppers from seeing any of the

communications.

Digital signatures:
A digital signature, {X}SKsp1, is used to show that the message X came from
SP1 and this can be proved to an independent third party (non-repudiation).

A nonce is a random value or timestamp. A nonce is included to guarantee
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freshness of the message and to prevent replay. The receiver may generate the
nonce and give it to the sender to include in the message or the sender may

[l

generate the nonce themselves.

Public-key encryption of template:

Once a template is generated from a biometric reading it is encrypted with the
public key of the authentication engine (AE). The AFE’s private key is needed
to decrypt this. Therefore the only entity that can now decrypt this value, and
hence access the template, is the AE. This prevents even the SP, and

employees on the SP network from gaining access to the template.

Linking response to request:

In the response to a request message, a hash of the request message is
included. The hash acts as a unique identifier, or transaction identifier, of the
request message. It is used by the response request to identify to which
request the response corresponds. For example, H(auth_request), is included

in auth_response to link that response to a specific auth_request.

Linking transaction to template:

If a user performs a transaction and is authenticated only using their
biometric, then there needs to be a way to link that authentication with the
transaction message. Otherwise the transaction message may be altered by a
malicious SP or by an attacker. For example, if the user is making a purchase
for $1, then there is nothing to prevent an attacker changing the amount field

to another value such as $1,000.

A hash of the transaction message M is a unique identifier of that transaction.
However, while the hash value identifies the transaction, it does not reveal
the details of that transaction. H(M) and the template are encrypted with the

AE'’s public key - this prevents anyone else from being able to decrypt it or
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change its contents. In essence it links the transaction to the. submitted

template.

However the SP needs to be assured that the transaction message they have
been presented with, (which is not linked to the template) matches the
transaction that was linked to the template. Therefore the SP generates a hash
of their version of the transaction message and sends it to the AE. If the SP’s
copy is the same as that linked to the template then both hash values will be

equal.

The AE, who has access to both hashes, performs this comparison and returns
the result. The AE has been able to check that both the user and the SP agree
on what the transaction is, without needing to know what the details or

amounts involved are.

If one of the transaction messages is changed, then it will generate a different
hash value that will not match the other one, showing that the user and SP are

not in agreement about the transaction.

Secret to prevent abuse of stolen templates:

Some transactions will be performed remotely over the Internet. The user
software will collect the template and construct the appropriate application
message. However if a copy of the user template is ever obtained then it
would be possible for an attacker to submit that template remotely and
impersonate the user. Since templates are derived from fingerprints then such

an attack may be feasible.

To prevent this attack the AE issues the user with a secret password. By
including this with remote requests the AE can be assured that it is the user

rather than an attacker with a stolen template.
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However if an attacker obtains a copy of the encrypted message they can
attempt to guess the user’s password by trying all possible passwords (a
dictionary attack). The attacker guesses a password, encrypts it with the
template and other data and compares it to the copy of the encrypted

message. If they match then he has guessed the correct password.

To prevent this dictionary attack a different longer password is used each
time. This “temporary password” is derived by hashing the original password
concatenated with a unique message identifier (in this case, a hash of the

message).

Templates and claims:

At a conceptual level each user will have at least one enrolled teniplate, stored
at the AE. For each SP that the user subscribes to a claim and/or a customer

account identifier will be associated with that template and SP:

User template A

SP1, Claim1, Cust_AC_ID1
SP2, Claim2, Cust_AC_ID2
SP3, Claim2, Cust_AC_ID3

The customer account ID is unique within a specific SP service, while the
claim need not be. For convenience the user may re-use the same claim and
multiple SPs, as in the case with SP1 and SP2 above. Alternatively, they may

wish to use different claims, perhaps for privacy purposes.
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1.1 Implementation Architecture

The platform for the biometrically-enabled CRM system is typically
implemented using an architecture such as the Java 2 Architecture, from Sun
Microsystems. However as will be appreciated by those skilled in the art,
there is no reason, why other implementation languages, platforms, and
methods, could not be alternatively used to implement the system. The
system can be integrated with existing legacy CRM solutions, since the
invention provides authentication and identification functionality over
multiple channels to uniquely identify customers across existing CRM

processes.

Figure 4 shows how traditional components of a CRM system interact with
the biometrically-enabled CRM scheme. The traditional CRM'components
include, but are not limited to marketing functionality, sales functionality and
management, real-time personalisation, tracking/loyalty, customer care and
support, and field service support. There are interfaces from the multiple
input channels, and with the core authentication engine, e-vault, and CRM

databases.

Call center and voice (IVR)

The simplest, and most ubiquitous, communications channel with the SP, is
the fraditional telephone. Interactive voice response (IVR), speech
recognition, and speaker recognition are used, alongside the traditional call
center functions. Customer authentication can be provided by interactively
asking for a claim, using speech recognition to interpret this, and then
performing speaker recognition on the voice sample. To prevent an attack
using a digital voice recording, a challenge-response protocol may be used,
where the customer is asked to repeat a certain random sequence of numbers
or phrase. The speaker recognition functions are handled by the

authentication engine.



10

15

20

25

30

WO 03/009111 PCT/IE02/00095

52

After authentication or identification, speech recognition may be used to
translate customer requests into electronic requests, which are then processed
by the SP CRM system. Electronic responses from the CRM system, are then
translated into computer-generated speech and played to the user over the
telephone. Example requests include retrieval of customer CRM data, and
updating of this data. Alternatively, with more complex CRM requests, an SP
employee may handle the request through a call center. Voice biometric
aﬁthentication is more convenient, easier, and secure for the customer than
using traditional telephone Dual Tone Multi-Frequency (DTMF) signalling

tones to communicate PINs and traverse menus.

Both fixed line and mobile telephony may be used to access the voice
channels. In addition to traditional circuit switched telephony, packet
switched telephony, such as voice-over-IP (VoIP) may be used to access the
voice-based biometric CRM front-end. A microphone and speaker connected
to a PC with VoIP software, or any device supporting VoIP may be used by
the customer to access this channel. The Java Telephony API can be used to

provide call control functions for this interface.

Web Interface

The customer uses a standard Web browser to communicate through the Web
channel. A downloadable java applet, or alternatively a plug-in module, is
used to provide the extra functionality required by the biometrically-enabled
CRM protocols. Web browsers have been implemented on a variety of
platforms including PCs, PDAs, and mobile phones. Any of these can be used,
provided a biometric reader is also attached or embedded in the device.
Where voice biometrics are used, this can be a simple microphone, whereas
with fingerprint it will be a fingerprint scanner. The integrity and

confidentiality of all communications, between the customer and the CRM
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system, are protected by using the Secure Sockets Layer (SSL), which is a
standard componerit of the browser software. The SP CRM will be
authenticated to the customer, as part of the SSL set-up protocol, using an SP

SSL digital certificate.

Although described with reference to SSL it will be appreciated that

alternative protocols such as [PSec may be used.

Application Messages

All customer requests, not based on voice, originating from a remote device,
take the same overall form at the application layer. As shown in Figure 3,
examples of such devices include a PC, interactive television, or mobile PDA.
Each customer request to the CRM system may be formulated as an XML
document, and follows the secure application protocol specified earlier. Each
encrypted block or digital signature, forms a different sub-element of the
overall XML message. For example, the encrypted biometric template forms
one block component. The World Wide Web Consortium (W3C) XML digital
signature specification and XML encryption recommendation are followed in

a preferred implementation.

The type and content of data exchanged within the system will be highly
variable from one provider to another. In some cases, as with payment card
numbers, it will be necessary to keep the data highly secure and confidential.
In other scenarios such as when exchanging user preferences, or a small

number of points to a loyalty account, the security may be relaxed.

This can be done by using lightweight cryptography instead of full digital

signatures and public-key encryption. Long-lived shared secretg between an



10

15

20

25

30

WO 03/009111 PCT/IE02/00095

54

SP and e-vault may be used. Other alternative mechanisms such as IP filtering
may also be used. However, the cost to subvert a data exchange should
always be kept higher than the transaction itself. The benefit of relaxed

security will be better performance for high-volume servers.

It will be appreciated that the present invention provides numerous
advantages over that of the prior art. The following summarises some of the
advantages and features of the invention, although it will be appreciated that
it is not intended to limit the application to any one set of advantages or

features.

Single Unified View of the Customer

The biometrically-enabled CRM system provides a mechanism to securely
and conveniently obtain a single unified view of a customer within an
organization. The customer can be identified or authenticated to the system
using finger or voice biometrics, or a combination of both (multi-modal),
through an authentication engine. Traditional mechanisms such as PINS,
passwords, public/private keys, and hardware tokens may also be used with
the authentication engine, in combination with biometrics or independently,
to securely authenticate the customer. By using biometrics the éﬁstomer can
be uniquely recognized in all transactions, and updates such as address

changes and payment preferences may be automatically retrieved.

Cardless Lovalty Card

The system provides biometric access to loyalty accounts, thereby removing
the need to carry and use physical loyalty cards. Multiple physical loyalty
cards have been replaced by using customer biometrics. The same customer
biometrics may be used across many SPs. Loyalty card transactions may be
performed with real-time contact with the authentication engine (on-line) or

off-line in batch.
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Customer can View and Update their CRM Data (“Reverse CRM”)

Within the system the customer can view and update the CRM data, held
about them at an SP. Access to this data can be made directly with the SP, or
via the e-vault. By allowing the customer to control and update their own
information, the administrative overhead of the SP managing this data

directly is removed.

E-vault can be used to Push/Pull Data from the CRM Svystems

The customer e-vault repository can be used to seamlessly push and pull
CRM data to/from one or more SP’s. When signing up with a new SP,
personal details may be automatically given to that SP from the e-vault. As
data is updated in the e-vault, it may also be automatically sent to SPs who
have been given permission to access that data. Similarly, as data is updated
at an SP, it may be sent automatically to the customer’s e-vault. Transaction
records are kept at the e-vault, detailing the data transferred, and are

viewable by the user.

Profiles and Permissions

The customer can configure profiles and permissions concerning CRM data
held at specific SPs or groups of SPs. These profiles and permissions may be
configured at individual SPs or more generically at the e-vault. The customer
controls the content of data held about them, with whom it may be shared,
and the automatic updating of information. The same customer biometrics
may be used to control data across many SPs, without colluding SPs being
able to uniquely identify that customer across their systems and therefore
share data about them. The customer may give SPs permission to share data

between themselves, either directly or through the e-vault.

Groups
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The system can handle groups of users sharing access to the same single
account at the SP. The permissions and profiles are extended to group
scenarios, so that certain specific group members, or a number of members,
may be required to perform specific tasks. The biometrically-enabled CRM

system provides a person-centric, privacy enhancing, reverse CRM system.

It will be appreciated that the present invention as hereinbefore described
provides a distributed network of independently operable servers is
described. Each server is adapted to communicate over the network with one
or more other servers, each server having a datastore with a plurality of
datafields adapted to store information about one or more users. By enabling
an authentication of a user based on a user supplied biometric identifier, the
network is adapted to enable the transfer of information relating to the user
between different servers. The invention is not limited to the embodiments
described but may be varied in construction and detail, as will be appreciated
by those skilled in the art. The words “comprises/comprising” and the words
“having/including” when used herein with reference to the present invention
are used to specify the presence of stated features, integers, steps or
components but does not preclude the presence or addition of one or more

other features, integers, steps, components or groups thereof.
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Claims

A distributed network of independently operable servers, each server
adapted to communicate over the network with one or more other
servers, each server having a datastore with a plurality of datafields,
each datastore adapted to store information about one or more users,
the network additionally incorporating an authentication engine
adapted to enable an authentication of the identity of a user based on a
user provided biometric identifier, and the network is adapted to
enable the communication of information relating to a user between
two or more independently operable servers in response to

authentication of the user by the authentication engine.

The network as claimed in claim 1 wherein the provision of the
identifier to the authentication engine by the user is via at least one
server, the biometric being encrypted such that only the authentication

engine can obtain access to the presented biometric

The network as claimed in claim 2 wherein the identifier is routed
directly to the authentication engine from the server with which the

user is interacting.

The network as claimed in claim 2 wherein the identifier is routed to
the authentication engine through at least one other server from the

server with which the user is interacting.

The network as claimed in any preceding claim wherein the biometric
identifier is accompanied by a claim identity, both the biometric

identifier and claim identity being linkable to a unique user and



10

15

20

25

30

WO 03/009111 PCT/IE02/00095

10.

58

wherein the authentication engine utilises both the identity and

identifier to effect authentication of the user.

The network as claimed in any one of claims 1 to 5 wherein the
authentication engine performs authentication of a user, where no
additional user claim of identity is presented, on the basis of effecting a
match between the submitted biometric identifier and one or more

enrolled biometric identifiers stored within the authentication engine.

The network as claimed in any preceding claim wherein a first server
within the network includes a generic datastore providing a generic
dataset of information relevant to the user, which may be required by
other servers, the network being configured such that the first server

may be accessed by other servers.

The network as claimed in claim 7 wherein the first server includes
configuration information relevant to how information in the network

may be shared between servers.

The network as claimed in any preceding claim including a plurality of
authentication engines, each of the authentication engines adapted to
communicate over a trusted communication link, whereby
authentication by a user at a first authentication engine may be
accepted by a second authentication engine as authentication for that

second authentication engine.

The network as claimed in claim 9 wherein the authentication engines
are configured such that if a request for authentication of a user is
received at a first engine and that first engine is not capable of

authenticating that user, the first authentication engine is adapted to
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forward the request to a second authentication engine, which on
authentication of the user is adapted to respond to the first

authentication engine confirming authentication.

The network as claimed in any preceding claim wherein the
information relating to the one or more users is customer relationship

management information.

The network as claimed in any preceding claim wherein the plurality
of servers are configured such that any updating of information in a
datastore of a first server is communicated to at least a second server so

as to update the user information in that server.

The network as claimed in any preceding claim wherein the sharing of
information between servers is controlled by a set of policies and

configurations determined by the user and stored at one of the servers.

The network as claimed in any preceding claim wherein the
authentication engin:a is configured to store or receive a plurality of
templates for use in the authentication of a user, the templates varying
in either the biometric sample type that was used to create that

template or offering different templates for the same sample type.

The network as claimed in claim 14 wherein the provision of multiple
templates that can then be matched against one or more presented
claims enables the authentication engine to utilise multi-modal
authentication means for a user or to use an alternative template for
authentication if and when a first template is corrupted or fails to

match.,
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The network as claimed in claim 2 wherein the biometric is provided in
a template incbrporating a biometric sample or values derived from it,
the template being encrypted with a public key of the authentication

engine.

The network as claimed in claim 1 wherein the authentication engine is
adapted to store a plurality of datastore claim identities, each datastore
identity being associated with a server, and wherein on receiving a
biometric identifier associated with a user from a server for
authentication, the authentication engine is adapted to associate the
server with one or more of the stored datastore claim identities and
return an appropriate claim identity to the server upon authentication

of the user.

The network as claimed in claim 17 being further adapted to enable a
user to register at the authentication engine a new datastore claim
identity for a new server by effecting an assertion of a previously
stored claim identity with the authentication engine, the assertion of
the previously stored biometric obviating the requirement to re-enrol

their biometrics for association with the new datastore identity.

The network as claimed in any preceding claim wherein one or more of
the servers are adapted to enable a transaction to be conducted
between a user and the service provider in a first time period, the
completion of the transaction effecting the association of a biometric
identifier uniquely associated with the user with the transaction, and
wherein the server is adapted to enable a subsequent authentication of
that associated biometric by an authentication engine so as to

authenticate the user.
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The network as claimed in any preceding claim wherein the biometric

identifier includes multiple templates associated with the same user.

The network as claimed in claim 19 where the transaction data is a one-
way hash of a digital document to be signed by the user, and after
successful authentication of that user through an authentication engine,
the network is adapted to enable the construction of a user digital
signature using the document hash and a server-stored user signing

key.

The network as claimed in any preceding claim adapted to enable two
or more users to conduct a simultaneous transaction, the server with
which the users are interacting being configured such that the
transaction is associated with a biometric identifier associated with
each of the users and the transaction is only accepted once an

authentication engine has authenticated each of the two or more users.

A method of sharing user specific information over a distributed

network, the method comprising the stepé of:

a) providing a central datastore of generic user information,

b) providing a plurality of remotely located datastores, each of the
remotely located datastores having specific user information
storeable thereon,

c) providing an authentication engine adapted to authenticate a
user on the basis of presented biometric identifier, ‘

d)  enabling the user to access the network via any of the datastores,

and

wherein each of the remotely located datastores includes an address for the

central datastore and the central datastore includes configuration information

for transferring information between the distributed datastores and wherein
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on initially accessing the datastore a user is authenticated with the
authentication engine and can then update information at any one of the
datastores, the updating of the information effecting an updating of related

information on any one of the other datastores.



PCT/IE02/00095

WO 03/009111

- 19V 40Tdd
TotmoIsn)) < 1813
i uoneonueyIne Aoy OImowWwAS
S1¢
eeq vdS
IoWIOIS)
*JOSTL QTUES 9T} JO MITA \ # preo [eAo] m JS OUIES SSOIDR UIAS
JUSISISUOOUT UR YILM STC pue ‘gS £19A9 10§
yoes sqS yuspusdopuy \m\umml/ SISLIIIUAPI YOS
IPWoIsn) uw%Ouﬁ OMQ@NHWOU—Q%HO
‘saserydssed
D uoyeonuayine Aoy-onqng ]
S1Z T : SUQY0} JUSISTII(]
AN
eleCq
w IOWOISN)) <dsS < I95(]1
T AT T s )
c1e
(jjrom) suoyg
zssorppy | 4 (O "1deq@) Se€C
: 1omOoISN)) 1dS <
(worjezrueso we Qg g wof \ $SOIpPY ‘ouIeN
ssoroe uondrrosqns STZ
1onpord juerofp  (swoy) #euoyd pio
J0 JjnseI e s *5'9) SSQIpPE PIO ered (g 1d2Q) <
IQWIOISND Q[3UIS JO s f WS \ 1dS promssed ‘prras()
SMITA JUSISTTIP YIM ¢tz J
soseqejep ojeredsig (owoT]) oUoY g \S«IQ/_ P
/ ISSAIPPY | 1owoysny <HWWQ <
Qs “f Q T# preo Kiefoy m

/

STC SI19pIAOIJ 90IATOS

juopuadopuy



PCT/IE02/00095

WO 03/009111

2/7

§ec

00t Y10 |
STz : /
0¢2Z asuodsar eyep YD 91epdn
/ asuodsar ejep AR 100 s€C
S)[NSOI UOTJORSULI], /
vred woIsAS —»
D 19s() WD dS helal
A
eIep JAYD drepdn
A ©B1Ep ARID 10D
UOoTjoeSURI) OLISUAL)
:Aq PaMOT[0J UONBOTIJIIUSPI IO
asuodsarx UOTIBOTJUSYINE JoS)
uonjedynuapy
asuodsar suorsstwrad jog
uonedNUAYINY OJUI I9Sn 190 ejep rosn ojepdp)
oJur 1osn oyepdn) BJep Iosn jon)
:£q pamor[oy
Tosn Auepy L—" e1Bp YD 1981 190 uonedUAINE 198
I9ST 9JBONUAYINY elep JAID Josn ajepdn)
A\ 4
sorerduro) oﬁmam JneA-
\ OlIjeUIONg uonEOUANY « Tosn » 1980
JreonuoyINYy
/Sm e /mom
1980
0cc \ TeuOSIog




PCT/IE02/00095

WO 03/009111

g

3/7

01¢

\

SIMpPON
TOTRONUAYINY
oujeworyg

I

woisAg
WD dS

v

/

S1¢

I0pEaI 01q UM

!

:

;

(JAI) 010A

OO0

IaJU0 8D

(001} JO WOLRUIGUIOD 0 JOUIAJU] “YIOMIU S[IQOUI

Q0BIIOIUT JS 0] IOWIOISI)  “II0MIaU ouoydore) poxiy - 9) SYI0M]oU SUOHEIIINUITIO))

W.LV/sor
(*039 QUIIIe ‘JUSUIUTLIIAIUR) UOTIOI[[0D JONILL,
€81y
SOd
(21015300q “morye)s jorjed/ses ‘yueine)ser
“yoyyretmradns) syurod Surpuaeds [reieyg od —{1
SQOTAIOS
pue-juoIj Dd
*010 [BJURI IBD ‘UI-{00YD PSIepIfoSu0))
1107] ‘UI-309D QUIITe Sk Yons od
suoneoifdde <omyyo JU0I -
: '019 AL QATIORION] 1opear
‘1onduwoo [euosIog JlIjeworyg
Vdd °I1qoN
?Sﬁomo JIom)su
S[IqoN

_ suoyd

] 9TIqON
| 19)ndwod [rUOSIQ suoydosoru
! I d pue 1oxeeds

SOIIjeWoIq
PoSBq-90I0A

suoydera],




PCT/IE02/00095

4/7

WO 03/009111

21307 ssauIsng JAND
81
1odddns pue fekoT
oo A e
Ieumoisn) '
soouareyard noddns
U0 paseq QOTAIRS PIoL
uonesieuosied ) Pl
P N umesy
dd
onporq e
S9oRIIoNUI IOWOJS) 101depy |
aseqere [PUUBTD-TI[IIA] M
aa
Jomolsn) e
UOHBONUSP] | UOEIIJIIOA
A A
jusuroSeurll pue
Ayjeuonouny
So[eS
N
Blep I9sn
[euOSIag neA-H Arpeuonouny
Sunayrey
sojerdma) swSug ! k
oemorg ' Lueur | —
UOTIBOTIUSYINY
¢

T uswsSeury Q0RJIoNUL S
[euuRyD) 01 I9t0ISN))




PCT/IE02/00095

WO 03/009111

517

Paxiy — eiep D
s[qerepdn — v1ep YD
Idl DV _uwoisn)

vy1S

(3senbor Juep)H
uoSeY

Tl DV Iewoisn)

osuodsor juop]

(zdl DV Tewosn)) ‘Zds)
‘(Tar DV rewoisn) ‘1dS)
‘urrer) ‘oyerdura,

TATIU9 [enpIAIpU]

S1C
/ 311
uonoesuen) AR
—— IOUWIOISNO
IO 1dS < AP
V31d
1 eouoN s€C
| ererdwag,
B N
IXQJUOD 9TAIRS dreiduwey paydfxoug
31d
Q0UON
orerduwa,
bor juapy TOLROLIUAP] 10W0ISn) WD S'SLf
\ 4
aursuy
UOTIROTJ Uy 0te

JX9JU0d d§ unjirm
Suryojewr ML T



PCT/IE02/00095

6/7

WO 03/009111

S1C

/ ’ J[nsa1 uornoesuer) YD
POXIJ — BIEP YD |
a1qerepdn — eyep JAND wolskg 901AIP
N . {uoroesueIy,
dSy1g -WID} =N
wrer) S€C
{uorjoesuery, . EAS B
-INGD} =N e
e LD (WH |
a1 Mm . “Jo109Q)H |
t 20UON :
(box yur| mny)H B0 G o oH |
uosesy | 1e1099)H | 2 wrer) |-
14l DV 1ewolsn) | oouoN | | operdwey, |
Ou/sox X (WH | .
-— % wrep) |-
Sar JU [Ny | oerduay, | bor SyuIy 3sn)
« bor yurf gny
(¢l DV _Tewosn) ‘zds)
(1Al OV 1ewoisn) ‘1dS) omSuy
‘urey) ‘orerdmoy, | Uomeonumommy [——— 01T 1sonbayy woneonuayINY 0 Ajefdwal, SuBury YD 9511
"ATJOQ TenpIAIpU]

IXQJU00 S UM
wrep uo paseq SUIoIeA



PCT/IE02/00095

WO 03/009111

717

SIC

WoISAS
WD ¢dS

N.meHw

(bar ogur pues jnea)g
p21da00y =1nsay
dl DV Iewoisn)

SOI OJUI puUss J[NeA
¥ oIS

1 ——

::m?m..vH S

(bor zogur puss” dS)H
paidedoy =1nsoy
dl DV Iewolsn)

SaI ZOJUI puss Js

::m?mHVH S .ﬂﬂ—w.

Q0UON
#p1e0 JuowrAed mopN

dl DV Iswmo)sn))

bor oyur pues ymep
¢ doi1§

1neA-g

s0¢

Jnea-g gSnoxyy, ajepdn) pre) Juewifed Jowoisn)) ojewomy / Siy

(Tonsst preo
juowAed) IS

HmeHm

QOUON
#pred juowiAed mapN

dl DV Iewolsn))

(drerdurey ou)
bar zoyur puss™gs
T 318




	Abstract
	Bibliographic
	Description
	Claims
	Drawings

