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ABSTRACT

A communications network which enables service providers to optionally
place limitations on the switched connection requests that subscribers may place through
the network. This is accomplished by enabling node administrators to configure, on a per
subscriber basis, throughput and other connection limits for all incoming and outgoing
switched connections a subscriber may attempt to establish or receive. The limits are
checked by an edge network node when the call is requested and the call is accordingly

established or refused.
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SUBSCRIBER PERMISSIONS AND RESTRICTIONS FOR SWITCHED
CONNECTIONS IN A COMMUNICATIONS NETWORK

FIELD OF THE INVENTION

The invention generally relates to call control processing in a
communications network and more specifically to a method and apparatus for
implementing subscriber permissions and restrictions for switched connections in a digital

communications network.

BACKGROUND OF INVENTION

Differing communication systems employ various methods for partitioning
bandwidth amongst calls routed through a network. In asynchronous transfer mode
(ATM) networks, for instance, when a switched connection such as a switched virtual
circuit (SVC) is established the call set-up message carries a number of information
elements (IEs) which specify various traffic and quality of service (QoS) parameters. This
information is processed by call control software resident on each network node which
determines the type or service category of the requested connection as well as the
bandwidth required by the connection. The connection admission control (CAC) function
of the node is then executed in order to determine whether the node has sufficient internal
resources such as bandwidth and buffer space to support the requested call. If so, the node
reserves internal bandwidth and buffer space for that connection and the call set-up

message 1s progressed to the next node along the path of the switched connection.

Once the switched connection has been established, the ingress node (of the
network) typically applies a usage parameter control (UPC) function to the connection in
order to monitor and police it. More specifically, if the source or customer premise
equipment (CPE) misbehaves by transmitting data packets at a rate or with a variability

outside of the parameters that the connection was initially set up for, the network may

20615418.2



10

15

20

25

CA 02276681 1999-06-30

2.

then drop such data packets since they do not conform to the *“traffic contract” which was

established during call set up.

While the foregoing methodology is effective in policing misbehaving
sources once the connection is established, it does not prevent a subscriber from
requesting and establishing a switched connection which may require network resources
greater than that which has been pre-agreed to via a business or legal arrangement
between a subscriber and a network service provider. In other words, no mechanism
exists for preventing a subscriber from establishing a switched connection in the first

Instance using a quantum of network resources beyond that which the subscriber has

agreed to pay for.

There are many reasons why subscribers may request service outside of the
parameters of a service agreement, including human error in equipment configuration, and
wilful intent to defraud. Such erroneous connections, even ones innocently requesting
inordinate amounts of bandwidth, are likely to be accepted by the network given the lack
of a subscriber enforcement mechanism and the fact that network policies typically permit
capacity to be overbooked, often by a 2:1 or 3:1 ratio. Nevertheless, despite such policies,
these erroneously configured connections can have a deleterious effect, even if the
subscriber equipment 1s not transmitting data beyond that provided for in the service
agreement. This 1s because high bandwidth connections require large blocks of
bandwidth to be reserved for the duration of the connection, independent of how the
subscriber uses the available bandwidth. This may result in lost opportunity costs since
new traffic may have to be refused if too many erroneous, bandwidth-excessive,

connections are provisioned by the network.
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SUMMARY OF THE INVENTION

The invention enables networking service providers to optionally place
limitations on the switched connection requests that subscribers may place on a network.
This 1s accomplished by enabling node administrators to configure, on a per subscriber
basis, the throughput limits for all incoming and outgoing switched connections a

subscriber may attempt to establish or receive.

One aspect of the invention relates to a method for establishing connections
in a switched connection network. The method includes (a) provisioning throughput
limitations in respect of network subscribers; (b) requesting the establishment of a
switched connection call; (c) filtering the call based on the subscriber throughput
limitations; and (d) establishing or refusing to establish the switched connection based on

the outcome of the filtering step.

Another aspect of the invention relates to a method of establishing
connections 1n a switched connection communications network. The method includes: (a)
provisioning a throughput limitation database in respect of one or more subscribers to the
network; (b) signaling a call set-up message in order to establish a switched connection
associated with a given subscriber; (c) receiving the call set-up message at an edge
network node associated with customer premise equipment of the given subscriber and
comparing at least one throughput request provided by the call set-up message against at
least one corresponding throughput limitation stored in the database with respect to the
given subscriber; and (d) progressing the call set-up message or refusing to establish the

switched connection based on the outcome of the comparison.

In the embodiments described herein, the throughput limitation database is
stored on an edge network node which carries out the limit checking on a per subscriber

basis.

20615418.2



10

15

20

25

CA 02276681 1999-06-30

_4 -

BRIEF DESCRIPTION OF DRAWINGS

The foregoing and other aspects of the invention will become more
apparent from the following description of an embodiment thereof and the accompanying
drawings which illustrate, by way of example, the embodiment. In the drawings:

Fig. 1 1s a schematic diagram of a reference network;

Figs. 2A-2C are schematic diagrams showing the architecture of an edge
network node and the processing functions carried out by it; and

Figs. 3 and 4 are diagrams of input screens for enabling node administrators

to configure various throughput limitations.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 shows a reference switched connection network 10 which includes
edge network nodes 12 and 14. (For simplicity, and since the particular configuration of
the network 1s not material to this description, the remaining network nodes are not
shown.) The edge network nodes 12 and 14 are connected via conventional interface lines

(not shown) to customer premise equipment (CPE) 16 and 18.

Generally speaking, calls in switched connection network 10 are
dynamically established and cleared in substantially real time by the network in
accordance with standard signalling protocols. In order to initiate an end-to-end call, a
call originating device such as CPE 16 or 18 signals a “call set-up” message over a user-
to-network intertace (UNI) to an ingress node of network 10 indicating the destination
address and desired, foe example, bandwidth and quality of service parameters. The
ingress node decides whether or not to accept the call based on its internal resource
availability. If the ingress node has sufficient resources it propagates the call set-up
message to the next network node towards the destination address via known signalling

and routing means. The call set-up message is thus steered through the network, and each
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node which receives the call set-up message establishes a bearer channel cross-connect
(not shown). Ultimately, the call set-up message is relayed by the network to the
terminating device at the destination address, and the terminating device is thus informed
as to the identity of the bearer channel upon which data will be received or may be
transmitted. Once the call set-up message is received at the terminating device, a
“connect” message 1S signalled back to the call originating device. At this point
(depending upon the particular signalling protocol employed) the call is deemed to have
been established and the call originating device, as well as the terminating device in the
event of a bi-directional connection, may transmit user data over the recently established

bearer channel path.

For the purpose of this description, CPE 16 is associated with a first party
(hereinafter “subscriber”) who has entered into a service agreement or other business or
legal arrangement with the provider of network services and CPE 18 is associated with a

second party who may or may not privy to the same agreement as the first party.

CPE 16 may originate or receive calls to or from CPE 18, as shown by
arrows 20 and 22. For switched calls, such as a switched virtual circuit (SVC), the path
any given call assumes through the network is variable, depending on a variety of factors
such as trunk availability, etc. However, every call and call set-up message originating
from or destined for CPE 16 will pass through the associated edge node 12 since CPE 16
1S physically connected thereto. Thus, when a call originates from CPE 16, the edge node
12 functions as a network ingress node; and when a call is destined for or terminates at

CPE 16 the associated edge node 12 functions as a network egress node.

The service agreement between the network service provider and the
subscriber at CPE 16 typically includes a number of throughput limitations, such as the
maximum permissible bandwidth the subscriber may access per connection. Referring

additionally to Figs. 2A-2C, the throughput limitations for CPE 16 connected to edge
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node 12 are contained in a database 38 provisioned by the service provider. The database
1s prefterably indexed by subscriber address, code or key in order to enable quick lookup
of pertinent information on a per subscriber basis. Such a database may be configured via
a node terminal interface or other known manner of configuring a network node. Other
potential throughput limitations are discussed below with reference to ATM standards, but
for the moment it should be appreciated that the subscriber may be subject to at least one

throughput limitation, such as maximum permissible bandwidth.

As noted above, the call set-up message will pass through the edge network
node 12 irrespective of whether subscriber CPE 16 originates or terminates a call. For
purposes of description, however, CPE 16 is randomly selected to be the calling or
originating party and CPE 18 the called or destination party. The processing which occurs
at edge (or ingress) network node 12 in these circumstances is discussed with reference to
Figs. 2A-2C wherein node 12 is illustrated as a model 36170"™ ATM switch or node
commercially available from Newbridge Networks Corporation of Kanata, Ontario,
Canada. As shown, node 12 includes line cards 28 which feature physical interface ports
30 for transmitting and receiving data packets to and from the network or customer
premise equipment. The line cards 28 are connected to a switching fabric 40 which
provides a means for transferring or copying packets between the line cards 28 and other

cards or boards in the switch.

As shown in Fig. 2A, CPE 16 signals a call set-up message, schematically
designated by arrow 32 which consists of a number of packets associated with a signalling
VC 34a, 1n accordance with a signalling plane of the communication protocol. The line
cards 28 provide an interface function for forwarding the packets of the call set-up
message 32 to an SVC service card 36. The SVC service card 36 terminates the signalling
link between the node and CPE 16 and provides a call control function 37 for processing
the call set-up message 32. More specifically, call control function 37 interprets traffic

and quality of service parameters included in the call set-up message 32 and determines
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throughput demands, such as bandwidth, requested of the network by CPE 16. The call
control function 37 then filters the call by consulting the subscriber throughput limitation
database 38 in order to determine whether the throughput requests can be accommodated

as per the service agreement between the subscriber at CPE 16 and the service provider.

If the throughput requests have not exceeded the corresponding throughput
limitations, the edge node 12 then invokes a connection admission control (CAC) function
42 of control card 44 to determine whether the node or network has sufficient internal
resources to support and establish the requested connection. If so, then as shown in Fig.
2B the edge node 12 establishes a bearer channel cross-connect 46 (schematically shown)
between the mput and output ports and progresses the call set-up message 32 over
signalling VC 34b as per the communication protocol employed to the next node in the
path of the call. (In the event the CPE 16 terminates the call the set-up message would be
progressed to CPE 16 over the UNI therebetween.) However, if any of the throughput
demands requested of the network exceed the corresponding threshold limitations, then
the edge node 12 does not establish a bearer channel cross-connect or progress the call
set-up message forward. Instead, depending on the particular signalling protocol
employed, the edge node 12 as shown in Fig. 2C transmits a call release message 46 with
a suitable failure code back to CPE 16 (or CPE 18 if it originated the call), or
alternatively some other type or format of signalling message specifying failed call
establishment. The same actions occur if the approval from the CAC function 42 is

negative.

Note also that the edge node may invoke the CAC processing prior to
filtering the call on a per subscriber basis. This is, however, less efficient than the order

described above and hence less preferred.

In the alternative, the call set-up message 32 may be deficient in specifying

some necessary parameters required to establish a connection. For instance, when frame
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relay service is provided over an ATM plattorm, the call set-up message of a frame relay
SVC connection request may not specify the committed burst size for the connection. In
this case, in addition to any committed burst size throughput limitation, the preferred
embodiment provides a default committed burst size value per subscriber, and database 38
may be configured accordingly. In this manner, the connection may established based on

unique default traffic parameters provided on a per subscriber basis.

The throughput limitations and default parameters provided by one
embodiment of the invention i1s discussed next. In what follows, reference is made to an
asynchronous transfer mode (ATM) network and to native ATM services, as well as frame
relay (FR) services offered from an ATM platform, and the reader is referred to “ATM
User-Network Interface (UNI) Signalling Specification, Version 4.0”, doc. no. af-sig-
0061.000, ATM Forum Technical Committee, July, 1996; “Network to Network FR/ATM
Service Interworking Implementation Agreement”, Frame Relay Forum doc. no.
fritc.106r1, January 13, 1997, all of which is incorporated herein, for further particulars of

these standards.

Fig. 3 shows an input screen 50 employed in a node terminal interface
program for configuring throughput limitations for a subscriber. The node administrator
may enter throughput limitations for ATM service and/or frame relay service carried over
an ATM platform. Fig. 4 shows an input screen 52 wherein the node administrator is able
to configure which ATM service categories a subscriber may request when placing an
outgoing call. The throughput limitations and related functionality are summarised below.
In what follows the term “incoming call” means a call which originates from customer
premise equipment directly connected to the node and the term outgoing call means a call

which terminates at the customer premise equipment directly connected to the node.
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Throughput Limitations

1. SVC Throughput Limit Provisioning for Frame Relay Over ATM

The throughput limit provisioning for FR over ATM is provided on a per
subscriber basis. For the maximum allowed, parameters that follow, the maximum valid

value 1s independent of the access rate of the physical interface that the subscriber is

assigned to.

e Maximum Allowed Committed Information Rate (Max CIR)

This selection allows the node administrator to assign the maximum

committed information rate for frame relay SVCs.

Valid Values: From 0 to 2**30-1Kbps; and ‘no limit’.
Default Value: ‘no limit’
Conditions: [f the limits for incoming or outgoing calls is enabled,

then any incoming or outgoing call requesting an
iIncoming or an outgoing committed information rate
in excess of the configured maximum allowed value
will be rejected with a cause code value of #49, which
represents ‘Quality of Service not available’. If ‘no

limit’ 1s configured then no limit checking is done.

e Maximum Allowed Excess Burst Size (Max Be)

This selection allows the node administrator to assign the maximum

allowed excess burst size for frame relay SVCs.

Valid Values: From 0 to 2**30-1Kbits; and ‘no limit’.
Default Value: ‘no limit’
Conditions: If the limits for incoming or outgoing calls is enabled,

then any incoming or outgoing call requesting an
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incoming or an outgoing excess burst size greater than
the configured maximum allowed value will be
rejected with a cause code value of #49, which
represents ‘Quality of Service not available’. If ‘no

5 limit’ 1s configured then no limit checking is done.

e Maximum Allowed Committed Burst Size (Max Bc)
This selection allows the node administrator to assign the maximum

committed burst size for frame relay SVCs.

10 Valid Values: From 0 to 2**30-1Kbits; and ‘no limit’.
Default Value: ‘no limit’
Conditions: [t the limits for incoming or outgoing calls is enabled,

then any incoming or outgoing call requesting an
iIncoming or an outgoing committed burst size in
15 excess of the configured maximum allowed value will
be rejected with a cause code value of #49, which
represents “Quality of Service not available’. If ‘no

limit’ 1s configured then no limit checking is done.

20 o Deftault Committed Information Rate (Def CIR)

This selection allows the node administrator to assign the default committed

information rate for frame relay SVCs.

Valid Values: From 0 to 2**30-1Kbps
Default Value: 0 Kbps
25 Conditions: It the incoming FR SVC call does not explicitly

request a specific committed information rate then the

default CIR value is used as the requested CIR.
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e Default Excess Burst Size (Def Be)

This selection allows the node administrator to assign the default excess

burst size for frame relay SVCs.

Valid Values: From 0 to 2**30-1Kbits
5 Default Value: 56 Kbits
Conditions: If the incoming FR SVC call does not explicitly

request a specific excess burst size then the default Be

1s used as the requested Be.

10 e Default Committed Burst Size (Def Bc)
This selection allows the node administrator to assign a default committed

burst size for frame relay SVCs.

Valid Values: From 0 to 2**30-1Kbits
Default Value: 0 Kbits
15 Conditions: It the incoming FR SVC call does not explicitly

request a specific committed burst size then the

default Bc is used as the requested Bc.

o Default Service Category
20 This selection allows the node administrator to assign the default ATM

service category for frame relay SVCs.

Valid Values: ‘nrt VBR’, ‘UBR’ and ‘ABR’.
Default Value: ‘nrt VBR’. (nrt VBR is the default selected by the
Frame Relay Forum for FR SVCs; see document
25 frftc.106r1, supra).
Conditions: Since FR SVC calls may not request a specific service

category at call set-up time, the default service
category 1s used for all incoming calls originating

from the subscriber.
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2. SVC Throughput Limit Provisioning for Native ATM

e Maximum Allowed Peak Information Rate (Max PIR).

This selection allows the node administrator to assign the maximum peak

information or data transmission rate for SVCs in the ABR, nrt-VBR and rt-VBR service

categories. (The PIR limit corresponds to the PCR traffic descriptor parameter formally

specified in the ATM standards.)

Valid Values:
Default Value:

Conditions:

From 0 to 2**30-1Kbps; and ‘no limit’.

‘no limit’

If the limit for incoming or outgoing calls is enabled,
then any incoming or outgoing call requesting a
forward or backward peak information or data
transmission rate greater than the configured
maximum allowed value will be rejected with a cause
code value of #49, which represents ‘Quality of
Service not available’. If ‘no limit’ is configured then
no limit checking is done. The PIR applies to the
following ATM service categories: ABR, nrt-VBR
and rt-VBR.

¢ Maximum Allowed Sustained/Minimum Information Rate (Max SIR/MIR)

This selection allows the node administrator to assign the maximum

allowed sustained or minimum information or data transmission rate for ATM SVCs in

the rt-VBR, nrt-VBR and ABR service categories. (The SIR./MIR limit corresponds to
the SCR and MCR parameters formally specified in the ATM standards.)

Valid Values:
Default Value:

20615418.2
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[f the limits for incoming or outgoing calls is enabled,
then any incoming or outgoing call requesting a
forward or backward SIR or MIR in excess of the
configured maximum allowed value will be rejected
with a cause code value of #49, which represents
Quality of Service not available. If ‘no limit’ is
configured then no limit checking is done. The
SIR/MIR applies to the following service categories:
rt-VBR(SIR), nrt-VBR(SIR) and ABR(MIR).

¢ Maximum Allowed Peak Information Rate for CBR (Max PIR for CBR)

This selection allows the node administrator to assign the maximum

allowed peak information or data transmission rate (corresponding to the PCR parameter)

for ATM SVCs requesting a service category of CBR.

15

20

235

20615418.2

Valid Values:
Default Value:

Conditions:

From 0 to 2**30-1Kbps; and ‘no limit’.

‘no limit’

It the limits for incoming or outgoing calls is enabled,
then any incoming or outgoing call requesting a
forward or backward PIR for CBR in excess of the
configured maximum allowed value will be rejected
with a cause code value of #49, which represents
"Quality of Service not available’. If ‘no limit’ is
configured then no limit checking is done. This limit
only applies to ATM SVCs requesting a CBR service
category.
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e Maximum Allowed Peak Information Rate for UBR (Max PIR for UBR)

This selection allows the node administrator to assign the maximum
allowed PIR (corresponding to the PCR parameter) for ATM SVCs requesting a service
category of UBR.

5 Valid Values: From 0 to 2**30-1Kbps; and ‘no limit’.

Default Value: ‘no limit’

Conditions: [f the limit for incoming or outgoing calls i1s enabled,

then any incoming or outgoing call requesting a

forward or backward PIR for UBR in excess of the

10 configured maximum allowed value will be rejected

with a cause code value of #49, which represents

‘Quality of Service not available’. If ‘no limit’ is

configured then no limit checking is done. This limit

only applies to ATM SVCs requesting a UBR service
15 category.

e Maximum Allowed Maximum Burst Size (Max MBS)

This selection allows the node administrator to assign the MBS for ATM
SVCs in the rt VBR or nrt VBR service categories.

20 Valid Values: An integer value or ‘no limit’.
Default Value: ‘no limit’
Conditions: If the limit for incoming or outgoing calls is enabled,

then any incoming or outgoing call requesting a
forward or backward MBS in excess of the configured
25 maximum allowed value will be rejected with a cause
code value of #49, which represents °‘Quality of
Service not available’. If ‘no limit’ is configured then

no limit checking is done. This limit only applies to
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ATM SVCs requesting a rt VBR or a nrt VBR service

category.

3. Limits Administration
5
e Limits for Incoming Calls
This selection allows the node administrator to enable or disable the
verification that incoming calls are requesting throughput that falls within the configured
throughput limits.
10 Valid Values: ‘Enabled’ or ‘Disabled’ (Boolean values)

Default Value: ‘Disabled’

Conditions: Limit checking is carried out on incoming calls only
when this parameter is enabled; otherwise no checks
on incoming calls are carried out.

15
e Limits for Outgoing Calls
This selection allows the node administrator to enable or disable the
verification that outgoing calls are requesting throughput that falls within the configured
limits.
20 Valid Values: ‘Enabled’ or ‘Disabled’ (Boolean values)

Default Value: ‘Disabled’

Conditions: Limit checking on outgoing calls is carried out only
when this parameter is enabled; otherwise no checks
on outgoing calls are carried out.

25

As shown, these limits are invoked on a global basis in that all previously

described incoming or outgoing limits are checked or not. However, the
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enablement/disablement mechanism may be implemented on a per limitation basis, if

desired.

4. SVC Permission Based on Requested Service Category

5
These selections, as shown 1n Fig. 4, allow the node administrator to accept
or reject SVCs based solely on the requested service category of the call. All five service
categories CBR, rt VBR, nrt VBR, ABR and UBR are individually configurable. This
throughput limitation applies only to incoming calls.
10 Valid Values: Y’ or ‘N,

Default Value: Y’ (meaning accept the call)

Conditions: If the ‘accept SVCs based on requested service
category’ limitation is ‘N’ for a given service category
and a call originates from the subscriber requesting

15 the given service category, the call will be rejected

with a cause code value of #57 which represents

‘Bearer capability not authorized’.

For ease of reference, the following table 1 illustrates the concordance or

20  relationship between the foregoing ATM throughput limits and service categories.
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TABLE 1

In the foregoing, the throughput limitations are specifiable on a per
subscriber/per connection basis. That is, each time the subscriber attempts to originate or
terminate a switched connection the limit checking, if enabled, is performed for that
particular connection. However, in alternative or additional embodiments the throughput
limitations may be cumulative per subscriber. In such an embodiment the edge node 12
maintains throughput limitation accumulators for each subscriber. Thus, for instance, if a
particular subscriber has a cumulative PCR limitation of 10Mbs, then in circumstances
where the subscriber has established connections reserving 9 Mbs and is requesting an
additional connection requiring 2Mbs, the new connection would be refused. Similarly
other modifications and variations may be made to the preferred embodiment without

departing from the spirit of the invention.
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CLAIMS
1. A method of establishing connections in a switched connection network,
comprising:
(a)  provisioning a throughput limitation in respect of a subscriber to the
network
(b) requesting the establishment of a switched connection call involving the
subscriber;
(c) filtering the call based on the throughput limitation associated with the
subscriber; and
(d)  establishing or refusing to establish the call based on the outcome of the
filtering step.
2. A method of establishing connections in a switched connection communications

network, comprising:

(a)

(b)

(¢)

20615418.2

provisioning a throughput limitation database in respect of one or more

subscribers to the network;

signaling a call set-up message in order to establish a switched connection

associated with a given subscriber;

receiving the call set-up message at an edge network node associated with
customer premise equipment of the given subscriber and comparing at least
one throughput request provided by the call set-up message against at least

one corresponding throughput limitation stored in the database with respect

to the given subscriber; and
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(d)  progressing the call set-up message or refusing to establish the switched

connection based on the outcome of the comparison.

3. The method according to claim 2, including checking the availability of resources
within the edge network node to support the connection prior to progressing the
call set-up message, and refusing to establish the connection in the event of

insufficient resources.

4. The method according to claim 3, including transmitting a call set-up failure
message to an originator of the call set-up message in the event the switched

connection is not permitted to be established.

5. The method according to claim 2, including selectively enabling throughput
limitations in respect of connections originating from or terminating at the

subscriber customer premise equipment.

6. The method according to claim 2, wherein the communication network employs an
ATM protocol, and the throughput requests and corresponding throughput
limitations are selected from the group of trattic parameters comprising:

(a)  peak information rate for any appropriate service category;
(b)  burst size for any appropriate service category;
() sustained information rate for any appropriate service category;

(d) minimum information rate for any appropriate service category.
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The method according to claim 2, wherein the communication network permits
frame relay switched connections, and the throughput requests and corresponding
limitations are selected from the group of traffic parameters comprising:

(a) committed information rate;

(b)  excess burst size; and

(¢) committed burst size.

The method according to claim 6, wherein a throughput request and limitation

comprises an ATM category of service.

The method according to claim 2, wherein the database is stored on the edge

network node.

The method according to claim 2, wherein the throughput limitation applies to each

call made and/or received by the subscriber.

The method according to claim 2, wherein the throughput limitation 1s cumulative

upon all existing or attempted calls made and/or received by the subscriber.

A network node, comprising:

a throughput limitation database in respect of one or more subscribers to the
network; and

processing means for receiving a switched connection call set-up message
associated with customer premise equipment of a given network subscriber and

comparing at least one throughput request incorporated in the call set-up message
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against at least one corresponding throughput limitation stored in the database with
respect to the given subscriber, and in response to said comparison progressing the

call set-up message or refusing to establish the call.

The node according to claim 12, wherein the processing means is operative to
check the availability of internal resources to support the connection prior to
progressing the call set-up message, and refusing to establish the connection in the

event of insufficient resources.

The node according to claim 13, wherein the processing means 1s operative to
transmit a call set-up failure message to an originator of the call set-up message in

the event the call is not permitted to be established.

The node according to claim 12, wherein the processing means includes means for
selectively enabling throughput limitations in respect of connections originating

from or terminating at the subscriber customer premise equipment.

The node according to claim 12, wherein the processing means executes an ATM
communications protocol, and the throughput requests and corresponding
throughput limitations are selected from the group of traffic parameters
comprising:

(a)  peak information rate for any appropriate service category;

(b)  burst size for any appropriate service category;

(C) sustained information rate for any appropriate service category;

(d) minimum information rate for any appropriate service category.
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17. The node according to claim 12, wherein the processing means is operative to
permit frame relay switched connections, and the throughput requests and
corresponding limitations are selected from the group of traffic parameters
comprising:

(a) committed information rate;
(b)  excess burst size; and

(¢c) committed burst size.

18. The node according to claim 16, wherein a throughput request and limitation

comprises an ATM category of service.

20615418.2
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SUBSCRIBER SVC THRoVG HPVT LIMITATIONS

Limits for Incoming Calls: Enabled
Limits for Outgoing Calls: Enabled

ATM Frame Relay
Max PIR: no limit Max CIR: 256Kbps
Max SIR/MIR: 'no limit Max Be: 64Kbits
Max PIR for CBR: no limit Max Bc: 128Kbits
Max PIR for UBR: no limit Def CIR: 128Kbps
Max MBS: no limit Def Be: 64Kbits
Def Bc: 64Kbits

Def Service Category: nrt VBR

FIGURE 3

§1

SUBSCRIBER S5Y¢ THR oVvG-HPUT LIMITATIONS

RT NRT
Service Category CBR VBR VBR ABR UBR

Accept SV(Cs Y Y Y Y Y

FIGURE 4
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Limits for Incoming Calls:

Limits for Outgoing Calls:

ATM
Max PIR: no limit
Max SIR/MIR: 'no limit
Max PIR for CBR: no limit
Max PIR for UBR: no limit
Max MBS: nc limit

Enabled
Enabled

- SUBSCRIBER Svi THRoub HPVT LIMITATIONS

$ O

Frame Relay

CIR: 256Kbps

Be: 6¢4Kbits

Bc: 128Kbits

CIR: 128Kbps

Be: 64Kbits

Bc: 64Kbits -
Service Category: nrt VBR i
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