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SIM-CENTRIC MOBILE COMMERCE SYSTEM FOR DEPLOYMENT
IN A LEGACY NETWORK INFRASTRUCTURE

BA R THE

This invention relates to a financial transaction processing system, using
wireless mobile devices having ‘an internal SIM or USIM to manage subscription
accounts in conjunctioﬁ with a commgniéation system provider to enable t:he
wireless mobile device to interact with an ordinary financial transaction network,
typically used for commercial transactions with credit cards and debit cards.

The use of mobile wireless handset devices has heretofore been limited.
Previous attempts to utilize the wireless communication capabilities of handset
devices, such as wireless mobile phones for mobile commerce, has been ré_stricted
to portals in the telecommunications network and to portals in the w;)rld wide web
that have been designed to cater to small, wireless mobile devices of limited.
capabilities. While adoption of wireless m-commerce platforms is expanding, the
mobile wireless device is excluded from the real world marketplace because of
legacy financial transaction processing equipment.

Directly using the communication capabilities of mobile phones and other
wireless portable digitai devices in the retail marketplace requires that the remote
terminal at the retail establishment have wireless communication capabilities.
Future remote terminals will likely incorporate wireless capabilities allowing
direct communication between the wireless mobile device and the remote
terminal. 'I‘he.systém here devised not only enables the wireless mobile device to
engage in financial transactions with entities having such wireless
communication capabilities, but also with existing legacy systems, i)articularly

credit and debit card terminals.
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SUMMARY OF THE INVENTION

The SIM-based financial transaction processing system of this invention
adapts our concept of control points in a wireless communication network to
enable secure m-commerce (mobile commerce) from wireless mobile handsets.
Control points are specific locations in a telecomﬁuﬂcation network where the
data stream can be monitored and altered under direction of the controlling -
entity. In a SIM-based mobile communication system, each wireless mobile
device has a SIM or USIM that is coded under control of the wireless mobile
system operator to authenticate the subscriber to the mobile network. The mobile
system operator has total control over its linking server that commgnicatés wi£h
the wireless mobile devices deployed by the mobile operator. The serw;er link
enables secure encrypted messages to be passed between the wireless mobile
devices and the link server.

The acronym SIM represents Subscriber Identity Module. Similarly, the
acronyin USIM represents Universal Subscriber Identity Module. In practice, a
SIM is a physical and logical entity in the form of an Integrated Circuit Chip
(ICC), wherein the SIM and USIM are applets or applications that validate the
identity of the subscriber, at least to the issuer of the SIM and USIM. In a 2G
(Second Generation) telecommunication network, the module for subscriber
identity may be hardwired to the ICC and considered as a single physical and
logical entity defining access conditions to a secure environment. In 2+G
networks and 3G (Third Generation) networks, the ICC includes an application
layer for applications in addition to the identity application of the SIM. A
Universal integrated Circuit Chip (UICC) is the platform or operating system on



WO 2007/117632 PCT/US2007/008630

. which applications in a USIM can be built. The UICC is a platform independent

' layer specified in 3G TS 31.101, and can accommodate a full featured ﬁnaﬁcial '
transaction processing system of the type proposed. With SIM for 2+G and USIM
for 3G, value added services are possible for wireless mobile systems that include
wireless mobile communication devices of limited capabilities, typically handsets
such as teleconnected PDAs and cell phones.

However, as noted, the avenueé for implementation of financial serviic,es are
limited, since the remote network terminals customarily deployed into the retail
market to process financial transactions are not yet equipped to directly |
communicate with wireless mobile devices. These legacy terminals generallgr
process financial transactions through the medium of a card reader to idéptif&
and verify card holder accounts represented by credit cards and debﬁ cards that
are presented by a customer. The physical cards are swiped or inserted into a
reader where account and identity information is read from a magnetic strip and
verified by a network communication via a modem to the issuer or representative
of the issuer, who can elect to authorize or deny the transaction.

The SIM-based financial transaction processing system of thié invention
enables the wireless mobile handset device to engage in financial transactions
with improved security and uniquely using the existing infrastructure of
conventional credit card and debit card terminals.

In a SIM-based mobile communication system, wireless mobile devices
(most commonly mobile phones) are rr;anaged by a service provider under a
subscription agreement with users. Usually, the mobile operator that manages
the deployment and operation of the mobile phones in the network and the service

provider that manages the subscription agreements with the users are one and
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the same. Heré, for convenience, the account managef and mobile operator,
when co-acting, are identiﬁed as the service provider.

The secure encrypted server link to the SIM (or USIM) in the wireless’
device provides two control points for low risk management of financial
transactions in addition to traditional management of call charges in accord with
the terms of subscription agreements. With control of the secure link server and
control of the coded SIM/USIM in each mobile device, the service prov1der can
monitor and manage both the call account and the financial transaction account
for each of its subscribers. This coordinated account control alse permits
individual subscriber account management to be delegated to the SIM or USIM in
the subscriber’s mobile device, thereby creating a distributed, SIM-centnc
financial transaction management system.

In this specification, it is to be understood that the use of the term “SIM”
also includes “USIM” unless otherwise indicated. Generally, the mobile operator
in the described system has oversight, control and ultimate responsibility for
managing the mechanics of the subscriber account that resides in the SIM/USIM
of the subscriber’s mobile device. The SIM/USIM is secure from the subscriber as
well as the user of the wireless device, who is usually, but not always, the same
person as the subscriber.

With control of the security for the secure link server and control of a path
for secure communications between thg link server and the wireless mobile device
and, hence, the_ contained SIM or USIM in a particular device, a mobile operator
can control a SIM-based financial account by a SIM-based account management
application or applet that is pre-programmed to the uniquely identified SIM or
USIM by the mobile operator. When the mobile operator also controls the
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management of subscriber accounts and assumes the role of a service provider for
wireless mobile device usei's, then the businéss model for managing a controlled
network of wireless mobile devices in the open telecommunication and internet
arena is within the discretion of the mobile operator as the service provider.

Conveniently, by délegating the micromanagement of a subscriber’s
account or accounts to the SIM/USIM of the subscriber’s wireless mobile devxce
and by directing transaction authonzatwn inquiries to a SIM-centric account
manager in the subscriber’s handset, a powerful financial transaction processing
system can be implemented with minimal costs. The individual wireless mobﬂe
devices become distributed processors in a network regulated by the service
provider through protocols devised by the service provider to implement its
business model. For example, the service provider may elect to be f;h'e guarantor
of the financial transactions processed, or elect to collaborate with a financial
entity or institution that is an ultimate guarantor or sponsor for the financial
transactions of the subscribers when using their subscription account.

The call or communication events are traditionally the responsibility of thé
mobile phone service provider. Experience with call charge risks eﬁables
prediction of financial tra.nsaction risks. Within pre-defined limits, the mobile
phone service i)rovider is therefore in a unique position to assume the additional
risk of financial transactions. The service provider has the ability to determine
the parameters for charges against the accounts, including call charges and/or
transaction charges. Since the service provider is able to monitor the distributed
accounts and control the avenue to securely communicate with the discrete
account processors in the SIM/USIM, the service provider can allow the real time

micromanagement of the accounts to be delegated to the programmed SIM/USIM
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in the particular subscriber’s mobile device. The very distributed nature of the
:account -processing distributes and limits the risks. Unlike a conventional
centralized authorization center, a substantially risk-free authorization for a
financial transaction in the invented system is delegated to the account
management application in the SIM/USIM according to a real-time
determination of the subscriber account status in the mobile device.

A preferred SIM-centric account management system for financial
transactions can be implemented by a service provider to provide for m-commerce
in the retail market place with legacy equipment. For example, a user of a
subscription mobile device in a wireless network concludes a purchase
transaction by communicating the mobile number or a pointer to the mobile
number to the sales person. This r;lay be done orally or by a subscribér card
having a magnetic stripe. The mobile number (or pointer to a resource havipg the
mobile number) together with the transaction data including the amount of the
charge, is entered into the retailer’s charge or debit terminal. The retailer’s
remote terminal connects to the internet, and the information is routed to the
service provider’s link server for account verification and initial accoﬁnt control.
If the transaction is within the transaction account limits as defined by the
service provider, the secure link server of the service provider queries the SIM-
centric account manager in the subscription device (wireless handset) through
the secure wireless communication link. The SIM-centric account manager in
the subscription device then audits the.account to determine if the account status
can cover the charge. If yes, the subscriber’s device prompts the usér for
approval. If approved, for example, by pressing a particular key, the approval or

authorization is returned through the secure communication link to the link
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server of the service provider and forwarded to the remote terminal of the retailer.
Concurrently the SIM-centric account manager adjusts the account to reflect the
charge from the retailer and the transaction is concluded. In the situation where
the service provider is collaborating with a sponsor, such as a bank, the
transaction data is first routed to the sponsor and forwarded to the service
provider as an authorization authority. The service provider sends a secure
message to the wireless mobile device with the specified mobile number. When
the transaction is approved as described and the internal transaction account has
been adjusted to reflect the charge, a receipt is passed by a secure message to the
link server of the service provider and then forwarded to the sponsor. The
mechanics of the process can be varied to accommodate different levels of security
desired, for example, by requiring a PIN (Personal Identification Number) on

different levels of risk that are acceptable.

BRIEF DESC )N

| Fig. 1 is a schematic illustration of the SIM-based financial transaction

processing system.

Fig. 2 is a block diagram of the handset account management application.
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ED DES Y RRED EMBODIMENTS

The SIM-based financial transaction processing system of this invention,
designated generally by the feference numeral 10 in Fig. 1, comprises a hardware
system and processing method for use of wireless mobile devices having an
internal SIM or USIM in mobile commerce (m-c.ommerce) The SIM- based
financial processing system of this invention uniquely enables the wireless mobile
device to engage in financial transactions with the legacy system of remote
terminals that typically process credit card and debit card transactions and de not -
have the capability to wirelessly communicate with wireless mobile devices.

In addition, the SIM-based financial transaction processing system of th1s
invention provides for a distributed system of subscriber account management
wherein the SIM or USIM in each wireless mobile device, such as a mobile.
phone, functions as a discrete transaction processor, thereby eliminating the
necessity for a central processing center or transaction authorization center. Not
only is the cost of such a financial transaction Processing system dramatically
reduced, but the risk is distributed and the security is maximized by the control
the system provider has on the secure communication link between the SIM or
USIM in the mobile device and the secure link server of the mobile operator.

Typically, a mobile operator manages a number of wireless mobile devices
under a contract with the users of the devices. In this arrangement, the users
are subseribers to a communication service, such as a mobile phone service, and
the mobile operator is a service provider, who not only maintaing the controlled
network of subacriber devices in the open communication network, but also

manages the payment system under a variety of optional payment plans.
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In order to minimize the communication traffic between the service
‘provider and the mobile terminals under its control, the mobile operator can
delegate account management for calls to the discrete mobile devices. In 2+G and
3G phone systems, highly sophisticated account management protocols which are
secure from the user can be coded into the SIM or USIM in the mobile device for
managing call chargeé and the subscriber’s subs;cription account. In this
manner, the use of the mobile device is reguléted, removing risk from the
operator that the contractual limits of use as set forth in the suﬁscription
agreement afe not exceeded. The ability to control internal accounts in the mobile -
device by protocols devised by the mobile operator that are secure from the users
enables use of the wireless mobile device for mobile commerce.

Heretofore, such efforts have enlisted the communication capabilities of the
wireless mobile device to initiate a dialog with a merchant for selection and -
purchase of goods and services. Wireless mobile devices having internet
capabilities enabling connection to internet portals tailored to mobile handset
devices has been the prime avenue being implemented for m-commerce.
Interaction with brick and mortar merchants is limited by the legacy wire-based
terminals used for the common credit card and debit card transaction. Direct
wireless communication between the mobile device and the merchant’s store
terminal requires that the remote terminal have RF capabilities. This requires a
system upgrade that will likely be slow to implement.

The SIM:centric account manager of this invention enables a wireless
mobile device, having network communication capabilities under control of a
SIM/USIM in the device, to engage in financial transactions with legacy card

reader terminals common to brick and mortar world merchants.
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A preferréd embodiment of the SIM-based financial transaction processing
i system 10 is illustrated in the network diagram of Fig. 1. In Fig. 1, a network

operator, designated by diagram box 12, has a stable of mobile numbers (MN)
represented by diagram box 14 that it can deploy in wireless mobile devices 16,
such as the wireless PDA/phone handsets 16a. The mobile operator 10 can
release the wireless mobile devices 16 into the open world commumcatlon
network, if the mobile operator assumes financial responsibility for the actlons (or
at least the transactions) of the devices 16 as they roam in a worldwide landscape
that may only in part include the telecommunication network and the mternet

Control of the wireless mobile devices 16 by -the mobile operator 10 is ﬁrst
established by control of the secure server link 18 represented schematicahy a,é a
radio frequency transmission 18a from a transmission tower or anfeima 20. The
radio-transmitter 20 may be part of the controlled network of the mobile operator
10 or accessed via the avenue of the worldwide web 22, for example, through
agreements with other service and system providers. The secure server link 18
enables encrypted messages to be passed between a server 24 under total control of
the mobile operator 10 and each wireless device 16.

The wireless mobile devices 16 are in the possession of users 26, a weak link
in the chain of responsibility. A user 26 is controlled by the mobile operator 10
through an agreement with a subscriber 28 who takes possession of the mobile
device 16 pursuant to a contract with qonditions for use as dictated by the mobile
operator. Frequently, the subscriber 28 is the same as the user 26 who actually
operates the mobile handset 16a. However, when the user 26 is not the .subscriber
28, the subscriber assumes responsibility for the user and may restrict the user

from access to certain of the services available to the subscriber.

10
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Control of the subscriber 28 is first established by contract with a
subscription agreement 29 and then is maintained by control of the operation of '
the wireless mobile device 16. Although mobile communication devices typically
include an internal processor, in 2G and 3G systems, this internal processor is
relegated to managing the operations of the mobile device and its interaction with
the user and network. Security and protection of the primary asset of the mobile
operator, the mobile number, is mainf;ained by the SIM or USIM. The SIM or
USIM is a secure integrated circuit chip and, in the case of the USIM, an
encapsulated operating system for not only establishing and validating an
identity, but controlling access to restricted resources including applications.

When the mobile operator is the issuing authority for the SIM/U SIM_, it |
controls the identity of the device assigned to the MN. Except When. access is
permitted, the SIM/USIM is secure from the user and subscriber as well as the
open network at large. This second control point enables the mobile operator 10 to
regulate the operation of the mobile device 16 in the open network environment.

In 2+G and 3G systems, the restricted resource may include small
application programs installed by the mobile operator 16. In the preferred
embodiment of this invention, the SIM/USIM 30 in the mobile handset 16a has a
SIM-centric transaction manager 32 that is a small application program that
micromanages an account or accounts on behalf of a subscriber 28 under
oversight of the mobile operator 10 according to the subscription agreement 29
with the subscriber 28. In this manner, the mobile operator 10 is a service
provider 34 that‘; receives renumeration for services provided to the subscriber 28
for use of the wireless mobile device 16 in a telecommunication network.

In the preferred embodiment of this invention, the mobile operator/service

11
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‘provider (10, 34) encodes the SIM/USIM 30 with the tailored SIM-centric
‘transaction manager 32 that enables micromanagement of a script account 36
for financial transactions at the mobile device level as schematically depicted in
Fig. 2.

The script account 36 contains virtual script 38 issued by the service
provider 34 according to rules established by the mobile operator/service provider
34. The rules are set in protocols in the microprogram of the SIM-centric :
transaction manager 32.

In this invention, the virtual script 38 issued by the service prbﬁder J4is
made available for financial transactions in a manner that simulates debit card
and credit card transactions. For example, the value of the virtual seript in the
script account 36 may be discounted or increased according to the tfahéaction,
according to the nature of the goods or services acquired, or the identity of the
merchant. Other fees, charges or credits may be included according to the
business model adopted by the service provider 34. Virtual script 38 is issued to
the script account 36 in the SIM/USIM of the wireless mobile device by the service
provider 34 via the secure server link 18. The amount of virtual scripi; issued
depends on the subscription agreement and may equal or be discounted from the
monetary value of any payment or credit charge made by the subscriber 28 to the
service provider 34. For example, the subscriber 28 may have a monthly payment
plan requiring fixed payments for a basic telecommunication service for a
particular type of wireless mobile devic;e. Excess calls and charges within limits
may be added to the next monthly bill. Alternately, a subscription period and a
script account having a set amount of virtual script may be all funded in advance

by cash, credit or check at the time the subscriber takes possession of the wireless

12
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. mobile device with the installed SIM or USIM. The wireless mobile device can be
' operate.d until the script account is emptied.

When the virtual script in the script account is low or exhausted, in a(n
alternate embodiment the account may be increased by the subscriber contacting
the service provider, and charging or paying for _d new issuance of script.,
Alternately, an increase in the script.account can be accomplished by
telecommunicating the code of a voucher or phone card to the service providér, or,
in other ways common in the telecommunications industry.

The script account 36 is used in mobile commerce in mult;iple ways as
noted. In the example of Fig. 1, a wireless mobile handset 16a is used to process a
financial transaction at a financial transaction terminal 40 that does not have
wireless capabilities. The user 26 of the wireless handset 16a, acting as a
customer, communicates orally with the terminal operator 42 during the
purchase of goods or services. In one preferred embodiment, the ten-digit mobile
number (MN) of the subscriber’s wireless mobile device 16 is combined with a six-
digit prefix that is an ANSI certified credit card prefix assigned to an issuing
institution. Thfs creates a sixteen-digit number that is the equivalent to a credit
card or debit card number. In the example of Fig. 1, the institution or financial
sponsor 44 that is issued the prefix and is the guarantor of the financial
transaction according to customary financial practices, is the same entif;y as the
service provider 34. However, it is to be understood that a separate entity may
collaborate with the service provider as a sponsor 44. .

In the example of Fig. 1, the terminal operator 42 or user 26 keys in the
ANBSI prefix and MN and the terminal operator 42 adds the details of the

purchase. The account data and transaction data are sent by an authorization

13
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modem 48 route.r or open ethernet line under the control of the merchant 46 to the
open world wide web 22 using existiﬁg protocols and standards for processing .
credit card transactions.

The combined account and transaction data are routed to the ANSI prefix
institution, here the service provider 34, for authorization. The service provider
34, which intermittently monitors the' internal aécounts of the v.vireless mopile
device, extracts the MN, compares the purchase charge to the likely available
amount of virtual script in the script account associated with the MN. If the
amount of the charge is over the value of script in the account, the transaction
authorization is denied. If it is likely the amount is within the value of virtual
script remaining in the script account for the MN, the service provider 34 .sends a
secure message to the mobile wireless device 16, wherein the SIM/USIM, using
the SIM-centric account manager, determines whether the charge amount can be
covered by the virtual script remaining in the account. If it can, the SIM-centric
account manager 32 prompts the user 26 for approval, for example, by a ring tone
and visual message on the handset screen 50. If the O.K. given is, for example, by
a key acknowledgement, the approval is returned by the mobile device 16 using a
secure wireless message to the link server 24. The secure messaging can utilize
SMS or Beaver IP or other secure communication services. The service provider
then relays the authorization through the worldwide web to the transaction
terminal 40 for viewing by the terminal operator 42 or user 26 to complete the
transaction.

To facilitate the purchase, the subscriber 28 is issued an account card 52
having a magnetic strip encoded with the ANSI prefix and MN for entry of this

data into the terminal 40 by sliding the card in a card slot 54.

14
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When thé transaction is approved for completion, the SIM-centric account
manager deducts the charge from the virtual script in the script account.

The foregoing financial transaction process parallels a charge card
transaction. For added security, the process can include a PIN number known to
the user 26 and service provider 34. In this case, when the terminal 40 inquires if
this is a debit transacfion, and if the user indicai;es y;es, the subscriber’s pi:n
number is entered and the processing of the transaction parallels a debit
transaction. In this manner, the subscriber 28 can restrict access to the script
account and prevent a user from authorizing charges to the subscriber’s scriPt
account. |

In the event that the service provider 84 requires that the subscriber
account be audited in real time, the SIM/USIM includes a SIM-centﬁc account
manager 60 that includes a script account 62 for managing use charges as the
wireless mobile device roams in the telecommunication network and engages in
telecommunication events, such as calls and media entertainment. This script
account 62 may be separate from, or combined with, the script account 36 for
ﬁnancia.} transactions. In that manner, the audit of account status can
determine if the available issued seript in the account or accounts will be adequate
to cover communication charges and financial transaction charges combined.
With the real time account management distributed to the wireless mobile devices
16 under control of the service provider 34, the financial risk to the service
provider 34 is minimized. Furthermore, with the real-time account management
residing in the wireless mobile device 16, the user 26 can access the account to
view the status in the device’s display 33.

It is to be understood that the SIM-based financial transaction processing

15
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. system of this invention can be modified to accommodate different business

: models. For example, the retail merchant may have a merchant card or
membership card that is used in the remote transaction processing terminal 40 'to
initiate the transaction. The membership card may include the customer’s

' mobile phone number for m-commerce as well as an ANSI prefix identifying the
merchant or the merchant’s ﬁnancml mstltutlon The purchase data is routed to .
the prefix entity and the transaction data is then forwarded to the link server 24.
The link server 24 extracts the MN and sends a secure SMS or Bearer IP to the
wireléés mobile device 16 having the MN. The transaction is processed by the
SIM-centric account manager and, after a positive audit, approval notification is"
relayed to the subscriber or authorized user for final approval as prgviousiy
described. .

Where the service provider 34 as issuer of the SIM/USIM is willing to take
additional risk, the final approval step can be waived for transactions of limited
value. In this case, the service provider 34 has a history of the subscriber’s
account or accounts and, as noted, periodically monitors the accounts when
convenient, for example, during times of low traffic. In this manner, the
transaction can be completed even when thé mobile device is off.

To improve security, the SIM-centric transaction manager may include a
transaction specific PIN number generator coordinated with a mirror number
generator in the link server for generating a unique PIN for each financial
transaction. The PIN number generator can comprise a key number and
transaction counter (or numerical date) with an algorithm that generates a
unique PIN for each financial transaction.

The PIN number can be presented as a screen prompt to the user by the

16
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SIM-centric ac.count manager without a communication dialog with the link
server.

Alternately, when the ANSI prefix and MN are entered, an account alert is
routed to the link server which forwards a transaction specific PIN to the user via
the secure server link 18. The user enters the PIN in the remote terminal 40 and
the transaction data is routed to the link server 24 for the approval process as
previously described. This process c;auses a slight delay and the génerati(')n.of a
PIN by the internal SIM-centric account manager is preferred.

The use of a PIN in these two situations does not prevent an authorized or |
unauthorized user in possession of the handset from accessing the subscribér’s"
script account. For such protection, a PIN known only to the subscriber 'gs
previously described or a biometric lock or biometric PIN generatof'is required.

It is to be understood that other variations are possible, since control of the
two control points enabling control of the secure server link with the wireless
mobile devices can reside with a single entity. With this level of security, the
identity of the account and identity of the guarantor institution can be sent over
the open internet without encryption. This allows features for the convenience of
the user. For example, a user prompts the wireless mobile device that the user in
possession of the handheld device wants to do a financial transaction. One or
more prefixes are displayed with the identity of the bank, sponsor, merchant or
other entity for the subscriber’s account or accounts. The user can then easily
select the appropriate prefix to be given to the terminal operator for entry.
Alternately, as noted, the prefix can be entered by the user together with the easily
recalled telephone number for initiating the commercial transaction that

proceeds to conclusion at the script account managed by the SIM-centric account
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. manager as pr“ev_iouély described.

Although the subscriber 28 does not have direct access to.the SIM/USIM to

- alter the subscription accounts, the SIM/USIM account manager application in a
preferred embodiment maintains a real record of transactions and/or charges for
each account and/or combined accounts and generates a report that is accessible
by the subscriber. Depending on the memory available, the report may provide a
screen view of the last five transactions or charges, or may cover the entire ‘
history. This may be provided automatically after each transaction or charge, or
by a user prompt. It is to be understood that this view may be password protecfed )
to prevent authorized and/or unauthorized users 26 from viewing the accouni;
records. The service provider 34 may restrict the view to a limited number of
transactions or simply to the account balances accordiﬁg to the sub.s'cripti(.)n
agreement 29, and services offered by the service provider.

W]:u'ie, in the foregoing, embodiments of the present invention have
been set forth in considerable detsil for the purposes of making a complete
disclosure of the invention, it may be apparent to those of gkill in the art that
numerous changes may be made in such detail without departing from the spirit

and pririciples of the invention.
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SIM-CENTRIC MOBILE COMMERCE SYSTEM FOR DEPLOYMENT
IN ALEGACY NETWORK INFRASTRUCTURE

CLAIMS

1. A distributed financial transaction processing system in a legacy financial
transaction network for wirelgss mobile handset devices having an internal SIM
or USIM under céntrol of a service provider in‘ a }yi.reless cqxﬁmunica'g‘ion network
cor}nected to an open world communication network comprising:

a service provider having a secure link server;

at least one wireless mobile handset device having an internal SIM
or USIM under control of the service provider wherein secure messages can be
exchanged between the link server and the wireless mobile handset device; and,

an account management application, at least in part contained in the
SIM or. USIM of the wireless mobile handset device, under control of the service
provider Wher‘ein the account management application manages a financial
account in the handset device associated with the SIM or USIM of that handset
device for a user of the handset device wherein the legacy financial transaction
processing nétwork' has remote debit and credit card-like terminals, and wherein
a financial transaction processing number is communicated by the user of the
handset device to one of the remote terminals and transaction data is routed by the
remote terminal to the secure link server and by the link server to the user’s
handset device wherein the account management application adjusts thé

financial account in the handset device.
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2. The financial transaction processing system of claim 1 wherein the
handset device has a mobile number and the financial transaction processing

number is the mobile number of the handset device.

3. The financial transaction processing system of claim 2 wherein the
financial transaction processing number has an ANSI prefix identifying a

financial entity in addition to the mobile number of the handset device.

4. The financial transaction processing system of claim 2 wherein the
financial transaction processing number has a user PIN in addition to the mobile

number of the handset device.

5, The financial transaction processing system of claim 1 wherein the
transaction data routed to the user’s handset device includes a user approval

prompt wherein the handset device prompts the user to signal an approval.

6. The financial transaction processing system of claim 1 wherein the
transaction data is routed by the secure link server to the handset device in real

time.

7. The financial transaction processing system of claim 1 wherein the secure
link server optionally approves a financial transaction and subsequently routes
the transaction data to the user’s handset device wherein the financial account in

the handset device is adjusted.
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8. The financial transaction processing system of claim 3 wherein the
-transaction data is routed by the remote terminal to the financial entity before

routing to the secure link server for approval.

9.  The financial transaction processing system of claim 1 wherein the
financial transaction processing number is carried on a magnetic strip on a card
and is communicated to the remote terminal by a conventional card swipe by the

user.

10.  The financial transaction processing system of claim 1 wherein virtual
script is issued to the financial account in the handset device according to a

business model adopted by the service provider.
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