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J' zone, an anomaly identifier determined by analyzing a detected symptom asso -
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amples enable causing the beacon to broadcast the zone report packet to be re-
l ceived by a user device associated with a user of the particular user type.
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BACKGROUND
[0001] Compuling devices may be organized and stored together in various ways. Vast
numbers of devices may be housed fogether, such as in a datacenter. Data centers often
contain large fleets of computing equipment, which are often organized in racks and
related infrastructures. A typical data center typically houses thousands of computers and
related hardware such as networking gear. Managers of the datacenter may monitor the

status and health of the devices by keeping track of the devices.

Brier DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1 is a biock diagram depicting an example computing device for detecting

anomalies of devices;

[0004] FIG. 2 is a block diagram depicting an example environment in which various
examples may be implemented as a system for detecting anomalies of devices;

[0005] FlG. 3 is a block diagram depicting an example system for detecting anomalies

of devices:

[0008] FIG. 4 is a block diagram depicting an example method for detecting computing
device anomalies; and

[0007] FIG. 5 is a schematic diagram of an example environment having devices being
monitored by example systems for detecting anomalies of devices.
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DETAILED DESCRIPTION
[0008]  With the rapid growth in the use of computers to host business applications,
websites, cloud, etc., the need for larger data centers to house computing hardware has
also grown rapidly. A data center or server farm is a facility to house computer systems
and related equipment (e.g., storage, networking switches, routers, etc.). For example, a
business or organization may house all or some of its computer servers (i.e., hosts) at a
set of physical locations in order to manage these systems effectively. The computer
systems in a data center may be connected to clients via the Internet, Wide Area Network,
Local Area Network, or other medium. Servers often host critical applications of a
business, which may depend on the continuous operation and reliability of the servers.
Management of the health and status of computing servers and cther devices can be
critical in responding to evenis that require manual intervention and in maintaining

reliability of computing resources.

[0008] Examples disciosed herein provide for detecting anomalies of devices. The
examples disclosed herein enable polling a device in a zone covered by the computing
device. In response {o detecting an anomaly of the device in the zone, examples herein
enable configuring a beacon {o generate a zone report packet. The zone report packst
may include a location of the device in the zone, an anomaly identifier determined by
analyzing a detected symptom associated with the anomaly, and instructions for a
particular user fype. Examples enable causing the beacon to broadcast the zone report
packel to be received by a user device associated with a user of the parlicular user
type. In this manner, exampies may provide detecting anomalies of a device and
reporting that anomaly {o a particular user who may then take action on detecied
anomalies.

[0010] Referring now to the drawings, FIG. 1 is an exampie computing device 100 for
detecting anomalies of devices. Computing device 100 may be an selectronic device
capable of performing the funclions to be described herein. For example, computing
device 100 may be a particular-purpose device, or it may be implemented as other devices
such as servers, integrated or distributed devices, personal computing devices, all-in-one

computing devices, tablet or other mobile computing device, mobile phones, electronic
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book readers, network-enabled appliances, and/or other suitable electronic devices. As
shown in FIG. 1, computing device 100 may include a processor 110 and a non-ransitory
machine-readable storage medium 120.

[0011] Processor 110 may be at least one central processing unit (CPU),
microprocessor, and/or other hardware device suilable for relreval and execution of
instructions stored in machine-readable storage medium 120. Processor 110 may feich,
decode, and execute instructions 121, 122, 123, andfor other instruciions. As an
alternative or in addition to retrieving and executing instructions, processor 110 may
include at least one electronic circuit comprising a number of electronic components for
performing the functionality of at least one of instructions 121, 122, 123, and/or other
instructions.

[0012] Machine-readable storage medium 120 may be any electronic, magnetic,
optical, or other physical storage device that contains or stores execuiable instructions. In
some implementations, machine-readable storage medium 120 may be a non-ransitory
storage medium, where the fem “non-transitory” does not encompass transitory
propagating signals. Machine-readable storage medium 120 may be implemented in a
single device or distributed across devices. Likewise, processor 110 may represent any
number of processors capable of executing instructions stored by machine-readable
storage medium 120. Processor 110 may be integrated in a single device or distributed
across devices. Further, machine-readable storage medium 120 may be fully or partially
integraied in the same device as processor 110, or it may be separate but accessible to
that device and processor 110.

[0013]  In one example, the program instructions may be part of an installation package
that, when installed, can be executed by processor 110. in this case, machine-readable
storage medium 120 may be a portable medium such as a floppy disk, CD, DVD, or flash
drive or a memory maintained by a server from which the installation package can be
downioaded and installed. In another exampie, the program instructions may be part of an
application or applications already installed. Here, machine-readable storage medium 120
may include a hard disk, optical disk, tapes, solid state drives, RAM, ROM, EEPROM, or
the like.
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[0014] Pdlling device in zone instructions 121, when executed by processor 110, may
poll a device in a zone covered by the compuling device 100. For example, poliing device
in zone instructions 121 may send a status request to the device in the zone and await a
response. Altematively, poliing device in zone instructions 121 may be subscribed o
status aleris from the device. In some examples, polling device in zone instructions 121
may poll the device in the zone by wireless communication. For example, the device and
the computiing device 100 may communicate via Wi-Fi, Bluetooth, cloud network, or other
forms of wireless electronic communication. Alternatively, the device and the computing
device 100 may be physically connected, either directly or through a network such as the
internet.

[0015] The device may be in a zone, which may be an established geographic area. In
some examples, a zone may cover a plurality of devices in an established geographic
area. For example, a zone may be a datacenter or a particular area within a datacenter.
Polling device in zone instructions 121 may be responsible for monitoring the plurality of
devices in the zone by polling the devices in the zone.

[0018]  The device in the zone may be any device that has a status or other information
that may be polled by polling device in zone instructions 121. For example, the device may
be a compuling system in a datacenter. Other examples of devices may be storage
devices, switches and nelworking equipment, as well as personal devices. In a specific
example, the zone may cover all of the devices of a particular section of a datacenter. For
example, the zone may cover all devices on a particular rack. Polling device in zone
instructions 121 in such an example, monitors the health and status of the devices on that
particular rack. Other examples of information that may be polled include power
consumption, processor usage, memory capacity, device temperature, and various other
data.

[0017] Beacon programming instructions 122, when executed by processor 110, may
configure a beacon {0 generate a zone report packet. Beacon programming instructions
122 may do so in response o the computing device 100 detecting an anomaly of the
device in the zone, through the execution of polling device in zone instructions 121.
Beacon programming instructions 122 may configure a beacon by communicating

configuration instructions to the beacon.
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[0018] The beacon may be any device or component that may broadcast data packets.
For example, a beacon may be able to broadcast packets wireless, such as via Bluetooth.
As described in detail later, a beacon may be a separate device wirelessly connected {o
the computing device 100 or it may be a built-in conneclivity engine of the compuling
device 100. The beacon may receive configuration instructions from beacon programming
instructions 122 wirelessly or by a physical connection. The beacon may include antennas
or cther components for broadcasting communication packets.

[0019] A beacon may generate a zone report packet, which may include data to be
communicated through a network. A zone report packet may include, among other
information, a location of the device in the zone, an anomaly identifier determined by
analyzing a detecied symptom asscciated with the anomaly, and an instruction for a
particular user type. For example, a zone report packet may contain universally unique
identifiers, major codes, and minor codes to carry the various information. In some
examples, the location of the device in the zone may be a relative position among the
plurality of devices covered by the zone.

[0020] The anomaly identifier may be determined by analyzing a detected symptom
associated with the anomaly. For example, when an anomaly is detected, computing
device 100 may also receive metadata about the symptoms of the anomaly. For example,
beacon programming instructions 122 may determine that the device is performing siowly,
is unresponsive, or is overloaded. Each symptom may be associated with particular
anomalies. After analyzing the symptoms, an identity of the anomaly may be determined
and programmed {o the zone report packet.

[0021] The instructions for a particular user type may be a set of instructions that may
determine the information that is presented to a user of the parlicular user type. For
example, different user types may be interested in different information about a particular
anomaly. For instance, a datacenter maintenance engineer may be interesied in viewing
the details of a particular anomaly caused by a particular device, while a network
administrator may be inferested in viewing the overall performance metrics of the
datacenter. The instructions for a parficular user type may facilitate the communication of
pertinent information to particular users.
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[0022] Beacon broadcasting instructions 123, when executed by processor 110, may
cause a beacon to broadcast the zone report packet generated in the execution of beacon
programming instructions 122 to be received by a user device associated with a user of a
particular user type. For example, the zone report packet may be broadcast within a
particular range of the beacon. When a user device enters the range of the beacon, the
zone report packet may be picked up by the user device, which may communicate the
zone report packet to the user. How the user device may do so is explained herein in
relation to later figures.

[0023] Furthemmore, computing device 100 may include additional functionalities, some
of which is further discussed herein in reference below to FIG. 2-6.

[0024] FIG. 2 is an example emnvironment 200 in which various examples may be
implemented as a computing device for detecting anomalies of devices 210. Environment
200 may include various components including a device zone 220 of a plurality of devices
225 (illustrated as 225A, 2258, 225C). Each device 225A, 2258, 225C may communicate
with computing device 210. For example, computing device 210 may be subscribed o
status alerts from devices 225A, 2258, 225C. Similarly, computing device 210 may
continuously poll devices 225A, 2258, 225C for status updates. Devices 225A, 2258,
225C may be any type of device which may be monitored for anomalies by computing
device 210. For example, the devices of device zone 220 may include servers, integrated
or distributed computing devices, personal computing devices, allin-one computing
devices, tablet or other mobile computing device, mobile phones, elecironic book readers,
network-enabled appliances such as “Smart” televisions, and/or other suitable electronic
devices. While each device is depicted as a single device, devices 225A, 225B, 225C may
include any number of integrated or distnbuted computing systems.

[0025] Furthemmore, environment 200 may include beacon 230 operably coupled to
computing device 210. Beacon 230 may be a communications device that may broadcast
computer communication. For example, beacon 230 may broadcast a data packet
generated by computing device 210.

[0026] The various components {e.g., components 210, 230) depicted in FiG. 2 may be
coupled o at least one other component via a network 250, Network 250 may comprise

any infrastructure or combination of infrastructures that enable electronic communication
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between the components. For example, network 250 may include at least one of the
internet, an intranet, a PAN (Personal Area Network), a LAN {Local Area Network), a WAN
(Wide Area Network), a SAN (Slorage Area Network), a MAN (Metropolitan Area
Network), a wireless network, a celiular communications network, a Public Swiiched
Telephone Network, and/or other network. According tc various implementations,
computing device 210 and the various components described herein may be implemented
in hardware andfor a combination of hardware and programming that configures
hardware. Furthermore, in FIG. 2 and other Figures described herein, different numbers of
components or entities than depicted may be used.

[0027] A cloud service 260 may be connecled {o the other components of environment
200 by network 250. Cloud service 260 may receive information from the other
components, perform funclionalities, and send information {o the other components. Cloud
senvice 260 may include any resocurce that can be provided to environment 200 over
network 250.

[0028] Computing device 210 may comprise a polling device in zone engine 211, a
beacon programming engine 212, a causing beacon broadcasting engine 213, and
personalized rendering engine 214. In some examples, computing device 210 may include
additional or allemative engines. The {emm “engineg”, as used herein, may refer {o a
combination of hardware and programming that performs a designated function. For
example as illustrated in FIG. 1, the hardware of each engine, for example, may include
one or both of a processor and a machine-readable storage medium, while the
programming is instructions or code stored on the machine-readable storage medium and
executable by the processor {o perform the designated function. in addition or as an
alternative, each engine may include a set of hardware devices including electronic
circuitry for implementing the functionality described below.

[0028] Polling computing devices engine 211 may poll a device 225 in zone 220. For
instance, polling computing devices engine 211 may send a status request to the devices
225 in zone 220 and await a response. Alternatively, engine 211 may be subscribed {0
status alerts from the device 225. Zone 220 may cover an established geographic area,
and may be, for example, a datacenter or a particular area within a datacenter.
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[0030] Beacon programming engine 212 may configure beacon 230 to generate a
zone report packel. Beacon programming engine 212 may do so in response to the
computing device 210 detecting an anomaly of a device 225 in the zone 220. Beacon
programming engine 212 may configure a beacon by communicating configuration
instructions to the beacon 230, which may be any device or component that may
broadcast data packets. Beacon is shown as a separate component from the computing
device 210, but in some examples, beacon may be a built-in component of the computing
device 210.

[0031] Beacon 230 may generate a zone report packet, which may include data to be
communicated through a nefwork. A zone report packet may include, among other
information, a location of the device in the zone, an anomaly identifier determined by
analyzing a detecled symptom associated with the anomaly, and an instruction for a
particular user type.

[0032] The anomaly identifier may be determined by analyzing a detected symptom
associated with the anomaly. For example, computing device 210 may receive anomaly
information from polling the devices 225, and send the information to cloud service 260.
Cloud service 260 may perform the functionality for determining the anomaly identifier.
After analyzing the sympioms, an identity of the anomaly may be determined and
programmed {o the zone report packet.

[0033] The instructions for a particular user type may be a set of instructions that may
determine the information that is presented o a user of the particular user type. For
example, different user types may be interested in different information about a particular
anomaly. The instructions for a parlicular user type may facilitate the communication of
pertinent information {o particular users.

[0034] Causing beacon broadcasting engine 213 may cause beacon 230 to broadcast
the zone report packet generated by beacon programming engine 212 to be received by a
user device 240 associated with a user of a parlicular user type. For example, the zone
report packet may be broadcast within a particular range of the beacon 230. When user
device 240 enters the range of the beacon 230, the zone report packet may be picked up
by the user device 240, which may communicate the zone report packet to the user.
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[0035] In response to user device 240 receiving the zone report packet, personalized
rendering engine 214 may cause to deliver, to the user device 240, a personalized
rendering of the zone report packet based on the instructions for the particular user type.
The personalized rendering may inform the user of user device 240 of a particular action {o
address the anomaly. Specifically, the personalized rendering may include information
pertinent {o the particular user type, and may include a particular visualization and other
information.

[0036] In some examples, the personalized rendering of the zone report may be
delivered from cloud services 260 via network 250. For example, when user device 240
receives the zone report packet, user device 240 may send a zone report packet delivery
confirmation packet {o cloud services 260 via network 250. Knowing that the zone report
packel has been delivered to a user device 240 of a particular user type, cloud senvices
260 delivers the personalized rendering of the zone report to the user device 240. In some
instances, the instructions to instruct user device 240 i{o send the zone report packet
delivery confirmation packet may itself be programmed in the zone report packet that was
caused by engine 213 to be delivered {0 user device 240.

[0037] FIG. 3 shows an example device anomaly detecting system 300 for detecting
anomalies of devices. System 300 may include polling engine 311, beacon programming
engine 312, cloud senvices engine 313, and beacon 320. Beacon 320 may iiself include a
packet receiving engine 321 and broadcasting engine 322. FIG. 3 performs similar
functionality with the exampies shown and described with relation to FIG. 1 and FIG. 2,
and will be described with reference o FIG. 5 to iliustrate the operation of system 300.
[0038] System 300 may represent a system 510E in the environment shown in FIG. &.
For example, FIG. & may illustrate a datacenter, where the datacenter is partitioned to
various zones 515A, 5188, 515C, 515D, and 515E. Systems 510A-510E may detect
anomalies of the devices of the respective zones 515. For example, system 300, which is
iftustrated as system 510k, may have polling engine 311 poll a plurality of devices 520E of
zone 515E.

[0039] Upon receiving an anomaly from a device, such as device 525, beacon
programming engine 312 may configure beacon 320 {0 generate a zone report packet. As

iHustrated in FIG. 3, beacon 320 may be a built-in communications engine of the system
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300. The zone report packet may include, among other information, a location of the
device in the zone, an anomaly identifier determined by analyzing a detected symptom
associated with the anomaly, and an instruction for a particular user type. To determine
the anomaly identifier, cloud services engine 313 may deliver the anomaly along with
anomaly symptoms o a cloud service, which may determine the anomaly identifier by
running functionality to analyze the symptoms associated with the anomaly.

[00407 Upon receiving the instructions to generate a zone report packet by packet
receiving engine 321, beacon 320 may broadcast the zone report packet by broadcast
engine 322. As an illustration, a zone report packet may be communicated via wireless
communication 531 from system 510k, A user device 540 of a particular user type 545
may receive the zone report packet by wireless communication 532 when the user device
540 is in range.

[00417  Upon user device 540 receiving the zone report packet, user device 540 may
send a zone report packet delivery confirmation packet to the cloud senvices. in response
to acknowledging that the zone report packet has been delivered {0 a user device 540 of
the particular user type 545, the cloud services may generate a personalized rendering of
the zone report and deliver that personalized rendering o the user device 540 {o be
accessed by the parlicular user type 545

[0042] FIG. 4 is a flow diagram depicting an example method 400 for detecting
computing device anomalies. The various processing blocks and/or data flows depicted in
FIG. 4 are described in greater detail herein. The described operations may be
accomplished using some or all of the system components described in detail above and,
in some implementations, various operations may be performed in different sequences
and various operations may be omitled. Additional operations may be performed aiong
with some or all of the operations shown in the depicted flow diagrams. Some operations
may be performed simultaneously. Accordingly, method 400 as illustrated {and described
in greater detail below) is meant be an example and, as such, should not be viewed as
limiting. Method 400 may be implemented in the form of executable instructions stored on
a machine-readable storage medium, such as by compuling device 210, and/or in the form
of electronic circuitry.

10
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[0043] In an operation 410, method 400 may include polling a device in a device zone.
For instance, the zone may cover an established geographic area, and may be, for
example, a datacenter or a particular area within a datacenter. Referring to FIG. 2, polling
device in zone engine 211 may be responsible for impiementing operation 410.

[0044] In an operation 420, methed 400 may include communicating with a cloud
service o deliver an anomaly {o cloud senvice. The cloud service may analyze symptoms
of the anomaly to determine an anomaly identifier for the anomaly. In an operation 430,
method 400 may include receiving the anomaly identifier determined by the cloud service.
Referring to FIG. 2, dloud services 260 may determine the anomaly identifier which is then
received by beacon programming engine 212 of computing device 210.

[0045] In an operation 440, method 400 may include generating a zone report. For
example, a zone report may include a location of the device in the zone, an anomaly
identifier determined by analyzing a detected symptom associated with the anomaly, and
an instruction for a particular user type. Referring to FIG. 2, beacon programming engine
212 may cause beacon 230 o generate the zone report for zone 220, Alternatively,
computing device 210 may generate the zone report, which then sent to the beacon 230.
[00486] In an operation 450, method 400 may include delivering a beacon programming
packet to a beacon. Referring to FIG. 2, beacon programming engine 212 may deliver the
beacon programming packet {o beacon 230 to generate the zone report for zone 220
[0047] In an operation 460, method 400 may include causing beacon to broadcast a
zone report packet to be received by a user device associated with a user of a particular
user type. Referring to FIG. 2, for example, the zone report packet may be broadcast
within a particular range of beacon 230. When user device 240 enters the range of the
beacon 230, the zone report packet may be picked up by the user device 240.

[0048] In an operation 470, method 400 may include receiving a packet delivery
confirmation packet by a cloud service. Referring to FIG. 2, upon receiving the zone report
packet, user device 240 may confirm delivery of the zone report packet to cloud services
260. Doing so may allow the cloud services 260 to detemrmine a personalized rendering of
the zone report for a user of the particular user type. In an operation 480, method 400 may
include delivering the personalized rendering of the zone report to the user device of the

11
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user. The user of the particular user type may view the personalized rendernng fo
understand the detected anomaly and actions for responding to the anomaly.

[0049] FIG. & is an example environment having devices being monitored by example
systems for detecting anomalies of devices. FIG. 5 was described herein in relation o FIG.
3.

[005C0] The foregoing disclosure describes examples for generating recommended
inputs for changing an ocutcome of a predictive model. The disclosed examples may
include systems, devices, computer-readable storage media, and methods for generating
recommended inputs. For purposes of explanation, cerfain examples are described with
reference to the components illustrated in FIGS. 1-5. The funclionality of the iliustrated
components may overlap, however, and may be present in a fewer or greater number of
elemenis and components. All or part of the functionality of illustrated elements may co-
exist or be distributed among several geographically dispersed locations. Moreover, the
disclosed examples may be implemented in various environments and are not limited to
the illustrated implementations.

[0051]  Further, the sequence of operations described in connection with FIGS. 1-5 are
examples and are not intended to be limiting. Additional or fewer operations or
combinations of operations may be used or may vary without departing from the scope of
the disclosed examples. Furthermore, implementations consistent with the disclosed
examples need not perform the sequence of operations in any particular order. Thus, the
present disclosure merely sets forth possible examples of implementations, and many
variations and modifications may be made to the described examples. All such
medifications and variations are intended fo be included within the scope of this disclosure
and protected by the following claims.

[0052] The temminoiogy used herein is for the purpose of describing particular
examples only and is not intended {o be limiting. As used herein, the singular forms “a”
“an,” and “the” are intended to include the plural forms as well, unless the context clearly
indicates otherwise. The term “plurality,” as used herein, is defined as two or more than
two. The term “ancther” as used herein, is defined as at least a second or more. The

term “coupled,” as used herein, is defined as connected, whether directly without any

12
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intervening elements or indirectly with at least one intervening elements, uniess otherwise
indicated. Two elements can be coupled mechanically, electrically, or communicatively
linked through a communication channel, pathway, network, or system. The term “and/or”
as used herein refers {0 and encompasses any and all possible combinations of a set of
the associated listed items. It will also be understood that, although the terms first,
second, third, efc. may be used herein to describe various elements, these elements
should not be limited by these terms, as these terms are only used to distinguish one
element from another uniess stated otherwise or the context indicates otherwise. As used
herein, the term "includes” means includes but not limited to, the term "including” means
including but not limited to. The term "based on" means based at least in part on.

13
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/We Claim:

1. A computing device, comprising a processor and a non-transitory machine-
readable storage medium encoded with instruclions executable by the processor, the
non-transitory storage medium comprising instructions to:

poll a device in a zone covered by the computing device;

in response to detecting an anomaly of the device in the zone, configure a
beacon to generate a zone report packet, wherein the zone report packet comprises a
location of the device in the zone, an anomaly identifier determined by analyzing a
detected symptom associated with the anomaly, and an instruction for a particular user
type; and

cause the beacon to broadcast the zone report packet {0 be received by a user

device associated with a user of the particular user type.

2. The computing device of claim 1, wherein the zone covers a plurality of devices

in an established geographic area.

3. The computing device of clam 1, wherein the beacon is a separate device

wirelessly connected to the computing device.

4, The computing device of claim 1, wherein the beacon is a built-in connectivily

engine of the computing device.

5. The computing device of claim 1, comprising instructions to cause {o deliver, to
the user device, a personalized rendering of the zone report packet based on the
instruction for the particular user type, wherein the perscnalized rendering informs the

user of a particular action to address the anomaly.

6. The computing device of claim 5, wherein the personalized rendering delivered to

the user is delivered from a cloud service.

14
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7. The computing device of claim 8, wherein the anomaly identifier is determined by
the cloud service, wherein the cloud service analyzes the detected symptom associated

with the anomaly.

8. A device anomaly detecting system, comprising:
a computing device, the computing device comprising:

a polling engine to poll a device in a zone covered by the computing
device, wherein the zone covers a plurality of devices in an established
geographic area; and

a beacon programming engine {o deliver, in response to detecting an
anomaly of the device in the zone, a beacon programming packet, wherein the
beacon programming packet comprises a zone report, wherein the zone report
comprises a location of the device in the zone, an anomaly identifier determined
by analyzing a detected symptom associated with the anomaly, and an
instruction for a particular user type; and
a beacon, the beacon comprising:

a packet receiving engine o receive the beacon programming packet; and

a broadcast engine {o broadcast a zone report packet {0 be received by a
user device associated with a user of the parficular user type, wherein the zone

report packet comprises the zone report.

. The device anomaly detecling system of claim 8, wherein the beacon is a built-in

connectivity engine of the computing device.

10.  The device anomaly detecting system of clam 8, the computing device
comprising a cloud senvices engine to communicate with a cloud service, wherein the
cloud senvice engine is to deliver the anomaly to the cloud service, and the cloud
senvice is to determine the anomaly identifier by analyzing the detected sympiom

associated with the anomaly.
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11. The device anomaly detecling system of claim 10, wherein the cloud service is
to:

receive a zone report packet delivery confirmation from the user device; and

in response to receiving the delivery confirmation packet, deliver, {o the user
device, a personalized rendering of the zone report packet based on the instruction for
the particular user type, wherein the personalized rendering informs the user of a
particular action to address the anomaly.

12. A method for detecting anomalies of devices, comprising:

polling, by a computing device, a device in a zone covered by the computing
device;

in response to detecting an anomaly of the device in the zone, generate, by the
computing device, a zone report comprising a focation of the device in the zone and an
anomaly identifier determined by analyzing a detected symptom associated with the
anomaly;

deliver, by the computing device, a beacon programming packet to a beacon,
wherein the beacon programming packet comprises the zone report and an instruction
for a particular user type; and

cause, by the compuling device, a beacon, upon receiving the beacon
programming packet, to broadcast a zone report packet to be received by a user device

of the particular user type, wherein the zone report packet comprises the zone report.

13. The method of claim 12, wherein the zone covers a plurality of devices in an

established geographic area.
14. The method of claim 12, comprising communicating, by the computing device,
with a cloud service to deliver the anomaly to the cloud service, and {o receive the

anomaly identifier determined by the cloud service.

15, The method of claim 14, comprising:

receiving, by the cloud service, a zone report packet delivery confirmation

16
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generated by the user device, and

in response to receiving the delivery confirmation packet, delivering to the user
device a personalized rendering of the zone report packet based on the instruction for
the particular user fype, wherein the personalized rendering informs the user of a
particular action to address the anomaly.
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