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(57) Abstract: Examples associated with device storage isolation are described. One example apparatus includes a set of receptacles
for electronic devices. Each receptacle includes a power connector to provide power to an electronic device stored in the receptacle, a
network connector to provide a network connection to the electronic device stored in the receptacle, and a locking mechanism to secure
contents of the receptacle. Members of the set of receptacles are digitally isolated from other members of the set of receptacles. The
apparatus also includes an authentication module to authenticate a user based on a credential provided by the user. The authentication
module controls a selected locking mechanism of a selected member of the set of receptacles based on the credential and based on data
received from a remote information technology module. The apparatus also includes a user interface module to instruct the user through
the process of storing a received electronic device in the receptacle or retrieving a provided electronic device from the receptacle.
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DEVICE STORAGE ISOLATION
BACKGROUND

[0001] Computing devices today have become a fundamental part of the way
we live and work, as well as smaller and more mobite. individuals, for example, use
computers and mobile devices for enterfainment, communication, shopping, and so
forth. Further, businesses often provide computers for their employees so that the
employees can efficiently carry out thelr dulies across a wide variety of functions.
While some businesses take on ownership and maintenance of devices provided fo
their users, other companies may opt fo offload certain information technology costs
using a variaty of techniques. For example, some companies may rely on a davice-
as-a-service (DAAS) offering. A DAAS offering may involve periodic payments fo a
device provider in exchange for user devices and service guaraniees for the hardware,

software, and so forth, of the devices.

BRIEF DESCRIPTION OF THE DRAWINGS

{00021 The present application may be more fully appreciated in connection
with the following detailed description taken in conjunction with the accompanying
drawings.

[0003] FIG. 1 ilustrates an example service kiosk associaled with device
storage isclation.

[0004] FIG. 2 illustrates another example service kiosk associated with device
storage isclation.

[GO08] FIG. 3 lustrates an example system associated with device storage
jsolation.

[0006] FIG. 4 dlustrates an example apparatus associated with device storage
isolgtion.
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DETALED DESCRIPTION

[0007] Examples associated with device storage isolation are described. As
will be more fully described herein, g service kiosk is an apparatus that is meant o
store g set of devices for supporting a device-as-a-service model. The service kiosk
includes a set of compartments sach fitted with conneciors o provide a connection
between a device stored within the compariment and various control modules
embedded in the service kiosk. The service kiosk may be physically installed in a
location accessible to employees of 8 company relying on a device-as-a-service model
{0 provide electronic devices o its employees. When service events associated with
devices occur, the employees may visit the kiosk to have thewr device repaired by the
kiosk and/or replaced by backup devices stored in the kiosk. This may increase the
uptime of devices assigned to the employses. The backup devices may also reduce
support costs associated with sending out technicians 1o provide support as a device
failure can be at least temporarily mitigated by replacing the failed device with a new
device in the kiosk, until sventually, a technician can be sent out to efficiently service
of replace many devices stored in the kiosk in a single visit.

[0008] One potential risk of using a8 service kiosk 1o provide information
technology support for a set of devices, is that the service kipgk itself may become a
vecior for attacking other devices in the service kiosk., A service kiosk that allows
devices to directly communicate with one anocther over either wired or wireless
connections may be particularly vuinerable. Consequently, the service kiosk may
incorporate digital isolation techniques into the structure of the service kiosk itself to
prevent devices from communicating with one another. The isolgtion may take a
variety of forms including, for example, faraday cages fo prevent wireless
commutication between a first device and other devices exiernal {0 a compariment in
which the first device is stored.

[0009] i is appreciated that, in the following description, numerous specific
details are set forth {0 provide a thorough understanding of the examples. However,
it is appreciated that the examples may be practiced without limitation to these specific
details. In other instances, methods and structures may not be described in detail 1o
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avoid unnecessarily obscudng the description of the examples. Also, the examples
may he used in combination with each cther.

[0010] "Module®, as used herein, includes but is not limited to hardware,
firmware, sofiware stored on a computer-readsble medium or in execution on a
machine, and/or combinations of each to perform a function{s) or an action(s}, and/or
10 cause a function or action from another module, method, andfor system. A module
may include a software controlled microprocessor, a discrete module, an analog
circuit, g digital circult, a programmed module device, a memory device coniaining
instructions, and so on. Modules may include gates, combinations of gates, or other
circuit components. Where midtiple logical modules are described, it may be possible
o incorporate the multiple logical modules into one physical module. Similarly, where
a singte logical module is described, it may be possible to distribute that single logical
modude between multiple physical modules.

[0011] As used herein, a service kiosk i intended {o broadly describe a
category of apparatuses used to securely store electronic devices in a manner that
aliows the devices to be configured while stored in the service kiosk. The service kiosk
may have one or more compartiments having data and/or power connectors. Devices
that are attached to the data connectors may be configured either directly by the
service kiosk or remotely by a remote service. Depending on where the devices are
in their life cycle, the configuration may include setting up a device for a new user,
modifying the device on behalf of a cument user {(ayg., reconfiguring the device,
repairing the device), deprovisioning a device, and so forth. The service kiosk may
also include an interface for communicating with andior authenticating users. Once
authenticated, the service kicsk may grant the user geocess to devices and or
compartments 1o allow the user {0 perform a task related 1o 8 device assigned (o the
user. The task may involve obtaining a device from the kiosk, storing a device in the
kiosk, and so forth. in various examples, the service kiosk may resembie, for example,
a vending machine, a set of lockers, a chest of drawers, and so forth, Various
structural components of a service kiosk may be made from wood, metal, plastic, or
other suitable materials. The service kiosk may include structural elements such as
legs, supporis, wall fasteners, and so forth.
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[0012] Consequently, the service kiosk may faclitste fulfilling service
guarantess of a device-as-a-service {DAAS) offering. In a DAAS offering, a user or
business may periodically pay a device provider for a device and a promise {o service
the device in the event the device fails. The service guarantee may include a variety
of terms and in various examples may cover firmware, software, hardware, device
data, user data, periodic lifecycle upgrades, and so forth. in this example, cownership
of the device may remain with the device provider. In the event of a failure of the
device or some other technical issue related {0 the device, a service kiosk stationed in
a location accessible to the user may allow the device provider 1o more easily provide
fechnical support for the device, up to and including replacing the device with a working
device. For businesses that are relying on several devices at any given time, it may
be cost effective for the business {0 have an on-site service kiosk o be able 1o quickly
provision a new device for g new user, deprovision a device when that device’s user
leaves the business, and so forth, in addition to the technical support features that may
be facilitated by the service kiosk ifself. Eventually, when itis determined that the stale
of the devices in the service kiosk make it likely the service kiosk will begin failing to
fulfit the service guarantee fo the business {e.g., because the service kiosk is full,
empty, has a number of devices in need of repair, or a combination of factors) a
technician may be called {0 service the kiosk andfor devices stored within, This may
be less expensive 10 the husiness and/or the device provider than having a technician
on site, or having g technician called to service each malfunctioning device.

[0013] Figure 1 Hustrates an example service kiosk 100 associated with
device storage isolation. Service kiosk 100 includes a set of receptacles 110. While
18 receptacies are shown, in other examples, service kiosk 100 may include a greater
or lesser number of receptacies. The receptacies 110 may be adapted for storing
electronic devices 198, Different receptacies may be adapted to store different types
of electronic devices 188, Here for example, receplacies 112 may be adapted o store
a first type of device {(&.9., laptops), and receptacles 114 may he adapied to store a
second typs of device {e.q., cell phones). In other examples, receptacles may be
contigured {o store different types, modsls, and/or brands of lapiops, phones, {ablels,
or other device types. Receplacles 110 may be adapted {0 store different types of
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devices based on a varisty of atfributes. For example, receplacies 110 for storing
phones may be smaller than receptacies 110 for staring lapiops.

[0014] One receptacle 140 is #lustrated in additional detail fo further illustrate
features of receptacles 110. In this example, receptacle 140 is adapled for sforing
cellular phones 188, This may affect the size of recepiacle 140, conneciors 160
instalied in receptacle 140, and so forth. Here, receptacle 140 is shown as having a
universal serial bus (USB) connector 160. USE connector 160 may provide power to
device 199 as well a data connection between device 189 and other components of
service kiosk 100. For laptops, receptacies 110 may use g different configuration of
connectors 1680 for providing power andfor data (o a device 188, For example, a
regional power adapior may be used for providing power to devices. The data
connsction for a laptop may be provided using, for example, an ethemet port, a
universal seral bus por, or other types of ports.

{0015] it is also worth observing that in other examples, connector 1680 may
take different physical forms. Here, connector 160 is illustrated as a USB port in the
rear wall of receptacie 140. This may mean that {o connect device 198 to connector
160, an appropriate cable would also need fo be provided. In other examples,
connectors 180 may be cables or refractable cables of the appropriate type for
connecting to a device type for which receptacle 140 is configured, a docking port of
the appropriate type for connecting to a device type for which receptacle 140 is
configured, a wireless communication transmitier {e.g., WiF1, Bluetooth) and so forth.
The different connector types may have different tradeoffs. For example, a USE port
as illustrated may ensure that a device appropriate cable is provided 1o a user who
obtains a device from recepiacie 140, but would also mean that a user inserling a
device 189 would have {0 bring of be provided such a cable. Alternatively, a connecior
that involves an installed cable or docking port may enswre that a person inserting a
device inlo receptacle 140 would be able {0 insert the device without providing an
additional cable, but would mean that a user retrieving a device from receptacie 140
would have to be provided an appropriate cable through an alternative method.
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[0018] Receptacle 140 also includes a locking mechanism 1585, In this
exampie, locking mechanism 155 s illustrated as being attached to 8 door 150 of
receptacle 140. However, locking mechanism 155 may take a variety of forms and its
form may depend on the form by which door 150 is designed to give access fo users.
Here for example, door 150 is dlustrated as opening outwards, though in other
examples, a sliding, rotating, or retracling door may be appropriate.  Locking
mechanism 155 may be controftable by other components of service kiosk 100 to grant
and restrict access {o receptacie 140, These other componenis and the situations in
which access to receptacie 140 may be controlied are more fully discussed below. In
some examples, it may ailso be desirable for locking mechanism 155 o be controllable
via a physical mechanism {e.g., a service key;. This may allow recsptacle 140 1o be
serviced by a technician 1o, for exampie, modify the contents of receptacie 140, repair
a component of receplacie 144, and so forth, sven when service kiosk 100 s
unpowsered,

[0017] In this example, receptacie 140 is illustrated as incorporating a digital
isolator 170, Here, digital isolator 170 is Hustrated as a faraday cage 170 that is built
into the structure of receptacie 140, Faraday cage 170 may prevent wirsless elecironic
signals from being transmitted by device 198 o devices external {o receptacie 140, as
well as preventing device 189 from receiving wireless signals from devices external to
receptacie 140. In this example, faraday cage 140 is illustrated as being grounded
175, though in other examples, the ground may be excluded. Other digital isolation
technigues may also be emploved. For example, digital isolation may also be
achieved via the port 160 providing a data connection between device 199 and other
componerts of service kiosk 100. By way of illustration service kiosk 100 may
implement individualized networks to prevent direct fransmission of wired signals
between devices in members of the set of receplacles 110, This may also prevent
devices 199 from detecting whether other devices are connected {o service kiosk 100.
Digital isolgtion may also include signal isclation to ensure secure communication
between devices in the receptacies 110 and other componenis of service kiosk 100,

in some examples, digital isolation may also incorporate power isolation.
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[0018] Service kiosk 100 also includes an interface 120, Interface 120 may
include several components. Here interface 120 includes g display 122, a keyboard
128, a keypad 126, and a radic frequency identification (RFID) scanner 124, interface
120 may use these components to facilitate communicating with user inferacting with
service kiosk 100. Interface 120 may also include additional components including for
exampile, cameras, touch input devices, extemnal device connectors {(e.g., to provide
power and/or data to devices not in receptacies 1103, and so forth. interface 120 may
also make use of lights 180 associated with individual receptacies 110. These lights
180 may aliow the interface to direct a8 user 10 a specific receptacie 110 of service
kiosk 100. For example, when service kiosk 100 seeks to direct a user to a specific
receptacle 110, service kiosk 100 may control a light on that receptacle to turn on,
blink, and so forth.

{0019] Service kiosk 100 may also include & variety of modules 130 for
performing varous funclions associated with service kiosk 100 andfor configuring
devices 199 stored in compartments 110 of service kiosk 100. Modules 130 may be,
for example, performed by a processor of a computer embedded in service kiosk 130.
in other examples, modules 130 may act as a communication pass through for
communications between a remote information technology module {e.g., a device-as-
a-service operation} and devices 199 stored in compariments 110 of service Kiosk
100,

{0020] in various examples, the modules 130 may interact with a user via
inferface 120, with devices 189 in compartments 110, with other modules 130, and
with remote servers and/or devices. For example, modules 130 may include an
authentication module. The authentication module may receive a credential from a
user and authenticate the credential basad on authentication data associated with the
user. The authentication data may have been received from a remote information
technology module. When the user is successfully authenticated, the authentication
module or another module 130 of service kiosk 100 may grant the user access to one
or more receptacies 110 of service kiosk 100. The user may provide the credential
vig user interface 120. The cradential may be, for example, a username and password
pair that identifies the user that the user inputs via keyboard 128. In ancther example,



WO 2019/212508 PCT/US2018/030278

the credential may be an RFID signal the user provides via RFID scamner 124, In
ancther example, the user may suthenticale themselves by altaching the mobie
device 189 to a data connector of service kiosk 100. Multi-factor authentication may
also be appropriate involving a combination of the above and/for other authentication
technigues.

[0021] in various examples, service kiosk 100 may be selective about granting
user access to receptacies 110. How service kiosk 100 determines which receptacles
110 to which a user is granted access may depend on what funclion service kiosk 100
is performing for the user. In various examples, the user may be picking up a device
from service kiosk 104, sioring a device in service kiosk 100, having a device repaired
or configured by service kiosk 100, diagnosing a technical issue with a device with the
help of service kiosk 100, and so forth. In these examples, service kiosk 100 may
grant such a user access only to receptacles associated with the {ask being performed
by service kiosk 100. The user may be granted access to these receptacles 110 by
service kiosk 100 controlling lfocking mechanisms 155 on the respective receptacles
110. In cases where the user is a technician responsible for servicing service kiosk
100, the user may be granted access 1o specific receptacies, or in some cases general
access to all receptacles 110. This may allow the technician to adjust the contents of
the receptacles and/or perform physical maintenance on devices stored within service
kiosk 100 or on service kiosk 100 itself.

{00221 Service kiosk 100 may also include a variety of other components 185,
For example, component 185 may be a compariment sforing additional supplies that
support the purpose of service kiosk 100. By way of #ustration, component 185 may
store spare paris, extra data and/or power cables, and so forth that may be used by
users interacting with service kiosk 108, In other examples, component 185 may giso
store, for example, packaging and mailing supplies for shipping devices 198 for
service. Other potential components 185 may also be contemplated.

[0023] Figure 2 Hlustrates an example service kiosk 200 associated with
device storage isolation. Service kiosk 200 includes a set of receplacies 210 for
slectronic devices {(e.g., electronic device 289). An example receptacie 240 is
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flusirated in additional detail. Each member of the set of receptacies 210 includes a
power conneactor 260 for providing power {0 an slectronic device (e.g., slectronic
device 289} stored in the receplacle. Here power connector 260 is illustrated as being
an alternating current power adaptor from North America. Each member of the set of
receptacies 210 also includes a data connector 265 o provide a data connection o
the electronic device stored in the receplacle. Here data connector 265 is illustrated
as being an Ethernet adaptor. Different receptacles may have different configurations.
in this example, ssrvice kiosk 200 includes some receptacies 212 having a first size,
and other receptacies 214 having a different size. The different sizes may correspond
{0 different types of devices {e.¢., laptops, celiphones, {ablets) intended for storage in
the receptacies. Further, depending on the type of device for which each receptacle
is configured, different power connectors and data conneciors may be appropriate. By
way of Hustration, the power connector and the data connector for certain devices may
cohabit a single physical connector (e.g., USB-C, Lighining). Regional differences for
the adaptors may also be appropriate depending on the geographic region in which
service kiosk 200 is physically located. Other atiributes of the receptacies may alsc
vary.

[0024] Each member of the set of recepiacies 210 also includes 3 locking
mechanism 255. Locking mechanism 255 may secure contents of the receptacie 240
Here, locking mechanism 255 is llusirated as being attached {o door 250 of example
receptacie 240, in other examples allemative locking mechanisms may be
appropriate. By way of illustration, the locking mechanism could be built into the
structure of receptacie 240, the door 250, a combination of components, and so forth.
Members of the set of receptacles 210 may be digitally isolated from other members
of the set of receptacies 210. Digital isolation may take a variety of forms. in this
example recepiacle 240 is #lustrated as having a faraday cage 270 attached fo a
ground 270 built into the structure of receplacie 240. Faraday cage 270 may prevent
wirelass transmissions between devices in members of the sat of receptacies 210, In
other examples, digital isolation may include individualized networks {o prevent direct
fransmission of wired signals between devices in members of the set of receptacles
210, Digital isolgtion may also include signal isolagtion o ensure secure
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communication helween devices in the receptacies 210 and modules embedded in
service kiosk 200, These modudes may include, for example, provisioning modules,
deprovisioning modules, repair modules, diagnostic modules, and so forth. Thus, fo
facilitate digital isolation between receptacies 210, service kiosk 200 may include
wiring andfor networking components that ensure that devices 289 stored in
receptacies 210 and connected o service kiosk 200 via adapiors 265 can
carmmunicate with components of service kiosk 200 but not with one another. These
networking components may include for example, hardware andior softwars
components such as routers, swilches, nelwork address translation software, and so
forth.

[0025] Service kiosk 200 also includes an authentication module 230.
Authentfication module 230 may authenticate a user based on a credential provided by
the user. When the user is authenticated, authentication module may conirol a
selected locking mechanism (e.q., locking mechanism 255) of a selected member
{e.q., receptacie 240) of the set of receptacies 210, Authentication module 230 may
control selected locking mechanism 255 based on the credential and based on data
received from g remaie information fechnology module. The credential received by
authentication module 230 may depend on other components to which authentication
230 is connected and is capabie of receiving inputs from. By way of ilfustration the
credential may be a user name and password recejved via a keyboard 228, g radio-
frequency identifier received via a radio-frequency identification scamnner 224, a
credential recsived from a device connected to service kiosk 200, and so forth.

[0028] Service kiosk 200 also includes a user interface module 235, User
interface moduls may instruct the user through the process of storing a received
electronic device in selecied receplacie 240, relrieving a provided electronic device
from selected receplacle 240, and so forth. In some example, user interface module
235 may communicate with the user via a user interface 220. Here, user interface 220
is illustrated as having several components including a display 222, a keyboard 226,
a numpad 228, and a radio frequency wdentification (RFID) scanner 226. As discussed
above, in some examples, authentication module 230 may scan a badgs beliowing o
the user. The badge may be scanned using a RFID scanner 224. The badge may

40~
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be provided by an employer of the user 1o authenticate the user to corporate assets of
the user. Authenticating the user 1 the corporate assets may allow service kiosk 200
{0 foad profiles associated with the user, devices in possession of the user, and so
forth to better facilifate providing service to the user and/or devices in their possession.
The user interface may perform a secondary authentication function {e.g., ask for a
password) to achieve mullidactor authentication. The user interface 220 may also
include components associated with individual receptacies 210, For example, light
280 may facilitate indicating to a user which receptacie the user should attempt 1o
access. Other user inlerface configurations may also be appropriate.

[0027] Figure 3 Hlustrales a system 300, System 300 includes a control
module 330, Control module 300 may control configuration of electronic devices
stored within system 300. Configuration of the electronic devices may include, for
example, provisioning the devices, repairing the devices, deprovisioning the devices,
and so forth.

[0028] System 300 siso includes a set of receplacles 310, An example
receptacie 340 is illustrated in additional detail, Members of the set of receptacies 310
may be adapted io siore elecironic devices {e.g.. electronic device 389). Each
receptacie may include, for example, an adaptor 380 for providing power to electronic
device 398, a data connection between elecironic device 388 and control module 330,
and so forth. Here, adaptor 360 is Hllusirated as being a universal serial bus (USB)
por, though other adaptors may be appropriate depending on the type of device
receptacle 340 is adapted to store. Each receptacle 310 also includes a locking
mechanism 355 to secure the contents of the receplacie. Here, locking mechanism
355 may prevent door 350 from opening when door 350 is closed and locking
mechanism 355 is fumed. Each recepiacie 310 may also include a digital isolator
{e.g.. faraday cage 370). The digital isolator may electrically isolate the elecironic
device from devices stored in other recepiacies 310,

[0029] System 300 also includes an interface 320 to receive input from a user.
interface 320 may include, for example, a display, a keyboard, 8 keypad, a RFID
scanner, and so forth. Interface 320 may facilitate guthenticating a user, allowing the

41
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user to communicate with system 300 and #s components, remote information
technology assels connected 1o system 300 over a netwark, information technology
administrators, and so forth.

[G030] System 300 also includes an  authentication module 335.
Authentication module 335 may authenticate a user based on a credential provided by
the user via interface 320. Authentication module 335 may also conirol a selected
locking mechanism of a selected member of the set of receptacies based on the
credential, and based on data received from a remote information fechnology module
385, The data received from the remote iformation technology module may be used
by coniral module 330 o configure a device 389 associated with the selected member
of the set of receptacies. This device 398 may be retrieved from the receptacle by the
user.

[0031] Figure 4 illusirates an apparatus 400, Apparatus 400 includes g set of
recaptacies 410. An exampie receplacie 440 is illusirated in additional detail. Each
receptacie 410 may include a power source o provide power 10 & slored electronic
device 498 and a dala connection 1o provide a dala connection betwsen stored
electronic device 499 and components of apparatus 400. Here the power source and
data connection are both lilustrated as being a part of USB port 480.

[0033] Each receptacle 410 may also include a locking mechanism 485 (e g.,
built onto door 450} o physically secure stored electronic device 4988 within the
receptacie. Each receptacle 410 may also include a digital isolator to prevent
communication between stored electronic device 498 and other electronic devices.
While a faraday cage 470 is #lustrated here, the digital isolator may also be an
individualized network, a signal isolator, or some other type of isolator.

[0033] Apparatus 400 also includes an interface 420 to communicate with a
user. The user may use interface 420 to communicate with an authentication module
430. For example, the user may provide a credential io authentication module 420 via
inferface 420. Upon authenticating the user, authentication module 430 may provide
access to a selected member {e.g., receplacie 440} of the set of receplacies 410,
Access may be provided by controlling a selected locking mechanism 455 of selected

S
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receptacle 440, In some examples, authentication module 440 may provide access
based on the credential and based on data received from a remote information
tachnology module 485,

{0034] Apparatus 400 also includes a device-as-a-service (DAAS) module
435, DAAS module 435 may use data received from the remote infarmation
technology moduie 485 {o pre-configure an electronic device {g.q., electronic device
498} stored within the selected member of the sel of receptacles. Preconfiguring the
device may involve loading data, applications, and so forth as identified by the remotle
information technology module onto the device. This may prepare the device for a
user who will eventually pick up the device from apparatus 400 so that the user ¢an
quickly begin using the device.

[G035] His appreciated that the previous description of the disclosed examples
is provided o enable any person skilled in the art o make or use the present
disclosure. Various modifications {0 these exampies will be readily apparent 10 those
skilled in the art, and the generic principles defined herein may be applied to other
examples without departing from the spirit or scope of the disclosure. Thus, the
present disclosure is not intended to be limited to the examples shown herein butis o
be accorded the widest scope consistent with the principles and novel features
disclosed herein.
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WHAT IS CLAINMER IS;

1. An apparatus, comprising:
a sat of receptacies for electronic devices, each receptacle comprising:
a power connector {o provide power 10 an electronic device stored in
the receptacle;
a data connector to provide a data connection 10 the slectronic device
stored in the receplacle; and
a jocking mechanism {0 secure contenis of the receptacle;
where members of the set of receptacies are digitally isolated from
ather members of the set of receptacies;
an authentication module 1o authenticate a user based on a credential
provided by the user, {o control, based on the credential and based on dafa received
from a remote information technology module, a selected locking mechanism of a
selected member of the set of receptacies; and
a user interface module to instruct the user through the process of at jeast
one of storing a received electronic device in the selecled recepladie, and refreving

a provided slectronic device from the selected receptacie.

2. The apparatus of claim 1, where a first receptacie has a first set of
attributes associated with a first device type, and where a second receptacle has a
second set of atiributes associated with a second device type.

3. The apparatus of claim 2, where the attributes include at least one of, a
size of the receptacle, @ power connecior type, and a data connactor type.

4, The apparatus of claim 1, where the first device fype i a laptop and
where the second device type is a cellular phone.

5. The apparatus of claim 1, where the power connedlor and the data
connector cohabit a single physical connector.
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8. The apparatus of claim §, where the single physical connsclor is one of
a USB-C connector, and a Lighining connector.

7. The apparatus of claim 1, where the members of the set of
receptacies are digitally isolated from one another using faraday cages {0 prevent
wireless transmission between devices in members of the set of receptacles.

8. The apparatus of claim 1, where the members of the set of recepiacies
are digitally isciated from one ancther using individualized networks {o prevent direct
transmission of wired signals between devices in members of the set of receptacies.

8, The apparatus of claim 1, where the members of the set of recepiacles
arg digitally isolated from ong another using signal isolation 1o ensure securs
communication between at least one device in @ member of the set of receptacles
and a module embedded in the service kiosk.

10.  The apparatus of claim 8, where the module embedded in the
apparatus is one of: a provisioning module, a deprovisioning module, a repsair
module, and a diagnostic module.

11.  The apparatus of claim 1, where the authentication module scans a
badge belonging to the user, the badge provided by an emplover of the user fo
authenticate the user o corporate assets of the employer, and where the user
interface performs a secondary authentication function to achieve multi-factor
authentication.

12, Agystem, comprising:

a control module to control configuration of electronic devices stored within
the system;

a set of receptacies adapled to store the electronic devices, each receptacle
comprising:

-45.
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an adaptor for providing at least one of power {0 an electronic device,
and a data connection between the electronic device and the control module;
a locking mechanism o secure contents of the receptacie; and
a digital isolator to elechrically isolate the slectronic device from devices
stared in other recepiacies;
an interface to receive input from a user; and
an authentication module to authenticate a user based on a credential
provided by the user via the interface, fo control a selected focking mechanism of 8
selected member of the set of receptacies based on the credential, and based on
data received from a remote information technology module, and where the data
received from the remote information technology module is used by the control
module to configure a device associated with the selected member of the set of
receptacies.

13.  The system of claim 12, where the device associated with the selected
member of the set of receptacies is retrieved from the receptacie by the user.

14, An apparatus, comprising:
a set of receptacies adapted {o store slectronic devices, where each

receptacle comprises:
a power source 1o provide power 10 a stored electronic device;
a data connection {0 provide a data connsction between the stored
electronic device and componentis of the apparsius;
a locking mechanism to physically secure the stored elecironic device
within the receptacle; and
a digital isclator to prevent communication between the stored
electronic device and other electronic devices;
an interface to communicate with a user; and
an authentication module to authenticate a user based on a credential
provided by the user via the interface, to provide access to a selected member of the
sel of receptacies by controlling a selected locking mechanism of the selected

18-
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member of the set of receptacies based on the credential, and based on dals
received from a remote information technology module; and

a device-as-a-service module {o use the data received from the remote
information technology module to pre-configure an slecironic device stored within the

selected member of the set of receplacies.

15, The apparatus of claim 15, where the digital isolatoris one of, a
faraday cage, an individualized network, and a signal isolator.

A7-
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