wO 20207112245 A2 | N0 H000 0 KO0 O O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual Propert 3
B organisation > O O A 0 00 0 RO
International Bureau / (10) International Publication Number
(43) International Publication Date g WO 2020/112245 A2
04 June 2020 (04.06.2020) WIRPOIPCT
(51) International Patent Classification: (72) Inventors: SMITH, Fraser M.; 360 Wakara Way, Salt
Not classified Lake City, Utah 84108 (US). OLIVIER, Marc X.; 360

(21) International Application Number: Wakara Way, Salt Lake City, Utah 84108 (US).

PCT/US2019/054537  (74) Agent: JOHNSON, Christopher L.; 8180 S 700 E, Suite
350, Sandy, Utah 84070 (US).

03 October 2019 (03.10.2019)  (81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AOQO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
(26) Publication Language: English CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,

(22) International Filing Date:

(25) Filing Language: English

(30) Priority Data:

16/151,279 03 October 2018 (03.10.2018) US KR,KW,KZ,LA,LC, LK, LR, LS. LU, LY. MA, MD, ME,
(71) Applicant: SARCOS CORP, [US/US]; 360 Wakara Way, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
Salt Lake City, Utah 84108 (US). OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(54) Title: DEPLOYABLE AERIAL COUNTERMEASURES FOR NEUTRALIZING AND CAPTURING TARGET AERIAL VE-
HICLES

104a e

(sensor(s))

(57) Abstract: A counter-attack unmanned aerial vehicle (UAV), for aerial neutralization of a detected target aerial vehicle, comprises
a flight body and a flight control system to intercept the detected target aerial vehicle, and comprises an aerial vehicle capture counter-
measure (€.g., a net) operable to capture the detected target aerial vehicle. The aerial vehicle capture countermeasure can comprise a
net deployable from the counter-attack UAV, and a captured target aerial vehicle can be delivered to a particular location. A system
for aerial neutralization of a detected target aerial vehicle comprises an aerial vehicle detection system comprising at least one detec-
tion sensor operable to detect the target aerial vehicle, and operable to provide command data (including location data) to at least one
counter-attack UAV for neutralization of the target aerial vehicle. The counter-attack UAV and systems may be autonomously operated.
Associated systems and methods are provided.

[Continued on next page]



WO 2020/112245 A2 | /10000000000 IR0 0

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— as to the identity of the inventor (Rule 4.17(i))

— as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

Published:
—  without international search report and to be republished
upon receipt of that report (Rule 48.2(g))



o

10

15

20

25

WO 2020/112245

PCT/US2019/054537

DEPLOYABLE AERIAL COUNTERMEASURES FOR NEUTRALIZING AND CAPTURING
TARGET AERIAL VEHICLES

BACKGROURND

[0001] Unmanned aerial vehicles (LJAVS), such as multi-rotor drones, fixed-wing
drones, and tilt rotor drones, have become increasingly popular in the past
decade. This popularity, coupled with their constantly improving performance
capabilities, pose threats in terms of collisions with other aerial vehicles or
structures, whether accidental or deliberate. More serious threats are also
becoming more of a realization and possibility, such as terrorist attacks on high-
value fargets, such as govemment complexes, international airporis, nuclear or
other power plants, petrochemical Tacilities, waler reservoirs, sporting events,
and other highly-populated or critical infrastructure or locations. Factors that
contribute to such threats are the high rate of speed of drones, their smali
signature, the possibility of simultanecus, coordinated attacks from a number of
attacking drones, their ability 10 carry increasingly large payloads, and others.
These factors are exacerbated by the fact that drones are relatively inexpensive,
easy o acquire, highly portable, and highly manesuverable. Moreover, consumer
drones are dramatically improving in terms of endurance, rangs, and payload
transport capabilities (e.g., some consumer drones can carry up 1o 50 Ibs., with
other more expensive and advanced drones being able to carry up 1o 400
pounds), which is snough to carry significant amounts of explosives, projectiles,
biological, and/or chemical weapons. In many cases, a drone operated for a
deliberate attack can be launched and flown info a protected perimeter within
just a few seconds, which leaves minimal fime to detect and neutralize the

attacking drone.

[0002] With all these considerations in mind, one or more inexpensive
adversarial drones can be autonomously or manually flown into a protected area
while potentially causing & large amount of damage and/or harm, all at a very
low cost and effort by a programmer/operator. Counteracting such threats with

existing technoiogies can be very costly and complex, particularly when trying to
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protect a relatively large airspace associated with hundreds of acres or square

kKilometers of a property.

BRIEF SUMMARY OF THE INVENTION

(60031 In one example, the present disclosure sets forth a counter-atiack
unmanned aerial vehicle ("counter-attack UAV”) for aerial neutralization of a
target aerial vehicle. The counter-attack UAV can comprise a flight body and a
fiight control systemn that controls flight of the counter-attack UAV to intercept a
detected target aerial vehicle. The counter-atiack UAV can comprise an aerial
vehicle capture countermeasure, carried by the flight body, and that is cperable
to capture the deiecled farget aerial vehicle, thereby neutralizing the target

aerial vehicle.

[0004] In one example, the counter-attack UAV comprises at least one sensor
configured to detect a position of the {arget aerial vehicle. The flight control
system can comprise a flight controlier operable to control autonomous flight of

the counter-attack UAV based on a detected position of the target aerial vehicle.

[0005] In one example, the counter-attack UAV comprises a wireless
communication device supported by the flight body and communicatively
coupled to an external aerial vehicle detection system. The communication
device can be configurad to receive command data, which can include {ocation
data, from the external aerial vehicle detection system 1o intercept the target
aerial vehicle, and the command data can be associated with the target aerial

vehicle as detected by the external aerial vehicle detection system.

[6006] In one example, the present disclosure sets forth a system for detecting
and neutralizing a target aerial vehicle. The system can comprise a counier-
attack UAV comprising: a flight body; a flight control system that controls flight of
the counter-altack UAV, and an aerial vehicle capture countermeasure carried
by the flight bedy. The system can comprise an aerial vehicle detection system

comprising at least one detection sensor operable to detect a target aerial

PCT/US2019/054537
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vehicie while the target aerial vehicle is in flight. The aerial vehicle detection
system can be operable o provide command data, which can include location
data, to the counter-attack UAV to facilitate interception of the target aerial
vehicle by the counter-attack UAV. In response {o interception of the target
aerial vehicle, the counter-attack UAV is operable {o capture the detected target
aerial vehicle with the aerial vehicle capture countermeasure, thereby

neutralizing the target aerial vehicle.

[6007] In one example, the aerial vehidle detection sysiem comprises an on-
board aerial vehicle detection system comprising at least one sensor configured
io detect a position of the target aerial vehicle. The flight control sysiem can
comprise a flight conirolier operable o confrol autonomaous flight of the counter-

attack UAY based on the detected position of the {arget aerial vehicle.

[6008] In one example, the aerial vehicle detection system can comprise an
external aerial vehicle detection system comprising at least one detection
sensor operable to detect the target aerial vehicle, and 1o provide command
data to the counter-attack UAVs o facilitate interceplion of the target aerial

vehicle by the counter-attack UAVs.

[0009] In one example, the exiernal aerial vehicle defection system is
associated with a ground-based structure to monitor an airspace, and the at
least one detection sensor comprises a plurality of detection sensors configured

to detect at leasti one target aerial vehicle.

[0010] In one example, the system can comprise a plurality of counter-atiack
UAVs and an aerial vehicle caplure countermeasure coupling together the
plurality of counter-attack UAVs. The pluralily of counter-attack UAVs can be
operable in a coordinated manner {o capture the target aerial vehicle with the
aerial vehicle capture countermeasure, thereby neulralizing the target aerial

vehicle.

[8014] In one example, the present disclosure sets for a method for aerial

neutralization of a target aerial vehicle. The method can comprise: defecting a

PCT/US2019/054537
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target aerial vehicle while in flight; operating a counter-attack UAV to intercept
the target aerial vehicle; and capturing the target aerial vehicle with an aerial
vehicle capture countermeasure carried by a flight body of the counter-atiack

UAV, thereby neutralizing the target aerial vehicle.

60121 In one example, wherain detecting the target aerial vehidie further
comprises fracking a dynamic flight position with an aerial vehicle detection

system.

[6013] In one example, the method can comprise communicating position data
between a plurality of counter-attack UAVs {o facilitate coordinated
neutralization of the target aerial vehicle, and deploying the aerial vehicle
capture couniermeasure 1o a deployed position by coordinating flight of the

plurality of counter-attack UAVS.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Features and advantages of the invention will be apparent from the
detailed description which follows, taken in conjunction with the accompanying
drawings, which together illustrate, by way of example, features of the invention;

and, wherein:

[0015] FIG. 1 is an illustration that graphically and schematically shows a
system for detecting and neutralizing target serial vehicle(s) with a counter-

attack UAV in accordance with an example of the present disclosure.

[0016] F1G. 2 is a block diagram that liustrates possible detection and
communication features of the system of FIG. 1 in accordance with an example

of the present disclosure.

[0017] FIG. 3 is a block diagram that Hliustrates possible detection and operation
features of any one of the counter-attack UAVs of FIG. 1 in accordance with an

example of the present disclosure.

[0018] FIG. 4Aillustrates one of the counter-atiack UAVs of FIG. 1, carrying or
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supporting an aerial vehicle capture countermeasure in a stowed or folded

position in accordance with one example of the present disclosurs.

[0019] FIG. 48 illustrates the counter-atiack UAV of FIG. 4A, showing the aerial
vehicle capture countermeasure transitioning from the folded position to a

deployed position.

[0020] F1G. 4C illustrates the counter-attack UAV of FIG. 4A, showing the aerial
vehicle capture countermeasure in the deployed position, and ready o capture

a target aerial vehicle.

[0021] FIG. 4D jllustrates the counter-attack UAV of FIG. 4A, showing the aerial
vehicle capture countermeasure and the caplured target aerial vehicle being

released by the counter-attack UAV.

[0022] FIG. SAillustrates the counter-atiack UAV of FIG. 4A, supported by a
pedestal while in a grounded state in accordance with an example of the

present disclosure.

[0023] FIGG. 5B illusirales the counter-attack UAV of FIG. 4A deployed from the

pedestal to intercept and neutralize a target aerial vehicle.

[0024] FIG. 6A illustrates ancther one of the counter-attack UAVs of FIG. 1,
carrying or supporting an aerial vehicle capiure countermeasure in a stowed or

folded position, in accordance with ancther example of the present disclosure.

[0025] FIG. 68 illustrates the counter-atiack UAV of FIG. 6A, showing the aerial
vehicle capture countermeasure transitioning from the folded position to a

deployed position.

[o02s] F1G. 6C illustrates the counter-attack UAV of FIG. 6A, showing the aerial
vehicle capture countermeasure in the deployed posiiion, and ready o capture

a target aerial vehicle.

[0027] FIG. 7 illustrates a counter-attack UAY supporting and towing an aerial
vehicle capture countermeasure in accordance with another example of the

present disclosure.
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[0028] FIG. 8 illustrates a counter-attack LAY supporting and towing an aerial
vehicle capture countermeasure in accordance with another example of the

present disclosure.

[0029] Reference will now be made {0 the exemplary embodiments illustrated,
and specific language will be used herein to describe the same. 1 will
nevertheless be understood that no limitation of the scope of the invention is

thereby intended.

DETAILED DESCRIPTION

[0030] As used herein, the term “substantially” refers o the complete or nearly
complete extent or degree of an action, characteristic, property, state, structure,
item, or result. For example, an object that is “substantiailly” enciosed would
mean that the object is either completely enclosed or nearly completely
enclosed. The exact allowable degree of deviation from absoiute completeness
may in some cases depend on the specific context. However, generally
speaking the neamess of compietion will be s0 as 1o have the same overall
result as if absolute and iotal completion were obtained. The use of
“substantially” is equally applicable when used in a negative connotation to refer
to the complete or near complete lack of an action, characteristic, property,

state, structure, item, or resuit.

[0031] As used herein, “adjacent” refers {0 the proximity of two structures or
elements. Particularly, elements that are identified as being “adjacent” may be
either abutting or connected. Such elements may also be near or close to each
other without necessarily contacting each other. The exact degree of proximity

may in some cases depend on the specific context.

(00327 To further describe the present technology, examples are now provided

with reference to the figures.

[0033] FIG. 1 schematically and graphically illustrates a system and method for

protecting an airspace area A with an external aerial vehicle detection system

PCT/US2019/054537
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100 and one or more counter-attack UAV(s), such as example counter-attack
UAVs 102a-c. The external aerial vehicle detection system 100 can be
configured o communicate with the counter-attack UAV(s) 102a-c for the
purpose of neutralizing one or more target aerial vehicle(s) (2.9., see target
aerial vehicles 104a and 104b) that may be encroaching or approaching the
airspace area A, and that are determined o be a threat {0 the airspace area A.
FIG. 2 is a block diagram that illustrates the components of the external aerial
vehicle detection system 100 and its ability to perform detecting and real-time
fracking of the target aerial vehicle(s) 104a and/or 104b, and to communicate
command data to the counter-attack UAV(s) 102a-c. The command data can
include any data relevant to facilitate capture of the target UAV, including, but
not limited to, data pertaining to the location of the target UAV. And, FIG. 3is a
biock diagram that illustrates a conirol system of an individual counter-attack
UAY (8.g., any one of 102a-c) for neutralizing the target gerial vehicle(s) 104a
andfor 104b, and how the control system is operable with the external aerial

vehicle detection system 100 and other counter attack UAVs 102,

[0034] As an overview, and in one exampie, the system of FIG. 1 can comprise
the external aerial vehicle detection system 100 configured to detact incoming
target agrial vehicles 104a and 104b that may be a threat to infrastructure
and/or assets within the airspace area A (e.¢., buildings, commercial airplanes,
utilities, personneil). The external aerial vehicle deiection system 100 can be
configured to obtain and communicate information about the detected target
aerial vehicles 104a and 104b, such as their tracked position{s) periodically over
fime or in real-time, their altitude, their trajectory, their velocities, and any other
sensed or acquired information pertaining o the target aerial vehicles 104a and
104b. Once obtained, this information can be communicated to the counter-
attack UAV(s) 102a-c, so that the counter-attack UAV(s) 102a-c can intercept
and neutralize the respective target aerial vehicle(s) 104a and 104b, as further
detailed below. The target aerial vehicles 104a and 104b can be any type of

UAV, for example, bul not limited to, unmanned single or muiti-rotor UAVs or
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fixed-wing UAVs (or lilt rotor UAVS), and others, that can be operated
autonomously or manually. Alternatively, the target aerial vehicles 104a and
104b can be manned vehicles, such as a manned helicopter, manned propeller
airplane, or other manned aerial vehicies. As mentioned, target aerial vehicles
104a and 104b (e.g., multi-rotor UAVS) can be significant threais because they
can ascend/descend vertically up to several kilometers in airspace, can hover
for many minutes, are extremely agile, fast, and maneuverable around
cbstacles, have small visual/iR/radar signatures, and can transport substantial
payloads. Therefore, quickly detecting and tracking their positions and
velocities within a relatively short timeframe (e.¢., a few seconds) is critical to
effectively prevent breach of the airspace area A, and more importantly {o

protect assets associated with the monitored airspace area A

[0035] To “intercept” can mean that a counter-attack UAV, such as counter-
attack UAV 102a (andfor 102b, 102¢) is flown into a position relative to a farget
aerial vehicle (for example, target aerial vehicle 104a) that permits the counter-
attack UAV 102a to perform a neutralizing function with respect (o the target
aerial vehicle 104a. This can include, bui is not limited to, flving the counter-
attack UAV 102a into a projected flight path of the target aerial vehicle 104a, or
along a flightpath offset from, but proximate the target aerial vehicle 1044, orto
a position proximate the target aerial vehicle 104a, or along a flightpath behind
the target aerial vehicle 104a, or along any other flight path or to any position
where the counter-attack UAV 102a is in close proximity to the target aerial

vehicle 104a.

[6038] The external aerial vehicle datection system 100 can be supported by or
associated with a ground-based structure, a vehicle {e.g., land, sea, or air), a
movable platform, or other platform that can support a number of components
discussed herein as associaled with the external aerial vehicle detection system
100. The exiernal aerial vehicle detection system 100 can comprise a number
of sensors or platforms spaced apart from each other around an area or about

different structures, and that can each be communicatively coupled to sach
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other and/or a central computer system for controlling gimbals, for pointing
positions, for processing data associated with target aerial vehicle(s}, and for
communicating command data {o one or more counter-atiack UAVs. Note that a
pilurality of aerial vehicle detection systems (e.g., 100} can be incorporated
around an area to protect a larger airspace, and which can each have a
computer system communicatively coupled to the computer systems of the
other aerial vehicle detection systems to cooperatively monitor and protect a

given airspace.

[0037] As more particularly shown in FIG. 2, the external aerial vehicle detection
system 100 can comprise at least one detection sensor 108a {where, although
not shown, up to n (any) number of detection sensors are contemplaied, as will
be appreciated by those skilled in the art) operable to collect and generate data
associated with the target aerial vehicles({s) 104a and 104b (e.g., velocity,
geclocation, altitude, frajectory or flight path, and others). For example, the
detection sensor(s) 106a can comprise one or more acoustic sensor(s), such as
acoustic sensor 108a, and one or more camera(s), such as camera 110a that
are operable to collect and generate data associated with the target gerial
vehicle(s) 104a and 104b. The detection sensor(s) 106a can comprise other
target acquisition assets, such as radar device(s) 107a, LIDAR device(s) 10%a,
and/or binocular(s) 111a, each coupled to a CPU 112 and having the capability
to measure azimuth elevationfiilt angle of a target aerial vehicle. The detection
sensor(s) 106a can further comprise other sensors, such as electromagnetic
signature sensors used {o detect a target aerial vehicle prior {o taking-off, and/or
cameras operating over a different portion of the electromagnetic spectrum from
LWIR to SWIR to visible. Other possible sensors include narrow band light
eritters with detectors (e.g., cameras) that have their detection band closely
matched to those of the light emitlers, and/or other sensors such as narrow
band light emitters (e.g., UV sources) that may make portion the target fluoresce
in a different portion of the electromagnetic spectrum facilitating its detection.

Note that the detection sensor{s) 106a may be able to detect mulliple target
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aerial vehicles at the same time, wherein the CPU 112 (or muitiple CPUs) can
be configured o determine which sensor(s) is/are most credible or reliable for
target aerial vehicle(s), and then configured to assign one or more of such

sensor(s) to continue o track and monitor the target aerial vehicle(s) while un-
assigning other sensor{(s) from tracking particular target aerial vehicle(s). This

concept is further discussed below regarding the “credibility hierarchy”.

[6038] In some exampiles, the acoustic sensor(s) 110a can comprise one or
more microphones that can detect and track target asrial vehicie(s) 104a and
104b at a large distance (2.g., up t0 500 meters, or more). A database of UAV
signaiures can be obtained or built and accessed by a CPU 112 of the aerial
vehicle detection system 110 to determine the existence and type of the
detected target aerial vehicle(s) 104a and 104b. In this manner, the CPU 112,
utilizing a processor, can eliminate or ignore the signatures of any {(friendly)
counter-attack UAV(s} 102a-c that may be in flight while detecting the signatures
of target aerial vehicle(s) 104a and 1040 (assuming the “friendly” and "enemy”
UAVs are different types of UAVs, or assuming the CPU 112 is programmed to
differentiate between the two, such as based on known positions of counter-
attack UAVs).

(60397 In some examples, one or more sensor(s) or camera(s) 114a {(e.g., see
sensor 114a, although n number of sensors are contemplated) (e.g., IR, oplical,
CCD, CMOS) can be incorporated as one or more of the detection sensors
{e.g., see deteclion sensor 1063, although n number of detection sensors are
contemplated) of the external aerial vehicle detection system 100. For instance,
infrared (IR) camera(s) can be implemented into the system and direcied toward
a particular airspace for viewing possible incoming target aerial vehicles. IR
cameras are useful in this system because they can assist {0 overcome
environmental problems experienced by other sensors {e.g., optical cameras),
because [R cameras can operate in the dark or in foggy, dusty, or hazy
conditions. IR cameras utilized in this system have the additional advantage

that the IR signal from a target aenal vehicle {e.g., a UAV) is very different from

10
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that of birds in flight. IR cameras based on the shortwave infrared (SWIR)
spectrum can interact with objects in a similar manner as visible wavelengths,
as it is reflective, bouncing-off objects. As a resuilt, SWIR light has shadows and
contrast in its imagery. Images from a SWIR camera are comparable to visible
images in resolution and detail. An atmospheric phenomenon called night sky
radiance or night glow emits five {0 seven times more illumination than starlight,
nearly all of it in the SWIR wavelengths. Because of this, SWIR cameras can
see objects with great clarity on moonless nights. Such SWIR camera(s) can be
incorporated into the present external asrial vehicle detection system 100
(and/or into the counter-attack UAV(s)). Longwave infrared (LWIR) cameras are
more optimal for ouldoor use because they are less affected by radiation from
the Sun than with SWIR cameras. As such, LWIR camera(s) can be
incorporated into the exiernal aerial vehicle detection system 100 to benefii from
the advantages of outdoor use to detect and track target aerial vehicle(s). Other
camera(s), such as oplical cameras (2.g., HD, 4K}, can also be incorporated as
detection sensor(s) 1082 of the external aerial vehicle detection system 100 {o
assist with detection and tracking the position of farget aerial vehicle(s) 104a
and 104b.

(60407 In some examples, one or more telephoto lenses can be operable and
incorporated with one or more of the SWIR and LWIR camera(s), and/or optical
camera(s), and can be mounted on high-resolution motorized gimbals (e.g., 2-
axis gimbals) associated with the external aerial vehicle detection system 100 fo
assist with detecting and tracking the position{s} of target aerial vehicle{s) 1043
and 104b, including the angular position and/or azimuth elevation, in some
cases depending on the type of sensor employed. Two or more detection
sensors described hersin can be used o compute range of a target asrial
vehicle. Moreover, a particular camera (e.q., IR, optical) can be used in
conjunction with an on-board {or remotely supported) laser range finder to
determine the position of the target aerial vehicle in three-dimensional space

{e.q., distance, azimuth angle, and elevation angle). Such telephoto lenses and
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gimbals can each be operated to establish the pointing position (and {o
dynamically modify the pointing position) of the associated camera, and
therefore adjust a field-of-view (FOV) 105a (FIG. 1), for instance, of a particular
camera. These telephoto lenses and gimbals can be operated manually or
autonomously {discussed below) to continuously track a dynamic flight position
or path of a particular target aerial vehicie. In one example, a 360-degree
camera device (having IR or optical camera(s)) could also be integrated with the
external aerial vehicle detection system 100 o monitor an entire 360-degree air
space, which may or may not require a gimbal for operation {o monitor such

airspace.

[0041] Computer vision algorithms stored and processed by the CPU 112 of the
external asrial vehicle detection system 100 can be implemented for automatic
detection and tracking of the target aerial vehicle(s) 104a and 104b. Such
computer vision algorithms can “pull” a moving object out of a static background
and classify it by shape (i.e., feature detection}. Other mechanisms for
classification of target aerial vehicle(s) 104a and 104b include using neural
networks, which are computer algorithms designed 0 mimic the workings of the
human brain, that are trained to recognize known/stored images of profiles that
may be similar {0 the particular detected target asrial vehicle(s) 104a and 104b.
Those skilled in the art will recognize that various known algorithms can be
implemented to achieve this funclionality, including “convolutional neural
network” (CNN) combined with fast detection, such as provided by the You Only
Look Once (YOLQO) detection architecture known in the industry. Once the target
aerial vehicle(s) are detected by the computer vision system (e.g., CNN, YOLO),
the gimbal orientation supporting the camera can be used fo determine
azimuthal and elevation of the target aerial vehidle. Information from multiple
computer vision systems may be combined o calculate range in addition o
azimuthal and elevation angie. The farget classification and position information
collected using the computer vision system can further be combined/fused with

information collected from other sensor(s) (e.g., 106a) to increase the likelihood

12



10

20

25

20

WO 2020/112245 PCT/US2019/054537

of detection, and/or accuracy of classification of the target aerial vehicle, and/or

fracking of the position of the target aerial vehicle.

[0042] In some examples, Phase-Based Video Motion processing technology
can be incorporated with the external serial vehicle detection system 100 (e.qg.,
software processed by the CPU 112). Phase-Based Video Motion processing
technology amplifies very small motions that otherwise could not be detected.
This technology is further described in U.S. Patent Pub. No. US20170000356
filed July 1, 2015, which is incorporated by reference herein. Thus, small
vibration motions inherent (o target aerial vehicles {e.g., UAVs) can be detecled,
which can overcome the issues with using only cameras o detect and track
target aerial vehicles. Forinstance, as similarly discussed in U.S. Patent Pub.
No. US20170000356, 2 method executed by a processor (e.g., CPU 112)
receives a video as input (e.q., video of a target aerial vehicle) and exaggerates
subtlie changes and micro-motions. To amplify motion, the method does not
perform feature tracking or optical flow computation, but merely magnifies
temporal changes using spatio-temporal processing. This Eulerian based
method, which temporally processes pixels in a fixed spatial region, reveals
informative signals and amplifies small motions in real-world videos. The
Eulerian-based method begins by examining pixel vaiues of two or more
images. The method then determines (with the processor) the temporal
variations of the examined pixel values. The method is designed {0 amplify only
small temporal variations. While the method can be applied to large temporal
variations, the advantage in the method is provided for small temporal
variations, such as when a target aerial vehicle is detected at iong ranges.
Therefore, the method can be optimized when the input video has small
temporal variations between the images of a particular target aerial vehicie while
in flight. The method can then apply signal processing (o the pixel values. For
example, signal processing can amplify the determined temporal variations,
even when the temporal variations are small, such as vibrations of a3 {arget

aerial vehicle as captured in successive images by an oplical sensor of an
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extemnal vehicle detection system of the present disclosure.

[0043] Once the target aerial vehicle(s) 104a and 104b have been identified in
successive frames of video (8.¢., using IR and/or 4K oplical cameras, and/or
other sensors such as Radar), autonomously tracking a dynamic flight position
or path of the target aerial vehicie(s) 104a and 104b and fusing position
information provided by different sensing methodology (e.¢., camera and Radar)
can be performed by utilizing a Kalman filier, extended Kalman filter, particle
fillers, or ancther variation of a Bayesian filler. These filters work by taking an
gstimate of the velocity, position, and crientation of the particular target aerial
vehicle 104a, for instance, and then predicting where the larget aerial vehicle
104a will be in the next frame of video. Then, the position of the target aerial
vehicie 104a in the next video frame is compared with the predicted position,
and the estimates for the velocity, position, and orientation are updated. During
such tracking with one of the cameras 1143, a feedback control loop can
autonomously and continually adjust the gimbal (supporting the particular
camera) to keep the target aerial vehicle 104a centered about the FOV 105a of
the camera of the external aerial vehicle detection system 100. This facilitates
or maintains continuous tracking of a dynamic flight position of a particular
target aerial vehicle. Common algorithms include centroid tracking, edge
detection, feature-based algorithms, and area correlation tracking. Using this
system of cameras and fillers, the external aerial vehicle detection system 100
can detect and track, in real-time, a flight position or path of a particular target

aarigl vehicie.

[6044] Indeed, a number of detection sensors 106z can be positioned about a
structure or platform of the exiernal aerial vehicle detection system 100 in a
manner that the detection sensors 106a can cooperatively and collectively
monitor a perimeter of up to 360 degrees associated with an airspace around
the position of the external aerial vehicle detection system 100 to protect an
area (e.q., a 500+ m radius of coverage of an airspace). Aliernatively, the

detection sensors 108a can be mounted and configured to point toward &
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particular area of interest less than 360 degrees of coverage, such as through a

canyon, or other particular egress of importance relative o the protected area A

[0045] In some examples, the external aerial vehicle detection system 100 can
comprise at least one illumination device (see illumination device 116a), such as
alaser or high-powered LED, operable {0 illuminate the detected target aerial
vehicle 104a (while continuously tracking the target aerial vehicle 10443, as
detailed above). A pariicuiar illumination device 118a can be mounted on a
gimbal device (e.9., 3-axis} that is operable to modify a pointing position or
direction of the illumination device to continuously direct the lliumination device
toward the target aerial vehicle 104a for constant illumination. In this manner, a
controlier (operatively coupled to the CPU 112) can be operated to control said
pointing position based on the tracked position or flight path of the target aerial
vehicle 104a. As will be discussed below, the counter-attack LAVs 102a-¢ can
have a band pass filter (on a camera) to detect only the narrow frequency band
of light illuminated onto the target aerial vehicle 104a by the lllumination device

116a of the external aerial vehicle detection system 100,

[0048] In another example of a detection sensor of the external aerial vehicle
detection system (100), a telescope or a pair of human use binoculars equipped
with azimuthal and elevation angle sensors may be used to locate a potential
target aerial vehicle and transmit partial position information to the counter-
attack UAV(s) (and/or to a CPU of the external aerial vehicle detection system).
In another example, the felescope or binocular based detection system can be
equipped with a range sensor, such as a laser range finder, and the information
provided by this range sensor can be combinad with that provided by the
azimuthal and elevation angie sensors, thereby allowing the position of the
target UAV to be tracked in 3D.

[0047] Once the target aerial vehicle 104a (for instance) is detected as entering
a monitored airspace {e.q., within a 500 m radius of the external aerial vehicle
detection sysiem 100), the external agrial vehicle detection system 100 can

fransmit command data {o the counter-attack UAV102a for purposes of
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neutralizing the target aesrial vehicle104a with the aerial vehicle capture
countermeasure 134a. Prior 1o receiving such command data, the counter-
attack UAV(s) 102a-c may be in a grounded position at virtually any position(s)
around the area A, as long as they are within a range of communication with the
external asrial vehicle detection system 100. The command data can be
generated by the CPU 112 and transmitted via radios 118a-¢ to the counter-
attack UAV(s) 102a-c. Optionally, a bi-directional free space communication link
113 can be utilized in replacement of {or to supplement) radios 118a-¢. The
command data can include location data, and can be associated with the
detected position(s) of the target aerial vehicle(s) 104a and 104b, and the
command data can include data pertaining to a flight path, altitude, longitude,
fatitude, GPS coordinates (degrees, minuies, seconds), and/or other data
associated with a geolocation and/or flight path of a particular targei aerial
vehicle. The command data can also include intercept data, such as
information or instructions that command one or more counter-attack UJAV(s)
102a-c to fly at & certain velocity and direction to intercept the detected target

aarial vehicle.

[0048] The command data transmitied {o the counter-attack UAV by the external
aerial vehicle detection system 100 can also include aerial vehicle capture
countermeasure deployment command data, such as information or instructions
that instruct or command the counter-gtiack UAV(s) 102a-¢ to deploy a
particular aerial vehicle capture countermeasure at a particular location and
time, for instance. The command data can further include target aerial vehicle
detection data, such as position data or information {discussed above), and
even information other than position information, such as identification
information about the fype of UAV of the target aerial vehicie(s) detected by the
detection sensor(s) 106a. Such information can aid the external aerial vehicle
detection system 100 and/or the counter-attack UAV(s) 102a-c to determine the
size, type (e.q., fixed or rotary wing), on-board features, and/or performance

capabilities of & particular target aerial vehicle, for instance, which can affect the
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type of countermeasure ¢ be deployad 10 neutralize the target aerial vehicle (as

will be discussed and appreciated from the below discussion).

[0049] The command data can also include counter-attack UAV control data,
which can include instructions {(from the external aerial vehicle detection system
100} for controlling some or all aspects of the counter-attack UAVs 102a-¢c. In
this manner, the counter-attack UAVs 102a-¢ can be “dummy” drones that have
disabled or overridden internal flighi controls, so that the external aerial vehicle
detection system 100 can controf flight, deployment, sensor pointing, stc.
Therefore, the external aerial vehicle detection system 100 can detect and
monitor the position or flight path of the {arget aerial vehicle 104b, for instance,
with one detection sensor and processing unit, while controlling flight and
countermeasuwre {e.g., net) deployment of the counter-atiack UAVs 102b and
102c.

[0050] Using at least some of such command data, the counter-attack UAV(s)
102a-c can be guided or directed 10 be flown toward the position(s) (or predicted
position), or within close proximity, of the target aerial vehicle(s) 104a and 104b
for interception and neutralization purposes. This system discussed regarding
FIGS. 1 and 2 is particularly advantageous in cases where the target aerial
vehicle(s) 104a and 104b may be several kilometers away from the airspace
area A, and even several kilometers in altitude. This is becauses it may be
difficult for an individual counter-attack UAV to know where to “look” (and which
direction to fly} in a plausibly large amount of airspace and at possible long
ranges. This is because many on-board cameras of a counter-attack UAV can
only detect, identify, and classify targets at larger ranges (e.¢., greater than 100

m}, if the FOV is significantly reduced (e.g., 10 degrees or less).

[0054] As discussed above, the external aerial vehicle detection system 100 can
operate the plurality of detection sensors {(e.¢., two or more of detection sensors
108a) o generaie position data associated with a target aerial vehicle. The
CPU 112 can then operate to eliminate position data associated with one or

more of the detection sensors based on a credibility hierarchy associated with

17



10

20

25

20

WO 2020/112245

the plurality of detection sensors. Such credibility hierarchy can be based on
environmental conditions. For instance, when operating during daytime and
with no clouds, the credibility hierarchy could include position data derived from
the foliowing list of prioritized detection sensors: {1} an optical camera, (2}
binoculars, (3} IR camera(s), (4) a radar device, {5) a LIDAR device, (8) an
acoustic sensor, (7) an illumination device, and {(8) other sensors. More
specifically, once the CPU 112 has determined or knows of such environmental
conditions, the CPU 112 can eliminate position data associated with sensors 3
through 7 (and/or un-assign such sensors from operating), while using position
data generated from (1) the optical camera and (2) the binoculars {(e.g.,
assigned detection sensors). Ideally, posilion data generated from the optical
camera(s) would be the most credible during daytime in daylight without clouds,
birds, etc. However, if signals generated from (2) the binoculars are more
credible for any particular reason (e.g., the binoculars have less intermitient
signal oss than the optical camera), then the CPU 112 can eliminate the
position data generated from the optical camera, and use the position data
generated from the binoculars, and then communicate the position data to one
or more counter-attack UAVs. Such processing of eliminating certain position
data can occur many times per minute, so that the best tracking information is
generated and processed by the external vehicle detection system 100 for
transmitting to the counter-attack UAVs, thereby improving or increasing the

chances of intercepling and capturing the detected target asrial vehicle(s).

[6052] In another example of credibilily hierarchy, assume the operating
conditions are at night and with cloud cover, such that very little light is emitted
to an area to be monitored by the external vehicle detection system 100, Here,
the credibiiity hierarchy may be as follows: (1) iR camera(s), (2) an acoustic
sensor, (3) aradar device, (4} a LIDAR device, (5) an illumination device, (6}
other sensors, (7) optical camera, and (8) binoculars. This is because at night,
IR camerals) may generate the most credible position data, as discussed

above. Thus, the CPU 112 can eliminate position data generated from detection
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sensors 4 through 8, and then analyze the signals generated from detection
sensors 1 through 3 to determine the most credible position data generated.
For instance, if the acoustic sensor is getting interference from other sounds,
and if the radar device is affected by weather pattem, then the CPU may only
use position data from the IR camera(s) as the most credible position data {(and
only data) for transmitting to the counter-attack UAV(s) to increase the chances

of intercepling and capturing the detected target aerial vehicle(s).

[0053] it should be appreciated by those skilled in the art that the CPU 112 can
include a tangible and non-transitery computer readable medium comprising
one or more compuier software modules configured to direct one or more

processors to perform the method steps and operations described herein.

[0054] As illustrated in FIG. 3, a particular counter-atiack LAY 102a (for
instance) can comprise one or more optical sensors (e.q., see optical sensor
119), and/or other detection sensors 120. The oplical sensors 119 and the other
sensors 120 can be operatively coupled to a CPU 122 for processing data
generated by the oplical sensors 119 and the other sensors 120 associated with
position{s) of the target aerial vehicle(s) 1043 and 104b. The other sensors 120
can comprise one or more of the following: (a) a temperature sensor; (b} a
barometer/altimeter; (¢} an inertial measurement unit {IMU) (gyro-
accelerometer), (d) a compass (magnometer); (e) uitrasonic and optical flow
sensors; (f) an optical range finder (e.¢g., LIDAR by Leddartch, LIDAR by
Velodyne, or LIDAR by Quanergy); (g) RTK-GPS and UWB tags; (h) stereo
cameras (optical guidance system), (i) high resclution camera(s); {j) low
resolution camera{s); (K} LWIR camera(s); and (I} gimbal position sensors, as
well as any others apparent to those skilled in the art. Sensors (a-e), (g), (i),
and () can also be coupled to a flight controller 126 and a video downlink radio
124,

[0055] Based on the collected data generated from operating one or more of
such sensors, the flight controlier can be configured to operaie one or more

propellers/motors and gimbal devices for navigation/flight of the counter-attack
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LAV based on a detected position or flight path of at ieast one target aerial

vehicie.

[0058] The counter-attack UAV 102a can further comprise a wireless
communication device, such as an RF radio 124 {(e.g., Mobilicom sofiware
defined radio or other similar radio), that can wirelessly receive the command
data from the external aerial vehicle detection system 100, and then can
transmit the command data to the CPU 122 for processing. The radio 124 can
be used to communicate a video feed, capturad by the optical sensor(s) 119,
back 10 the external serial vehicle detection system 100 (or to another extemnal

computer system, or even to a manually-monitored display).

[0057] Based on the received command data, the counter-attack UAV 102a can
operate autonomously o fly in a direction toward the detected position of the
target aerial vehicle 104a to intercept the position or flight path of the target
aerial vehicle 104a. More specifically, the counter-attack UAV 102a can
comprise a flight controlier 126 elecirically coupled to the CPU 122 for receiving
command signals associated with the command data processed by the CPU
122. The flight controller 126 can then control the various components of the
counter-attack UAV, such as rotor assemblies (e.g., see rotor assembly 128),
gimbals or gimbal assemblies, and any other components or systems. The rotor
assemblies can each comprises an electronic speed controller 130 and a
motor/propeller 132 that causes the counter-atiack UAV 102a to operate
autonomously in flight. Thus, at least the CPU 122, the flight controller 126, and
the rotor assembiies 128 can define a flight control system 133 that is operable
o facilitate flight of the counter-attack UAV 102a to intercept the target aerial

vehicle 104a, as further described herein.

[0058] Updated command data can be continuously communicated to the
counter-attack UAV 102a so that the flight controlier 126 can controf flight of the
counter-attack UAV 102a, as corresponding to a tracked flight path or position of
the target aerial vehicle 104a. In this manner, the counter-attack UAY 102a can

intercept the target aerial vehicle 104a, and can then neutralize the target agrial
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vehicle 104a with an aerial vehicle capture countermeasure 134a (e.g., a
deployable net) coupled to the counter-attack UAV 1023, as further exemplified
below regarding FIGS. 4A-8.

[0059] The optical sensors 119 {(and/or the other sensors 120) and the CPU 122
can define an on-board aerial vehicle detection system 137 that is operable to
detect the target aerial vehicle 104a on its own, in one example {e.g., without
the assistance of an external aerial vehicle detection system). Thus, the
counter-attack UAV 102a can detect the farget aerial vehicle 104a (assuming it
is within range), and then the CPU 122 can generate command data, which it
can then transmit signals associated with the command data o the flight
controlier 126 to facilitate flight of the counter-atiack UAV to intercept the target
aerial vehicle 104a. Such on-board aerial vehicle detection system 137 can be
operated in conjunction with the exiernal aerial vehicle detection system 100 {o
track a dynamic flight position of the target aerial vehicle 104a, so that if the
external aerial vehicle detection system 100 is unabie to do such, then the on-
board aerial vehicle detection system 137 can continue o suchonitsown as a

back-up detection system.

[0080] Concurrently (or alternatively) before the counter-attack UAY 102a
departs from a grounded position toward the target agrial vehicle 104a,
command data from the external aerial vehicle detection system 100 can be
processed by the CPU 122 of the counter-attack UAV 102a to control a pointing
position of the optical sensor(s) 119 to “tell” the counter-attack UAV 102a where
to “look” in airspace o find the target aerial vehicie 10443, in one exampie.
Specifically, one of the optical sensors 119 can be rotatably mounted by one or
more gimbal device(s) 138 fo a flight body or platform of the counter-attack UAYV
102a. The CPU 122 can then transmit control signals to gimbal controlier(s)
that control operation of the gimbal device{s) 138 {(e.g., 3-axis gimbals) to
astablish and control a pointing position of the oplical sensor (i.e., to point the
camera toward the detected target aerial vehicle). As long as the target gerial

vehicle 1044 is within a detection range of the camera (e.g., up 10 150 m, or
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more in some examples), the counter-attack UAV 1023 can detect and irack the
position of the target asrial vehicle 104a on ifs own and without the assistance

of the external aerial vehicle detection system 100, if necessary.

[p064] In some examples, the other sensors 120 can comprise one or more
radar device(s), such as compact phased array radars and automotive radars.
Small phase array radar systems, such as the Echodyne Mesa-X7, Fortem
Technologies TrueView R20, and automotive radar systems like the Delphi
Automotive Radar, can be incorporated in the counter-attack UAV 102a, which
have a range of more than 200 m for small targets, such as small consumer
drones {e.g., DJI Phantom 4). Aradar array could also be used as a detection
sensor of the exiernal aerial vehicle detection system 100 for detection of a

target aerial vehicle.

[6062] In some examples, in cases where the external aerial vehicle detection
system 100 is unabie to detect the target aerial vehicle 104a {(e.g., due fo
weather, or infermittent signal losses), the counter-attack UAY 102a may be
able to utilize its components (FIG. 3) to detect, track, and intercept the target
aerial vehicle 104a. In such instances where the external aerial vehicle
detection system 100 is not present or is usable, a number of counter-atiack
UAVs can be positioned arcund the airspace area A, such that their respective
camera(s) are pointed in directions of interest. And, in response o detection of
an incoming target aerial vehicle, the counter-attack UAV(s) can then
autonomously detect, classify, track, intercept, and neutralize the target aerial
vehicle (that is within the FOV and range of the on-board camera(s), as further

discussed herein in various examples).

[0083] In some examples where the aerial vehicle capiure countermeasure
comprises a net (e.g., FIGS. 1, 4A-7), the counter-attack UAVY 102z can support
or carry a net control and deployment system comprising a net controller 140
operatively coupled to the CPU 122, a release device 142 and a restraint device
144, which are each operatively coupled 10 a net assembly 146 (e.q., the aerial

vehicle capture countermeasure 134a of FIGS. 1 and 4A). The net assembly
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146 can be coupled to a flight body or platform of the counter-atiack UAV 102a
via a netUAY interface device 148, such as a quick-release device or other
coupling device. As further exemplified below regarding FIGS. 4A-6C, the net
controlier 140 can be operated to control the restraint device 144 {0 faciiitate
moving the net assembly 146 from a folded or stowed position to a deployed
position. Once the target aerial vehicle 104a is captured, for instance (FIG. 1), a
force sensor 150 (coupled to the net assembly 146) can sense the fact that the
target aerial vehicle has bveen captured due o the mass of the caplured target
aerial vehicle 104a that puils on the counter-attack UAV 102a due to gravity and
air drag. The force sensor 150 may transmit a signal to the CPU 122
accordingly {(or 1o the net controller 140), and then the net controller 140 can be
operated {o actuate the release device 142 1o release the net assembly 146 and
the captured target aerial vehicle 104a at a particular location. This net control
and deployment system is further exemplified and described below regarding
FIGS. 4A-6C, including a number of components that can be used to achieve

the above functionality.

[0084] The various components shown in FIG. 3 can be supported by or about a
flight body 201 (FIG. 4A) of the counter-attack UAV 1023 (and other counter-
attack UAVs discussed herein). The flight body 201 can comprise a flight body,
or a portion thereof, that structurally supports the components discussed
regarding FiG. 3 (and that also supporis a battery powering some or all of the

componenis).

[0085] As illustrated in FIG. 1, and in one example, once the departed counter-
attack UAV 102a is flown within a certain distance of the target aerial vehicle
104a (e.g., 10-150 m), such that the target aerial vehicle 104a is within a FOV
136a of the oplical senscr(s) 118, the counter-attack UAV 102a may utilize the
optical sensor{s) 119 to continuously frack the position of the target aerial
vehicle 104a for interception and neufralization purposes. For example, a
particular oplical sensor can comprise a video camera, mounied on a gimbal

device (supported and operated by the counter-attack UAV 102a), that can be
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operated to identify and track the target aerial vehicie 104a, similarly as
discussed above regarding the detectlion sensors of the external aerial vehicle
detection system 100. For instance, a Kaiman filter (or another variation of a
Bayesian filter) can be executed as an algorithm by a processor of the CPU
122, and that uses digital signals generated by the video camera {o estimate
and predict the velocily, position, and orientation of the particular target aerial
vehicle, and then executes a feedback control loop that autonomously and
continucusly adjust the gimbal device to keep the target aerial vehicle centered
about the FOV 138a of the video camera, for instance. Such camera could be
equipped with a long or medium focus telephoto lens {0 maximize the distance
at which a target aerial vehicle may be identified and tracked at ranges up to
150 m o 300 m, in some examples, but at the cost of reducing the FOV of the
camera. However, because the external aerial vehicle detection system 100
can transmit command daia associated with a detected position of the target
aerial vehicle 104a to the counter-gtiack LAV 1023, a narrower FOV can be
acceptable in some instances, if it means the on-board camera has a longer
range of detection and tracking capabiiities. This principle is similarly true for
the target aerial vehicle 104b being within a FOV 138b of the optical sensor(s)
119, wherein the counter-attack UAV 102b {or 102¢) may ulilize the optical
sensor(sy 119 to continucusly track the position of the target aerial vehicle 104b

for intercepling a target aerial vehicle.

[0068] In some examples, the counter-attack UAV 102a (and 102b, 102¢) can
be equipped with an optical sensor or camera {e.g., 118) having a narrow band
pass filter, and accompanied by an optical frequency matched illumination
source {e.g., high-power LED). The LED can be direcied 1o illuminate the targst
aerial vehicle 104a, while reducing background contributions, so that the
camera and filter can betier detect and track the target aerial vehicle 104a.
Such on-board camera and narrow band pass filter can also be used to detect
only that freguency of light illuminated onto a target aerial vehicle by an

Hiumination device 116a of the external asrial vehicle detection system 100, as
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initially mentioned above regarding the description of FIG. 1.

[0067] In some examples, each counter-attack UAV exemplified herein can
utilize Visual Inertial Odometry (VIO) technology to assist with flying a path
based on landmarks alone without the aid of GPS. VIO technology is the fusion
of a monocular camera (or stereo tracked landmarks) and an MU to lessen
inherent drift of the IMU alone. It has been recently shown by Qualcomm
Research (and others) that a drone can have less than 1% drift over a flight path
of 650 m without the aid of GPS, when ulilizing VIO technology. This allows for
motion planning and obstacle mapping. Therefore, the counter-attack UAVs
discussed herein can implement this VIO technology (along with a high
resolution video (e.qg., 4K}, other low-resolution cameras, dual band Wi-Fi,
GNSS, IMU, and a barometer sensor) to “track” a designated target aerial
vehicle in which a swarm of counter-attack UAVs can follow its target aerial
vehicle at some fixed distance and will navigaie obsiacles that may blocl iis
flight path. In some examples, each counter-attack UAV can utilize GPS-VIC
fusion technology to assist with navigation in situations where GPS signals are
intermittent {(and therefore accurate satellite positioning is unavailable or
inaccurate). In this scenario, each counter-attack UAV can comprise a sensor
fusion position estimator (e.g., as part of the on-board CPU) to determine and/or
update an accurate positon. The sensor fusion position estimator can receive
data from the on-board GPS device (intermittent signal), on-board camera(s),
and an IMU. In this approach, a Kalman filter may be used to combine
information from GPS and VIO when GPS is available, thus minimizing
frajectory errors computed using VIO along in regions where only VIA is
available. For this purpose Kalman filiers may be used to estimate the state of
the system (e.g. position, and speed) and fuse dala oblained using different
methods, such as GPS and VIO, Other approaches, such as complementary
filters, or Bayesian/Markov methods, may also be used to fuse data oblained

from different sensing systems and methodologies.

[0068] FIGS. 4A-4D show a system and method of intercepting and neutralizing
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the target aerial vehicle 104a in accordance with one exampie of the present
disclosure. As shown in FIG. 44, the counter-attack UAV 102a comprises or
supports the aerial vehicle capture countermeasure 134a (see also FIG. 1) in
the form of a deployable net assembly that is operable between a stowed or
folded position F (FIGS. 1 and 4A) and a deployed position D (FIG. 4C). inthe
folded position F, the aerial vehicle capture countermeasure 134a can be
arranged in a low-drag configuration {detailed below} to minimize drag forces on
the aerial vehicle capture countermeasure 134a as the counter-attack UAV 102z
is in flight. In response to the counter-attack UAV 102a intercepting the target
aerial vehicle 104a {e.g., being in close proximity), the aerial vehicle capture
courtermeasure 134a can be quickly deployed near or along a predicted or
known flight path of the target aerial vehicle 104a to caplure the target serial
vehicle 1043 in the aerial vehicle capture countermeasure 1343, thereby
neutralizing the target aerial vehicle 104a by entangiing rotors and/or body of
the target aerial vehicle 104a in the netling of the aerial vehicle capture

countarmeasure 134a.

[0089] More specifically, the aerial vehicle capiure countermeasure 134a can
comprise a piurality of upper support members 200a-d and a plurality of lower
support members 202a-d coupled together by at least one flexible entangling
element, such as a net 204 {(e.¢., a monofilament gill net). The support
members 200a-d and 202a-d can be rigid, yet light-weight structural support
members, such as relatively thin (1/4” diameter) and long (4-12 feet) fiberglass

or carbon fiber epoxy rods, for instance.

[0070] As best shown in FIGS. 4B and 4C, the aerial vehicle capture
countermeasure 134a can comprise an upper deploy mechanism 208a that
pivotally supports inner or proximate or first ends of the upper support members
200a-d, and can comprise a lower deploy mechanism 206b that pivotally
supports inner or proximate or first ends of the lower support members 2023-d.
In one exampie, a primary support member 208 can be coupled to the upper

deploy mechanism 206a and the counter-attack UAV 1023 to support the aerial
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vehicle capture countermeasure 134a from the flight body 201 of the counter-
attack UAV 102a, and to assist with positioning the net 204 away from the
counter-attack UAV 102a (lo prevent accidental tangling of the net with the
rotors of the counter-altack UAV 1023}, In one example, the primary support
member 208 can comprise a light-weight rigid or semi-rigid rod. Aliernatively,
the primary support member 208 could be replaced with a flexible tether or
filament, assuming the weight of the aerial vehidle capture countermeasure
1344 is heavy enough o remain disposed generally below and/or behind the

counter-attack UAV 102a o prevent accidental tangling.

[0071] The upper and lower deploy mechanisms 2086z and 206b can be
housings or hubs comprised of durable, light-weight material, such as plastic or
aluminum, and can comprise various configurations and functionality {0 support
and facilitate deployment of the respective support members 200a-d and 202a-
d. Forinstance, inner ends of each support member 200a-d can be pivotally
coupled (o the upper deploy mechanism 208a by pins (not shown) that allow
each upper support members 200a-d to pivot downwardly approximately 90
degrees from the folded position F 1o the deployed position D (as would also be
the case with the lower deploy mechanism 208b). Allernatively, an elastic cord
could be coupled 1o the upper deploy mechanism 206a and then through
elongate openings of each support member 200a-d, and then coupled to ends
of each upper suppori members 200a-d to generate a downward pulling force
on the support members in response o being released from each other, so that
each upper support member 200a-d is pulled or snapped into place while

moving to the deployed position D.

[0072] In one example, a net restraint device 210 can be operably coupled
between the counter-attack UAV 102a and the aerial vehicle capture
courtermeasure 134a. When in the folded position F, a tether {(or other coupling
device, like a removable/movable pin or clip) can bundle together the upper and
lower support members 200a-d and 202a-d and the net 204. The net restraint

device 210 can be operated or actuated by a controlier of the counter-attack
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LAYV 102a to pull on the tether to release the upper and lower support members
200a-d and 202a-d from being bundled together. The net restraint device 210
could be an elecirically operated servo motor or other device operable o
release or move a restraint device that bundies together the upper and lowser
support members 200a-d and 202a-d, for instance. Once released, gravity
and/or air drag forces can cause the upper and lower suppori members 200a-d
and 202a-d to downwardly pivot relative to respective deploy mechanisms 208a
and 206b until they are positioned or locked into the deployed position D of FIG.
4C {a wind force may also assist {o pull down the support members 200a-d and
202a-d). Such deployment causes the net 204 to unfold or expand to its
deployed position, because the lower support members 202a-d pull the net 204
downwardly away from the upper support members 200a-d due {o gravity {and

also maybe a present wind force).

[0073] Such actuation to deploy the aerial vehicle capture countermeasure 1343
can be effectuated autonomously by the CRU 122 that can transmit a
deployment signal to a controller (not shown} that controls actuation of the net
restraint device 210. The CPU 122 can be configured to transmit such
deployment signal based on the detected proximity of the target aerial vehicle
1043 relative 10 the counter-atiack UAY 102a. Forinstance, if one or more
sensors {e.g., 118a-n and/for 120a-n) detect that the target asrial vehicle 104a is
approximately 5 m away and headed due North at 5 m/s with a constant altitude
gain, the CPU 122 can cause the flight controller 126 to fly the counter-atiack
UAV 102a {(and its aerial vehicle caplure countermeasure) {0 be positioned just
above a fiight path of the target aerial vehicle 1043, and in approximately 5
seconds of flight time to intercept the target aerial vehicle 104a. Accordingly,
just a few seconds before “intercepting” the target aerial vehicle 104a, the CPU
122 can transmit a deployment signal to the net restraint device 210 o deploy
the aerial vehicle capture countermeasure 134a to the deployed position D. The
aerial vehicle capiure countermeasure 134a could then quickly deploy in

approximately 1-2 seconds to cover a relatively large area of airspace, sufficient
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to cause the target aerial vehicle 104a {o fiy into the net 204, such that its rofors
and/or body gets entangled in the filaments of the net 204, thereby capiuring the
target aerial vehicle 104a, and thereby neutralizing it. This can all ocour
autonomously via the CFU 122 {as described above), such that no external
control or manual conirol is required to intercept the target aerial vehicle 104a
with the counter-attack UAV 102a, and then to deploy the aerial vehicle capture
countermeasure 134a to capture the tarQet aerial vehicle 104a. Providing
autonomous launch of the counter-attack UAV 102a and interception with the
target aerial vehicle 1043, as well as autonomous deployment of the aerial
vehicle capture couniermeasure 134a, can be advantageous in many cases due
to the agiiity and spesd of many target aerial vehicles, where rapid interception
and neutralization are needed. Of course, however, launch, operation and
deployment of the counter-attack UAV 102a and a corresponding aerial vehicle
capiure countermeasure via manual or piloted systems is contemplated herein.
With manned monitoring systems that ulilize human monitoring to detect/track a
target aerial vehicle, and then manned interaction or commands o deploy an
aerial vehicle {0 infercept and neutralize the iarget aerial vehicle, such can be
used when such rapid neutralization is not required. However, in those
situations where time is of the essence, examples of the present disciosure
provide autonomous detection and tracking of a iarget aerial vehicle with an
aerial vehicle detection system, and then autonomous communication to one or
more counter-attack UAV(s), and then autonomous interception and
neutralization of the target aerial vehicle with the one or more counter-attack
UAV(s), all within just a few minutes (or even a few seconds) and without human
intervention or interaction, as exemplified here with the examples discussed
regarding FIGS. 1-4D.

[0074] As illustrated in FIG. 4C, when in the deployed position D the aerial
vehicle capiure countermeasure 134a can define a plurality of capiure zones
212a-d each extending in different directions from each other to define a three-

dimensional zone of capture. The caplure zones 212a-d can be generally
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rectangular shaped and have planar caplure areas extending 90 degrees
relative to adjacent capture zones (like a cross or plus sign when viewing from
above or below). Thus, a generally 360 degree zone of capiure can be defined
by the outer boundaries of the capture zones 212a-d. Therefore, regardiess of
the particular rotational position of the aerial vehicle caplure countermeasure
1343, at least one capture zone 212a-d may always be in a position o intercept
the target aerial vehicle 104a. This increases the likelihood that the target aerial
vehicle 104a will be caplured in the net 204, while not necessarily controliing the
rotational position of the asrial vehicle capture countermeasure 134a. This also
provides a low-drag configuration because of the pius-shape configuration
providing a symmetrical net assembly having caplure zones extending
orthogonally relative to one another or adjunct zones, which minimizes wind

drag forces acting on the aerial vehicle capture countermeasure 134a.

[0075] Once the target aerial vehicle is captured, the aerial vehicle capture
countermeasure 134a {(and the captured target aerial vehicle 104a) can be
fransported and released at a particular drop zone or location, such as away
from populated areas, as illustrated in FIG. 4D. To achieve this, a release
mechanism 214 can be coupled between the counter-attack UAY 1023 and the
aerial vehicle capture countermeasure 134a, and can be operated to release
the aerial vehicle capture countermeasure 134a from the counter-attack UAV
102a when desired or programmed. The release mechanism 214 can be
communicatively coupled to the CPU 122, which can cause transmission of a
control signal to the release mechanism 214 o actuate a release device that
separates the aerial vehicle capture countermeasure 134a from the counter-
attack UAV 102a. Any suitable mechanical and/or electrical release mechanism
can be incorporated that separates two bodies or paris from being coupled to
each other, such as a parachute 3-ring release system, or similar approach

using a wire activated quick release or pin-in-hole release device.

[0076] Once dropped at a particular location, the aerial vehicle capture

countermeasure 134a and the captured target aerial vehicle 104a can then be
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retrieved by an individual based on a tagged position of the drop zone (which
can be programmed or recorded by the CPU 122 and then transmitted
accordingly). The target aerial vehicle 104a can be removed and the aerial
vehicie capture countermeasure 134a can be re-used with the same or another

counter-attack UAV for another operation.

[0077] In some examples, the deployed aerial vehicle capiure countermeasure
134a can be autonomously returned to the folded position F in instances where
the target aerial vehicle 104a was not captured. In this example, the net
restraint device 210 can be operated o retract a tether {or other device) coupled
to ends of the support members that folds the support members of the aerial

vehicle capture countermeasure 134a back to the folded position F

[6078] In some examples, a human operator can control of the counter-attack
UAY 102a to operate its flight and deployment of the aerial vehicle capture
countermeasure 134a o capture the {arget aerial vehicle 104a. Alive video
feed can be viewed by the human operator, and a remote control can be used 1o
control the counter-atiack UAYV 102a. However, human reaction time may not
e as seamless or timely as compared {o the autonomous tracking of the target
aerial vehicle, and the autonomous navigation of the counter-attack UAY for

interception and neutralization purposes.

(60797 In another example, a pariicular aerial vehicle capture countermeasure
can include just the upper support members {(e.g., 200a-d}, and a net coupled
lateraily between the upper support members (€.q., netting extending
orthogonal to the direction of a tether coupled to the counter-altack UAV 102a).
A plurality of tendrils or individual filaments can extend from the net and/or the
upper support members {0 generate a three-dimensional caplure zone or area
frailing behind the counter-attack UAY. Such upper support members can be
pulled generally orthogonal 1o the direction of flight (subject 1o wind resistance)
and oriented orthogonal {o each other, such as in FIG. 4C. In this exampile,
dozens of such tendrils, being many melers long (e.g., up to 30 m or more), can

be dragged behind the support members. This can provide a very low-drag,
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three-dimensional capture zone, because the ends of the tendrils tend to flutler
or drift in the wind in & sporadic manner to define a zone of capture (much like
tendrils of a jellyfish). in this manner, the counter-attack UAV can be operable
to trail behind a detected target aerial vehicle at a velocity that it passes along
or nearby the target aerial vehicle close enough so that the tendrils get sucked

into or engulfed by the rotors of the target aerial vehicle.

[6080] The net 204 (and other nets or filament elements discussed herein) can
be manufactured as a number of different high-strength filaments. For instance,
high-strength ultra-high molecular weight polyethylene (UHMWWPE) fibers, such
as Dyneema ® produced by DSM, or Spectra ® produced by Honeywell (i.e.,
monofilaments) can be utilized, which use long molecular chains o transfer
toads within individual fibers. Other types will be apparent to those skilied in the
art. Various pound test and mesh sizes can be used, depending on the
application, such as, but not being limited to, 1.5-pound fest and 2.25 square
inch mesh may be suitable to caplure any number of available UAVSs, for
instance. Some nets may have knots where they intersect, and others may be
knotless netting that ulilizes four-strand braiding techniques that eliminate knots.
The elimination of knots reduces drag and improves handling during
deployment and stowage of a particular net, such as the net 204 and others

discussed herein.

[0081] The strength of the net required o caplure one or more target aerial
vehicles will ultimately determine the type of filament needed. Based on the
type of filament and its diameter, and based on mesh size and overall net
coverage, it is necessary to balance aercdynamic drag at a given angle to
ensure that the net does not deploy and then trail too far behind and horizontal
from the counter-attack UAV when in tow and deployed. One or more
counterweights could be used to prevent such effect by being coupled to the net

or individual strands or filaments.

[6082] Various input parameters are taken into consideration when solving for

equations of motion of the counter-attack UAYV 102a towing the aenal vehicle
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capture countermeasure 134a to intercept the target aerial vehicie 104a. For
instance, the input parameters associated with the counier-attack UAV 102a can
be as follows: gravitational acceleration; drag coefficient; frontal area; air
density; mass; maximum thrust; and initial position and velocity. The particular
drag coefficient of the aerial vehicle capture countermeasure 13443 is also taken
into consideration when solving for equations of motion to intercept the target

aerial vehicle 104a.

[0083] FIGS. 5A and 5B illustrate a system for supporting the counter-attack
UAV 102a (or other counter-attack UAVs discussed herein) and the aerial
vehicle capture countermeasure 134a while in a grounded position. The system
can include a pedestal 216 that can be supported by a support structure or
ground surface, and that can have a platform or deck 218 upon which the
counter-attack UAV 102a can be supported while in the grounded position. The
pedestal 216 can be as tall as or taller than a length of the aerial vehicle capture
countermeasure 134a so that it may hang appropriately from the counter-atiack
UAV 102a. The platform 218 can be generally flat and can comprise a U-
shaped profile o accommodate the hanging aerial vehicle capture
countermeasure 134a through a slof formed in the platform 218, while
supporting the flight body of the counter-attack UAV 102a. In response o
detecting the target aerial vehicle 1042 (as detailed above), the counter-attack
UAV 102a can depart from the pedestal 216 while freely dragging or fowing the

aerial vehicle capture countermeasure 134a in the folded position F (FIG. 5B).

[6084] The pedestal 216 can position a camera or other sensor of the counter-
attack UAV 102a at a height above the ground, for instance, {o aliow the camera
to be able to monitor airspace for possible target aerial vehicles. This is
advantageous because most cameras are mounted below horizontal and below
the rotors of a UAY, for instance, and cannot always look upwardly while on the
ground. A power source {nof show) may be associated with the plaiform 218
and electrically coupled to the counter-atiack UAY 102a for continuously

powering the counter-attack UAV 102a when grounded. Various information or
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data connections can also be supplied o the counter-attack UAV 102a as
carried by the pedestal 216. Indeed, after being grounded and coming fo rest
upon the platform 218, the counter-attack UAV 102a can be connected to power
and/or data lines. The counter-atiack UAV 102a can also be operable 0 “retumn
home” to the pedestal 218 in instances where the aerial vehicle capture

countermeasure 134a was notf deployed.

[0085] FIGS. 6A-6C show a system and method of intercepting and neutralizing
a target aerial vehicle 104b in accordance with one exampie of the present
disclosure. As shown in FIG. 8A, the counter-attack UAV 102¢ comprises or
supporis an aerial vehicle capture countermeasure 134cin the form of a
deployable net assembly that is operable between a stowed or folded position F
(FIG. 6A) and a deployed position D (FIG. 6C). In the folded position F, the
aerial vehicle capture countermeasure 134c¢ can be arranged in a low-drag
configuration to minimize drag forces on the aerial vehicle capture
countermeasure 134¢, and therefore the counter-attack UAV 102¢, as the
counter-attack UAV 102¢ is in flight. In response {o the counter-attack UAV
102¢ intercepting the target aerial vehicle 104b (e.g., being in close proximity),
the aerial vehicle capture countermeasure 134¢ can be quickly deployed near or
along a predicted or known flight path of the target aerial vehicle 104b o
capture the target aerial vehicle 104b in the asrial vehicle capture
countermeasure 134c¢, thereby neutralizing the target aerial vehicle 104b by
entangling the rotors and/or body of the target aerial vehicle 104b in the netting

of the aerial vehicle capture countermeasure 134¢.

[6088] More specifically, the aerial vehicle caplure countermeasure 134¢ can
comprise a pair of radial support members 336a and 338b coupled together by
at ieast one fiexible entangling element, such as a net 305 (e.9., a monofilament
gill net). The radial support members 338a and 336b can be flexible, light-
weight rods or members, such as fiberglass, that can each be folded or wrapped
around themseives and each other (and wrapping the net) when in the folded

position in FIG. 8A. The radial support members 338a and 336b can be
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relatively thin (1/4” diameter) and long (e.¢., 20 or more fest in circumference).

[6087] A net restraint device 310 can be operably coupled between the counter-
attack UAV 102¢ and the aerial vehicle capture countermeasure 134c.
Therefore, when in the folded position F, a tether (or other coupling device, like
a removable/movable pin or dip) can bundie together the upper and lower radial
support member 338a and 336b (and the net 305). The net restraint device 310
can be operated or actuated by a coniroller of the counter-attack UAV 102¢ to
pull on the tether to release the upper and lower radial support members 336a
and 326b from being bundied together. The net restraint device 310 could be
an electrically operated servo motor or other device operable 1o release or move
a restraint device that bundies together the upper and lower radial support

members 336a and 336b, for instance.

[6088] In the folded position, the radial support members 336a and 336b can
each be folded in a manner such that they have stored energy as a result of
them being flexible, wrapped or bundied fibergiass rods, for instance, and being
folded upon themselves. Once released, the radial support members 3383 and
336b automatically deploy or unwrap by releasing such stored energy, so that
each radial support member 336a and 336b expands to a circular or oval shape,
and separate from each other (limited by the size of the net 305) until they are
positioned in the deployed position D shown in FIG. 8C. Such deployment
causes the net 305 o automatically unfold or expand to its deployed position,
hecause the lower radial support member 3360 pulls down or cutwardly the net
305 away from the upper radial support member 336a due {o gravity {(and also

maybe a present wind force).

[0089] Such aciuation to deploy the aerial vehicie capture countermeasure 134¢
can be effectuated autonomously by the CPU 122 (see e.g., FIG. 3) that can
transmit a deployment signal to a controller (not shown) that controls actuation
of the net restraint device 310. The CPU 122 can be configured to transmit
such deployment signal based on the detected proximity of the target aerial

vehicle 1040 relative to the counter-atiack UAV 102, similarly as described
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regarding the example of FIGS. 4A-4D.

[0090] As shown in FiG. 6C, when in the deployed position D the aerial vehicle
capture countermeasure 134c¢ can define a three-dimensional capture zone in
the shape of a cylindrical region or net capture area. Thus, regardiess of the
particular rotational position of the aerial vehicle capture countermeasure 134¢,
a section of the cylindrically shaped netting may always be facing the target
aerial vehicle 104b. This increases the likelihood that the target aerial vehicle
1040 will be captured in the net 305, while not necessarily needing 1o control the

rotational position of the aerial vehicle capture countermeasure 134c.

[6091] Once the target aerial vehicle is captured, the aerial vehicle capiure
countermeasure 134c (and the captured target aerial vehicle 104b) can be
transporied and released at a particular drop zone or location via a release
mechanism 314 that can be coupied between the counter-attack UAV 102¢ and
the aerial vehicle capture countermeasure 134c¢, similarly as described

regarding the example discussed and shown in FIG. 4D,

[0082] In some examples, a human operator can control the counter-attack UAYV
102¢ to operate its flight and deployment of the aerial vehicle capture
countermeasure 134c¢ to capture the target aerial vehicie 104. Alive video feed
can be viewed by the human operator, and a remote control can be used to
control the counter-attack UAV 102¢. However, human reaction time may not
be as seamless or timely as compared to the autonomous tracking of the target
aerial vehicle, and the autonomous navigation of the counter-attack UAV for

interception and neutralization purposes.

[6083] In another example, an aerial vehicle capture countermeasure can
include just one (deployable) radial support member (e.q., 338a), and a net
and/or tendrils can be coupled thereto. In this example, dozens of tendrils,
being many meters long (e.g., up 1o 30 m or more), can be dragged behind the
support members. This can provide a very low-drag, three-dimensional capture

zone, because the ends of the tendrils tend to flutler or drift in the wind in a
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sporadic manner to define a zone of capture {much iike tendrils of a jelivfish). In
this manner, the counter-attack UAV can be operable to trail behind a detected
target aerial vehicle at a velocity that it passes along or nearby the target aerial
vehicle close enough (e.g., less than 30 m) s0 that the tendrils get sucked into

or engulfed by the rotors of the target asrial vehicle.

[0094] The counter-attack UAV 102c¢ and the aerial vehicle capture
countermeasure 134c¢ can be supported by a platform or pedestal when in a
grounded mode, and then operable to launch from the platform in response to
detection of a target aerial vehicle, similarly as shown and described with
reference to FIG. A

[0095] FIG. 7 shows a system and method of neutralizing a target aerial vehicle
104b with a counter-attack UAV 102b in accordance with one example of the
present disclosure. The counter-attack UAV 102b and the system it is
operational with can have the same or similar features as the counter-atiack
UAVs and system described above with reference to FIGS. 1-6C to intercept
and neutralize the target asrial vehicle 104b. However, in this example the
counter-attack UAV 102b can be a fixed-wing unmanned aernal vehicle that is
operable to neutralize the target aerial vehicle 104b. Specifically, an aerial
vehicle capture countermeasure 134b can be coupled to the counter-attack UAV

1026 for entangling rotors of the target asrial vehicle 104b during flight.

[0096] The aerial vehicle capture countermeasure 134b comprises a support
member 220 (e.9., an aluminum or fiberglass rod) tethered to the counter-attack
LAY 102b, and that supporis at least one flexible entangling element, such as a
net 222, which can have a plurality of tendrils 224 extending from varicus
portions of the net 222. This provides a jow-drag configuration to minimize drag
forces on the aerial vehicle capture countermeasure 134b as the counter-attack
UAV 102b is operated in airspace, because the net 222 effectively generates a
two-dimensional capture zone towed directly behind the counter-attack UAV
102b.
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[0087] In response to the counter-attack UAV 102b intercepting the target aerial
vehicle 1040 {e.g., being in close proximity to each other, as described herein),
the aerial vehicle capture countermeasure 134b can be towed and positioned
along a predicted or known flight path of the target aerial vehicle 104b o
capture the target aerial vehicle 104b in the net 222 (or its tendrils 224}, thereby
entangling the rotors and/or body of the farget aerial vehicle 104b {0 neutralize
the target aerial vehicle 104b. This can reduce the need for highly accurate
terminal tracking of the target aerial vehicle 104b, because the aerial vehicle
capture countermeasure 134b can be relatively large compared to the footprint
of the target aerial vehicle 104b, and because the counter-atfack UAV 102b is
only required to be nearby or proximate the target aerial vehicle 104b to capture
it.

[0098] In this example, the net 222 can be a relalively large rectangular shape
{e.g., 15 m by 50 m, or more), because the drag on the aerial vehicle capture
countermeasure 134b would be relatively low due 1o its low-profile being towed
along a general horizontal direction through airspace, and because the net 222
may be relatively lightweight for ils size, as discussed herein. In some
examples, the support member 220 can have an aerodynamic shape, such as
an airfoil-shaped profile, which reduces drag forces and may assists to orient
the net 222 along a desired orientation when being towed. Stabilizing devices,
such as small airfoils or winglets, can be coupled to ends of the support member
220 1o orient the aerial vehicle capiure countermeasure generaily perpendicular
o the direction of flight, and to prevent spinning of the support member and the
net while in flight. Alternatively, winglets and a stabilizing support member with
winglets may also be installed on the trailing edge of the capiure
courtermeasure to enhance stability and control of the orientation of the capture

courtenmeasure,

[0099] In some examples, the support member 220 can be configured in a
folded position and then deployable in a deployed position. in this manner, the

support member 220 can be two or more collapsible support members, and the
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net 222 can be wrapped or bundied around such support members. Such
support members can be oriented vertically during transport until the time at
which the counter-atiack UAV 102b depioys or releases a bundle of the suppornt
members, for instance. The net 222 could then automatically unfold or unwrap
from the support member 220 due to drag forces exerted on the support
member 220 and the net 222. Similarly, as described above, the counter-attack
UAY 102b could trail and then pass the target aerial vehicle 104b in close
proximity, and then the tendrils 224 and/or net 220 can be entangled in the
rotors of the target aerial vehicle 104b (2.g., due to the suction force generated

by rotors of the target asrial vehicle 104b).

[00100] Once captured, the aerial vehicle capture countermeasure 134b and
the target asrial vehicle 104b can be transported and released at a particular
drop zone, such as away from populated areas (e.g., see FiG. 4D). Thus, a
release mechanism 226 can be coupled o the counter-attack UAV 102b and the
aerial vehicle capture countermeasure 134b, and can be operated by the
counter-attack UAV 102b to release the aerial vehicle capture countermeasure
134b from the countar-attack UAV 102b.

[00101] One primary advantage of various nets disclosed herein is the light-
weight, low-drag features of the netling, which allows for a relatively large
capture area or surface arsa. Forinstance, a 16-foot-wide and 550-yard-long
net (covering 2,500 m?) of 1.5-pound {or more) test monofilament, with about a
3-inch sguare average mesh size, can weight just 5 pounds. And, oneg support
member being 16 fest long can weight just a few pounds or less itself, so the
entire aerial vehicle capture countermeasure can weigh less than 10 pounds
while covering 2,500 m? area of capture. Thus, a particular counter-attack UAV,
having a 3C-pound payload capacity, for instance, can readily tow such aerial
vehicle capture countermeasure, even with a potentially high drag force {e.q.,
10-20 pounds) when traveling at relatively high speeds o intercept a target

aerial vehicle.

[00102] FIG. 8 shows a system and method of intercepting and neutralizing a
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target aerial vehicle 404 with a counter-attack UAV 402 in accordance with one
example of the present disclosure. The counter-attack UAV 402 can have the
same or similar features as described with reference {o the counter-attack UAVS
described with reference to FIGS. 1-6C to intercept and neutralize the targst
aerial vehicle 404, Here, an aerial vehicle capture countermeasure 434 can be
a plurality of tendrils 435 (i.e., not a net) coupled to the counter-attack UAV 402
for entangling rotors of the target aerial vehicle 404 during flight. One or more
weights can be coupled {0 one or more tendrils 435 o help keep the tendrils
435 hanging from the counter-attack UAV 402, and to prevent them from
accidentaily tangling with the counter-attack UAV 402. Alternatively, as shown,
a semi-rigid or rigid rod or other support member 403 can be coupled to the
counter-attack UAV 402 and can extend downwardly from the counter-attack
UAY 402 to support the tendrils 435 for the same purpose. In this configuration,
the tendriis 435 can be deployed (from a stowed to a deploved position) from an
elongate cavity through the support member 403 by sufficient wind forces, or by
active actuation effectuated by the counter-atiack UAV 402 that aciuates a
release device to release a bundle or collection of tendrils 435 in a suitable

manner.

[B0103]  This tendril configuration can provide a low-drag capture mechanism
that minimizes drag forces as the counter-attack UAV 402 is operated in
airspace, because the drag forces on an individual sirand or filament of a
particular tendril is quite low because the free end is able to flulter or move in

the wind without constraint.

[00104] Therefore, in response to the counter-atiack UAV 402 intercepting the
target aerial vehicle 404 (¢.q., being in close proximity to each other, as
described herein), the aerial vehicle capture countermeasure 434 can be towed
and positionad along a predicted or known flight path of the target aerial vehicle
404 o capiure the target aerial vehicle 404 in one or more tendrils 435, thereby
entangling rotors of the target aerial vehicle 404 to neutralize the target asrial

vehicle 404. The tendrils 435 can be a relalively long, such as 1S mic 50 m, or
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more, due o their lightweight properties and low-drag features.

[60108] The tendrils 435 can be configured in a bundled or stowed position in
or about the flight body of the counter-attack UAV 402, and then deployable in a
deployed position, as shown in FIG. 8. Once captured, the aerial vehicle
capture countermeasure 434 and the target aerial vehicle 404 can be
transporied and released at a particular drop zone, such as away from
populated areas (e.g., see FIG. 4D). Thus, a release mechanism can be
coupled o the counter-attack UAV 402 and the aerial vehicle capture
countermeasure 434, and can be operated by the counter-attack UAV 402 to
release the aerial vehicle caplure countermeasure 434 from the counter-atiack
UAV 402.

[60108] i should be appreciated that any number of shapes and
configurations of netting and their supports could be implemented, such as
circular or oval-shaped, polygon-shaped, irreqular shaped, etc. In some
examples, a plurality of counter-attack UAVs could even deploy a net having a
three-dimensional zone of capture, such as the addition of tendrils, or even
deploying a spherical net deployed with radial support members, for instance.
In this example, at least one “net face” or surface area will always face a
particular target aerial vehicle regardiess of the rotational position of the net,

which increases the chances of capturing the target aerial vehicle.

[00107] In the various examples discussed herein, one or more aerial theatre
observer UAV(s) can be operated to hover or fly around a monitored area to
assist with neutralizing a target asrial vehicle. For instance, high-performance
aerial theatre observer UAV(s) can have a variety of sensors and devices
discussed herein {e.q., optical cameras, gimbals, eic.) that can “observe”
terminal tracking and neutralization of the target aerial vehicle, meaning that the
aerial theatre observer UAV(S) can also track, in real-time, the target aerial
vehicle and then can communicate coliected data to one or more counter-attack
UAV(s) and/or to the extermnal aerial vehicle detection system 100. This system

assists to provide track target aerial vehicle(s) where tracking may be
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intermitient or unavailable by the one or more counter-atiack UAV(s) and/or to
the exiernal aerial vehicle detection system 100 (2.g., due to weather, detaction
range issues, birds, etc.). Human observers can also received data, such as
live video feed, from such aerial theatre observer UAV(s) {o observe the
success or failure of neutralizing the target aerial vehicle, which can act as a
bacl-up system if the target aerial vehicle avoids neutralization by the counter-
attack UAV(s).

[60108] Reference was made to the examples illustrated in the drawings and
specific languages was used hersin to describe the same. It will neverthaless be
understood that no limitation of the scope of the technology is thereby intended.
Alterations and further modifications of the features iliustrated herein and
additional applications of the examples as illustrated herein are to be

considered within the scope of the description.

[00108] Furthermore, the described features, structures, or characteristics
may be combined in any suitable manner in one or more exampiles. In the
preceding description, numercus specific details were provided, such as
examples of various configurations fo provide a thorough understanding of
examples of the described technology. it will be recognized, however, that the
technology may be practiced without one or more of the specific details, or with
other methods, components, devices, efc. In other instances, well-known
structures or operations are not shown or described in detail to avoid obscuring

aspects of the technology.

[60140] Although the subject matier has been described in language specific
to structural features and/or operations, it is to be understood that the subject
matter defined in the appended claims is not necessarily limited o the specific
features and operations described above. Rather, the specific features and acts
described above are disclosed as example forms of implementing the daims.
Numerous modifications and alternative arrangements may be devised without

departing from the spirit and scope of the described technology.
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CLAIMS

VWhat is claimed is;

1.

A counter-attack unmanned aenal vehicle (UAV) for aerial neutralization

of a target aerial vehicle, the counter-atiack UAV comprising:

a flight body;

a flight control system that controls flight of the counter-attack UAV (o
intercept a detected target aerial vehicle; and

an aerial vehicle capture countermeasure carried by the flight body and

operable to capture the detected target aerial vehicle.

The counter-atiack UAY of claim 1, wherein the counter-attack UAY
comprises at least one sensor configured 1o detect a position of the target
aerial vehicle, the flight conirol system comprising a flight controller
operable o control autonomous flight of the counter-attack UAV based on

a delected position of the target asrial vehicle.

The counter-attack UAV of claim 1, further comprising a wireless
communication device supported by the flight body and communicatively
coupled to an external aerial vehicle detection system, the
communication device configured io receive command data from the
external aerial vehicle detection system, the command data associated
with the target serial vehicle as detected by the external aerial vehicle

detection sysiem.

The counter-attack UAV of claim 3, further comprising at least one

camera movably coupled {o flight body, the at least one camera movable
{0 establish and modify a pointing position, based on the command data
received from the external aerial vehicle detection system, o detect and

track the target aerial vehicle.
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5. The counter-attack UAV of claim 3, wherein the flight control system

comprises a flight controller operabie to control autonomous flight of the
counter-attack UAV based on the received command data to infercept the

target aerial vehicle.

. The counter-aftack UAV of claim 1, wherein the flight control system

comprises a central processing unit (CPU) and a flight controller in
communication with one another, wherein the at least one sensor
comprises a camera operable to defect a position of the target aerial
vehicle, the camera operatively coupled to the CPU for processing data
associaied with the detected position to track a dynamic flight position of
the target aerial vehicle, wherein the flight controller is configured to
control autonomous flight of the counter-attack UAV 1o intercept the

dynamic flight position of the target aerial vehicle.

. The counter-atiack UAV of claim 1, wherein the aerial vehicle capture

countermeasure comprises at least one flexible entangling slement
configured o disrupt operation of at least one rotary propelier device of
the target aerial vehicle in response to the counter-attack UAV being in

close proximity with the target aerial vehicle.

. The counter-attack UAV of claim 7, wherein the at least ons flexible

entangling element comprises at least one of a net, filament,
moncfilament, braided filament, tendril, fiber, siring, cord, strand, thread,

rope, or wire.

. The counter-attack UAV of claim 1, wherein the aerial vehicle capiure

countermeasure is operable by the counter-attack UAV between a foided

position and a deployed position.
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10. The counter-attack UAV of claim 8, wherein the asrial vehicle capture
countermeasure comprises a plurality of support members and at least
one net coupled to the plurality of support members, wherein the plurality
of support members and the at least one net are collapsible when in the

folded position.

11. The counter-attack UAV of claim 10, wherein the plurality of support
members and the at least one net define a plurality of net capture zones,
when in the deployed position, each extending in different directions from
each other to define a three-dimengsional zone of capture defined by the

aerial vehicle capture countermeasure.

12. The counter-attack UAV of claim 10, further comprising a restraint device
coupled to the aerial vehicle capture countermeasure, and configured o
maintain the aerial vehicle capture countermeasure in the folded position,
wherein the counter-atiack UAV is operable to actuate restraint device {o

move the aerial vehicle capture countermeasure to the deployed position.

13. The counter-attack UAV of claim 9, wherein the plurality of support
members comprises a first radial support member and a second radial
support member, wherein the at least one net couples the first and
second radial support members together to form a three-dimensional

zene of capiure defined by the aerial vehicle capture countermeasure.

14. The counter-gtiack UAV of claim 1, further comprising a release
mechanism coupling the flight body 1o the aserial vehicie capture
countermeasure, the counter-atiack UAV operable to actuate the release
mechanism to release the aerial vehicle capture couniermeasure from
the counter-attack UAV after capluring the target aerial vehicle to deliver

the capiured target aerial vehicle 1o a particular location.
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15. A system for detecting and neutralizing a targst aerial vehicle, the system
comprising:
a counter-attack unmanned aerial vehicle (UAV) comprising:
a flight body;
a flight control system that controls flight of the counter-attack
LAY and
an aerial vehicle capture countermeasure carried by the flight
body,
an aerial vehicle detection system comprising at least one detection
sensor operable 1o detect a target aerial vehicle, and operable to
provide command data to the counter-attack UAV to facilitate
interception of the target aerial vehicle by the counter-attack UAV,
wherein, in response {o interception of the target aerial vehicle, the
counter-attack UAV is operable to capture the detected target

aerial vehicle with the aerial vehicle capture countermeasure.

18.The system of claim 15, wherein the command data comprises at least
one of intercept data, aerial vehicle capture countermeasure deployment
command data, target aerial vehicie detection data, counter-attack LAY
control daia, authorization to engage and caplure data, or a combination

thereof.

17. The system of claim 15, wherein the aerial vehicle detection system
comprises an on-board aerial vehicie detection system comprising at
least one sensor configured to detect a position of the target aerial
vehicle, the fiight control system comprising a flight controller operable to
control autonomous flight of the counter-attack UAV based on the

detected position of the target aerial vehicle.
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18. The system of claim 15, wherein the aerial vehicle detection system

comprises an external asrial vehicle detection system, the external aerial
vehicle deteclion sysiem comprising at least one detection sensor
operable to detect the target aerial vehicle and o provide command data
o the counter-attack UAV 1o facilitate interception of the target aerial

vehicle.

19. The system of claim 18, wherein the exiernal aerial vehicie detection

system is associated with a ground-based structure to monitor an
airspace, wherein the at least one detection sensor comprises a plurality
of detection sensors configured to detect at ieast one target aerial

vehicle.

20.The system of claim 15, wherein the flight control system comprises a

21

central processing unit (CPU) and a flight controller coupled to each
other, wherein the at least one sensor comprises a camera operable to
detect a position of the target aerial vehicle, the camera operatively
coupled to the CPU for processing data associated with the detected
position to track a dynamic flight position of the target aerial vehicle,
wherein the flight controller is configured o control autonomous flight of
the counter-attack UAV to intercept the dynamic flight position ¢f the

target aerial vehicle.

.The system of claim 15, wherein the aerial vehicle capture

countermeasure comprises at least one flexible entangling element
configured o disrupt operation of at least one rotary propelier device of
the target aerial vehicle in response to the counter-attack UAV being in

close proximity with the target aerial vehicle.
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22.The system of claim 15, wherein the aerial vehicle capture
countermeasure is operable by the counter-attack UAV between a foided

position and a deploved position.

23.The system of claim 22, wherein the asrial vehicle capture
countermeasure comprises a plurality of support members and at least
one net coupled to the plurality of support members, wherein the piurality
of support members and the at least one net are coliapsible when in the

folded position.

24. The system of dlaim 23, wherein the piurality of support members and the
at least one net define a plurality of net capture zones, when in the
deployed position, each extending in different directions from each other
to define a three-dimensional zone of capture defined by the aerial

vehicle caplure countermeasure.

25.The system of claim 24, wherein each of the plurality of support members

comprises at least one of a linear rod or a radial rod.

26.The system of claim 15, further comprising a release mechanism
coupling the flight body to the aerial vehicle capture countermeasure, the
counter-attack UAV operable {o actuate the release mechanism {o
release the aerial vehicle capture countermeasure from the counter-
attack UAV after capiuring the target aerial vehicle to deliver the captured

target aerial vehicle to a particular location.
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27 . The system of claim 18, further comprising a plurality of counter-attack
UAVs including the counter-attack UAV, wherein each counter-attack
UAY is in communication with at least one of the aerial vehicle detection
system associated with a ground-based structure or one or more other
counter-attack UAVs, and whersin each counter-atiack UAY comprises a

deployable gerial vehicle capture couniermeasure.

28. A method for aerial neutralization of a target aerial vehicle, comprising:
detecting a target aerial vehicle;
operating a counter-attack unmanned aerial vehicle (UAV) to intercept
the target aerial vehicle; and
capturing the target aerial vehicle with an aerial vehicle caplure

countermeasure carried by the counter-attack UAV

29. The method of claim 28, wherein detecting the target aerial vehicle
further comprises tracking a dynamic flight position with at least one
sensor of an aerial vehicle detection system, wherein the aerial vehicle
detection system comprises at least one of a detection sensor on-board
the counter-atiack UAY or a detection sensor remotely located from the
counter-attack UAV.

30. The method of claim 28, further comprising communicating position data
between a plurality of counter-attack UAVs, including the counter-attack
UAV, each counter-atiack UAV comprising a deployable aerial vehicle

capture countermeasure.
31.The method of claim 28, wherein detecting the target aerial vehicle

comprises autonomously detecting the target aerial vehicle and

autonomously tracking the target aerial vehicle.
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32. The method of claim 28, further comprising establishing a pointing
position of a camera of the counter-attack UAV 1o track the target aerial
vehicle, the pointing position based on command data received from an

aerial vehicle detection system.

33. The method of claim 28, further comprising transitioning the aerial vehicle
capture countermeasure from a folded position to a deployed position o
define a three-dimensional zone of capture for capturing the target aerial

vehicle.

34. The method of claim 28, further comprising actuating a release
mechanism coupling the counter-attack UAV to the aerial vehicle caplure
countermeasure to release the aerial vehicle capiure countermeasure
from the counter-attack UAV after capturing the target aerial vehicle to

deliver the target asrial vehidle to a particular location.

35.The method of claim 28, wherein delecting the {arget aerial vehicle
further comprises operating an optical sensor and a radar sensor each
supported by the counter-attack UAV to detect a position of the target

aerial vehicle.

36. The method of claim 28, wherein delecting the target aenal vehicle
further comprises operating a plurality of detection sensors associated
with a ground structure 10 generaie position data associated with the
target aerial vehicle, the method further comprising continuously

communicating the position data o the counter-attack UAV.
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37.The method of claim 28, wherein delecting the target aenal vehicle
further comprises operating a plurality of detection sensors (o gensrate
position data associated with the target aerial vehicle, the method further
comprising sliminating position data associated with one or more
5 detection sensors based on a credibility hierarchy associated with the

plurality of deiection sensors.

38. Atangible and non-transitory computer readable medium comprising one
or more computer software modules configured to direct one or more
10 processors to:
receive data generated by one or more detection sensors, the data
associated with a target aerial vehicle;
determine a position of the farget aerial vehicle based on the received
data; and
15 communicate command data associated with the determined position to

at least one counter-attack unmanned aerial vehicle (UAV).
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