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ROUTE OPTIMIZATION OF SERVICES PROVIDED BY ONE OR
MORE SERVICE PROVIDERS FOR COMBINED LINKS

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to cost minimization and more particularly to per-

forming route optimization of services provided by multiple service providers for com-
bined links.

Background Information

A computer network is a geographically distributed collection of interconnected
communication links and segments for transporting data between nodes, such as com-
puters. Many types of network segments are available, with the types ranging from local
area networks (LANSs) to wide area networks (WANSs). LANs typically connect personal
computers and workstations over dedicated, private communications links located in the
same general physical location, such as a building or a campus. WANS, on the other
hand, typically connect large numbers of geographically dispersed nodes over long-
distance communications links, such as common carrier telephone lines. The Internet is
an example of a WAN that connects disparate networks throughout the world, providing
global communication between nodes on various networks. The nodes typically commu-
nicate over the network by exchanging discrete frames or packets of data according to
predefined protocols, such as the Transmission Control Protocol/Internet Protocol
(TCP/IP). In this context, a protocol consists of a set of rules defining how the nodes in-

teract with each other.

Computer networks may be further interconnected by an intermediate network
node, such as a router, having a plurality of ports that may be coupled to the networks.
To interconnect geographically dispersed computer networks and/or provide Internet
connectivity, many organizations rely on the infrastructure and facilities of one or more

Service Providers (SPs), such as an Internet service provider (ISP). ISPs typically own
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one or more backbone networks that are configured to provide high-speed connections to

e.g., the Internet.

To enhance availability, some organizations (clients) subscribe to one or more
ISPs. Here, a router may be employed as a “gateway” that couples the client’s network to

the ISPs’ networks. If a particular ISP’s network becomes unavailable, the router may be

configured to automatically shift traffic (data) away from the unavailable ISP network to

an available ISP network. The router may also be configured to utilize the multiple ISP
networks in a manner that enhances overall network performance. For example, if a par-
ticular ISP connection becomes heavily used thereby potentially causing poor perform-
ance, a portion of the client’s traffic may be redirected by the router from the heavily
used connection to another less used ISP’s connection in order to improve the overall
network performance of the client’s network. Moreover, the router may employ a “load-
sharing” scheme where traffic handled by the router is distributed among the various ISP

connections in a manner that avoids overloading any one ISP connection.

A client may enter into a service level agreement (SLA) with an ISP in order to
establish a level of service provided by the ISP and a price the client pays for that service.
Often different ISPs employ different pricing schemes for their services. For example,
some ISPs charge clients on a flat-rate basis where each client pays a fixed fee per billing
period regardless of how much of the ISP’s service the client uses. Other ISPs may
charge clients using a tiered pricing scheme that is dependent upon the amount of the ser-
vice utilized by the client. In a typical tiered pricing arrangement, an ISP may i) take pe-
riodic measurements of egress and ingress traffic carried on the client’s connection to the
ISP’s network and aggregate the measurements to generate a “rollup value” for a rollup
period, ii) generate one or more rollup values per billing period, iii) rank the rollup values
for the billing period in a stack from the largest value to the smallest, iv) discard a per-
centage of the highest rollup values from the stack to accommodate bursting, v) apply the
highest remaining rollup value in the stack to a tiered structure to determine a tier associ-
ated with the rollup value, and v) charge the client based on a cost associated with the
determined tier. A rollup vélue, as used herein, is an aggregate of measurements taken,
e.g., of ingress and/or egress traffic, over a period of time, which is referred to herein as a

rollup period.
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Usually in a tiered pricing scheme, the egress and ingress traffic are measured
separately and the measurements are then rolled up (aggregated) either separately orin a
combined manner to the produce one or more rollup values. For example, rolling up
measurements separately may involve combining (aggregating) the egress measurements
to generate an egress rollup value and combining (aggregating) the ingress measurements
to generate an ingress rollup value. In a combined arrangement, the egress and ingress

measurements may be combined (aggregated) to generate a single combined rollup value.

The method employed to determine which rollup values are discarded often varies
among ISPs. Methods typically employed include sum, separate, and combined discard
calculation methods. The way the rollup numbers are generated and the number of
ranked stacks used often depend on the discard method. For example, the sum discard
method combines egress and ingress measurements to generate the'rollup values, which
are then ordered on a single ranked stack. The combined and separate discard calculation
methods generate separate egress and ingress rollup values that are then ordered on single

and separate ranked stacks, respectively.

Fig. 1 illustrates these discard calculation methods for a rollup value discard per-
centage of 6% (rounded), a rollup period of one day, and a billing period of thirty days.
Ranked stacks 110 and 120 illustrate the separate discard calculation method. Here,
egress and ingress measurements for a rollup period are aggregated separately to produce
separate egress and ingress rollup values. The rollup values for a billing period are then
used to generate an egress data ranked stack 110 and an ingress data ranked stack 120.
The percent of rollup values discarded is applied to each ranked stack to determine the
rollup values that are discarded. In this example, thirty egress and thirty ingress rollup
values are generated in the billing period and placed on the egress 110 and ingress 120
ranked stacks, respectively. The values in each stack are ordered from the largest value
at the top of the stack to the smallest value at the bottom. The two largest rollup values
i.e., the values for days 12 and 22 for the egress stack 110 and days 15 and 18 for the in-
gress stack 120, are discarded (removed) from the top of each stack. The remaining
highest rollup value in each stack, i.e., the rollup value for day 3 for the egress stack 110
and day 5 for the ingress stack 120, is then used to determine the amount the client is
billed for the billing period.



WO 2007/087193 PCT/US2007/001088

10

20

25

30

4

Stack 130 illustrates the sum discard calculation method. According to this
method, each egress and ingress measurement for a rollup period are summed to produce
a single rollup value per rollup period. The rollup values for a billing period are then
ranked on a single stack, the percentage of rollup values discarded is applied to the stack
to determine the rollup values that are discarded, the rollup values are discarded, and the
client is billed based on the remaining highest rollup value, as described above. Thus, for
example, for stack 130, thirty summed rollup values are generated per billing period, the
top two rollup values are discarded (i.e., the rollup values for days 12 and 15), and the
client is billed based on the remaining highest rollup value in the stack (@.e., the rollup
value for day 22). .

Stack 140 illustrates the combined discard calculation method. Here, the egress
and ingress measurements are rolled up into separate rollup values. The egress and in-
gress rollup values for a billing period are then ranked on a single ranked stack, the per-
cent of discarded rollup values is applied to the stack to determine the number of dis-
carded rollup values, the discarded rollup values are discarded from the stack and the cli-
ent is billed based on the remaining highest rollup value, as described above. Thus, for
example, stack 140 contains sixty rollup values (i.e., thirty egress rollup values and thirty
ingress rollup values), the top four rollup values are discarded (i.e., the egress rollup val-
ues for days 12 and 3, and the ingress rollup values for days 15 and 12), and tﬁe client is
billed based on the remaining highest rollup value in the stack (i.e., the egress rollup
value for day 7).

A client that subscribes to multiple SPs may want to maximize usage of the SPs’
services while minimizing the cost associated with those services. In a data network ar-
rangement, such as described above, this may involve continually i) monitoring access to
the various SP networks, ii) determining which SP connection best suits utilization of the
SPs services based on cost and iii) reconfiguring the network to distribute utilization of
the services in a manner that utilizes the least-costly SP connections. Depending on the
network configuration, performing these actions may be costly and arduous to implement
and consequently may not be sufficiently efficient and/or accurate to effect significant

cost savings.
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Moreover, the billing period for different SPs may not be synchronized. For ex-
ample, the billing period for a first SP may be from the beginning of the month to the end
of the month whereas the billing for a second SP may start at the middle of a month and
end in the middle of the next month. This may act to further complicate trying to maxi-

mize usage while minimizing cost among a plurality of SPs.

Often, users organize communication links as a group for a variety of reasons
known to those skilled in the art. For example, link groups may be used for increasing
the available bandwidth between two points in the network, e.g., by combining multiple
smaller/slower links into a single group of links that produces a greater bandwidth value
than the smaller/slower links individually. Various forms of grouped links include link
bonding/aggregation, EtherChannel, multilink point-to-point protocol (PPP), which is
described in RFC 1717, entitled The PPP Multilink Protocol (MP), published November
1994, etc. Other examples of link groups that will be understood by those skilled in the
art include multiple VPN tunnels that are created between an enterprise network and a
remote office, multiple links that share a common cost structure (e.g., as in an SLA), mul-

tiple links that are used in a common load-balancing scheme, etc.

Currently, however, routing policies and route optimization techniques (e.g., Op-
timized Edge Routing, OER) operate on individual links and not groups of links. Asa
result, conventional single-link techniques are often cumbersome when applied to groups
of links, and limited control is available to users desiring greater ability to manage and
optimize groups of links for a variety of purposes, in addition to those mentioned above.
Particularly, users with SLAs having common cost structures for combined links do not
have the ability to optimize routes based on the combined link costs. There remains a
need, therefore, for a technique that performs route optimization of services provided by

one or more service providers for combined links in a computer network.

SUMMARY OF THE INVENTION

The present invention is directed to a technique for performing route optimization
of services provided by one or more service providers (SPs) for communication links that

are combined in a computer network. According to the novel technique, performance
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characteristics and statistics (“link data™) for two or more combined links are merged to
form link data for a single “virtual combined link.” Route optimization techniques may
then be applied to one or more virtual combined links based on the combined link deita, in
addition to link data for zero or more conventional single links (physical or virtual). For
example, service level agreements (SLAs) for particular SPs may combine the link data
of all traffic into the SP’s network, e.g., bandwidth used, in order to bill a client. As a
result, it may be advantageous to optimize traffic routed into this SP’s network based
upon the combined link data (e.g., for priority-based route optimization techniques).
Also, the same strategy may apply to other types of bonded/aggregated links, as will be
understood by those skilled in the art. For instance, given two groups of aggregated
links, it may be more beneficial to compare the total cost of each group, rather than the

cost of each individual link of the groups.

Illustratively, a route optimization technique may be used in accordance with the
present invention to efficiently and accurately minimize costs associated with services
provided by a plurality of SPs, wherein each SP charges for utilization of its service
based on a tiered pricing structure. The tiered pricing structure comprises one or more
tiers, wherein each tier correlates to an amount of service provided by the SP and an as-

sociated cost.

According to the illustrative route optimization technique, measurement data that
represents the utilization of the SPs’ services is collected. At the end of a rollup period,
one or more rollup values are generated from the measurement data collected during a
rollup period. For the first N/P + 1 rollup periods in a billing period where “N” is the
number of discarded rollup values and “P” is the number of rollup values generated each
rollup period, based upon the measurement data and the SPs’ tiered cost structures, utili-
zation of the SPs’ services is distributed among the SPs by “walking up” the SPs’ tiered
cost structures and distributing the utilization in a manner that minimizes the cost of the
services provided by the SPs. At the end of a rollup period, the measured data is used to

generate rollup values, which are cumulated in a ranked stack.

For the remaining rollup periods in the billing period, for each SP, a target tier,

which represents a tier in the SP’s tiered pricing structure, is generated based on the cu-
P P g
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mulated rollup values. Within a rollup period measurement data is collected that repre-
sents the utilization of each SP’s service. A momentary target utilization rate (MTUR),
which represents a cumulative utilization of an SP’s services at a particular instance of
time e.g., within the rollup period, is generated for each SP based on, inter alia, the target
tier and the measurement data. The utilization of the SPs’ services is distributed among
the SPs based on the MTUR and tiered pricing structure of each SP in a manner that
minimizes the cost of the services provided by the SPs. If during the rollup period, the
measurement data indicates the target tier has been exceeded, a new target tier is gener-
ated for the SP. At the end of a rollup period, the measurement data is used to generate a
rollup value for the period, which is cumulated in the ranked stack.

Advantageously, the present invention performs route optimization of services
provided by one or more SPs for communication links that are combined in a computer
network. By combining the link data for two or more combined links, and managing
route optimization based on the combined link data, the present invention enhances the
control of routes and flow of traffic, e.g., in such a way so as to more closely reflect SLA
policies having combined links. The present invention also illustratively incorporates an
efficient and accurate route optimization technique for minimizing cost associated with
services provided by a plurality of SPs by being cognizant of the SPs’ cost structures, ac-
tively monitoring utilization of the SPs’ services, and distributing utilization among the
SPs as necessary in a manner that minimizes the cost of the services provided by the SPs.
Moreover, the illustrative route optimization technique does not require that the billing
periods between SPs be synchronized, as the target tier for each SP is determined inde-
pendently.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be better understood by
referring to the following description in conjunction with the accompanying drawings in
which like reference numerals indicate identically or functionally similar elements, of
which:

Fig. 1 is an illustration of various discard calculation methods;
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Fig. 2 is a schematic block diagram of a computer network that may be advanta-

geously used with the present invention;

Fig. 3 is a high-level partial schematic block diagram of an intermediate node that

may be advantageously used with the present invention;

Fig. 4 is a flow diagram of a sequence of steps that may be used to generate a tar-
get tier in accordance with an embodiment of the invention using either a sum or com-
bined discard calculation method;

Fig. 5 is a flow diagram of a sequence of steps that may be used to generate a tar-
get tier in accordance with an embodiment of the invention using a separate discard cal-

culation method;

Fig. 6 is a flow chart of a sequence of steps that may be used to cost minimize
connections between an intermediate node and a plurality of service providers for a bill-

ing period in accordance with an embodiment of the invention;

Figs. 7A-B are a table that illustrates generating target tiers in accordance with an

embodiment of the invention using the sum calculation method;

Figs. 8A-B are a table that illustrates generating target tiers in accordance with an

embodiment of the invention using the combined calculation method;

Figs. 9A-C are a table that illustrates generating target tiers in accordance with an

embodiment of the invention using the separate calculation method;

Figs. 10A-D are graphical representations of link utilization in the computer net-

work of Fig. 2 in accordance with the present invention;

Fig. 11 is a flowchart illustrating a procedure for managing route optimization for

combined links in a computer network in accordance with the present invention; and

Fig. 12 is a schematic block diagram of a computer network wherein aspects of

the inventive téchm'que are distributed among a plurality of network nodes.
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DETAILED DESCRIPTION OF AN ILLUSTRATIVE
EMBODIMENT

Fig. 2 is a schematic block diagram of a computer network that may be advanta-
geously used with the present invention. Computer network 200 comprises a customer
network 220 coupled to a wide-area network (WAN), such as the Internet 280, via a plu-
rality of service providers (SPs) 270 to create a network of internetworked nodes. Spe-
cifically, the customer network 220 comprises one or more end nodes 210, coupled to an
intermediate node 300, such as customer edge (CE) intermediate node 300, via a local-
area network (LAN) connection 240. Intermediate node 300 is coupled via one or more
WAN communication links 230 (e.g., 230a-c) to each service provider 270 that, in turn,
is coupled to the Internet 280 via communication links 240. Each service provider net-
work 270 may contain one or more network nodes (not shown), such as aggregation
routers, that are interconnected via various communication links to form a data network
that enables customer network 220 to access the Internet 280. The internetworked nodes
may contain computer systems that enable the nodes to intercommunicate by exchanging
data packets according to a predefined set of protocols, such as the Transmission Control
Protocol/Internet Protocol (TCP/IP).

Fig. 3 is a high-level partial schematic block diagram of intermediate node 300,
which illustratively is a router. An example of a router that may be advantageously used
with the present invention is the Cisco 7200 Series Internet Router available from Cisco
Systems Incorporated, San Jose, CA. Operation of router 300 will be described with re-
spect to IP routing, although the router 300 may be configured for other applications,

such as encryption.

Router 300 comprises a plurality of interconnected components including a for-
warding engine 390, various memoties, queuing logic 310, selector 350, service proces-
sor 360, and network interface cards (line cards) 340. A clock module 370 synchro-
nously controls operations of various components contained in router 300, although it
should be noted that arrayed elements of the forwarding engine 390 (described below)
may be operatively configured to function asynchronously. In the illustrative embodi-
ment, the clock module 370 generates clock signals at a frequency of, e.g., 200 megahertz
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(i.e., 5 nanosecond clock cycles), and globally distributes them via clock lines to the vari-

ous components of the router 300.

A buffer and queuing unit (BQU) 310 is connected to a packet memory 320 for
storing packets and a queue memory 330 for storing network-layer and link-layer headers
of the packets on data structures, such as linked lists, organized as queues (not shown).
The BQU 310 further comprises data interface circuitry for interconnecting the forward-
ing engine 390 and service processor 360 with the line cards 340 via a selector circuit 350
having an arbiter 355. The line cards 340 may comprise, e.g., Asynchronous Transfer
Mode (ATM), Frame Relay (FR) and Gigabit Ethernet (GE) ports, each of which in-
cludes conventional interface circuitry that may incorporate the signal, electrical and me-
chanical characteristics, and interchange circuits, needed to interface the cards with the

physical media and protocols running over that media.

The forwarding engine 390 may comprise a symmetric multiprocessor system
having a plurality of processing elements (not shown). Each processing element illustra-
tively includes a pipelined processor that contains, inter alia, a plurality of arithmetic
logic units (ALUs) and a register file having a plurality of general purpose registers that
store intermediate result information processed by the ALUs. The processing elements
may be arrayed into multiple rows and columns, and further configured as a multi-
dimensioned systolic array. Illustratively, the processing elements are arrayed as four (4)
rows and eight (8) columns in a 4x8 arrayed configuration that is embedded between an
input buffer (not shown) and an output buffer (not shown). However, it should be noted
that other arrangements, such as an 8x8-arrayed configuration, may be advantageously

used with the present invention.

The processing elements of each row are configured as stages of a “pipeline” that
sequentially execute operations on transient data (e.g., packet headers) loaded by the in-
put buffer, whereas the processing elements of each column operate in parallel to perform
substantially the same operation on the transient data, but with a shifted phase. Each
phase comprises a predetermined period of cycles, e.g., 128 cycles. Sequencing circuitry
of the input buffer controls the processing elements of each pipeline by ensuring that each

element completes processing of current transient data before loading new transient data
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into the pipeline at a new phase. In general, a new phase of processing is started, i.e., a
context switch is performed, when the elements finish processing their current transient
data (current context) and new incoming transient data (new context) is completely re-
ceived by the input buffer.

The forwarding engine 390 is coupled to an external memory 380 a portion of
which is partitioned into a plurality of “column” memories wherein each column memory
is coupled to a particular column of processing elements. Memory 380 is preferably or-
ganized as one or more banks and is implemented using fast-cycle-random-access-
memory (FCRAM) devices, although other devices, such as reduced-latency-dynamic-
random-access-memory (RLDRAM) devices, could be used. The external memory 380
stores non-transient data, such as a forwarding database, organized as a series of data

structures for use in processing the transient data.

The service processor 360 comprises a conventional central processing unit
(CPU) 362 coupled to a processor memory 363. The CPU 362 is a processor that con-
tains conventional logic that enables the CPU 362 to access memory 363 and execute and
manipulate data contained therein. The processor memory 363is a computer readable
medium containing e.g., high-speed random-access memory (RAM) memory devices,
such as dynamic-random-access-memory (DRAM) devices. Memory 363 further con-
tains an operating system 367 and various data structures. The operating system 367
comprises computer executable instructions (code) that functionally organize the service
processor 360 to enable performance of various functions, including functions that incor-
porate aspects of the inventive technique. It should be noted that one skilled in the art
would realize that other computer readable media, such as a disk drive Or one or more
flash memory devices, may be used to store computer executable instructions that im-

plement the inventive technique described herein.

Functions performed by the operating system 367 include, inter alia, execution of
conventional routing protocols, such as the Open Shortest-Path First (OSPF) protocol and
the Border Gateway Protocol (BGP). The routing protocols generally comprise topologi-
cal information exchanges between intermediate nodes to determine preferred paths

through the network based on, e.g., destination IP addresses. These protocols provide
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information used by the service processor 360 to create and maintain various forwarding
databases (not shown) contained in external memory 380. The databases are used by the
forwarding engine 390 to perform, e.g., layer-2 (L2) and layer-3 (L3) forwarding opera-
tions. When processing a packet’s header in accordance with IP routing, for example,
engine 390 determines where to send the packet by indexing into a forwarding database
contained in memory 380 using an IP address contained in the header. Execution of the
forwarding operations may result in destination media access control (MAC) address of
the packet’s header being rewritten by the forwarding engine 390 to identify an output
port associated with the packet.

[lustratively, a route optimization technique may be used in accordance with the
present invention to efficiently and accurately minimize costs associated with services
provided by a plurality of service providers (SPs), wherein each SP charges for utilization
of its service based on a tiered pricing structure. The tiered pricing structure comprises
one or more tiers, wherein each tier correlates to an amount of service provided by the SP

and an associated cost.

According to the illustrative route optimization technique, measurement data that
represents the utilization of the SPs’ services is colleéted. At the end of a rollup period,
one or more rollup values are generated from the measurement data collected during a
rollup period. For the first N/P + 1 rollup periods in a billing period where “N” is the
number of discarded rollup values and “P” is the number of rollup values generated each
rollup period, based upon the measurement data and the SPs’ tiered cost structures, utili-
zation of the SPs’ services is distributed among the SPs by “walking up” the SPs’ tiered
cost structures and distributing the utilization in a manner that minimizes the cost of the
services provided by the SPs. At the end of a rollup period, the measured data is used to

generate rollup values, which are cumulated in a ranked stack.

For the remaining rollup periods in the billing period, for each SP, a target tier,
which represents a tier in the SP’s tiered pricing structure, is generated based on the cu-
mulated rollup values. Within a rollup period measurement data is collected that repre-
sents the utilization of each SP’s service. A momentary target utilization rate (MTUR),

which represents a cumulative utilization of an SP’s services at a particular instance of
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time e.g., within the rollup period, is generated for each SP based on, inter alia, the target
tier and the measurement data. The utilization of the SPs’ services is distributed among
the SPs based on the MTUR and tiered pricing structure of each SP in a manner that
minimizes the cost of the services provided by the SPs. If during the rollup period, the
measurement data indicates the target tier has been exceeded, a new target tier is gener-
ated for the SP. At the end of a rollup period, the measurement data is used to generate a

rollup value for the period, which is cumulated in the ranked stack.

Operating system 367 comprises code organized as e.g., software processes that
operate under the control of the operating system 367 and enable service processor 360 to
monitor utilization of the SPs’ 270 services and perform cost minimization of the services
provided by the SPs 270 in accordance with the inventive technique. Illustratively, these
processes include a data collector process 368 and a route optimization process (e.g., a
cost minimization process) 369. The data collector 368 comprises code confi gured to
collect information (data) associated with the customer network’s 220 utilization of the
SPs’ services illustratively in a manner that is similar to the information collected by the
individual SPs 270. This data may represent data utilized by each SP to ci}etermine an
amount billed by the SP for a billing period. Illustratively, the data collected includes the
number of ingress and egress octets transferred on the communication links 230 between
intermediate node 300 and the SPs 270. The cost minimization process 369 contains
code that processes the collected data and configures node 300 to distribute utilization of

the SPs’ services in a manner that minimizes the cost of the services provided by the SPs.

Measurement data 364 is a data structure that illustratively holds data collected by
the data collector 368. The cost minimization process 369 generates rollup values from
this data and places these rollup values in the rollup data 365, which is a data structure
configured to hold these values. Illustratively, the rollup values comprise an aggregation
of the measurement data collected by the data collector 368 for a rollup period.

The ranked stack data 366 contains one or more ranked stacks of rollup values
(not shown) organized as one or more ordered sets. An ordered set as used herein is a set
“M?” of values wherein the value M(k) is greater than or equal to the value Mk+1). It

should be noted that sets ordered in a different manner, such as a set “M” wherein M() is
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less than or equal to M(k + 1), may take advantage of the inventive technique. For each
SP 270, the number of ranked stacks (sets) generated depends on the discard calculation
method used by the SP. For example, separate ranked stacks are generated for the egress
and ingress rollup values for the separate discard calculation method, whereas for the sum

s and combined methods, a single stack is generated.

Assume, for example, SP 270a (Fig. 2) bills for its service based on the tiered
pricing structure illustrated in table 1.

Table 1
Tier Percent Utilization Cost
(rounded)
1 0to20 $12.000
2 21 to 40 $14,000
3 41 to 60 $16,000
4 61 to 80 $20,000
5 81 to 100 $26,000

10 Likewise, assume SP 270b bills for its service based on the tiered pricing structure illus-

trated in table 2.
Table 2
Tier Percent Utilization Cost
(rounded)
1 0to 45 $13,000
2 46 to 52 $17,200
3 53 to 58 $18,900
4 59 to 65 $20,500
5 66 to 77 $24,000
6 78 to 90 . $26,600
7 - 91 to 100 $27,900

Further, assume each SP 270 bills for at least the first tier regardless of whether the any
15 service is utilized, each SP 270 discards 6% (rounded) of the rollup values generated for
cach billing period and the number of rollup periods per billing period is 30. Moreover,
assume for the sum discard calculation method one rollup value is generated per rollup
period comprising the sum of the egress and ingress measurements for the rollup period.

In addition, for the combined and separate discard calculation methods, assume two
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rollup values are generated per rollup period which includes an egress rollup value that
comprises the sum of the egress measurements for the rollup period and an ingress rollup

value that comprises the sum of the ingress measurements for the rollup period.

Fig. 4 is a flow diagram of a sequence of steps that may be used to generate a tar-
get tier for a rollup period in accordance with an embodiment of the invention where the
SP uses either the sum or combined discard calculation method. As used herein, “N” is
the number of rollup values discarded by an SP in a billing period and “P” is the number

of rollup values generated in a rollup period.

The sequence begins at Step 405 and proceeds to Step 410 where a check is per-
formed to determine if the rollup period is in the “middle range” of rollup periods. Illus-
tratively, the middle range of rollup periods include the periods that fall within the range
of the “N/P + 2” rollup period to the “T — N/P” rollup period, inclusive, wherein “T” is
the total number of rollup periods per billing period. If the rollup period is in the middle
range of rollup periods, the sequence proceeds to Step 420, where the target tiers for the
middle range of rollup periods are generated. Where M(k) is the “k-th” highest rollup
value in the set M rollup values generated so far in the billing period, the target tier gen-
erated is the tier in the SP’s cost structure that is associated with the M(N + 1) rollup
value. For example, assume SP 270a uses the sum discard calculation method, N is equal
to 2 and the rollup values for the first four roliup periods are 21, 15, 48 and 35 indicating
21%, 15%, 48% and 35% utilization, respectively. Set M is represented as {48, 35, 21,
15} and the M(N + 1) rollup value is 21. The tier in SP 270a’s pricing structure associ-
ated with this value is 2; thus, the target tier generated is 2. The sequence then ends at
Step 495. ’

At Step 430 the target tier is generated for the last N/P rollup periods. Specifi-
cally, if the pricing structure tier associated with the M((N + 1) - J) rollup value, where
“J” is the number of rollup values yet to be generated, matches the pricing structure tier
associated with M(N + 1) rollup value, the generated target tier is a “maximum” tier (de-
scribed below). Otherwise, the generated target tier is the tier associated with the MO +
1) rollup value. For example, assume, as above, that SP 270a uses the sum discard calcu-
lation method, N is equal to 2, the set M is represented as {65, 62, 48, 35, 30, 30, 26, 21,
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15, ...} and there is one more rollup value to be generated for the billing period. Since
the pricing structure tier associated with M((N + 1) —J) rollup value, i.e., 4, is not equal
to the pricing structure tier associated with M(N + 1) rollup value, i.e., 3, the generated
target tier is the tier associated with the M(N + 1) rollup value which is tier 3. At Step
495 the sequence ends. '

Nustratively, a target tier that is a “maximum? tier relates to a tier that ensures a
maximum safe capacity limit for the service and leaves sufficient “headroom” to avoid
bursting beyond the service’s full capacity. For example, if the link 230 (Fig. 2) coupling
node 300 with SP 270a is a 155 Megabits-per-second (Mps) link, to ensure 20% head-
room to accommodate bursting the maximum target tier would be the tier associated with
up to 80% utilization of the link which is tier 4.

Fig. 5 is a flow diagram of a sequence of steps that may be used to generate a tar-
get tier for a rollup period in accordance with an embodiment of the invention where the
SP uses the separate discard calculation method. As noted above, for the separate discard
calculation method, separate egress and ingress rollup values are generated from the
egress and ingress measurement data, respectively, that is collected by the data collector
368. These rollup values are ordered in separate egress and ingress ranked stacks (sets),
respectively, contained in the ranked stack data 366. The separate egress and ingress
ranked stacks (ordered sets) are represented herein by the set notation as M for the
egress ranked stack (egress ordered set) and M’’ for the ingress ranked stack (ingress or-
dered set).

The sequence begins at Step 505 and proceeds to Step 510 where a check is per-
formed to determine if the rollup period is in the middle range of rollup periods (de-
scribed above). If so, the sequence proceeds to Step 520 where the target tiers for the
middle range of rollup periods are generated. Specifically for each SP 270, the cost
minimization process 369 determines if the SP’s 270 pricing structure tier associated with
M’(N + 1) rollup value is greater than the SP’s 270 pricing structure tier associated with
M’’(N + 1) rollup value. If so, the cost minimization process 369 generates a target tier
that is a tier in the SP’s 270 tier pricing structure associated with the M’(N + 1) rollup

value in the egress ordered set. Otherwise, the generated target tier is the tier in the SP’s
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270 tier pricing structure associated with the M?*’(N + 1) rollup value in the ingress or-
dered set. For example, for SP 270a, assume the M’(N + 1) rollup value indicates 64%
utilization and the M’°(N + 1) rollup value indicates 42% utilization of SP 270a’s ser-
vices. The pricing structure tier associated with the M’(N + 1) rollup value is 4 which is
greater than the pricing structure tier associated with the M’*(N + 1) rollup value which is
3; thus, the generated target tier is 4. The sequence then ends at Step 595.

At Steps 530 and 540, the egress and ingress target tiers are generated, respec-
tively, for the last N/P rollup periods. Specifically, at Step 530, the cost minimization
process 369 determines if the SP’s 270 pricing structure tier associated with M (N+1)-
J?) rollup value matches the SP’s 270 pricing structure tier associated with M’(N+1)
rollup value, where “J*” is the remaining number of egress rollup values to be generated.
If so, process 369 generates a target tier that is a maximum tier in a manner that is de-
scribed above. Otherwise, process 369 determines if the SP’s 270 pricing structure tier
associated with M’((N + 1) — J°) rollup value is greater than the SP’s 270 pricing struc-
ture tier associated with M*’(N + 1) rollup value and if 80, generates a target tier that is
larger of the tiers in the SP’s 270 pricing structure associated with the M’(N + 1)and

M™’(N + 1) values. Otherwise, process 369 generates a target tier that is a maximum tier.

At Step 540, the cost minimization process 369 determines if the SP’s 270 pricing
structure tier associated with M”’((N + 1) - J**) rollup value matches the SP’s 270 pricing
structure tier associated with M*’(N -+ 1) rollup value, where “J**” is the remaining num-
ber of ingress rollup values to be generated. If so, process 369 generates a target tier that
is a maximum tier. Otherwise, process 369 determines if the SP’s 270 pricing structure
tier associated with M’ ((N + 1) - J**) rollup value is greater than the SP’s 270 pricing
structure tier associated with M°(N + 1) rollup value and if so, generatés a target tier that
is the larger of the tiers in the SP’s 270 tier pricing structure associated with the M’(N +
1) and M”’(N + 1) values. Otherwise, process 369 generates a target tier that is a maxi-

mum tier. The sequence ends at Step 595.

Hlustratively, in accordance with an embodiment of the invention, an SP’s 270
target tier is generated at the beginning of a rollup period. Within an SP’s 270 rollup pe-
riod, a momentary target utilization rate (MTUR) is generated. The MTUR indicates the
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cumulative utilization of an SP’s 270 services at a particular time within the rollup pe-
riod. [llustratively, the MTUR is represented as a percentage of the total available ser-
vices that have been utilized within the rollup period. As will be deseribed below, the
MTUR is used to determine if an SP’s 270 target tier has been exceeded. If so, a new
target tier is generated and the utilization of the SP’s 270 services is redistributed among
the SPs 270 based on each SP’s 270 MTUR and the target tier.

Hlustratively, the MTUR for a data link coupled to an SP 270 is calculated using

the following formula:
MTUR = TMU + ((TMU * LC * TSI) - CTM)/(LC * (TS — TSI)) clipped at a
MUC

wherein:

MTUR is the momentary target utilization rate expressed as a percentage

of utilization of services expressed as a percentage;

CTM is the cumulative traffic for a rollup period measured in Megabytes
(Mby);

TS is the total number of seconds in a rollup period;

TSI is the number of seconds into the rollup period;

TMU is the target tier maximum utilization expressed as a percentage;
LC is the data-link capacity in Megabytes-per-second (Mps); and

MUC is a maximum usable capacity in percentage of overall capacity as-

sociated with the “maximum® tier (described above) expressed as a per-

centage.

For example, assume the TMU is 60%, the CTM is 2.16 x 10'%, TS is 8.64 x 10°,
TSI=4.32 x 10%, LC is 1 x 10* Mps and MUC is 80%. The MTUR is 70%. Thus, at this
point in time in the rollup period, utilization may reach 70% without having to increase

the target tier to the next pricing structure tier.

As noted above, the result generated by the formula is clipped at the MUC. This
means that the MTUR is the lesser of the MUC and the result generated by the formula.
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Fig. 6 is a flow chart of a sequence of steps that may be used to cost minimize
connections between node 300 and the SPs 270 for a billing period (cycle) in accordance
with an embodiment of the invention. The sequence begins at Step 605 and proceeds to
Step 610 where node 300 is configured with information associated with the services
provided by the SPs 270. This information may include information used by each SP 270
to bill for services provided by the SP, such as the type of data measured during each
rollup period (e.g., egress/ingress octets transferred between the customer’s network 220
and the SP 270), the sampling period or measurement interval (e.g., 5 minutes), the rollup
period (e.g., 24 hours), the billing period (e.g., 30 days), discard amount (e.g., 6%
rounded), the discard calculation method (e.g., summed, combined, separate), and the
SP’s tier pricing structure. Other information may include the billing start date and the
time zone difference between the time zone of the intermediate node 300 and the time
zone of the SP 270.

At Step 615, the cost minimization process 369 initializes the measurement 364
and rollup 365 data. At Step 620, for the first N/P + 1 rollup periods the cost minimiza-
tion process 369 distributes utilization of the SPs services among the SPs by “walking
up” the pricing tiers and distributing utilization in a manner that minimizes the cost of the
services provided by the SPs. “Walking up” the pricing tiers involves distributing utiliza-
tion of the SPs’ services among the SPs in a manner that minimizes the cost for the SPs’
services as indicated in the SPs” tiered pricing structures. As noted above, since both SPs
270 charge for the first tier, process 369 illustratively distributes utilization of the SPs’
services between both SPs evenly. When the aggregate utilization of SP 270a’s services
reaches 20%, node 300 shifts (distributes) the utilization of the SPs’ services from SP
270a to SP 270b until the aggregate utilization of SP 270b’s service reaches 45%. Like-
wise, when the aggregate utilization of SP 270b’s services exceeds 45%, node 300 shifts
the utilization of the SPs’ services from SP 270b to SP 270a, since tier 2 and 3 for SP
270a are lower in cost than tier 2 for SP 270b. When the utilization of SP 270a’s services
exceeds tiers 2 and 3, node 300 shifis the utilization of the SPs’ services from SP 270a to
SP 270b and so on.

At Step 625, the cost minimization process 369 generates a target tier for each SP

270. Specifically, the cost minimization process 369 generates a target tier for each SP
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270 using the method described in Fig. 4 (if the SP 270 uses the summed or combined
discard calculation method) or the method described in Fig. 5 (if the SP 270 uses the

separate discard calculation method).

At Step 630, the data collector 368 collects measurement data in a manner as de-
scribed above and the cost minimization process 369 processes the collected data includ-
ing generating an MTUR for each SP, in a manner as described above. Using the gener-
ated MTUR and target tier for each of the SPs 270 process 369 distributes utilization of
the SPs’ 270 services among the SPs 270 in a manner that maximizes the utilization of
each SPs 270 services and minimizes the cost of the services provided by the SPs 270.
For example, assume the MTUR for a first SP 270 indicates that a large percentage of the
SP’s 270 services available within its target tier have been used early in its rollup period.
In response to this condition, process 369 may distribute utilization of the first SP’s 270
services to a second SP 270 whose MTUR indicates a lower usage of its services within .
its rollup period and the cost associated with its target tier is lower than the cost associ-
ated with the next highest tier after the first SP’s 270 target tier. Notably, using the
MTUR in this manner enables the utilization of services to be better distributed among -
the SPs 270 and obviates having a particular SP 270 increase its target tier when lower

cost services may be available from another SP 270.

At Step 640, for each SP 270 the cost minimization process 369 determines if the
SP’s 270 measurement data cumulated for a rollup period indicates the SP’s 270 target
tier has been exceeded. If so, the sequence p-roceeds to Step 645 where a new target tier
is generated for the SP 270. Illustratively, the new target tier generated is the next tier in
the SP’s tiered pricing structure. Alternatively, the new target tier may be generated in a

manner as described in Figs. 4 and 5 above.

At Step 650, the cost minimization process 369 determines if the rollup period for
a given SP 270 has ended. If not, the sequence returns to Step 630. Otherwise, the se-
quence proceeds to Step 655 where process 369 generates one or more rollup values from
the measurement data collected during the rollup period and places the rollup values in
one or more ordered sets contained in the rollup data 365. For example, if the SP 270

uses the separate discard calculation method, process 369 generates separate rollup values
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for the egress and ingress data, as described above. These rollup values are then placed
in the egress and ingress ranked stacks contained in the ranked stack data 366, respec-
tively. At Step 660, the cost minimization process 369 determines if the billing period
has ended. If not, the sequence returns to Step 620; otherwise the sequence ends at Step
695.

Figs. 7A-B, 8A-B and 9A-C are exemplary tables that illustrate a way target tier
values may be generated in accordance with an embodiment of the invention for the
summed, combined, and separate discard calculation methods, respectively. The “sus-
tained tier” indicated in the tables relates to the tier used for billing purposes for the bill-

ing period.

In the following descriptions of Figs. 7, 8 and 9, assume for purposes of illustra-
tion that an SP’s target tier associated with a rollup value is the same as the rollup value.
Referring to Figs. 7A-B, illustratively, the rollup period is one day with one rollup value
generated per period. The total number of rollup periods in a billing period is 30 and the
percent of rollup values discarded is 5% (rounded); thus the number of rollup values dis-
carded, i.e., N, is 2. For the first N + 1 rollup periods, i.e., rollup periods 1 through 3 in-
clusive, the rule that is applied is the “walk up the tiers” rule, i.e., Step 620 (Fig. 6).

From the N + 2 rollup period through the T-N rollup period, i.e., periods 4
through 28 inclusive, the target tier is determined using the “M(N + 1)” rule, i.e., Step
420 (Fig. 4). For example, at rollup period 10, the rollup value for the measured egress
utilization is 6, the rollup value for the measured ingress utilization is 4, and the sum total
rollup value is 10. Since this is the first highest measurement encountered so far, it is
placed in the M(1) position of the ranked stack. The previous first highest value, i.e., 9,
is moved to the M(2) position and the previous second highest value, i.e., 8 is moved to
the M(3) position, i.e., the M(N + 1) position. In accordance with the rule at Step 420,

the target tier is set to the tier associated with the value 8 which is this case is tier 8.

After the T — N rollup period to the end of the billing period, i.e., rollup periods
29 and 30, the target tier is generated using the rule associated with Step 430. For exam-
ple, at the beginning of rollup period 29, J is 2 and the rollup value at M((N + 1) - J) is
11 (i.e., the highest value). Since this SP’s tier associated with the rollup value for M((N
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+1)-1), i.e., 11, does not match the tier associated with the rollup value at M(N + 1),
i.e., 10, the target tier generated for period 29 is 10, i.e., the tier associated with the M(N
+1). Likewise, at the beginning of rollup period 30, J is 1 and the tier associated with the
rollup value for M((N + 1)~ J) is 10. Since this tier matches the tier associated with the
rollup value at M(N + 1), i.e., 10, the generated target tier is a maximum tier.

The table in Figs. 8A-B is similar to the table illustrated in F ig. 7A-B except that
the egress and ingress rollup values are maintained as separate rollup values rather than a

single summed rollup value.

Referring to Figs. 9A-C, for the first N + 1 rollup periods, the rule that is applied
is the “walk up the tiers” rule, i.e., Step 620. For the middle rollup periods, i.e., rollup
period 3 through 28 inclusive, the rule at Step 520 is applied and ingress and egress gen-
crated target tiers are the tiers associated with the larger of the SP’s pricing structure tier
associated with the M’(N + 1) or M*’(N + 1) rollup values. For example, at the begin-
ning of rollup period 5, the tier associated with the M’(N + 1) rollup value is 3 and the
tier associated with the M”’(N + 1) rollup value is 2. Since 3 is greater than 2, the gener-
ated target tier is 3.

For the remaining rollup periods, i.e., periods 29 and 30, the target tier is gener-
ated using the rules associated with Steps 530 through 540. For example, at the begin-
ning of rollup period 30, for the egress target value the rule associated with Step 530 is
applied. Since the tier associated with the rollup value at M’(N +1)-1J), i.e., 6, matches
the tier associated with the rollup value at M’(N + 1), the generated target tier is a maxi-

mum tier.

The present invention is directed to a technique for performing route optimization
of services provided by one or more SPs for communication links that are combined in a
computer network. According to the novel technique, performance characteristics and
statistics (“link data™) for two or more combined links are merged to form link data for a
single “virtual combined link.” Link data may be any type of monitored information for
the two or more links that may be useful for route optimization, such as, e.g., bandwidth,
utilization, bandwidth, cost, delay, packet loss, mean opinion score (MOS) (for Voice
over IP, VolIP traffic), round trip time (RTT), etc. Also, various methods may be used to
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monitor and collect the link data (e.g., at the data collector 368), such as, for example, by
using optimized edge routing (OER) techniques described in above-referenced Patent
Application Serial No. (Atty. Docket No. 112025-0621). Once the link data is collected
for the two or more links, the data is combined appropriately, as will be understood by
those skilled in the art. For instance, bandwidth and utilization may be added together,
while delay or RTT, for example, may best be averaged, since the combined links would
most likely not have the sum of the individual delays, etc. Other combination means for
these or other types of link data may be used as appropriate, and such means are within
the scope of the present invention, and those mentioned here are merely representative

examples.

Once the link data is combined for the virtual combined link(s), route optimiza-
tion techniques may then be applied (e.g., by a route optimization process) to one or more
virtual combined links based on the combined link data, in addition to link data for zero
or more conventional single links (physical or virtual). In other words, route optimiza-
tion techniques conventionally operate on individual links, as understood by those skilled
in the art. In accordance with the present invention, however, these route optimization
techniques may now operate in substantially the same manner, but where at least one of
the “individual links” is actually a virtual combined link. Substantially the same route
optimization techniques and policies, etc., apply to virtual combined links as they would
to conventional single links. In essence, then, the virtual combined links may “appear” to
be conventional single links to the route optimization techniques (e.g., illustratively to

cost minimization process 369).

An example of the benefit provided by applying route optimization techniques to
combined links may be seen in Figs. 10A-D. Fig. 10A is a graphical representation of
link utilization of links 230a-c in computer network 100 of Fig. 2, without combined
links. Customer network 220 couples to SP 270a via link 2304, e. g., having a maximum
bandwidth of 100 Kilobytes per second (KBps), and link 230b, €.g., also having a maxi-
mum bandwidth of 100 KBps, and further couples to SP 270b via link 230c, e.g., having
a maximum bandwidth of 100 KBps. Assume, for example, that SP 270a has an SLA
with the customer network defining utilization tiers as follows: for each link 230a and
230b, the first 10% costs $100 (tier “T1”), up to 40% costs $400 (tier “T2"), up to 70%
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costs $700 (tier “T3”), and the remaining bandwidth up to 100% costs $1000 (tier “T4™).
Also assume, for example, that SP 270b has an SLA with the customer network defining
utilization tiers for link 230c as follows: using the same percentage boundaries as tiers
T1-T4 of SP 270a, for SP 270b T1 costs $400, T2 costs $700, T3 costs $1000, and T4

~costs $1300.

Ilustratively, assume that a possible traffic distribution, e.g., according to the cost
minimization techniques described herein, (or other routing technique as will be under-
stood by those skilled in the art) comprises 38 KBps of bandwidth utilized over link 230a
(i.e., 38% utilization), 32 KBps utilized over link 230b (i.e., 32% utilization), and 38
KBps utilized over link 230c (i.e., 38%). Based on the tiered cost structure for the SPs,
the total cost of utilizing links 230a-c for 102 KBps is $1500, i.e., $400 for T2 of 2304,
plus $400 for T2 of 230b, plus $700 for T2 of 230c.

Further assume that route optimization process 369 is attempting to place an addi-
tional 5 KBps (e.g., for routes to a particular prefix) over the available links, where the
additional 5 KBps is sensitive to delay over the links. Notably, according to cost minimi-
zation techniques, cost minimization is a higher priority than routing based on any other
metric (e.g., delay). As such, assuming that link 230a has a lower delay value than link
230b (which has a lower delay value than link 230c), based on cost minimization tech-
niques, the additional 5 KBps is placed on link 230b. In other words, link 230a, although
having the best delay value, would incur more cost if used, reaching T3 ($700) with the
extra 5 KBps (43 KBps, or 43%). (Notably, link 230c would also reach the next, more
expensive tier, T3.) The best cost-based option, therefore, remains as link 230b, which
would remain in its current tier. The new distribution is shown in Fig. 10B. The 5 KBps,
therefore, has been placed on a link with a longer delay than that of another link, regard-

less of its sensitivity to delay.

It is important to note that the above situation with reference to Figs. 10A and
10B may result in either the case where the links are not combined, or in the case where
the SLA combines the links, but the route optimization process 269 is unable to accom-

modate (i.e., optimize routes based on) the combined links.
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In accordance with the present invention, then, assume that SP 270a has an SLA
with the customer network that aggregates the two links 230a and 230b, and applies the
same tiered structure as above (i.e., up to 10%,'40%, 70%, and 100%), except now the
corresponding costs for the combined links may be doubled (i.e., $200, $800, $1400, and
$2000). That is, SP 270a combines the total bandwidth utilization of both links (e.g., 200
KBps), and applies the tiered structure (e.g., with higher costs) to the total of the two
links. Those skilled in the art will understand that the same tiered structure need not be
applied, and that different utilization percentages/amounts and/or costs may be used.
Also, while the example uses equal-bandwidth links, those skilled in the art will under-
stand that unequal-bandwidth links may also be combined. Fig. 10C graphically repre-
sents the new tiered cost structure with aggregated links 230a and 230b for the traffic dis-
tribution as in Fig. 10A, where 70 KBps (total) bandwidth is utilized over links 230a-b
(i.e., 35% total utilization), and 38 KBps of bandwidth is utilized over link 230c (i-e.,
38% utilization). Notably, because the link costs remain proportional, the total cost of
the traffic remains the same ($1500). (Moreover, as those skilled in the art will under-
stand, it may be necessary to synchronize the roll-up times and billing periods for the
combined links.)

In order to maximize the optimization based on the SLA with aggregated links,
the cost of the links, and the delay (or other metric), the present invention provides the
route optimization technique with a means to merge the link data of the corresponding
links (e.g., total bandwidth, utilization, total available bandwidth, etc.) into link data for a
single virtual combined link. In this way, the route optimization technique (e.g., cost
minimization) may be performed on two links (virtual combined link 230a-b and link
230c) instead of three as before.

Fig. 10D demonstrates the advantage afforded by combining the link data and
performing route optimization (i.e., cost minimization and delay minimization) on the
virtual combined link, rather than individual links. Here, the cost minimization process
369 may optimize routing in accordance with the present invention to route the additional
5 KBps over the combined links 230a+b, however, now the delay-sensitive traffic may be
routed over the lower delay, link, link 230a. In other words, because links 230a and 230b

are combined, any division of total traffic (up to a maximum link utilization) may utilize
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either of the two combined links according to which link best suits particular traffic. For
instance, once the traffic is routed to the virtual combined link based on a first priority
(e.g., cost minimization), the traffic may then be routed over either of the two individual
links based on lower priorities (e.g., delay). As such, the delay-sensitive 5 KBps addi-
tional traffic may be physically routed over link 230a in accordance with the present in-

vention, and the total cost (based on the combined link SL.A) remains the same.

Notably, those skilled in the art will understand that the combined links of the
present invention may be used with route optimization techniques other than the cost
minimization technique described herein, and that the cost minimization technique is
merely a representative example of the advantages of the present invention. For example,
various load balancing techniques, link group route optimization techniques as described
in above-reference Patent Application Serial No. (Atty. Docket No. 112025-0621), and
other techniques may be used in accordance with the combined links of the present inven-
tion. Moreover, once a virtual combined link is selected based on route optimization
techniques, other techniques known to those skilled in the art, such as load balancing,
load sharing, hashing functions, random dividing, policy-based routing (e.g., delay), etc.,
may be used to determine over which of the individual links within the virtual combined
link to transmit the traffic. Also, those skilled in the art will appreciate that the present
invention may be advantageously used with SLAs that combine links as a general matter,
whether or not the combined links offer any optimization advantage. Since the SLA is

only directed to the combined links, it may be desirable to manage routes accordingly.

Fig. 11 is a flowchart illustrating a procedure for managing route optimization for
combined links in a computer network in accordance with the present invention. The
procedure 1100 starts at step 1105, and continues to step 1110, where two or more links
are combined, e.g., for purposes of an SLA or for other purposes, as described above. At
step 1115, performance characteristics and statistics (“link data™) is monitored for each of
one or more links that have been combined (i.e., the “combined links™). For example,
data collector 368 may collect information regarding the utilization of each of the com-
bined links, as described above. At step 1120, the monitored link data for the combined
links is merged together to form link data for a single ““virtual combined link.” Once the
link data is created for the virtual combined link, route optimization techniques (e.g.,
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conventional techniques, or the illustrative technique described herein) may be applied to
two or more links based on their respective link data in step 1125. Notably, at least one
of the two or more links is a virtual combined link in accordance with the present inven-
tion, and the route optimization technique operates on the virtual combined link as though
it were a conventional single link (physical or virtual). The procedure may either end, or

return to step 1115 to monitor, merge, and apply route optimization accordingly.

Advantageously, the present invention performs route optimization of services
provided by one or more SPs for combined links in a computer network. By combining
the link data for two or more links, and managing route optimization based on the com-
bined link data, the present invention enhances the control of routes and flow of traffic,
e.g., in such a way so as to more closely reflect SLA policies having combined links.
The present invention also illustratively incorporates an efficient and accurate route op-
timization technique for minimizing cost associated with services provided by a plurality
of SPs by being cognizant of the SPs” cost structures, actively monitoring utilization of
the SPs’ services, and distributing utilization among the SPs as necessary in a manner
that minimizes the cost of the services provided by the SPs. Moreover, the illustrative
route optimization technique does not require that the billing periods between SPs be
synchronized, as the target tier for each SP is determined independently.

The above-described illustrated embodiment of the invention describes the data
collector and route optimization (e.g., cost minimization) aspects of the invention as per-
forfned in a single intermediate node; however, this is not intended to be a limitation of
the invention. Rather in other embodiments, these and other aspects of the invention are

distributed among a plurality of nodes.

For example, Fig. 12 is a schematic block diagram of a computer network 1200
wherein aspects of the inventive technique are distributed among a plurality of network
nodes. The network 1200 comprises a control node 1240 coupled to a plurality of border
nodes 1260 which, in turn, are coupled to a plurality of SPs 1280. The border nodes 1260
are network nodes, such as border routers, that are configured to, inter alia, perform vari-
ous functions in accordance with the inventive technique that are associated with e.g., the

data collector process 368 described above. These functions may include collecting in-
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formation similar to the information collected by the data collector process 368, in a
manner as described above. The control node 1240 is a node, such as a computer system
or intermediate node, coupled to the border nodes 1260. Control node 1240 is configured
to perform, inter alia, various functions in accordance with the inventive technique that
are associated with, e.g., the route optimization process 369 described above. These
functions may include gathering information collected by the border nodes 1260, process-
ing the information and reconfiguring the border nodes 1260 in a manner that minimizes
costs, as described above. For example, the control node 1240 may be configured as,
e.g., an OER Master Controller, and border nodes 1260 may be OER border routers, such
as described in above-referenced Patent Application Serial No. (Atty. Docket No.
112025-0621).

It should be further noted, that in the above-described embodiment of the inven-
tion, only one SP 270 is coupled on a link or links 230 to the customer network 220;
however, this too is not intended to be a limitation of the invention. An intermediate
node that is coupled to more than one SP via a link or links may take advantage of the
inventive technique provided measurement data is acquired and processed for each SP in

a manner as described above.

The foregoing description has been directed to specific embodiments of this in-
vention. It will be apparent, however, that other variations and modifications may be
made to the described embodiments, with the attainment of some or all of their advan-
tages. For instance, it is expressly contemplated that the teachings of this invention can
be implemented as software, including a computer-readable medium having program in-
structions executing on a computer, hardware, firmware, or a combination thereof. Also,
electromagnetic signals may be generated to carry computer executable instructions that
implement aspects of the present invention over, e.g., a wireless data link or a data net-
work, such as the Internet. Accordingly this description is to be taken only by way of
example and not to otherwise limit the scope of the invention. Therefore, it is the object
of the appended claims to cover all such variations and modifications as come within the

true spirit and scope of the invention.

What is claimed is:
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CLAIMS

1. A method for minimizing costs associated with services provided by a plurality of ser-
vice providers (SPs) over one or more combined links, wherein each SP charges for utili-
zation of its service based on a tiered pricing structure comprising one or more tiers and
wherein each tier correlates to an amount of service provided by the SP and a cost, the

method comprising the steps of:

merging performance characteristics and statistics (link data) for two or more

combined links to form link data for a single virtual combined link; and

applying a route optimization technique to one or more virtual combined links
based on the combined link data, in addition to link data for zero or more conventional
single links,

wherein the route optimization technique comprises

i) generating a target tier for each virtual combined link of each SP based
on link utilization data for the virtual combined links wherein the target tier repre- .

sents a tier contained in the SP’s tiered pricing structure,

ii) generating a momentary target utilization rate (MTUR) for each virtual
combined link of each SP based on the generated target tier for each virtual com-
bined link of each SP and utilization of the virtual combined links wherein the
MTUR represents a cumulative utilization of a \./irtual combined link at a particu-

lar instance of time, and

iii) distributing utilization of the virtual combined links among each of the
virtual combined link of each SP based on the MTUR of each virtual combined
link and based on the tiered pricing structure.of each SP in a manner that mini-

mizes the cost of the services provided by the SPs.

2. A method for performing route optimization of services provided by one or more ser-

vice providers (SPs) for combined links in a computer network, the method comprising:
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3 merging performance characteristics and statistics (link data) for two or more

4  combined links to form link data for a single virtual combined link; and

5 applying a route optimization technique to one or more virtual combined links
6  based on the combined link data, in addition to link data for zero or more conventional

7  single links.

1 3. The method as in claim 2, further comprising:

2 applying a route optimization technique that minimizes costs.

1 4. The method as in claim 2, further comprising:

2 monitoring the link data for the two or more combined links.

1 5. The method as in claim 2, wherein the link data is selected from a group comprising:
2 bandwidth, utilization, bandwidth, cost, delay, packet loss, mean opinion score (MOS),
3 and round trip time (RTT).

1 6. The method as in claim 2, further comprising:

2 determining over which of the combined links within the virtual combined link to
3 transmit the traffic.

1 7. The method as in claim 2, wherein the combined links are combined in accordance
2 with one or more service level agreements (SLAs) with one or more service providers
3 (SPs). '

1 8. The method as in claim 7, wherein the at least one of the one or more SLAs define a
2 tiered cost structure.
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1 9. The method as in claim 8, further comprising:

2 applying a route optimization technique that minimizes costs according to the

3 tiered cost structure.

t  10. The method as in claim 9, further comprising:

2 applying a route optimization technique that further optimizes traffic to the com-

3 bined links based on a lower priority metric value.
1 11. The method as in claim 10, wherein the metric value is a delay.

1 12. Anapparatus for performing route optimization of services provided by one or more
2 service providers (SPs) for combined links in a computer network, the apparatus compris-
3 ing: .

4 means for merging performance characteristics and statistics (link data) for two or

5 more combined links to form link data for a single virtual combined link; and

6 means for applying a route optimization technique to one or more virtual com-
7  bined links based on the combined link data, in addition to link data for zero or more

8  conventional single links.

1 13. A computer readable medium containing executable program instructions for per-
2 forming route optimization of services provided by one or more service providers (SPs)
3 for combined links in a computer network, the executable program instructions compris-

4  ing program instructions for:

5 merging performance characteristics and statistics (link data) for two or more
6  combined links to form link data for a single virtual combined link; and
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applying a route optimization technique to one or more virtual combined links
based on the combined link data, in addition to link data for zero or more conventional
single links.

14. A node for performing route optimization of services provided by one or more ser-

vice providers (SPs) for combined links in a computer network, the node comprising;:
one or more network interfaces;

a processor coupled to the one or more network interfaces and adapted to execute

software processes; and

a memory adapted to store a data collection process executable by the processor,
the data collection process configured to: i) monitor performance characteristics and sta-
tistics (link data) for two or more combined links, and ii) merge the link data from the

two or more combined links to form link data for a single virtual combined link; and

the memory further adapted to store a route optimization process executable by
the processor, the route optimization process configured to: apply a route optimization
technique to one or more virtual combined links based on the combined link data, in addi-

tion to link data for zero or more conventional single links.

15. The node as in claim, 14, further comprising: an optimized edge routing (OER) proc-

ess as the data collection process.

16. The node as in claim, 14, further comprising: an optimized edge routing (OER) proc-

ess as the route optimization process.

17. The node as in claim, 14, further comprising: an optimized edge routing (OER) proc-

ess as the data collection process and route optimization process.
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