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1
LEVERAGING LOW POWER STATES FOR
FAULT TESTING OF PROCESSING CORES
AT RUNTIME

BACKGROUND

To ensure safety during operation of processor-assisted
tasks, safety systems—such as automotive safety systems,
medical device safety systems, and/or other safety systems
—may be required to test for faults of processing cores.
Where faults are detected, the particular component wherein
the fault is located (e.g., a graphics processing unit (GPU),
a central processing unit (CPU), or a sub-component
thereof) may be deemed faulty. Once deemed faulty, the
component may be removed, repaired, or even destroyed—
or its output discounted—such that the component does not
pose a risk to the safe operation of the system.

Some conventional systems for checking for faults rely on
factory testing of processing cores prior to deployment of
the processing cores in the field. For example, prior to
shipment, or upon receipt, the components of the system
may be fault checked before deployment to its next desti-
nation and/or in the field. This process is timely and requires
external test hardware and software that may be practical
only in a testing environment (e.g., prior to deployment in
the field). Other conventional systems have used functional
testing—e.g., using functional test vectors—to validate that
a circuit under test functions according to its functional
specification. However, functional testing is more expensive
to develop, and does not provide a suitable amount of fault
coverage because functional tests do not take into account
the internal logic of the system. By not accounting for the
internal logic of the system, functional tests may provide
inaccurate results that indicate there are no faults, when in
reality there are faults present that were undetected—due to
the lower fault coverage.

As yet another alternative, some conventional systems
have used structural testing—e.g., using structural test vec-
tors—to validate some or all of a system (e.g., a system-
on-chip (SOC)). However, because structural testing is
destructive to the state integrity of the system, structural
testing in these conventional systems—even for built-in
self-test (BIST) applications—is limited to testing during the
power-on state, prior to operation or at (or during) the
power-off state. Due to the potential for latent faults to
surface during operation, and/or as a result of test specifi-
cations requiring testing at a specific interval (e.g., testing
for 5 milliseconds every 100 milliseconds), performing
structural testing only at power-on or power-off may not
provide the most effective—or sufficient—Ilevel of fault
testing.

SUMMARY

Embodiments of the present disclosure relate to leverag-
ing low power states for fault testing of processing cores at
runtime. Systems and methods are disclosed for performing
fault testing—including structural fault testing—on process-
ing cores during low power or sleep states during deployed
operation in the field.

In contrast to conventional systems, such as those
described above, fault testing within the present disclosure
may leverage low power or sleep states—including power-
on or power-off states—of components to perform testing
while preserving state integrity of the component. For
example, when a component enters a low power or sleep
state, state information of the component may be retrieved
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and stored, the component may be clamped or isolated from
communication with other components of the device, and a
test system may perform fault testing on the component. The
fault testing may include applying one or more test vectors
to the component, receiving an output from the component,
and confirming whether the output matches a desired sig-
nature. Once the test is complete, the state information may
be reloaded to the component and the clamp may be
removed, thereby placing the component back into an oper-
ating condition within the deployed system. As such, the
fault testing of the present disclosure enables a component
to be tested during an idle or low power state without
interfering with operation of the system, while preserving
the state integrity of the component.

In some embodiments, a set of components may be
subject to fault testing during deployment in the field.
However, at least a subset of the set of components may
need to be in operation for the system to operate safely and
effectively. As such, an idleness, low power, or sleep state of
each component of the set of components may be monitored
by a test system, and testing may be performed on one or
more of the components during such states. Data represent-
ing the completion of the tests for the components of the set
may be monitored and, during each iteration of testing,
components of the set may be tested—during an idle, low
power, or sleep state—until each of the components has been
tested. As a result, each of the components of the system
may be tested without having an effect on the operation—
and thus the safety—of the system.

BRIEF DESCRIPTION OF THE DRAWINGS

The present systems and methods for leveraging low
power states for fault testing of processing cores at runtime
are described in detail below with reference to the attached
drawing figures, wherein:

FIG. 1 is a data flow diagram showing a process for
testing one or more components of a processing unit, in
accordance with some embodiments of the present disclo-
sure;

FIG. 2A is an example of a test system for testing one or
more components of a processing unit, in accordance with
some embodiments of the present disclosure;

FIG. 2B is an example of a test component for a test
system used for testing one or more components of a
processing unit, in accordance with some embodiments of
the present disclosure;

FIG. 3 is a flow diagram showing a method for testing at
least one component of a processing core, in accordance
with some embodiments of the present disclosure;

FIG. 4 is a flow diagram showing a method for testing
multiple components of a processing core using idleness
determinations corresponding to the components, in accor-
dance with some embodiments of the present disclosure; and

FIG. 5 is a block diagram of an example computing
device suitable for use in implementing some embodiments
of the present disclosure.

DETAILED DESCRIPTION

Systems and methods are disclosed related to leveraging
low power states for fault testing of processing cores at
runtime. The systems and methods of the present disclosure
may be suitable for fault testing processing cores in any
application, such as automotive applications (e.g., autono-
mous or semi-autonomous driving applications), high per-
formance computing applications, cloud computing appli-
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cations, medical applications such as imaging, radiology,
gene sequencing, etc., and/or other applications where fault
testing may be performed on processing cores. The fault
testing described herein may be performed on any type of
processing cores and/or component thereof, such as graphics
processing units (GPUs), central processing units (CPUs),
graphics processing cluster (GPCs), texture processing clus-
ters (TPCs), streaming multiprocessors (SMs), tree traversal
units (TTUs), deep learning accelerators (DLAs), arithme-
tic-logic units (ALUs), floating point units (FPUs), input/
output (/O) elements, peripheral component interconnect
(PCI) or peripheral component interconnect express (PCle)
elements, and/or the like. In addition, the fault testing
described herein may be performed on a single processing
core (or other elements) or multiple processing cores (or
other elements), or may be performed on one or more
processing cores (or other elements) at any one time (e.g.,
using parallel processing).

Now referring to FIG. 1, FIG. 1 is a data flow diagram
showing a process 100 for testing one or more components
of a processing unit, in accordance with some embodiments
of the present disclosure. The process 100 may be described
herein with respect to test system 200 of FIGS. 2A and 2B,
however, this is not intended to be limiting. For example,
and without departing from the scope of the present disclo-
sure, the process 100 may be implemented or executed with
respect to any testing environment or system, such as with
respect to any test environment or system that includes one
or more processing units, processing cores, and/or compo-
nents or subcomponents thereof.

FIGS. 2A and 2B represent examples of the test system
200 for testing one or more components of a processing unit,
in accordance with some embodiments of the present dis-
closure. It should be understood that this and other arrange-
ments described herein are set forth only as examples. Other
arrangements and elements (e.g., machines, interfaces, func-
tions, orders, groupings of functions, etc.) may be used in
addition to or instead of those shown, and some elements
may be omitted altogether. Further, many of the elements
described herein are functional entities that may be imple-
mented as discrete or distributed components or in conjunc-
tion with other components, and in any suitable combination
and location. Various functions described herein as being
performed by entities may be carried out by hardware,
firmware, and/or software. For instance, various functions
may be carried out by a processor executing instructions
stored in memory.

Referring again to the process 100 of FIG. 1, a determi-
nation may be made as to which component(s) is to be tested
at any given time. For example, during any iteration of
built-in self-test (BIST), each of the components subject to
test may be tested, or be required to be tested to be in
compliance with one or more test specifications, guidelines,
or standards (e.g., internal or external)—such as the ISO
26262 functional safety standard with respect to autonomous
driving applications. As such, the specifications, guidelines,
or standards may dictate that—when an autonomous vehicle
is in use, when an imaging device is in use, etc.—testing
must be performed periodically (e.g., every x milliseconds)
or after certain thresholds have been reached (e.g., every y
number of driven miles/kilometers, upon reaching speeds
above a certain rate). As such, the component(s) may be
tested according to these rules.

During deployment, each of the components of a system
may not be in use at all times. During these idle periods, the
components of the system may be placed into a low power
state, an idle state, a sleep state, and/or another state type
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4

where the components are not fully active within the sys-
tem—e.g., a power-on or power-off states. When in a low
power, idle, or sleep state, power gating and/or rail gating
may be used to temporarily withhold power from reaching
the component(s). In embodiments of the present disclosure,
instead of putting one or more of the components directly
into a low power, sleep, or idle state, the component may be
tested—e.g., using the test system 200.

To determine which component(s) is to be tested at a
given time, various approaches may be used. In some
non-limiting embodiments, an idleness determiner 102 may
be used to monitor for and/or detect when a component(s) is
in a sleep, low power, or idle state, and/or is about to enter
a sleep, low power, or idle state. Once a component(s) is
identified as being in, or about to enter, such as state, the
component(s) may be selected for testing. The idleness
determiner 102, or another component of the test system
200, may track which components have been tested in a
given iteration, or over a given test period, to ensure that
each of the components subject to test are tested at least once
during the iteration or the test period. In some examples,
where each of the components do not enter an idle, low
power, or sleep state during the iteration or test period, a
scheduler 104 (and/or another component of the test system
200), as described in more detail herein, may be used to
initiate testing on the component(s) during the iteration or
test period to ensure compliance with any test specifications,
guidelines, or standards. As such, in some embodiments, the
idleness determiner 102 and the scheduler 104 may be used
in tandem to ensure each of the components are subject to
test during each iteration or test period.

The idleness determiner 102 may identify more than one
component at a time that is available and/or ready for test
and, because testing may be performed in parallel, in
embodiments, the idleness determiner 102 may trigger test-
ing of each of the available components—such that each
component is tested substantially simultaneously, or is tested
during a period of time that overlaps with another period(s)
of time of one or more other components. In addition,
because the test system 200 may include test components
210 for each component subject to test and/or test compo-
nents for groups of components, a test component(s) 210
selected to execute the test may differ. For example, where
an entire GPC is available for test (as determined by the
idleness determiner 102), the entire GPC may be tested
using a test component—such as test component(s) 210A of
FIG. 2A. By using the test component(s) 210A, each of the
TPC(s) 212 of the GPC 208A may be tested during the test
of the GPC 208A. As another example, such as where the
entire GPC 208A is not available and/or ready for test, one
or more of the TPCs 212 of the GPC 208A may be tested
(e.g., using respective test components 210, where present),
while other TPCs 212 of the GPC 208A may not be tested.
Similarly, where an entire processing unit, such as process-
ing unit(s) 202 of FIG. 2A, is in or about to enter a low
power, sleep, or idle state, the entire processing unit(s) 202
may be tested substantially simultaneously or during an
overlapping period(s) of time. In such an example, a single
test component (not shown) may be used to test the entire
processing unit(s) 202, or each test component(s) 210 of the
processing unit(s) 202 (e.g., test components 210 for each
GPC 208, test components for each TPC 212, and/or other
test components) may be used to test the processing unit(s)
202.

For example, with respect to an autonomous vehicle,
when on a highway, one or more of the processing units 202
or components thereof may not be needed by the system to



US 11,204,849 B2

5

operate (e.g., because highway driving may be less process-
ing intensive than city driving). As such, a larger portion of
the components, or the entire processing unit(s) 202, may be
tested during highway driving. However, when entering a
city, the processing requirements of the system may be
increased, thereby rarely or never resulting in the processing
unit(s) 202, or components thereof, being offline. As such,
when in a city, the scale of the testing performed on the
processing unit(s) 202 may be decreased, resulting in a
smaller number of the components of the processing unit(s)
202 being tested at any one time in order to ensure an
adequate amount of processing components are available to
safely control the autonomous vehicle.

As another example, the scheduler 104 may be used to
determine which component(s) to test at a given time. For
example, the components subject to testing may be tested
according to an order or schedule. The schedule may be
fixed for each iteration or test period, or may be dynamic
depending on any number of factors—such as a current state
of operation of the system, results of prior tests, current
processing requirements, and/or other factors. Once a sched-
ule is determined for a given iteration or test period, the
scheduler 104 may trigger testing of one or more compo-
nents of the system—such as one or more components of the
processing unit(s) 202 of the test system 200. Similar to the
description herein with respect to the idleness determiner
102, the scheduler 104 may trigger testing of any number of
components substantially simultaneously or during overlap-
ping periods of time, and may trigger any number of test
components 210—such as test components 210 for groups
of components of the processing unit(s) 202, test compo-
nents for each respective component of the processing
unit(s) 202, or a combination thereof.

A component determiner 106 may use the output of the
idleness determiner 102 and/or the scheduler 104, as
described herein, to determine which component(s) of the
system to test. For example, the idleness determiner 102
and/or the scheduler 104 may generate signals or messages
that indicate the components (and/or the test components
210 associated therewith) that are to be tested and/or when
the components are to be tested. In response, or based on the
signals or messages, the component determiner 106 may
determine the components to be tested.

During testing, the state of component(s) subject to test
may be altered, changed, or overwritten, thereby destroying
the state integrity of the component(s). As such, after testing,
if the component(s) were placed back into operation, valu-
able state information may have been lost thereby poten-
tially reducing the accuracy or safety of the system. To
account for this, a state storer 108 may be used prior to
testing to retrieve and/or store the state information from the
component(s) subject to test and store the state information
during the period of time that the test(s) is being performed
on the component(s). By storing the state information during
the test, a state restorer 114 may be used to restore the state
information to the component(s) after testing is completed.
As such, once the component(s) are put back into operation,
the state of the component(s) appears unchanged to the
system, thereby ensuring continuity, accuracy, and the safety
of the system. With reference to FIG. 2A, the state infor-
mation may be retrieved from a component(s) of the system
(e.g., from a GPC 208, a TPC 212, etc.), and stored in the
memory 214. The memory 214 may include dynamic ran-
dom-access memory (DRAM), in some non-limiting
embodiments, and the state information of the component(s)
may be stored in the DRAM during testing. In other
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examples, additional or alternative types of memory may be
used, such as those described herein with respect to FIG. 5.

A clamp activator 110 may apply a clamp to a comp-
onent(s) to be tested to at least communicatively isolate the
component(s) from other components(s) of the system (e.g.,
other components in communication with the component
during use, such as to isolate the GPC 208A from cache 206
and GPC 208B). When a clamp is activated or applied,
communication between the component and components of
the test system (e.g., the test components 210, the scheduler
104, the idleness determiner 102, memory 214, etc.) may be
established and/or maintained. As such, instead of entering
or continuing in a low power, sleep, or idle state (e.g., as a
result of power gating, rail gating, sleeping, etc.), the com-
ponent(s) to be tested may undergo testing (e.g., using
structural test vectors, functional test vectors, BIST, Fast
BIST, Online BIST, deterministic automatic test pattern
generation (ATPG), logic BIST (LBIST), memory BIST
(MBIST), a combination thereof, and/or other test types).
When the clamp is applied, to other components of the
system that were previously in communication with, or were
communicatively coupled to, the component now subject to
test, it may appear that the component is in a low power,
sleep, or idle state.

During the testing, and while clamped, the component(s)
access to power may be undisturbed. As such, the power
supply and/or power source to the component(s) prior to,
during, and/or after the testing may remain unchanged. This
may be in contrast to conventional systems that use an
external test system, where power is removed from within
the system during testing, and an external power source from
the external test system is used to provide power to the
component during testing.

A test manager 112 may manage testing of the com-
ponent(s) subject to test. Prior to testing, in some embodi-
ments, the state of the component(s) to be tested may be
reset. As such, the test vectors applied to the component(s)
may be applied to the component(s) when the state is reset.
The resetting of the state may be to random values, to default
values, and/or to pre-test values (e.g., values corresponding
to starting values for the test). The reset may be to the
hardware and/or the software associated with the com-
ponent(s), such as to reset the entire domain that is to be
tested. The test manager 112 may then trigger the test on the
component(s) to be tested. The test manager 112 may
indicate a type of test to be conducted, the component(s) (or
test components corresponding thereto) to be tested, a loca-
tion of the test data, a location to store the results of the test,
an expected result of the test for each component, and/or
other test information. The test information, with respect to
the test system 200 of FIGS. 2A and 2B, may be stored in
the memory 214, such as DRAM, flash memory, and/or
another memory type.

Once a test component(s) 210 is determined (e.g., by the
idleness determiner 102, the scheduler 104, the component
determiner 106, and/or another component) that is to be used
for performing the test, the test manager 112 may trigger the
testing. In some examples, such as where Online BIST
(alternatively referred to as inline testing or periodic testing)
is executed, Online BIST hardware 228 (alternatively
referred to herein as “Fast BIST hardware 228”) may
communicate with a scanning infrastructure, a data infra-
structure, an MBIST infrastructure, an LBIST infrastructure,
and/or interface with different register(s) 204. For example,
the Online BIST hardware 228 may interface with the
register(s) 204 to program different register(s) 204 for
different paths, to set clocks, to perform resets, to program
clamps, to pull test data back into the memory 214 after
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testing, to retrieve state information, to restore state infor-
mation, etc. The Online BIST hardware 228 and the regi-
ster(s) 204 may thus act as an intermediary between the test
components of the processing unit(s) 202 and the external
test components, such as the scheduler 104, the idleness
determiner 102, the memory 214, and/or other components.
In addition, although the test component(s) 210 and the
Online BIST hardware 228 are illustrated as being a com-
ponent of the processing unit(s) 202 (e.g., as a component of
a system-on-chip (SOC)), this is not intended to be limiting.
In some non-limiting embodiments, one or more of the test
component(s) 210 and/or the Online BIST hardware 228
may be external to the processing unit(s) 202 (e.g., as an
external component(s) to the SOC). Further, although illus-
trated as Online BIST hardware 228, this is not intended to
be limiting. In non-limiting embodiments, the Online BIST
hardware 228 may instead be MBIST hardware, LBIST
hardware, structural test hardware, functional test hardware,
and/or another test hardware type depending on current
embodiment, and the type of testing being performed. As
such, the Online BIST hardware 228 (or other test hardware
type) may communicate with the test manager 112 (and/or
other components defined with respect to the process 100) to
execute testing on one or more components of the test
system 200.

In some non-limiting embodiments, structural testing may
be performed on the processing unit(s) 202, processing
core(s), and/or components or subcomponents thereof.
Structural testing may be used to identify any defect, such as
a systematic defect, in the processing unit(s) 202. Using
structural testing, as opposed to functional testing, may
provide an advantage for defect localization. For example,
functional testing may result in an identification of the
presence of a defect, but because functional testing is
focused on executing an instruction agnostic to the internal
logic of the component (e.g., the organization or structure of
flip flops), the actual location of the defect may be unknown.
In addition, functional testing may only require a result be
produced, but again, due to functional testing being internal
logic agnostic, there is no requirement or knowledge of an
amount of logic of a particular component that is being used
to produce the result. As such, fault coverage with respect to
functional testing is reduced when compared to fault cov-
erage for structural testing. Thus, even though functional
testing may be used in some embodiments without departing
from the scope of the present disclosure, structural testing
may be used in other embodiments to increase fault cover-
age in addition to increasing the likelihood of fault location
detection. For example, because the internal logic of the
component may be known, and the structural test may
account for this, a location of a fault in a cluster of flip flops
may be identified as a result of the output produced by the
component after processing the structural test vector(s).

Where structural testing is used, structural test vector(s)
may be applied to the component(s) to be tested by the
associated test component(s) 210 and/or Online BIST hard-
ware 228. In addition to using structural testing, the struc-
tural testing may be performed as part of an in-system test
(IST) functionality, meaning that the structural tests are
actually performed during operation of the system—e.g., not
just performed when offline, or during power up or power
down. A location (e.g., within the memory 214) of the test
vectors to be applied to any single component may be known
to the scheduler 104, the idleness determiner 102, the
component determiner 106, the test manager 112, and/or
another component, and prior to the test, data representing
this location may be passed to the test component(s) 210
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and/or the Online BIST hardware 228. Once the location is
known, the test component(s) 210 and/or the Online BIST
hardware 228 may retrieve the test information from the
location. Once received, the test vectors may be applied to
the component(s), the component(s) may process the test
vectors, and the component(s) may produce a result.

To perform the testing, the Online BIST hardware 228
may be used, as illustrated at least with respect to FIG. 2B.
Although illustrated as the Online BIST hardware 228, this
is not intended to be limiting. In some embodiments, the
Online BIST hardware 228 may be one or more of the test
component(s) 210, or may be another type of test hardware,
such as but not limited to those described herein.

As a non-limiting example, the Online BIST hardware
228 may include direct memory access 216 that may retrieve
test data from the memory 214, transmit results of tests to the
memory 214, transmit state information to the memory 214,
retrieve the state information from the memory 214, and/or
perform other memory access and communication opera-
tions. A sequencer 218, which may be a collection of state
machines in some non-limiting embodiments, may act as a
packet decoder. For example, the memory 214 may store
packets of data, where different packets may correspond to
or represent different information corresponding to tests. For
example, the packets may represent MBIST test informa-
tion, LBIST test information, SCAN test information, infor-
mation for applying or removing clamps, clock program
information, and/or other test information. The sequencer
218 may identify what the packets are, and may communi-
cate with a JTAG controller 220 and/or a scan controller 222.
The JTAG controller 220 may interface with an IEEE1500
infrastructure, in some embodiments, while the scan con-
troller 222 may interface with a compression architecture
226 (e.g., for test compression to focus on significant values
for reducing the time and cost of testing). The Online BIST
hardware 228, the test component(s) 210, and/or other test
components may include the components illustrated in FIG.
2B, or may include additional and/or alternative components
other than those illustrated in FIG. 2B, without departing
from the scope of the present disclosure.

Once the results are generated, the results may be stored
on the test component(s) 210, on the Online BIST hardware
228, and/or stored in the memory 214. For example, where
stored on the test component(s) 210 and/or the Online BIST
hardware 228, the test component(s) 210 and/or the Online
BIST hardware 228 may also store an expected results, or
“golden signature”, for comparison to the actual results
output by the component(s). In such an example, the
expected results may always be the same, and so they may
be store permanently on the test component(s) 210 and/or
the Online BIST hardware 228. As an alternative, such as
where the tests vary for any given component(s), the
expected results may be received and stored by the test
component(s) 210 and/or the Online BIST hardware 228
prior to, during, or after completion of the testing. As
another example, such as where the expected results are
stored in the memory 214 (e.g., in a DRAM), the actual
results may be stored in the memory 214 after testing for
comparison to the expected results.

In non-limiting embodiments, once the actual results are
generated by the component(s) undergoing testing, the
actual results may be compared to the expected results by a
fault determiner 116 to determine a pass or fail, and/or to
determine a level of degradation (e.g., based on processing
speeds). In some embodiments, where a failure is deter-
mined, the system may identify a location of the failure or
defect that caused the failure in the component(s). For
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example, because structural test vectors may be based on
internal logic of the component(s), the results generated by
the component(s) may be indicative of a location of a fault.
In some non-limiting embodiments, the expected results
may be representative of an amount of time within which a
certain component(s) should process the test vector. In such
examples, the actual results may be representative of an
amount of time the component(s) took to process the test
vector, and this actual amount of time may be compared to
the expected amount of time to determine a speed degrada-
tion of the component(s). As such, when a difference in the
processing times is greater than a threshold, the presence of
a fault in a component(s) may be determined; in further
embodiments, the location of the fault may also be deter-
mined.

Upon completion of the test for a particular component(s),
the state information that was retrieved from the com-
ponent(s) by the state storer 108 may be retrieved from the
memory 214 and used to restore the state of the com-
ponent(s) by a state restorer 114. As such, the component(s)
that were tested may be returned to a pre-test state—thereby
preserving state integrity—and a clamp deactivator 118 may
deactivate the clamp. By deactivating or removing the
clamp, the component(s) that were tested may be returned to
normal operation within the system. In some embodiments,
a deployed status of the component(s) may be determined
prior to returning to normal operation, such that the com-
ponent(s) are reactivated according to their deployed status.
For example, the deployed status may include active (e.g., to
be used immediately for processing), sleep, idle, low power,
and/or another deployed status. As such, the testing may be
performed on the component(s) and, after completion, the
component(s) may be returned to the deployed status (which
may be different than the deployed status of the com-
ponent(s) prior to testing). For example, where a com-
ponent(s) was in a low power state prior to testing, the
component(s) may be needed for an active state after the
testing and, as a result, the component(s) may be reactivated
in the active state after testing is completed and the clamp is
deactivated.

Now referring to FIGS. 3 and 4, each block of methods
300 and 400, described herein, comprises a computing
process that may be performed using any combination of
hardware, firmware, and/or software. For instance, various
functions may be carried out by a processor executing
instructions stored in memory. The methods 300 and 400
may also be embodied as computer-usable instructions
stored on computer storage media. The methods 300 and 400
may be provided by a standalone application, a service or
hosted service (standalone or in combination with another
hosted service), or a plug-in to another product, to name a
few. In addition, methods 300 and 400 are described, by way
of'example, with respect to the process 100 of FIG. 1 and the
test system 200 of FIGS. 2A and 2B. However, this method
may additionally or alternatively be executed by any one
system, or any combination of systems, including, but not
limited to, those described herein.

FIG. 3 is a flow diagram showing a method 300 for testing
at least one component of a processing core, in accordance
with some embodiments of the present disclosure. The
method 300, at block B304, includes storing first data
representative of a current state of a region. For example, the
state storer 108 may retrieve current state information from
the component(s) subject to test.

The method 300, at block B304, includes applying a
clamp to the region of a processing unit to communicatively
isolate the region from other regions of the processing unit.
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For example, the clamp activator 110 may apply a clamp to
a region, or component(s), of the processing unit(s) 202 to
communicatively isolate the region from other regions of the
processing unit(s) 202. As such, the component(s) that are
isolated may no longer be able to communicate—e.g., the
GPC 208A may no longer be able to communicate with the
GPC 208B via the cache 206 once a clamp is applied to the
GPC 208A during testing of the GPC 208A.

The method 300, at block B306, includes applying second
data representative of a structural test vector to the region.
For example, the test manager 112 may apply, via the test
component(s) 210 and/or the Online BIST hardware 228, a
test vector—such as a structural test vector—to the compo-
nent(s) undergoing testing.

The method 300, at block B308, includes receiving third
data generated using the region and based at least in part on
the region processing the second data. For example, the
results of the component(s) processing the test vector(s) may
be received.

The method 300, at block B310, includes storing the third
data in memory. For example, the results may be stored in
the memory 214, in memory of the test component(s) 210
executing the tests, and/or in memory of the Online BIST
hardware 228.

The method 300, at block B312, includes restoring the
state of the region to the current state using the first data. For
example, a state of the component(s) after testing may be
restored by the state restorer 114 to the current state that was
extracted from the component(s) prior to testing to preserve
state integrity of the component(s) prior to reactivating the
component(s).

The method 300, at block B314, includes removing the
clamp from the region. For example, the clamp deactivator
118 may remove or deactivate the clamp from the compo-
nent(s) that were tested.

FIG. 4 is a flow diagram showing a method 400 for testing
multiple components of a processing core using idleness
determinations corresponding to the components, in accor-
dance with some embodiments of the present disclosure. The
method 400, at block B402, includes determining a plurality
of components of a processing core subject to testing. For
example, a plurality of components of the processing unit(s)
202, a processing core(s), and/or components or subcom-
ponents thereof may be determined.

The method 400, at block B404, includes monitoring a
state of each component of the plurality of components over
a testing cycle. For example, the idleness determiner 102
may monitor a state of the component(s) to be tested within
the testing cycle to determine when the component(s) enter
a low power, idle, or sleep state.

The method 400, at block B406, includes, when a low
power state is determined, performing one or more of the
operations 408, 410, 412, 414, and/or 416. For example,
once a low power, sleep, or idle state is determined by the
idleness determiner 102, testing may be performed on the
component(s).

The method 400, at block B408, includes storing first data
representative of a current state of the component. For
example, the state storer 108 may retrieve current state
information from the component(s) subject to test.

The method 400, at block B410, includes clamping the
component from communication with other components of
the plurality of components. For example, the clamp acti-
vator 110 may apply a clamp to the component(s) subject to
test to communicatively isolate the component(s) from other
component(s) of the processing unit(s) 202.

The method 400, at block B412, includes applying second
data representative of a test vector to the component. For
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example, the test manager 112 may apply, via the test
component(s) 210 and/or the Online BIST hardware 228, a
test vector—such as a structural test vector or a functional
test vector—to the component(s) undergoing testing.

The method 400, at block B414, includes restoring the
state of the region to the current state using the first data. For
example, a state of the component(s) after testing may be
restored by the state restorer 114 to the current state that was
extracted from the component(s) prior to testing to preserve
state integrity of the component(s) prior to reactivating the
component(s).

The method 400, at block B416, includes unclamping the
component. For example, the clamp deactivator 118 may
remove or deactivate the clamp from the component(s) that
were tested.

FIG. 5 is a block diagram of an example computing
device 500 suitable for use in implementing some embodi-
ments of the present disclosure. Computing device 500 may
include a bus 502 that directly or indirectly couples the
following devices: memory 504, one or more central pro-
cessing units (CPUs) 506, one or more graphics processing
units (GPUs) 508, a communication interface 510, input/
output (I/O) ports 512, input/output components 514, a
power supply 516, and one or more presentation compo-
nents 518 (e.g., display(s)).

Although the various blocks of FIG. 5 are shown as
connected via the bus 502 with lines, this is not intended to
be limiting and is for clarity only. For example, in some
embodiments, a presentation component 518, such as a
display device, may be considered an /O component 514
(e.g., if the display is a touch screen). As another example,
the CPUs 506 and/or GPUs 508 may include memory (e.g.,
the memory 504 may be representative of a storage device
in addition to the memory of the GPUs 508, the CPUs 506,
and/or other components). In other words, the computing
device of FIG. 5 is merely illustrative. Distinction is not

2 <

made between such categories as “workstation,” “server,”
“laptop,” “desktop,” “tablet,” “client device,” “mobile
device,” “hand-held device,” “game console,” “electronic

control unit (ECU),” “virtual reality system,” and/or other
device or system types, as all are contemplated within the
scope of the computing device of FIG. 5.

The bus 502 may represent one or more busses, such as
an address bus, a data bus, a control bus, or a combination
thereof. The bus 502 may include one or more bus types,
such as an industry standard architecture (ISA) bus, an
extended industry standard architecture (EISA) bus, a video
electronics standards association (VESA) bus, a peripheral
component interconnect (PCI) bus, a peripheral component
interconnect express (PCle) bus, and/or another type of bus.

The memory 504 may include any of a variety of com-
puter-readable media. The computer-readable media may be
any available media that may be accessed by the computing
device 500. The computer-readable media may include both
volatile and nonvolatile media, and removable and non-
removable media. By way of example, and not limitation,
the computer-readable media may comprise computer-stor-
age media and communication media.

The computer-storage media may include both volatile
and nonvolatile media and/or removable and non-removable
media implemented in any method or technology for storage
of information such as computer-readable instructions, data
structures, program modules, and/or other data types. For
example, the memory 504 may store computer-readable
instructions (e.g., that represent a program(s) and/or a pro-
gram element(s), such as an operating system. Computer-
storage media may include, but is not limited to, RAM,
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ROM, EEPROM, flash memory or other memory technol-
ogy, CD-ROM, digital versatile disks (DVD) or other optical
disk storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
medium which may be used to store the desired information
and which may be accessed by computing device 500. The
memory 504 may be similar to the memory 214, in some
embodiments, such that the test results, the test information,
and/or other information for performing, saving, or analyz-
ing the testing of the processing unit(s) 202 may be stored,
at least temporarily, in the memory 504. As used herein,
computer storage media does not comprise signals per se.

The communication media may embody computer-read-
able instructions, data structures, program modules, and/or
other data types in a modulated data signal such as a carrier
wave or other transport mechanism and includes any infor-
mation delivery media. The term “modulated data signal”
may refer to a signal that has one or more of its character-
istics set or changed in such a manner as to encode infor-
mation in the signal. By way of example, and not limitation,
the communication media may include wired media such as
a wired network or direct-wired connection, and wireless
media such as acoustic, RF, infrared and other wireless
media. Combinations of any of the above should also be
included within the scope of computer-readable media.

The CPU(s) 506 may be configured to execute the com-
puter-readable instructions to control one or more compo-
nents of the computing device 500 to perform one or more
of the methods and/or processes described herein. The
CPU(s) 506 may each include one or more cores (e.g., one,
two, four, eight, twenty-eight, seventy-two, etc.) that are
capable of handling a multitude of software threads simul-
taneously. The CPU(s) 506 may include any type of pro-
cessor, and may include different types of processors
depending on the type of computing device 500 imple-
mented (e.g., processors with fewer cores for mobile devices
and processors with more cores for servers). For example,
depending on the type of computing device 500, the pro-
cessor may be an ARM processor implemented using
Reduced Instruction Set Computing (RISC) or an x86 pro-
cessor implemented using Complex Instruction Set Com-
puting (CISC). The computing device 500 may include one
or more CPUs 506 in addition to one or more microproces-
sors or supplementary co-processors, such as math co-
processors. In some examples, the processing unit(s) 202
may include one or more of the CPUs 506, and one or more
subcomponents thereof. As such, the test hardware 210 may
be used to test the CPUs 506, such as to test one or more
components or subcomponents thereof. There may be any
number of discrete test hardware 210 to perform the testing
of the CPUs 506.

The GPU(s) 508 may be used by the computing device
500 to render graphics (e.g., 3D graphics). The GPU(s) 508
may include hundreds or thousands of cores that are capable
of handling hundreds or thousands of software threads
simultaneously. The GPU(s) 508 may generate pixel data for
output images in response to rendering commands (e.g.,
rendering commands from the CPU(s) 506 received via a
host interface). The GPU(s) 508 may include graphics
memory, such as display memory, for storing pixel data. The
display memory may be included as part of the memory 504.
The GPU(s) 708 may include two or more GPUs operating
in parallel (e.g., via a link). When combined together, each
GPU 508 may generate pixel data for different portions of an
output image or for different output images (e.g., a first GPU
for a first image and a second GPU for a second image).
Each GPU may include its own memory, or may share
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memory with other GPUs. In some examples, the processing
unit(s) 202 may include one or more of the GPUs 508, and
one or more subcomponents thereof. As such, the test
hardware 210 may be used to test the GPUs 508, such as to
test one or more components or subcomponents thereof.
There may be any number of discrete test hardware 210 to
perform the testing of the GPUs 508.

In examples where the computing device 500 does not
include the GPU(s) 508, the CPU(s) 506 may be used to
render graphics.

The communication interface 510 may include one or
more receivers, transmitters, and/or transceivers that enable
the computing device 700 to communicate with other com-
puting devices via an electronic communication network,
included wired and/or wireless communications. The com-
munication interface 510 may include components and
functionality to enable communication over any of a number
of different networks, such as wireless networks (e.g., Wi-Fi,
Z-Wave, Bluetooth, Bluetooth LE, ZigBee, etc.), wired
networks (e.g., communicating over Ethernet), low-power
wide-area networks (e.g., LoRaWAN, SigFox, etc.), and/or
the Internet.

The I/O ports 512 may enable the computing device 500
to be logically coupled to other devices including the I/O
components 514, the presentation component(s) 518, and/or
other components, some of which may be built in to (e.g.,
integrated in) the computing device 500. Illustrative 1/O
components 514 include a microphone, mouse, keyboard,
joystick, game pad, game controller, satellite dish, scanner,
printer, wireless device, etc. The I/O components 514 may
provide a natural user interface (NUI) that processes air
gestures, voice, or other physiological inputs generated by a
user. In some instances, inputs may be transmitted to an
appropriate network element for further processing. An NUI
may implement any combination of speech recognition,
stylus recognition, facial recognition, biometric recognition,
gesture recognition both on screen and adjacent to the
screen, air gestures, head and eye tracking, and touch
recognition (as described in more detail below) associated
with a display of the computing device 500. The computing
device 500 may be include depth cameras, such as stereo-
scopic camera systems, infrared camera systems, RGB cam-
era systems, touchscreen technology, and combinations of
these, for gesture detection and recognition. Additionally,
the computing device 500 may include accelerometers or
gyroscopes (e.g., as part of an inertia measurement unit
(IMU)) that enable detection of motion. In some examples,
the output of the accelerometers or gyroscopes may be used
by the computing device 500 to render immersive aug-
mented reality or virtual reality.

The power supply 516 may include a hard-wired power
supply, a battery power supply, or a combination thereof.
The power supply 516 may provide power to the computing
device 500 to enable the components of the computing
device 500 to operate.

The presentation component(s) 518 may include a display
(e.g., a monitor, a touch screen, a television screen, a
heads-up-display (HUD), other display types, or a combi-
nation thereof), speakers, and/or other presentation compo-
nents. The presentation component(s) 518 may receive data
from other components (e.g., the GPU(s) 508, the CPU(s)
506, etc.), and output the data (e.g., as an image, video,
sound, etc.).

The disclosure may be described in the general context of
computer code or machine-useable instructions, including
computer-executable instructions such as program modules,
being executed by a computer or other machine, such as a
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personal data assistant or other handheld device. Generally,
program modules including routines, programs, objects,
components, data structures, etc., refer to code that perform
particular tasks or implement particular abstract data types.
The disclosure may be practiced in a variety of system
configurations, including hand-held devices, consumer elec-
tronics, general-purpose computers, more specialty comput-
ing devices, etc. The disclosure may also be practiced in
distributed computing environments where tasks are per-
formed by remote-processing devices that are linked through
a communications network.

As used herein, a recitation of “and/or” with respect to
two or more elements should be interpreted to mean only
one element, or a combination of elements. For example,
“element A, element B, and/or element C”” may include only
element A, only element B, only element C, element A and
element B, element A and element C, element B and element
C, or elements A, B, and C. In addition, “at least one of
element A or element B” may include at least one of element
A, at least one of element B, or at least one of element A and
at least one of element B. Further, “at least one of element
A and element B” may include at least one of element A, at
least one of element B, or at least one of element A and at
least one of element B.

The subject matter of the present disclosure is described
with specificity herein to meet statutory requirements. How-
ever, the description itself is not intended to limit the scope
of this disclosure. Rather, the inventors have contemplated
that the claimed subject matter might also be embodied in
other ways, to include different steps or combinations of
steps similar to the ones described in this document, in
conjunction with other present or future technologies. More-
over, although the terms “step” and/or “block” may be used
herein to connote different elements of methods employed,
the terms should not be interpreted as implying any particu-
lar order among or between various steps herein disclosed
unless and except when the order of individual steps is
explicitly described.

What is claimed is:
1. A method for testing a processing unit in deployment,
the method comprising:
monitoring a component of the processing unit to deter-
mine whether the component is in a low-power state;
during a first time period, when the component is in a
low-power state, using a first testing component cor-
responding to the component to test the component
including one or more sub-components of the compo-
nent; and
during a second time period, when the component is not
in a low-power state:
determining that at least one sub-component of the one
or more sub-components is in a low-power state; and
using one or more second testing components corre-
sponding to the one or more sub-components of the
component to test the at least one sub-component of
the one or more sub-components.
2. The method of claim 1, wherein the testing includes:
storing first data representative of a current state of the
component or the at least one sub-component;
applying a clamp to the component or the at least one
sub-component to communicatively isolate the compo-
nent or the at least one sub-component from other
components or sub-components of the processing unit;
while the clamp is applied to the component or the at least
one sub-component:
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applying second data representative of a structural test
vector to the component or the at least one sub-
component;

receiving third data generated by the component or the
at least one sub-component based at least in part on
the component or the at least one sub-component
processing the second data;

storing the third data in memory; and

restoring a state of the component or the at least one
sub-component to the current state using the first
data; and

based at least in part on the restoring the state, removing

the clamp from the component or the at least one
sub-component.

3. The method of claim 2, wherein the applying the clamp
is based at least in part on a test schedule for the processing
unit.

4. The method of claim 2, wherein the testing further
comprises:

comparing the third data to fourth data representative of

an expected output; and

when the third data is not representative of the expected

output, determining that a fault is present within the
component or the at least one sub-component.

5. The method of claim 2, wherein the storing the first data
is in an off-chip memory, and further wherein the restoring
the current state of the component or the at least one
sub-component includes retrieving the first data from the
off-chip memory.

6. The method of claim 2, further comprising:

prior to the applying the second data, resetting the current

state of the component or the at least one sub-compo-
nent.

7. The method of claim 1, wherein the processing unit is
a graphics processing unit (GPU) or a central processing unit
(CPU), and the component or the at least one sub-component
corresponds to at least one of a texture processing cluster
(TPC), a graphics processing cluster (GPC), a tree traversal
unit (TTU), a deep learning accelerators (DLA), an arith-
metic-logic unit (ALU), a floating point unit (FPU), an
input/output (I/O) element, a peripheral component inter-
connect (PCI), a peripheral component interconnect express
(PCle), or a processing core of the processing unit.

8. The method of claim 1, wherein each sub-component of
the component of the processing unit is associated with a
respective test component.

9. The method of claim 1, wherein the processing unit is
a first component of a system-on-chip (SOC), and the first
testing component and the one or more second testing
components are separate from the first component of the
SOC.

10. The method of claim 1, wherein power supplied to the
component or the at least one sub-component during the
testing is from a same source as power supplied to the
component or the at least one sub-component when in
operation.

11. A method comprising:

determining a component and one or more sub-compo-

nents of the component of a processing core subject to
testing;

monitoring a state of the component and the one or more

sub-components over a testing cycle; and

based at least in part on the state of the component and the

one or more sub-components during the testing cycle,
performing testing on the component and the one or
more sub-components such that:
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during a first time period when the component is in a
low-power state, a first testing component corre-
sponding to the component is used to test the com-
ponent including the one or more sub-components;
and
during a second time period when the component is not
in a low-power state, one or more second testing
components corresponding to the one or more sub-
components are used to test the one or more sub-
components.
12. The method of claim 11, wherein the component is a
graphics processing cluster (GPC) and each of the one or
more sub-components is a texture processing cluster (TPC).
13. The method of claim 11, wherein the testing includes:
storing first data representative of a current state of the
component or the one or more sub-components;

clamping the component or the one or more sub-compo-
nents from communication with other components or
other sub-components;

applying second data representative of a test vector to the

component or the one or more sub-components;

restoring a state of the component or the one or more
sub-components to the current state using the first data;
and

based at least in part on the restoring the state, unclamping

the component or the one or more sub-components.

14. The method of claim 13, wherein the clamping the
component or the one or more sub-components includes
communicatively isolating the component or the one or
more sub-components from other components or sub-com-
ponents while maintaining a same power supply to the
component or the one or more sub-components from prior to
the clamping.

15. The method of claim 13, wherein the testing further
comprises:

storing, in memory, third data representative of an output

of the component or the one or more sub-components

after processing the test vector; and

comparing the third data to fourth data representative of

an expected signature to determine whether a fault

exists in the component or the one or more sub-
components.

16. The method of claim 15, wherein, when the fault
exists in the component, the testing further comprises:

determining a sub-component that caused the fault based

at least in part on the third data; and

performing one or more additional operations based at

least in part on the determining the sub-component that

caused the fault.

17. The method of claim 11, wherein a first sub-compo-
nent is tested during a first portion of the second time period
using a respective second testing component and a second
sub-component is tested during a second portion of the
second time period using a respective second testing com-
ponent, and the first portion and the second portion at least
partially overlap.

18. The method of claim 11, wherein a memory stores a
plurality of test vectors each corresponding to the compo-
nent or a sub-component of the one or more-sub compo-
nents, and further wherein the test vector is a structural test
vector that corresponds to the component or the sub-com-
ponent.

19. A system for built-in self-test (B IST) comprising:

a processing unit including a component and one or more

sub-components of the component;
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a first testing component associated with the component
for testing the component and the one or more sub-
components at a same time; and
one or more second testing components associated with
the one or more sub-components, each second testing
component to test a respective sub-component of the
one or more sub-components;
an idleness determiner to determine whether the compo-
nent or the one or more sub-components are in a
low-power state; and
a scheduler to:
cause, during a first period of time, testing of the
component using the first testing component when
the component is in a low-power state; and
cause, during a second period of time, testing of at least
one sub-component of the one or more sub-compo-
nents when the component is not in a low-power
state.
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20. The system of claim 19, further comprising:

a state storer to retrieve first data representative of a state
of the component or the one or more sub-components
prior to the test;

an isolator to communicatively isolate the component or
the one or more sub-components from other compo-
nents or sub-components of the processing unit during
a test;

a test component to apply second data representative of a
structural test vector to the component or the one or
more sub-components during the test;

a state restorer to restore the state of the component or the
one or more sub-components after the test; and

a test validator to validate third data representative of an
expected output of the component or the one or more
sub-components against fourth data representative of
an actual output of the component or the one or more
sub-components, the fourth data generated based at
least in part on the component or the one or more
sub-components processing the second data represen-
tative of the structural test vector.
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