
(12) United States Patent 
Hoecker et al. 

US0093.01137B2 

US 9,301,137 B2 
Mar. 29, 2016 

(10) Patent No.: 
(45) Date of Patent: 

(54) 

(71) 

(72) 

(73) 

(*) 

(21) 

(22) 

(65) 

(62) 

(60) 

(51) 

(52) 

METHOD AND APPARATUS FOR 
MONITORING WIRELESS NETWORK 
ACCESS 

Applicant: Boingo Wireless, Inc., Los Angeles, CA 
(US) 

Charles G. Hoecker, Pasadena, CA 
(US); Niels Jonker, Reston, VA (US) 

Inventors: 

Assignee: BOINGO WIRELESS, INC., Los 
Angeles, CA (US) 

Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

Appl. No.: 13/871,287 

Filed: Apr. 26, 2013 

Prior Publication Data 

US 2013/0235751A1 Sep. 12, 2013 

Related U.S. Application Data 
Division of application No. 1 1/769,268, filed on Jun. 
27, 2007, now Pat. No. 8,767,686. 

Provisional application No. 60/833,529, filed on Jul. 
25, 2006. 

Int. C. 
H04L 29/06 (2006.01) 
H04788/00 (2009.01) 
H04748/18 (2009.01) 
HO47 (2/06 (2009.01) 

(Continued) 
U.S. C. 
CPC ........... H04 W 12/06 (2013.01); H04L 63/0876 

(2013.01); H04W 24/00 (2013.01); H04W 
76/02 (2013.01); H04W 88/005 (2013.01); 

H04W 48/18 (2013.01) 

102 
Wireless Network 

is 112 / 
l AR 

(58) Field of Classification Search 
CPC ..... H04W 12/06; H04W 12/08; H04W 88/08; 

H04W 24/00; H04W 76/02; H04W 48/18: 
H04W 88/005; H04M 15/49; H04L 63/0876 

USPC .................................. 370/241, 252,328,338 
See application file for complete search history. 

(56) References Cited 

U.S. PATENT DOCUMENTS 

7, 1999 Van Hoffetal. 
7/2001 Blatherwicket al. 

(Continued) 

5,919,247 A 
6,269,395 B1 

FOREIGN PATENT DOCUMENTS 

JP 2006-20088 A 

OTHER PUBLICATIONS 

1, 2006 

Patent Cooperation Treaty, International Search Report, Dated Feb. 
4, 2008, 9 Pages. 

Primary Examiner — Dinh PNguyen 
(74) Attorney, Agent, or Firm — Lapple Ubell IP Law, LLP: 
Franklin Ubell 

(57) ABSTRACT 

A system and method for monitoring wireless network 
access, and use of a detected wireless network connection are 
described. A client component (e.g., Software component), or 
client, can be downloaded to a computing device, which 
leverages off of the computing device’s ability to locate and 
establish a network connection. The client component listens 
for network connection activity, and determines whether the 
device has established a network connection with a network 
known to the client. If the client determines that a network 
connection has been established to a known network, the 
client uses the network connection to log the user onto the 
network. 

10 Claims, 12 Drawing Sheets 

102 

! Wireless 
Network 

Wired 
O6 - Network 

04 

^ - Interget 
114 Beacon || 

Frame(s) || Access Controller 
/ ----------------- ... 02 

130 Y wireless - 
119 Network 

123- Server 
Connection 20 N Request 24 

AP - 
Beaco Connectiora 

R Frame(s) esponse 158 

re-rrar- 108 

-- 167 52 perating 
Network Driver(s) Systern 

A Database 168 
Wireless-Erabled Device Y 

Cient 



US 9,301,137 B2 
Page 2 

(51) Int. Cl. 2004/0066759 A1 4/2004 Molteni et al. 

H04W 76/02 (2009.01) 58.896. A 58: Real Salaa e 
H04/24/00 (2009.01) 2005/0044216 A1 2/2005 Zhang et al. 

2005/0144237 A1 6/2005 Heredia et al. 
(56) References Cited 2005/0147060 A1 7/2005 Buckley 

2005/0176473 A1* 
2005/O190747 A1 
2005, 01983.19 A1 

8/2005 Melpignano .................. 455,574 
9, 2005 Sindhwani 
9, 2005 Chan et al. 

U.S. PATENT DOCUMENTS 

6,522,880 B1 2/2003 Verma et al. 2005/0243758 A1 1 1/2005 Torarp et al. 
6,625,135 B1 9, 2003 Johnson et al. 2005/0278748 A1 12/2005 Koh et al. 
6,810,428 B1 10/2004 Larsen et al. 2006, OO26289 A1 2/2006 Lyndersay et al. 

2001/0029524 A1 10, 2001 Smith et al. 2006.0068799 A1 3/2006 Morton et al. 
2002/0174194 A1 1 1/2002 Mooney et al. 2006/01 17381 A1* 6/2006 Sylvain ............................. T26/8 
2003/0031150 A1 2, 2003 Yukie 2006, O142035 A1 6/2006 Bahl et al. 
2003/005.5990 A1 3/2003 Cheline et al. 2007/0O81477 A1 4/2007 Jakkahalli et al. 
2003, OO63581 A1 4/2003 Shanbhag 
2003/0174681 A1 9, 2003 Gilberton et al. * cited by examiner 



US 9,301,137 B2 Sheet 1 of 12 Mar. 29, 2016 U.S. Patent 

  



US 9,301,137 B2 Sheet 2 of 12 Mar. 29, 2016 U.S. Patent 

|----~--~~~~--~~~~ ;------- 

| 

} : 

|-----— 
3 

ºggi 80 || ? 

/ 



U.S. Patent Mar. 29, 2016 Sheet 3 of 12 US 9,301,137 B2 

( start D 

Stop Listening For Windows 
> Messaging Events Related To 

Network Interface Change 

Listen for Windows Messaging 
Events related to Network 

Interface Change 

-- -- 

- - 2)4 - - .- 

-- --- a. 
- - 

r 

No - Network in Databases 
nd Not Yet Logged. In 

Yes 
u-...------------------------------------------------------------------------- 205 

- 
Perform Login Process 

Figure 2A 

  

  

    

  



U.S. Patent 

Figure 2B 

Mar. 29, 2016 Sheet 4 of 12 US 9,301,137 B2 

--st - 2O)4 
ra Network S. 
s in database and not yet Y 
Y. logged in? - 
Ys -1 

Y - 

r 
. 21 O 

-1- N ^ 
- N 

-1Does network require - 
s probing? - 

s -1 

- NY 4 - 
-6. y Probe the network Do we have reliable historicy 
K D-No- and store the probing N probing data - data 

- - 1 - 

N -1 
r 

- N. 
- \ 

---. Probe Success? - 
N - 
Ys - 

\s - 
Ys 
k 

Yes 
- Y 



U.S. Patent Mar. 29, 2016 Sheet 5 of 12 US 9,301,137 B2 

-Y. 

- N - 204 
- Network is s 

< in database and not yet D 
s ir - \ logged in'. 1 

Yes 
220 

- - 
^ 

- Is the user - 
( 201 Nsubscribed?- 

r 
NC 

- 22 
- s 

- N / 
ac------------------<o User already s - Yes offered to signup this ) 

Nconnect attempt?-1 
N c- Yes 

NC 

u's 222 
- s - 

- San Ys r - network allow 
N connection O signup 

- Serve? - 
N 

s 
Yes 

---... ...- 

-----------Y--------- 

Allow user to sign lap & 
provision the client 

-1s the user s 
suscribed2-- 

s 

Figure 2C 

  



U.S. Patent Mar. 29, 2016 Sheet 6 of 12 US 9,301,137 B2 

301 

Identify Existing Network - 
Interface Components On 

Client Device 

(1) : 
-- 302 

- Any Networks YES 
• Components Remaining sir 
NT Be Processed2 

y 
No 3O4. 

306 u-N4 
Applicable Network 

Get Next Network Interface 
Component To Be Examined 

- Is This Networks No 
omponent Of fires)- 

Interface Components -- 

- - - - Y - - - - 305 
- 307 Identify Network interface - 

- Component. In "Applicable 

No -, Charge Allys Interface' List 
Applicable Interfaces 
s u- y 

ve (i) 

Figure 3A 

  



U.S. Patent Mar. 29, 2016 Sheet 7 of 12 US 9,301,137 B2 

(2) 
- s/ - s 

- New Laver 2 s. Yes - Associated Networks No 
>Connection Detected 2- s Known? -1 
s -1 s u 

Yes 31 
Identify Known - ---------- 

Network For Monitoring 
-------------------arm------ 

- s- 312 , , , , , , , , , , , , , , , , , , , , , , , , , , , , , , , , , 313 

1as &r 3 C tions Log in To Wireless Network / 
< E) fe d FORO sYes Using User Authentication --> 
s e NCtwork? - Information And Notify User of 
s u- Connection 

N -1 rt r-rrrrrrrrrrrrrm 

No 

--- - 314 

-1. s Yes r 
< Disconnect Detected us - Notify User of Disconnection 

N --1- -----------------------------. 

N 

Y 

3 
' ' 

Figure 3B 

  



U.S. Patent Mar. 29, 2016 Sheet 8 of 12 US 9,301,137 B2 

u-1s 312 
u- Layer 3 > -- 

< Connection Detected for D 
Y Known Network? s tk2 
s 

Yes 

- 320 -1 
- Does network 
Srequire probing? uuuuuuuuuuuuuuuuuuur ---------- 

Yes 322 
W 

C Y 321 1) - s - u 
A. u- Is there s Probe the network 

< reliable historic probing )-No and store the 

sour probing data 

a 
-1 Probe Success? 

Figure 3C 

  



U.S. Patent Mar. 29, 2016 Sheet 9 of 12 US 9,301,137 B2 

wireless plantireless internet Pitoidei 
Elei Back 

---. BSFG 93 R.ESS &fn: -. Sigr Up. 

Your Boigo Username and Password, , . 
STF 1 
i: , s: 

Select a 13sername and enter it below. 
SF 2 year warrama car include runkers, lowees: a Jekers 3-08-ix's. it wit begin with a 

F.C..: ; Ky:::: A-Harcase attar, and be: a 2-seer sna's ha-ratars is ength. 

serate" lies 

SE 4 Sciect a password and enter it below. 
3i is ...it Yew pass ward must &ntsios: lesses charactors. 

SEPS Password e 
NF-icial: 

Repeat Password" 
w:-----L------------...-------:Y----a-r 

Tield me Iked with at Fate required. 

(BACK 

Ek lish:- ar: 303-8:88-t; 

Figure 4A 

  



U.S. Patent Mar. 29, 2016 Sheet 10 of 12 US 9,301,137 B2 

wirclespianisieless 
: Iwi, bo:rgo,3rwatedgadenegate5:ngata.o. 

........... 3 O GO 
RE. Ess in a - Sigr is 

JLIst one fore thing... 
STE 
4.- :.. 

immigri, th: ; Erying Iri? rer, irs attr; click E. ill.i.4 ... ...}... ... I 
listir. 

STE 2 IF you its like is c.3: : :" if g : &liar: 3:53; gi:k is 3Akit: gri, 
PS-3. ::::::::::::: 

SIE3 S: 33 hate: els oncer 
Address: 8 CE&rt wis-S 

S. A Sarata frica, CA 
E: i:. . is 4G4 

s ES 

Phone: (3,0555-5555 
rail: rties (Eng.com 

r. Eliels Joker 
is fifth Flyl -s. 

Satanica, CA 
a. 

ES 

Exit rid: w": “it eit 4 811 E. 7 ann7 

' ' . . ; ; ; ; : ii "...: ... :::ii is is 

sers: fits 

Ear: Boingo inimited - 2nd Month Free 
PEan Details: SPECiA OFFER! $21.95 monthly membership fee for unlimited 

tisse 2nd month is FREE, ?o contrack retuire, Additional charges 
rnay appy at some perm turn in terratorial Focations. 

By : 
far tire appropriate 19 agg antl'ii'imor: shly fis?: each month. 

king on thr: "SI3 hit"Eigten yr II are crizinulridging that yr: Irrard will hr dxiki trid 

R BY st:leging i: stir you to: clisting it is still the sing oftw:*: In 
agricts the te: Tig isf:lso ind ster Licenso Agrocrent locloy. ht. Boingo 
initia's will hi: yo is irr ; 3. iric'; iiirits' ri-lwark Filk I will 
ifahr, Aitani stats with your singo a to int. 

SE RER TE Ef ES corrrrors car. 
SEFRE, RESTLE OR SG E col& SRE. THS -: 
E SE LEESE REEMENT HE ":3REEE) S E8. 
BIDEJG &GREEEEENT BETUIEE: You EE ENTITY OF FERSON AND 
BoINGc (FIREE, ESS IF.C. By proceeING To Doi Lo:D, iris T.A.L.I. r 

  

  

  

  

  



U.S. Patent Mar. 29, 2016 Sheet 11 of 12 US 9,301,137 B2 

Figure 4C 

FileDanies 

Figure 4D 
on the reinecar be useful.his fier : . 

() *... palerially him your compiles. If you do trust the stice, do no 
- truro save this software. Whigs's the risk? *::::: 

internettipi 

Figure 4E 
whilefies from the Internet can be usefit, this file typecan potentiallyham 
your computer.orly run software from puslishers youtrist, what's he risk. 

gresse waii while windows configures Go Bingo!... 
Figure 4F 

Time terring 3 seconds 

  

  

  



U.S. Patent Mar. 29, 2016 Sheet 12 of 12 US 9,301,137 B2 

. . . . . . E3 
4: , FSS 

lige Eso it go feel 
U is F is a your in it at this 
st sk :-in F rehar - if 

hot spots argurd to war. 

ser: ... 

Passi: 

Saye password 

... : "...gif 

... B at N Go. F.ES5 3. 

eggilgit, .. 

Figure 5B --- 

. Bot N Go. 
S. 

YoLE are logged it. 

Having trouble reaching the interret 
try &SE.E.2c. 

Figure 5E 
Figure 5D 

... Bot N Go)...... 8 - B O N Go. 8 
win its: S- F. : S. 

bogir failed. 
(gift failed. Eggy 

Failurs FF: 
Syster information: 
Serra: ris 

Se: SYE:g.82: SS: fl's 
Siria Strength: S3% 
Pitts:: i...S 

... uruuuuuuuuuuuuuuuuuuuuuuuuuu FMA Ass: 

Figure 5F 
Soft-revion. iiodied 
File:it: risk-2428. 

Figure 5G 

  

  

  



US 9,301,137 B2 
1. 

METHOD AND APPARATUS FOR 
MONITORING WIRELESS NETWORK 

ACCESS 

CROSS REFERENCE TO RELATED 
APPLICATION(S) 

This application is a divisional of and claims priority to 
U.S. Utility patent application Ser. No. 1 1/769,268, entitled 
“Method and Apparatus For Monitoring Wireless Network 
Access.” filed on Jun. 27, 2007, which claims priority to U.S. 
Provisional Patent Application Ser. No. 60/833,529, entitled 
“Method and Apparatus For Monitoring Wireless Network 
Access, filed on Jul. 25, 2006, the contents of both of which 
are incorporated herein by reference in their entireties. 

This application is related to U.S. patent application Ser. 
No. 10/325,450, entitled “Method and Apparatus For Access 
ing Networks by a Mobile Device.” filedon Dec. 19, 2002, the 
contents of which are incorporated herein by reference, and 
related to U.S. patent application Ser. No. 1 1/435,019, 
entitled “Network Access Point Detection and Use filed on 
May 15, 2006, the contents of which are incorporated herein 
by reference. 
A portion of the disclosure of this patent document con 

tains material which may be subject to copyright protection. 
The copyright owner has no objection to the facsimile repro 
duction by anyone of the patent document or the patent dis 
closure, as it appears in the Patent and Trademark Office 
patent files or records, but otherwise reserves all copyright 
rights whatsoever. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
A method and apparatus for monitoring wireless network 

access is disclosed. 
2. Background Discussion 
Wireless networks have become more prevalent and pro 

vide a mechanism for connecting to other networks, including 
the Internet. Wireless fidelity “WiFi networks (e.g., 802.11 
networks) have recently emerged as the dominant standard 
for wireless networks. This is largely due to the ease with 
which a WiFi network can be installed, and the minimal cost 
involved. For example, an operator, can setup a "hot spot 
with one or more digital subscriber lines (DSLs) and/or T1 
lines and equipment that controls access to the wireless net 
work, and then sell high speed wireless Internet access for a 
fee. A “hot spot' typically has one or more wireless access 
points (APs) that serve as the connection point between a 
customer's device and the WiFi network. The customer's 
device can be any device (e.g., desktop or laptop computer, 
personal digital assistant, digital camera, mobile phone, auto 
mobile, gaming devices, consumer electronic equipment, 
etc.) which has a WiFi chip capable of communicating with 
the wireless network. 
As more and more hot spots are installed, there will be 

more of an opportunity for users to gain access to the Internet 
via a wireless network connection. Due to the number of 
different hot spot, or wireless network, operators and differ 
ent mechanisms for gaining wireless network access, how 
ever, wireless access to the Internet is not as seamless as a user 
would prefer it to be. 

In order to gain access to a wireless network, a user must 
first have authorization from the wireless network operator, 
which typically requires that the user have an agreement with 
the hot spot operator, or another entity that has an agreement 
with the wireless network operator, which identifies the 
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2 
access terms and fees. Based on Such an agreement, the wire 
less network operator provides the user with connection/login 
procedures, which the user must use to gain access to the 
operator's wireless network. 
A user's WiFi-enabled device, or wireless device, typically 

has the ability to Sniff, or scan for, beacon frames, or signals, 
broadcast by access points which are a part of existing wire 
less networks. More particularly, the wireless device will tune 
to one or more available channels and listen for all beacon 
frames, or signals, broadcast by the wireless networks on that 
channel. The beacons received by the device can be from one 
or more wireless networks, and one or more wireless network 
providers, each of which have different connection/login pro 
cedures. 
The wireless device uses the beacon frames received to 

identify a wireless network and corresponding wireless net 
work provider. Thereafter, an attempt is made to connect to 
the wireless network using the appropriate login procedures 
for the network provider. Obtaining and maintaining access to 
a wireless network is not simple due in large part to the 
number of wireless networks, and corresponding network 
providers, available and the fact that the user is “mobile” and 
attempting to enjoy a seamless network access despite being 
mobile. A typical wireless device periodically receives bea 
con frames broadcast by various access points, which can be 
used to change to a different access point and/or wireless 
network. The latter change might require the wireless device 
to establish a connection with a different wireless network 
and different wireless network connection procedures than 
that used with a previous connection. To be truly mobile, the 
user's device might need to interact with multiple wireless 
networks and wireless network providers, and the diverse 
connection (e.g., login) procedures required by each of the 
wireless network providers. 

SUMMARY 

In accordance with one or more embodiments, a utility is 
provided to facilitate a user's wireless network access. Such 
that interaction with various connection procedures required 
by different wireless network providers is transparent to the 
user. Such a utility can take advantage of capabilities of 
modern operating systems’ ability to establish a low-level 
connection (e.g., layer 2 connectivity) to a wireless network, 
by detecting such a low-level connection and establishing a 
high-level connection, which can be used by the user to access 
the wireless network. In addition, such a utility can be used in 
connection with aspects described in U.S. patent application 
Ser. No. 10/325,450, entitled “Method and Apparatus For 
Accessing Networks by a Mobile Device', and U.S. patent 
application Ser. No. 1 1/435,019, entitled “Network Access 
Point Detection and Use' to be able to determine whether the 
low-level connection can be used to establish a wireless net 
work connection. Furthermore and in a case that multiple 
wireless networks from different network providers are avail 
able, a utility is provided to select a preferred provider, either 
automatically or by alerting the user and allowing the user to 
make the selection. 

In accordance with one or more embodiments, a client 
utility, also referred to herein as a client, need not scan for, or 
associate to, a network. In accordance with Such an embodi 
ment, the client detects that a low-level network connection 
has been established, and performs an automated login pro 
cess for the user. A type of detection used by such a client is 
passive in that it does not perform active Scanning for a 
wireless network (e.g., detecting beacon frames broadcast by 
wireless networks). Rather, the client is installed on a client 
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device and allows capabilities provided by the client device's 
operating system to perform the active Scanning. 

In accordance with embodiments disclosed herein, the cli 
ent can be installed on a client device as a part of the user's 
signup process with a network provider. In accordance with 
disclosed embodiment, installation of the client can include 
an automatic configuration of the client to include the user's 
username and password, which can be used to connect to a 
wireless network, thereby avoiding the need for the user to 
provide this information (e.g., at a time when the client is 
installed and/or connection to a wireless network is 
attempted). 

In accordance with one or more embodiments, a client 
component (e.g., Software component), or client, can be 
downloaded to a computing device, which leverages off of the 
computing device's ability to locate and establish a network 
connection. The client component listens for network con 
nection activity, and determines whether the device has estab 
lished a network connection with a network known to the 
client. If the client determines that a network connection has 
been established to a known network, the client uses the 
network connection to log the user onto the network. 

Advantages of this approach include a client that can have 
a lighter footprint (size, resource needs, etc.) than might 
otherwise be needed, since the client can rely on other com 
ponents to perform establish a connection with a network. In 
addition, the client can rely on device components to establish 
the network connection, but the client can control (or at least 
direct) the manner in which the user is logged onto the net 
work. For example, the client can prompt the user to choose a 
particular account to log onto the network, rather than another 
account, if the client determines that the network connection 
is such that the user can use the first account. The client can 
then either select the account for the user, or prompt the user 
to select the account, in a case that the account is available to 
the user. 

Other aspects include a download process used to down 
load the client Software component as well as configuration 
information, including user authentication information, as a 
downloadable file. Advantageously, the download process 
integrates the steps of transferring the client component to the 
computing device, installing the client on the computing 
device, and configuring the client to use the user's authenti 
cation information. This process is more automatic and more 
convenient to the user than multiple discrete manual steps. 
The process can be used, for example, to eliminate a need for 
the user to manually start an installation process or to re-input 
the user's authentication information (e.g., at a time when the 
user is attempting to log onto the wireless network). 

DRAWINGS 

The above-mentioned features and objects of the present 
disclosure will become more apparent with reference to the 
following description taken in conjunction with the accom 
panying drawings wherein like reference numerals denote 
like elements and in which: 

FIG. 1, which comprises FIGS. 1A and 1B, provides an 
architectural overview example of components used in accor 
dance with one or more embodiments of the present disclo 
SUC. 

FIG.2, which comprises FIGS. 2A, 2B and 2C, provides an 
example of a client process flow in accordance with one or 
more embodiments of the present disclosure. 

FIG.3, which comprises FIGS. 3A, 3B and 3C, provides a 
detailed client process flow for use inaccordance one or more 
embodiments of the present disclosure. 
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4 
FIG. 4, which comprises FIGS. 4A to 4F, provides 

examples of dialogs presented to a user during a sign up 
process for use with one or more embodiments disclosed 
herein. 

FIG. 5, which comprises FIGS. 5A to 5G, provides 
examples of user interface widgets which provide feedback to 
a user during a network logon process in accordance with 
disclosed embodiments. 

DETAILED DESCRIPTION 

In general, the present disclosure includes a network access 
point detection and use system and method. 

Certain embodiments of the present disclosure will now be 
discussed with reference to the aforementioned figures, 
wherein like reference numerals refer to like components. 
Although embodiments of the present disclosure are 
described with reference to the 802.11 wireless network envi 
ronment, it should be apparent that the disclosed embodi 
ments have application to other network environments, 
including other wireless networking environments, examples 
of which include, without limitation, IEEE Standards 802.15, 
802.16 and 802.20, Wireless Local Area Networks (Wireless 
LANs), Wireless Personal Area Networks (Wireless PANs), 
and Wireless Metropolitan Area Networks (Wireless MANs). 
etc. 

In accordance with one or more disclosed embodiments, 
client Software, or client, executing on a user's client device, 
or device, is used to detect a low-level wireless network 
connection and to use the low-level network connection to 
connect the user to a wireless network. The client can be 
downloaded as part of a process in which a user signs up with 
a given wireless network provider. For example, during the 
sign up process, the user provides certain information about 
the user (e.g., name, address, payment details such as credit 
card information, and authentication information Such as 
username and password). As part of the sign up process, the 
user can be presented with a choice of downloading the client. 
If the user elects to download the client, the program code for 
the client is downloaded to the user's device, together with the 
authentication information needed to authenticate the user to 
connect to a wireless network. 

FIG. 1, which comprises FIGS. 1A and 1B, provides an 
architectural overview example of components used in accor 
dance with one or more embodiments of the present disclo 
sure. Device 108 is a wireless-enabled device. A wireless 
enabled device can be any device that includes network 
interface function, which can be provided by an operating 
system or some other software, e.g., Software provided by a 
wireless network provider or WiFi chip hardware manufac 
turer, for example. Examples of such a device include, but are 
not limited to, desktop or laptop computer, personal digital 
assistant, digital camera, mobile phone, automobile, gaming 
device, consumer electronic equipment, and the like. 

In accordance with one or more embodiments, device, 108 
comprises one or more network drivers (or interfaces) 152, 
operating system (or O/S) 158, AP database 168 and client 
167. Each network driver 152, which can be a driver such as 
an operating system-level driver for example, can be used to 
connect to an AP112 instance of a wireless network 102, and 
then to send and receive network transmissions. In accor 
dance with embodiments of the present disclosure, client 167 
is configured to detect a network interface connection using 
information provided by O/S 158, identify an appropriate 
network connection (and AP112) using AP database 168, and 
log into a wireless network using account information for the 
user retrieved form AP database 168. In accordance with 
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embodiments disclosed herein and in the patent applications 
reference herein, AP database 168 can contain a list of SSIDs 
and references to login scripts, e.g., for use in logging onto a 
wireless network. AP database 168 can be stored locally on 
device 108, and can be updated on a periodic basis. U.S. 
patent application Ser. No. 10/325,450, which is incorporated 
herein by reference, provides examples of its contents and 
mechanisms for updating and maintaining AP database 168. 
In accordance with one or more embodiments presently dis 
closed, AP database 168 can include all or some portion of the 
information identified in U.S. patent application Ser. No. 
10/325,450. For example and in accordance with one or more 
embodiments disclosed herein, an AP database 168 entry 
comprises an SSID and corresponding script information. 
The example architecture shown in FIG. 1A includes 

instances of wireless network 102. Each instance of wireless 
network 102 can include one or more instances of access 
point (AP) 112. AP 112 is a networking device that serves as 
a communication or connection point for a device 108 and 
wireless network 102. Using wireless network 102, device 
108 can gain access to the Internet 106, wired network 104, 
and/or other instances of wireless network 102, for example. 
A wireless network 102 instance can include, but need not 

include, one or more instances of access controller 114. 
Access controller 114 comprises a device used to control 
access to wireless network 102. Access controller 114 can be 
used to enforcea wireless network operator's rules for access 
ing wireless network 102, and/or Internet 106. Access control 
can be accomplished by, for example, allowing a network 
component of device 108 to associate with network 102 with 
out requiring authentication, and then blocking the device's 
108traffic until valid authentication information is provided. 
Access controller 114 is typically used with commercial 
instances of wireless network 102, such as one provided by a 
hot spot operator. Another instance of wireless network 102. 
Such as one used in a home environment, need not include an 
access controller 114. Each instance of wireless network 102 
can have specific procedures, or methodologies, for associat 
ing, authenticating, and/or connecting to the network, which 
can (and likely do) vary from one instance to another of 
wireless network 102. 
One example of a scenario that might be used involves a 

process of receiving the device's 108 initial Web page 
request, and redirecting the request to access controller 114, 
which requests the authentication information from the 
device 108. If the device 108 provides valid authentication 
information, access controller 114 permits unrestricted use of 
wireless network 102 by the device 108. 

In accordance with one or more embodiments presently 
disclosed, client 167 can detect Such an association and then 
provide the required authentication so as to establish a net 
work connection, or session, for a user of device 108. 

In accordance with at least one embodiment, server 130 
can be used to download client 167. In addition, server 130 
can be used to transmit other data, including configuration 
information for client 167, incremental updates to such con 
figuration information, and/or updates to client 167. 

In the example architecture shown in FIG. 1A, a single 
device 108 and server 130 are shown for the sake of simplic 
ity. It should be apparent that there can be multiple instances 
of device 108 and/or multiple instances of server 130. 

FIG. 1B provides an example of an internal architecture of 
device 108 in accordance with one or more embodiments of 
the present disclosure. It should be apparent that device 108 
can include additional components. Such additional compo 
nents can, for example, depend on the type of device. Device 
108 comprises a central processing unit (CPU) 151, one or 
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6 
more instances of network driver 152, one or more instances 
of Input/Output (I/O) device interface 153, and memory 154, 
all of which can interface via bus 150. Network driver 152 can 
comprise a wireless network driver, which can control a WiFi 
circuitry, for example. At least one instance of network driver 
152 has the capability to detect instances of AP 112, and to 
send and receive network communications using a network 
communications protocol such as that defined by the Trans 
mission Control Protocol/Internet Protocol, or TCP/IP pro 
tocol suite. Memory 154 can comprise a combination of 
temporary and persistent storage, and can include random 
access memory (RAM). Contents of memory 154 comprise 
cache 155, configuration 156, client 167, operating software 
platform 158, and AP database 168. In addition, memory 154 
can include permanent storage in addition to RAM. Examples 
of such persistent storage include, but are not limited to, flash 
memory and disk storage (e.g., fixed or removable), CD, etc. 
O/S 158 includes program code executable by CPU 151 to 

control the operations of device 108. In accordance with one 
or more embodiments, O/S 158 includes a facility to allow 
client 167 to monitor activity of network driver 152, so as to 
identify an appropriate network connection, for example. 
Examples of configuration 156 include, without limitation, 
parameters used to control client 167, updates to AP database 
168, login procedures and/or Scripts, etc. 

Referring again to FIG. 1A, AP 112 instances broadcast 
beacon frames 119. Network driver 152 “scans' 120, also 
referred to herein as 'sniffs' or detects, a beacon frame 119 
broadcast by an instance of AP 112. That is, for example, 
network driver 152 of device 108 listens for beacon frames 
119 broadcast on a given channel by instances of AP 112. A 
beacon frame 119 typically includes information such as an 
SSID, BSSID, as well as security settings. Network driver 
152 is further configured to transmit a connection request 123 
and to receive a connection response 124, and to transmit and 
receive network transmissions. 

FIG. 2A provides an example of a client process flow in 
accordance with one or more embodiments of the present 
disclosure. Generally and in accordance with one or more 
embodiments, once installed on a client device, the client 167 
executes in the background to detect a network interface 
connection, determine whether the network interface connec 
tion can be used to log the user into a wireless network. In 
accordance with one or more embodiments, the client 167 can 
start automatically and run in the background on device 108 at 
the end of the signup process, so as to be invisible to the user. 
The client 167 can remain in this state until a network inter 
face connection to a hot spot is made by an instance of 
network interface 152. 

In addition and in accordance with one or more embodi 
ments, the client 167 can start automatically after it is 
installed on a device 108. The client 167 can also be invoked 
whenever the device 108 is restarted as part of loading the 
operating system (“O/S), for example. 
At step 201, upon startup and until the client 167 exits, the 

client 167 operates to detect a network interface connection 
and to use a detected network interface connection to log onto 
a wireless network 102. In accordance with one or more 
embodiments, there is no user interface visible for client 167 
during startup/initialization of client 167, or while the client 
167 operates to detect a network interface connection. In 
accordance with one or more embodiments, client 167 can 
receive event/state information via notifications/messages 
from O/S 158. At startup, in accordance with one or more 
embodiments, the client 167 can implicitly generate a mes 
sage for its own consumption reflecting the connected State of 
a given interface. 
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At step 202, the client 167 listens for events generated by 
one or more instances of network driver 152 via O/S 158. In 
accordance with one or more embodiments, the client 167 can 
register with O/S 158 to receive events associated with net 
work driver 152. Such events can signal a change in a state of 5 
a network interface connection, for example. When messages 
related to the interface are received from the O/S 158, the 
client 167 can check the content of these messages to see 
whether a successful network interface connection has been 
established. A network interface connection can be consid 
ered to be established based on a number of criteria, such as 
the physical or logical connection to a network, or the assign 
ment of an Internet Protocol (IP) address by the network to the 
computer on which the client is running, for example. 

For each network interface connection event, or state 
change, the client 167 determines whether the detected event 
signals that a network driver 152 has established a network 
interface connection with an AP 112 instance, at step 203. 
When client 167 determines that a network interface connec 
tion is established on a relevant interface (e.g., via a network 
driver 152 instance), the client 167 determines a network 
name corresponding to the network interface connection. For 
example, in a case of a Wi-Fi network, a network name can be 
provided by the Service Set Identifier, or SSID, as defined in 
the 802.11 standard. On other networks, a different identifier 
may be used. 

In accordance with one or more embodiments, the client 
167 accesses, and maintains, a database of known SSIDs, AP 
database 168. If the SSID corresponding to the network inter 
face connection identified by the client 167 matches a known 
SSID (e.g., corresponds to an entry in the database main 
tained by the client), the client 167 can initiate a login process 
to log the user into the wireless network via the detected 
network interface connection. Thus, at step 204, client 167 
queries AP database 168 to identify the wireless network 102 
associated with the AP 112 instance, and whether there is a 
logon procedure available for the identified wireless network 
102 to connect the user. In addition and at step 204, a deter 
mination is made whether or not the user is currently logged 
on and/or whether a new connection should be established for 
the user. If a new/replacement connection is to be made and 
the AP 112 instance can be used to establish the connection, 
processing continues at step 205 to perform the login process. 
As is discussed herein, in a case that there are multiple login 
procedures (e.g., for multiple different providers) available, 
the user can be prompted to select one of the login procedures/ 
providers. 

In accordance with one or more embodiments, once the 
client exits at step 201, the client 167 will stop listening for 
notifications/messages from O/S 158 related to network inter 
face changes at Step 206. 
As such, the client 167 need not conduct an active scan for 

broadcast beacons to identify an available network in order to 
make a network connection for the user. Instead, the client 
167 can rely on the O/S 158 or other software on the user's 
device 108 to locate a suitable AP 112 of a wireless network 
102. Once a suitable AP 112 is identified, client 167 can be 
configured as is described in U.S. patent application Ser. No. 
10/325,450 and/or U.S. patent application Ser. No. 11/435, 
019, the contents of both of which are incorporated herein, to 
interact with the gateway (e.g., AP 112 and access controller 
114) using a scripting mechanism and configuration informa 
tion, for example, as described therein. 

Advantageously, embodiments of the present disclosure 
recognize that many users initiate a network connection by 
opening a web browser window, which action results in O/S 
158 and network driver 152 responding and establishing a 
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8 
network interface connection. In accordance with embodi 
ments disclosed herein, the client 167 can take advantage of 
this capability provided by the O/S 158 and network driver 
152, and need not include Such functionality. Once an appro 
priate network interface connection is located, the client 167 
can use the detected network interface connection to log the 
user into a wireless network 102. 
The login procedure used by the client can depend on the 

wireless network provider on a predetermined configuration 
or based on a selection made by the user in an interaction 
between the user and a user interface caused to be displayed 
by client 167 as part of a logon procedure. In accordance with 
embodiments disclosed herein, client 167 can utilize func 
tionality external to the client 167 (e.g., functionality pro 
vided by O/S 158) to establish a network interface connec 
tion, but still retain control of the logon process and/or 
interact with the user during the logon process. As is dis 
cussed herein, the client 167 can interact with the user to offer 
alternatives to the user, such as which wireless network 
account/provider to use to connect to a wireless network 102. 

In accordance with one or more embodiments, the client 
167 can alternatively perform probing in certain circum 
stances, as will be described with reference to the client 
process flow illustrated in FIG. 2B. The client process flow 
associated with probing illustrated in FIG. 2B is performed 
between steps 204 and 205 of FIG. 2A. After step 204, the 
client 167 determines whether the network 102 requires prob 
ing in step 210. In some embodiments, the client 167 could 
determine that probing is required from a field in the AP 
database 168. If the network 102 does not require probing, the 
client process flow would continue on to the login process in 
step 205 as described previously with reference to FIG. 2A. 

If the network 102 does require probing, the client 167 will 
determine whether there exists a reliable cache or history of 
probing data in step 211. In accordance with embodiments 
disclosed herein, the cache would store the BS SIDs of net 
works that have been previously probed successfully and, 
additionally, could also store the BSSIDs for networks that 
have failed previous probes. If a probe result was found in the 
AP database 168 by the client 167, the client process flow 
would continue without further probing. If no probe result 
was found for the network, the client 167 would perform a 
probe for the network in step 212. 
A probe determines whether the client 167 would be able to 

login to the network 102 by interacting with the access gate 
way. One example of a probe would be inspecting the con 
tents of the webpage served up by the gateway and determin 
ing whether it contains certain identifiable parameters. Such 
as a location idea parameter. Another example of a probe 
would be performing a mock login procedure against the 
gateway and, in the situation where pre-defined login 
responses are detected, concluding that a network is usable. In 
Some embodiments described herein, probing is performed 
dynamically based on configuration data, Such as is per 
formed in the login portion of client process flow described 
herein or described in U.S. patent application Ser. Nos. 
10/325,450 and/or 11/435,019. One example of probing 
described in Such applications involves: detecting a beacon 
message from at least one access point of the wireless net 
work, the beacon message including information identifying 
the access point; attempting, using at least one predefined 
operation, to communicate with the access point; determining 
a usability status based on a response received from the access 
point to the at least one predefined operation; and storing the 
determined usability status in a cache, the usability status 
being associated with a unique identifier of the access point. 
The foregoing probing examples are merely presented for 
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illustrative purposes and are not intended to encompass all 
possible manners of performing the probe. The probing 
results are then Stored in cache. 

Next, the probe result, either the current from step 212 or a 
cached one identified from step 211 related to the connected 
AP, is evaluated in step 213. If the probe failed, there will be 
no attempt to login and the client process flow will return to 
step 201. If the probe is successful success, the client 167 will 
attempt to perform the login process in step 205 as previously 
described in connection with FIG. 2A. 

In one or more embodiments described herein, the probing 
capability makes it possible for the client 167 to work cor 
rectly on networks that use one SSID to cover more than one 
behavior model. For example, a large scale network may have 
a plurality of Sub-networks (e.g., an airport network, a hotel 
network, a coffee shop network, etc.) that all use the same 
SSID, but depending on particular contract, companies may 
only be entitled to use certain ones of the sub-networks. The 
probing makes it possible for the client 167 to recognize the 
large scale network and then determine, based on configura 
tion, which of the sub-networks is identified and only try to 
login to locations where it knows it will have a chance of 
Success (i.e., an authorized Sub-network). 

In accordance with one or more embodiments, the client 
167 can further include a signup process, as will be described 
with reference to the client process flow illustrated in FIG. 
2C. The client process flow associated with the signup pro 
cess illustrated in FIG. 2C is performed between steps 204 
and 205 of FIG. 2A. After step 204, the client 167 determines 
whether the user has signed up or subscribed for service and 
has already provisioned their client 167 in step 220. If the user 
is already subscribed, the client process flow continues to step 
205 to perform the login process as described in connection 
with FIG. 2A. If the user has not yet signed up for service, the 
client 167 determines in step 221 whether the user has already 
been given an opportunity to sign up this connection attempt. 
If such an opportunity has been provided to the user, the user 
will not again be offered the opportunity to sign up until the 
next time the user connects to the network and the client 
process flow will return to step 201. In one embodiment, the 
client 167 may provide the user with an option of not being 
asked again about signup. 

If the user has not yet been provided with an opportunity to 
signup for service, the client 167 determines in step 222 
whether the network allows for a connection to the signup 
server. Some networks will allow a user to signup for service 
while others will not, thus the determination of step 222 will 
prevent a user from being prompted to sign up for service 
when the client 167 cannot connect to the server to complete 
the signup process. If the network does not allow connection 
to the signup server, then the client process flow will return to 
step 201. If the signup server can be reached, the user is 
provided with the opportunity to signup in Step 223. In one or 
more embodiments, an interface is provided that allows the 
user to signup for an account. At the conclusion of signup, if 
the user has successfully completed the signup process, the 
client 167 is provisioned with the new signup information 
(e.g., username and password) provided to the user. In one or 
more embodiments, this information is communicated 
between the signup server and the client without the user 
having to provide Such information. Alternatively, the user 
can be prompted to provide Such information. In step 224, the 
client determines whether the signup has been completed. If 
the signup process was not completed, the client process flow 
will return to step 201. If signup was completed, the client 
process flow will continue to the login step 205 as described 
previously. 
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FIG. 3, which comprises FIGS. 3A and 3B, provide a 

detailed client process flow for use inaccordance one or more 
embodiments of the present disclosure. 
At step 301, which can be performed by client 167 at 

startup, client 167 identifies and enumerates the network 
components (e.g., network drivers 152) present on device 
108. In a case of Microsoft Windows, client 167 can examine 
network drivers 152 visible through the Windows standard 
Network Driver Interface Specification (NDIS) system. 

For each candidate driver 152 found, the client 167 deter 
mines whether the network component is of interest to client 
167. In a case of a Windows system, this can be done by 
looking at NDIS Object Identifiers (OIDs) corresponding to 
the network component found at step 301, in order to deter 
mine whether an OID corresponds to a Wi-Fi interface, e.g., 
those OIDs that describe 802.11 properties of an interface, 
such as OID 8021 11 OIDs, and in particular 
OID 802 11 NETWORK TYPE and OID 802 11 SSID. 
This process is performed by steps 302 to 305, which examine 
each of the network components identified in step 301, to find 
"wireless network components and create a list of applicable 
network components, e.g., network drivers 152. 

Client 167 monitors the identified network components, 
instances of network driver 152, to determine whether or not 
a connection state associated with any of the identified net 
work components changes, e.g., to detect whether a state of a 
network interface connection changes. For example and in a 
case of Microsoft Windows, client 167 can examine NDIS 
OIDS signaling connection state changes on the interfaces, at 
step 306. In a case of Windows, for example, this can be done 
by monitoring NDIS OIDs for layer 2 connectivity. 
To further illustrate by way of an example if O/S 158 

comprises a Microsoft Windows O/S, client 167 can monitor 
NDIS OIDs to identify connection status changes at the MAC 
layer, and identify IPAddress changes. In a case that client 
167 detects an IP Address change, client 167 can look for a 
network identifier in the NDIS OID information for the given 
network driver 152 to retrieve an SSID. In a case that the SSID 
corresponding to a known network (e.g., the SSID exists in 
the AP database 168), client 167 can attempt to log the user 
onto the wireless network 102, using any one of a number of 
login procedures, including those described in U.S. patent 
application Ser. No. 10/325,450 and/or U.S. patent applica 
tion Ser. No. 1 1/435,019. 

If client 167 determines, at step 307, that there is a change 
in an applicable network interface connection, processing 
continues at step 309 to determine whether the change reflects 
a establishment of a layer 2 network connection, e.g., a net 
work driver 152 has connected to a network at a low leveland 
is able to perform basic network connectivity. If such a 
change in status is detected, processing continues at step 310 
to determine whether the network with which a connection 
has been made is a known network. For example, client 167 
can query AP database 168 using the SSID associated with AP 
112 to which the network driver 152 is in communication to 
determine whether the SSID is a known SSID. In the case of 
an 802.11 network, this is done by checking the Service Set 
Identifier (SSID) of the network; in other networks another 
unique identifier may be used. On Windows, the SSID can be 
retrieved by examining an NDIS OIDs that contains the 
802.11 network name, e.g., OID 802 11 SSID. If the net 
work is known (e.g., the network is a known commercial 
network), processing continues at client 167 to identify the 
known network for monitoring, e.g., to determine whether or 
not a layer 3 connection is established. Thereafter, and if the 
network is determined not to be known (i.e., client 167 need 
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not monitor a connection to an unknown network), process 
ing continues at step 306 to monitor the network interface 
components. 

If a known network is identified at step 311, the client 167 
monitors the networking subsystem of O/S 158 to determine 
whether a layer 3 IP connection becomes available on the 
relevant network driver 152, at step 312. If a layer 3 connec 
tion is detected at step 312, processing continues at step 313 
to log onto the wireless network 102 using the user's authen 
tication information, e.g., authentication information pro 
vided by the user at the time that client 167 was transferred to 
device 108. In accordance with one or more embodiments, 
client 167 can either prompt the user with a dialog containing 
their username and password, allowing the user to click a 
Login button to start the login process, or client 167 can 
automatically start the login process, e.g., without user inter 
action. In accordance with one or more embodiments, an icon 
can be presented in a status area of a user interface displayable 
by device 108 to indicate that a connection is active and a 
login is required (e.g., the icon shown in FIG. 5B). 

In accordance with one or more disclosed embodiments, 
client 167 simultaneously monitors for changes in a network 
interface component, and for changes in a network connec 
tion in which the user is logged into a wireless network 102. 
In a case of Windows, for example, a standard Windows 
Messaging Interface Subsystem can be used to monitor IP 
changes on the interface (e.g., the connection on which the 
user is connected to wireless network 102), while at the same 
time continuously checking the applicable interfaces to iden 
tify whether there are any functional IP addresses (e.g., a layer 
2 or layer 3 connection). 

In accordance with one or more embodiments, the client 
167 can alternatively perform probing in certain circum 
stances, as will be described with reference to the client 
process flow illustrated in FIG. 3C that is performed between 
steps 312 and 313 of FIG. 3B. After step 312, the client 167 
determines whether the network 102 requires probing in step 
312. In some embodiments, the client 167 could determine 
that probing is required from a field in the AP database 168. If 
the network 102 does not require probing, the client process 
flow would continue on to the login process in step 313 as 
described herein with reference to FIG. 3B. 

If the network 102 does require probing, the client 167 will 
determine whether there exists a reliable cache or history or 
probing data in step 321. In accordance with embodiments 
disclosed herein, the cache would store the BS SIDs of net 
works that have been previously probed successfully and, 
additionally, could also store the BSSIDs for networks that 
have failed previous probes. If a probe result was found in the 
AP database 168 by the client 167, the client process flow 
would continue without further probing. If no probe result 
was found for the network, the client 167 would perform a 
probe for the network in step 322, such as but not limited to 
the probing techniques described above in reference to step 
212 of FIG. 2B. 

Next, the probe result, either the current from step 322 or a 
cached one identified from step 321 related to the connected 
AP, is evaluated in step 323. If the probe failed, there will be 
no attempt to login and the client process flow will return to 
step 302. If the probe is successful success, the client 167 will 
attempt to perform the login process in step 313. 

Referring again to step 313 of FIG.3B, in accordance with 
one or more embodiments, client 167 retrieves a login script 
associated with the SSID of the AP 112 instance identified by 
client 167 from the store of scripts (e.g., the script store 
provided by AP database 168), and executes the script. By 
way of non-limiting example, use of a script in a log in 
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12 
process is described in U.S. patent application Ser. No. 
10/325,450. In accordance with one or more embodiments, if 
the login Succeeds, an appearance of an icon, Such as that 
shown in FIG. 5B can be changed to reflect that the user was 
Successfully logged onto the network. For example, the 
appearance of the icon shown in FIG. 5B can be altered as 
shown in FIG. 5E, when the user is successfully logged onto 
the network. In addition or alternatively, in accordance with 
embodiments, a dialog can be presented to the user to indicate 
successful network login. For example, FIG.5D provides an 
example of a dialog that can be presented to the user to notify 
the user that the logon procedure was successful. In accor 
dance with one or more embodiments, a dialog can be pre 
sented to the user can be presented to the user during the logon 
process, an example of which is shown in FIG. 5C. 

In accordance with one or more embodiments, the icon 
shown in FIGS. 5B and 5E can be used by the user to display 
the window shown in FIG. 5D, to allow the user to log off of 
the network. In Such a case, any applicable Script, e.g., a 
logout script stored in AP database 168 corresponding to the 
network, can be used to control client 167 to logout of the 
network. Use of a script to control client 167 to log onto or off 
of a network is discussed in more detail in U.S. patent appli 
cation Ser. Nos.10/325,450 and/or 11/435,019, the contents 
of both of which are incorporated herein by reference. 

In a case that the login procedure fails, a dialog, e.g., the 
dialog shown in FIG.5F, can be displayed to the user, which 
allows the user to attempt another login. In a case that the 
login procedure fails, another dialog can be presented, which 
contains relevant technical information helpful in trouble 
shooting, such as the dialog shown in FIG.5G. FIG.5G can be 
displayed in response to the user selecting the “See Support 
Page' link provided in the dialog shown in FIG. 5F. The 
dialog shown in FIG.5G can be used to display information 
regarding the network the user is connecting to and the client 
Software in use. For example and as shown in the example of 
FIG.5G, the information can include software version infor 
mation, database version information, network SSID, net 
work addresses on both the IP and MAC layer, and an iden 
tifier of the Script used in attempting to connect the user to the 
network, as well as a Support contact number. 
Once a user is logged in, the client 167 can continue to 

monitor the applicable interfaces. If a disconnect is detected 
on a network interface connection at step 314, the client 167 
can notify the user of a change in the connection status at step 
315. For example, client 167 can cause the icon shown in FIG. 
5E to change in appearance, e.g., the icon's appearance 
changes to that shown in FIG. 5B. For example, an appear 
ance of the icon can change by changing the color of a portion 
of the icon. It should be apparent that any type of notification 
can be used with embodiments presently disclosed. Process 
ing continues at step 306 to monitor the applicable interfaces. 

In accordance with one or more embodiments, client 167 
can be used to prompt the user to select an account associated 
with a certain wireless provider, in a case that multiple wire 
less providers might be available, for example. FIG. 5A pro 
vides an example of a dialog used to alert the user that a given 
wireless provider account is available for use in accordance 
with embodiments of the present disclosure. In accordance 
with at least one embodiment. Such a dialog window is dis 
played on a screen of device 108, and sits on top of other 
application windows. In accordance with one or more 
embodiments, the given wireless network provider identified 
by client 167 corresponds to the wireless network provider 
from which client 167 was provided during a sign up process. 
In accordance with one or more embodiments, the network 
provider comprises an aggregate network provider which acts 
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to aggregate multiple network providers to the user, such that 
the aggregate network provider provides an interface between 
the user and the multiple network providers. The username 
and password provided by the user as part of the signup 
process can be used to “pre-populate the login window. 
Thus, the user can simply select the “Login' button in order to 
start the authentication process, to log onto a hot spot. 

In accordance with one or more embodiments, client 167 
can use a network connection, to automatically check for 
updates to its configuration 166, which can include updates to 
AP database 168, scripts referenced by AP database 168, 
and/or software updates, for example. A process to update 
such information is further described in U.S. patent applica 
tion Ser. No. 10/325,450, for example. 

FIG. 4, which comprises FIGS. 4A to 4F, provides 
examples of dialogs presented to a user during a sign up 
process for use with one or more embodiments disclosed 
herein. 

FIGS. 4A and 4B provide examples of a window display 
ing sign-up forms. FIG. 4A can be displayed after the user has 
picked a usage plan of the wireless provider and provided 
personal information (e.g., full name, address, etc.), to allow 
the user to selecta username and password. As discussed, this 
input can be saved and used to automatically configure client 
167 on device 108 such that the user need not re-enter this 
information. 

FIG. 4B can be used to display a confirmation dialog, 
which includes a checkbox to allow the user to confirm the 
download of the program code in which functionality of client 
167 software is embodied, and to confirm corresponding 
terms and conditions. In accordance with one or more 
embodiments, by default, the checkbox is selected, which can 
cause an automatic download of the Software when the user 
presses the “Submit” button on the form. If the user does not 
wish to download the software, the user can remove the check 
in the checkbox (e.g., “un-check” the checkbox). 

In accordance with one or more embodiments, when the 
file containing the program code is downloaded, the user 
name and password provided by the user can be are included 
as part of the file's filename downloaded to the device 108. A 
simple encoding scheme can be used, resulting in a unique 
filename for each user that signs up. FIG. 4C provides an 
example of a download dialog which includes a filename 
comprising an encoded username and password. Subse 
quently, a dialog can be displayed by O/S 158, such as that 
shown in FIG. 4D, which prompts the user to execute program 
code contained in the file downloaded to device 108. 
When the user selects the “Run”, the installation process 

can be invoked by O/S 158, and a dialog such as that shown in 
FIG. 4E can be displayed. Since authentication information, 
e.g., username and password, were provided as part of the 
information downloaded to device 108, the user need not 
provide any input during the setup process, i.e. the user need 
not provide a username, password or any other installation 
information. Client 167 is installed and automatically config 
ured with a username and password, e.g., the same one the 
user provided during the signup process. In accordance with 
one or more embodiments, downloading of a client 167 onto 
the user's device, and the provisioning of the client with the 
user's authentication information is integrated with the user's 
signing up for Wi-Fi service. 

In accordance with one or more embodiments, client 167 
need not be involved in the initial stages of Wi-Fi connectivity 
on a device 108, and can become involved at a time that a 
viablefusable network connection is detected. In addition and 
in accordance with one or more embodiments, an installation 
process, which includes an installation of client 167, can be 
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14 
performed as part of user signup process. Username and 
password information, or any other authentication informa 
tion, Supplied by the user during the signup process is down 
loaded to device 108, such that the user need not manually 
enter a username and password in order to log onto a wireless 
network using the account corresponding to the authentica 
tion information. An installed client 167 can assume that 
another mechanism available on device 108, such as O/S 158 
and/or network drivers 152 (which can be a part of O/S 158), 
can be used to provide core functionality to connect to the 
Wi-Fi Network. 

Thus, embodiments disclosed in U.S. patent application 
Ser. Nos. 10/325,450 and 11/435,019 can be modified such 
that a client component, e.g., access client 100 of device 102 
described in U.S. patent application Ser. No. 10/325,450 and 
a configured client 108 described in U.S. patent application 
Ser. No. 1 1/435,019, can make use of functionality internal to 
an operating system (e.g., O/S 158) or other software or 
program code, which can establish a network connection at a 
level that the client component can log a user onto wireless 
network 102, and establish a session for the user. 
With reference to U.S. patent application Ser. No. 10/325, 

450, for example, client 167 can be used to augment, supple 
ment or to modify, functionality provided by access client 
100, such that access client 100 need not detect carrier net 
work signals. Rather, access client 100 can monitor network 
driver 152 and/or O/S 158 network detection and association 
activity (e.g., or other functionality provided by other soft 
ware/hardware of the device 102), at which point access client 
100 can complete the process to log a user onto a network, as 
described in connection with one or more embodiments of the 
present disclosure. For example, once O/S 158 establishes a 
connection, disclosed embodiments provide the ability to 
obtain information corresponding to the network interface 
connection established by the network driver/interface 152, 
such as the SSID (for Wi-Fi) of the network. The obtained 
information can then be used to retrieve information about the 
network from AP database 168 (also referred to as AP data 
base 116) in U.S. patent application Ser. No. 10/325,450. 

In accordance with one or more embodiments, rather than 
displaying a list of networks/signals detected Such that the 
user can select one, O/S 158 can be used to select a network 
(e.g., using Wireless Zero Configuration Service (WZC) pro 
vided by Windows XP). Since O/S 158 is used to select a 
network, in accordance with one or more embodiments, user 
preference, profile or network list storing need not be used. 
Once O/S 158 (or other component(s)) select the network, 
client 167 can select an account for the user to connect to 
wireless network 102, and then log the user onto the wireless 
network 102 using authentication information associated 
with the selected account. 

In accordance with embodiments disclosed, Sniffer logic 
200 and association logic 204 need not be used, since client 
167 functions to monitor network interface connections to 
determine whether a network interface connection becomes 
available and is connected, and to initiate a login process Such 
as that described in U.S. patent application Ser. No. 10/325, 
450. In accordance with one or more embodiments disclosed 
herein, however, client 167 can use the updater logic 212, 
login logic 206 and databases (e.g., databases 116 to 118 and 
120 on the client of U.S. patent application Ser. No. 10/325, 
450. 
One or more embodiments disclosed herein can use an 

authentication sequence, such as that shown in FIG. 12 (e.g., 
elements 1308, 1310, 1312, 1314, 1316, 1318 and 1320) of 
U.S. patent application Ser. No. 10/325,450 to authenticate a 
user, for example. 
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In accordance with one or more embodiments, behavior/ 
appearance of an access point icon Such as that described U.S. 
patent application Ser. No. 10/325,450, can be modified to 
reflect three states of client 167. Such an access point icon can 
appear white when client 167 detects a connection to a known 
AP 112 but the login process has not yet been completed, and 
no access point icon in a case that there is no connection to a 
known AP112 is detected orthere is a detected connection to 
an unknown AP 112. Transition from the white state to green 
occurs by operation of a login process, and a transition from 
green to white can occur by operation of a logout process. 
Transition from no icon to a white state can occur by way of 
establishing a connection to a known network (e.g., via O/S 
158), and transition from a white or green icon to no icon can 
occur by way of a disconnection from the network (e.g., by 
something other than client 167). 

In accordance with one or more embodiments, client 167 
can be used to collect quality of service data and can be 
updated. Such as that described in U.S. patent application Ser. 
No. 10/325,450 (e.g., including that depicted in FIGS.9 to 11 
and related discussion). In addition and in accordance with 
embodiments disclosed, client 167 can be configured to use 
method scripts described in U.S. patent application Ser. No. 
10/325,450 (e.g., including the description relating to FIGS. 
16 to 18 of U.S. patent application Ser. No. 10/325.450). 

Similarly, embodiments of the present disclosure can be 
used to augment, Supplement, or modify, functionality pro 
vided by client 108 of U.S. patent application Ser. No. 1 1/435, 
019. As described herein client 167 can be used to passively 
detect an available network connection, which available net 
work connection can then be used to logauser onto a wireless 
network 102. Embodiments disclosed herein can use the 
Scripting capabilities described in U.S. patent application Ser. 
No. 11/435,019. 

In accordance with one or more embodiments, client 167 
can use Such configuration format such as that shown and 
described in either of U.S. patent application Ser. Nos. 
10/325,450 and 11/435,019. 
The above are not intended to be examples a manner in 

which features described in one or both of U.S. patent appli 
cation Ser. Nos. 10/325,450 and 11/435,019 can be used in 
accordance with one or more embodiments of disclosed 
herein. It should be apparent that this is not an exhaustive set. 
For example, and with limitation, various other aspects of the 
Scripting and configuration file format described in U.S. 
patent application Ser. No. 11/435,019 can be used with one 
or more embodiments of the present disclosure. 

While the apparatus and method have been described in 
terms of what are presently considered to be the most practi 
cal and preferred embodiments, it is to be understood that the 
disclosure need not be limited to the disclosed embodiments. 
It is intended to cover various modifications and similar 
arrangements included within the spirit and scope of the 
claims, the scope of which should be accorded the broadest 
interpretation so as to encompass all such modifications and 
similar structures. The present disclosure includes any and all 
embodiments of the following claims. 

The invention claimed is: 
1. A method for execution on a client device of achieving 

login to a wireless network, the method comprising: 
providing a client utility on the client device wherein the 

client utility is a separate component from an operating 
system on the client device; and 

employing the client utility to: 
(a) identify a plurality of network components present on 

the client device; 
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(b) examining each of the network components to detect 
which of said network components is a wireless network 
component and creating a list listing each detected wire 
less network component; 

(c) detect establishment of a layer 2 network connection by 
the operating system via a first wireless network com 
ponent from the plurality of network components; 

(d) establish a layer 3 IP connection via the first wireless 
network component; 

(e) detect a disconnection of the first wireless network 
component; 

(f) detect establishment, Subsequent to the disconnection 
of the first wireless network component, of a layer 2 
network connection by the operation system via a sec 
ond wireless network component from the plurality of 
network components; and 

(g) establish a layer 3 connection via the second wireless 
network component. 

2. The method of claim 1 wherein each of the plurality of 
network components comprises a network driver. 

3. The method of claim 1, wherein one or more of estab 
lishing the layer3 IP connection via the first wireless network 
component and establishing the layer 3 IP connection via the 
second wireless network component includes: 

displaying a prompton a display Screen of the client device 
that contains a username and a password for a user of the 
client device; and 

proceeding with a login process in response to receiving a 
selection of the prompt by the user via the client device. 

4. The method of claim3, wherein the username and pass 
word are retrieved by the client utility and populated in the 
prompt automatically and without user interaction. 

5. The method of claim 1, wherein one or more of estab 
lishing the layer3 IP connection via the first wireless network 
component and establishing the layer 3 IP connection via the 
second wireless network component is performed automati 
cally without user interaction. 

6. The method of claim 1, wherein one or more of estab 
lishing the layer3 IP connection via the first wireless network 
component and establishing the layer 3 IP connection via the 
second wireless network component includes retrieving, by 
the client utility from a database, a login script associated 
with an access point. 

7. The method of claim 1, wherein detecting the discon 
nection of the first wireless network component includes 
visually indicating the disconnection of the first wireless 
component via a display screen of the client device. 

8. The method of claim 1, wherein detecting establishment 
of the layer 2 network connection via the first wireless net 
work component includes receiving, by the client utility, net 
work driver events from the operating system. 

9. A non-transitory computer-readable medium storing 
instructions that, when executed by a client device, imple 
ment a client utility that is a separate component from an 
operating system on the client device, the client utility con 
figured to: 

(a) identify a plurality of network components present on 
the client device; 

(b) examine each of the network components to detect 
which of said network components is a wireless network 
component and create a list listing each detected wire 
less network component; 

(c) detect establishment of a layer 2 network connection by 
the operating system via a first wireless network com 
ponent from the plurality of network components; 

(d) establish a layer 3 IP connection via the first wireless 
network component; 
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(e) detect a disconnection of the first wireless network 
component; 

(f) detect establishment, Subsequent to the disconnection 
of the first wireless network component, of a layer 2 
network connection by the operating system via a sec 
ond wireless network component from the plurality of 
network components; and 

(g) establish a layer3 IP connection via the second wireless 
network component. 

10. A client device comprising: 
a processor; and 
memory coupled to the processor and storing instructions 

that, when executed by the client device, implement a 
client utility that is separate component from an operat 
ing system on the client device, the client utility config 
ured to: 

(a) identify a plurality of network components present on 
the client device; 
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(b) examine each of the network components to detect 
which of said network components is a wireless network 
component and create a list listing each detected wire 
less network component; 

(c) detect establishment of a layer 2 network connection by 
the operating system via a first wireless network com 
ponent from the plurality of network components; 

(d) establish a layer 3 IP connection via the first wireless 
network component; 

(e) detect a disconnection of the first wireless network 
component; 

(f) detect establishment, Subsequent to the disconnection 
of the first wireless network component of a layer 2 
network connection by the operating system via a sec 
ond wireless network component from the plurality of 
network components; and 

(g) establish a layer3 IP connection via the second wireless 
network component. 
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