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SYSTEMS AND METHODS FOR GENERATING AN ANONYMOUS INTERACTIVE

DISPLAY IN AN EXTENDED TIMEQUT PERIOD

RELATED APPLICATION

[001] This application claims priority to U.S. Provisional Application No.
62/551,872, filed on August 28, 2017, the entire disclosure of which is hereby
incorporated by reference in its entirety.

[002] Various embodimenis of the present disciosure relate generally 1o
interactive displays containing patient privacy information, .g., in @ medical or
healthcare setling. Specifically, particular embodiments of the present disclosure
relate to systems and methods for providing an extended timeout period after a
sacurity timeout, where the extended timeout may provide an interactive interface for

a medical professional while securing patient privacy information.

INTRODUCTION

[CO3] in faciliies within hospitais, clinics, and medical research centers,
physicians, medical personnel, and researchers are often called {o perform research,
or diagnostic/ therapeutic procedures based on patient-specific data. For example,
in a catheterization lab {cath lab)}, a user may have o perform analysis on patient-
specific models or data, which may result in inputling specific parameters or
changes, or viewing or manipulating simulations of the model. In order {0 safeguard
private patient information {e.g., as a part of security ceriification), current systems
providing toois (e.g., interaciive diagnostic services) for such analyses may “time
out” after a period of inactivity, and the work that a user's work may be lost. Such

systems may time out from a perceived inactivity. Meanwhile, the “perceived
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inactivity” may in fact be while a user is actively using or referencing the tool. For
example, a user may be using the tool as a reference for an ongoing procedure
heing performed on a patient. Accordingly, such tools/apps may be frustrating to
use, freguently timing out mid-precedure, and sometimes causing the user’s work to
be lost or forcing a user's work o be interrupted. Since the timeout feature may not
be sliminated from most tools or apps as a result of security certifications and
privacy standards, current apps or tools for patient-specific analyses impair or
discourage a user’s ability to use such tools or apps for analysis and hinder patient
care.

[004] Therefore, there is a need for g system and method for providing the
health care professional with a positive user experience, for example, in the cath lab,
while ensuring that security controls are in place {0 protect patient privacy
information, so that more patients may be treated. The present disclosure is directed
to overcoming one or more of the above-mentioned problems or inferests.

SUMMARY

[005] According o certain aspecis of the present disclosure, systems and
methods are disclosed for provide an interactive interface for a medical professional
while securing patient privacy information. One method of displaying health data
during a security timeout includes: displaying an interaclive inlerface; receiving a
data type included in the display; detecting a timeout of the interactive interface;
hiding or removing the data type from the display in response 1o the timeout; and
initiating an extended timeout including the display with the data type removed.

[008] According to another embodiment, a system is disclosed for displaying
health data during a security timeout. The system includes a dala storage device

storing instructions for displaying health data during a security timeout; and a
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processor configured to execute the instructions to perform a method including the
steps of. displaying an interactive interface; receiving a data type included in the
display; detecting a timeout of the interactive interface; hiding or removing the data
type from the display in response {o the timeout, and initiating an extended timeout
including the display with the data type removed.

[007] In accordance with yet another embodiment, a non-transitory computer
readable medium for use on a computer system containing computer-executable
programming instructions for performing a method of displaying health data during a
security timeout. The method includes: displaying an interactive interface; receiving
a data type included in the display; detecting a timeout of the interactive interface;
hiding or removing the data type from the display in response o the timeout; and
initiating an extended timeout inciuding the display with the data type removed.

[008] Additional objects and advantages of the disclosed embodiments will
be set forth in part in the description that follows, and in part will be apparent from
the description, or may be learned by practice of the disciosed embodiments. The
objects and advaniages of the disclosed embodiments will be realized and altained
by means of the elements and combinations particularly pointed out in the appended
claims.

[C0g] itis to be understood thai both the foregoing general description and
the following detailed description are exemplary and explanatory only and are not
restrictive of the disclosed embodiments, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[010] The accompanying drawings, which are incorporated in and constitute
a part of this specification, lllustrate various exemplary embodiments and together

with the description, serve o explain the principles of the disclosed embodiments.
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[011] FIG. 1A depicts an exemplary interactive diagnostic system 100
offering a display, according {0 an exempiary embodiment of the present disciosure.

[012] Fig. 1Bis a flowchart of an exemplary method for providing diagnostic
computations of the interactive diagnostic system of FIG. 1A, according to an
exempiary embodiment of the present disclosure.

[013] FIG. 1C is an example of a display that may be provided to a user via
interactive diagnostic system 100, according 1o an exemplary embodiment of the
present disclosure.

[014] FIG. 2 block diagram of a display platform for preparing interactive
displays for medical diagnostics, according 10 an exemplary embodiment of the
present disclosure.

[015] FIG. 3is a block diagram of extended timeout processor, which may be
part of a display platform, according to an exemplary embodiment of the present
disclosure.

[018] FIG. 4 is a flowchart of an exemplary method for initiating a display that
preserves patient privacy (e.g., an extended timeout display), according to an
exemplary embodiment of the present disclosure.

[017] FIG. §is a flowchart of an exemplary method for initiating a display that
preserves patient privacy, based on user interface type, according to an exemplary
embodiment of the present disclosure.

[018] FIG. §is a flowchart of an exemplary method for ending a display that
preserves patient privacy {(e.g., an exiended timeocut display), according o an
exemplary embodiment of the present disclosure.

[019] FIG. 7 is a diaggram of a user interface during an aclive session,

according {o an exemplary embodiment of the present disclosure.



WO 2019/046309 PCT/US2018/048355

[020] FIG. 8is a diagram of a user interface during a standard fimeout
session, according to an exemplary embodiment of the present disclosure.

[021] FIG. 8A is a diagram of a user interface during an extended timeout
sassion, according 10 an exemplary embodiment of the present disclosure.

[022] FIG. 9B is a diagram of a user interface at the end of an extended
timeout session, according to an exemplary embodiment of the present disclosure.

[023] As used herein, the term “exemplary” is used in the sense of
“‘example,” rather than “ideal.” In addition, the terms “first,” “second,” and ths like,
herein do not denocie any order, quantity, or importance, but rather are used to
distinguish one concept or structure from ancther. Moreover, the terms “a” and "an”
hersin do not denote a limitation of quantity, but rather dencle the presence of one or
more of the referenced items. For the purposes of the disclosure, “patient” may refer
to any individual or person for whom diagnosis or treatment analysis (e.¢., data
analysis) is being performed, or any individual or person associated with the
diagnosis or treatment analysis of one or more individuals.

DESCRIPTION OF THE EMBODIMENTS

[024] Reference will now be made in detail to the exemplary embodiments of
the present disclosure, examples of which are illustrated in the accompanying
drawings. Wherever possible, the same reference numbers will be used throughout
the drawings to refer to the same or like parts.

1025] As described above, current patient privacy protection measures in the
form of securily timeouts may hinder patient care and frustrate users. Dueio
prevalent standards for fostering the securily and privacy of private personal health
information (PHD, it is infeasible to remove the timeout feature in existing systems for

patient-specific analysis. The present disclosure is directed 1o providing an exiended
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viewing time for the model interactive analysis, while still preserving patient privacy.
i particular, the present disclosure provides an exiended timeout function that may
he triggered after a standard (security) timeout. During the extended timeout, a user
may still have access (o an inferactive display or varicus capabiliies/functions of the
display, but the patient privacy information of the display may be removed or
masked. For example, extended timeout may provide an interface where
confidential or private personal health information of a patient may be blacked out or
rendered inaccessible, while patient-specific analysis data may still be available in an
interactive display for a user {0 view, manipulate, or modify. In other words,
interactive displays during the extended timeout pericd may be devoid of patient
privacy information.

[028] Forexample, a user may be able to access and continue ongoing work
related to patient-specific data (e.g., after a timeout), meaning a user may maintain
access to models or test results for a patient, manipulate the models or test resulls,
prompt re-computation or modifications {o the models/test resulls, etc. At the same
time, patient confidential and/or private information (or any information that could link
the patient-specific analysis data to the identity of the patient) may be absent from
the user interface. As a resull, a user may preserve his or her access to the data
and/or stored settings of an ongoing analysis without identifying biographical or other
confidential and/or private information of the patient. The extended timeout feature
may be useful during a procedure or treatment of a patient, where a user (8.q., a
physician) may need to periodically access an app or tool, but cannot or does not do
50 at a level of frequency that prevents the app or tool from entering a mandatory or

standard timsout.
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[027] Insome embodiments, a user may be prompled to submit login
credentials or end the exiended limeout session if they atlempt to access data for
any other patient. In other words, 1o ensure Health Information Trust Alliance
(HITRUST) compliance, some embodiments of the present disclosure may prevent
unmonitored access to unrelated patient records. For example, various features
may restrict access to system, physically, and logically. Users of the system may be
informed that privacy risks may exist if there is unmonitored access o patient
records. The system may also provide the user with a privacy risk warning for a
timeout extension. Furthermore, the system may prompt the user for an
acknowledgement and assumption of privacy risk by the user. in some
embodiments, the assumption of privacy risk may extend to, or be replaced by a
covered entily {&.g., insurance).

[028] Insome embodimenis, the implementation of the system may include
features for mitigating the control and/or access of the system. These features may
include an extension of the regular fimeout pericd for a single session. For example,
the period may be exiended o fifteen minuies after a user views a legal disclaimer.
In other words, if the system is set to prompt a standard security timeout after five
minutes of inactivity, such an embodiment may provide a fifteen minute extension
such that the standard iimeout is not initiated until 20 minutes of inactivity if the user
is detected as having read and confirmed agreement to a legal disclaimer. Such
extensions may be offered once for each session and sach user, such that a user
will receive an extension on the timeout only if he/she signed or verified agreement
to the legal disclaimer for that particular session.

[029] The features may further include a second login confirmation, which

may require the user to have slevated system rights (e.g., after logging in). Cther
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features, may include, but are not limited to, viewing (or enabling the viewing of) an
account lock to a single patient record, and blacking out the view of some or ali
patient-specific information without the account lock. A user may also be prompted
to "sign in 1o save changes,” e.g., prior to a timeoul. Thus, various risk mitigation
features may prevent unmonitored access (o unreiated patient records, inform users
with appropriate rights about risk, and allow exceptions on a user-by-user basis in
the form of slevated system rights.

[030] Insummary, the present disclosure describes systems and methods of
presenting access {0 non-confidential and/or non-private information (and the ability
to manipulate that information, in some cases), while complying with security
profocols that require a timeout” to protect confidential and/or private information. In
this way, physicians and clinicians may continue to use a tool without exposing
patient identifying information or being asked repeatedly to sign in. Atthe same
time, cybersecurity officers of healthcare providers may be assured that patient
health information is protected by fimeout functions, and diagnostic service providers
{e.g., tool/app providers) may provide a positive user and customer experience while
ensuring that patient privacy is secure.

[031] The present disclosure describes a system which may be a cloud-
based application, tool, software, or device that may input patient-specific analysis
data, generale or simulate models, perform analysis based on a user’s input, and
display or store resulis. A cloud-based application may enable the usertolog in
from anywhere.

[032] FiGs. 1A-1C provide an exemplary interactive diagnostic system.
Specifically, FIG. 1A presents an overview of an interactive diagnostic system that

may include an extended timeout capability, while FiGGs. 1B and 1C describe a
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particular embodiment of an interactive diagnostic system comprising a patient-
specific bioed flow diagnostic system. FiGs. 2 and 3 provide block diagrams that
may provide extendead timeout functionality for the interactive diagnostic system of
FIG. 1A, FIGs. 4-6 include exemplary methods for implementing the exiended
fimeout capability, and FlGs. 7-9B depict exemplary user interfaces that may be part
of the extended fimeout.

[033] FIG. 1A depicts an exemplary interactive diagnostic system 100
offering a display. For the display, the interactive diagnostic system 100 may
provide an extended timeout display that preserves patient privacy. FiG. 1B depicts
a diagnostic computation system 120, which may provide ong or more graphics or
underlying data analyses for interactive diagnostic system 100. Diagnostic
computation system 120 may be part of inleractive diagnostic sysiem 100, e.q., in
producing displays for display platform 101 of interactive diagnostic system 100.
Alternately, diagnostic computation system 120 may interact with interactive
diagnostic system 100, providing computations or visuals that may be directly
displayed via diagnostic computation system, or that may serve as the basis for
displays of the interactive diagnostic system 100. FIG. 1C is an example of a display
that may be provided to a user via interactive diagnostic system 100. The
visualization of FIG. 1C may be generated by entirely, or in part, by diagnostic
computation system 120. Each of FIGs. 1A-1C are described in further detail below.

[034] FIG. 1A depicts a block diagram of an exemplary inferactive diagnostic
system 100 offering an extended timeout display that preserves patient privacy,
according to an exemplary embodiment. In one embodiment, interactive diagnostic
system 100 may be comprised of various components including a display platform

101, a patient privacy platform 103, a patient privacy database 107, a report
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database 109, a portal 111, and a network 313. Patient privacy information may
inciude any information for securing patient privacy, e.q., patient health information
(PHI).

[035] Inone embodiment, display platform 101 may perform various
functions for an interactive diagnostic system. In one embodiment, display platform
101 may provide a user interface including an anatomical model, including a three-
dimensional geometric model of the user's anatomy, one or more diagnostic valuss
with color(s), shade(s), pattern(s), or other visual indicator(s) corresponding to the
diagnostic values, or a combination thereof. The user interfaces may include one or
more interactive displays, including colored visual indicators, graphics, charls, tables,
comparisons to previous patient reports or population data, treatment
recommendations, etc. Display platform 101 may further provide one or more
interactive features. For example, display platform 101 may present a user interface
including multiple tabs for a user o select, either 1o access a certain display, review
a display, interact with {e.g., modify) a display, or a combination thereof. Display
platform 101 is described in more detall at FIG. 2. Additional details relating to
various diagnostic displays are included, for example, in U.S. Patent No. 8,548,778
entitied "Method and System for Providing information from a Patient-Specific Model
of Blood Flow,” which is incorporated by reference in its entirety.

[038] Inone embodiment, patient privacy platform 103 may detect various
pieces of information that may identify a patient. Patient privacy platform 103 may
further identify information that can serve as information that may provide or reveal
the identity of a patient. Patient privacy information may vary by location. For
instance, various countries or geographic regions may possess different

requirements for protecting patient privacy. As one example, United States law

10
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saeks to protect patient privacy by defining a category of information that can link an
individual’s health information (o the individual. This category of information is
called, “protected health information (PHI)”, and U.S. medical professionals and
service providers {(e.q., doclors, hospitals, insurance companies, covered entities,
business associates, etc.) are qoverned by requiations that dictate usage and
fransfer of PHi-associated data. Other countries and regions may include analogous
regulations, laws, and/or standards. Canada protects patient information at the
federal and at the provincial level and Curope protects personal data (including
medical information) under the General Data Protection Regulation (GDPR). Patient
privacy platform 103 may detect patient identification or patient privacy information
periaining to privacy standards applying {o the healthcare facility associated with
display platform 101.

[037] Inone embodiment, patient privacy database 107 may store patient
privacy information for the interactive diagnostic system 100, Report database 109
may store data from past interactive display sessions. Such data may include data
used for the interactive sessions, analyses {(e.g., reports) produced from the
interactive sessions, or a combination thereof. Reports may include interactive
models (in the form of files), or printable/downiocadable PDF reporis.

[038] inone embodiment, portal 111 may provide access o the interfaces of
display platform 101. In one embodiment, portal 311 may generate or receive
notifications when a set of displays are available. Fortal 311 may display a visual
indicator on a user interface, showing that one or more displays (e.g., a patient
analysis) are available. Portal 311 may also prompt & notification (e.g., a message
received at a patient or medical professional’s user device) when areport is

available for access. Alternately or in addition, portal 311 may display visual

11



WO 2019/046309 PCT/US2018/048355

indicators corresponding o the progress of an analysis or tracking the analyzed
data. For example, portal 311 may display a user inferface indicating, “report to be
available in 3 days” or "please check back at 3pm on Friday.”

[039] Network 113 may include the infernet, a content distribution network, or
any other wired, wireless, and/or telephonic or local network. Display platform 101,
patient privacy plaiform 103, patient privacy database 107, Report database 109,
portal 111, and various user and/or administrator devices may communicate with
each other via network 113, In one embodiment, users may access the display
plaiform and/or portal 111 via network 113 and one or more devices.

[040] Devices may include any type of electronic device configured to collect,
send, and/or receive data, such as websies and multimedia content, over network
113. Devices may include medical devices, e.qg., medical imaging devices, medical
monitors, ete. Devices may also include one or more mobile devices, smartphones,
perscnal digital assistants ("PDA”), tablet computers or any other kind of
touchscreen-enabled device, a personal computer, a laptop, and/or server disposed
in communication with network 113. Each of the devices may have a web browser
and/or mobile browser installed for receiving and displaying electronic content
received from one or more of web servers affiliated with datla privacy system 100.
The devices may include clieni devices that may have an operating system
configured to execule a web or mobile browser, and any type of application, e.g., a
mobile application. In one embodiment, various devices may be configured with
network adapters to communicate data or analvzed reports over nefwork 113.
Alternatively, or additionally, various may be configured to transmit data or receive

analyzed data over a local connection.

12
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[041] Fig. 1B shows one particular embodiment of a type of display that may
comprise or interact with interactive diagnostic system 100. Specifically, FIG. 1B
shows g diagnostic computation system 120 for providing various information
relating to corcnary blood flow in a specific patient, according to an exemplary
embodiment of the present disclosure. Additional delails relating to various
embodiments of methods and systems for determining blood flow information in a
specific patient are disclosed, for example, in U.S. Patent No. 8,315 812 entitied
"Method and System for Patient-Specific Modeling of Bicod Fiow,” which is
incorporated by reference in its entirety.

[042] Inan exemplary embediment, a diagnostic computation system 120
may determine various information relating to blood flow in a specific patient using
information retrieved from the patient. The determined information may relate o
blood flow in the patient's coronary vasculature. Coronary vasculature may include a
complex network of vessels ranging from large arteries to artericles, capillaries,
venules, veins, efc. The coronary vasculature circulates blood to and within the
heart and includes an aorfa (Fig. 1C) that supplies blood to a plurality of main
coronary arteries 4 (Fig. 1C) (e.g., the lef anterior descending (LAD) artery, the left
circumflex (LCX) artery, the right coronary (RCA) artery, etc.}, which may further
divide into branches of arteries or other types of vesseis downstream from the aorta
2 and the main coronary arteries 4. Thus, the exemplary method and system may
determine various information relating 1o blood flow within the aorta, the main
coronary arteries, and/or other coronary arteries or vessels downsiream from the
main coronary arteries. Although the aoria and coronary arteries (and the branches
that extend therefrom) are discussed below, the disclosed method and system may

also apply 1o other types of vessels. Alternatively, the determined information may

13
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relate to blood flow in other areas of the patient's vasculature, such as carotid,
peripheral, abdominal, renal, and cerebral vascuiaiure.

[043] In an exemplary embodiment, the information determined by the
disclosed methods and systems may include, but is not limited to, various blood flow
characteristics or parameters, such as blood flow velocily, pressure gradient,
pressure {or a ratio thereof), flow rate, and fractional flow reserve (FFR) at various
focations in the aorla, the main coronary arteries, and/or cther coronary arteries or
vessels downstream from the main coronary arteries. This information may be used
to determine whether a lesion is functionally significant and/or whether to treat the
lesion, and/or to predict the results of various freatment options. This information
may be determined using information obtained noninvasively from the patient. As a
result, the decision whether o treat a {esion may be made without the cost and rigsk
associated with invasive procedures.

[044] Patient-specific anatomical data 121 may be obtained, such as datla
regarding the geomelry of the patient's heart, e.¢., at least a portion of the patient's
aorta, a proximal portion of the main coronary arteries {and the branches extending
therefrom) connected o the aorta, and the myocardium. The patient-specific
anatomical data 121 may be obtained noninvasively, e.g., using a noninvasive
imaging method. For example, CCTA is an imaging method in which a user may
operate a computer tomography (CT) scanner o view and create images of
structures, .g., the myocardium, the aoria, the main coronary arteries, and cther
blood vessels connecied thereto. Alternatively, other noninvasive imaging methods,
such as magnetic resonance imaging (MRI) or ultrasound (US), or invasive imaging
methods, such as digital subtraction angiography (DSA), may be used to produce

imagses of the structures of the patient's anatomy. The resulting imaging data {e.g.,

14
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provided by CCTA, MR, sic.) may be provided by a third-party vendor, such as a
radiology lab or a cardiologist, by the patient's physician, efc. Other patient-specific
anatomical data 121 may also be determined from the patient noninvasively, e.g.,
blocd pressure in the patient's brachial artery (2.g., using a pressure cuff), such as
the maximum {(systolic) and minimum {diastolic) pressures.

[045] Inone embodiment, diagnostic computation system 120 may provide
various displays ¢f a three-dimensional model 12 (FIG. 1C) of the patient's anatomy.
The model of the patient's anatomy may be created using the patient-specific
anatomical daia 121. In an embodiment, the portion of the patient’s anatomy that is
represented by the model 12 may include atleast aportion of the aorfa 2 and g
proximal portion of the main coronary arteries 4 (and the branchsas extending or
emanating therefrom) connected o the aorta 2. The three-dimensionai model 12
may also include other portions of the patient’s anatomy, such as the left and/or right
ventricles, calcium, and/or plague within the coronary arteries 4 and/or the branches,
other tissue connected to and/or surrounding the coronary arteries 4 andf/or the
branches, etc.

048] Various physiological laws or relationships 123 relating {o coronary
blood flow may be deduced, e.g., from experimental data. Using the mode! 12 and
the deduced physiological laws 123, a pluralily of equations 125 relating to patient-
specific blood flow may be determined. For example, the equations 125 may be
determined and solved using any numerical method, e.q., finite difference, finite
volume, speciral, latlice Bollzmann, pariicle-based, level set, finite element methods,
etc. The equations 125 may be solvable to determine information {(e.qg., pressure,
pressure gradients, FFR, etc)) relating to the coronary blood flow in the patient's

anatomy at various points in the anatomy represenied by the model 12.
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[047] In an embodiment, the model 12 may be prepared for analysis and
boundary conditions may be determined. For exampie, the model 12 may be
trimmed and discretized into a volumetric mesh, €.q., a finite element or finite volume
mesh. The volumelric mesh may be used o generate the equations 30. Boundary
conditions may be determined using the physiological laws 123 and incorporated into
the equations 30. The boundary conditions may provide information about the model
12 at its boundaries, 2.g., the inflow boundaries, the cutflow boundaries, the vessel
wall boundaries, etc. The inflow boundaries may include the boundaries through
which fiow is directed into the anatomy of the three-dimensional model, such as at
an end of the gorta near the gortic root. £ach inflow boundary may be assigned,
e.g., with a prescribed value or field for velocily, flow rate, pressure, or other
characteristic, by coupling a heart model and/or a lumped parameter model to the
boundary, etc. The outflow boundaries may include the boundaries through which
flow is directed outward from the anatomy of the three-dimensional model, such as
at an end of the aorta near the gorlic arch, and the downstream ends of the mamn
coronary arteries and the branches that extend therefrom. Each outflow boundary
can be assigned, e.q., by coupling a lumped parameter or distributed (2.¢., a one-
dimensional wave propagation) model. The prescribed values for the inflow and/or
outflow boundary conditions may be deiermined by noninvasively measuring
physiologic characieristics of the patient, such as, but not limited to, cardiac output
(the volume of blood flow from the heart), blood pressure, myocardial mass, eic.

The vesse| wall boundaries may include the physical boundaries of the aorta, the
main coronary arteries, and/or other coronary arteries or vessels of the model 12.
048] The eguations 125 may be solved using a computer system 127.

Based on the solved equations 12§, the computer system 127 may output
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information 129 indicating one or more blood flow characteristics, such as FFR,
blood pressure {or pressure gradient), biood fiow, or blood velocity, determined
hased on the solution of the equations 125. The computer system 127 may output
images generated based on the mode! 12 and the information 129 or other resulls of
the computational anaiysis, as described below. The information 1292 may be
determined under simulated conditions of increased coronary blood flow or
hyperemia conditions, e.g., conventionally induced by intravencus administration of
adenosine. For example, the boundary conditions described above may specifically
model conditions of increased coronary blood flow, hyperemia conditions, and/or the
effect of adenosine.

[049] The computer system 127 may include interactive diagnostic system
100, directly provide interfaces for the interaciive diagnostic system 100, or provide
information that interactive diagnostic system 100 uses to provide displays. For
example, after the computer system 127 solves the equations 125 as described
above, the computer system 127 may create and transmit to a network (e.¢., network
113 of system 100) a reduced-order (e.¢., zero-dimensional or one-dimensional)
model 131 for modeling varicus treatment oplions, in addition to (or instead of) the
information 129 indicating the blood flow characteristics in the patient's current
condition. For example, the reduced-order model 131 may be a lumped parameter
model or other simplified model of the patient's anatomy that may be used to
determine information abeout the coronary blood flow in the patient without having to
solve the more complex system of equations 125 described above. The reduced-
order model 131 may be creaied using information extracted from computed models
{e.g., blood pressure, flow, or velocity information determined by solving the

equations 125 described above).
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[050] In one embodiment, tablet computer 133 may be connected to g
network, e.g., network 113 of interactive diagnostic system 100, A user may access
portal 111 via tablet computer 133, o interact with interfaces of display platform 101.

[051] Fig. 1C shows an exemplary interactive display 140, according to an
exempiary embodiment of the present disclosure. The interactive display 140 may
be rendered by display platform 101 (of interactive diagnostic system 100) on tablet
133 {of diagnostic computation system 120). In one embodiment, interactive display
140 may include computed FFR model 141 that may be output from the computer
system 127. Display platform 101 may generate interactive display 140 for a user to
interact with the computed diagnostic model 141, In the present case, model 141
includes a fractional flow reserve (FFR) model 141, in which FFR may be calculated
as the ratio of ithe biood pressure at a particular location in the model 143 {(e.g., ina
coronary artery) divided by the blood pressure in the aoria, e.q., al the inflow
boundary of the model 143, A corresponding color, shade, pattern, or other visual
indicator may be assigned to the respective FFR values throughout the computed
FFR model 141 such that the computed FFR model 141 may visually indicale the
variations in FFR throughout the modsl 141 without having to visually indicate the
individual numerical values for each point in the model 141.

[052] Exemplary user interactions may include user prompts to recalculate
information indicating the blood flow characteristic(s), e.¢., by re-solving the
gquations 125 using inputs provided by the user (2.g., in selecting one or more
treatment options, changing vessel geometry, changing the geometry of a ireatment
option {(2.g., a stent), selecting a length of time for a treatment option {&.q., exercise},
gic.) The display platform 101 and tablet computer 133 may receive user input and

convey the information to computer system 127 for a calculation {or re-calculation) of
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blood flow characteristic(s). Once the calculation is complete, computer system 127
may then transmit to the network 113 ithe recaiculated blood flow information {(based
on the eguations 125), and display platform 101 may produce interactive displays for
a user o review the recalculated blood flow information. For example, display
platform 101 may generate a one or more displays of including numerical value(s) of
recalculated blood flow information, a comparison of blood flow information prior to
and after the recalculation, an updated version of model 143 (including geometric
changes o the anatomical model due to the user's input), etc. In one embodiment,
the interactive display(s) of display platform 101 be viewed or accessed via portal 11
using tablet computer 133.

[083] FiGs. 2 and 3 depict exemplary biock diagrams that may provide
extended timeout funclionality for the interactive diagnostic system of FIG. 1A, In
particutar, FIG. 2 includes an exemplary block diagram of display platform 101,
which may include a standard {e.g., securily) timeout processor and an extendad
timeout processor. FiG. 3 includes an exemplary block diagram detailing
components and functions of the extended timeout processor of the display platform
101

[084] FIG. 2 is a block diagram 200 of display platform 101 for preparing
interaclive displays for medical diagnostics, according {o an exemplary embodiment
of the present disclosure. As shown in FIG. 2, display platform 101 may include
interface module 203, monitoring module 205, and a settings module 207, Inone
embodiment, seitings module 207 may further inciude standard timeout processor
209, extended timeout processor 211, and task lock processor 213, Exemplary

display platform 101 may include a control logic that directs the functions and
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interactions among the various modules and processors that may be operating as
part of display platform 101.

[055] In one embodiment, interface module 203 may prepare a series of
interfaces. For exampls, interface meodule 203 may provide a series of interfaces
that a user may progress through a given session or a series of sessions. A session
may include, for example, a cath iab procedure or a follow-up clinical session. In
one emboediment, various interfaces may include “Home,” "My Profile,” "My Case
List,” “Interactive Viewer,” and “Help.” The interfaces may be provided as a serigs of
tabs, e.g., as shown in FIG. 7. Various salections may be available in sach of the
interfaces. For example, "Home” may provide a range of selections for a procedure
being performed, “My Profile” may provide security or interface viewing setlings
associated with a particular user, and/or "My Case List” may offer a listing of patients
associated with the user (e.g., patients whose information is accessible o the user)
or a listing of available diagnestic studies (e.g., where test resulls as complete and
available}.

[058] In one embodiment, an “Interactive Viewer” interface may include an
interface where users may modify diagnostic {ools, for example, to menitor the
progress of a procedure in real-time, simulate various disease treatment options
{e.q., exercise or diet regimens, stent insertions, bypass graits, etc), evaluate risks
or benefits of various treatment options, and/or compare prospeciive results of
freatments to enhance treatment planning for the patient. Some selections may be
available only in some interfaces (e.g., specific to those interfaces), while other
selections may be provided across more than one interface. In one embodiment,
interface module 203 may further dictate interface type. Several interfaces may be

» o«

provided under one interface type. For example, "Home,” "My Profile,” "My Case

20



WO 2019/046309 PCT/US2018/048355

List,” “Interactive Viewer,” and “Help” may each be considered an “interface type.”
For example, a screen with a selection of options for @ user to reguest repair,
guidance, or teaching tools with respect to tools of the interactive display platform
101 may be considered as being of the “Help” interface type.

[057] in one embodiment, monitoring module 205 may receive user input or
user interaction relative to an interface. Monitoring module 205 may detect which
interface a user is on, the length of his/her session, the identity of the user, which
capabilities or functions a user is presently using, efc.

[058] In one embodiment, settings module 207 may dictate various setiings
available via display platform 101, In one embodiment, various settings of setling
module 207 may be pre-determined. Alternately or in addition, pre-determined
default settings may be adjusied by users, either during initiation or installation of the
interactive diagnostic system 100 or by individual users. Among the various setlings
are settings for standard timeout, extended timeout, and a lock screen. Inone
embodiment, standard timeout processor 208 may control standard timeout for
display platform 101. For example, standard timeout processor 208 may set a
sassion duration at which imeout may be triggered. In one embodiment, a standard
timeout may occur when a user has been idle for 15 minutes. For example, standard
timeout processor 208 may initiate a screen lock {e.q., via task lock processor 213) if
monitoring module 205 detects a user's lack of input for 15 minutes. The task lock
may comprise a standard timeout. Standard timeout processor 209 may further
dictate the setiings of a standard timeout. For exampie, one embodiment may
involve automatically saving a user’s most recent work/session and prompling a

login screen 1o replace the user's session.
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[058] Inone embodiment, extended timeout processor 211 may govern an
extended timeout session. in one embodiment, an exiended timeout session may
include an interactive screen that permils a user to use some interactive functions,
but removes patient privacy information from the interactive display. inone
embodiment, extended timeout processor 211 may be sel up so that exiended
fimeout is provided for only some interfaces, out of a plurality of interfaces that a
user may use. In other words, a user may generally encounter a login screen from
standard timeocut for most interfaces. For a subsst of interfaces, however, g user
may be provided with an exiended timeout session following standard timeoui so
that he/she may continue 1o work in the session. The exiended timeout may present
many of the same functionalities of the original session since it masks the patient
privacy information.

[080] In one embodiment, extended timeout processor 211 may dictaie
sattings or conditions of an extended timeoul. For example, extended timeout
processor 211 may dictate which sessions or interactive displays provide an
extended timeout, the length of an extended timeout, oplions for a user once an
extended timeout ends, etc. FIG. 3 provides additional detail on the capabilities of
extended timeout processor 211.

[081] in one embodiment, task lock processor 213 may provide alternatives
to the oplions of standard timeout processor 208 and extended timeout processor
211. For example, task lock processor 213 may case some inleraciive capahilities {o
be removed from the interface, once a user is not logged in or his/her identity not
verified.

[062] FIG. 3is a block diagram 300 of extended timeout processor 211,

which may be part of display platform 101, according to an exemplary embodiment
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of the present disclosure. As shown in FIG. 3, extended timeout processor 211 may
inciude interface module 203, monitoring module 205, and a seltings module 207. in
one embodiment, setlings module 207 may further include standard timeout
processor 209, extended timeout processor 211, and task lock processor 213,
Exempiary extended timeout processor 211 may include a control iogic that direcis
the functions and interactions among the various modules and processors that may
be operating as part of display platform 101,

[083] Inone embodiment, privacy information module 303 may define types
of data that constitute patient privacy information. identification module 305 may
detect the areas of g display that contain patient privacy information. Inone
embodiment, secure display module 307 may shield the areas of the display that
corfain patient privacy information, such that patient privacy information is not in
view during an extended timeout session. Duration module 309 may set a duration
for extended timeout. For example, duration module 308 may set 4 hours as the
duration of an extended timeoul. in one embodiment, the monitoring module 208 of
the display platform 101 may monitor the duration of a user’'s session, including the
user's session while the user is in an extended timeout. In one embodiment,
duration module 309 may prompt a menu screen to replace the user's interactive
session once the users extended timeout session reaches the set duration (e.g., 4
hours). in one embodiment, the menu screen may include options, for example,

» o

“login to restore session”, “print report”, “download report” etc. In one scenario,

duration module 308 may further prompt a series of waming screens or counidown
displays as g user is nearing the end of his/her exiended timeout.

[064] FiGs. 4-6 depict exemplary methods for implementing an extended

timeout session. In particular, FIG. 4 includes an exemplary method for initiating an
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extended timeout session. FIG. 5 includes a particular embodiment in which an
extended timeout session is initiated only for a selected interface type, e.q., an
“Interactive Viewer” interface. FIG. 8 includes an exemplary method for ending an
extended timeout session.

[065] FIG. 4 is a flowchart of an exemplary method for initiating a display that
preserves patient privacy (e.q., an extended timeout display), according to various
embodiments. In one embodiment, the display may occur during an extended
timeout period. For example, upon detecting that a standard timeout has occurred,
an extended timeout may begin and the display of the extended timeout may include
a display with patient privacy information removed or masked. In one embodiment,
step 401 may include detecting a display, e.g., an Interactive Viewer interface. Step
403 may include detecting patient privacy information included in the display. In one
embodiment, patient privacy information may include PHI data. Steps 401 and 403
may be performed on an ongoing basis, until a standard timeout is detected (e.g.,
step 405). If standard timeout is detected, step 407 may include hiding and/or
removing detected patient privacy information from the display. VWhen the patient
privacy information is hidden from view, an extended timeout session may be
initiated (e.q., step 409). An extended timeout salling may include an interactive
display setting in which a user may interact with some features of the display (e.q.,
interaction with a model, image capture, background or view manipulations (e.g.,
color inversions), placement or removal or pinsg, reset, zoom, eic.), while not having
access to the patient privacy information.

[0668] FIG. 5is a flowchart of an exemplary method for initiating a display that
preserves patient privacy, based on user interface type, according to various

embodiments. In one embodiment, step 501 may include detecting or designating a
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plurality of interface types. For example, a computerized clinical service may provide
muitiple types of user interfaces, .q., a raw data upload interface/repository, a data
selection, cleaning, or pre-processing interface, a progress or status check interface,
a results retrieval interface, an interactive resulls viewing interface, a reporting
interface, elc. In some cases, the option of an extended timeout may be offered in a
subset of interface types. For example, exiended timeout may be an option in some
interface types out of the plurality of interface types, but not all of the interface types.
in one scenario, step 501 may include providing exiended timeout as an option while
a user is at an interactive results viewing interface, but not a raw data upload or data
selection interface. In one embodiment, step 502 may include detecting, fora
display that a user is currently using, the interface type for the display, e.g., 2
‘detected interface type.” In some cases, initiation of standard timeout may cause
step 503 to be performed.

10871 In one embodiment, step 505 may include detecting whether the
detected interface type is one of the interfaces where extended timeout is available
as an option. For example, if extended timeout is offered for an interactive results
viewing interface (as designated by step 501) and the user's session timed out at
step 503 while the user was al the interactive results viewing interface, extended
timeout may be initiated (e.q., step 507). if the user's session ended {(e.g., timed out)
while the user was at an interface where extended timeout is not an option, step 5098
may inchude initiating a login prompt asking that the user sign back in, rather than
initiating exiending timeout. Allernaiely or in addition, step 509 may provide a user
with options {0 access {0 3 home screen or other oplions screen.

[068] FIG. 6 is a flowchart of an exemplary methed for ending a display that

preserves patient privacy (e.g., an extended timeout display), according {o various
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embodiments. In one embodiment, step 801 may include generating settings for an
extended timeout session. For example, step 801 may include setling a duraiion for
extended timeout, e.¢., 4 hours. In one embodiment, step 603 may include
determining or monitoring the amount of time a user has spent in the display may
occur during an extended timeoui period. Step 605 may include determining
whether the amount of time a user has spent in the extended timeout period reaches
the set durgtion for exdended timeout {e.¢., from step 601). If the set duration is
reached, a login display may replace the extended timeout display (e.q., step 607).
Step 607 may further include providing a user with download or printing options for
the user's work during the extended timeout period. If the set duragtion is not
reached, step 802 and step 605 may be repeated until the set duration is reachad.

[069] FIG. 7 includes an exemplary user interface 700 during a standard
session. FIG. 8 shows an exemplary user interface 800 for a standard timeout and
FiGs. 9A and 9B show an exemplary user interface 900 for extended timeout.

[070] Inone embodiment, user interface 700 may represent an exemplary
display while a user is in an active session. User interface 700 may include a header
701 containing, for example, a patient name (e.q., "dohn Smith”), date of birth, and/or
gther patient identification information (2.g., a patient identifier {(assigned by a
healthcare Taciiity or the iool), a date on which data relaled to the patieni’s health
was acquired (e.q., a date where computed tomography (CT) data was acquired on
the patient’s anatomy), etc. The header 701 may further include an indication of the
user that is logged in for the active session (e.g., "Jane Doe”).

[071] Exemplary user interface 700 is an instance of a possible display while
a user may be in an “Interactive Viewer’ mode or interface type. As seen from menu

703, other interface types may include “Home,” "My Profile,” “My Case List,” and
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“Help.” In one embodiment, the "Home” interface type may offer access to various
different functions or capabilities of a medical iool. “My Profile” may siore a user's
credentials and access information. In some cases, “My Profile” may maintain a
user's access rights to information {e.¢., access 1o some patients’ profiles rather than
others, ability to interact, view, or review with files, etc.). "My Case List” may provide
a user with a dashboard of raw medical data available for each patient, and the
possible analyses for each. For example, “My Case List” may provide a user with
progress bars or other indicaiors of the medical data stored by the interface for each
patient, and available analyses of the medical data that may be ready for the user to
view or verify. “interaclive Viewer” may provide an interface where a user may
interact with one or more analyses, for example, in viewing, modifying, saving, or
printing/downloading the analyses or the user's modifications to the original
analyses. As seen from user interface 700, the interactive viewer interface type may
be denoted by the selection of the “Interactive Viewer” {ab of menu 703. Insome
embodiments, extended timeout may be provided for a user while the useris in
some interfaces and not others. For example, one embodiment may provide
extended timeout for displays in the interactive viewer interface type, but not displays
for “Home,” "My Profile”, “My Case List”, or "Help.”

[072] inone embodiment, user interface 700 may include a vehicle for
patient heaith analyses, e.g., patient anatomical model 705, User interface 700 may
then provide various features for a user to employ in interacting with the
vehicle/model 705. For example, fealures may inciude ways & user may work with
the model, e.g., “full model interaction”, which may offer ways o change the
geometry of the model 705 and recalculate patient-specific diagnostic values {e.g.,

fractional flow resarve (FFR)), given the user's modifications to the model geometry.
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“Full mods! interaction” may also offer a menu of dropdown predictive simulations
{not shown), which may provide a user with guidance for freatment. For example,
predictive simulations may show changes to the model 705 (and corresponding
changes o diagnostic values) if a patient undergees noninvasive treatment (e.g., an
exercise regimen), invasive treatment {(e.g., stent impiantation), different
physiological states (e.q., medicated or exercise mode), efc. Parameiers of the
predictive simulations may be selected by a user. For example, the user may select
a type or length/duration of an exercise regimen and prompt user interface 700 to
display an update to model 705 and its corresponding diagnostic patient-specific
values that may help predict the patient's response {o the exercise. Similarly in the
example of invasive treatment, a user may input a type of stent, a stent geomelry,
and/or a location of a stent and prompt user interface 700 to update model 705 and
corresponding diagnostic values to help predict the outcome (e.g., success or fallure)
of an invasive treatment in improving a patient’s condition.

1673} User interface 700 may also provide features to a facilitate a user in
working with the display of user interface 700, e.g., “Invert Background”, "Full Screen
View”, "Reset” or "Zoorm”, “Clear All", or "image Capture.” Some of these features
may provide capabilities particular to the display at hand, for example, “Clear Al
may be “Clear All Pins,” where a user interface 700 permits a user to click, touch, or
otherwise select and tag portions of a display with “pins.”

1074] In one embodiment, user interface 800 may represent an exemplary
display for a standard timeout. User interface 800 may include a banner 801
indicating for the user that his/her session has timed out. Options panel 803 may
include various tabs, e.q., information 805, setlings 807, and wamings 808. As seen

by a comparison of the placement of banner 801, banner 801 may cover header 701,
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such that information identifying the patient may be absent from the display during
timeout. in one embodiment, the information tab 805 may provide a login screen for
a user {o submit login credentials if they would like 1o continue the session with a
given patient, access functionalities of the tool, or access and start an analysis for g
patient other than the given palient.

[075] Exemplary information tab 805 of options panel 803 includes prompts
for a user to enter login credentials comprising, a patient identifier, a dale that raw
data {e.g., computed tomography imaging data) of a patient’s anatomy or health
condition was acquired, identification of a referring physician, the user’s institution,
and/or identifier for use of the tool, elc. Additional login credentials may include a
user name (2.q., the user's name, alias, or other identifier for the user or his/her
institution or account), a password, an authentication tool (e.g., a capicha), etc. The
settings tab 807 may include an option for a user {0 access settings of the tool, .9,
display brightness, autosave options, downlcad options, timings to for wamings {e.g.,
a 10 minute, 5 minute, and/or 1 minute warning that a session is about to expire from
inactivity), default report file types (e.g., Portable Document Format {(FDF), text file,
spreadsheet filg, image filg, elc.). In one embodiment, the options of the settings tab
807 may only be accessible once a user has submiited login credentials and his/her
credentials have been approved. in other words, setling tab 807 options may be
available to a user only while the user is having an active {(e.q., logged in session not
during any timeout). Warnings tab 808 may display warnings for the user.
Exempiary warnings may inciude, for example, notifications {0 a user that his/her
sassion is aboutl to timeout, the patient’s file is being accessed by a different
account, the user’s login credentials are noted as being used for login al a session

gther than the user's current session {e.g., concurrent login}, changes were made 1o
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the patient’s file since the Iast time the user logged in to access the patient’s
account, etc. In one embodiment, warnings of the warnings tab 802 may be
displayed for a short period of time {e.g., 5 minutes) after a user's session times out,
as long as other login credentials are not received. In this kind of setup, a usercf a
recently-timed out session may be presumed to be near the screen and possibly
interested in resuming the session. At the same time, the wamings for a previous
sassion may not continue for 50 long as to interfere with another user's ability to use
the tool.

[078] In one embodiment, user interface 800 of FIG. 9A may represent an
exemplary display for an extended timeout and user interface 950 of FIG. 9B may
represent an exemplary display at the end of an extended timeout. As seenby a
comparison of the placement of banner 801 o the placement of header 701 of user
interface 700, banner 901 may cover header 701, such that information identifying
the patient may be absent from the display during timeout. User interface 900 may
provide many of the same features and capabilities (e g., model interactions and
viewing options) that were available during an active session. Login prompt 803 may
be provided if a user attempts to access information related o g different patient, or
navigate away from the “interactive viewer” interface. In one embodiment, login
prompti 803 may offer a downioad option 205 for a user to download his/her analysis
conducted during the exiended timeout. In one embodiment, a user's interactions
during an extended timeout period may be automatically stored, and a user logging
in may have the option of either accessing the latest version of his/her work prior o
standard timeout, or an auto-saved version from extended timeout.

[077] Once the end of an extended timeout period is reached (e.g., atthe

end of four hours/the set duration of an extended timeout or a given period of
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inactivity (e.g., 20 minutes of inactivity following a standard timeout)), user interface
950 may be displaved 1o a user. In one embodiment, user interface 850 may still
permit a passive view of an analysis, but funclionaliies or capabilities may be
removed. Similar to banner 801 and banner 901, banner 851 masks patient privacy
information and informs the user that the user is in a timeout session. If a user fries
o interact with the interface (e.g., by clicking, touch, or motion), login prompt 853
may request a user's login credentials to continue his/her extendsad timeout session,
or prompt downioading of the latest analysis (which will not be updated since
features are locked or unavailabie during user interface 950.

[078] Alternately or in addition, the end of an exiended timeout period may
also prompt the display of user interface 800, where a display of the analysis is
unavailable and user may have no option other than io log in to continue use of the
tool. In one embodiment, user interface 800 may be displayed in place of user
interface 950, Altermnately, user interface 800 may be displayed if no user interaction
is detected within a pre-set time threshold (8.g., 5 minutes) of displaying user
interface 850. For example, user interface 850 may be displayed immediately as the
end of an extended timeout period {&.¢., 4 hours) is reached. |f no user interaction is
detected for 5 minutes, user interface 950 may switch to user interface 800, so that
the analyses (although anonymous) is also removed from view.

[079] To ensure compliance with patient privacy regulations and standards,
interactive diagnostic tools and apps often have a standard security timeout. For
many cases, the standard timeouts may aclivate afier a user is “inactive” for 15
minutes. However, users often do not interact continuously with tools/apps during
procedures, so being timed cut of a work session continuously may be frustrating

and inconvenient to users and patients. Users may lose their work product during
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the timeout and procedures may take longer when users are forced to log in again
and again. Al the same time, patienis, heaithcare professionals, and security
personnel want to maintain high standards for protecting patient privacy information
and prevent a scenario where an unused toolapp continues 10 expose patient
privacy information. An exiended timeout may protect patient privacy, while
providing an uninterrupted work session. An extended timeout may appear as a
display after a standard timeout, removing patient privacy information from a display
while still permitting users to access some functionalities of diagnostic lools/apps. In
some cases, the extended timeout display may be initiated even without a standard
timeout, for instance, if a user would like o shield patient privacy information from
another parly, yet still share a portion of an analysis.

[080] Other embodiments of the invention will be apparent to those skilled
in the art from consideration of the specification and practice of the invention
disclosed herein. His intended that the specification and examples be considered as
exemplary only, with a true scope and spirit of the invention being indicated by the

following claims.
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WHAT IS CLAIMED 15!

1. A computer-implemented method of displaying health data during a
sacurily timeaowt, the method comprising:

displaying an interactive interface;

receiving a data type included in the display;

detecling a timeout of the interactive interface;

hiding or removing the data type from the display in response to the timeout;
and

initiating an extended timeout including the display with the data type

removed.

2. The computer-implemented method of claim 1, wherein the data type

includes patient privacy information.

3 The computer-implemented method of claim 1, further comprising:

providing interactive features of the interactive interface while the data typs is

absent from the display.

4, The computer-implemented method of claim 1, further comprising:
providing a plurality of interface types; and
providing the extended timeout for one selected interface type out of the

plurality of interface types.

5. The computer-implemented method of claim 4, further comprising:
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detecting, for the display, a corresponding interface type; and

providing the extended timeout if the corresponding interface type of the
display is of the selected interface type; or

providing an alternative 1o the extended timeout if the corresponding interface

type of the dispiay is not of the selected interface iype.

8. The computer-implementad method of claim 5, wherein the slternative
includes one or more of a login prompt or option, a disclaimer, a navigation option,

or a download summary.

7. The computer-implemented method of claim 1, further comprising:

determining a period of time for the extended timeout.

8. The computer-implemented method of claim 1, further comprising:

detecting the length of time where the display is active; and
prompting an a login screen and the end of the extended timeout display
once the length of time of the active display exceeds the period of time for the

extended timeout.

9. The computer-implemented method of claim 1, further comprising:
storing modifications made by user input to the display, and
displaying the modifications with the data of the data type when a user

subimits approved login information.
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10. A system for displaying health data during a security imeout, the
system comprising:

a data storage device storing instructions for displaying health data during a
sacurity timeout, and

a processor configured o execute the instructions {o perform a method

comprising:

displaying an interactive interface;

receiving a data type included in the display;

detecting a timeout of the interactive interface;

hiding or removing the dala type from the display in responseg fo the
timeoul; and

inttiating an extended limeout including the display with the dala

type removed.

11.  The system of claim 10, wherein the data type includes patient privacy

information.

12, The system of claim 10, the method further comprising:

providing interactive features of the interactive interface while the data type is

absent from the display.

13.  The system of claim 10, the method further comprising:
providing a plurality of interface types,; and
providing the extended timeout for one selected interface type out of the

plurality of interface types.
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14.  The system of claim 13, the method further comprising:

detecting, for the display, a corresponding interface type; and

providing the extended timeout if the corresponding interface type of the
display is of the selected interface type; or

providing an alternative o the exiended timeout if the corresponding interface

type of the dispiay is not of the selected interface type.

15.  The system of claim 14, wherein the alternative includes one or more
of: a login prompt or option, a disclaimer, a navigation option, or a downlcad

summary option.

16. A non-transitory computer readable medium for use on a computer
system containing computer-execuiable programming instructions for displaying
health data during a security timeout, the method comprising:

displaying an interactive inlerface;

receiving a data type included in the display;

detecting a limeout of the interactive interface;

hiding or removing the data type from the display in response o the timeout;
and

initiating an extended timeout including the display with the data type
removed.

17.  The computer-implemented method of claim 18, wherein the data type

includes patient privacy information.
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18. The computer-implemented method of claim 18, further comprising:

providing interactive features of the interactive interface while the data typs is

absent from the display.

19. The computer-implemented method of claim 16, further comprising:
providing a plurality of interface types; and
providing the extended timeout for one selected interface type out of the

plurality of interface types.

20. The computer-implemented method of claim 18, further comprising:
storing modifications made by user input {o the display; and
displaying the modifications with the data of the data type when a user

submits approved login information.

37



/132 PCT/US2018/048355

WO 2019/046309

35vavLv(Q L

TWLH0d

| R0

L0}
ASvayLy(Q
AJYAYd

Eh
HAOMLIN

£0l

Vol

041 AY1dSId

AV LNV




WO 2019/046309 PCT/US2018/048355
2112
120
| PTENTSPECFIC 21 ¢ PRISIOLOGILANS -~
, ANATOMICALDATA | EXPERIMENTALDATA

L INFORMATION INDICATING
: BLOOD FLOW
! CHARACTERISTIC(S)

5 REDUCED - ORDER MODEL
129 3 FOR MODELING ¥ 131

TREATMENT OPTIONS




WO 2019/046309

3/12

PCT/US2018/048355

%
(¥4

DATE OF BIRTH: JANUARY 1, 1950

Lo

SMITH, JOHN

<

DISPLAY

<CASES




PCT/US2018/048355

4/12

WO 2019/046309

€L
H0S554204d
AOOTHSYL

324
40553204
LN0FNIL
JIONZEXE

502
JHCON
ONIMCLINO]

60¢
H0S553204d
LNCIALL
(VONYLS

FINACH SONILLES

€0z
300N
JOVHHINI

L0}
WHO4LY 1d AV TSI




PCT/US2018/048355

WO 2019/046309

5/12

608
21NCON
NOILYHNG

508
J1NCON
NOLLYOIILNA!

108
F1NA0H
AESIT RN0T6

£0E
JINCON
NOILYWHOANE AD¥AR

e
4085300ud LNOFNL QEANT L




WO 2019/046309 PCT/US2018/048355
6/12
400
401
U DETECT DISPLAY
(E.G, INTERACTIVE VIEWER RESULTS)
W]  DETECTPATIENT PRVACY DATA NO
INCLUDED IN THE DISPLAY

~ DETECTSTANDARDTHEOUT? =

HIDE/REMOVE DETECTED PATIENT
PRIVACY DATA FROM DISPLAY

kA

INITIATE EXTENDED TIMEOUT




WO 2019/046309 PCT/US2018/048355
7112

500

iy
<
f—

BETECT APLURALITY OF INTERFACE TYPES, WHERE EXTENDED
TIMEOUT IS AVAILABLE FOR ONE SELECTED INTERFACE TYPE

¥

5631 DETECT INTERFACE TYPE OF DISPLAY
WHEN STANDARD TIMEOUT IS INITIATED

— DOESTHE
DETECTED INTERFACE
TYPE MATCH THE SELECTED )

INTERFACE P

NO

k4 k4

INITIATE 509 INITIATE
EXTENDED . LOGIN
TIMEQUT PROMPT

iy
<
[ji




WO 2019/046309

8/17 PCT/US2018/048355
600
601
1 SET TIME FOR EXTENDED TIMEOUT
¥
603
1 MONITOR DURATION
OF USER™S SESSION
NG

<< OF USER'S SESSION MATCH SET

DURATION

TIME?

DISPLAY LOGIN SCREEN




PCT/US2018/048355

9/12

WO 2019/046309

MAANIZEIS TIN4 o0

ONNOYENOVE LH3AN]

MIIA L3S

SNid TV V510

SONINEYM N/

SONILLIS
QYOINMOQ THNLAYD JOVI
one (O
| 0 NOILOYZLN T30 T1N4
NOLLYINONY 38NnL
L3I 50
Y] JT3H MM SAILOVHILNG | LSIT 3SYD AW | T71408d AN | ok €0
® g3 « % My B B 9 O
300 3NV 24077 ATNT3LY0 ATALS 1O | |
NIQ39907 2018801 INBLYG 0851 'L AYYANYE ‘HLYIE 40 3L¥Q NHOP ‘HLINS
- _
0L i



WO 2019/046309 10/12 PCT/US2018/048355

e S

it
%

e NN

.
2 =
NN A ARSSRY

wad O

e

AR, ~
3 ]

LA

Y

R




® G NY&O

0L 060 090 000 090 000 NOISTD0 L OV
10444

MIIANIFHOS 1104

PCT/US2018/048355

ANNOYOMIVE LHIANI

MIIA L35FY

SNid TV HvE10

SONINNYM N/

SONILLIS O3

1112

ASYAIANS QYO INMOC

- <4 534S L0
FAA-L180L 197150 (f MOlLieay

LSAMEN ‘NOUNLILSNI 60

NENSIS NYIOISAHG ONRIYIA3Y FNLdY3 39V

NENDIS S1VQACNLS 1O
NENSIS QL INFiivd

NOILOVHALIN 1300 TN

odn (1)

'S35Y0 ¥3HL0 55300V HO NOLYNYOANT HLTYIH 3103 104d M3IA QL NI NDIS
‘SHNOH ¥N04 OL dN 404 MaMIIA FALLOVHIINT 3HL 350 CL INNILNOD N3 1OA
- 110 QIALL SYH NOISSIS 8N0A

WO 2019/046309

- .




WO 2019/046309 PCT/US2018/048355
12/12

WARY

{1
)
DY DA

> b =
e 23 =
m?j #E I g ;;"_’_b
‘\ T ’-
ST &8 eal len 11ER
: &5 pud = {“
b o
o
o

WARNNG

e =
[l R =

%’%4
Y

kY

;
N
/A

7
5
F

5 SETTIHG

3
H
/

e,
O

N

Yapamas -\A-’»\\\.\\

P
NN

e )

P
f
i
K
5

SRS ot
.
7

o

PO S e,

*
' RSt
) N
ndadia, &

"o,

X

et Sd




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2018/048355

A. CLASSIFICATION OF SUBJECT MATTER

INV. G16H40/60 G16H10/60
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

G16H

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2012/233671 Al (BEDER LEONID [IL] ET 1-20
AL) 13 September 2012 (2012-09-13)
paragraphs [0016], [0020], [0021],
[0032]; figures 1A,1B,1C,2

X US 2007/006316 Al (VESELOVA OLGA Y [US] ET 1,3-7,9,
AL) 4 January 2007 (2007-01-04) 10,
12-16,
18-20

A paragraphs [0007], [0014], [0036] 2,8,11,
17

_/__

Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents : . . . . L
"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

"A" document defining the general state of the art which is not considered the principle or theory underlying the invention

to be of particular relevance

"E" earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other

. e "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified)

considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

"P" document published prior to the international filing date but later than
the priority date claimed "&" document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report

3 December 2018 12/12/2018

Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, . .
Fax: (+31-70) 340-3016 Heidrich, Alexander

Form PCT/ISA/210 (second sheet) (April 2005)



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2018/048355

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X Anonymous: "HIPAA Security Series - 4
Security Standards: Technical Safeguards",

31 March 2007 (2007-03-31), pages 1-17,
XP055523863,

Retrieved from the Internet:
URL:https://www.hhs.gov/sites/default/file
s/ocr/privacy/hipaa/administrative/securit
yrule/techsafeguards.pdf?language=es
[retrieved on 2018-11-14]

A pp. 3 to 7, in particular p. 6, Section
"3. Automatic Logoff (A) -
164.312(a) (2) (iii)

A US 2014/259184 Al (HOYER TIMO [US])

11 September 2014 (2014-09-11)
figures 1,2,6

A US 2014/208418 Al (LIBIN PHIL [US])
24 July 2014 (2014-07-24)
figures 1-8

1,7,10,
16

2-6,8,9,
11-15,
17-20

1-20

1-20

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2018/048355
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2012233671 Al 13-09-2012  EP 2502142 Al 26-09-2012
US 2012233671 Al 13-09-2012
WO 2011061734 Al 26-05-2011
US 2007006316 Al 04-01-2007  NONE
US 2014259184 Al 11-09-2014  NONE
US 2014208418 Al 24-07-2014 US 2014208418 Al 24-07-2014
US 2018157857 Al 07-06-2018
WO 2014116555 Al 31-07-2014

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - wo-search-report
	Page 52 - wo-search-report
	Page 53 - wo-search-report

