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CODES FOR LIMITED MAGNITUDE ASYMMETRIC ERRORS IN

FLASH MEMORIES

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application Serial No.

60/878,985 entitled "Codes for Limited Magnitude Asymmetric Errors in Flash Memories"

filed January 5, 2007. Priority of the filing date is hereby claimed, and the disclosure of the

prior application is hereby incorporated by reference.

BACKGROUND

[0002] The present invention relates to memory devices and, more particularly, to error

correction in memory devices such as Flash memory devices with multilevel cell

architecture.

[0003] Memory devices are useful for storing and retrieving data utilized by a wide

variety of computing processes and systems. Storing data into a memory device is also

described as writing to the device or programming the device. Storing data may involve an

erase operation, in which memory locations of the device are first set to a uniform level or

value before being set to a desired data value. Retrieving data from a memory device is also

described as reading from the device. A memory device may be external to a host machine,

such as a memory device that can be accessed by a computer via a data bus connection such

as Universal Serial Bus (USB), or a memory device may be incorporated with a host or with

a processor device, to provide an integrated device such as a camera, cellular telephone,

computer, network storage appliance, communications equipment, system component, and

the like.

[0004] During read/write or program/erase processes in such memory devices, errors can

be introduced, so that data stored into or retrieved from the memory device does not have

the intended value. Thus, correction schemes such as error-correcting codes (ECC) have

been devised to recover the original information. Generally, an ECC is based upon the idea

of adding redundancy to the information such that errors induced by some physical effects

are corrected. Many memory devices tend to have symmetric errors, either in large or small

magnitude. In fact, the most well-studied model for error correcting codes in an



information channel is for errors in a symmetric channel. According to the symmetric

channel model, a symbol taken from the code alphabet is changed by an error event to

another symbol from the same alphabet, and all such transitions are equally probable. That

is, an error event that results in a low symbol changing to a high symbol is as likely as an

error event that results in a high symbol changing to a low symbol. The natural error model

that corresponds to the symmetric channel is the model of symmetric errors, whereby the

Hamming weight is used as a constraint on legal error vectors. The popularity of the

symmetric channel model, and the corresponding Hamming error model, stem from their

applicability to practical applications, but more so from the powerful construction

techniques that have been found to address them. A wide variety of ECC have been

developed to correct such symmetric channel errors and are commonly used for a wide

range of memory devices.

{0005] Asymmetric errors can also be introduced in certain data devices. For example,

Flash memory is a non-volatile memory (NVM) technology that is both electrically

programmable and electrically erasable. This property, together with high storage densities

and high speed programming, has made Flash memory one of the dominant non-volatile

memory technologies for many portable applications. In Flash memories, asymmetric

errors are caused by programming/erasing processes suited for such devices. This is

especially the case with more recent multilevel Flash cell memories. A typical two-level

Flash memory represents a single bit of information, set to a zero level or a high level to

represent a binary zero or a binary one. Such Flash cells will be referred to as two-level

Flash memory cells. A multilevel Flash memory cell utilizes multiple levels to represent

multiple bits of information with just a single memory cell. For example, a multilevel cell

might use eight levels between the zero level and the high level used by a single level Flash

memory cell to represent three bits of information (from 000 to 001 to 010 and so forth to

111).

[0006] In conjunction with conventional error processing schemes, data is stored into

memory after an encoding process that introduces redundancy for the sake of error

correction and data recovery during the decoding process. During encoding, raw

information is received from a user (i.e., input data) and is encoded into codewords using an

alphabet that can represent all the possible input values. In the case of a multilevel Flash

cell memory, the cell levels are represented by a symbol, and multiple cells may be grouped

together to form a symbol vector that corresponds to a codeword of the alphabet. For



example, an eight-level Flash cell memory might group five cells together for processing.

In such a case, each cell produces a symbol (for example, a symbol in the integer set {0, 1,

2, ..., 7}), such that five symbols together correspond to a codeword of the alphabet (for

example, a codeword comprising a symbol vector equal to {3531 1} where the vector is

comprised of symbols). It is the five-symbol codeword that will be subjected to error

correction processing. Thus, the coding alphabet in the example is comprised of the integer

set {0, 1, 2, ..., 7}, which will be referred to as Q. In the example, codewords comprise

five-tuples.

[0007] Multilevel Flash cell memories have smaller error margins than conventional two-

level Flash cell memories. As a result, errors that have a low magnitude can be induced due

to several physical effects such as charge loss during charge placement/removal processes,

cross cell interference, device aging, and the like. Each of these low magnitude error

sources induces a level shift in one dominant direction, thus comprising what is referred to

herein as an asymmetric error information channel. In general, the asymmetric error is due

in part to the property of the cell programming algorithm of iteratively approaching cell

target levels from below, without overshoot. The conventional ECC schemes, however, do

not account for such asymmetric errors and primarily utilize a binary code to handle

tractable symmetric errors.

[0008] Thus, the relatively well-studied ECC techniques for use with symmetric channel

errors have been unavailable or not useful for application to asymmetric error devices such

as multilevel Flash cell memories. In addition, conventional ECC techniques do not take

advantage of peculiarities of the limited magnitude, asymmetric error characteristics of

devices such as multilevel Flash memories. Lastly, conventional ECC techniques can be

relatively slow and inefficient for storing and retrieving data from devices such as

multilevel Flash memories.

[0009] It should be apparent from the discussion above that there is a need for ECC

schemes that can be applied to the limited magnitude asymmetric error information channel

model and that can result in more efficient ways to achieve reliable storage as well as faster

storage and retrieval. The present invention satisfies this need.

SUMMARY



[0010] In view of the above circumstances, the present invention provides a technique for

tailoring the use of an ECC for correcting asymmetric errors with low magnitude in a data

device, with minimal modifications to the conventional data device architecture. The

technique permits error correction and data recovery to be performed with reduced-size

error correcting code alphabets. For particular cases, the technique can reduce the problem

of constructing codes for correcting limited magnitude asymmetric errors to the problem of

constructing codes for symmetric errors over small alphabets. Also described are speed up

techniques for reaching target data levels more quickly, by either early termination of the

programming sequence, or by using more aggressive memory programming operations.

[001 1] In one embodiment, an encoded data value comprising a codeword received over

an information channel is processed, wherein the received codeword is a channel output y

comprising symbols defined over an alphabet Q of size q, then symbol recovery is

performed to obtain a word of symbols ψ over an alphabet Q' of size q ' wherein q > q' for

an error correcting code defined over Q' and adapted to correct for up to asymmetric i -

limited magnitude errors. The symbols ψ are then decoded with the error correcting code

∑ to obtain a decoded estimate χ and an error-word estimate comprising a word of

symbols ε over Q' such that ψ= χ + ε mod q', and then the channel output y is combined

with the error-word estimate ε and thereby produces the estimated codeword of the data

value over the alphabet Q. The codeword estimate is discarded.

[0012] In another embodiment, run time programming of a data device is performed to

reach a target level of a physical quantity in memory cells of the data device. This provides

a "speed up" operation that reaches the target level more quickly than in conventional

techniques. The speed up technique is useful with or without the reduced alphabet

processing also described herein. In accordance with the speed up technique, an initial level

of a physical quantity is established and the target level of the physical quantity is received,

wherein the target level corresponds to a codeword of an error correcting code. A

programming pulse sequence is provided, the pulse sequence comprising at least one pulse,

wherein a first pulse increases the physical quantity from the initial level to a next level

which is closer to the target level than the initial level, and subsequent pulses adjust the

physical quantity toward the target level. The pulse sequence is terminated at a terminating

level when pulse sequence parameters are satisfied. Thereafter, error correction occurs with



adjusting the physical quantity from the terminating level to the target level for the

codeword.

[0013] Other features and advantages of the present invention should be apparent from the

following description of the preferred embodiments, which illustrates, by way of example,

the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Figure 1 is a sample illustration of the coding problem solved by a system

constructed in accordance with the present invention.

[0015] Figure 2 is a schematic diagram of a decoder for use with an asymmetric -

limited-magnitude error-correcting code Σ constructed in accordance with the present

invention.

[0016] Figure 3 is an illustration of an encoding process for use with a reduced alphabet

code C constructed in accordance with the present invention.

[0017] Figure 4 is a schematic diagram of an encoder constructed in accordance with the

present invention.

[0018] Figure 5 is a schematic diagram of an encoder constructed in accordance with the

present invention for a non-systematic error scheme.

[0019] Figure 6 is an illustration of an encoding procedure for a systematic code in

accordance with the invention.

[0020] Figure 7 is an illustration of a simplified Flash architecture with symmetric error-

correcting codes in accordance with the invention.

[0021] Figure 8 is a diagram of a Flash architecture with an asymmetric I -limited-

magnitude error-correcting code C that uses a decoder for an error-correcting code Σ over a

smaller alphabet in accordance with the invention.

[0022] Figure 9 is a graphical representation of a typical optimized Flash programming

sequence such as used for Flash memory.

[0023] Figure 10 illustrates the choice of a programming distribution based on the

specified probability of over-programming.



[0024] Figure 11 is an illustration of the modeled programming sequence for writing

values to a memory device.

[0025] Figure 12 is a flow diagram of operations for speed up processing in accordance

with the present invention.

[0026] Figure 13 is a flow diagram of operations for a pulse sequence for the speed up

processing of Figure 12.

[0027] Figure 14 is a flow diagram of operations for speed up processing of Figure 12

with overshoot.

[0028] Figure 15 is a block diagram of a memory device constructed in accordance with

the present invention.

[0029] Figure 16 is a flow diagram for computer operations to design an error correction

code in accordance with the present invention.

DETAILED DESCRIPTION

[0030] I. INTRODUCTION

[0031] To scale the storage density of Flash memories, the multilevel Flash cell increases

the number of stored bits in a memory cell such that each multilevel Flash cell stores one of

q levels and can be regarded as a symbol over a discrete alphabet of size q. The most

conspicuous property of Flash memory is the inherent asymmetry between cell

programming (charge placement) and cell erasing (charge removal). This asymmetry can

cause significant error sources to change cell levels in one dominant direction. Moreover,

all reported common Flash error mechanisms induce errors whose magnitudes (the number

of level changes) are small and independent of the alphabet size, which may be significantly

larger than the typical error magnitude. These two error characteristics combined, strongly

motivate the model of asymmetric limited-magnitude errors studied in this description. In

addition to the (uncontrolled) errors that challenge Flash memory design and operation,

codes for asymmetric limited-magnitude errors can be used to speed-up memory access by

allowing less precise programming schemes that introduce errors in a controlled way.

[0032] Several physical effects that limit the reliability and performance of multilevel

Flash memories induce errors that have low magnitude and are dominantly asymmetric. We



describe block codes for asymmetric limited-magnitude errors over q-ary channels. In

particular, code constructions are described for such channels when the number of errors is

bounded by a certain parameter value. The construction uses known codes for symmetric

errors over small alphabets to protect large-alphabet symbols from asymmetric limited-

magnitude errors. The encoding and decoding of these codes are performed over the small

alphabet, whose size depends only on the maximum error magnitude and is independent of

the alphabet size of the outer code. The construction is extended to include systematic

codes as well.

[0033] Following the presentation of the code construction, we demonstrate its power by

showing that it provides code families that are perfect in the asymmetric limited-magnitude

sense. Subsequently, some practical considerations of efficiently using the codes in

memory devices are discussed. Another important practical issue is then resolved by a

general extension of the construction to codes that are systematic, and thus offer

implementation convenience. Finally, extensions and future research opportunities are

discussed.

[0034] In another aspect, an improved cell programming algorithm is presented that

provides a speed-up technique for more efficient data transfer in devices such as Flash

memory.

[0035] A. Multilevel Flash Memory

[0036] Designing reliable Flash memories with higher storage volumes and lower costs

per byte is challenging. At the current state of matters, the most efficient way to scale the

storage density of Flash memories, is to use the Multi-Level Flash Cell concept to increase

the number of stored bits in a cell. See, for example, B. Eitan and A. Roy, Flash Memories,

P. Cappelletti, C. Gotta, P. Olivo, E . Zanoni Eds. Kluwer, pp. 91-152 (1999) and references

therein. Contrary to ubiquitous single-bit Flash memories, where each cell is in one of two

(Erased/Programmed) threshold states, multilevel Flash memories use a state space of 2h

threshold levels, to store b bits in a single cell. Since physical/engineering factors limit the

overall window of threshold levels, a consequence of the multilevel Flash concept is both a

requirement for fast, accurate charge placement mechanisms and compromised reliability

margins (and a trade-off thereof). See, for example, B. Eitan et al., in IEDM Technical

Digest, pp. 169-172 (1996). Charge placement/removal mechanisms, cross-cell

program/read interference, and device aging, all introduce errors in stored data when the



reliability margins shrink. These physical processes share the property that they typically

move cells to adjacent threshold levels, commonly in one dominant direction. In the

following, we elaborate on these phenomena in relation to limited-magnitude, asymmetric

errors.

[0037] Being the paramount challenge of multilevel Flash memory implementation, faster

and more accurate program schemes are a topic of significant research and design efforts.

See, for example, M . Grossi et al., Proceedings of the IEEE, 91(4):594-601 (2003); A.

Bandyopadhyay et al., in proc. of the IEEE International Symposium on Circuits and

Systems, pp. 2148-2151 (2005); H . N . et. al., IEEEJ Solid-State Circuits, 35(5):682-690

(2000). All these works share the attempt to iteratively program a cell to an exact

prescribed level, in a minimal number of program cycles, with an acceptable added

complexity to the programming hardware. The results of these attempts still require

relatively many program cycles (on the order often or more cycles) and they work only up

to a moderate number of bits per cell.

[0038] B. Cell Programmingfor Speed-Up

[0039] A key observation in the context of the present invention is that the progress made

by individual program cycles is not uniform; as the cycle sequence approaches the target

value, more "cautious" pulses are used to obtain an accurate programmed level. If program

overshoots can be tolerated, then more "aggressive" program cycles can be employed to

yield significantly faster memory write operations. An interpretation of that observation, is

that loosening the accuracy requirement can offer significant savings in program time and

consequently provide high program throughput. As described herein, the way to contain the

(controlled) inaccuracies resulting from these overshoots is by devising error correcting

codes with specific properties to combat errors that originate from the program process.

The most appropriate model to capture these errors is by assuming channel errors that have

limited magnitude and are asymmetric. The limited-magnitude assumption stems from the

employment of programming schemes that can guarantee some level of accuracy. The

asymmetry of the errors is due to the property that the errors are overshoots of the desired

target value. Details on this issue are given in Section VIII below.

[0040] Besides the need for accurate programming, the move to multilevel Flash cells

also aggravates reliability concerns in the design and operation of Flash memories. The

same reliability aspects (that were successfully handled in Single Level Flash memories),



may become more significant and translate to errors in stored data. Many of these potential

errors also motivate the asymmetric limited-magnitude error channel. Low data retention,

caused by a slow loss of charge from memory cells, is one such example. See, for example,

P. Pavan et al., Proceedings of the IEEE, 85(8): 1248-1 271 (1997). Another potential error

type relates to errors that originate from low memory endurance, by which a drift of

threshold levels in aging devices may cause program and read errors, such as described in P.

Cappelletti and A. Modelli, Flash memories, P. Cappelletti, C. Gotta, P. Olivo, E. Zanoni

Eds. Kluwer, pp. 399-441 (1999). Program and read disturbs, caused by

programming/reading proximate memory cells, also induce low magnitude errors with a

dominant direction of change. These are described, for example, in P. Cappelletti and A.

Modelli, Flash Memories, P. Cappelletti, C. Gotta, P. Olivo, E. Zanoni Eds. Kluwer, pp.

399-441 (1999).

[0041] C. Block Codesfor Asymmetric Limited-Magnitude Errors

[0042] In view of the above circumstances, block codes for asymmetric limited-

magnitude errors are provide according to the present invention wherein a reduced-size

alphabet is utilized for error correction. The codes are parameterized by I , the maximum

magnitude of an error, and t, the maximum number of asymmetric limited-magnitude errors

to be corrected in a codeword of length n . Codes for correcting unidirectional errors of

limited magnitude were discussed by R. Ahlswede, et al., in an article "On q-ary Codes

Correcting All Unidirectional Errors of a Limited Magnitude" (2006) available over the

Internet at Arxiv.org, http://arxiv.org/abs/cs/0607132, cited as "arXiv:cs/0607132vl[csIT]".

The article at the Arvix.org Web site addresses the special case where the number of symbol

errors in a codeword to be corrected is equal to the code-block size. That is, it addresses the

special case of t = n, where the alphabet of the encoding is the same size as the alphabet of

symbol recovery. Codes for error correcting of that special case can also be identified with

the general construction method detailed below.

[0043] The example shown in Figure 1 (comprising Figure l(a), Figure l(b), Figure l(c),

and Figure l(d), collectively referred to as Figure 1), illustrates the coding problem and

introduces the main idea of the disclosed code construction. Suppose we have a group of

five cells, each in one of eight possible threshold levels, marked by the integers {0, 1, ... ,

7}. The design goal is now chosen to be: protecting this group of five cells against t = 2

errors of magnitude = 1 in the upward direction. As illustrated by the sample words in



Figure 1, if the stored levels are restricted to have either all symbols with even parity or all

symbols with odd parity, the required protection is achieved. For each of the two sample

codewords in Figure l(a), comprising the symbols (3, 5, 3, 1, 1) of the first codeword and

the symbols (4, 6, 2, 2, 0) of the second codeword, the channel introduces two upward

errors of magnitude one as shown in Figure l(b). The errors are shown to be (in boldface)

as follows: for the first codeword, a "4" in the first symbol and a "2" in the fourth symbol,

and for the second codeword, a "3" in the third symbol and a " 1" in the fifth symbol. By

majority, the locations of the errors are detected as shown in Figure l(c), in bold, the "4"

and "2" in the first codeword, and the "3" and the "1" in the second codeword. The original

codeword symbols are recovered by decrementing the erroneous symbols as shown in

Figure l(d).

[0044] The example in Figure 1 is one instantiation of a general construction method that

provides codes for all possible code parameters. A valuable feature of a method according

to the present invention is that for any target alphabet size (determined by the number of

threshold levels), asymmetric limited-magnitude error correctability is inherited from

symmetric error correctability of codes over alphabets of size + 1. In the case of the

example in Figure 1, it is the binary repetition code. Thus, a rich selection of known

symmetric-error-correcting codes becomes handy to offer codes that are optimized for the

asymmetric limited-magnitude channel. As a favorable by-product of the construction

method, encoding and decoding of the resulting codes are performed on symbol sets whose

sizes depend only on , irrespective of the code alphabet (which may be much larger than

i ). This is a major advantage in both redundancy and complexity, compared to other

proposed codes for multilevel Flash memories, whose encoding and decoding are performed

over the large code alphabet. See, e.g., S. Gregori et al., Proceedings of the IEEE,

91(4):602-616 (2003).

[0045] II. t ASYMMETRIC /-LIMITED-MAGNITUDE ERROR-CORRECTING

CODES

[0046] An alphabet Q of size q is defined as the set of integers modulo q : {0,1, 2, ..., q -

1}. For a codeword x e Q" and a channel output y e Q" , the definition of asymmetric

limited-magnitude errors now follows with Definition 1 (in this description, all definitions,

theorems, propositions, and the like will be numbered sequentially, for identification).



[0047] Definition 1. Given a codeword x - (x] ,x2,...,x n) e Q" and a channel output

y = {y ,y
2

— y n) 2", we say that t asymmetric I -limited-magnitude errors occurred if

\{i :y ≠ x,}| =t , and for all i, y ≥ X and y - X ≤ £ . A generalization of the above

definition is when we allow asymmetric errors to wrap around (from q - 1 back to 0). We

say that asymmetric £ -limited-magnitude errors with wrap-around occurred if

\{i :y , ≠ X1}| = t , and for all i, y - X1(mod q) <I .

[0048] For notational convenience, given x = (x,,x 2,..., xn) , the vector (x \ mod q', x2 mod

q', ..., n mod q 1) will be denoted by x mod q'.

[0049] The discussion of codes for this channel model is commenced with the definition

of a distance that captures the correctability of t asymmetric £ -limited-magnitude errors.

For notational convenience, the phrase "asymmetric £ -limited-magnitude errors" may be

abbreviated as "A M errors".

[0050] Definition 2. For JC = (*,,...,*„) e Q " and y = (y ] . ..,y n) e Q " , define

N(x, y ) = \{i .-X > y,}\, and N(y, x) = :x, <y,}\ - The distance de between the words x, y

is defined as

d f (x,y) =

[0051] The d t distance defined above allows to determine the number of A £M errors,

correctable by a code C, as exemplified by Proposition 3.

[0052] Proposition 3. A code C c " can correct t A £M errors if and only if

d t {x,y) ≥ t +\ for all distinct x, y in C.

[0053] To prove the correctability properties of the codes we soon propose, we do not

resort to Proposition 3 above. Rather, a stronger way of proving correctability is used:

providing decoding algorithms that use properties of known codes to guarantee successful

decoding. We now provide the main construction below. To obtain a code over alphabet Q

that corrects or less asymmetric errors of £ -limited-magnitude, one can use codes over



smaller alphabets as follows. Let ∑ be a code over the alphabet Q of size q'. The code C

over the alphabet Q of size q q >q'> i ) \' defined in Equation (1) below as

C {x =(xι,x2,...,xn) e Q" :xmodq ∑} . (1)

|0054] Error correction properties of C are derived from those of ∑ in the following

manner.

[0055] Theorem 4. C corrects asymmetric t -limited-magnitude errors if ∑ corrects t

asymmetric £ -limited-magnitude errors with wrap-around. If q >q' + £, then the converse

is true as well.

[0056] The last inequality (in Theorem 4) is a reasonable assumption, because the most

useful codes are obtained when q » q'. The code C is the reduced-alphabet error

correcting code that can be employed in accordance with the invention.

[0057] Proof of Theorem 4 : Let x =(x],x2,...,xn) C be a codeword and let

y = ( ι 2, , ) Q" be the channel output when t asymmetric £ -limited-magnitude

errors have occurred. Denote the corresponding ∑ codeword by χ =x mod q ' , and also

define ψ =y mod q ' and ε = (ψ - ^)(mod q ') . First we observe that since q ' > £, if

0 ≤ y - x ≤ l then y, -x, =(y, -x,) mod q ' . Using the simple modular identity

(yt - X) mod q ' =(y, mod q ' - X1 mod q ') mod q '

={ψ, - x,) mod q ' =ε,,

we get that y - X =ε , and in particular, if 0 < y - X ≤ £, then 0 < ε, < £ . In other words,

if the codeword x over Q suffered an asymmetric £-limited-magnitude error at location ,

then the codeword X over Q suffered an asymmetric I -limited-magnitude error with wrap

around at the same location i, and with the same magnitude. Given at most t asymmetric I -

limited-magnitude errors with wrap-around, a decoder for ∑ can recover ε from ψ. Thus,

the equality y, — X1= allows the same decoder to recover x from y . The only if part is

settled by observing that, on the same grounds as above, a non-correctable error ε for ∑

can be used to generate a non-correctable y vector for C .

[0058] Thus, in accordance with the invention, error processing for codewords defined

over a code alphabet utilizes a reduced alphabet C that is smaller than the code alphabet.



That is, for a code alphabet ∑ defined over a set Q, an error correcting code C that is

constructed in accordance with the invention will comprise a smaller alphabet than Q, the

alphabet used to encode the raw information.

[0059] A schematic diagram of a decoder constructed in accordance with the invention is

shown in Figure 2. The decoder 200 receives ay vector (codeword) from the information

channel and outputs a recovered value x . The decoder 200 is used with an asymmetric -

limited-magnitude error-correcting code C that uses a decoder for a symmetric error-

correcting code ∑ is given in Figure 2. Depicted in Figure 2 is a construction in which a

channel output value y (e.g., data read from a Flash memory cell) is received in the decoder

at a ∑ symbol recovery block 202 labeled as mod q ' that produces a ψ output value. The ψ

output is received at a ∑ decoder 204, which produces two output values, ε and χ . The

χ value corresponds to an estimate of the input codeword and έ corresponds to an error

estimate. The decoder output value, the estimated value χ , is discarded. The έ error value

is subtracted from the original codeword (of the larger alphabet) at a block 206 and the

result is produced as the estimated true codeword x, which is contained in the codeword set

C. Thus, a decoder for ∑ is run on the received symbol, modulo q', and the error estimate

of the ∑ decoder 204 is subtracted from the original received wordy. The operation of

Figure 2 is described further in the next paragraph.

[0060] Given a channel output y ε ", the decoder takes the symbol-wise modulo ' ofy

to obtain ψ Q' n. Then a decoder for ∑ is invoked with the input ψ and an error estimate

έ is obtained such that χ + έ ≡ ψ mod q', and χ is a codeword of ∑ within the correction

radius of the decoder for ∑ . Note that the codeword estimate χ is discarded and not used

for the decoding of C. Finally, έ is subtracted from the decoder input y to obtain the

codeword estimate x C.

[0061] Remark; If q' \ q then C corrects t asymmetric I -limited-magnitude errors with

wrap-around for ∑ with the same properties as above.

[0062] The size of the code C is bounded from below and from above by the following

theorem.

[0063] Theorem 5. The number of codewords in the code C is bounded by the following

inequalities of Equation (2) below.



[0064] Proof. If x is a codeword of C, then there always exists a (unique) pair of vectors z

and such that z mod ' = (0, 0,. .., 0), x e Σ , and x =z + X. The upper bound of Equation

(2) is exactly the number of such pairs. Not all such pairs result in codewords. Indeed,

when

q' q, the vector z + X contains symbols in the set {0, 1, 2, ... q ' - I }, which is
q '

strictly larger than Q = {0, 1, ... , q - 1}. On the other hand, if only z that do not contain the

symbol 3_ - 1 \q' are considered, then summing any such z vector with any x ε ∑ will
q '

give a codeword. That gives the lower bound.

[0065] In the special case when q ' = 2 the size of C can be obtained exactly.

[0066] Theorem 6. Let q ' = 2 and ∑ be a code over Q = {0,1 }.

Then the size of the code C, as defined in Equation (1), is given by

where Aw is the number of codewords of ∑ with Hamming weight w.

[0067] Proof. When 2 | q, the second term on the right equals zero as the matching lower

and upper bounds of Equation (2) predict. This can be expected since all (z, X) pairs give

distinct codewords of C. When 2 \ q we count the number of (z, X) pairs that when

summed do not give a codeword, and subtract this number from the total pair count. It can

be observed that if a codeword x Σ has weight w, then all z words that have the symbol q

- 1 in at least one of the locations where X is non-zero, give z + X <
1. All such z, X pairs

are counted by the sum in the expression provided.

[0068] This theorem can be extended to q' > 2, but in such cases knowing the weight

distribution of ∑ does not suffice, and more detailed enumeration of the code is needed for

an exact count.



[0069] While Equation (1) provides a fairly general way of composing asymmetric I -

limited-magnitude error-correcting codes from similar codes over smaller alphabets, it is the

following special case of this composition method, that proves most useful for obtaining

strong and efficient codes.

[0070] Let ∑ be a code over the alphabet Q\ now of size + 1. The code C over the

alphabet Q of size q {q > I + 1) is defined in Equation (3) below as

. C {x (X , x2,...,xn) e Q" :x mod ( +\) Σ} (3)

[0071] In this special case, C has the following property, given by Theorem 7.

[0072] Theorem 7. C corrects t asymmetric £-limited-magnitude errors if and only if ∑

corrects t symmetric errors.

[0073] Proof: When q ' = £ + 1, an asymmetric I -limited-magnitude error with wrap

around is equivalent to a symmetric error with no magnitude limit. This is, therefore, a

special case of Theorem 4 .

[0074] The £ -AEC codes suggested in the Ahlswede article referenced above, at the

Arxiv.org Web site, can be identified from this technique, and can be used to correct all

asymmetric £ -limited-magnitude errors. To show that such codes can correct asymmetric

£ -limited-magnitude errors, let O be the trivial length n code, over the alphabet Q of size I

+ 1, that contains only the all-zero codeword. Define

C = {x e g :x mod ( + 1) e θ}

= {x e Q" :x, Omod (£ + 1) for / = 1,2,...,«}.

[0075] Since O can correct t = n symmetric errors, C can correct t = n asymmetric £-

limited-magnitude errors.

[0076] III. PERFECT LIMITED-MAGNITUDE ERROR-CORRECTING CODES

[0077] To showcase the power of the code construction from Section II, we demonstrate

how it can yield perfect codes in the asymmetric i -limited-magnitude error model. For that

we first give a generalization of the #-ary symmetric "sphere packing" bound to the case of

limited magnitudes. We then show that limited-magnitude error-correcting codes that meet

this bound can be obtained by known perfect codes in the Hamming metric.



[0078] Theorem 8. IfC is an -limited-magnitude, t asymmetric error-correcting code

with wrap-around, of length n over an alphabet of size q, then

[0079] Proof. The proof uses the same arguments as the proof for symmetric errors.

Assume the number of (x, ε ) pairs exceeds q", where x is a codeword and ε is an

admissible channel error. Then there exists a vector y e Q" such that

y =x + ε =x' + ε ',

where either x ≠ x ' or ε ≠ ε ' (or both). If x ≠ x ' then we have a contradiction since given y

the decoder will not be able to distinguish between x and x'. If x =x\ the additive property

of the channel implies ε ≠ ε ' as well, in contradiction to the assumption that (x, ε ) ≠ (V,

ε ') Therefore the product of the code size and the number of admissible errors cannot

exceed q" which gives the bound provided.

[0080] Perfect / asymmetric £ -limited-magnitude error-correcting codes are obtained

through the following proposition.

[0081] Proposition 9. If there exists a perfect (in the Hamming metric) code over an

alphabet of size £ + 1, then there exists a perfect asymmetric £ -limited-magnitude code

with the same length, over an alphabet of any size q, such that I + 1 | q, that corrects the

same number of errors.

[0082] Proof. We first substitute the expression for the code size from (2) into the left

side of the sphere packing bound

*(;> ( *(;)'

[0083] If the code Σ over the alphabet of size £ + 1 is perfect, then its size satisfies

[0084] Substituting the latter into the former we get



[0085] IV. PRACTICAL CONSIDERATIONS OF LIMITED-MAGNITUDE

ERROR-CORRECTING CODES

|0086] A. Efficient Encoding and Decoding of Limited-Magnitude Error-Correcting

Codes

[0087] The method of code construction proposed in Equation (1), specified the code C as

a subset of Q". Moreover, the proof of Theorem 4 implicitly contained a decoding

algorithm for the code, that uses a decoder for the smaller-alphabet code, to provide the

correct codeword when admissible errors occur. Nevertheless, till this point, no encoding

function from information symbols to codewords was provided. Discussing this encoding

function is crucial when a practical coding scheme is required. When q ' | q, a

straightforward encoding function from information symbols over Q to codewords of C

over Q exists. We show this function using the following example.

[0088] Example 10. Let ΣH be the binary Hamming code of length n = 2m - 1, for some

integer m. (Non-binary Hamming codes can be used as well when £> 1.) First we define the

code CH in the way of Section II.

CH {x =(x), x2,...,xJ Q" : mod 2 e ∑ } .

[0089] By the properties of ∑ , the code CH corrects a single asymmetric I 1 limited-

magnitude error. When the code alphabet size is q = 2b, for some integer b, the perfect code

CH, whose size equals \CH\ = 2m)n T m = 2nb m by Equation (2), admits a simple function

from nb - m information bits to codewords of CH over Q. A possible encoding procedure

for CH is illustrated in Figure 3. In Figure 3(a), nb - m information bits are input to the

encoder. The encoder then uses a binary Hamming encoder to encode n - m of the

information bits into a length n Hamming codeword (Figure 3 (b)). Finally, in Figure 3 (c),

each g-ary symbol of the codeword x e CH is constructed from b bits using the usual

binary-to-integer conversion, the top row being the least-significant bits of X e Q .

Decoding is carried out by using a Hamming decoder to find the limited-magnitude error

location and magnitude (for binary Hamming codes the magnitude is always 1). This value



is then subtracted from the word y to obtain a decoded codeword. To recover the

information bits after decoding, the Q symbols are converted back to bits in the usual way,

and the m parity bits are discarded.

[0090] In the example, the alphabet size q satisfied q = (q'f, which is stronger than q ' \ q .

It is easy to see that the encoding method given above applies to the more general case with

no added complexity, except that the information input to the encoder may need to be

encoded into alphabets of different sizes.

[0091] B. Modulating Bits into Symbols over the QAlphabet

[0092] By the master code construction in Equation (1), membership of a word of " in

the code is determined by properties of its symbol-wise modulos. As a code over Q,

Equation (1) gives a complete characterization of the code. However, when we discuss

encoding information using codewords of this code, a more refined characterization of the

code is in place. Specifically, one should specify how information bits (or more generally,

digits), are to be encoded and modulated into Q symbols to generate the code. While

different choices of encoding and modulation schemes may generate the same code, they

may differ in their implementation complexity and in the bit error probability they provide.

In Example 10, we mapped binary b-tuples into Q symbols by the usual positional

conversion. For that mapping, we found a simple binary encoding function for the code,

one that only constrains the least-significant bits to be a Hamming codeword. This

mapping-encoding pair is only one way, admittedly the simplest one, to obtain an encoding

function for the code over Q. Different such pairs can also be applied that offer benefits in a

practical setting. We now discuss possible mappings between binary -tuples and numbers

in {0,1, ... , q-\ }, that have corresponding binary encoding functions for the code

construction in Equation (1). We limit our discussion to q ' = 2 (hence £ = \), though these

mappings (or extensions thereof) can be used for larger q ' as well.

[0093] (1) The positional mapping: A b-tuple ( o, ... , a*-i) is mapped to the symbol

oα 2' . Then a word of 1is a codeword if and only if its least-significant bits (αoof

each symbol), form a codeword of the prescribed binary code. This mapping was used in

Example 10.

[0094] (2) The Gray mapping: A b-tuple (αo,..., -i) is mapped to the sequential

number of the bit string a\,- \ ao in a length b Gray code. For this mapping, encoding can



be obtained by requiring that the bits o (mod 2) of each symbol, form a codeword of

the prescribed binary code. That is true since the binary Gray code has the property that the

sum modulo 2 of the tuple bits behaves like the least-significant bit in the usual positional

mapping. Gray codes with this property exist for q '> 2 as well. The Gray mapping will be

most useful for the constructions of systematic codes in Section V.

[0095] (3) The hybrid mapping: Given a Gray code of length b - 1, if the length b - 1

bit string cvi ... a\ has sequential number α in this Gray code, then the -tuple is mapped to

the number 2α + αo. This mapping has the advantage that it can still be used in conjunction

with the simple least-significant bit encoding, and in addition, it reduces the bit error

probability when errors with magnitude greater than I occur.

[0096] C. Encoders

[0097] Figure 4 is a schematic diagram of an encoder constructed in accordance with the

present invention. User information in the form of data to be encoded and stored in a

memory device is received into an encoder block 402. Inside the encoder, the user

information is split into two parts by a splitter 404, which provides the user information to a

combiner 406 and a ∑ encoder 408. The ∑ encoder encodes the user information, such as

by adding parity symbols over the alphabet of size q ' . The output of the ∑ encoder

comprises symbols χ , where χ e ∑ . The combiner 406 maps both parts (user information

and ∑ encoded output ) into symbols over the alphabet of size q.

[0098] Figure 5 is a schematic diagram of an encoder constructed in accordance with the

present invention for a non-systematic error scheme. The processing of the Figure 5

encoder block 502 is similar to that of Figure 4, so that a splitter 504 provides the user

information to a combiner 506 and an encoder 508, except that the Figure 5 combiner 506

uses the "pure" user information vector Fas the high part of each symbol of x and uses the

codeword χ as its lower part (i.e., its residue modulo q 1) . In a similar way, each of the

constructions for systematic codes and for simultaneous symmetric and asymmetric error

correcting codes uses a different combining of V and χ into x . Such other constructions will

be apparent to those skilled in the art, in view of the description herein.

[0099] V. SYSTEMATIC LIMITED-MAGNITUDE ERROR-CORRECTING

CODES



[0100] The code construction discussed thus far was shown to have favorable properties.

To this end we reduced the problem of constructing asymmetric £ -limited-magnitude codes

to the problem of constructing codes for symmetric errors over small alphabets. Codes with

optimal redundancy were obtained, and simple encoding and decoding algorithms, over

small alphabets, were proposed for these codes. All their advantages notwithstanding, these

codes suffer the shortcoming of not admitting a systematic representation over Q. As seen

in Figure 3(b), (b-\)m of the information bits are encoded in the m symbols that also carry

parity bits. Symbols that carry both information and parity bits are undesirable if the code is

used in high speed memory applications, in which fast reading and writing are required. In

such applications, data is often read off the memory without first decoding it, and therefore

the process of reading is simplified if memory cells contain "pure" information. In such

applications, error correction is done by a background decoding process, that uses the parity

data to correct accumulated errors in information cells. This background process is termed

memory scrubbing. A trivial way to obtain systematic codes from the construction above is

by not using these problematic (b-\)m information bits (e.g. setting them to constant zeros)

and thus having all information stored in dedicated information symbols. However, this

solution will result in a significant loss of storage efficiency, as the storage capacity of

parity symbols is mostly wasted. In this section we seek more clever constructions for

systematic asymmetric limited-magnitude error-correcting codes.

[0101] A. Systematic Codesfor = Limited-Magnitude Errors

[0102] When the error magnitude i is bounded by 1, the code ∑ in the code construction

in Equation (3) is a binary code. As we show next for this case, a modification of any code

C can be carried out, that yields a systematic code with the same correction capability. We

start off with an example.

[0103] Example 11. In this example we propose a systematic variant to the code CH,

given in Example 10. The encoding function given below generates a code that has the

same correction capabilities as CH, namely any single £ = 1 asymmetric error is correctable,

though the resulting code is different. Specifically, the dimensions of the systematic code

are different. For this example we assume that the alphabet size of the code is 2m (m: the

number of parity bits in the binary code), compared to 2b for arbitrary b in CH. This

assumption can be lifted with a small increase in redundancy that depends on the actual

code parameters. For an [n, k = n - m] binary Hamming code ∑ , the length of the



systematic code is n - m + 1, compared to n in the non-systematic case. The encoding

procedure for a systematic code is illustrated in Figure 6 comprising Figures 6(a), 6(b), 6(c).

In Figure 6(a), km information bits are input to the encoder. The encoder then uses a binary

Hamming encoder to encode the k information bits of the top row into a length n = k + m

Hamming codeword (Figure 6(b)). The parity bits of the Hamming codeword are now

placed as a separate column. The mapping of bits to Q symbols, shown in Figure 6(c), is

the positional mapping for the k information symbols and the Gray mapping for the parity

symbol.

[0104] To decode, a word of Qk+l is converted back to bits using the same mappings, and

a binary Hamming decoder is invoked for the n coded bits. By construction, a single £ = 1

asymmetric error over Q, translates to a single bit error in the Hamming codeword: in the k

information symbols, an I = 1 error flips the least-significant bit that is encoded (and

perhaps other bits in the column), and in the parity symbol, an i = 1 error flips exactly one

parity bit in the column, thanks to the Gray code used in the mapping.

[0105] The code proposed in Example 11, together with its encoding/decoding, can be

generalized to any I = 1 limited-magnitude t asymmetric error-correcting code as stated by

the following proposition.

[0106] Proposition 12. Let ∑ be a binary systematic code of length n and m < b • r

parity bits, for any two integers r and b > 1. If ∑ corrects t symmetric errors, then it can

be used to construct a systematic t asymmetric 1 = 1 limited-magnitude error-correcting

code over an alphabet of size q = 2b. This code has length n - m + r, of which r symbols

are parity symbols.

[0107] Proof. The general construction follows closely the one in Example 11. n - m

information bits are used to encode a codeword of ∑ . The m br parity bits are grouped

into r columns of b bits each. Then these r columns are mapped to Q symbols using the

Gray mapping and information bits are mapped to symbols using the positional mapping.

The property that each limited-magnitude error results in one symmetric error in the

codeword of Σ is preserved for this general case.

[0108] B. Systematic Codesfor I > 1 Limited-Magnitude Errors

[0109] If we try to extend the construction of the previous sub-section to codes for £ > 1

limited-magnitude errors, we immediately face a stumbling block. Although generalized



Gray codes exist for non-binary alphabets, their properties do not suffice to guarantee a

similar general construction. The crucial property, that a single limited-magnitude error

translates to a single symmetric error in the £ + l)-ary code, is lost for the general case.

For example, if for £ = 2 a symbol represents the ternary reflected Gray codeword 0001,

then an error of magnitude 2 will result in the Gray codeword 00 12, whose Hamming

distance to 0001 is 2 and not 1 as required. Thus, a limited-magnitude error at this symbol

may induce 2 errors for the ternary code ∑ . Evidently, this effect is not unique to the ( +

l)-ary reflected Gray code, but is shared by all mappings between q-aτy symbols {0, 1, ... ,

( £ + l )b - 1} and (£+l)-ary -tuples. We next consider ways to overcome this difficulty to

reattain the generality of the systematic construction. The proposed solutions trade-off

reduced redundancy with implementation simplicity.

[0110] (I) Making Parity Symbols Error-Free: Let Q be the alphabet with size q =

(£+\) b, for some integer b. Let ∑ be a ( £ + l)-ary systematic code with k information

symbols and in parity symbols. ∑ corrects t symmetric errors and is used to construct a

systematic asymmetric £ -limited-magnitude error-correcting code C, in the way of

Proposition 12. If the parity symbols of C are taken from a subset {x e Q :x ≡ 0 (mod £ +

1)}, then any number of asymmetric £ -limited-magnitude errors in the parity symbols can

be corrected. This correction can be performed symbol-by-symbol, without using the code

∑ . Next, similarly to the £ = 1 case, a decoder for ∑ is invoked to correct or less

asymmetric limited-magnitude errors in the information symbols. Furthermore, since the

parity symbols of ∑ are now assumed to be error-free, the number of information symbols

of C can be increased from k to k+m. By restricting the parity symbols to be from a subset

of Q with relative size of \l{£ + 1), the cost of this solution is one {£ + l)-ary symbol per

q-ary parity symbol.

[0111] (2) Ensuring a Single Symmetric Error with a Small Added Redundancy: When

we examine more closely the properties of the ( I + l)-ary reflected Gray code, we see that

for any £ and b, an asymmetric £ -limited-magnitude error induces at most two symmetric

errors in the (£+l)-ary code. Moreover, if an asymmetric £ -limited-magnitude error

induces two symmetric errors, then one of the two has to be in the right most location of the

Gray codeword. While these properties themselves are not satisfactory for the construction,

with a small amount of added redundancy (that becomes negligible with increasing £ at



most one symmetric error can be guaranteed. We first define the well known N-ary

reflected Gray code and prove its aforementioned properties.

[0112] Definition 13. For an even N, let the N-ary reflected Gray code of length b be

defined recursively, as follows.

where the symbols in bold represent column vectors with V 1 identical elements. The sub-

matrbc G(b ~\, N)R stands for G(b -\,N) in reversed order.

[0113] Theorem 14. Let two words ofG(b, N) be denoted x = ah_]ab_ϊ .. 2 a0 and

x
h - < N , then D{ab_ ab_2...a2a ch_icb 2...c2c]) ≤ 1) .

D(x, y ) is the Hamming distance between the two words. Moreover, a, and C1on the

differing location i, differ by exactly 1 modulo N .

[0114] Proof By construction, the z'th symbol has ± 1 transitions in G(b, N) list indices

j = sN1, where s 1, 2, ... , Ν - 1 (mod Ν). In particular, for i > 0, Ν | j and therefore

transitions are appropriately spaced in the upper n - 1 indices.

[0115] The theorem proves that given an asymmetric I -limited-magnitude error, at most

one of the upper b - 1 I + l)-ary symbols suffers an error with magnitude ± 1 (i.e.

c a, ±l(mod £+1) ) . Consequently, if we use only Gray codewords whose b - 1 upper

symbols have even parity, then an asymmetric (£+l)-limited-magnitude error induces only

a single symmetric error (in the zero symbol) and thus the systematic construction for i = 1

works for a general odd I . (The result extends to odd £ + 1, but the focus here is on more

practical even sized alphabets.) This restriction on the contents of the parity symbols of C,

amounts to roughly one bit of additional redundancy per <?-ary parity symbol. For

increasing £ , this is a negligible loss in storage efficiency, compared to a full (^+l)-ary

redundant symbol that was required in the solution in Section V-B. 1) above. Ways to map

( i +l)-ary parity symbols into the restricted alphabet of the q-ary parity symbols are omitted

herein.



[0116] VI. CODES FOR ASYMMETRIC AND SYMMETRIC LIMITED-

MAGNITUDE ERRORS

[0117] In Flash memory applications, a dominant error source may cause most of the

errors to be in one known direction. However, other, more secondary error sources can

inject errors that are more symmetrical in nature, but still have low magnitudes. To answer

such plausible scenarios, we address a variation of the asymmetric -limited-magnitude

error model to include a (small) number of symmetric I -limited-magnitude errors.

[0118] Definition 15. A f τ, t{) asymmetric/symmetric -limited magnitude error is a

vector e such that \{i ; e, ≠ 0}\ < t + t . In addition, of the indices ofe satisfy - £ < e, <( ,

and the remaining n - t indices satisfy 0 < e, < i .

[0119] In the following, we present a construction method for codes CJ,J, that correct (t ,

ti) asymmetric/symmetric i -limited-magnitude errors. This enhanced error correctability is

achieved by modifying the construction in Equation (3) with the addition of an auxiliary

binary code and a special mapping from information bits to </-ary symbols. We assume for

simplicity that q = 2S + 1), for some integer s .

[0120] Let σ = (a/, . . . , O) be a codeword of a code Σ, over an alphabet of size £ + I ,

that corrects t = t + t symmetric errors. Let V = (v\ , . . . , vn) be a two-dimensional binary

array of size s x n, taken from an array code C that corrects a single bit error in each of at

most ti columns. Such codes can be obtained by length sn, binary tj error-correcting codes,

or more cleverly, using J .K. Wolfs Tensor-Product code construction method as described

in "An Introduction to Tensor Product Codes and Applications to Digital Storage Systems",

by J.K. Wolf in Proceedings of 2006 IEEE Information Theory Workshop at 6 (2006). Each

symbol of x e C is composed from a symbol of the codeword σ and a bit vector of the

codeword Fas follows.

[0121] For any i ,

x, = ( £ + l ) - Gray (v, ) + , (4)

where Gray (u) is the sequential number of the vector u in a binary Gray code on s bits.

The code C , j contains all | ∑ | \C\ compositions of the codewords of ∑ and C.

[0122] Proposition 16. The code C , j is a (t ti) asymmetric/symmetric £-limited-

magnitude error-correcting code.



[0123] Proof: Decoding of C j is performed in two steps. Firstly, Cf, j is decoded as if it

was a plain asymmetric I -limited-magnitude error-correcting code. For the t coordinates

that possibly suffered errors in the downward direction, the first decoding step miscorrects

these errors to exactly I + 1 levels below their correct levels. Thus, for each of these t

miscorrections, the Gray mapping guarantees that the error resulting from this I + 1 level

discrepancy will be observed by the code C as a single bit error.

[0124] The counter-intuitive part of the construction in Equation (4) is that binary Gray

mappings are used regardless of the error-magnitude . This fact implies that the codes ∑

and C cooperate with each other to achieve the prescribed correction capability, otherwise C

would need to operate over a larger alphabet for I > 1.

[0125] VII. IMPLEMENTATION OF ASYMMETRIC LIMITED-MAGNITUDE

ERROR-CORRECTING CODES IN FLASH DEVICES

[0126] While the majority of the results of this disclosure are formulated in mathematical

terms, their great practical promise should not be overlooked. The gap between a good

coding scheme from a theoretical perspective and an attractive coding scheme in practice is

deep and often daunting - it was proved historically that improved error resilience, lower

redundancy, and even efficient decoding do not suffice to attract technology providers to

implement a coding scheme. In this section our intention is to project the coding results

above on the design and operation of real Flash devices, thus showing their value for that

particular application. To do that first show how asymmetric limited-magnitude error-

correcting codes can be deployed with minimal excess hardware over current Flash

architectures.

[0127] The codes proposed herein enjoy a key property that seems to allow a relatively

painless access to them by commercial Flash products. The fact that the error-correcting

engine of the new code constructions are codes for the symmetric channel, which are used

anyway by common Flash devices to correct memory errors, permits a simple modification

of the Flash architecture to obtain a much more targeted treatment of the observed errors.

[0128] In Figure 7, a simplified Flash architecture with symmetric error-correcting codes

is presented. The correction of errors is performed on the low-alphabet symbols, thus not

utilizing the specific characteristics of multi-level Flash errors. The Flash cell contents are

measured and converted to discrete levels using the A/D (Analog to Digital converter)



block. Then, to match the chosen error-correcting code for symmetric errors, the discrete

levels are represented in the appropriate alphabet (using the Alphabet Converter) and fed to

the ECC (Error Correcting Code) decoder. The outputs of the decoder are then delivered to

the device user. By converting the cell programmed levels to a lower alphabet, the structure

of the Flash errors is lost and cannot be utilized by the ECC decoder.

[0129] In comparison, for the coding scheme proposed in this disclosure, a similar

architecture provides guaranteed error control against common asymmetric limited-

magnitude errors. On the basis of the schematic decoder diagram shown in Figure 2, the

physical implementation of a Flash architecture with an asymmetric £ -limited-magnitude

error-correcting code C that uses a decoder for a symmetric error-correcting code ∑ is

presented in Figure 8. The cell levels are similarly measured and converted to discrete

levels. The modulo £ + 1 of these levels are fed to the same ECC decoder as in Figure 7,

whose error estimates are now subtracted from the discrete measured levels over the full

alphabet (the subtraction is represented by the Θ adder blocks). The corrected symbols are

then passed to the user after a possible alphabet conversion. Thus, by installing circuitry to

support the modulo operation and simple additions, the device designer is free to choose

variable ECC Decoder blocks to obtain any error correction capability specified by t and £ .

[0130] VIII. PROGRAMMING SPEED-UP

[0131] In this section, we analyze, as a function of £ , the savings in programming time

offered by asymmetric I -limited-magnitude error-correcting codes. As mentioned in

section I, asymmetric limited-magnitude error-correcting codes can be used to speed up the

cell programming process by allowing a faster, less precise programming pulse sequence.

The behavior of a typical optimized Flash programming sequence is shown in the graph of

Figure 9, which is taken from A. Bandyopadhyay et al., in Proc. of the IEEE International

Symposium on Circuits and Systems, pp. 2148-2151 (2005). The integers of the horizontal

axis represent the program-pulse sequential numbers and the vertical axis represents electric

current levels to which Flash cells are programmed. Although electric current level is

referred to in this discussion, those skilled in the art will understand that the discussion

applies equally to other physical quantities, such as electrical charge, voltage, and

resistance.

[0132] In Figure 9, the circles on each curve represent the results of an iterative

programming algorithm for a given target value. In other words, a circle on a curve



represents a current level achieved by a pulse at some point along the programming

sequence. The different curves in Figure 9 represent program sequences with different

target current values. As can be clearly seen, most of the progress toward the target value is

achieved by the early pulses, and the numerous later pulses are used for a fine asymptotic

convergence to a value very close to the target. Therefore, having even a small error

resiliency against asymmetric limited-magnitude errors can allow the programming

sequence to terminate long before hitting the target value (due to the asymptotic nature of

the programming curves) thus significantly speeding up memory access. Increasing the

error resiliency beyond the flat part of the curve does not add significant benefits as at the

steeper part of the curve where the vertical concentration of programming points becomes

sparser.

[0133] To supplement the experimental evidence above, that tolerance to asymmetric

limited-magnitude errors can speed-up the programming sequence, a quantitative analysis of

the time savings is now carried out. The inputs to a Flash programming algorithm are the

initial and target current levels; its output is a programming pulse of some width and

amplitude, that attempts to move closer to the target level, under some constraints. To have

an analytic description of the programming sequence, we need to model the programming

algorithm in a way that captures its main design constraints in practice. In Flash devices,

preventing over-programming, whereby the programming result exceeds the target level, is

a crucial consideration taken by the programming algorithm. The reason for that being that

Flash devices do not support single-cell erasures, and an over-programming instance

requires erasing a full Flash block, an operation that is very costly in terms of time and

device wear. The analysis to follow strongly builds on that property of Flash devices.

[0134] Thus, in accordance with the present invention, speed up of the memory

programming process can be achieved by applying error correction to the resulting transfers

over the information channel. As noted above, such error correction processing is not

contemplated for most memories, and especially Flash memory devices and other devices

characterized by asymmetric errors. The pulse sequence determination for speed up can

take different forms. For example, the pulse sequence can be implemented to a

predetermined number of pulses, so as to get sufficiently close to the target level of the

physical quantity (such as current) such that error correcting techniques can be used to

recover from any discrepancy to the codeword. The pulses are applied to move the physical

quantity level from an initial level to a terminating level at the conclusion of the pulse



sequence. Alternatively, the pulse sequence can be applied in a more aggressive fashion,

even tolerating a terminating level for the physical quantity that is above the target level.

Such overshoot is then corrected with the error correction operation. The overshoot

condition might be reached, for example, by applying a predetermined number of pulses

that are likely to result in overshoot. As noted, such overshoot can be compensated with

error correction techniques, such as described above.

[0135] In either the predetermined sequence or the overshoot methodology, the error

correcting techniques can employ the reduced alphabet processing described above. Other

error correcting techniques can be used as well. The error correction can occur upon an

access operation, such as receiving the data over the information channel for a write

(programming) operation. Alternatively, the error correction can occur in a background

process, wherein a memory device controller under the operation of a program, such as

firmware or the like, can perform a background processing operation in which error

correction processing is applied to memory cells of the memory device to obtain corrected

values for memory cells and record the corrected values back into the respective cells,

without waiting for an access operation to perform the correction.

[0136] Suppose a Flash cell is to be programmed from a lower level / , to a higher target

level Ip. Since the change δ in the current level is a random variable whose distribution

depends on the chosen programming pulse, we model it as an exponentially distributed

random variable with mean 1 / µ. µ will be determined by the programming algorithm as a

function of/, and IF, and subject to a constraint of fixing a low probability of over-

programming. Specifically, µ will be taken such that

Pr(Z1-+ δ > IF) = e .

[0137] e is a global parameter that specifies the allowable probability of over-

programming. Substituting the exponential distribution of δ, we get the integral equation

specified by Equation (5):

µ exp(- µδ )dδ = e . (5)

[0138] Figure 10 illustrates the choice of a programming distribution based on the

specified probability of over-programming. For the starting level / , and target level IF , the

parameter µ of the exponential distribution is chosen such that the marked area under the



probability density function graph equals e (the specified probability of over-

programming).

[0139] Solving Equation (5) and rearranging we get

ln(e)
= -

W ,
[0140] Hence we have the following relationship between the lower level / , and the final

(higher) level / ,+/ specified by Equation (6):

/,+ ι = l + δ,, δ, ~ Exponential[-ln( )/(IF - 11)] . (6)

[0141] Note that the parameter of the exponential distribution of δ, at each step i depends

on the starting level / , that itself is a random variable.

[0142] Starting from an initial level IQ, the programming algorithm recursively updates the

cell level according to Equation (6), and stops after the nth step if /„ > IF - ∆ , where ∆ is the

maximum allowed downward deviation from the target level IF- Discussed in detail later,

the parameter ∆ specifies the device tolerance to programming errors in the downward

direction. A pictorial illustration of the modeled programming sequence is given in Figure

11. On the left side of Figure 11 are the initial level /ø, the target level Ip and the tolerance

parameter ∆ . In the middle is a sequence of exponentially distributed level increments δ/,

, δ resulting from the programming algorithm. On the right side are the

instantaneous levels / , until the process terminates at /„.

[0143] To analyze the performance of the programming algorithm, we need to find the

expected number of steps n, such that

In- , < IF - A < I .

[0144] However, given the complex structure of the random process /„ finding the mean

of n is hard. (Note that / , is a Markov process with an uncountable number of states.)

Instead, we will approximate /,'s mean crossing time by the (deterministic) crossing time of

the mean of/,. This latter calculation is significantly easier since we can use the linearity of

expectation to obtain a recursive formula for the mean of/,. The accuracy of that

approximation can be established using concentration bounds (e.g., Chebyshev inequality);

however, for the discussion herein, a first order approximation should suffice.

[0145] Now taking the mean of Equation (6), we write



1
/ .+,1=—Iι. +E =I , +K (IF -I,) (7)

where K -l/ln(e). Rewriting Equation (7) provides a recurrence relation on the

expected programmed levels

l =T, (i- κj +κeiF.

[0146] Solving the recurrence for initial level I Q we get the expression

In =I0 (I-KJ +IFK≡ (l - KJ ,

which after simplification becomes Equation (8):

T =IF - (1- KJ IF - Io). (8)

[0147] Now, by equating Equation (8) to If - ∆ we can calculate the time N when the

sequence of means In crosses IF - ∆:

IF -(\-KJ N(IF - I0) =Ir - A

that gives Equation (9):

Λ Γ log(/ - / 0)-log( ∆)

-log(l- Ke)

[0148] The importance of Equation (9) is that it describes how the number of required

pulses N depends on the error margin ∆. To compare the programming speed of Flash

devices with and without an asymmetric limited-magnitude error-correcting code, we define

two different error margins, ∆c and Auc, respectively (the subscript c stands for coded and

the subscript uc stands for uncoded, and obviously ∆ > ∆uc) . The difference between the

corresponding numbers of pulses Nuc and Nc is then

N - A 1
- c -\og(\-KJ

[0149] A conservative assumption is to ∆c = ( + 1)∆ , where £ is the parameter of the

asymmetric-limited -magnitude error-correcting code. This assumption corresponds to

allowing the uncoded device a tolerance of one level (over the discrete alphabet Q), and the

coded device a tolerance of £ additional levels for the total of £ + 1 levels. Under that



assumption, the saving in the number of programming pulses equals the relation given by

Equation (10):

log(* + l)
N . - N = (10)

-log(l - )

[0150] For an over-programming probability e = 0.01 the above equals

N ,,c - Nc = 4.08 1og(£ + 1) .

[0151] Approximate average savings in programming pulses for different values of t are

given in Table 1 below.

Table 1

[0152] The percentage of savings (Nuc - NC)INUC
x 100 depends on the particular

difference IF - IQ, but it generally grows as the program window IF - I o gets smaller. As seen

in Table 1, and as can be expected from the logarithmic function of I , increasing £ beyond

some point exhibits diminishing returns and does not significantly contribute to increased

savings in programming time. Note that this last qualitative observation is one we have

already made when discussing Figure 9 earlier. Thus, both the experimental and analytical

results show that a small tolerance of asymmetric limited-magnitude errors translate to large

savings in Flash programming time. Note, however, that while our model successfully

predicts the asymptotic behavior of the programming algorithm [through the ( 1 - Ke )"

sequence in Equation (8)], it stops short of accounting for some of the properties of the

curves in Figure 9. For example, the expression for Nυc - Nc in Equation (10) suggests that

the numbers of saved pulses are independent of the initial and target levels. Whereas

comparing the uppermost and middle curves of Figure 9 clearly concludes that this is not

the case in practice so that there are other constraints on the programming algorithm not

included in our model.



[0153] The new codes described above are tailored to an error model motivated by Flash

memory design and operation. Reduced amounts of redundancy and simpler decoding

algorithms are achieved thanks to the finer characterization of the underlying errors. A

powerful property of the codes herein is that the coding parameters n, t, I need not be fixed

for a Flash memory device family. After implementing the simple circuitry to support this

coding method, different code parameters can be chosen, depending on the application, and

implemented off-chip. Other features can be provided in view of the description herein.

For example, similar ideas can lead to codes that correct symmetric limited-magnitude

errors, or more generally, asymmetric double-sided limited-magnitude errors that may arise

in particular designs. Also, when the reading resolution is larger than the code alphabet size

(e.g. readers that give a real number rather than an integer), improved decoding techniques

can be readily applied using "limited-magnitude erasures" or other soft interpretations of the

read symbols. Better systematic codes may be obtained by observing the relation between

the limited magnitude errors and the errors they impose on the low-alphabet code, and then

replacing the symmetric error correction properties we required with various Unequal Error

Protection properties. On the flip side, a careful analysis of miscorrections (and the bit error

probability they induce) by those codes and mappings should be carried out. Finally, the

performance of the codes and the accuracy of the channel model should be validated in an

actual Flash storage design.

[0154] Thus, the speed up processing described above provides a more efficient means of

reaching a target level in memory devices such as Flash memory, for programming memory

cells with a desired target level of a physical quantity that represents a data value. Figure 12

is a flow diagram that illustrates the speed up processing.

[0155] In the first operation of Figure 12, represented by the flow diagram box numbered

1202, an initial level is established or determined, and the target level of the physical

quantity is received. The initial level may correspond to an erased state of the memory cell

or a preexisting level. The target level corresponds to a codeword of an error correcting

code. At box 1204, a programming pulse sequence is performed, comprising at least one

pulse, wherein a first pulse increases the physical quantity from the initial level to a next

level which is closer to the target level than the initial level, and subsequent pulses

asymptotically adjust the physical quantity toward the target level to a terminating level. In

conventional systems, the terminating level is the level that is at the desired level of

accuracy for the memory device; reaching the terminating level suffices as the target level



and memory programming is concluded. In the speed up processing of Figure 12, and as

described above, the next operation (box 1206) is to apply error correction and adjust the

physical quantity from the terminating level to the target level for the codeword. Thus, the

programmed memory value is set to the target level.

[0156] The error correction and physical quantity adjustment of box 1206 may be

performed with a variety of techniques according to design requirements. For example, the

error correction of box 1206 may be performed upon reading the value from the memory

cell. Alternatively, the error correction processing of box 1206 may be performed in a

background process, such that memory cell values are corrected and adjusted in a

background process independently of any retrieval operation. Such background processing

is commonly referred to as processing with a scrubber.

[0157] For the box 1206 operation, in the case of correction-upon-read, a single instance

of error correction may be applied, incorporated into the memory controller error correction

processing. Such error correction processing may be performed in conjunction with the

reduced alphabet code construction described above. Alternatively, other error correcting

techniques may be used to correct for the additional errors possibly introduced by the speed

up processing. For the single instance of error correction technique, a "stronger" error

correction code may be required than would otherwise be used without speed up. Those

skilled in the art will understand how to select an error correcting code that is sufficient for

the additional error, in view of the description herein. Similarly, selection of a reduced

alphabet error correcting code as the single instance of error correction will be known to

those skilled in the art, in view of the description herein.

[0158] In the speed up processing of Figure 12, the box 1204 operation of performing a

memory programming pulse sequence may be performed with a variety of techniques. For

example, the programming pulses may be applied with a reduced set of pulses as compared

with conventional practice. That is, conventional memory programming typically relies

upon slowly approaching the target level to within a desired accuracy limit. Thus,

conventional practice calls for a relatively extended pulse sequence to ensure the target level

is approached asymptotically to within the desired accuracy, without overshoot. In contrast,

with the disclosed speed up process with a reduced set of pulses, the stopping criterion is a

relaxed accuracy as compared with the accuracy for typical programming pulse sequences.

That is, the pulse sequence in accordance with the present invention will typically reach the



relaxed accuracy tolerance more quickly than conventional techniques and will terminate

the pulse sequence in fewer pulses. For example, the pulse sequence may not approach the

terminating level in an asymptotic fashion. The pulse sequence may use pulse steps that are

greater in size than conventional. Each incremental pulse may be equal in size, to more

quickly satisfy the relaxed accuracy and reach the terminating level. In this way, the pulse

sequence is terminated with a reduced number of pulses, introducing an error (i.e., the

terminating level is not within the typical desired accuracy). In accordance with the speed

up processing, the difference between the terminating level and the target level is adjusted

through error correction (as indicated in box 1206). If desired, the number of pulses to

apply in reaching the terminating level may be determined as described above (see Equation

(9) and accompanying discussion) and the pulse sequence may be stopped after the

predetermined number of pulses are executed.

[0159] Figure 13 is a flow diagram that illustrates the reduced pulse sequence operation

for performing the sequence of programming pulses corresponding to the operation of box

1204 in Figure 12. In the first operation of Figure 13, at box 1302, the pulse sequence

parameters are applied. As noted, the accuracy tolerance may be relaxed from typical

values, or a predetermined number of pulses may be determined, so as to reduce the number

of pulses as compared with conventional processing. At box 1304, the sequence is

performed according to the pulse sequence parameters until the terminating level is reached.

[0160] As an alternative to the speed up with a reduced set of pulses and relaxed

accuracy, the pulse sequence of box 1204 may be performed so as to tolerate overshoot. As

noted above, overshoot is typically not tolerated in programming memory, especially in the

case of Flash memory devices. In accordance with the speed up processing described

herein, overshoot may be intentionally invoked, to be compensated for by the subsequent

error correction of box 1206. Thus, a more aggressive pulse sequence implementation may

be utilized, to reach (and perhaps surpass) the target level in a reduced amount of time (with

a reduced number of pulses and/or larger pulse step sizes). Thus, each pulse may have a

greater magnitude than typical, or the number of pulses may be greater than typical, because

in this aspect overshoot to the terminating level is tolerated. A choice between such options

as between pulse sizes and number of pulses up to overshoot will be implemented in the

programming of the memory device in accordance with memory device design, as will be

known to those skilled in the art in view of this description.



[0161] Figure 14 is a flow diagram that illustrates the overshoot pulse sequence operation

for performing the programming pulse sequence corresponding to the operation of box 1204

in Figure 12. In the first operation of of Figure 14, at box 1402, the parameters for the pulse

sequence to be performed are applied. As noted above, the pulse sequence parameters may

call for increased magnitude pulses, or additional pulses, or other techniques, subject to a

tolerance for inducing an overshoot condition and surpassing the target level. At box 1404,

the pulse sequence is terminated according to the application of box 1402, with the result

that the memory cell may be in a known overshoot condition. Processing then returns to

Figure 12 for error correction (box 1206).

[0162] IX. DEVICE IMPLEMENTATION

[0163] Figure 15 is an illustration of a memory device constructed in accordance with the

present invention. Figure 15 shows a memory 1502 that is accessed by a memory controller

1504 that communicates with a host device 1506. The memory 1502 is used for storing data

and is characterized by asymmetric errors over the information channel. The memory may

be implemented, for example, as a Flash memory having multilevel cells. The memory

1502 and memory controller 1504 together comprise a memory device 1508 that may be

external to the host device or may be integrated with the host device into a single

component or system. For example, the memory device 1508 may comprise a Flash

memory device that communicates with a host computer via a USB connection.

Alternatively, the memory device may be integrated with a suitable host device to comprise

a single system or component, such as a smart phone or network router or MP3 player or the

like.

[0164] The memory controller 1504 operates under control of a microcontroller 1510,

which manages communications with the memory 1502 via a memory interface 1515 and

manages communications with the host device via a host interface 1514. Thus, the memory

controller supervises data transfers from the host 1506 to the memory 1502 and from the

memory 1502 to the host 1506. The memory controller 1504 also includes a data buffer

1516 in which data values may be temporarily stored for transmission over the data channel

between the memory 1502 and the host 1506. The memory controller also includes an ECC

block 1518 in which the ECC is maintained for operation in accordance with the techniques

described herein. As described herein, the ECC block contains ECC data typically used in



applications for a symmetric error information channel. The code in the ECC block 1518 is

selected in accordance with the techniques described herein.

[0165] X. PRODUCING AND SELECTING AN ERROR CORRECTION CODE

[0166] Designing a data device, such as a Flash memory, can be achieved in conjunction

with the techniques described herein. As noted previously, the selection of codes is

specified by the parameters t and I , where t specifies the number of errors to be corrected

and £ specifies the maximum magnitude error to be corrected (and the maximum

magnitude expected over the information channel). As noted with Theorem 4 above, an

error correcting code ∑ defined over Qand adapted to correct for up to t asymmetric I -

limited magnitude errors can be specified for a received channel output symbol y such that

ψ mod q' is the sum of χ + έ , where χ is a codeword estimate that is an element of ∑

and ψ mod q'= χ + έ , where the estimated codeword is achieved by taking the channel

output y with the difference of the error estimate ε . In the case where q >q' an error

correcting code C is defined by

C ={x =(x ,x2,...,x ) Q" :xmodq' ∑} .

As described above, the alphabet of C is larger than that of ∑ . As described further below,

Cmay be determined with the aid of suitable computer applications software.

[0167] In the special case where q' =t + 1 and ∑ is adapted to correct symmetric errors,

an error correcting code C is defined by

C = {JC = ( c, , *-,...,
1
) e : mod ( + 1) e Σ} .

In such a case, the error correcting code C will be defined over a larger alphabet than ∑ as

per above, with the added benefit that ∑ , an error correcting code for symmetric errors, can

be utilized by C for correcting t asymmetric limited magnitude errors. Those skilled in the

art will appreciate that error correcting codes for symmetric errors are readily available and

thoroughly studied. As before, C may be determined with the aid of suitable computer

applications software.

[0168] Computer applications software to select error correcting codes ∑ and C can be

executed on any conventional personal computer, server, or the like available today. For

example, any computer system capable of supporting an operating environment such as



"Windows Vista" by Microsoft, Inc. or "Mac OS X" by Apple, Inc., and various UNIX and

Linux systems, will have sufficient computing resources to perform the functions described

herein. Such computer systems should have sufficient storage resources to maintain a

database of error correcting codes for selection, or should have network access to a

computer system that can provide such error correcting codes for selection. A suitable code

design software application receives as input the parameters necessary to specify the error

correcting code, in particular, the desired t and £ parameters. Those skilled in the art will

understand how to provide a suitable user interface to receive such parameters. The code

design application also determines code parameters, either by programmed operations or

additional user input, to specify an error correcting code in accordance with the description

provided herein. For example, parameters and selection according to Theorem 4 and

Theorem 7 above should be accommodated by the code design application. Once the design

parameters are determined, the application will access a database of codes to present

alternative codes to the user. The code design application provides both the error correcting

codes, ∑ and C.

[0169] Figure 16 is a flow diagram of operations performed by a software application

program executing on a computer system as described above to identify suitable error

correcting codes ∑ and C in accordance with the present invention. In the first operation,

represented by the flow diagram box numbered 1602, the computer system receives input

parameters for the code design process. The parameters will include the desired t and I

parameters. Additional parameters may be solicited or calculated by the computer system.

For example, if the computer system is to be utilized for code selection in the case where

overshoot on memory programming will be tolerated (see the Speed Up discussion above in

Section VIII), a more robust code may be desired. One means of providing a more robust

(stronger) code is to adjust the value of , either by the user before providing the input

parameter to the system or automatically by the system after user input of t and upon

identification of the overshoot option. For a more robust code, the system may adjust the

value of t by an adjustment factor.

[0170] Once the code parameters have been set, the system may consult a database of

error correction codes. The database may be maintained by the computer system internally,

or with attached storage, or the database may be maintained elsewhere by another computer

system such that the design application computer system accesses the database by network



communications with the database computer system. The error correction code access

operation is represented in Figure 16 by the box numbered 1604.

[0171] After the code database has been accessed, the computer system will retrieve those

error correction codes that satisfy the code selection parameters. The codes themselves may

be retrieved, or identification information sufficient to specify the codes may be retrieved.

The retrieved error correction codes that satisfy the input parameters will then be presented

to the user, as indicated at box 1606. The user can then make an error correction code

selection for a memory device under design. The software application that performs the

operations of Figure 16 may be implemented as a dedicated application, or the operations of

Figure 16 may be incorporated into an application that provides other operations. Thus, the

operations for selection of error correcting codes that are constructed in accordance with the

invention may be incorporated into other memory device design application software, or

may be provided in dedicated code selection application software.

[0172] The present invention has been described above in terms of presently preferred

embodiments so that an understanding of the present invention can be conveyed. There are,

however, many configurations and techniques for coding schemes not specifically described

herein, but with which the present invention is applicable. The present invention should

therefore not be seen as limited to particular embodiments described herein, but rather it

should be understood that the present invention has wide applicability with respect to

coding schemes for correcting errors. All modifications, variations, or equivalent

arrangements and implementations that are within the scope of the attached claims should

therefore be considered within the scope of the invention.



WE CLAIM:

L A method of processing an encoded data value comprising a codeword

received over an information channel, the method comprising:

receiving a channel output y comprising symbols defined over an alphabet Q

of size q\

performing symbol recovery of the channel output y to obtain a word of

symbols ψ over an alphabet Q' of size q' wherein q >q' for an error correcting code ∑

defined over Q' and adapted to correct for up to t asymmetric £ -limited magnitude errors;

decoding the word of symbols ψ with the error correcting code ∑ and

obtaining a decoded estimate χ and an error-word estimate comprising a word of symbols

ε over Q' s that ψ= χ + ε mod q'\ and

combining the channel output y with the error-word estimate έ and thereby

producing the estimated codeword of the data value over the alphabet Q.

2 . A method as in claim 1, wherein the received codeword is from an

error correcting code C such that C is defined by

C = (Jt = Qe1, 2 ,.. .,Jf ) Q" :xmodq' ∑} .

3 . A method as in claim 1, wherein q' = £ + 1 and ∑ is adapted to

correct symmetric errors and the received codeword is from an error correcting code C such

that C is defined by

C = {x (x, , x2, ..., x ) Q" :x mod {£ +1) e Σ} .

4 . A method as in claim 1, wherein performing symbol recovery

comprises performing symbol recovery with a symbol-wise modulo q ' of the channel output

y .

5. A method as in claim 4, wherein ∑ corrects t symmetric

errors and performing symbol recovery comprises a modulo {£ + 1) operation.



6. A method as in claim 1, wherein ∑ is a systematic code and the

channel output^ comprises a data value encoded with ∑ , and decoding comprises decoding

with a decoder for a predetermined number of symbols in a codeword block array.

7 . A method as in claim 6, wherein the codeword block array is

arranged such that columns of the array contain either parity data or user information.

8. A method as in claim 6, wherein the decoder comprises a Hamming

decoder.

9 . A method as in claim 6, wherein the decoder comprises a BCH

decoder.

10. A method as in claim 6, wherein the decoder comprises a Reed-

Solomon decoder.

11. A method as in claim 1, wherein the information channel comprises a

Flash memory channel.

12. A method as in claim 1, further comprising:

establishing an initial level and a target level of a physical quantity, wherein

the target level corresponds to a codeword of an error correcting code;

providing a programming pulse sequence comprising at least one

programming pulse, wherein a first pulse increases the physical quantity from the initial

level to a next level that is closer to the target level than the initial level, and wherein

subsequent pulses adjust the physical quantity toward the target level;

terminating the programming pulse sequence at a terminating level when

pulse sequence parameters are satisfied; and

correcting errors for adjusting the physical quantity from the approximate

target level to the target level of the codeword.

13. A method as in claim 12, wherein the terminating level is greater than

the target level.

14. A data device that stores data for retrieval, the data device

comprising:



a host interface that provides communications between the data device and a

host device;

a memory interface that provides communications between memory cells and

the data device;

a microcontroller that manages communications for data transfer between the

host interface and the memory interface, comprising an information channel, wherein the

microcontroller processes an encoded data value comprising a codeword and performs

operations such that the microcontroller

receives a channel output y comprising symbols defined over an

alphabet Q of size q;

performs symbol recovery of the channel output y to obtain a word of

symbols ψ over an alphabet Q' of size q ' wherein q > q ' for an error correcting code

∑ defined over Q' and adapted to correct for up to asymmetric t -limited

magnitude errors;

decodes the word of symbols ψ with the error correcting code ∑ and

obtains a decoded estimate χ and an error-word estimate comprising a word of

symbols έ over Q' such that ψ = χ + ε mod q'; and

combines the channel output y with the error-word estimate έ and

thereby produces the estimated codeword of the data value over the alphabet Q.

15. A data device as in claim 14, wherein the received codeword is from

an error correcting code C such that C is defined by

C = {x = x], x2,...,x n) e Q" :*mod<7' ε ∑}.

16. A data device as in claim 14, wherein q ' = I + 1 and ∑ is adapted to

correct symmetric errors, and the received codeword is from an error correcting code C such

that C is defined by

C = {x = ( X1, 2, ...,xΛ) e Q" :x mod + 1) e Σ} .

17. A data device as in claim 14, wherein the microcontroller performs

symbol recovery with a symbol-wise modulo q ' of the channel output y .

18. A data device as in claim 17, wherein ∑ corrects symmetric

errors and symbol recovery comprises a modulo ( I + 1) operation.



19. A data device as in claim 14, wherein ∑ is a systematic code and the

channel output y comprises a data value encoded with ∑ , and decoding comprises decoding

with a decoder for a predetermined number of symbols in a codeword block array.

20 . A data device as in claim 19, wherein the codeword block array is

arranged such that columns of the array contain either parity data or user information.

2 1. A data device as in claim 19, wherein the decoder comprises a

Hamming decoder.

22. A data device as in claim 19, wherein the decoder comprises a BCH

decoder.

23. A data device as in claim 19, wherein the decoder comprises a Reed

Solomon decoder.

24. A data device as in claim 14, wherein the information channel

comprises a Flash memory channel.

25. A data device as in claim 14, wherein the microcontroller performs

operations further comprising:

establishing an initial level and a target level of a physical quantity, wherein

the target level corresponds to a codeword of an error correcting code;

providing a programming pulse sequence comprising at least one

programming pulse, wherein a first pulse increases the physical quantity from the initial

level to a next level that is closer to the target level than the initial level, and wherein

subsequent pulses adjust the physical quantity toward the target level;

terminating the programming pulse sequence at a terminating level when

pulse sequence parameters are satisfied; and

correcting limited magnitude asymmetric errors for adjusting the physical

quantity from the terminating level to the target level of the codeword.

26. A data device as in claim 25, wherein the terminating level is greater

than the target level.



27. A method for run time programming of a data device to reach a target

level of a physical quantity in memory cells of the data device, the method comprising:

establishing an initial level and the target level of the physical quantity,

wherein the target level corresponds to a codeword of an error correcting code;

providing a programming pulse sequence comprising at least one pulse,

wherein a first pulse increases the physical quantity from the initial level to a next level

which is closer to the target level than the initial level, and subsequent pulses adjust the

physical quantity toward the target level;

terminating the programming pulse sequence at a terminating level when

pulse sequence parameters are satisfied;

applying error correction and adjusting the physical quantity from the

terminating level to the target level for the codeword.

28. A method as in claim 27, wherein providing a programming pulse

sequence comprises applying a predetermined number of pulses at the conclusion of which

the terminating level is reached.

29. A method as in claim 28, wherein the predetermined number of

pulses is selected in accordance with a desired number N, given by

Λ = log(/ - /0)-log( ∆)

-log(l-tf 6) '

where the initial physical quantity level is given by / , and the target level is given by IF and

∆ corresponds to a desired error margin and K - 1/ ln(e).

30. A method as in claim 28, wherein applying error correction is

performed at an access operation to obtain the codeword from the data device.

31. A method as in claim 28, wherein applying error correction is

performed in a background operation independently of obtaining a codeword from the data

device.

32. A method as in claim 27, wherein the pulse sequence parameters are

such that the terminating level of the physical quantity is greater than the target level.



33. A method as in claim 32, wherein applying error correction is

performed at an access operation to obtain the codeword from the data device.

34. A method as in claim 32, wherein applying error correction is

performed in a background operation independently of obtaining a codeword from the data

device.

35. A method as in claim 27, wherein the codeword comprises an

encoded data value as a channel outputy defined over an alphabet Qof size q, and applying

error correction comprises a decoding operation that:

performs symbol recovery of the channel output^ to obtain a word of

symbols ψ over an alphabet Q' of size q' wherein q>q' for an error correcting code ∑

defined over Q' and adapted to correct for up to t asymmetric P. -limited magnitude errors;

decodes the word of symbols ψ with the error correcting code ∑ and obtains

a decoded estimate χ and an error-word estimate comprising a word of symbols ∑ over Q'

such that ψ —χ + ε mod q'\ and

combines the channel output y with the error-word estimate έ and thereby

produces the estimated codeword of the data value over the alphabet Q.

36. A method as in claim 35, wherein the received codeword is defined

over an error correcting code Csuch that C is defined by

C = = O1,x2,...,xn)e Q" :xmodq'e ∑} .

37. A method as in claim 35, wherein q'= I + 1 and ∑ is adapted to

correct t symmetric errors and the received codeword is defined over an error correction

code C such that C is defined by

C={x =(x,, x2,...,x )GQ" :x mod ( + l) ∑ .

38. A method as in claim 35, wherein symbol recovery is performed with

a symbol-wise modulo O f the channel output y.

39. A method as in claim 38, wherein ∑ corrects t symmetric errors and

performing symbol recovery comprises a modulo ( +1) operation.



40. A method as in claim 35, wherein ∑ is a systematic code and the

channel output y comprises a data value encoded with ∑ , and decoding comprises decoding

with a decoder for a predetermined number of symbols in a codeword block array.

4 1. A method as in claim 40, wherein the codeword block array is

arranged such that columns contain either parity data or user information.

42. A method as in claim 40, wherein the decoder comprises a Hamming

decoder.

43. A method as in claim 40, wherein the decoder comprises a BCH

decoder.

44. A method as in claim 40, wherein the decoder comprises a Reed-

Solomon decoder.

45. A method as in claim 35, wherein the information channel comprises

a Flash memory channel.

46. A method as in claim 27, wherein the error correction for the error

from the terminating level to the target level and any channel error introduced by reading a

value from memory cells of the data device are corrected in a single error correction

operation.

47. A method as in claim 46, wherein the memory cell value read from

the data device comprises an encoded data value as a channel output y , such that the channel

output y is defined over an alphabet Q of size q, and applying error correction comprises a

decoding operation that:

performs symbol recovery of the channel output y to obtain a word of

symbols ψ over an alphabet Q' of size q ' wherein q > q ' for an error correcting code ∑

defined over Q' and adapted to correct for up to asymmetric £ -limited magnitude errors;

decodes the word of symbols ψ with the error correcting code ∑ and obtains

a decoded estimate χ and an error-word estimate comprising a word of symbols ∑ over Q'

such that ψ = χ + ε mod q'\ and



combines the channel output y with the error-word estimate έ and thereby

produces the estimated codeword of the data value over the alphabet Q.

48. A computer implemented method for error correction code design,

the method comprising:

receiving input parameters from a computer user for the error correction code

design, the input parameters including values and £, wherein I specifies a maximum

magnitude of asymmetric errors in a codeword to be corrected by the error correction code

and t specifies a maximum number of the £-limited magnitude asymmetric errors in a

codeword;

accessing an error correction code database containing error correction

codes, and determining error correction codes that satisfy the input parameters; and

retrieving database information that identifies the determined error correction

codes that satisfy the input parameters and providing the information to the user.

49. A method as in claim 48, wherein the designed error correction code

is sufficient for processing an encoded data value comprising a codeword received over an

information channel, the codeword processing with the code comprising:

receiving a channel output y comprising symbols defined over an alphabet Q

of size q;

performing symbol recovery of the channel output y to obtain a word of

symbols ψ over an alphabet Q' of size q' wherein q>q' for an error correcting code ∑

defined over Q' and adapted to correct for up to t asymmetric £-limited magnitude errors;

decoding the word of symbols ψ with the error correcting code ∑ and

obtaining a decoded estimate χ and an error-word estimate comprising a word of symbols

έ over Q' such that ψ = χ + έ mod q'\ and

combining the channel output y with the error-word estimate έ and thereby

producing the estimated codeword of the data value over the alphabet Q.

50. A method as in claim 49, wherein the received codeword is defined

over an error correcting code Csuch that C is defined by

C={x (x ,x2,...,xJ e Q" :xmodq'e ∑} .



51. A method as in claim 49, wherein q ' = £ + 1 and ∑ is adapted to

correct symmetric errors and the received codeword is defined over an error correcting code

C such that C is defined by

C = {x = O1, X2,..., Xn) e Q" :x mod ( + 1) e Σ} .

52. A method as in claim 49, wherein performing symbol recovery

comprises performing symbol recovery with a symbol-wise modulo q ' of the channel output

y

53. A method as in claim 52, wherein ∑ corrects t symmetric

errors and performing symbol recovery comprises a modulo ( I + 1) operation.

54. A method as in claim 49, wherein ∑ is a systematic code and the

channel output y comprises a data value encoded with ∑ , and decoding comprises decoding

with a decoder for a predetermined number of symbols in a codeword block array.

55. A method as in claim 54, wherein the codeword block array is

arranged such that columns of the array contain either parity data or user information.

56. A method as in claim 54, wherein the decoder comprises a Hamming

decoder.

57. A method as in claim 54, wherein the decoder comprises a BCH

decoder.

58. A method as in claim 54, wherein the decoder comprises a Reed-

Solomon decoder.

59. A method as in claim 48, wherein the information channel comprises

a Flash memory channel.

60. A method of encoding a data value comprising user information for

transmission over an information channel, the method comprising:

providing the data value to an encoder utilizing an error correcting code ∑

defined over a code alphabet and producing an encoder output X value;



combining the X value and the data value and producing the encoded data

value comprising a codeword of a code C over an alphabet larger than the ∑ alphabet.

6 1. A method as in claim 60, wherein the output value X comprises the

data value with additional parity information.

62. An encoder for encoding a data value comprising user information

for transmission over an information channel, the encoder comprising:

a ∑ encoder utilizing a code defined over a code alphabet, wherein the

encoder produces an encoder output X value;

a combiner that combines the X value and the data value and produces the

encoded data value comprising a codeword of a code C over an alphabet larger than the ∑

alphabet.
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