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SYSTEM AND METHOD OF MUTUAL AUTHENTICATION USING BARCODE

FIELD OF INVENTION

The present invention is related to authentication mechanisms using a portable
communication device and, more particularly, to system and method of mutual

authentication mechanisms using barcodes that can be a linear or planar form barcode.

BACKGROUND

Digital identity is an important concern for any individual or company alike. Digital
identity refers to all the information about an individual that is digitally available. More
number of individuals today perform online activities, for instance, payment transactions,
bank login, downloading etc, without paying heed to online security measures, such as
private browsing, disabling cookies. As a result, our digital identity is always vulnerable to
various privacy threats. And the biggest challenge we face is about losing both — privacy and

control over our digital identity.

The most common form of authentication and security measures include usage of
usernames and passwords to protect our digital identity online. These usernames and
passwords generally comprise complex codes of alphanumeric characters and in some
cases, also comprise of special characters or in other instances these characters might also
be case sensitive, People often choose common words such as their own name, family
members or friends, pets, telephone number, special interests, or some variants that are
easy to remember. This makes username and passwords the simplest form of protection yet

they are weak and vulnerable as the most common form of attack is password guessing.
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Other solutions have been proposed of late, such as One-time Password
Authentication (OTP) which generates highly secure one-time password that is valid only for
one login session or transaction, ensuring that only properly authenticated users are
authorized to access critical applications and data. This type of OTP is currently used by

major credit and debit cards users for online authentication.

However, time-synchronized OTPs are subject to problems caused by clock skew,
which means that if the authentication server and the user token are not kept at the same
time, then the expected OTP value is not generated and the user authentication fails. Also,

initial cost requirement is high due to the need of specialized hardware.

Another proposed technique was the challenge-response authentication mechanism
(CRAM), whereby an individual is prompted (the challenge) to provide some private
information (the response). In security systems, using smart-cards are based on challenge-
response. Here, a user is given a code (the challenge) which he enters into the smart card.
The smart card then displays a new code (the response) that the user can present to log in.
However, the problem arises this may not enough for most of current system required high

security implementation.

In recent years, compared to the traditional computers, users now prefer their
personal Smartphone mobile devices to access the Internet. Mobile devices are preferred
over the traditional stationary computers as the mobile device can be carried from one
place to another. Therefore, a secure authentication mechanism that can be easily accessed

by a mobile device is needed.
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SUMMARY

In accordance with an aspect of the present invention, there is provide a method for
mutually authenticating a user through a communication device to access a secured
website. The method comprises registering the user with user profile and a registration
number of the communication device with the authentication system; requesting access to
the secured website through the authentication system with the communication device;
rendering a barcode encoded based on user credentials and a user secret key; sending the
barcode to the authenticating system for decoding the user credential provided by the user
upon requesting access; and comparing the user credential provided by the user against a
corresponding user credential stored on the authenticating system. The barcode is
rendered as a security token based on a user secret key, wherein the barcode contains user

information and credentials.

In one embodiment, a barcode is generated on the user communication device to
request for authorization and another barcode is generated on the authentication system

for matching the user credentials.

In another embodiment, scanning the barcode through the user communication
device via a visual channel. It is possible that scanninng the barcode comprises displaying
the barcode on another communication device, wherein the barcode is rendered on a
mobile application deployed on the another communication device, and the barcode is

rendered based on the user credential sent from the authentication system.

In a further embodiment, the barcode is use as the security token for authenting

user registration and user access.
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In another aspect, there is also provided an authentication system for mutually
authenticating a user through a communication device. The authentication system
comprises an application server in communication with the user portable communication
device, the application server has a database of user profiles that includes a user ID and a
registration number of the user portable communication device; an authentication server
for rendering a barcode encoded with a secret key that based on the user profiles; a mobile
application for deploying on the user portable communication device, wherein the mobile
application operable to communicate with the application server to facilitate user
authentication. The system operationally authenticates the user through matching the user
credential decoded from the barcode against a corresponding user credential stored on the

authentication server.

In one embodiment, the visual channel includes optical means for acquiring the
barcode. In another embodiment, the barcode is displayed on another communication
device, wherein the barcode is rendered on a mobile application deployed on the another
communication device, and the barcode is rendered based on the user credential sent from
the authentication server. The barcode maybe a matrix barcode or more specifically, a two-

dimensional barcode,

BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description is described with reference to the accompanying figures.
The drawings form an integral part of the description and illustrate the preferred
embodiments of the invention, which should not be interpreted as restricting the scope of

the invention, but just as an example of how the invention can be embodied.
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FIG. 1 illustrates an authentication system in accordance with an embodiment of the

present invention;

FIG. 2 illustrates a schematic block diagram of a user device 200 in accordance with

an embodiment of the present invention;

FIG. 3 illustrates a sequence diagram of a user registration process in accordance

with an embodiment of the present invention;

FIG. 4 illustrates an authentication process as the user is accessing a secured website
through the application server in accordance with an embodiment of the present invention;

and

FIG. 5 illustrates a block diagram of the authentication system in accordance with

another embodiment of the present invention.

DETAILED DESCRIPTION

In the following detailed description, a reference is made to the accompanying
drawings that form a part hereof, and in which the specific embodiments that may be
practiced is shown by way of illustration. These embodiments are described in sufficient
detail to enable those skilled in the art to practice the embodiments and it is to be
understood that the logical, mechanical and other changes may be made without departing
from the scope of the embodiments. The following detailed description is therefore not to

be taken in a limiting sense.

One embodiment provides a system and method for two factor mutual

authentication methods through a barcode as a security token for providing more effective
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secure solution, especially implementation for authenticated users to the systems with

minimum data transmitted over the network (via visual channel, i.e. optical means).

It is an object of the invention to use barcode as a security authentication token to
establish secure authentication. The barcode provides digital information flow only in one-
direction from a portable communication device. According to one object of the invention,
when two communicating devices, where one of the communicating device is a portable
device that is capable of encoding a precise information into a barcode. The other device,
referred to herein as the user portable communication device that can be a portable
communicating device, capable of scanning the barcode and decoding the relevant
information. The user portable communication device, according to another embodiment of

the invention communicates with the portable communication device via a visual channel.

Embodiments of the invention will now be described with reference to the
accompanying drawings. The invention may, however, be embodied in many different forms

and should not be construed as limited to the embodiments set forth herein.

FIG. 1 illustrates an authentication system in accordance with an embodiment of the
present invention. The authentication system includes a user portable communication
device 101, a portable communication device 100, a visual channel 103, a communication
network 102, and an authentication source which include an application server 104 and an

authentication server 106.

The user portable communication device 101 and the portable communication
device 100 are communication devices that are able to connect to the authentication source

via the communication network 102, such as Internet. The communication devices may be
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any computing devices that are able to establish data communication through the
communication network 102, which include smartphone, tablet PC and etc. Preferably, the
user portable communication device 101 and the portable communication device 100 may
in someway establish the visual channel 103 for capturing image from one to another,
wherein the captured image can be decoded for extracting authentication information. The
visual channel 103 may be established through a camera and a display unit, which are
respectively integrated on the user portable communication device 101 and the portable
communication device 100. As shown in FIG. 1, the visual channel 103 is established
through a display unit on the portable communication device 100 and an integrated camera
on the user portable communication device 101, wherein the display unit displays the
authentication information encoded in a form of barcode and the integrated camera
captures an image of the barcode. It is understood to a skilled person that the visual
channel may be established through may other means, for example, the means for
capturing authentication information may be a connected camera or a dedicated barcode
scanner, whilst the means for displaying the barcode may be a monitor screen or even a

piece of printed material with the barcode printed thereon.

it is well understood that the barcode can be any matrix barcode or any two-
dimensional (2D) code, such as TOF417, CODE49, CODE 16K, tQR Code, Data Matrix, Maxi
Code, Code One and so on. The type of code used can be selected depending on the
requirement and information to be embedded therein. QR code is now favorably adapted
as it has relatively large capacity, high reliability, can represent characters and images, and
other information, confidentiality, security and etc. It can also have 360-degree recognition

ability and represent characteristics of Chinese characters, and become easy to implement.
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The authentication system further includes a mobile application 108, which includes

a user registration module 110, and barcode encoder 112, a credential generator 114, and a
key storage 116. Preferably, the mobile application 108 is a trusted application obtained
from a trusted source. The trusted source can be any trusted source mobile apps
depository center, such as Apple App Store, Google Play or any app marketplace, or directly
from the application server 104 of the authentication source. Preferably, either one or both
of user portable communication device 101 and the portable communication device 100 are

deployed with the mobile application 108 for realizing the authentication.

Operationally, the mobile application 108 communicates with the authentication
source through the communication network 102. The user registration module 110
facilitates means for registering a new user on the communication devices directly. The user
registration information is sent to the authentication source. The barcode encoder 112
adapted for encoding and decoding barcode to extract authentication information. The
credential generator 114 generates user credentials based on the preset inputs, which
include time, location, login factors and etc. The key storage 116 stores the keys that are
used to generate the user credential through credential generator 114. The generated
credential can be a one-time password (OTP) that are typically used as a secondary
authentication factor. The key storage 116 stores all the keys generated for user

authentication.

Over at the authentication source side, the application server comprises a network
interface 118, a user registration module 120, key delivery module 122, barcode decoder

124, a login verification module 126 and a profile database 128. The authentication server
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106 also comprises a network interface 130, a user registration module 132, a key manager

134, a credential verification module 136, and a credential database 138.

The application server 104 is connected to the authentication server 106 for
activating user account and authenticating it after performing validation and verification of
user credentials. It manages the creation and distribution of user’s secret key to the user
portable communication device 101. The application server 104 and the authentication
server 106 are network of servers or computers working in a coordinated manner, of which
respective network interfaces 118 and 130 are adapted to connecting the two servers 104

and 106.

The user registration module 120 is adapted to register user for mapping the same
with the application user profile. The key delivery module 122 delivers user secret key
generated by authentication server 106 to the user portable communication device 101.
Preferably, the secret key is delivered via a messaging channel, such as SMS gateway. The
barcode decoder 124 is adapted for decoding a barcode or any matrix barcode for
extracting authentication information. The barcode is transmitted from the user portable
communication device 101, of which the user portable communication device 101 optically
obtains/captures the barcode from the portable communication device 100 via the visual
channel. The login verification module 126 operationally validates user profile for

authentication. These user profiles are stored on the profile database 128.

The authentication server 106 uses its user registration module 132 to associate user
with secret key generated. The key management module 134 generates and manages user

secret key. The credential verification module 136 operationally validates the credential



10

15

20

WO 2016/013924 10 PCT/MY2015/050068

submitted by user and the supplied user’s credentials are stored on the credential database

138.

Through the mobile application 108, the user is able to carryout a user registration
through the user registrations mobile on either the user portable communication device 101
or the portable communication device 100. The user registration particulars, as mentioned,
are sent to the authentication source. All the registered users are able to utilize the mobile

application 108 to perform authentication with the authentication source.

FIG. 2 illustrates a schematic block diagram of a user device 200 in accordance with
an embodiment of the present invention. The communication device 200 can be adapted
on either one or both of the user portable communication device 101 and portable
communication device 100 of FIG. 1. The user device 200 comprises a camera 202, a display
screen 204 and programs 206. The camera 202 is facilitated as an optical means for
scanning a barcode encoded with user authentication information or credential that is
generated based on an input secret key. The display screen 204 on the other hand is used
for displaying or showing the matrix barcode for scanning by the camera on the other
communication device. The program 206 that comprises the mobile application 108 that

operationally facilitates the user authentication process based on the key 208.

FIG. 3 illustrates a sequence diagram of a user registration process in accordance
with an embodiment of the present invention. The current figure is herein after described in
conjunctions with the features of FIG. 1, though it is understood to a skilled person that the
process can be adapted in different setup and configuration. The user registration process
involves a user 302, the communication device 100, the user communication device 101, the

application server 104 and the authentication server 106 of FIG. 1. User registration process
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is required for all new users who have not yet register with the authentication system. Itis
to be noted that the communication device 100 may be a portable device, or a desktop

computer having a display screen and a camera.

At step 311, the user 302 uses the communication device 100 to request for
registration. The request is sent through the mobile application 108 to the application

server 104 at step 312 through a communication network, such as Internet.

At step 314, the application server 104 reverts with a registration form on a web
browser on the communication device 100 to acquire necessary details from the user 302.
The registration form can be presented in a HTML form on a web browser and display on
the communication device 100 to user 302 at step 313. The details may include user
personal particulars, registration number of the user communication device 101,
specifications of the user portable communication device 101 or other associated or

required information therefor.

At step 315, the user 302 enters all the required details on the form displayed on

the communication device 100, and submits to the application server 104 at step 316.

At step 318, the application server 104 creates a user profile based on the details
provided by the user. The user profile includes a user ID, among other information. The
user ID may include the user’s name, user’s email address or registration number of the user

communication device (such as IMEI, IMSI, and MSISDN}).

At step 320, the application server 104 forwards the user ID to the authentication

server 106 for user registration.
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At step 322, the Authentication Server 106 generates a user secret key and
associates the user secret key with the user ID. The user secret key is generated through
applying cyptography function on a random data. The user ID and the associated user

secret key are stored in the credential database 138 of the authentication server 106.

At step 324, the authentication server 106 sends the user secret key 208 to the
application server 104. At step 326, the user secret key is being encrypted at the application
server 104 through pre-arranged encryption key. Any open or proprietary encryptions may
be used for such encryption, including but not limited to AES (Advanced Encryption

Standard) or DES (Digital Encryption Standard), or any other suitable encryption methods.

At step 328, the application server 104 delivers the encrypted user secret key to the
user trusted mobile application 108 on the user portable communication device 101 via
Short Message Service (SMS) as an activation SMS for validation of authentication process.
This process is provided for establishing the ownership of the communication device 100.
As illustrated above, the trusted mobile application 108 is deployed as means for facilitating
the authorization. It is adapted to receive the activation SMS, which allows the mobile
application 108 to process the activation SMS. While processing the activation SMS, the
mobile application 108 verifies the source of the SMS and the decrypts contents of the
activation SMS. Specifically, the secret key will be recovered from the activation SMS and
stored on the mobile device in a secured formed. The secret key may be protected for
recovering therefrom through any one or more of the user password, device serialization

and sensor input.

It is well known in the art that although the secret key stored on the key database is

encrypted before sending to the device, user may opt for additional protection to secure the
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secret key on the device. One of the most common protections is user password and
pattern lock. In addition to the password, the mobile application may utilize some of the
unique identities assigned to the device for protecting the secret key. These unique
identities include a device serial number, Wi-Fi MAC address, and other unique number
available to the device. Further, the device may also facilitate sensor for acquiring biometric
of the user for protecting the secret key. These biometric may include audio, fingerprint,

and etc.

At step 331, the user is notified and at step 332, the user 302 clicks on the trusted
mobile application 108 on the user portable communication device 101, and at step 334 the
user communication device 101 generates a first credential (C1) by applying cryptographic
techniques on the secret key and some input factors, such as time location, etc. The first
credential C1 is then encoded to a 2-dimensional (2D) barcode as a security token. The
barcode encoder 112 of the mobile application 118 is responsible for encoding the relevant
information to the 2D barcode format. The barcode security token generated is then
forwarded to the application server 104 using communication device 100 via visual channel

103 at step 336. At step 337, the barcode is decoded.

At step 338, the application server 104 receives and decodes the 2D barcode
security token to recover the User ID and user credentials C1. At step 340, the user ID along
with user credentials C1 are pushed to the authentication server 106 for credential

authentication.

At step 342, once the first user credentials C1 reach the authentication server 106
then the authentication server 106 looks up for the relevant user information by using the

user ID. The authentication server 106 searches in its credential database 138 and retrieve
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the user information stored in its database. At step 344, the authentication server then
generates a second user credential (C2) based on the user secret key for comparing the first
user credentials C1. The secret key is processed with certain required factors, such as time,
location and etc. to generate another credential for comparing with that in the one encoded

in the barcode.

Once they are matched, at step 346, the authentication server 106 informed the
application server 104 of the authentication status. At step 348, application server 104
activates the user account and confirmation is sent to the communication device 100 and in
turn the user 302. User may then use the communication device 100 to carry out

authentication accordingly at step 350.

The cryptographic or encryption/decryption techniques used may be, but not limited

to, hashing, symmetric and asymmetric cryptography.

FIG. 4 illustrates an authentication process as the registered user 306 is accessing a
secured website throught the application server 104 in accordance with an embodiment of

the present invention.

At step 411, the user 302 requests to access the secured website through the user
communication device 100. At step 412, the communication device 100 connects to send
the request to the application server 104, which in some case, can be a proxy server for
handing authentication. The application server 104 returns with a HTML pages at step 414
to request for user login credentials, the registered user ID and credential. At step 415, the
login page is displayed to the user 302. The user 302 clicks the mobile application 108 to

initiate the login process at step 416. At step 418, the mobile application 108 installed on
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the user communication device 101 is used to generate a user credential based on user
secret key and input factor such as time, location and etc. and applies with cryptographic

function to encode the same into barcode as a security token.

At step 420, the user communication device 100 captures or scans the barcode from
the user communication device 101 via visual channel or any out-of-band channel, and send
to the application server 104. At step 422, the application server 104 received the decoded
barcoded. At step 424, the application server 104 lookup for the corresponding user profile
based on the recovered a first user credentials (C1). Once the user profile is identified, at
step 426, the user ID and credentials are sent to the authentication server 106 for credential

validation.

At step 428, once the first user credentials (C1) reach the authentication server 106,
the authentication server 106 looks up for the relevant user information. The authentication
server 106 searches in its credential database 138 and retrieve the user information stored
in its database. The authentication server 106 then generates the user secret key. The
secret key is then processed with certainly required factors, such as time, location and etc.
to generate another credential (C2) for comparing with that in the one encoded in the

barcode.

Once they are matched, at step 432, the authentication server 106 informed the
application server 104 of the authentication status. At step 434, application server 104
complete the authentication process and allowing the user to access the secured website,
only when authentication server return a status of validation and comparison result
showing both credentials are identical. At step 436, the user 302 is authenticated and allow

to access.
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It is well understood to a skilled person that the authentication method of the
present invention may adapt any type of barcode that is designed so that reading and
decoding is feasible and efficient using the built-in camera 202 and the computer power
available in a portable communication device 100. Examples of barcode may include Data

matrix, QR code, Sema code or may other codes available.

The exemplary architecture 500 of the application server 104 and the
authentication server 106 is as shown in FIG. 5. The application server 104 and the
authentication server 106 include processor(s) 502, Input - Qutput circuitry 504, computer
readable media, such as, but not limited to, memory 506, and network interface (not
shown). The application server 104 and the authentication server 106 may be connected to
the portable communication device 100 via communication network 102. The computer
readable media 506 stores application program modules 508 and data 510. Application
program modules 508 contain instructions, which when executed by processor({s) 502, cause

the processor(s) 502 to perform actions of a method described herein in FIG. 3 and FIG. 4.

The method described above with reference to FIG. 3 and FIG. 4 may be embodied
on a computer program comprising computer programming codes for performing the
server-side parts of the method when the computer program code is executed by a
processor 502, for instance embodied in any of the application server 104 and the
authentication server 106 in FIG. 1. The method may also be embodied as executable
instructions on a computer readable medium having stored there on a computer program
comprising computer program code for performing the method when the computer
program code is executed by a processor 502. Again the processor 502 may, for instance, be

embodied in any of the servers 104 or 106 as shown in FIG. 1. The computer readable
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medium may, for instance, be memory 506 or any another plausible medium including, but
not limited to, an optical disc (e.g. CD or DVD}, a portable semiconductor memory {e.g. USB

stick), a magnetic disc, or a file server accessible in a computer network such as the Internet.

Furthermore, the method described above with reference to FIG. 3 and FIG. 4 may
also be embodied as a computer program, also known as app, comprising computer
program code for performing the portabie communication device 100 parts of the method
when the computer program code is executed by a processor on the portable
communication device 100. The method may also be embodied as a computer readable
medium having stored there on a computer program comprising computer program code
for performing the method when the computer program code is executed by a processor in
the portable communication device 100. The computer readable medium may be any
plausible medium including, but not limited 1o, an optical disc CD or DVD, a portable semi-
conductor memory USB stick, a magnetic disc, or a file server accessible in a computer

network such as the Internet.

The user device 100 on the other hand is equipped with a barcode scanner, which
can be integrated or externally attached as an input peripheral, for capturing the barcode
for carrying out the authentication. In one embodiment, the barcode is presented or
outputted on a display unit of a separate device, which is also adapted to operationally

communicate with the application server 104.

In another embodiment, the barcode can be sent to the device seeking for the
authentication itself, and once the barcode is received, the device seeking for the
authentication may process the acquired barcode on the mobile application 108 as defined

above,
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In yet a further alternative, the barcode can be printed out in a physical medium,
whereby the barcode can be scanned through the user device 100 to perform the

authentication as described above.

The foregoing description of the specific embodiments will fully reveal the general
nature of the embodiments herein that others can, by applying current knowledge, readily
modify and/or adapt for various applications such specific embodiments without departing
from the generic concept, and, therefore, such adaptations and modifications should and
are intended to be comprehended within the meaning and range of equivalents of the
disclosed embodiments. It is to be understood that the phraseology or terminology
employed herein is for the purpose of description and not of limitation. Therefore, while the
embodiments herein have been described in terms of preferred embodiments, those skilled
in the art will recognize that the embodiments herein can be practiced with modification

within the spirit and scope of the appended claims.

Although the embodiments herein are described with various specific embodiments,
it will be obvious for a person skilled in the art to practice the disclosure with modifications.
It is to be noted that invention is not limited to one communication device or one user, but
can authenticate multiple users at one period of time. However, all such modifications are

deemed to be within the scope of the claims.
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Claims:

1. A method for mutually authenticating a user through a communication device to

access a secured website, the method comprising:

registering the user with user profile and a registration number of the communication

device with the authentication system;

requesting access to the secured website through the authentication system with the

communication device;

rendering a barcode as a security token, the barcode containing user credentials is

encoded based on a user secret key;

sending the barcode to the authentication system for decoding the user credential

provided by the user upon requesting access; and

comparing the user credential provided by the user against a corresponding user

credential stored on the authentication system.

2.  The method of claim 1, wherein a barcode is generated on the user communication
device (101) to request for authorization and another barcode is generated on the

authentication system for matching the user credentials.

3. The method of claim 1, further comprises scanning the barcode through the user

communication device (101) via a visual channel.

4. The method of claim 3, wherein scanninng the barcode comprises displaying the
barcode on another communication device, wherein the barcode is rendered on a mobile

application (108) deployed on the another communication device, and the barcode is
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rendered based on the user secret key and the barcode include the user credentials sent

from the authentication system.

5.  The method of claim 1, wherein the barcode is use as the security token for authenting

user registration and user access.

6.  An authentication system for mutually authenticating a user through a communication

device, the authentication system comprising:

an application server (104) in communication with the user portable communication
device (101), the application server (104) has a database of user profiles that includes a user

ID and a registration number of the user portable communication device (101),

an authentication server (106) for rendering a barcode encoded with a secret key that

based on the user profiles;

a mobile application (108) for deploying on the user portable communication device,
wherein the mobile application {108) operable to communicate with the application server

(104) to facilitate user authentication;

wherein the system operationally authenticates the user through matching the user
credential decoded from the barcode against a corresponding user credential stored on the

authentication server (106).

7.  The system according to claim 6, wherein the visual channel includes optical means for

acquiring the barcode.

8. The system according to claim 6, wherein the barcode is displayed on another

communication device device, wherein the barcode is rendered on a mobile application
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(108) deployed on the another communication device, and the barcode is rendered based
on the user secret key, and the barcode include the user credentials sent from the

authentication server (106).
9.  The system according to claim 6, wherein the barcode is a matrix barcode.

10. The system according to claim 6, wherein the barcode is a two-dimensional barcode,

which include either planar or linear form barcode.
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