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1
SUPPORT SYSTEM AND A METHOD OF
GENERATING AND USING FUNCTIONAL
SAFETY DATA FOR AN ELECTRONIC
COMPONENT

FIELD OF THE INVENTION

The present invention relates to a design support system
and a method of generating and using functional safety data
for an electronic component, such as microcontroller or
application specific integrated circuit (ASIC), electronic
system or other electronic apparatus.

BACKGROUND

Many systems are required to comply with safety stan-
dards. For example, automotive electric and electronic sys-
tems are required to comply with the ISO 26262 standard.

Usually analysis of a system is done in the context of a
specific application being considered and, in the automotive
sector, examples of applications include adaptive cruise
control, airbag and braking.

Application analysis is conducted to understand a given
application and to identify system components, how the
components interact and how each component is used.
Design partitioning is used to break down each hardware
component into parts. If necessary, parts can be broken down
further into sub-parts to aid the analysis. Fault probabilistic
characterisation is carried out to identify plausible faults for
each part or sub-part. Fault impact analysis is then per-
formed to analyse the impact of each fault on the applica-
tion. Safety mechanisms analysis is then conducted to deter-
mine how safety mechanism(s) cover significant faults.
Finally, fault coverage analysis is carried out to determine
the coverage offered by a given safety mechanism. This
results in a set of parameters for each system for the
application.

The steps depend on the application under consideration.
Thus, if the application changes, then the design may need
to be re-partitioned considering, for example, a different
level of sub-parts and a new set of plausible faults are
identified. The impact of each fault, analysis of safety
mechanisms and the coverage of safety mechanisms may
also need to be re-assessed.

Microcontroller units (MCUs) and application specific
integrated circuits (ASICs) are widely used in automotive-
related applications.

EP 1980964 A1 describes a method of performing failure
mode and effects analysis (FMEA) on integrated circuits.
The method includes preparing a FMEA database which
includes FMEA statistics and computing FMEA results
using the FMEA database. However, the FMEA statistics are
specific to a particular usage. Thus, if the usage changes,
then a new set of FMEA statistics is prepared. This tends to
be inefficient for MCUs.

SUMMARY

According to a first aspect of the present invention there
is provided a method of generating functional safety data
relating to functional safety of an electronic apparatus, such
as a MCUs, ASICs and other complex electronic compo-
nents, comprising a plurality of elements, such as a central
processing unit digital standard cell block and macros. The
method comprises receiving configuration data which
includes fault-related data and analysis-related data, receiv-
ing fault impact analysis data comprising data indicative of
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impact of one or more faults on an output of each element
and receiving fault coverage analysis data comprising data
indicative of an extent to which each element is covered by
safety mechanism(s). The method comprises generating
functional safety data using the configuration data, the fault
impact analysis data and the fault coverage analysis data and
storing a report including the configuration data, the fault
impact analysis data, the fault coverage analysis data and the
functional safety data.

This can help to simplify analysis and, thus, design of an
electronic component or electronic system which includes a
plurality of electronic components.

The impact may be an assumed or proposed impact, for
example, provided by an electronic component developer.
However, the impact may be modified, for example, by a
customer. The fault impact data may be application-inde-
pendent fault impact data.

Receiving the fault impact analysis data may comprise
generating the fault impact analysis data. Generating the
fault impact analysis data may comprise receiving a fault
impact analysis fault list comprising a list of faults affecting
elements and, for each fault, respective fault category data
indicative of a category of fault and combining the fault
category data of one or more sub-parts to obtain, for a part
which comprises the one or more sub-parts, the data indica-
tive of the impact of the one or more faults on the output of
the element which is the part. The list of faults may comprise
a plurality of names of element-specific faults, each name
having a hierarchical name structure.

Receiving the fault coverage analysis data may comprise
generating the fault coverage analysis data. Generating the
fault coverage analysis data may comprise receiving a fault
coverage analysis fault list comprising a list of faults and, for
each fault, respective safety mechanism data for one or more
safety mechanisms, wherein safety mechanism data for a
given safety mechanism includes data indicating how the
safety mechanism covers the fault and combining the safety
mechanism data to obtain the data indicative of the extent to
which each element is covered by the safety mechanism(s).

Generating the functional safety data may comprise gen-
erating lambda values and/or hardware metric values and/or
probabilistic metric for random hardware failure values
according to ISO 26262 standard.

The method may further comprise customising the report.
The method may include retrieving the report, modifying the
configuration data, the fault impact analysis data and/or fault
coverage analysis data, generating modified functional
safety data and storing a modified report including the
modified configuration data, the modified fault impact
analysis data and/or modified fault coverage analysis data,
and the modified functional safety data.

According to a second aspect of the present invention
there is provided a method of generating new functional
safety data for a design of an electronic component which
comprises a plurality of elements, i.e. customising a report.
The method comprises receiving a report comprising con-
figuration data which includes fault-related data and analy-
sis-related data, fault impact analysis data comprising data
indicative of impact of one or more faults on an output of
each element, fault coverage analysis data comprising data
indicative of an extent to which each element is covered by
safety mechanism(s) and functional safety data generated
using the configuration data, the fault impact analysis data
and/or fault coverage analysis data. Customising the report
comprises modifying the configuration data, the fault impact
analysis data and/or fault coverage analysis data, generating
modified functional safety data using modified configuration
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data, modified fault impact analysis data and/or modified
fault coverage analysis data and storing a modified report
including the modified configuration data, the modified fault
impact analysis data and/or the modified fault coverage
analysis data, and the modified functional safety data.

A customisable analysis report can help a developer or
their customer to carry out “what if”” analysis which can lead
to a better design for the electronic component.

The electronic component may be an integrated circuit.
For example, the integrated circuit may be a microcontroller.
The microcontroller may be a microcontroller configured to
be used in a vehicle chassis application. For instance, the
microcontroller may include a FlexRay communication con-
troller. The integrated circuit may be an application specific
integrated circuit (ASIC).

According to a third aspect of the present invention there
is provided a method of designing an electronic component.
The method includes preparing a design of the electronic
component, generating functional safety data for the first
design of the electronic apparatus, and preparing a revised
design of the electronic apparatus in dependence upon the
functional safety data.

According to a fourth aspect of the present invention there
is provided a method of fabricating an electronic compo-
nent. The method comprises designing an electronic com-
ponent and fabricating the electronic component according
to the revised design.

According to a fifth aspect of the present invention there
is provided a computer program which, when executed by
data processing apparatus, causes the data processing appa-
ratus to perform the method.

According to a sixth aspect of the present invention there
is provided a computer program product, for example a
non-transitory, comprising a computer-readable medium
storing the computer program.

According to a seventh aspect of the present invention
there is provided a design support system which includes
data processing apparatus comprising at least one processor
and at least one set of memory. The at least one processor is
configured to perform the method.

According to an eighth aspect of the present invention
there is provided a database storing a report which includes
configuration data which includes fault-related data and
analysis-related data, fault impact analysis data comprising
data indicative of impact of one or more faults on an output
of each element, fault coverage analysis data comprising
data indicative of an extent to which each element is covered
by safety mechanism(s), and functional safety data gener-
ated using the configuration data, the fault impact analysis
data and the fault coverage analysis data.

According to a ninth aspect of the present invention there
is provided an electronic apparatus fabricated by the method
of fabrication.

BRIEF DESCRIPTION OF THE DRAWINGS

Certain embodiments of the present invention will now be
described, by way of example, with reference to the accom-
panying drawings, in which:

FIG. 1 is a schematic block diagram of a design support
system including a safety database which stores a custom-
isable analysis report;

FIG. 1a illustrates fault impact analysis data;

FIG. 15 illustrates fault coverage analysis data;

FIG. 2 is a schematic block diagram of a developer safety
analysis system;
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FIG. 3 is a schematic block diagram of a customer safety
analysis system;

FIG. 4 is a schematic block diagram of a computer
system,

FIG. 5 is a design support process flow diagram;

FIG. 6 is a schematic block diagram of a design of an
electronic component;

FIG. 7 illustrates a design partitioning process;

FIG. 8 illustrates a list of parts;

FIG. 9 illustrates a list of sub-parts;

FIG. 10 illustrates a fault probabilistic characterisation
process;

FIG. 11 is a schematic diagram of configuration data;

FIG. 12 is a schematic diagram of element characterisa-
tion data;

FIG. 13 is a schematic block diagram of a fault impact
analysis module;

FIG. 14 illustrates a fault impact analysis process;

FIG. 14a illustrates a fault impact analysis sub-process;

FIG. 15 illustrates fault impact data;

FIG. 16 illustrates fault impact data showing hierarchical
naming structure;

FIG. 17 illustrates a safety mechanism analysis process;

FIG. 18 illustrates safety mechanism analysis data;

FIG. 19 is a schematic block diagram of a fault coverage
analysis module;

FIG. 20 illustrates a fault coverage analysis process;

FIG. 20a illustrates a fault coverage analysis sub-process;

FIG. 21 illustrates fault coverage analysis data;

FIG. 22 illustrates a first part of a customisable analysis
report;

FIG. 23 illustrates a lambda values generation process;

FIG. 24 illustrates a second part of a customisable analy-
sis report;

FIG. 25 is a flow diagram of a method of updating a
customisable analysis report;

FIG. 26 is a flow diagram of a method of fabricating an
electronic component; and

FIG. 27 is a schematic block diagram of an electronic
component.

DETAILED DESCRIPTION OF CERTAIN
EMBODIMENTS

Design Support System 1

Referring to FIG. 1, a design support system 1 for
generating functional safety data for an electronic compo-
nent, such as a microcontroller, is shown.

The design support system 1 includes a developer safety
analysis system 2, a customer safety analysis system 3 and
a shared database 4 that stores safety data including a
customisable analysis report 6 and fault lists 7 which are
used to prepare the customisable analysis report 6.

The customisable analysis report 6 includes analysis
configuration data 8, an analysis report 9, a part-level
analysis report 10 and a safety mechanism report 11. The
analysis report 9 includes fault impact analysis data 12, fault
coverage analysis data 13, lambda values 14 and hardware
metric values and probabilistic metric for random hardware
failure (PMHF) values 15. The part-level analysis report 10
includes a list of elements 16, element characterisation data
17 and fault dependent analysis 18. As shown in FIG. 1, the
fault dependent analysis 18 comprises fault impact analysis
data 12 and fault coverage analysis data 13. The fault lists 7
include a fault impact analysis fault list 19 and a fault
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coverage analysis fault list 20. The customisable analysis
report 6 and/or fault lists 7 may be stored in the forms of a
set of tables.

The fault impact analysis data 12 and fault coverage
analysis data 13 need not be included in the analysis report
9. Likewise, the fault impact analysis data 12 and fault
coverage analysis data 13 need not be included in the
part-level analysis report 10.

The fault impact analysis data 12 and fault coverage
analysis data 13 can be stored separately from the analysis
report 9 and/or part-level analysis report 10. The fault
impact analysis data 12 and fault coverage analysis data 13
can be duplicated (e.g. by mirroring) and stored in one of or
both the analysis report 9 and/or part-level analysis report
10.

The design support system 1 also includes a set of
developer databases 21, 22, 23.

As will be explained in more detail later, a developer can
generate the customisable analysis report 6 when designing
an electronic component, such as a microcontroller. The
developer and/or the customer may change the analysis
configuration data 8, fault impact analysis data 12 and fault
coverage 13 and inspect the effect of doing so on the lambda
values 14 and hardware metric values and PMHF values 15.

Referring also to FIG. 14, the fault impact analysis data 12
may comprise assumed (or “reference”) fault impact analy-
sis data 12, typically provided by or generated by the
developer, which gives conservative values of fault impact.
The customer may change (for example, by replacing) some
or all of the reference fault impact data 12 ;, with revised (or
“predicted”) fault impact data 125 and/or add revised fault
impact data 12.

Referring also to FIG. 14, the fault coverage analysis data
13 may comprise assumed (or “reference”) fault coverage
analysis data 13, again typically provided or generated by
the developer, which gives conservative values of fault
coverage. The customer may change some or all of the
reference fault coverage analysis data 13, with (or “pre-
dicted”) fault coverage analysis data 13 and/or add revised
fault coverage analysis data 13.

Some parts of the customisable analysis report 6 may be
visible to the developer, but not the customer. Some parts of
the customisable analysis report 6 may be visible, but not
changeable by the customer. Some parts of the customisable
analysis report 6 may be changeable by the customer, but the
customer may be limited to making changes to values lying
in ranges or having specific values specified by the devel-
oper. Limiting the customisable analysis report 6 in one or
more of these ways can help to prevent the customer from
making unexpected or invalid changes.

The design support system 1 may take the form of a
database and a database management system. The custom-
isable analysis report 6 may be stored in the form of
spreadsheets and text files.

FIG. 2 illustrates the developer side of the design support
system 1 in more detail.

Referring to FIG. 2, the design support system 1 includes
a set of developer databases 21, 22, 23 including a design
database 21, a fault list database 22 and an assumptions
database 23. The design database 21 stores a description 24
of a design of an electronic component, for example in the
form of a pre-layout, gate level net list which includes size
information. However, the description 24 may include addi-
tional information about layout, such as distance between
logic blocks. Layout information may be used to identify
bridge faults. The description 24 may include information at
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a higher or lower level of abstraction. The description 24
may include information from more than one level of
abstraction.

The fault list database 22 stores a list of possible faults 25.
The fault list 25 may take the form of a table, for example
in a spreadsheet or text file, listing possible faults, such as
“stuck at 0” or “stuck at 1”.

The assumptions database 23 stores assumptions 26 about
how the electronic component will be used. The assumptions
26 may take the form of a table, for example a spreadsheet
or text file, listing assumptions, such as “Assumption 1:
System is using an external watchdog that will generate a
reset if not cleared every 10 milliseconds”.

The developer safety analysis system 2 includes modules
27, 27, 29, 30, 30, 32 for generating the customisable
analysis report 6. The developer safety analysis system 2
includes a design partitioning module 27, a fault probabi-
listic characterisation module 28, a fault impact analysis
module 29, a safety mechanism analysis module 30, a fault
coverage analysis module 31 and a safety parameter gen-
eration module 32.

Operation of the modules 27, 28, 29, 30, 31, 32 will be
described in more detail later.

FIG. 3 illustrates the customer side of the design support
system 1 in more detail.

Referring to FIG. 3, the customer safety analysis system
3 includes a report interfacing module 33 and, optionally, a
parameter generation module 34. The customer safety analy-
sis system 3 may accesses customer databases(s) 35. The
customer safety analysis system 3 may include one or more
modules 27, 28, 29, 30, 31, 32 which are the same or similar
to those of the developer safety analysis system 2. In some
examples, the customer safety analysis system 3 may mirror
the developer safety analysis system 2 and so include the
same modules 27, 28, 29, 30, 31, 32 for generating the
customisable analysis report 6.

Referring to FIG. 4, the developer safety analysis system
2 may be implemented in a distributed system comprising a
plurality of networked computer systems 36.

Each computer system 36 includes at least one processing
core 37, memory 38 and input/output interface 39 intercon-
nected by a bus system 40. The computer system 36 includes
local storage 41 which stores design support software 42 for
implementing one or more of the modules 27, 28, 29, 30, 39,
32. However, the design support software 42 can be stored
on an application server (not shown). The computer system
36 also includes user input devices 43 (such as keyboards
and/or pointing device(s)), one or more displays 44 and a
network interface 45. The network interface 45 provides a
connection to other computer systems 36 and to one or more
of the databases 4, 21, 22, 23. The customer safety analysis
system 3 can be implemented in the same or a similar
system.

The design support system 1 allows a developer and
customer to collaborate during development of an electronic
component. Using the system 1 and the processes described
herein, a systematic approach can be followed to quantify
the safety capabilities of an electronic component and assess
its development. The design support system 1 can speed up
process of designing the electronic component.

Overview of Safety Analysis

Referring to FIGS. 1, 5 and 6, an overall approach to
analysing functional safety capabilities of an electronic
component is shown. Herein, the example of a microcon-
troller will be used. However, the approach may be applied
to other types of integrated circuits such as system-on-a-chip
(SoC), memory, application-specific integrated circuit
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(ASIC), analog IC, mixed signal IC and power IC, as well
as other electronic components. The approach may be
applied to electronic systems which comprise a plurality of
electronic components.

A design 51 for an electronic component, in this example
a microcontroller, is prepared (step S1).

The design 51 is partitioned to define elements 52 which
include parts 52,, such as CPU cores, embedded memory
and communication units, and sub-parts 52, such as macros
and digital standard cell blocks (step S2).

Once the eclements 52 have been identified, physical
defects with the potential to affect each element 52 are
identified and each element 52 is characterised by allocating
a failure rate, measured in units of failures in time (FIT)
(which is the number of failures expected per 10° device-
hours of operation), to the element 52, by assigning one or
more fault models to the element 52 and, if there is more
than one fault model, by assigning a distribution of a failure
rate between the different fault models (step S3).

Safety mechanisms, such as self-checking logic or loop
back logic, embedded in the microcontroller or which are
assumed to be outside the microcontroller, are identified and
their properties are investigated (step S4). As will be
explained in more detail later, a safety mechanism can be
implemented fully in hardware, fully in software or using
both hardware and software, or be provided outside the
microcontroller. Once the safety mechanisms have been
identified, the overall effectiveness of safety mechanisms is
determined (step S5).

Independent of any consideration of safety mechanisms,
the impact of faults on elements 52 is determined (step S6).
As will be explained in more detail later, assumptions about
the usage of the microcontroller can be made.

Once fault coverage and fault impact have been evaluated,
fault classification is undertaken which yields failure rates
and hardware metrics for the microcontroller (step S7).

The results 14, 15 are output in a report 6 and stored in the
safety database 4. As will be described in more detail later,
the report 6 is customisable. The developer and/or customer
can change input parameters to see how the results 14, 15
change.

Probability of safety goal violations due to random hard-
ware failures can be evaluated (step S8). A check can be
made of results compliance against quantitative targets (step
S9). This includes checking hardware metrics values and
probabilistic metric for random hardware failure (PMHF)/
cut-set methods against defined targets to check for plausi-
bility and compliance. Interaction between on-chip modules
can be analysed (step S10).

A review of the safety analysis, hardware metric values
and PMHF/cut-set results is made (step S11). The design
may be updated (step S1) and the process repeated until a
satisfactory design is realized.

Steps S2 to S8 will now be described in more detail.

Design Partitioning

Referring to FIGS. 1, 6 and 7, the microcontroller design
51 is partitioned to define the elements 52 which include
parts 52, and sub-parts 52,.

Firstly, the microcontroller design 51 is divided into a
plurality of parts 52, which serve different functions.

A part 52, can fall into one of several groups or “classes”,
such as a processing unit, non-volatile memory, volatile
memory, data transfer unit, system control unit, interface
unit, time unit, communication unit, a safety unit and a
debugging and test unit.

A processing unit may take the form of a CPU core, a
co-processor, memory management unit, cache controller or
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interrupt controller. Non-volatile memory may take the form
of Flash memory. Volatile memory may take the form of
embedded SRAM. A data transfer unit may be a DMA
Controller, internal/external bus controller or arbiter. A
system control unit may take the form of a power manage-
ment unit, clock control, voltage control. An interface unit
may take the form of an I/O ports, an analog-to-digital
converter or a digital-to-analog converter. A time unit may
take the form of a timer unit or internal watch-dog. A
communication unit may take the form of a FlexRay unit, a
CAN unit, a SPI unit, a UART unit, an 12C unit, or Ethernet
unit. A safety unit may take the form of an embedded watch
dog or memory protection unit. A debugging and testing unit
may comprise a user debug control and hardware for mass
production testing.

Secondly, each part 52, is split into one or more sub-parts
52,. A sub-part 52, is the lowest hierarchical level that is
analyzed. A sub-part 52, can be a macro or a set of macros,
or a block of digital standard cells. A macro is an imple-
mentation of a circuit function and the circuit may be digital,
analog or mixed signal. The sub-part 52, can be part of a
circuit, a circuit or a group of circuits.

As shown in FIG. 7, design partitioning results in a list 16
of elements 52 (herein referred to as “element list™) (step
S2). The element list 16 may be split into two lists 16,, 16,
including a first list 16, for parts 52, (“part list 16,”) and a
second list 16, for sub-parts 52, (“sub-part list 16,”).

A hierarchical naming scheme can be used to name the
elements 52. For example, a part 52, may be labelled
“part_name”, such as “cvm” or “cpu”, and a sub-part 52,
may be named “part_name.sub-part_name”, such as “cvm-
.mux” or “cpu.cpl”. A part 52, may be divided and sub-
divided (i.e. into intermediate parts) to reach sub-parts 52,.
Thus, three or more hierarchical levels may be defined. For
example, a part 52, labelled “cmv” may include sub-parts
52, labelled “cvm.vce.outl”, “cvm.vce.out2” and “cvm.ve-
c.out3”.

Referring also to FIG. 8, the part list 16, includes a set of
entries 53a (shown as rows). Each entry 53a includes a first
field 54a containing an element identifier (ID) identifying
the part 52, and a second field 554 contains an element name
for the part 52,.

Referring also to FIG. 9, the sub-part list 16, may include,
for example, a set of entries 535, each entry 535 including
a first field 545 containing an element identifier (ID) iden-
tifying the sub-part 52,, a second field 556 containing an
element name for the sub-part 52, and a third field 56
containing a part identifier (IDP) linking the sub-part to the
parent part.

Parts in the part list 16, can also be included in the
sub-part list 16,. For example, the element ‘Part2’ in the part
list 16, may be ‘cpu’ and have element identifier ‘2’. The
element ‘Element2’ in sub-part list 16, may be ‘cpu’. The
element ‘Element3’ in the sub-part list 16, may be ‘alu’
which is a sub-part of the cpu. Both elements share the same
part identifier 56, but are allocated different element iden-
tifiers 545 in sub-part list 16,.

The sub-part list 16, is used for generating functional
safety data. The part list 16, can be used, for example, to
prepare the sub-part list 16, and/or to prepare a high-level
summary. The part list 16, can be omitted. The part list 16,
and sub-part list 16, are stored as separate tables.

The element list 16 is stored in the safety database 4 in the
part-level analysis report 10. However, some or all of the
element list 16 can be stored in other parts of the custom-
isable analysis report 6. The element list 16 can also be
stored separately outside the customisable analysis report 6.
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Fault Probabilistic Characterisation

The primary aim of fault probabilistic characterisation is
to help to determine a failure rate for an element 52 (FIG. 6)
which may be attributed to one or more types of fault which
are described by respective fault models. Examples of faults
include, for instance, a stuck-at fault, a bridging fault, an
open fault and a delay fault.

Referring to FIG. 10, configuration data 8 and a partially-
completed part-level analysis report 10 containing the list of
elements 16 are supplied to the fault probabilistic charac-
terisation module 28 (FIG. 2) (step S3). Under user instruc-
tion, information about fault models and failure rates are
extracted from the configuration data 8 and assigned to
elements 52 (FIG. 6) by populating the part-level analysis
report 10 with element characterisation data 17.

The configuration data 8 is generally divided into two
sections, namely declaration and values sections. The dec-
laration section includes a set of fields containing attributes
including configuration class (such as “FC”), configuration
item (i.e. a code or nickname used to refer to a parameter
value during analysis, such as “failure_rate_digital”) and a
description of the configuration class. The values section
includes a set of fields including a first field containing a
value of the configuration item (which may be a numerical
value or text) and, optionally, one or more additional fields
containing additional values of configuration items.

Other sets of data, including the analysis report 9 and the
part-level analysis report 10, are arranged in the same way.
Each set of data is divided into two or more sections, each
section containing at least one field storing values of at one
attribute.

FIG. 11 shows the configuration data 8 in more detail.

Referring to FIG. 11, the configuration data 8 is divided
into several sections 8, 8,, 8; using the configuration class
field (not shown). For clarity, each section 8,, 8,, 8, of the
configuration data 8 is shown in a different table.

The first section 8, of the configuration data 8 includes a
set of entries 58 (in FIG. 11 shown as rows) containing
information about failure rates. Each entry 58 include a first
attribute field 59 containing the name of a failure rate
characteristic, a second attribute field 60 containing a value
of failure rate and a third attribute field 61 containing the
unit of the failure rate characteristic (for example pum?).
Characteristic values can be obtained from handbooks and
sources such as IEC 62380 or Siemens SN 29500, or
reliability tests undertaken by or on behalf of the developer.
The first section 8, of the configuration data 8 can assign a
failure value per unit area, per unit number of gates or per
unit number of bits. As will be explained in more detail later,
a developer can provide a set of predefined failure rate
characteristics and failure rate values. However, the devel-
oper and/or customer can add new or change failure rate
characteristics and can add and/or change failure rate values.

The second part 8, of the configuration data 8 includes a
set of entries 62 providing fault characterisation informa-
tion. Each entry 62 includes a first attribute field 63 con-
taining a fault characterisation name and n-pairs of attribute
fields 64, 65,, 64,, 65,, 645, 65;, 64,,, 65, containing fault
model attributes. Only four pairs of fields are shown. For
each fault model, a pair of fields 64,, 65,, 64,, 65,, 645, 65;,
64, 65, includes a field 64,, 64,, 64, 64, , containing a fault
model name and a field 65,, 65, 655, 65, containing a value
of fault model distribution expressed as a percentage. For a
given fault characteristic, the distributions add up to 100%.

The third part 8, of the configuration data 8 includes a set
of entries 66 defining analysis parameters. Each entry 66
includes a first attribute field 67 containing the name of
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parameter 67 (such as fault tolerant time interval), a second
attribute field 68 containing a value of the parameter value
and a third attribute field 69 containing the unit of the
parameter (for example, seconds).

As shown in FIG. 10, fault probabilistic characterisation
results in element characterisation data 17.

FIG. 12 shows element characterisation data 17 in more
detail.

Referring to FIG. 12, the element characterisation data 17
includes a set of entries 70, each entry 70 including a first
attribute field 71 containing an element identifier (ID) and a
second attribute field 72 containing an element name, a third
attribute field 73 containing an indicator marking whether or
not a part is relevant to safety, a fourth attribute field 74
containing a fault characterisation name and a fifth attribute
field 75 containing a failure rate characteristic name.

The element characterisation data 17 can also include size
information relating to the element.

The element characterisation data 17 is stored in the
safety database 4 (FIG. 1) as a section in the part-level
analysis report 10.

Fault Impact Analysis

The main aim of fault impact analysis is to determine the
impact of a fault occurring in an element 52 (FIG. 6).

A fault can fall into one of three categories:

Firstly, a fault may be a direct violation fault (DVF)
which, in the absence of any safety mechanism, has the
potential to violate a safety goal directly. A fault which is
categorized as being a direct violation fault and which is not
covered by a safety mechanism can lead to an ISO 26262
single point fault (SPF) or an ISO 26262 residual fault (RF).

Secondly, a fault may be an indirect violation fault (IVF)
which, only in combination with one or more other faults,
has the potential to violate a safety goal. A fault which is
categorized as being an indirect violation fault can lead to an
ISO 26262 multiple point failure (MPF).

Thirdly, a fault may be a no violation fault (NVF) which,
even in combination with one or more other faults, does not
have the potential to violate a safety goal. A fault which is
categorized as being a no violation fault can be categorised
as an ISO 26262 safe fault (SF).

Fault impact can be determined by the user, for example
by looking at the influence of a fault on control and data
signals transmitted on communication paths, or by a tool.

Referring to FIG. 13, the fault impact analysis module 29
includes a design tool 76, a fault injection tool 77 and a fault
list mapping tool 78.

Referring also to FIG. 14, the design description 24 and
fault list 25 are supplied to the fault impact analysis module
29 and the fault impact analysis fault list 18 and fault impact
analysis data 12 are generated (step S6).

FIG. 15 shows the fault impact analysis fault list 18 in
more detail.

Referring to FIG. 15, the fault impact analysis fault list 18
includes a set of entries 79, each entry 79 includes a first
attribute field 80 containing a fault name (or “path”) and a
set of three attribute fields 81,, 81,, 81, which indicate to
which category the fault belongs, namely whether the fault
is a single point fault, an indirect violation fault or a no
violation fault.

Referring also to FIG. 16, the fault impact analysis fault
list 18 lists paths hierarchically and groups faults according
to element into groups 82. For example, a fault may be
“core.cpu.alu.nodel” where nodes is a node of the arithmetic
logic unit, which is an element of the central processing unit,
which in turn is an element of the core. In another example,
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a fault may be “core.cpu.node7” where node7 is a node of
the central processing unit, which is an element of the core.

The hierarchical path naming structure allows faults for a
particular element 52 (FIG. 6) to be identified and counted.
For example, the number of faults in the central processing
unit can be found by counting the number of instances of
“core.cpu.®” (where * is the rest of the path) and the number
of faults in the arithmetic logic unit can be found by
counting the number of instances of “core.cpu.alu.*” and so
on.

Referring also to FIG. 14a, the fault impact analysis data
12 is extracted by the fault mapping tool 78 from the fault
impact analysis fault list 18. The tool 78 counts how many
faults are in the list 18 for a given element and counts the
number of DVF category faults, the number of IVF category
faults and the number of NVF category faults for the
element. The tool 78 then computes the ratio of the number
of faults for a given category and the total number of faults,
and expresses the ratio as a percentage.

For example, using the fault impact fault list 18 shown in
FIG. 16 (assuming there are no other faults for the central
processing unit), the fault impact analysis data 12 is
extracted with the result that, at the arithmetic logic unit
level, DVF (%)=IVF (%)=NVF (%)=33% (i.e. one fault in
each category and three faults in total) and, at central
processing unit level, DVF (%)=60% and IVF (%)=NVF
(%)=20% (i.e. three faults in DVF category and five faults
in total).

The fault impact analysis fault list 18 is stored in the
safety database 4 (FIG. 1) and the fault impact analysis data
12 are stored in the safety database 4 (FIG. 1) as a section
in the analysis report 9 (FIG. 1).

Safety Mechanism Analysis

The primary aim of safety mechanism analysis is to
identify and analyse safety mechanisms which are embed-
ded in the microcontroller (or other electronic component),
implemented by software and/or be provided by hardware or
software outside the microcontroller.

Referring to FIG. 17, safety mechanism analysis is con-
ducted by the user by inspecting the design 24 and consid-
ering software design 83, identifying whether hardware
logic provides a safety mechanism and, if so, identifying
whether the safety mechanism is implemented fully by the
hardware (software is only used, for example, to enable or
disable the safety mechanism or to read out the result of a
test) (herein referred to as a hardware safety mechanism or
“HW SM”) or whether the safety mechanism is provided in
part by the hardware and in part by software (herein referred
to as a hardware supporting software safety mechanism or
“HW supporting SW SM”) (step S4). For example, in the
case of a hardware safety mechanism, a self test logic may
convert a test value and write the result to a dedicated
register (not shown) and software may read-out the value.
For example, in the case of hardware supporting software
safety mechanism, a loop back mode can be used to identity
faults, but the safety mechanism depends on the type of test
carried by the software.

Once logic has been classified as being a hardware safety
mechanism, the behaviour of the safety mechanism is iden-
tified. Generally, a safety mechanism falls into one of three
classes, namely detection only (“D”), control only (“C”) and
detection and control (“CD”).

A D-class safety mechanism is only able to notify upper
layers (not shown) about the presence of a fault (the upper
layers are responsible to complete implementation of fail-
safe behaviour of the system). A C-class safety mechanism
has the ability to mitigate the effect of the fault within the
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same or lower layers (there is no need for the upper layers
to implement any additional actions to have fail-safe system
assuming proper behaviour of control logic). A CD-class
safety mechanism has the ability to mitigate the effect of the
fault within the same layer or lower layers and additionally
provide notification to upper layers that the fault has
occurred and has been managed.

FIG. 18 shows safety mechanism data report 11 in more
detail.

Referring to FIG. 18, the safety mechanism analysis
report 11 includes a set of entries 84 (in FIG. 18 shown as
rows), one entry 84 for each safety mechanism. Each entry
84 includes a first attribute field 85 containing an identifier
(ID), a second attribute field 86 containing a safety mecha-
nism name, a third attribute field 87 containing the name or
names of primary element(s) which the safety mechanism
has been designed to cover, a fourth attribute field 88
containing the name or names of other element(s) which are
covered by the safety mechanism even if it was not designed
to cover, a fifth attribute field 89 which contains an enable
control, a sixth attribute field 90 which contains the safety
mechanism class, a seventh attribute field 91 which contains
a value of diagnostic test interval (DTI) which is the time
interval between consecutive checks of the safety mecha-
nism on the target element(s) and an eighth attribute field 92
which contains the value of fault reaction time (FRT) which
is the interval between detection of a fault and completion of
reaction to the fault by the safety mechanism or upper layer
(not shown).

The safety mechanism data 11 is stored in the safety
database 4 (FIG. 4).

Fault Coverage Analysis

The main aim of fault coverage is to determine the overall
effectiveness of safety mechanisms against faults affecting
each element 52 (FIG. 6).

Fault coverage can be determined by the user by looking
at the safety mechanism and determining fault coverage for
a given element.

Referring to FIG. 19, the fault coverage analysis module
31 may include a fault injection tool 93 and a fault list
mapping tool 94.

Referring to FIG. 20, fault coverage analysis is conducted
by the user by inspecting the safety mechanism analysis data
n and fault list 25 and determining which faults are covered
by which safety mechanisms (step S5). It is possible for
more than one safety mechanism to act on the same fault. As
well as generating fault coverage analysis fault list 20 and
fault coverage analysis data 13 which identifies all the safety
mechanisms covering each fault, fault coverage analysis
also generates safety mechanism ranking data 95 for each
part. The safety mechanism ranking data 95 lists the safety
mechanism and ranks them according to degree of coverage.

FIG. 21 shows the fault coverage analysis fault list 20 in
more detail.

Referring to FIG. 21, the fault coverage analysis fault list
20 includes a set of entries 96, each entry 96 comprising a
first attribute field 97 containing a fault name and a set of
attribute fields 98,, 99,, 98,, 99,, 98, 99,, 98,, 99, con-
taining information for each safety mechanism 100,, 100,,
100, 100, as to whether it can correct and/or detect a given
fault.

In FIG. 21, only four safety mechanisms are shown.
However, there may be more than four safety mechanisms.

The fault coverage analysis fault list 20 lists paths hier-
archically and groups faults according to element in the
same way as the fault impact analysis fault list 18.
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Referring also to FIG. 20qa, the fault coverage analysis
data 13 is extracted by the fault mapping tool 94 from the
fault coverage analysis fault list 20. Extraction in fault
coverage analysis is carried out a similar way to extraction
performed in fault impact analysis.

The fault coverage analysis fault list 20 and safety mecha-
nism ranking data 95 are stored in the safety database 4
(FIG. 1). The fault model dependent analysis data 13 are
stored in the safety database 4 (FIG. 1) as a section in the
analysis report 9 (FIG. 1). The fault coverage analysis data
13 are stored in the safety database 4 (FIG. 1) as a section
in the analysis report 9 (FIG. 1).

A Values Generation

FIG. 22 shows an element analysis section 9, of the
analysis report 9.

The element analysis section 9, forms part of the custom-
isable analysis report 6 (FIG. 1) and can be inspected by the
developer and/or customer. As shown in FIG. 22, the ele-
ment analysis section 9, can be presented in the form of a
table.

As will be explained in more detail later, the developer
and/or customer can change the configuration data 8 (FIG.
11), element characterisation data 17 (FIG. 12), the impact
of each fault, update fault coverage for each element 52
(FIG. 6) and change safety mechanism characteristics to
carry out “what if” analysis.

The report 9 is progressively populated with data by the
fault impact analysis module 29 (FIG. 1), the fault coverage
analysis module 31 (FIG. 1) and the parameter generation
module 32 (FIG. 1).

Referring to FIG. 22, the element analysis report 9,
includes a set of entries 101, each entry including a first
attribute field 102 containing an identifier (ID), a second
attribute field 103 containing an element name, a third
attribute field 104 containing a fault model name, fourth,
fifth and sixth attribute fields containing values 105,, 105,,
105, indicative of the category of fault, a seventh attribute
field 106 containing safety mechanism identifier and a set of
attribute fields 107,,, 107 ,, 1075, 107, containing safety
mechanism correction/detection/combined/uncovered infor-
mation. Only one safety mechanism and corresponding
safety mechanism information is shown in FIG. 22.

Once fault impact analysis data 12 and fault coverage
analysis data 13 have been generated and/or collated, a set
of safety parameters and hardware metrics can be generated.

Referring to FIGS. 1 and 23, the configuration data 8, the
fault impact analysis data 12 and fault coverage analysis
data 13 are supplied to the parameter generation module 32
(FIG. 2) which generates a set of values of A parameters 14
and hardware metric values and PMHF values 15 in accord-
ing to ISO 26262 (step S7). In this example, a partially-
completed analysis report 9 is provided which includes the
fault impact analysis data 12 and fault coverage analysis
data 13. However, the fault impact analysis data 12 and fault
coverage analysis data 13 may be provided in a different
way. For example, the fault model dependent analysis 18
which includes fault impact analysis data 12 and fault
coverage analysis data 13 may be provided separately from
the analysis report 9.

The parameter generation module 32 receives, among
other configuration data 8, fault mapping rules whereby,
depending on the fault category (i.e. DVF, IVF or NVF) and
on how the fault is covered by safety mechanism(s) (i.e. C,
D or CD), it can assign a fault to an ISO 262626 fault class,
such as single-point fault (SPF), residual fault (RF), mul-
tiple-point fault latent (MPF_LAT), multiple-point fault
detected (MPF_DET) and safe fault (SAFE), and, thus,
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14
calculate failure rates or A parameters 14 and hardware
metric values and PMHF values 15 according to ISO 26262.
Table 1 below gives an example of a set of fault mapping
rules.

TABLE 1
Fault Coverage ISO 26262
category C D classification
DVF X MPF__ LAT
DVF X MPF_DET
DVF X X MPF_DET
DVF SPF
IVF X MPF__ LAT
IVF X MPF_DET
IVF X X MPF_DET
IVF MPF__LAT

However, other fault-mapping rules can be used.

FIG. 24 shows a high-level analysis section 9, (herein also
referred to as a “summary section”) of the analysis report 9.

The summary section 9, is generated using data from the
element analysis section 9,. The summary section 9, of the
report 9 also forms part of the customisable analysis report
6 (FIG. 1) and can be inspected by the developer and/or
customer. As shown in FIG. 22, the second section 9, of the
analysis report 9 can be presented in the form of a table. The
first and second sections 9,, 9, can be presented as separate
tables or together, for example, in a single table.

Referring to FIG. 24, the summary section 9, includes a
set of entries in, each entry including a first attribute field
containing an identifier (ID) 112, a second attribute field 113
containing element name, a set of attribute fields 114, 115,
116, 117, 118 containing values of failure rates or “A-values”
(each expressed as a value of FIT) including SPF, RF,
MPF_LAT, MPF_DET and SAFE, a set of attribute fields
119, 120 containing values of hardware metrics (each
expressed as a percentage) including single-point fault met-
ric (SPFM) and latent fault metric (LFM) and an attribute
field 121 containing a probabilistic metric for random hard-
ware failures (PMHF) (expressed as a value of FIT).

In addition to failure rates and hardware metrics for
individual elements comprised in the electronic component,
the summary section 9, also includes a so-called “top-level”
entry 122 which includes a set of attribute fields containing
aggregated values of failure rates and hardware metrics for
the electronic component. The value for each failure rate is
obtained by summing the contributions of all the elements.
Values of aggregated “top-level” hardware metrics are cal-
culated from the aggregated failure rates.

The analysis report 9 is stored in the safety database 4
(FIG. 1).

Customising the Customisable Analysis Report 9

Referring to FIGS. 1, 3, 11, 22 and 24, the configuration
data 8 and the analysis report 9 can be accessed by the
customer’s safety analysis system 3 via an interfacing mod-
ule 33.

Through the interfacing module 33, the user has the
option to alter or change at least some of the configuration
data 8 and values contained in the first part 9, of the analysis
report 9 and generate a new set of A values 14 and hardware
metric values and PMHF values 15. This allows the user to
carry out “what if”” analysis to see how the safety data 6 are
affected in response to changing, for example, the applica-
tion profile and/or component configuration.

Referring also to FIG. 25, the interfacing module 33
retrieves the configuration data 8, analysis report 9, the
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part-level analysis report 10 and the safety mechanism
analysis data 11 (step S12). The user can adjust the impact
of fault(s) on element(s), failure coverage for element(s)
and/or safety mechanism characteristics (step S13).

Referring in particular to FIG. 11, the customer may select
and/or de-select FIT sources in the first section 8, of the
configuration data 8. Additionally or alternatively, the cus-
tomer may add new FIT sources to the configuration data 8.
The customer may select and/or de-select fault characteri-
sation and change distribution of fault models and failure
modes in the second section 8, of the configuration data 8.
Additionally or alternatively, the customer may add new
fault characterisations to the second part 8, of the configu-
ration data 8. The customer may modify analysis param-
eters, such as fault tolerant interval time, in the section part
8, of the configuration data 8.

Referring in particular to FIG. 22, the customer may
change the impact of each fault on each element, update
fault characteristics for each element and/or change safety
mechanism characteristics. The customer may add new
safety mechanism.

Once the changes have been made, the interfacing module
33 instructs the parameter generation module 34 to generate
a new set of A values 14 and hardware metric values and
PMHF values 15 (step S14).

The updated or new version of the analysis report 9 is
stored in the safety database 4. The safety database 4 may
store successively-generated analysis reports 9. This can
allow the developer and/or the customer to review the
analysis reports 9. Updated or new versions of the configu-
ration data 8 can also be stored. Thus, the safety database 4
may store different versions of configuration data 8 and/or
analysis reports 9.

The process can be continued until a satisfactory design
has been found and which comply with the ISO 26262
standard.

The use of a customisable analysis report 6 can help to
facilitate and speed up design of an electronic component,
particularly one which is complex, such as a microcontroller
or application specific integrated circuit. It can also help to
designers to test a design more rigorously and extensively
and so can help to improve safety.

Electronic Component Fabrication

Once a design has been finalised, the electronic compo-
nent can be fabricated based on the design.

Referring to FIGS. 26 and 27, fabrication of a microcon-
troller 200 will be briefly described.

Based upon a design (step S16), a layout is generated
(step S17). A set of lithographic masks are made based on
the layout (step S18). Using the masks, a semiconductor
wafer is processed using microelectronic fabrication tech-
niques, such as lithography, deposition and etching, to
fabricate the microcontroller 200 (step S19).

FIG. 27 is a schematic block diagram of a fabricated
microcontroller 200.

The microcontroller 200 includes processing units 201,
volatile memory 202, non-volatile memory 203, data trans-
fer units, 204, interface units 205, safety units 206, com-
munication units 208 and timer units 209.

It will be appreciated that many modifications may be
made to the embodiments hereinbefore described.

The design support system can be used to design other
types of integrated circuits, such as application-specific
integrated circuits. The design support system can be used to
design other forms of electronic component. The design
support system can be used to design electronic, optoelec-
tronic and other data processing apparatus.
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The invention claimed is:

1. A method of generating functional safety data for a
design of an electronic component which comprises a plu-
rality of elements, the method comprising:

receiving configuration data which includes fault-related

data and analysis-related data;

receiving fault impact analysis data comprising data

indicative of impact of one or more faults on an output
of each element;

receiving fault coverage analysis data comprising data

indicative of an extent to which each element is cov-
ered by safety mechanism(s);

generating functional safety data using the configuration

data, the fault impact analysis data and the fault cov-
erage analysis data; and

storing a report including the configuration data, the fault

impact analysis data, the fault coverage analysis data
and the functional safety data,

wherein receiving the fault coverage analysis data com-

prises generating the fault coverage analysis data and

wherein generating the fault coverage analysis data

comprises:

receiving a fault coverage analysis fault list comprising
a list of faults and, for each fault, respective safety
mechanism data for one or more safety mechanisms,
wherein safety mechanism data for a given safety
mechanism includes data indicating how the safety
mechanism covers the fault; and

combining the safety mechanism data to obtain the data
indicative of the extent to which each element is
covered by the safety mechanism(s).

2. A method according to claim 1, wherein receiving the
fault impact analysis data comprises generating the fault
impact analysis data.

3. A method according to claim 2, wherein generating the
fault impact analysis data comprises:

receiving a fault impact analysis fault list comprising a list

of faults affecting elements and, for each fault, respec-
tive fault category data indicative of a category of fault;
and

combining the fault category data of one or more sub-

parts to obtain, for a part which comprises the one or
more sub-parts, the data indicative of the impact of the
one or more faults on the output of the element which
is the part.

4. Amethod according to claim 3, wherein the list of faults
comprises a plurality of names of element-specific faults,
each name having a hierarchical name structure.

5. A method according to claim 1, wherein generating the
functional safety data comprises generating lambda values
and/or hardware metric values and/or probabilistic metric
for random hardware failure values according to ISO 26262
standard.

6. A method comprising:

generating functional safety data according to claim 1;

retrieving the report;

modifying the configuration data, the fault impact analy-

sis data and/or fault coverage analysis data;
generating modified functional safety data; and

storing a modified report including the modified configu-

ration data, the modified fault impact analysis data
and/or modified fault coverage analysis data, and the
modified functional safety data.

7. A method according to claim 1, wherein the electronic
component is a microcontroller or application specific inte-
grated circuit.
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8. A method of designing an electronic component, the
method including:

preparing a design of the electronic component;

generating functional safety data according to claim 1 for

a first design of the electronic component;

preparing a revised design of the electronic component in

dependence upon the functional safety data.

9. A method of fabricating an electronic component, the
method comprising:

designing an electronic component according to claim 8;

and

fabricating an electronic component according to the

revised design.
10. An electronic component fabricated by a method
according to claim 9.
11. A non-transitory computer readable medium storing
thereon a computer program which, when executed by data
processing apparatus, causes the data processing apparatus
to perform a method according to claim 1.
12. A design support system which includes data process-
ing apparatus comprising:
at least one processor; and
memory;
wherein the least one processor is configured to perform a
method according to claim 1.
13. A method of generating functional safety data for a
design of an electronic component which comprises a plu-
rality of elements, the method comprising:
receiving a report comprising configuration data which
includes fault-related data and analysis-related data,
fault impact analysis data comprising data indicative of
impact of one or more faults on an output of each
element, fault coverage analysis data comprising data
indicative of an extent to which each element is cov-
ered by safety mechanism(s) and functional safety data
generated using the configuration data, the fault impact
analysis data and/or fault coverage analysis data;

modifying the configuration data, the fault impact analy-
sis data and/or fault coverage analysis data;
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generating modified functional safety data using modified
configuration data, modified fault impact analysis data
and/or modified fault coverage analysis data; and

storing a modified report including the modified configu-
ration data, the modified fault impact analysis data
and/or the modified fault coverage analysis data, and
the modified functional safety data,

wherein the fault coverage analysis data is generated
using a fault coverage analysis fault list comprising a
list of faults and, for each fault, respective safety
mechanism data for one or more safety mechanisms,
wherein safety mechanism data for a given safety
mechanism includes data indicating how the safety
mechanism covers the fault and by combining the
safety mechanism data to obtain the data indicative of
the extent to which each element is covered by the
safety mechanism(s).

14. A database storing a report which includes:

configuration data which includes fault-related data and
analysis-related data;

fault impact analysis data comprising data indicative of
impact of one or more faults on an output of each
element;

fault coverage analysis data comprising data indicative of
an extent to which each element is covered by safety
mechanism(s); and

functional safety data generated using the configuration
data, the fault impact analysis data and the fault cov-
erage analysis data,

wherein the fault coverage analysis data is generated
using a fault coverage analysis fault list comprising a
list of faults and, for each fault, respective safety
mechanism data for one or more safety mechanisms,
wherein safety mechanism data for a given safety
mechanism includes data indicating how the safety
mechanism covers the fault and by combining the
safety mechanism data to obtain the data indicative of
the extent to which each element is covered by the
safety mechanism(s).
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