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DESCRIPTION

[0001] The invention relates to a roaming method for an electrical inlet and/or outlet system, in
particular, a charging system with at least two subsystems. The invention further relates to an
inlet and/or outlet system, in particular, a charging system, a gateway device of an inlet and/or
outlet system, in particular, a charging system and a peer-to-peer application of a peer-to-peer
network.

[0002] Nowadays, the number of electrical vehicles is constantly growing. One reason for the
increasing number of electrical vehicles is the expansion of the network or system of charging
stations. Although the number of charging stations increases, users of vehicles might be
unable to use every charging station. In particular, charging stations may belong to different
(charging) subsystems. There are different providers of charging stations and subsystems,
respectively, wherein each provider may have different requirements or rules. Each provider
may comprise an own subsystem of charging stations. For instance, each subsystem (of
different providers) may comprise different user authentication and/or authorization processes,
may use different communication protocols, may use different accounting techniques, etc.

[0003] The differences of charging subsystems result in that users (or their vehicles)
registered in a first subsystem of a first provided are unable to charge or discharge their
vehicle at a further charging station of a further subsystem. In order to charge a vehicle also at
charging stations assigned to the further subsystem, the user and/or vehicle must also be
registered in the further subsystem. Each registering may include storing of user data
(including account data) in a server of a subsystem, generating a charging agreement between
the user and the provider, etc.

[0004] In order to avoid that a user and/o vehicle must be registered in a plurality of
subsystems it in known from prior art to use a roaming server providing a roaming method, as
described hereinafter.

[0005] Figure 1 shows a typical embodiment of a charging system 100 according to prior art.
The charging system 100 comprises a first (charging) subsystem 102.1. The first subsystem
102 comprises a plurality of first charging stations 104.1. Each charging station 104.1
comprises a communication module 106.1 configured to communicate with a further
communication module 108.1 of a remotely arranged first gateway device 110.1 via a
communication connection 112.1. In particular, two or more first charging stations 104.1 are
connected to a first gateway device 110.1. It shall be noted that the means of
charging/discharging a vehicle or the like are generally known, and thus, are not depicted.

[0006] The first gateway device 110.1 is, in particular, a gateway to a first (central) server
114.1 (also called backend) for all connected first charging stations 104.1. The first gateway
device 110.1 comprises a further communication module 116.1 configured to communicate
with a further communication module 118.1 of the remotely arranged server 114.1 via a
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communication connection 120.1.

[0007] By way of example, a charging data set relating to a charging process of an electrical
vehicle can be transmitted from a first charging station 104.1 to the first gateway device 110.1.
The first gateway device 108.1 may forward the charging data set to the first server 118.1. The
first server 118.1 may comprise an accounting module 122.1 configured to process the
received charging data set. For instance, based on the received charging data set, comprising
e.g. a user identifier and the charged power, and stored user data set, comprising e.g. a user
identifier and user account data, the accounting module 122.1 may invoice the user for the
charged power and energy amount, respectively.

[0008] As can be further seen from figure 1, the system 100 comprises a second subsystem
102.2 with similar elements 104.2 to 122.2 as the first subsystem 102.1. In particular, a second
server 114.2, a second gateway device 110.2 and a plurality of second charging stations 104.2
are provided.

[0009] As previously described, issues may occur if an electrical vehicle is charged at a first
charging station of the first subsystem and the first server of the first subsystem does not
comprise a user data set corresponding to the electrical vehicle and user of the electrical
vehicle, respectively, since the user and/or vehicle is only registered in the second subsystem.

[0010] In order to avoid that the electrical vehicle of said user cannot be charged at said first
charging station, according to prior art, a roaming server 124 can be provided. The roaming
server 124 comprises one or more communication modules 126 configured to communicate
with respective communication modules 118.1, 118.2 of the first and second servers 114.1,
114.2.

[0011] The depicted roaming server 124 comprises a roaming module 128. The roaming
module 128 enables that users registered only in the first subsystem 102.1 can also use
charging stations 104.2 of the second subsystem 104.2. For instance, following the above
example, the first server can forward the charging data set of a user or vehicle not registered
in the first subsystem 102.1 to the roaming server 124. Then, the roaming server 124 may
conduct a roaming action, e.g. process the charging data set, by conducting an accounting
process based on the charging data set and the user data stored in the roaming server 124.
For instance, all user data of the connected subsystems 102.2, 102.2 may be also stored in
the roaming server 124.

[0012] The roaming server 124 or roaming platform 124 is configured to act as a balancing
module and clearing house, respectively, between the at least one two subsystems 102.1,
102.2.

[0013] However, a drawback of these prior art systems is the complex mechanism required to
securely process a roaming process. In particular, the process and storage of confidential data
(user data, provider data, charging data, etc.) is difficult and requires a high security efforts.
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Data privacy is especially difficult to achieve as movement tracking of individual users can be
done by accessing the central database and analyzing the charging transactions.

[0014] In particular, a drawback of such a roaming system is the server-client structure of
these systems. Usually, as described above, a central roaming server is used for conducting
the roaming processes. A further disadvantage of server-client structures of this kind,
particularly the server (or platform), apart from the high transaction costs, is that the central
instance or central server manages confidential data including e.g. user data, authorization
data, provider data, charging data or the like. A persistent problem affecting the central
instance is that of protecting the confidential data stored on one or more roaming server(s)
from access by unauthorized third parties. In particular, a high degree of security expenditure
is required, in order to prevent said data from being tampered with. This in turn leads to even
higher transaction costs. A further disadvantage is the complex and costly infrastructure for
providing the described server-client structure.

[0015] Furthermore, document EP 2 495 844 A1 discloses a method for dispensing electrical
power to recharge electric and hybrid vehicles having rechargeable batteries. Further,
document US 2011/0035261 A1 relates to systems for charging vehicles in a parking area,
wherein a charge request may be received for a vehicle located in a parking area, wherein the
vehicle may have a power connection with a power source and an electric charge can be
provided through the power connection from the power source to the vehicle based on
receiving the charge request. Payment is recorded for providing the electric charge based
upon departure of the vehicle from the parking area. Finally, document US 2010/0141205 A1
discloses a system for delivering power via a plurality of sub-networks for use in recharging
vehicles equipped with electrically powered propulsion systems, where the Electric Grid
interconnect used in each subnetwork provides a unique power source identification to the
vehicle for energy consumption billing purposes.

[0016] Therefore, it is an object of the present invention to provide a roaming method, which
enables to conduct roaming processes/actions more efficient and, at the same time, with a
higher security level.

[0017] The invention is defined by the appended independent claims 1, 13, 14 and 15 and
advantageous embodiments of the invention are indicated in the dependent claims. The object
is solved according to a first aspect of the present invention by a roaming method for an
electrical inlet and/or outlet system, in particular, a charging system with at least two (electrical
charging) subsystems according to claim 1. The roaming method comprises:

= receiving a charging data set through a communication module of a gateway device
from a charging station assigned to the gateway device,

» forwarding the charging data set by a peer-to-peer module assigned to the gateway
device to a peer-to-peer application of a peer-to-peer network, and

+ controlling at least part of a roaming process by a roaming controlling means of the
peer-to-peer application executed by at least a part of the nodes of the peer-to-peer
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network based on the received charging data set.

[0018] In contrast to prior art methods, the roaming process, at least one roaming action of at
least one roaming process, can be conducted in a more efficient and more secure way by at
least controlling a part of the roaming process by a roaming controlling means of a peer-to-
peer application executed by at least a part of the nodes of a peer-to-peer network. In other
words, the roaming process can be managed and controlled without a central instance but by a
peer-to-peer application of a peer-to-peer network. By the fact that instead of a central server
or a platform, a peer-to-peer network (also called a framework) undertakes the in particular
tamper-proof controlling of the roaming process between at least two charging subsystems, by
means of a peer-to-peer application, high security standards are achieved in that all computers
(peer nodes or simply nodes) in the peer-to-peer network, at least a part of the nodes in the
peer-to-peer network, at least monitor(s) roaming process, in particular, by executing the
roaming controlling means. Thereby, the transaction costs can be significantly reduced. No
central, superior platform, server, cloud, etc. is required. The complexity of managing and
controlling a roaming process can be significantly reduced. User data and other confidential
data can be securely managed.

[0019] The present roaming method is used in an electrical inlet and/or outlet system, in
particular, a charging system, comprising at least two (different) electrical (charging)
subsystems. A subsystem may differ from another subsystem in the used communication
protocols, the authentication process, accounting process, etc.

[0020] An electrical inlet and/or outlet system is configured to enable an exchange of electrical
power. Exchanging electrical power include supplying electrical power to an electrically
operated device and/or receiving electrical power from an electrical device. In order to
exchange electrical power between the grid and an electrical device, an electrical charging
station can be provided. A charging station according to the present application is configured to
exchange electrical power with at least one connectable electrical device. A charging station,
also called charging point, can be configured to exchange electrical power via a wired
connection and/or an inductive connection. A charging station can be a stand-alone device or
integrated in a multifunction device, such as a street lamp.

[0021] Non exhaustive examples of electrical devices connectable with a charging station
according to the present application comprise any kind of vehicles including cars, trucks,
construction vehicles, fork lifters, airplanes, drones, boats, bikes, etc., any kind of mobile
devices, such as smart phones, entertainment devices, working tools, mobile robots, etc., any
transportable electric devices, such as batteries, refrigerators, lighting systems, water pumps,
etc., and/or any transportable power generation devices, such as fuel cells, mobile power
generators, etc.

[0022] An electrical device according to the application is characterized in that it can consume
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electrical power (which can be taken out from the electrical grid) and/or it can generate power
(which can be fed into the electrical grid). Such an device can be connected to the grid at one
or more different locations. Electrical power consumed and/or produced by an electrical device
can be delivered and e.g. billed based on a contract with an electrical inlet and/or outlet
subsystem or the provider of said subsystem.

[0023] It shall be understood that the same solutions described here can be used for roaming
in the case of parking systems and access management systems.

[0024] In particular, a charging system and a respective subsystem, respectively, is configured
to enable the charging and/or discharging of electrical storage devices, such as batteries. A
preferred example of an electrical storage device may be an electrically operated vehicle
comprising all kinds of hybrid vehicles and solely electrically operated vehicles.

[0025] Generally, in order to conduct an exchanging process, in particular, a charging process
including e.g. an identification action and exchanging, in particular, charging action, an
electrical connection (e.g. via a charging cable) can be established between a charging station
and an electrical device, such as an electrical vehicle.

[0026] A charging station may comprise a wired and/or wireless communication connection
with a (remotely arranged) gateway device assigned to said charging station. The gateway
device may provide a gateway to a server of the respective subsystem for a plurality of
charging stations connected to said gateway device. In addition, as will be described
hereinafter, the present gateway device additionally provides a gateway to a (roaming) peer-
to-peer network configured to network two or more subsystems.

[0027] The charging station, in particular, a communication module of the charging station, is
configured to transmit a charging data set to a communication module of the gateway device
via said communication connection. The charging data set is, in particular, related to an
exchanging process, in particular charging process. This means that a charging data set may
comprise information about an exchanging action, in particular, charging action to be
conducted and/or a currently conducted exchanging action, in particular charging action and/or
an already finished exchanging action, in particular, charging action.

[0028] The received charging data set is forwarded from the gateway device, e.g. by sending
one or messages, to a peer-to-peer application of a peer-to-peer network by means of a peer-
to-peer module. In particular, the charging data set received by a communication module of
the gateway device can be provided to a peer-to-peer module assigned to the gateway device
e.g. via a data connection between said modules.

[0029] In order to network a subsystem with the roaming peer-to-peer network, the subsystem
may comprise at least one peer-to-peer module assigned to the gateway device. For instance,
each gateway device of said subsystem may comprise a separate peer-to-peer module.
Preferably, each peer-to-peer module is uniquely assigned to a respective gateway device. For
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instance, each gateway device can comprise a peer-to-peer module. Preferably, the peer-to
peer module can be integrated in the gateway device.

[0030] It is also possible that a communication connection is provided between the gateway
device and a (remotely arranged) peer-to-peer module assigned to said gateway device. This
means that the peer-to-peer module can at least communicate and/or act on behalf of the
gateway device. For example, the peer-to-peer module can be partly formed by a separate
processing device, such as mobile communication device (e.g. mobile phone, mobile
computer, etc.), or it can run on a remote stationary processing device (e.g. in a data center).
In case of a mobile communication device or a remote processing device the at least one
gateway device may have a secure communication channel to the processing device (or
mobile communication device) of the data center and the processing device itself may have a
connection to the peer-to-peer network. In an embodiment the remote processing device may
be a "gateway" to the peer-to-peer network. This means that the gateway device can securely
communicate via its peer-to-peer module and the gateway to the peer-to-peer network.

[0031] In comparison to a client server charging system in which a roaming server provides a
service (roaming process) and a client uses the service, these roles are cancelled in the
present peer-to-peer network. Each participant (e.g. node) of the peer-to-peer network can
use a service and the like and offer such a service. In particular, a peer-to-peer network is self-
determined and/or self-organized (without any higher-level units). In the present case
preferably each node and computer, respectively, of the peer-to-peer network comprises the
(same) peer-to-peer application.

[0032] The peer-to-peer module is configured to communicate, e.g. send/receive messages
to/from the peer-to-peer application. The peer-to-peer module may be a peer and node,
respectively, of the peer-to-peer network. The peer-to-peer module provides at least a
charging data set received from a charging station to the peer-to-peer application.

[0033] Based on the provided charging data set related to an exchanging process of an
electrical device, in particular, to a charging process e.g. of a vehicle, a roaming process is
controlled by the roaming controlling means of the peer-to-peer application. The roaming
process may include at least one of the following actions:

« Authentication action,
» Forwarding action,
« Accounting action.

[0034] Controlling one or more roaming process(es) includes the controlling of one action
conducted by another means (e.g. authentication means, accounting means, etc.) wherein
such a means can be implemented in the peer-to-peer application or a computing device
controlled by the peer-to-peer application. Controlling one or more roaming process(es) may
also include conducting the one more roaming actions by the roaming controlling means.
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[0035] According to the present invention, a plurality of different exchanging subsystems, in
particular, charging subsystems (also called isolated solutions) can be networked by a
(roaming) peer-to-peer network comprising at least one (roaming) peer-to-peer application.
Since the peer-to-peer application is specifically configured and provides, in particular, a
roaming process, the present peer-to-peer applications enables e.g. user(s) of electrical
vehicles to charge (or discharge) their electrical vehicles at all charging stations of the
networked subsystems regardless of a contractual relationship between the user (and/or
vehicle) and a provider of one of the plurality of subsystems.

[0036] According to a first embodiment of the roaming method according to the present
invention, the charging data set may comprise at least one peer-to-peer identifier assigned to a
user of an electrical device, in particular, a vehicle and/or a an electrical device, in particular, a
vehicle of a user. Controling a roaming process may comprise at least initiating an
authentication action based on at least the peer-to-peer identifier. The authentication or
authorization action, respectively, can comprise evaluating the validity of a received peer-to-
peer identifier. Preferably, a received peer-to-peer identifier can be compared with stored and
valid peer-to-peer identifiers. For instance, a list of valid peer-to-peer identifiers each
corresponding to authorized users and/or vehicles can be stored in the peer-to-peer
application and/or a storage arrangement controlled by the peer-to-peer application. Thereby,
the roaming controlling means can conduct the authentication action or can cause another
means, e.g. an authentication means, to conduct the authentication action. The roaming
controlling means may be configured to provide the authentication result associated with a
specific charging data set to the gateway device which previously transmitted said charging
data set to the peer-to-peer application.

[0037] According to a preferred embodiment, an exchanging action, in particular, a charging
action may be only released upon a provision of a positive authentication result by the peer-to-
peer application to the charging station via the gateway device. A charging action may be the
supply or receipt of electrical current from a charging station to an electrical device, in
particular, vehicle or vice versa. In particular, a charging action (and thus, also further roaming
actions) may be only conducted upon a positive authentication process.

[0038] The charging data set may include at least the peer-to-peer identifier of the user and/or
electrical device, e.g. vehicle which desires to exchange electrical power with a charging
station. Such a charging data set may relate to a charging action to be performed. It shall be
understood that the identifier can be also assigned to a company which is owner of one or
more electrical devices, in particular, vehicles.

[0039] Only in the case the received peer-to-peer identifier corresponds to one of the stored
peer-to-peer identifiers (e.g. is identical with one of the stored peer-to-peer identifiers), the
authentication result of the authentication process may be positive. Otherwise, the
authentication result of the authentication process may be negative. Then, the roaming
process including the charging action may be cancelled.
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[0040] Based on the received authentication result, the charging station may control a switch
configured to establish an electrical connection with the electrical device, in particular, vehicle
to be charged/discharged. For instance, upon receipt of a positive authentication result, the
switch may be closed in order to allow a current flow. Since the authentication action may be
controlled and handled by the peer-to-peer application, the authentication action can be
promptly performed. The release of the charging action may occur (almost) in real-time. At the
same time, it may be ensured that only authorized vehicles and/or users can use said charging
station.

[0041] It shall be understood that there may be two independent authentication actions. For
example, one (conventional) authentication action for releasing or starting the charging
process and conducted by one or more server of a subsystem and the above described further
authentication process for enabling users not registered in the subsystem of the charging
station to be used. Preferably, the authentication actions can be combined to a single
authentication action at least partly controlled by the peer-to-peer application.

[0042] Furthermore, according to a preferred embodiment of the present invention, the
charging data set may comprise at least one subsystem identifier. Controlling a roaming
process may comprise at least initiating a forwarding action for forwarding the charging data
set to at least one further peer-to-peer module assigned to at least one further gateway device
of a further subsystem based on at least the subsystem identifier. The subsystem identifier
may uniquely identify a subsystem. For instance, the peer-to-peer identifier and the subsystem
identifier can be combined to a single identifier. The subsystem identifier may indicate the
subsystem associated with the (charging or discharging) vehicle and/or user of the (charging
or discharging) vehicle. In other words, the user and/or vehicle can be registered in said
subsystem.

[0043] For instance, a user and/or electrical device, in particular, vehicle may comprise an
agreement with a first provider for using first charging stations of a first charging subsystem (of
the first provider). The first subsystem identifier, e.g. part of a peer-to-peer identifier of said
user and/or vehicle, may indicate that the user and/or vehicle is associated with said first
subsystem. For instance, the subsystem identifier may be a unique code assigned to the first
subsystem.

[0044] Alternatively or additionally, the peer-to-peer-application may comprise an identifier list,
wherein each peer-to-peer identifier is stored together with the (unique) subsystem identifier of
the at least one associated subsystem. Then, a subsystem identifier is implicitly comprised by a
peer-to-peer identifier. In this case, the subsystem identifier may be the peer-to-peer identifier.
The peer-to-peer application may identify the subsystem identifier based on a received peer-
to-peer identifier and said identifier list (same may apply for a routing module of a gateway
device).

[0045] In particular, based on the subsystem identifier and/or the stored subsystem identifier of
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the associated subsystem, the peer-to-peer application, preferably, the roaming controlling
means may forward the charging data set to the respective further gateway device, e.g. the
further peer-to-peer module assigned to the further gateway device. Since the forwarding
action is at least initiated, preferably, conducted by the peer-to-peer application, the security
level of the charging system can be further increased. The further gateway device may be
assigned to the further subsystem which is associated with the user and/or vehicle involved in
the charging process of the (forwarded) charging data set.

[0046] It may be also possible that a gateway device may send a request comprising an
identifier of the user and/or electrical device to the peer-to-peer application in order to obtain a
response comprising the subsystem identifier corresponding to said identifier of the user
and/or electrical device. Then, the gateway device can initiate a forwarding process in order to
transmit the received charging data set comprising said identifier to the respective subsystem
and/or server.

[0047] A peer-to-peer identifier and/or a subsystem identifier can be received by the charging
station from an electrical device, in particular the vehicle e.g. to be charged (or the respective
user) in an arbitrary way. Then, the at least one identifier can be forwarded to the gateway
device included in a charging data set. By forwarding the charging data set to the gateway
device the charging data set of a user can be securely and promptly transferred to the
subsystem in which the user and/or vehicle is registered.

[0048] Further, a user and/or electrical device may be only registered in the roaming peer-to-
peer application. For instance, a user can have an electronic wallet in the peer-to-peer
application. Based on the identifier, an exchange process can be accounted by the roaming
peer-to-peer application. It is noted that a subsystem can be a 'private’ subsystem comprising
e.g. a charging station, e.g. a socket or plug of a building of a 'private’ user. Said charging
station can be registered in the peer-to-peer application. In addition to two or more subsystems
each comprising charging stations, also a system only comprising an accounting module
without charging station(s) can be integrated in a system according to the present application.
Such an accounting module and system, respectively, can act as a payment gateway which
transfers user with standard accounts (e.g. EURO accounts) onto the peer-to-peer application
with a cryptocurrency account.

[0049] It has been found that the roaming peer-to-peer network and the respective peer-to-
peer application can be advantageously used to provide a fleet management process. In a
further embodiment (intelligent) charging of one or more fleet(s) may be orchestrated by the
roaming peer-to-peer application, preferably, in combination with a Grid SCADA (Supervisory
Control and Data Acquisition) and/or fleet management system. A central or decentral vehicle
fleet management system may access to operations data of individual vehicles of a fleet, e.g.
battery temperature, vehicle operations times, battery load level, historic battery charging
cycles, driven elevations, battery aging parameters, location, estimated parking time, etc. One
or more of these data can be gathered via a decentral telemetry data system and/or a central
system. The intelligent fleet charging algorithm(s) may be applied to calculate when and/or
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how each vehicle should be charged. Thereby, all charging stations of the networked
subsystems can be used for charging. The algorithm(s) may generate charging control
message(s) to steer charging of individual vehicles of a fleet. Algorithm(s) generating the
charging control messages can e.g. take a grid status and/or dynamic price(s) of e.g. different
subsystems and/or required charging levels into consideration. In an embodiment charging
schedule(s) may be sent to the vehicles by the algorithm(s) (e.g. smart contract) and/or the
vehicle may create charging messages taking into consideration the preferred charging
schedules. Each fleet controlled by the roaming peer-to-peer application can comprise a
unique fleet identifier.

[0050] Preferably, the received charging data set can be forwarded by the further gateway
device to a further server for further processing the charging data set. In particular, upon
receipt of a charging data set from the peer-to-peer module (not from a charging station), the
gateway device may automatically transmit the respective charging data set to the associated
server. The further server assigned to the further subsystem may further process the charging
data set. For instance, the further server may conduct an accounting action (and/or
authentication action) based on charging data set (e.g. including a peer-to-peer identifier) and
e.g. user data stored in the server and/or a database controlled by the further server.

[0051] According to a further embodiment of the present roaming method, the charging data
set may comprise at least one peer-to-peer identifier assigned to a user of a vehicle and/or a
vehicle of a user and at least one charging amount information. The peer-to-peer identifier
may be the previously described peer-to-peer identifier. Controlling a roaming process may
comprise at least controlling an accounting process for the charging process related to the
charging data set based on at least the charging amount information and the peer-to-peer
identifier. The charging data set may comprise at least one charging amount information. The
charging amount information may be e.g. the energy amount or power charged (or
discharged) and/or a charging time period (e.g. x,x h and /or load curve parameter(s)). Based
on one more of this information and based on the (unique) peer-to-peer identifier of the vehicle
and/or user related to the charging data set, the peer-to-peer application can at least initiate,
preferably, conduct an accounting process on its own. For instance, user data (and/or vehicle
data) of all members of all subsystems networked by the (roaming) peer-to-peer network can
be stored in the peer-to-peer application and/or a storage arrangement controlled by the peer-
to-peer application or the peer-to-peer application has access to user data (and/or vehicle
data) stored in charging sub-systems. Since the peer-to-peer application, in particular, the
roaming controlling means may control and e.g. conduct the accounting process, a forwarding
of charging data set(s) to the correct server(s) can be omitted. Further, due to the high security
standards of the present peer-to-peer network, the security of stored user data can be further
increased.

[0052] In a preferred embodiment of the present invention, a received charging data set may
be only forwarded to the peer-to-peer application, if the gateway device detects that the
charging data set is related to a user and/or electrical device, in particular, a vehicle which is
not registered within the subsystem of the gateway. For instance, if the first gateway device
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assigned to a first subsystem detects that a received subsystem identifier indicates that the
user and/or vehicle is associated with another subsystem than the first subsystem, the
received charging data set (comprising said identifier) is forwarded to the peer-to-peer
application by means of the first peer-to-peer module of the gateway device.

[0053] Preferably, the charging data set received from a charging station may comprise at
least one subsystem identifier. This identifier is, in particular, the previously described
subsystem identifier. The subsystem identifier may be the peer-to-peer identifier or included in
the peer-to-peer identifier or an additional unique identifier assigned to a specific subsystem.
The charging data set may be forwarded by a routing module of the gateway device to the
peer-to-peer application e.g. via the peer-to-peer module or the charging data set may
forwarded by the routing module of the gateway device to the server of the subsystem e.g. via
at least one communication module of the gateway device. The routing of the charging data
set may depend on the subsystem identifier. Since the gateway device may provide a routing
function it is not necessary to transmit every received charging data set to both the at least on
server and the peer-to-peer application.

[0054] It has been found that the roaming peer-to-peer network implemented for networking a
plurality of charging subsystems can be additionally used for controlling the stability of the
electrical grid. In particular, the flexibilities of the electrical vehicles can be used to stabilize the
electrical grid. Generally, in an electrical grid the demand and supply of the electrical power
should be (virtually) balanced. For instance, a grid operator can monitor the grid in order to
manage the supply and demand of electrical power. According to an embodiment of the
present roaming method, the method may further comprise:

= providing at least one electrical grid status data set related to the current status of the
grid to the peer-to-peer application, and

» controlling the exchange of electrical power between at least one charging station and at
least one electrical vehicle by transmitting at least one set power data set from the peer-
to-peer application to at least one gateway device e.g. via the peer-to-peer module,

= wherein the set power data set may be based on the provided electrical grid status data
set.

[0055] The grid status data set may indicate e.g. that the electrical grid is (currently)
overloaded or underloaded. Depending on the (current) grid status, the peer-to-peer
application may control the exchange of electrical power. Alternatively or additionally, dynamic
pricing points can be provided to indirectly control the exchange of electrical power. A dynamic
pricing point may be set such that the e.g. the charging behavior of a user or electrical device
may be influenced by incentivize the user or electrical device. For instance, charging or
discharging actions can be interrupted or the charging or discharging current can be reduced
(or increased) due to the current status of the grid by setting respective set values. According
to a further example power consumption of a device or power generation of a device can be
increased or decreased (e.g. fuel cell, power generator).Preferably, the peer-to-peer
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application can transmit at least one set power data set to at least one peer-to-peer module
assigned to at least one gateway device. Preferably, all connected gateway devices can be
provided with (e.g. different) set point data set depending on the (local) status of the grid. Local
means the location of the charging station(s). A set power data set may comprise (maximum or
minimum) current set value(s).

[0056] In a preferred embodiment a grid control device(s) and/or SCADA device(s) may be
equipped with a peer-to-peer module configured to communicate with the peer-to-peer
application. The respective device can directly interact with the peer-to-peer application e.g. by
sending control data sets and/or pricing point data set to one or more (charging) sub-system(s)
and/or to individual users and/or electrical devices.

[0057] Dynamic pricing data provided by the grid operator can be an input for the charging
sub-systems to provide pricing data to individual users and/or electrical devices, in particular,
vehicles.

[0058] Furthermore, according to a further embodiment, the peer-to-peer application may
comprise at least one registration means. More particularly, according to a preferred
embodiment of the roaming method, the method may comprise:

= receiving a registering message by a registration means of the peer-to-peer application
from a peer-to-peer module assigned to a vehicle and/or a peer-to-peer module
assigned to a user of the vehicle,

« wherein the vehicle and/or the user of the vehicle is registered in the peer-to-peer
application by storing a peer-to-peer identifier of the vehicle and/or a peer-to-peer
identifier of the user of the vehicle.

[0059] The registration means of the peer-to-peer application may be configured to receive a
registering message of a peer-to-peer module. The registration means may be configured to
register the user and/or vehicle by storing a unique (peer-to-peer) identifier. The peer-to-peer
identifier can be stored in an identifier list. The identifier list is stored in the peer-to-peer
application and/or a storage arrangement controlled by the peer-to-peer application. The
identifier list can be used for the above descripted authorization process or forwarding process.

[0060] More particularly, an entity including a user, device, unit, vehicle or the like can be
registered in the peer-to-peer application, as e.g. a so called smart asset. Each registered
entity can be stored with its unique (peer-to-peer identifier) e.g. in one or more identifier list(s)
of authorized entities. An identifier of an entity might be already a peer-to-peer identifier or
another identifier suitable to uniquely identify the entity. The unique peer-to-peer identifier may
be a serial number or a smart asset hash of e.g. the entity, the user's name of the entity,
vehicle identification number, a communication address of an entity, a signature, etc. If e.g. an
identifier of an entity is not already a unique peer-to-peer identifier, e.g. if the identifier is non-
unique name of a user, the peer-to-peer application, in particular, the registering means, may
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be configured to generate a unique peer-to-peer identifier for the respective entity (according
to preset rule(s)).

[0061] It shall be understood that an electrical device can be an (autonomous) device.

[0062] It shall be understood that an entity can be an individual charging station registered in
the peer-to-peer application. According to an embodiment of the roaming method according to
the present invention, a charging station may connect (or register) itself to a charging sub-
system via the peer-to-peer application. All users of a charging sub-system can interact with
the individual charging station.

[0063] It shall be understood that an entity can be a user registered in the peer-to-peer
application. Each registered user can be stored with or linked to its unique (peer-to-peer
identifier) e.g. in one or more identifier list(s) of authorized entities. According to an
embodiment of the roaming method according to the present invention, a user may
authenticate himself at one of the devices in a charging system.

[0064] Prior to the registration of an entity (e.g. user, vehicle, gateway device, etc.), at least
part of the nodes (peers) of the peer-to-peer network may check, in particular, by executing
the registration means, whether the registering requirements (such as specific entity
specifications or valid signatures or compliance requirements) predefined by the peer-to-peer
network are met by the entity/device requesting registration. For instance, it may be necessary
that a vehicle or gateway device meets predefined technical specifications. In order to perform
the check, preferably, further data may be included in the registering message. In particular,
the peers of the peer-to-peer network may provide registering rules or registering
requirements which must be fulfilled by an entity to be regarded as a trustful entity.
Rules/requirements may be individually defined by the peers of a peer-to-peer network. E.g. it
may be necessary that a new entity must be recommended by an entity which is already a
participant of the peer-to-peer network. In addition, it may be necessary that this participant
must have a reputation factor which increases a predefined minimum reputation factor. For
instance, if a user or provided of a subsystem has a low reputation factor e.g. due to detected
non-payment of (some) invoice(s), the user or provider (and the corresponding gateway
devices and peer-to-peer modules, respectively) may not be registered by the registration
means.

[0065] According to a further preferred embodiment of the roaming method, the method may
comprise:

» generating a roaming transaction agreement about at least one roaming process, and
« wherein the roaming process is controlled by the roaming controlling means at least
based on the generated roaming transaction agreement.

[0066] The peer-to-peer application may be configured to store the generated roaming



DK/EP 3509893 T3

transaction agreement. A roaming transaction agreement may be a smart contract. In
particular, the roaming controlling means may be at least a part of the roaming transaction
agreement. The roaming process or action is in particular a process during which an electrical
vehicle (or user of the vehicle) can use any charging station of a charging system comprising
different subsystems networked by a peer-to-peer network. The roaming process may ensure
that the supplier (or receiver) of the electrical power is adequately rewarded (or that that
receiver adequately pays for the received power).

[0067] The roaming transaction agreement may be a general roaming transaction agreement
between several providers of respective subsystems and/or a provider of the peer-to-peer
network and its peer-to-peer application, respectively. The generation of the roaming
transaction agreement can be caused or initiated by at least one peer-to-peer module, such as
a peer-to-peer module of a subsystem provider, for example, by transmitting a request
message comprising at least one instruction on the generation of the roaming transaction
agreement. The request message may be sent by the peer-to-peer module in order to at least
temporarily enable a roaming process.

[0068] In particular, a suitable code and, where necessary, at least one key (e.g. signature) for
verifying the sender of a message (e.g. sending peer-to-peer module and/or assigned entity)
and/or the authenticity of a message can be transmitted to the peer-to-peer application or
written in the peer-to-peer application by the peer-to-peer module. The roaming transaction
agreement may be generated between two or more entities, such as two provider entities of
two different charging subsystems. Preferably following a confirmation message from the
(other) provider entity comprising a suitable instruction and, where necessary, at least one key
(e.g. signature) for verifying the sender of the confirmation message, a corresponding roaming
transaction agreement can be advantageously generated following a check by the peer-to-
peer network of the peer-to-peer application. Expressed in simple terms, each entity can
search for one or a plurality of suitable partners by means of the peer-to-peer network or the
peer-to-peer application and a roaming transaction agreement can be generated by means of
the peer-to-peer application.

[0069] According to a preferred embodiment, the generated roaming transaction agreement
may comprise technical details about the roaming process. In particular, a roaming transaction
agreement may comprise at least one of:

¢ roaming criterion,

» identifiers of authorized gateway device(s) and/or of authorized charging station(s),
« at least one identifier(s) assigned to the first subsystem

« at least one further identifier assigned the further subsystem,

= registering rule(s),

* roaming algorithm(s), and

» grid control and/or dynamic pricing algorithms.
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[0070] The roaming transaction agreement can be established between two subsystems in
order to defined (technical) details of the roaming process. Preferably, roaming algorithms e.g.
for an accounting action and/or a forwarding action (e.g. address data of one or more potential
receiver (e.g. a specific gateway device and/or its peer-to-peer module); conditions to be
fulfilled prior to forwarding; etc.) can be defined. Further registering rules to be fulfilled by
users/vehicles can be defined (e.g. minimum reputation factor, required technical details
(capability to use specific communication protocols, etc.). Furthermore, the identifiers of all
authorized gateways of the at least two subsystems and/or all authorized charging station(s) of
the at least two subsystems may be stored in the roaming transaction agreement. Only these
devices can be used by vehicles for charging/discharging. Also the subsystem identifiers of the
at least two subsystems can be stored in the roaming transaction agreement.

[0071] As previously described, it may be possible that in return to a conduction of a roaming
action, the provider entity of the subsystem in which the user and/or vehicle is registered has to
fulfill at least one generated roaming criterion prior to the roaming action and/or charging
process, during the roaming action and/or charging process and/or after the roaming action
and/or charging process. According to one embodiment, the peer-to-peer application may be
configured to cause the conduction of an roaming criterion transaction based on at least one
roaming criterion of the stored roaming transaction agreement, preferably, stored in the peer-
to-peer application. For instance, the roaming criterion may be a financial value. Financial
values can be (instantaneously) exchanged with a transaction via a cryptocurrency. Escrow
functionality can be used to mitigate credit risk of transactions. In an alternative or additional
embodiment micropayment channels may be used for a (constant) payment stream that can
be handled e.g. partly off-chain to reduce the amount of on-chain transactions. In a further
embodiment so called state channels or state networks (e.g. Raiden Network, Lightning
Network) may be used to exchange digital tokens off-chain in a secure way. Opening and/or
closing of state channels may be registered on the peer-to-peer application. This means that
individual transactions may not be stored on the peer-to-peer application in order to improve
scalability and avoid movement tracking of pseudonyms on the peer-to-peer application. In an
embodiment advanced cryptographic methods may be used to enable anonymous
transactions (e.g. zk Proof Systems, Ring Signatures, Mixers, HD Wallets). According to the
present invention, a man-in-the-middle is not necessary. Fully automated processes from
authentication to charging and billing can be provided.

[0072] It may be also possible that the provider of the roaming peer-to-peer network can get a
reward e.g. for each conducted roaming action for providing the roaming peer-to-peer network
from at least one of the evolved (providers of) subsystems.

[0073] The at least one peer-to-peer application is a decentralized register, distributed ledger
or a shared database configured to store data, e.g. roaming transaction agreement(s),
identifier(s), set data set(s), etc., with given certain proofs or signatures. In addition to e.g.
identifiers, the decentral register can store computer code acting as e.g. roaming controlling
means for at least controlling a roaming action. In particular, the code can be invoked by a
transaction to the address of the code in so called 'smart contracts’. This code can be
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processed on the plurality of node(s) of the peer-to-peer network. It shall be understood that
(smart contract) code or processing logic might be stored and executed in so called 'crypto
conditions' of the Interledger protocol (ILP). This means that not necessarily all code must be
stored in a smart contract such as Ethereum smart contract.

[0074] In a further embodiment the (smart contract) code might be stored and executed on a
decentral computation market (e.g. Ethereum Computation Market, Trubit, Golem, Cryplets
Microsoft).

[0075] In a further embodiment computer codes of an external computing device controlled by
the peer-to-peer application may include algorithm(s) for de-central cognitive analytics, artificial
intelligence or machine learning. Analytics and learning can be shared with other devices can
be shared, aggregated and further analyzed via the peer-to-peer applications. For example
these algorithms may be applied to adjust charging behavior to current grid conditions.

[0076] A decentralized register can be readable at least by a part of the participants of the
peer-to-peer network. In particular, every computer node and each registered entity (by means
of the respective peer-to-peer module) can comprise the peer-to-peer application. The
decentralized register, at least the public part (i.e. may be without private contracts) may be
read at least by each participant of the peer-to-peer network. In particular, all peer-to-peer
modules and all other computers of the peer-to-peer network can preferably read all
information in the peer-to-peer application formed as a register. Preference is also that all
peer-to-peer modules and all other computers of the peer-to-peer network can send messages
to or write messages to the peer-to-peer application. A message or transaction sent to a smart
contract may start the execution of a code of the smart contract (e.g. registration means,
roaming controlling means, etc.) while using data stored in the smart contract. For instance,
sending a charging data set to a roaming controlling means may start the execution of the
code resulting in e.g. conducting an authentication process, a forwarding action and/or an
accounting action, as described hereinbefore.

[0077] The peer-to-peer application might be built upon the following elements: peer-to-peer
network comprising Consensus System/Protocol, Data Structure, Merkle Trees, Public Key
Signatures and/or Byzantine Fault Tolerance. It may replicate data based on a consensus
principle. It may be auditable and traceable.

[0078] In a simple way information can be made available to preferably all participants. This
may allow to carry out a review of the information stored in the decentral register or the code
executed in the decentral register. Particularly preferably, each computer (node) in the peer-to-
peer network can be configured to review new information, in particular, based on older
information stored in the peer-to-peer application. In addition, the at least one roaming
controlling means may be monitored by at least a part of the nodes of the peer-to-peer
network, preferably by all nodes. A manipulation of a roaming controlling means can thus be
prevented, at least detected.
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[0079] Moreover, at least a plurality of node, preferably each node can in each case comprise
the complete data content, but include at least a portion of the data contents of the peer-to-
peer application, in particular of the decentral register. For example, it may be provided that
after a positive verification of written information or e.g. a positive registration in the peer-to-
peer application this information is saved by all nodes, at least by a part of the computers. For
instance, after the generation of a roaming transaction agreement and/or after a successful
registration, the agreement and (new) identifier, respectively, can be stored at least by a part,
preferably all nodes of the peer-to-peer network. The tamper resistance of the data stored in
the peer-to-peer application can thereby be further improved. A roaming action or roaming
criterion transaction can be securely controlled.

[0080] In order to store new information in a tamper-proof way, the peer-to-peer application
can comprise encryption means and/or signature means and/or verification means, wherein at
least one of the encryption means and/or signature means and/or verification means is
configured to store data, such as a roaming transaction agreement (s), identifier(s), set data
set(s), charging data set(s), etc. In particular, it can be provided that by the hash function a link
is established with at least one previously stored information in the decentral register. Further
data, such as request messages, ordinary, contextual and/or transaction data of an entity, such
as a provider entity, can be stored.

[0081] The peer-to-peer application may be formed by a Directed Acyclic Graph (DAG). A
directed acyclic graph, such as IOTA or Tangle, means that blocks (or nodes of the graph) are
coupled to each other via directed edges. Thereby, direct means that the (all) edges have
(always) a same direction similar to time. In other words, it is not possible to step back.
Eventually, acyclic means that loops do not exist.

[0082] In a particularly preferred embodiment of the present system, the peer-to-peer
application can be a block chain or decentral ledger comprising at least two blocks coupled to
each other (e.g. Ethereum Block chain with Smart Contracts). The block chain technology or
"decentral ledger technology” is already used in the payment by means of a crypto currency,
such as Bitcoin. It has been recognized that by a particular configuration of a block chain,
charging subsystems can be networked together and a roaming function can be provided in a
secure way. E.g. a roaming controlling means can be easily implemented as a smart contract
in a block chain. A charging system with two or more different subsystems of different
providers can be managed in an easy manner.

[0083] In addition, the block chain can be used to generate predefined action(s) caused by at
least one peer-to-peer module and/or a roaming controlling means in a tamper-proof manner.
The block chain according to the present embodiment is particularly a decentralized, peer-to-
peer-based register in which all data related to at least one roaming process can be logged. A
block chain is particularly suitable as a technical means to replace a central entity/server in a
simple and secure manner.

[0084] In further embodiments of the peer-to-peer application, the block chain can be a
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permissionless or permissioned block chain. In a specific case the block chain can be public,
consortium or private block chain.

[0085] In a further embodiment, the peer-to-peer application can be formed by multiple block
chains which are connected via mechanisms such as side chains or smart contracts. A peer-to-
peer node can run one or more different block chain client (s).

[0086] Data of the peer-to-peer application can be stored on the "decentral ledger technology"
and/or the decentral ledger steers (encrypted) data storage accessible via the internet and
preferably in de-central data storage, object store and database, respectively, such as
Interplanetary File System (IPFS) or storj or in a distributed Blockchain database (e.g.
BigChainDB). Access to encrypted data to third party entities is managed via the permission
means formed as one or more smart contract(s) on the block chain.

[0087] In addition, data feeds can be provided by the peer-to-peer application (so called
"smart oracles”). Data feeds can provide further data relating to a charging and/or roaming
action from at least one further source. For instance, further weather data and/or grid status
data can be provided by a meteorological provider and/or a further grid status provider. Data
can be captured from trusted sources off-chain and stored on the block chain or stored via the
block chain on a decentral data storage entity.

[0088] Information among peer-nodes can be exchanged by a peer-to-peer messaging
system. This means a peer node can send a message to another peer node to submit an
information or to trigger an action. Messages can be clear text, signed, hashed, time-stamped
and/or encrypted. This means that not all data exchanged among peer nodes must be stored
on the block chain.

[0089] In a further embodiment, the at least one peer-to-peer network can be formed by a
plurality of computer nodes and a peer-to-peer module, such as the first peer-to-peer module
of a first gateway device, the second peer-to-peer module of a second gateway device, etc.. A
peer-to-peer module may be only configured to communicate with the plurality of computer
nodes. In other words, the peer-to-peer module is not a computer node of the peer-to-peer
network but only a participant. Such a peer-to-peer module does not comprise the peer-to-
peer application but only provides an interface module, such as an application programming
interface (API), and a decentral application for communication with the computer nodes of the
peer-to-peer network or the peer-to-peer application, such as a block chain or a smart contract
on the block chain. For instance, such a peer-to-peer module can either send clear text or
encrypted information or generate a secure connection (e.g. tunnel) to a peer-to-peer gateway
(or so called "remote node") in order to communicate with the peer-to-peer network. This
allows reducing the required processing power of the peer-to-peer module.

[0090] In one implementation of the peer-to-peer network, there can be only one validating
peer or full node, e.g. only one node can be configured to perform a validation process, e.g.
conducting a roaming action, and one or more observing (or monitoring) nodes. An observing
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node can validate transactions to establish a trust level but does not validate all transactions
which is done by the validating peer.

[0091] In a further embodiment, the peer-to-peer module is one of the nodes. In this case, the
peer-to-peer module comprises at least a part of the peer-to-peer application. In particular, the
peer-to-peer module can comprise preferably the total data content of the peer-to-peer
application or can access the information stored in another node. For instance, the peer-to-
peer module might be a so called "light node" or a decentral application (DAPP) connected to a
remote node.

[0092] It is noted that in the present case, according to an embodiment, the peer-to-peer
module comprises at least an API configured to communicate with the peer-to-peer application,
such as the block chain. In addition to the API, the peer-to-peer module comprises a decentral
application of software comprising local algorithms at least configured to create and transmit
data, such as charging data set(s), authentication result(s), grid status data set(s), to the peer-
to-peer application via the API. The decentral application so called "Dapp” is at least configured
to process and transmit said data.

[0093] Preferably, the data is signed or encrypted or can be transmitted via a cryptographically
secured tunnel or a secured internet connection to a peer-to-peer node running the peer-to-
peer application, such as the block chain. In another particular embodiment, also the peer-to-
peer application itself is implemented in the peer-to-peer module, i.e. the peer-to-peer module
is a node of the peer-to-peer network comprising the decentral application, the API and the
peer-to-peer application, such as the block chain or decentral ledger.

[0094] Data and transactions stored on the block chain do not provide "transactional privacy”.
Transactions between pseudonyms may be (often) stored in clear text on the block chain. In
some cases data stored on the block chain are encrypted and the keys may be handled via the
block chain. Transactions between pseudonyms are stored in clear text on the block chain.
Privacy preserving, secure transactions or execution of computer code can be achieved with
cryptographic tools such as zero knowledge (zk) proofs or zk Succinct Non-interactive
Arguments (zk-SNARK). Transactions or algorithms are separated into two parts: a smart
contract on the block chain and a private contract. A privacy preserving protocol ensures the
privacy of data and the correctness of code execution (SNARK verification is done via the
smart contract on chain). The private contract computation can be done by a set of nodes, off-
chain computers or done in measured launch environment or a secure hardware enclave for
attestation and sealing that cannot be manipulated by other software code running on the
devices. In an alternative embodiment secure Multi-Party-Computing (sMPC) systems can be
used for transactional privacy. Examples for privacy preserving protocols and computation are
HAWK and MIT Enigma.

[0095] With zero knowledge proof (zk Proofs) the parties can see that the algorithm is
executed correctly in a private contract, but the input data are not disclosed to the party. In
addition selective privacy can be achieved by sharing keys to decrypt transactions for reporting
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and auditing purposes.

[0096] To securely deploy code and or data into a device a trusted execution environment
such as Intel SGX or TPM or Direct Anonymous Attestation module can be integrated with a
peer-to-peer module.

[0097] Similarly, in a further embodiment a particularly large peer-to-peer network may be
divided in two or more (physical or logical or dynamically virtual) clusters. In a corresponding
peer-to-peer network, for example, a validation (of a subset of transactions) may only be
carried out by the members of one cluster (a subset of nodes; e.g. sharding of a block chain to
improve the scalability). In a further embodiment the peer-to-peer application can be formed
using multiple block chains. These block chains are connected via frameworks such as
sidechains or smart contracts or interledger protocol.

[0098] A further aspect of the present invention is charging system according to claim 13. The
charging system may comprise at least two (charging) subsystems. The charging system
comprises at least one peer-to-peer network comprising at least one peer-to-peer application.
The charging system comprises a first subsystem with at least one first gateway device
connected with at least one first charging station via a communication connection for receiving
at least one charging data set from the first charging station. The charging system comprises
at least one first peer-to-peer module assigned to the first gateway device and configured to
communicate with the peer-to-peer application. The peer-to-peer application comprises a
roaming control means executed by at least a part of the nodes of the peer-to-peer network
and configured to control a roaming process based on the charging data set provided to the
peer-to-peer application by means of the first peer-to-peer module.

[0099] The charging system may comprise at least one further subsystem comprising at least
one further server, at least one further gateway device comprising at least one communication
connection to the further server and at least one further charging station comprising at least
one communication connection to the further gateway device, at least one further peer-to-peer
module assigned to the further gateway device and configured to communicate with the peer-
to-peer application.

[0100] It shall be understood the charging system can also comprise one subsystem
connected with a peer-to-peer module to a peer-to-peer application and at least one user,
vehicle or device that is registered in the peer-to-peer application.

[0101] The roaming method can be, in particular, used for a previously described charging
system.

[0102] A further aspect of the invention is a gateway device, according to claim 14, assigned to
a subsystem of a charging system, in particular, a previously described charging system. The
gateway device comprises at least one communication module configured to receive at least
one charging data set from at least one charging station. The gateway device comprises at
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least one peer-to-peer module configured to provide the charging data set to at least one peer-
to-peer application such that a roaming process is controllable by a roaming control means
executed by at least a part of the nodes of the peer-to-peer network based on the provided
charging data set.

[0103] A still further aspect of the inventing is a peer-to-peer application, according to claim 15,
of a peer-to-peer network. The peer-to-peer application comprises at least one roaming control
means executable by at least a part of the nodes of the peer-to-peer network and configured
to control a roaming process based on a charging data set provided by at least one peer-to-
peer module assigned to a gateway device.

[0104] The features of the methods, systems, modules, peer-to-peer applications, gateway
devices and computer programs can be freely combined with one another. In particular,
features of the description and/or the dependent claims, even when the features of the
dependent claims are completely or partially avoided, may be independently inventive in
isolation or freely combinable with one another.

[0105] These and other aspects of the present patent application become apparent from and
will be elucidated with reference to the following figures. The features of the present application
and of its exemplary embodiments as presented above are understood to be disclosed also in
all possible combinations with each other.

[0106] In the figures show:

Fig. 1
a schematic view of an embodiment of a charging system according to prior art,

Fig. 2
a schematic view of an embodiment of an electrical inlet and/or outlet system, in
particular, a charging system according to the present invention,

Fig. 3
a schematic view of a further embodiment of an electrical inlet and/or outlet system, in
particular, a charging system according to the present invention,

Fig. 4
a schematic view of a further embodiment of an electrical inlet and/or outlet system, in
particular, a charging system according to the present invention,

Fig. 5
a schematic view of an embodiment of a peer-to-peer application according to the
present invention,

Fig. 6
a schematic view of a further embodiment of an electrical inlet and/or outlet system, in
particular, a charging system according to the present invention, and

Fig. 7
a diagram of an embodiment of a method according to the present invention.
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[0107] Like reference numerals in different figures indicate like elements. The subsequent
embodiments may be related to the charging of electoral vehicles. However, the depicted
embodiments can be easily transferred to an electrical inlet and/or outlet system configured to
exchange electrical power between an electrical device and an electrical grid by means of a
charging station.

[0108] Figure 2 shows a first embodiment of an electrical inlet and/or outlet system, in
particular, a charging system 200 according to the present application. The charging system
200 comprises a first charging subsystem 202.1. It shall be understood that the charging
system 200 may comprise two or more subsystems.

[0109] The first subsystem 202.1 comprise at least one gateway device 210. By way of
example, two charging stations 204 are connected with the gateway device 210 by a wired
and/or wireless communication connection 212. For instance, each charging station can
comprise a communication module 206 configured to establish a communication with a
communication module 208 of the gateway device 210 via the communication connection 212.

[0110] The charging station 204 may be a conventional charging station 204. A charging
station 204 may be connected with a (not shown) electrical grid. Each charging station 204
may comprise one or more means configured to establish an electrical connection with one or
more (not shown) vehicles in order to charge e.g. a battery of the vehicle. In addition, a
charging station may be configured to discharge a battery. In other words, a bidirectional
power (or current) flow may be provided by a charging station.

[0111] Further, the charging station 204 may comprise a meter or the like to measure the
power supplied or received to/from a vehicle. The charging station may be also configured to
receive an identifier (e.g. peer-to-peer identifier) of the vehicle and/or user of the vehicle. For
instance, the identifier can be received from the vehicle via the charging cable. Alternatively or
additionally, the charging station may comprise a user interface or a nearfield interface
configured to receive at least one identifier assigned to the user and/or vehicle.

[0112] The communication module 204 may be configured to transmit a charging data set to
the gateway device 210. E.g. prior to starting a charging action, the charging station 204 may
receive an identifier from the vehicle to be charged or a user of said vehicle. The received
identifier can be forwarded in form of a charging data set to the gateway device 210.

[0113] The gateway device 210 may be connected with a first server 214 via a wired and/or
wireless communication connection 220. For instance, between two communication modules
216, 218 a communication connection can be established via the communication connection
220. The first server 214 may comprise an accounting module 222 configured to process the
received charging data set. For instance, based on the received charging data set comprising
e.g. a user identifier (e.g. peer-to-peer identifier or another identifier) and the exchanged
energy amount and a stored user data set comprising e.g. a user identifier and user account
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data, the accounting module may invoice the user for the charged energy amount. Invoicing
can be done in fiat currency and/or a crypto token. The accounting system may comprise a
(user, vehicle, charging station and/or device) ID registry.

[0114] Further, the depicted gateway device 210 comprises a routing module 240. The routing
module 240 may be configured to route a charging data set received from one of the charging
stations 204. Preferably, based on a received identifier assigned to a subsystem, the received
charging data set may be forwarded to the first server or the peer-to-peer module. For
instance, if the received subsystem identifier is assigned to the first subsystem 202.1 the
received charging data set may be transmitted to the first server 214 for further processing
(e.g. accounting or authenticating). If the received subsystem identifier is assigned to a further
subsystem the received charging data set may be forwarded to the peer-to-peer module 238 in
order to provide said data set to a peer-to-peer application 232. It shall be noted that according
to other variants a routing module can be omitted. For instance, a charging data set can be
always forwarded to both the peer-to-peer module and a connected server or only to the peer-
to-peer module.

[0115] In the present embodiment, the peer-to-peer module 238 assigned to the gateway
device 210 is integrated in the gateway device 238.

[0116] A substantial difference compared with prior art charging systems, such as charging
system 100 according to figure 1, is that no central instance and/or third party organization is
provided. In the present case, the charging system 200 comprises a peer-to-peer network 230
or a computer-computer network 230. The peer-to-peer network 230 comprises a plurality of
nodes 236.1, 236.2, 236.3 and computers 236.1, 236.2, 236.3, respectively. A (roaming) peer-
to-peer network 230 is characterized in the present case in that each node 236.1, 236.2, 236.3
and/or participant 238 is preferably connectable at least to every other node 236.1, 236.2,
236.3 and/or participant 230. For instance, at least one physical standard network (wired
and/or wireless) can be used for connection. For communicating via the at least one physical
standard network suitable transceiver modules may be arranged in the respective entities/
devices.

[0117] In addition, the computers 236.1, 236.2, 236.3 have equal rights, something which
distinguishes them from a server-client structure.

[0118] The depicted nodes 236.1, 236.2, 236.3 (each) comprise a peer-to-peer application
232. As can be seen from figure 2, the same peer-to-peer application 232 is implemented on
each node 236.1, 236.2, 236.3. This means, in particular, that the same content is comprised
on each node 236.1, 236.2, 236.3 and that the same code can be executed on each node
236.1,236.2, 236.3.

[0119] The peer-to-peer application 232 may preferably be a public register 232 or a decentral
ledger 232 that can, in particular, be inspected by all participants 236.1, 236.2, 236.3, 238 (not
only the nodes 236.1, 236.2, 236.3) of the peer-to-peer network 230. Each node 236.1, 236.2,
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236.3 preferably has the (entire) public register 232. It may also be envisaged that only part of
the register can be provided on a node (light node). In a particularly preferred embodiment, the
peer-to-peer application 232 may be a block chain 232 which will be explained in more details
hereinafter. It shall be understood that the peer-to-peer network may comprise further nodes.
In addition, it shall be understood that also a gateway device can be formed as a node of the
peer-to-peer network.

[0120] The peer-to-peer network 230 is configured to network two or more charging
subsystems. The (roaming) peer-to-peer application 232 may be configured to manage and
control a roaming process and roaming actions, respectively. In particular, the peer-to-peer
application 232 may comprise a roaming controlling means 234. In particular, roaming actions
related to a charging process of a vehicle at a charging station 204 is controlled by the peer-to-
peer application 232 and the peer-to-peer network 230. In order to enable that a user or
vehicle registered in another subsystem than the first subsystem 202.2 can use a charging
station 204 of the first subsystem 202.1 the roaming controlling means 234 can control and/or
conduct a roaming process e.g. including an authentication action and/or an accounting action
and/or a forwarding action.

[0121] A peer-to-peer module 238 is (generally) configured to communicate at least with the
peer-to-peer network 230, i.e. the nodes 236.1, 236.2, 236.3 of the peer-to-peer network 230.
In other words, the first peer-to-peer module 238 or the gateway device 210 corresponding
and/or assigned to the respective peer-to-peer module 238 is at least a participant of the peer-
to-peer network 230. Preferably, all participants 236.1, 236.2, 236.3, 238 (including all nodes)
of the peer-to-peer network 230 are known to each participant 236.1, 236.2, 236.3, 238 of the
peer-to-peer network 230.

[0122] In the present case, the first peer-to-peer modules 238 is not a node of the peer-to-
peer network 230 but only a participant 238. While nodes 236.1, 236.2, 236.3 or computers
236.1, 236.2, 236.3 in the peer-to-peer network 230 comprise at least a part of the peer-to-
peer application 232 itself, a participant of a peer-to-peer network 230, like the present peer-
to-peer module 238, does not comprise the peer-to-peer application 232. Such a peer-to-peer
module 238 is configured to provide (only) access to the peer-to-peer application 232 e.g. via
an API (application programming interface). Each peer-to-peer module 238 (also a node or
light node) may comprise a decentral application and at least an API.

[0123] In the case, the peer-to-peer module is formed as a node of the peer-to-peer network
the peer-to-peer module (also) comprises at least partly the peer-to-peer application 232. It
shall be understood that a peer-to-peer module 238 might be a node of the peer-to-peer
network. It shall be understood that a peer-to-peer module 238 may have access or may be
connected to a "gateway"” running a node of the peer-to-peer network.

[0124] The first peer-to-peer module 238 may comprise a communication connection to the
routing module 240. The routing module 240, as explained above, may be configured to
forward a charging data set to the peer-to-peer module 238 (e.g. based on a subsystem
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identifier).

[0125] The peer-to-peer module 238 may transmit, e.g. write, said charging data set to the
peer-to-peer application 232. In particular, the roaming controlling means 234 may be
configured to further process the received charging data set. Further, the first peer-to-peer
module 238 may be configured to receive data, e.g. a charging data set or an authentication
result, from the peer-to-peer application 232. For instance, the peer-to-peer module 238 may
receive one or more message(s) and/or may be allowed to read out data intended for said
peer-to-peer module 238 (e.g. due to a respective identifier). For instance, a charging data set
received from the peer-to-peer application 232 can be forwarded from the first gateway device
210 to the first server 214 for further processing (e.g. authenticating or accounting).

[0126] The providing of the charging data set to a peer-to-peer module 238 may be caused or
initiated by the roaming controlling means 234. The roaming controlling means 234 can be at
least executed by a part (two or more) of the nodes 236.1, 236.2, 236.3 of the peer-to-peer
network 230. Since at least a part (preferably, a plurality) of the nodes 236.1, 236.2, 236.3 is
involved (and not only a single computer) a manipulation risk can be significantly reduced
without needing a central instance, such as a server.

[0127] Figure 3 shows a schematic view of a further (more detailed) embodiment of a charging
system 300 according to the present application. It shall be noted that mainly the differences
between system 200 and system 300 will be explained.

[0128] As can be seen from figure 3, the depicted charging system 300 comprises three
different charging subsystems 302.1, 302.2, 302.3 (e.g. of three different providers). E.g.
subsystem may be at least partly a proprietary system e.g. comprising different authentication
mechanism and/or accounting mechanism. In order to enable a user or vehicle registered only
in a first subsystem 302.2 to use also charging stations 304.2 and/or charging stations 304.3
the depicted subsystems 302.1, 302.2, 302.3 are networked by a peer-to-peer network 330
providing a roaming opportunity by means of the peer-to-peer application 332. It is noted that
for sake of clarity only one node 336 is depicted. It shall be understood that the peer-to-peer
network 330 comprises a plurality of nodes.

[0129] Furthermore, a first peer-to-peer module 338.1 assigned to a first gateway device
310.1, a second peer-to-peer module 338.2 assigned to a second gateway device 310.2 and a
third peer-to-peer module 338.3 assigned to a third gateway device 310.3 are provided. Each
of the peer-to-peer modules 338.1, 338.2, 338.3 may be configured to communicate with the
nodes 336 of the peer-to-peer network 330.

[0130] In addition, a storage arrangement 344 controlled by the peer-to-peer application 332 is
provided. Data can be stored in the peer-to-peer application 332 and/or in a storage
arrangement 344 controlled by the peer-to-peer application 332. Preferably, the storage
arrangement 344 comprising a plurality of decentral storage units 346 may be formed as a
decentral file system (such as IPFS) or a decentral object store (such as storj) or a decentral
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distributed database (such as BigchainDB) controlled by the peer-to-peer application 332. For
instance, details about all registered entities can be stored in the storage arrangement 344.
Further, according to other variants of the present invention, a (not shown) off-chain computing
device controlled by the peer-to-peer application 332, e.g. the roaming controlling means 334,
can be provided e.g. for conduction an accounting action or creating a charging control
message or the like. Algorithms, cognitive analytics, machine learning and/or artificial
intelligence can be operated in an off-chain or edge device to optimize the exchanging
process, in particular, the charging process from a grid and/or a fleet perspective.

[0131] In an embodiment of the roaming system analysis of preferably all (to the peer-to-peer
application known) charging transaction(s) and external data provided by a so called oracles
(e.g. weather traffic conditions, etc.) to generate a charging demand forecast. This forecast
can be exchanged with a grid control or SCADA device to improve operations of the underlying
electrical grid system and/or generate control data sets or input for dynamic pricing
algorithm(s). In a further embodiment the grid control or SCADA device may create this
forecast by analyzing transactions in the peer-to-peer application.

[0132] In a fleet management system analysis the transaction(s) of vehicles belonging to a
fleet in order to optimize the fleet and/or create control data set(s). Control data set(s) can be
exchanged between roaming system, fleet management system and grid control / SCADA
device to further optimize the grid and/or a fleet.

[0133] By way of example, an identifier list of all registered vehicles and/or users of devices, in
particular, vehicles and/or charging station can be stored in the storage arrangement 344.
During an authentication action (as will be described in more details hereinafter), a received
peer-to-peer identifier can be compared by the peer-to-peer application 332 with the stored
identifiers in the identifier list. If the peer-to-peer application 332 detects an identifier
corresponding to the received peer-to-peer identifier a charging action and/or a further
roaming action can be enabled. For instance, a release or lock message (depending on the
authentication result) can be provided by the peer-to-peer application 332 to the corresponding
gateway device 310, i.e. the gateway device 310 which has previously sent the charging data
set to the peer-to-peer-application 332. Said gateway device 310 may forward the information
to the charging station in order to release the supply (or receipt) of electrical power to (or from)
a vehicle. In an embodiment said gateway device 310 can exchange message(s) with gateway
device(s) of grid SCADA device(s), identity or vehicle fleet management systems.

[0134] In addition, a grid monitoring entity 348 may be provided. The grid monitoring entity 348
may be configured to monitor the electrical grid. For instance, grid parameters, such as a grid
frequency, grid voltage and/or grid current can be monitored e.g. at one or more measuring
locations at the grid. Based on the (continuously) measured one or more grid parameter(s) a
grid status data set can be generated by the grid monitoring entity 348. There may be several
grid status data set(s) for different grid location areas.

[0135] The grid status data set may be provided from a peer-to-peer module 350 assigned to
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the grid monitoring entity 348 to the peer-to-peer application 332. The peer-to-peer application
may be configured to create set power data set(s) and may transmit one or more set power
data set(s) to connected gateway devices 310.1, 310.2, 310.3. The one or more gateway
device(s) 310.1, 310.2, 310.3 may forward a received set power data set to one or more
connected charging station (e.g. also depending on the grid location area associated with the
respective grid status data set). The charging station(s) may be configured to allow
charging/discharging actions only within the power (and/or current limit(s)) set by the received
set power data set. In an embodiment the controlling of charging/discharging actions may be
based on dynamic pricing points and information, respectively.

[0136] It may be also possible that the grid monitoring entity 348 may be configured -
eventually in accordance to terms defined in a smart contract - to generate the set power data
set(s). In this case, the roaming peer-to-peer network and its peer-to-peer application may
(only) forward the one or more set power data set(s) to the respective one or more gateway
devices. It shall be understood that the roaming system may only comprise a peer-to-peer
application including users, vehicles, charging stations and devices and a grid monitoring
system.

[0137] Figure 4 shows a further embodiment of a charging system according to the present
invention. In order to avoid repetition, it is referred to the above described embodiments. In
addition, the following is noted.

[0138] The two exemplified charging stations 404.1 are connected with the electrical grid. By
closing a switch 466, an electrical connection between the electrical source (grid) of the
charging station 404.1 and the vehicle 454, 456 via a charging cable 458 (or via an inductive
charging connection) can be established. As described above, prior to closing the switch 466
for enabling charging/discharging an authentication action might be necessary. For instance, a
(vehicle) identifier, in particular, in form of a peer-to-peer identifier can be transmitted from a
storage unit 460 of the vehicle 454 via the charging cable 458 to the charging station 404.1.
Alternatively, a (user) identifier in form of a peer-to-peer identifier can be transmitted to a
nearfield interface 468 (e.g. Bluetooth, NFC, infrared or WLAN interface) from a storage unit
464 of a mobile terminal 462 (e.g. mobile phone, tablet computer, smart watch, etc.). In
another embodiment the peer-to-peer identifier may be transmitted from a device inside a
vehicle or is retrieved from the peer-to-peer application (e.g. ID or Wallet on Blockchain).

[0139] The charging station 404.1 may transmit a received peer-to-peer identifier to the
roaming peer-to-peer network 430 via the gateway device 410.1. The roaming controlling
means may e.g. conduct the authentication action based on the received peer-to-peer
identifier and stored authorized peer-to-peer identifiers. The authentication result can be
transmitted to the respective charging station 404.1 via the gateway device. Based on the
received authentication result (positive or negative) the switch 466 may be closed (positive
result) or not (negative result).

[0140] Furthermore, as can be seen from figure 4, a further gateway device 410.2 of a further
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subsystem 402.2 may be also a node 436.2 of the peer-to-peer network 430. For instance, the
gateway device 410.2 may have one or more powerful processors. In this case, the processing
power provided can also be used by the peer-to-peer application 432, e.g. the roaming
controlling means 434.

[0141] Figure 5 shows a schematic view of an embodiment of a peer-to-peer application 532
according to the present invention.

[0142] The depicted peer-to-peer application 532 is a register or distributed ledger readable, in
particular, by the participants of the peer-to-peer network. Thereby, data set(s) e.g. in form of
messages can be written and/or read into/from the register 532 by a peer-to-peer module
assigned to a gateway device and/or any other participants in the peer-to-peer network. In a
preferred embodiment, the peer-to-peer application 532 may be a block chain 532.

[0143] Hereinafter, it is assumed in the following description of the present embodiment that
the at least one peer-to-peer application 532 is a block chain 532. However, the following
remarks can be easily transferred to other peer-to-peer applications, such as a Directed
Acyclic Graph (DAG). A directed acyclic graph, such as IOTA or Tangle, means that blocks (or
nodes of the graph) are coupled to each other via directed edges. Thereby, direct means that
the (all) edges have (always) a same direction similar to time. In other words, it is not possible
to step back. Eventually, acyclic means that loops do not exist.

[0144] In further embodiments of the peer-to-peer application the block chain can be a
permissionless or permissioned block chain. In a specific case the block chain can be public,
consortium or private block chain.

[0145] In a further embodiment, the peer-to-peer application can be formed with multiple block
chains which are connected via mechanisms such as side chains or smart contracts.
Interoperability among block chains can be established.

[0146] The block chain 532 is formed by at least one block 551, 553, 555, preferably by a
plurality of interconnected blocks 551, 553, 555. The first block 451 may also be called genesis
block 551. As can be seen, a block 553, 555 (except for the first block 551) refers to each
previous block 551, 553. A new block can be created by a computationally intensive process
(for example, so called "mining" or through another appropriate process, such as voting) and
will be particularly provided to all participants of the peer-to-peer network. In a further
embodiment a (centrally controlled) master or a set of master nodes node may be configured
to create new blocks and/or validating transactions. All other nodes can be validation nodes
only.

[0147] The present block chain 532 is particularly adapted to receive messages, such as
messages comprising charging data set(s) and/or set data set(s), registering data,
authentication result(s), etc., from a peer-to-peer module of a previously described gateway
device, (off-chain) computing entity or from another peer-to-peer device/unit of another
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participant of the peer-to-peer network. Further, the block chain 532 is particularly adapted to
save these messages in the block chain 532. Furthermore, the block chain 532 is configured to
generate messages e.g. based on an roaming process/action, an authentication or
authorization process and/or caused by a peer-to-peer module and/or the execution of code of
e.g. a roaming controlling means 534. In particular, the block chain 532 is at least configured to
control and manage an inlet and/or outlet system, such as shown in figure 2, 3 or 4.

[0148] In particular, a (newly) received message can be saved and published in the current
block 555 of the block chain 532. Due to the configuration of a block chain 532 as a public
register 532, said data message of e.g. a peer-to-peer module can be read by preferably all
participants of the peer-to-peer network. Alternatively or additionally, data of a message may
be stored on a decentral file service or distributed block chain database controlled by the block
chain 532.

[0149] As already described, in the present block chain 532 different types of messages and
data sets, respectively, for example, within a smart contract (algorithm and/or storage at the
block chain 532) can be processed and/or stored. In the present example, the block chain 532
comprises a roaming controlling means 534 in form of a smart contract 534. As previously
described the roaming controlling means may be configured to at least control at least one
roaming process comprising authentication action(s), forwarding action(s) and/or accounting
action(s).

[0150] Furthermore, in the block chain 532 one or more roaming transaction agreement(s)
574 may be stored. A roaming transaction agreement 574 may be generated between two (or
more) subsystems in order to define the details of roaming process(es). An example of a
generation of such a roaming transaction agreement 574 will be described in the following:

A roaming transaction agreement 574 may comprise at least one of the following data:

Identifier(s):
One or more identifier(s) of the involved entities, such as subsystem identifiers of the
subsystems, identifiers of the charging station(s), gateway device(s), etc.
Roaming transaction criterion:
Criterion that must be fulfilled for conducting a roaming process
Roaming detail(s):
Detail(s) about roaming process(es) (e.g. roaming algorithm(s), registering rule(s)

[0151] The roaming transaction criterion may be e.g. an amount of cryptocurrency e.g. per
charging action or charged/discharged energy amount which has to be transferred prior to,
during and/or after the roaming action(s). Preferably, at least a part of the agreed amount of
cryptocurrency can be locked by the peer-to-peer application 532 prior to a roaming action. In
an embodiment the roaming transaction criterion may be a payment channel for streaming
small amounts of crypto tokens per each time and/or data unit. It shall be understood that
other transaction criteria and further information can be included in an roaming transaction
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agreement. More information/criteria can be, for example, a time stamp, an ID of the
transaction and the like.

[0152] In order to generate a roaming transaction agreement 574, a peer-to-peer module of a
provider entity of a first subsystem and a peer-to-peer module of a provider entity of a further
subsystem can exchange roaming request and response (acceptance) messages via the peer-
to-peer application 574. A request message may comprise indications about the above data
(identifications, transaction criteria).

[0153] For instance, a provider entity of a first subsystem can send by a peer-to-peer module
a (offer) message 576 to the peer-to-peer application 532 comprising data, such as an
identifier assigned to the provider, available gateway devices and/or charging stations,
geographic coordinates of the charging stations, identifier(s) of the charging stations, roaming
algorithm(s) and/or at least one roaming transaction criterion.

[0154] Another message 578 may be an acceptance message 578 of e.g. one or more further
provider entities. An acceptance message 578 may comprise identical or at least similar data
details as compared with a (offer) message 576. Additionally, the acceptance message 578
can comprise a reference indication to a previous message, such as the ID of the message
576. The acceptance message 578 can be provided by a further peer-to-peer module of a
provider entity or by the peer-to-peer application (e.g. according to preset rules).

[0155] If, for example, the acceptance message 578 comprises a higher or other transaction
criterion and/or other desired roaming algorithms, the acceptance/request message 578 can
be called a counter-offer message. This can be accepted by the peer-to-peer module of the
first provider entity through an acceptance message. Based on this a peer-to-peer module of
an entity may cause the generation of a roaming transaction agreement 574 about one or
more roaming process(es). For instance, the roaming transaction agreement 574 can be used
for every roaming process in which charging stations and/or gateway devices of the respective
subsystems are involved.

[0156] In particular, there can be multiple offer messages and/or request/accepting messages
and/or messages. Each entity can give guidelines, according to which at least one roaming
transaction agreement 574 or other agreements can be generated. In a preferably automated,
such as iterative process, each request/offer message can be associated to an optimally
corresponding acceptance message. The block chain 532 may be configured to generate,
based on the messages of a peer-to-peer module, an roaming transaction agreement 574.

[0157] Further, the roaming controlling means 534 may be configured to control at least one
roaming action (and/or user) based on the one or more roaming transaction agreement(s)
574. The roaming controlling means 534 may be executed by at least part of the nodes of the
peer-to-peer network for conducting a roaming action. For instance, based on a received peer-
to-peer identifier and stored peer-to-peer identifiers of authorized users and/or vehicles, the
peer-to-peer application 532, in particular, the roaming controlling means 534 may allow the
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conduction of a charging action. Only in the case the received identifier corresponds to one of
the stored identifier, a positive authentication result can be transmitted to the respective
charging for releasing the power flow between charging station and vehicle.

[0158] Moreover, a block chain 534 may comprise a registration means 580 configured to
register a (new) gateway device, charging station, vehicle, user, electrical device, fleet
management system, central identification device, payment gateway, SCADA and/or grid
control device, etc. in the block chain 534 as a smart asset or an individual user.

[0159] Figure 6 shows a schematic view of another embodiment of a charging system 600 of
the invention. In the present embodiment only nodes and participants 610.1, 610.2, 636.1,
636.2, 654.2, 662.2 of the peer-to-peer network 630 are shown. In the present example, it is
assumed that all nodes participants 610.1, 610.2, 636.1, 636.2, 654.2, 662.2 comprise the
peer-to-peer application (not shown).

[0160] The nodes 610.1, 610.2 may correspond to gateway devices and e.g. be formed by the
respective peer-to-peer modules of gateway devices. The node 654.2 may be a vehicle
realized by a peer-to-peer module of a vehicle, and 662.2 may be a mobile terminal.

[0161] Nodes 636.1 and 636.2 may be other nodes. It shall be understood that nodes can be
full, remote or light nodes. In further embodiments the nodes can comprise a central ID device
with a peer-to-peer module, a SCADA or grid control device with a peer-to-peer module, a
vehicle fleet management system and/or a payment gateway with ID registry, customer
account management and/or a fiat/crypto token exchange service.

[0162] As can be seen, two different types of peers or node computers 610.1, 610.2, 636.1,
636.2, 654.2, 662.2 are presently illustrated. All peers 610.1, 610.2, 636.1, 636.2, 654.2, 662.2
are comprised by the peer-to-peer network 630. In the present embodiment, however, only a
part of the peers 610.1, 610.2, 636.1, 636.2, 654.2, 662.2 in the present case, the peers
(nodes) 610.1, 636.1, check the validity of e.g. a roaming process, e.g. an authentication
action, a forwarding action, accounting action and/or further data stored in the peer-to-peer
application messages, such as agreements, instructions data set messages, and the like.

[0163] Furthermore, only a part of the entire peers can be configured to store the peer-to-peer
application and/or only a part of the peers can be configured to execute the algorithms of a
smart / private contract. Since the validation/verification of e.g. identification data requires a
considerable computational effort, it may be advantageous for reasons of efficiency, if only a
part of the peers 610.1, 636.1, especially particularly powerful peers 610.1, 636.1, perform the
validation and/or roaming controlling algorithms.

[0164] Validation, analytics and optimization can be done on-chain or off-chain, as described
hereinbefore. Off-chain validation and/or optimization can be managed by the peer-to-peer
application, like the code on the block chain. Powerful means in particular a high computing
power. In other words, in the present case a valid entry in the peer-to-peer application, such as
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a block chain, is assumed if (only) a part of the peers 610.1, 636.1 comes to a positive result. It
shall be understood that only a single, especially particularly powerful peer can perform the
validation, analytics and/or optimization process.

[0165] Similarly, in an alternative (not shown) embodiment, a particularly large peer-to-peer
network may be divided in two or more clusters. In a corresponding peer-to-peer network, for
example, a validation will only be carried out by the members of one cluster (e.g. sharding of a
block chain to improve the scalability). In a further embodiment the peer-to-peer application
can be formed using multiple block chains. These block chains are connected via frameworks
such as sidechains or smart contracts or interlegder.

[0166] Figure 7 shows an embodiment of a roaming method according to the present
invention. The method can be used for operating a previously described charging system.

[0167] In a first step 701, a first roaming action in form of an authentication action can be at
least controlled by roaming controlling means. For instance, a received charging data set can
comprise a peer-to-peer identifier of a vehicle (or user) which desires to conduct a charging
action. The received peer-to-peer identifier can be compared with stored authorized peer-to-
peer identifiers of a list (by means of the roaming controlling means). Only if a match can be
found the authentication result is positive. Alternatively or additionally the authentication step
can check whether an escrow payment is done or a real-time payment streaming connection
(payment channel) is established. The authentication result can be transmitted from the peer-
to-peer application via the respective gateway device and the respective charging station.

[0168] In a next step 702, upon a positive authentication result the charging/discharging action
can be conducted. For instance, a current can flow from the charging station to the vehicle and
its battery for a specific time period. In case of a payment channel the decentral application
(DAPP) of a charging entity may check whether the payment stream is continuing in
accordance to the charged energy. In case the payment stream is interrupted the transfer of
energy will be interrupted or reduced accordingly.

[0169] After the charging action has been finished, a charging data set can be transmitted
from the charging station to the gateway device. For instance, the charging station may
transmit a charging data set comprising a subsystem identifier and charging amount
information, e.g. the power supplied to the vehicle during the charging action.

[0170] Based on the subsystem identifier, a routing module of the gateway device may forward
the received charging data set in step 704. For instance, if the received subsystem identifier is
assigned to the subsystem of said gateway device the gateway device may forward the
charging data set to the connected server e.g. for accounting the charging amount information
(step 705). If the received identifier indicates another subsystem the charging data set may be
forwarded to the peer-to-peer application by means of the peer-to-peer module assigned to
the gateway device.
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[0171] In step 706, the peer-to-peer application, in particular, the roaming controlling means,
check, in particular, based on roaming algorithm(s) of a roaming transaction agreement
whether the received charging data set should be forwarded (step 707), and if, to which further
gateway device, or whether an accounting action should be conducted by the peer-to-peer
application (step 708). The further gateway device may forward the received charging data set
to the connected further server in step 707. Then, the further server may process the charging
data set, e.g. may conduct an accounting action (step 709).

[0172] In each accounting step 705, 708, 709, the respective accounting means may conduct
the accounting action based on stored user data (including accounting data) and the received
charging amount information and a peer-to-peer identifier (for assigning the received charging
amount information to the correct user data).

[0173] It shall be noted that the method can comprise further steps, such a registering step,
roaming criterion transaction step, generation step of a roaming transaction agreement, etc.
Further, it shall be understood that at least some of the steps can also be conducted at least
partly in parallel. For instance, a charging action can be started prior to receiving an
authentication result. Then, in dependence on the received authentication result, the charging
action can be prosecuted or interrupted/stopped.
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FREMGANGSMADE TIL ROAMING

Patentkrav

Fremgangsmade til roaming til et ladesystem (200, 300, 400, 600) med mindst to
ladeundersystemer (202.1, 302.1, 302.3, 302.3, 402.1, 402.2), hvor hvert af de
mindst to ladeundersystemer (202.1, 302.1, 302.3, 302.3, 402.1, 402.2) omfatter
en gatewayanordning (210, 310.1, 310.2, 310.3, 410.1, 410.2), der kan tilsluttes til
mindst én ladestation (204, 304.1, 304.2, 304.3, 404.1), hvor de mindst to
ladeundersystemer (202.1, 302.1, 302.3, 302.3, 402.1, 402.2) adskiller sig fra
hinanden i den anvendte autentificeringsproces og/eller den regnskabsproces,
hvor de mindst to ladeundersystemer (202.1, 302.1, 302.3, 302.3, 402.1, 402.2) er
netvaerksforbundet i mindst ét peer-to-peer-netvaerk (230, 330, 430, 630), der
omfatter en flerhed af noder (236.1, 236.2, 236.3, 336, 436.1, 436.2), hvor samme
peer-to-peer-applikation (232, 332, 432, 532) er implementeret pa hver node
(236.1, 236.2, 236.3, 336, 436.1, 436.2), hvor peer-to-peer-applikationen (232,
332, 432, 532) er et decentraliseret register eller en delt database, hvilken

fremgangsmade omfatter:

modtagelse af et opladningsdatasaet gennem et kommunikationsmodul (208,
308.1, 308.2, 308.3, 408.1, 408.2) i en gatewayanordning (210, 310.1,310.2,
310.3,410.1,410.2) fra en ladestation (204, 304.1, 304.2, 304.3, 404.1) tildelt
til gatewayanordning (210, 310.1, 310.2, 310.3, 410.1, 410.2),

- videresendelse af opladningsdatasaettet af et peer-to-peer-modul (238,
338.1, 338.2, 338.3, 438) tildelt til gatewayanordningen (210, 310.1, 310.2,
310.3, 410.1) til peer-to-peer-applikationen (232, 332, 432, 532) i peer-to-
peer-netvaerket (230, 330, 430, 630) og

- styring af mindst en del af en roamingproces ved hjeelp af et middel til
roamingstyring (234, 334, 434, 534) for peer-to-peer-applikationen (232, 332,
432, 532) dannet som en intelligent kontrakt og udfert af mindst to af noderne
(236.1, 236.2, 236.3, 336, 436.1, 436.2) i peer-to-peer-netveerket (230, 330,
430, 630) baseret pa det modtagne opladningsdataseet,

- hvor opladningsdataseettet omfatter mindst én peer-to-peer-identifikator

tildelt til en bruger af et koretoj (454, 456), der skal oplades eller aflades,

og/eller et karetaj (454, 456), der skal oplades eller aflades af en bruger, og

- hvor der er lagret en liste over registrerede identifikatorer i peer-to-peer-
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applikationen og/eller et lagerarrangement styret af peer-to-peer-
applikationen,

- hvor styring af en roamingproces omfatter udfgrelse af en
autentificeringshandling, hvor peer-to-peer-applikationen (332)
sammenligner den mindst ene modtagne peer-to-peer-identifikator med de

lagrede identifikatorer pa identifikatorlisten.

Fremgangsmade til roaming ifolge krav 1, kendetegnet ved, at en
opladningshandling kun udlgses ved tilvejebringelse af et positivt
autentificeringsresultat af peer-to-peer-applikationen (232, 332, 432, 532) til
ladestationen via gatewayanordningen (210, 310,1, 310,2, 310,3, 410,1, 410,2).

Fremgangsmade til roaming ifolge et hvilket som helst af de foregaende krav,

kendetegnet ved, at

- opladningsdatasaettet omfatter mindst én ladeundersystemsidentifikator,

- hvor styring af en roamingproces i det mindste omfatter initiering af en
videresendelseshandling for at videresende ladedataseettet til mindst ét
yderligere peer-to-peer-modul (238, 338, 438) tildelt til mindst én yderligere
gatewayanordning (210, 310.1, 310.2, 310.3, 410.1, 410.2) i et yderligere
ladeundersystem baseret pa i det mindste undersystemsidentifikatoren.

Fremgangsmade til roaming ifalge krav 4, kendetegnet ved, at det modtagne
opladningsdataseet videresendes af den vyderligere gatewayanordning (210,
310.1, 310.2, 310.3, 410.1, 410.2) til en yderligere server (214, 314.1, 314.2,
314.4, 414.1) til viderebehandling af opladningsdatasaettet.

Fremgangsmade til roaming ifolge et hvilket som helst af de foregaende krav,

kendetegnet ved, at

- opladningsdatasaettet omfatter mindst én peer-to-peer-identifikator tildelt til
en bruger af en elektrisk anordning (454), isaer et karetgj (454) og/eller en
elektrisk anordning (454), isaer et karetgj (456), af en bruger og mindst én
oplysning om opladningsmaengde,

- hvor styring af en roamingproces omfatter i det mindste styring af en
regnskabsproces for ladeprocessen relateret til opladningsdatasaettet
baseret pa i det mindste oplysningen om opladningsmaengde og peer-to-
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peer-identifikatoren.

Fremgangsmade til roaming ifolge et hvilket som helst af de foregaende krav,

kendetegnet ved, at

- opladningsdataseettet modtaget fra en ladestation (204, 304.1, 304.2, 304.3,
404.1) omfatter mindst én undersystemsidentifikator,

- hvor opladningsdataseettet videresendes af et routingmodul (240, 340.1,
340.2, 340.3, 440.1) i gatewayanordningen (210, 310.1, 310.2, 310.3, 410.1,
410.2), til peer-til-peer-applikationen (232, 332, 432, 532) eller til en server
(214, 314.1, 314.2, 314.4, 414.1) athaengigt af undersystemsidentifikatoren.

Fremgangsmade til roaming ifolge et hvilket som helst af de foregaende krav,

kendetegnet ved, at fremgangsmaden omfatter:

- tilvejebringelse af mindst ét statusdataseet for lysnet relateret til den aktuelle
status for lysnettet til peer-to-peer-applikationen (232, 332, 432, 532),

- hvor statusdataseettet for lysnet angiver, at lysnettet i gjeblikket er
overbelastet eller underbelastet, og

- styring af udvekslingen af elektrisk stram mellem mindst én ladestation (204,
304.1, 304.2, 304.3, 404.1) og mindst ét elektrisk karetaj (454, 456) ved at
sende mindst ét seet stromdataseet fra peer-to-peer-applikationen (232, 332,
432, 532) til mindst én gatewayanordning (210, 310.1, 310.2, 310.3, 410.1,
410.2),

- hvor det angivne stramdatasaet er baseret pa det tilvejebragte statusdataseet
for lysnet.

Fremgangsmade til roaming ifolge et hvilket som helst af de foregaende krav,

kendetegnet ved, at fremgangsmaden omfatter:

- modtagelse af en registreringsmeddelelse af et middel til registrering (580) i
peer-to-peer-applikationen (232, 332, 432, 532) fra et peer-to-peer-modul
tildelt til et elekirisk karetaj (454, 456), og/eller et peer-to-peer-modul tildelt til
en bruger af det elekiriske karetaj (454, 456),

- hvor det elekiriske koretoj (454, 456) og/eller brugeren af det elektriske
karetaj (454, 456) er registreret i peer-to-peer-applikationen (232, 332, 432,
532) ved at lagre en peer-to-peer-identifikator for det elekiriske karetaj (454,
456) og/eller en bruger af det elekiriske karetaj (454, 456).
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Fremgangsmade til roaming ifolge et hvilket som helst af de foregaende krav,
kendetegnet ved, at fremgangsmaden omfatter:
- generering af en roamingtransaktionsaftale om mindst én roamingproces,
hvor roamingtransaktionsaftalen omfatter mindst én af:
- roamingkriterie,
- identifikatorer for godkendte gatewayanordninger og/eller godkendt(e)
ladestation(er),
- mindst én identifikator(er) tildelt til det forste ladeundersystem,
- mindst én yderligere identifikator tildelt det yderligere ladeundersystem,
- registreringsregel/-regler,
- roamingalgoritme(r) og
- lysnetstyrings- og/eller dynamiske prisseetningsalgoritmer,
- hvor den i det mindste ene roamingproces styres af midlet til roamingstyring
(234, 334, 434, 534) i det mindste baseret pa den genererede

roamingtransaktionsaftale.

Fremgangsmade til roaming ifglge krav 9, kendetegnet ved, at fremgangsmaden
omfatter udfgrelse af mindst én roamingkriterietransaktion, der i det mindste
kontrolleres af midlet til roamingstyring (234, 334, 434, 534) baseret pa mindst ét
roamingkriterie i den genererede roamingtransaktionsaftale, hvor gkonomiske
veerdier udveksles i overensstemmelse med roamingkriteriet med en

roamingkriterietransaktion via en kryptovaluta.

Fremgangsmade til roaming ifolge et hvilket som helst af de foregdende krav,
kendetegnet ved, at
- data lagres af peer-to-peer-applikationen (232, 332, 432, 532) med givne

beviser eller signaturer.

Fremgangsmade til roaming ifolge et hvilket som helst af de foregaende krav,
kendetegnet ved, at den mindst ene peer-to-peer-applikation (232, 332, 432, 532)
er en blokkaede eller decentral hovedbog, der omfatter mindst to blokke (551, 553,
555), der er forbundet til hinanden,

og/eller
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peer-to-peer-netveerket (230, 330, 430, 630) omfatter kun én valideringsnode
(236.1, 236.2, 236.3, 336, 436.1, 436.2) konfigureret til at udfore en
valideringsproces, én eller flere observationsnoder (236.1, 236.2, 236.3, 336,
436.1, 436.2) konfigureret til at validere transaktioner for at etablere et

tillidsniveau.

Ladesystem (200, 300, 400, 600), der omfatter:

mindst ét peer-to-peer-netvaerk (230, 330, 430, 630), der omfatter en flerhed
af noder (236.1, 236.2, 236.3, 336, 436.1, 436.2), hvor en samme peer-to-
peer-applikation (232, 332, 432, 532) er implementeret pa hver node (236.1,
236.2, 236.3, 336, 436.1, 436.2), hvor peer-to-peer-applikationen (232, 332,
432, 532) er et decentraliseret register eller en delt database;

- et forste ladeundersystem (201.2, 302.1, 402.1) med mindst én forste
gatewayanordning (210, 310.1, 410.1) forbundet med mindst én faorste
ladestation (204, 304.1, 404.1) via en kommunikationsforbindelse (212, 312,
412) for at modtage mindst ét ladedatasaet fra den forste ladestation (204,
304.1, 404.1),

- mindst ét farste peer-to-peer-modul (238, 338.1, 438.1) tildelt til den forste
gatewayanordning (210, 310.1, 410.1) og konfigureret til at kommunikere
med peer-to-peer-applikationen (232, 332, 432, 532),

- hvor peer-to-peer-applikationen (232, 332, 432, 532) omfatter et middel til
roamingstyring (234, 334, 434, 534) dannet som en intelligent kontrakt og
udfert af mindst to af noderne (236.1, 236.2, 236.3, 336, 436.1, 436.2) i peer-
to-peer-netveerket (230, 330, 430, 630) og konfigureret til at styre en
roamingproces baseret pa ladedataseettet tilvejebragt til peer-to-peer-
applikationen (232, 332, 432, 532) ved hjeelp af det farste peer-to-peer-modul
(238, 338.1, 438.1),

- hvor opladningsdataseettet omfatter mindst én peer-to-peer-identifikator
tildelt til en bruger af et koretoj (454, 456), der skal oplades eller aflades,
og/eller et karetaj (454, 456), der skal oplades eller aflades af en bruger, og

- hvor der er lagret en liste over registrerede identifikatorer i peer-to-peer-
applikationen og/eller et lagerarrangement styret af peer-to-peer-
applikationen,

- hvor styring af en roamingproces omfatter udforelse af en

autentificeringshandling, hvor peer-to-peer-applikationen (332)
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6
sammenligner den mindst ene modtagne peer-to-peer-identifikator med de
lagrede identifikatorer pa identifikatorlisten.

Gatewayanordning (210, 310.1, 310.2, 310.3, 410.1, 410.2) tildelt til et
ladeundersystem (202.1, 302.1, 302.3, 302.3, 402.1, 402.2) i et ladesystem (200,
300, 400, 600) ifalge krav 13, der omfatter:

- mindst ét kommunikationsmodul (208, 308.1, 308.2, 308.3, 408.1, 408.2)
konfigureret til at modtage mindst ét ladedataseet fra mindst én ladestation
(204, 304.1, 304.2, 304.3, 404.1),

- mindst ét peer-to-peer-modul (238, 338.1, 338.2, 338.3, 438.1) konfigureret
til at tilvejebringe ladedataseettet til mindst én peer-to-peer-applikation (232,
332, 432, 532), saledes at en roamingproces kan kontrolleres af et middel til
roamingstyring (234, 334, 434, 534) dannet som en intelligent kontrakt og
udfart af mindst to af noderne (236.1, 236.2, 236.3, 336, 436.1, 436.2) i peer-
to-peer-netvaerket (230, 330, 430, 630) baseret pa det tilvejebragte
ladedataseet, hvor ladedataseettet omfatter mindst én peer-to-peer-
identifikator, der er tildelt til en bruger af et koretoj (454, 456), der skal
oplades eller aflades, og/eller et koretaj (454, 456), der skal oplades eller
aflades af en bruger, hvor en liste over registrerede identifikatorer er lagret i
peer-to-peer-applikationen og/eller et lagerarrangement styret af peer-to-
peer-applikationen, og hvor styring af en roamingproces omfatter udfarelse
af en autentificeringshandling, hvor peer-to-peer-applikationen (332)
sammenligner den mindst ene modtagne peer-to-peer-identifikator med de
lagrede identifikatorer pa identifikatorlisten.

Peer-to-peer-applikation (232, 332, 432, 532) i et peer-to-peer-netveerk (230, 330,
430, 630) i et ladesystem (200, 300, 400, 600) ifglge krav 13, hvor den samme
peer-to-peer-applikation (232, 332, 432, 532) er implementeret i hver node (236.1,
236.2, 236.3, 336, 436.1, 436.2) i peer-to-peer-netveerket (230, 330, 430, 630),
hvor peer-to-peer-applikationen (232, 332, 432, 532) er et decentraliseret register
eller en delt database, hvor peer-to-peer-applikationen (232, 332, 432, 532)
omfatter:
- mindst ét middel til roamingstyring (234, 334, 434, 534) dannet som en smart
kontrakt og eksekverbar af mindst to af noderne (236.1, 236.2, 236.3, 336,
436.1, 436.2) i peer-to-peer-netveerket (230, 330, 430, 630) og konfigureret
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til at styre en roamingproces baseret pa et opladningsdatasaet leveret af
mindst ét peer-to-peer-modul (238, 338.1, 338.2, 338.3, 438.1), der er tildelt
en gatewayanordning (210, 310.1, 310.2, 310.3, 410.1, 410.2),

hvor ladedatasaettet omfatter mindst én peer-to-peer-identifikator, der er
tildelt en bruger af et karetaj (454, 456), der skal oplades eller aflades og/eller
et karetaj (454, 456), der skal opkreeves eller aflades af en bruger,

hvor en liste over registrerede identifikatorer er lagret i peer-to-peer-
applikationen og/eller et lagerarrangement styret af peer-to-peer-
applikationen, og

hvor styring af en roamingproces omfatter udforelse af en
autentificeringshandling, hvor peer-to-peer-applikationen (332)
sammenligner den mindst ene modtagne peer-to-peer-identifikator med de
lagrede identifikatorer pa identifikatorlisten.
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