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DESCRIPTION

FIELD OF THE INVENTION

[0001] The invention relates to a control unit, a system and a method for controlling a network.

BACKGROUND OF THE INVENTION

[0002] Recently, wireless mesh networks attract more and more attention, e.g. for remote
control of illumination systems, building automation, monitoring applications, sensor systems
and medical applications. In particular, a remote management of outdoor luminaires, so-called
telemanagement, becomes increasingly important. On the one hand, this is driven by
environmental concerns, since telemanagement systems enable the use of different dimming
patterns, for instance as a function of time, weather conditions or season, allowing a more
energy-efficient use of the outdoor lighting system. On the other hand, this is also driven by
economical reasons, since the increased energy efficiency also reduces operational costs.
Moreover, the system can remotely monitor power usage and detect lamp failures, which
allows for determining the best time for repairing luminaires or replacing lamps.

[0003] Current radio-frequency (RF) based wireless solutions use either a star network
topology or a mesh network topology. In a star network, a central controller has a direct
wireless communication path to every node in the network. However, this typically requires a
high-power/high-sensitivity base-station-like central controller to be placed at a high location
(e.g. on top of a building), which makes the solution cumbersome to deploy and expensive. In
a mesh network, the plurality of nodes does in general not communicate directly with the
central controller, but via so-called multi-hop communications. In a multi-hop communication, a
data packet is transmitted from a sender node to a destination node via one or more
intermediate nodes. Nodes act as routers to transmit data packets from neighboring nodes to
nodes that are too far away to reach in a single hop, resulting in a network that can span larger
distances. By breaking long distances in a series of shorter hops, signal strength is sustained.
Consequently, routing is performed by all nodes of a mesh network deciding, to which
neighboring node the data packet is to be sent. Hence, a mesh network is a very robust and
stable network with high connectivity and thus high redundancy and reliability.

[0004] In Figure 1, a typical wireless network with mesh topology is shown. The wireless
network comprises of a central controller 60 and a plurality of nodes 10 (N) being connected
among each other by wireless communication paths 40 in a mesh topology. The wireless
communication paths 40 between the nodes 10 can be constituted by RF transmissions. For
this, the nodes 10 and the central controller 60 can comprise a transceiver for transmitting or
receiving data packets via wireless communication paths 40, e.g. via RF transmission. In the
backend, a service center 80 is situated and serves for system management. This entity
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normally communicates with one or more wireless networks over a third party communication
channel, such as the Internet or mobile communication networks or other wired or wireless
data transmission systems. In particular, the service center 80 communicates with a central
controller 60 of a corresponding network as a commissioning tool in charge of controlling or
configuring this network. In case of a lighting system or any other large wireless network, a
network can also be divided into segments, so that a node 10 belongs to exactly one segment
having one segment controller 60. Therefore, the terms "segment controller” and "central
controller" should be seen as exchangeable throughout this description.

[0005] Within the mesh network, any pair of nodes 10 can communicate with each other over
several hops by means of a routing protocol. For security reasons, all nodes 10 of the network
may share a common key K for authentication that is used to verify hop-by-hop, whether the
data packet originates from a network node 10 or from an interfering node. Therefore, if a
sender node 10 sends a message to a destination node 10 via an intermediate node 10, the
sender node 10 can protect the message at MAC (Media Access Control) layer. Here,
protection refers to the provision of basis security services such as authentication, integrity,
freshness or even confidentiality by means of a standard block cipher mode such as AES-CCM
(Advance Encryptions Standard in CCM mode). To this end, the sender node 10 can for
instance take the message and attach it to at least one a MIC (Message Integrity Code)
generated with the AES-CCM, the common key K, and a counter C associated to the sender
node and used to ensure message freshness. Upon reception of this message, the
intermediate node 10 will proceed to decode the message using the key K and verify message
integrity using the MIC and message freshness based on the counter C. If all verifications are
successful, the intermediate node 10 will protect the message again as done by the sender
node 10 and forward it to the destination node 10.

[0006] If each node 10 in the mesh network verifies the authenticity using the key K and the
freshness based on the counter C of a forwarded message, a basic network protection can be
provided. However, this does not cover two important situations, in which the network is very
vulnerable and can be fully broken by a denial of service attack (DoS attack). The first problem
is related to a commissioning phase of the network, wherein not all nodes 10 of the network
have been successfully commissioned yet. Therefore, not all nodes 10 have the key K used to
realize hop-by-hop security. Yet, during commissioning, a plurality of messages has to be
exchanged with the segment controller 60 or even with the service center 80, so that the
problem of security arises. Thus, an attacker might send fake commissioning messages
overloading the network. By way of example, it can be assumed that nodes A and B have
already joined the network and thus know about the common key K, while nodes C and D still
have to join the network and are not yet successfully commissioned (not knowing about K). In
case that node A or node B have to forward commissioning messages from nodes C or D,
nodes A and B cannot check, whether these commissioning messages are authentic and fresh,
since nodes C and D did not use the key K. Therefore, in this situation, an attacker might send
lots of commissioning messages breaking the network and leading to denial of service. It
should be noted that this problem does not only arise in the very beginning of the network set-
up, but e.g. also when adding new nodes 10 to a network. Thus, nodes 10 being in different



DK/EP 3661245 T3

operating states or phases, represent a serious security problem to the network.

[0007] The second security problem arises due to limited regional knowledge of the single
nodes 10. In general, due to the strict memory limitations of a node 10, a node 10 cannot store
all counters C or the like for all other nodes 10 of the network. Therefore, an attacker might for
instance eavesdrop on a communication link on one side of the network and replay those
messages in other parts of the network. This is called "wormhole attack” and illustrated in fig.
2. In fig. 2, a node A eavesdrops on a communication in network part 1 and sends it through a
wormhole link (arrow) to node B in network part 2 for replaying the message in network part 2
or vice versa. One effect of such an attack is that all nodes 10 in network part 1 assume that
nodes 10 in network part 2 are the neighbored nodes and vice versa. As a result, this affects
routing and other connectivity based protocols in the network. In addition, if the new "routes"
are established and the data traffic in the network starts using the shortcut through the
wormhole link, the wormhole nodes A and B can start dropping data packets and cause
network disruption. Moreover, although the counter C corresponding to a node 10 of network
part 1 is not known by the nodes 10 in network part 2, the nodes 10 in network part 2 will just
forward all replayed messages, since the message integrity code MIC can be verified. Hence,
an attack can result in blocking all messages coming from network part 2 by means of
messages generated in network part 1.

[0008] WO 2009/031112 A2 relates to a node and a method for establishing distributed
security architecture for a wireless network.

[0009] EP 2120181 A1 discloses a method for classifying data generated by at least one
sensor node of a sensor network for detecting anomalous behavior in the sensor network by
statistical processing of said data based on linear discriminant analysis.

SUMMARY OF THE INVENTION

[0010] In view of above disadvantages and problems in the prior art, it is an object of the
present invention to provide a control unit, a system and a method for operating a wireless
network with a plurality of nodes, wherein protection of the network against denial of service
attacks or other hostile attacks is improved, while keeping the operation of the network simple
and efficient and considering restricted capacities of single network nodes.

[0011] The invention is based on the idea to consider differences between various network
phases to define a phase-aware system. For instance, the characteristics of commissioning,
learning and operating phases can be easily distinguished, in particular regarding a
vulnerability to hostile attacks. Hence, a commissioning phase may in general be less secure,
since neighbor nodes, network parameters and security keys may generally be unknown to a
node when joining the network. Therefore, it is suggested that a node may operate in a phase-
aware manner and handle at least one of node parameters, neighborhood parameters or other
network parameters according to a current network phase. This may particularly relate to
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handling incoming messages, connections to new or unknown nodes, requests for updating
routing tables etc. depending on a current network phase. By these means, security holes,
which are necessary or unavoidable for a certain network phase, may be limited in time to the
respective phase, thus reducing the network vulnerability to a minimum.

[0012] According to one aspect of the present invention, a control unit for a node of a wireless
network is provided, which is capable of adjusting at least one operation parameter of the node
based on a current network phase and of processing a received data packet based on the
adjusted operation parameter, wherein the node is switchable to an intermediate network
phase, wherein the intermediate network phase is time or area limited. For this, the control unit
may comprise a phase-adaptation module for setting operation parameters of the node
corresponding to the current network phase and a phase-aware module for operating the node
accordingly. Thus, the node behavior may be tailored to the different network phases. A
network phase may for instance relate to a commissioning phase, during which a node joins
the network and is commissioned to be a member of the same, a learning phase, during which
a node learns about its neighbors, or a working or operating phase, wherein a node operates
within the network. However, in general any number N of network phases can be defined. By
adapting the operation or the behavior of the single nodes to a current network phase,
unnecessary security holes can be closed and reduced to a minimum according to the
requirements of the respective phase.

[0013] The current network phase may be determined by predefined phase characteristics,
such as a number, rate or frequency of messages (e.g. differentiated for messages having a
certain message type, a certain sender) or any other feature, which is characteristic for a
certain network phase. Preferably, the phase characteristics can be determined based on
common network behavior during this phase. The current network phase may be determined
locally by the node itself and/or centrally by a central/segment controller or a service center. In
one example, a node may be adapted to determine a current network phase based on data
traffic, e.g. by monitoring the network traffic either continuously or in certain time intervals. In
case of centrally determining the network phase, the central/segment controller and/or service
center may provide corresponding information to the nodes using secure broadcasting or
unicasting or any other kind of transmission. Possibly, the central/segment controller and/or
service center provides also further information together with information about the current
network phase, e.g. for indicating corresponding values of one or more operation parameters
and/or for setting a time period for this network phase, after which the network automatically
returns to a previous network phase or to another predefined network phase. Thus, also
values of operation parameters may be set centrally for this network phase. However, it is also
possible that at least one operation parameter or a set of operation parameters is predefined
for at least one network phase, i.e. these operation parameters may be locally defined and
stored in the single nodes. In this case, these operation parameters may nevertheless be
adjustable for a central/segment controller or service center.

[0014] Alternatively and/or additionally, a central/segment controller and/or service center may
announce a certain network phase, i.e. independent of any determination process of the
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current network situation. By these means, it is possible to shift the network from an operating
phase again to an earlier phase, such as a commissioning phase, e.g. for allowing new nodes
to join the network. Thus, the control unit or the phase-adaptation module of the node may be
adapted to switch the node to any one of the network phases by adjusting the operation
parameter(s) accordingly.

[0015] At least one network phase is limited to a time interval or operational area. The time
interval may be predefined or adjustable, e.g. by a central/segment controller or a service
center. The operational area might represent the whole or a part of the network. This may
allow for increased security, since a vulnerable phase, such as a learning or commissioning
phase, may automatically be stopped and the network may return to a more secure network
phase. In one embodiment, the network or the nodes are switchable to any intermediate
network phase, which is time or area limited. Thus, the network or the nodes stop this
intermediate network phase automatically, after the time has passed. Then, they may return to
another predefined network phase or to the previous network phase, from which the
intermediate network phase was initiated.

[0016] Preferably, operation parameters of a node include at least one of a maximum or
minimum number of messages or a maximum or minimum frequency or rate of messages or
an area threshold or a maximum time threshold. The messages may be recognized by their
type, by their sender node, by their destination, or by any other feature. For instance, during a
commissioning phase, a large number of commissioning messages may be allowed or even
required, while during an operating phase of the network, it may be not allowed to process any
commissioning message. Similarly, only a certain number of messages may be allowed from a
certain sender and/or to a certain destination. This is to avoid multiplying and replaying an
overheard message in a denial of service attack. Alternatively or additionally, the operation
parameters may include at least one of a routing-update-index indicating whether an update of
a routing table is allowed, a setting-update-index indicating whether an update of a node
setting is allowed, a commissioning index indicating whether commissioning messages are
allowed, and a stranger-acceptance-index indicating whether messages from unknown nodes
are allowed. For instance, during commissioning, a node does not know about its neighbor
nodes, while during an operating phase, the node may consider the network as being static.
Hence, during the operating phase, the at least one operation parameter of the node may be
set such that the node is not allowed to update (completely) its routing table and/or to accept
or forward messages from stranger nodes. As mentioned above, the operation parameters
may be locally defined for one or more network phases, so that the phase-adaptation module
looks up the corresponding values of the operation parameters according to the current
network phase.

[0017] In a preferred embodiment of the present invention, the control unit or the phase-aware
module of a node is adapted to analyze a received data packet for determining whether the
network behavior and/or the data traffic is normal for the current network phase. For instance,
a network behavior may be determined based on data traffic. However, the network behavior
may also depend on other parameters such as daytime, power supply state and the like.



DK/EP 3661245 T3

Hence, these parameters may be taken into account for observing network behavior. The
observed network behavior may then be compared to predefined phase characteristics. For
this, a data packet may be analyzed with respect to its type, its sender, its destination or a last
forwarding node. Alternatively or additionally, the frequency or number of received and/or
forwarded data packets may be determined. As mentioned before, during a particular network
phase, only a certain number of data packets, e.g. of a certain type, may be forwarded.
Another example is the processing behavior of the node regarding data packets, whose sender
or destination is unknown.

[0018] Preferably, if it is determined that the network behavior is not normal, e.g. if the network
behavior deviates from one or more predefined phase characteristics of the corresponding
network phase, the control unit or the phase-aware module may determine an attack state. In
such an attack state, the node behavior may be adapted accordingly. For instance, the control
unit of the node may apply counter measures in order to block the attack, e.g. messages to be
forwarded may be dropped, processing of data packets may be refused and/or a guilty device
may be identified and marked as not trustworthy. Thus, when forwarding of received data
packets is refused in an attack state, flooding of the network with fake messages and thus
blocking communication links of the network can be avoided. Alternatively and/or additionally,
the control unit may be adapted to trigger an attack alarm. This may relate to transmitting,
flooding or broadcasting an alarm message to neighboring nodes or to the central/segment
controller or service center. By these means, the surrounding nodes and/or the responsible
controller may be informed about a possible attack and set in the attack state, so that they may
react accordingly. Hence, a central/segment controller or service center may take appropriate
countermeasures. Instead of the observed network behavior deviating from predefined phase
characteristics, the attack state may also be determined and/or an attack alarm may be
triggered, if the control unit refuses processing of a received data packet based on the
adjusted operation parameters of the node. By these means, a denial of service attack can be
avoided.

[0019] In a further embodiment, processing a received data packet includes at least one of
forwarding the data packet towards its destination, accepting the data packet as its destination
and updating node settings or routing information based on information included in the data
packet.

[0020] In a preferred embodiment, the node is a luminaire node of a lighting system, such as a
street lighting system, a lighting system of a public area or any other large-scale lighting
system.

[0021] According to a further aspect of the present invention, a system for a wireless network
is provided that comprises a plurality of nodes, whereof at least some include a control unit
according to one of the preceding embodiments, and a central controller or segment controller,
wherein the plurality of nodes and the central controller comprise means for wireless
communication. Preferably, the wireless network is a radio frequency network, e.g. a network
for remote control or telemanagement of a lighting system. The central controller may be
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adapted to determine a current network phase by monitoring the status of one or more nodes.
For instance, the central controller may determine whether one or more nodes have been
successfully commissioned or whether a predefined percentage of nodes has been
successfully commissioned. The status of a plurality of nodes may be determined by an
average or mean status of the nodes. Furthermore, the central controller may be adapted to
inform the nodes about the determined current network phase. This may be realized by
broadcasting, unicasting, multicasting or flooding a corresponding message in the network.
Alternatively or additionally, the central controller may also inform the network nodes about one
or more values of one or more operation parameters according to the current network phase.

[0022] According to a further aspect of the present invention, a method for operating a
wireless network with a plurality of nodes is provided, comprising the steps of adjusting at least
one operation parameter of a node based on a current network phase and processing a data
packet received by the node based on the adjusted operation parameter, wherein the node is
switchable to an intermediate network phase, wherein the intermediate network phase is time
or area limited. Thus, the method according to the present invention may be adapted to be
performed by a control unit or system according to one of the above-described embodiments
of the present invention.

[0023] These and other aspects of the invention will be apparent from and elucidated with
reference to the embodiments described hereinafter. The invention will be described in more
detail with respect to exemplary embodiments that are illustrated by the accompanying figures.
However, the invention is not limited to these exemplary embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] In the figures:

Fig. 1 illustrates an example of a wireless mesh network;

Fig. 2 illustrates a so-called wormhole attack;

Fig. 3 shows a control unit according to an embodiment of the present invention;

Fig. 4 shows an example for determining a network phase according to an embodiment of the
present invention;

Fig. 5 shows a flow diagram for illustrating phase-aware behavior of a node according to an
embodiment of the present invention; and

Fig. 6 shows a flow diagram for a process of monitoring network behavior according to an
embodiment of the present invention.
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DETAILED DESCRIPTION

[0025] Preferred applications of the present invention are actuator networks or sensor
networks for different applications such as healthcare, energy management or lighting
systems, such as outdoor lighting systems (e.g. for streets, parking and public areas) and
indoor lighting systems for general area lighting (e.g. for malls, arenas, parking, stations,
tunnels etc.). In the following, the present invention will be explained further using the example
of an outdoor lighting system for street illumination, however, without being limited to this
application. In the field of lighting control, the telemanagement of outdoor luminaires via radio-
frequency network technologies is receiving increasing interest, in particular solutions with
applicability for large-scale installations with segments of above 200 luminaire nodes. Since
radio frequency (RF) transmissions do not require high transmission power and are easy to
implement and deploy, costs for setting up and operating a network can be reduced. However,
the data packet transmission may alternatively use infrared communication, free-space-visible-
light communication or power line communication.

[0026] In a telemanagement system for lighting control, the number of luminaire nodes 10 is
extremely high. Hence, the size of the network is very large, especially when compared to
common wireless mesh networks, which typically contain less than 200 nodes. In addition, the
nodes 10 typically have limited processing capabilities due to cost considerations, so that
processing and memory resources in the luminaire nodes 10 will be limited. Thus, security
measures and communication protocols for transmitting data packets between single nodes 10
should consider the limited resources for efficient and secure data packet transmission. Finally,
compared to other so-called ad-hoc mesh networks, the telemanagement system for an
outdoor lighting control network is stationary, i.e. the luminaire nodes 10 do not move. Since
the luminaire nodes 10 (e.g. the lamp poles) are stationary, node positions will not change over
time. Thus, the physical positions of the nodes 10, for instance GPS-coordinates or other
position data, may be known in the system, enabling geographic or position-based routing
using pre-programmed or predefined positions, so that no GPS receiver is required in the
single nodes 10. In addition, the nodes 10 do not need to send position information updates to
other nodes 10.

[0027] In Fig. 3, an exemplary embodiment of a control unit 100 according to the present
invention is shown. This control unit can be configured to be insertable in an already existing
luminaire node 10 for upgrading the same, maybe as update software or the like. The control
unit 100 comprises a phase-adaptation module 110 and a phase-aware module 120 for
adapting the operational behavior of the node 10 to a current network phase. Of course, the
phase-adaptation module 110 and the phase-aware module 120 can also be realized as a
combined module. In addition, the control unit 100 may further comprise a memory 130 for
storing operation parameters, routing tables, network phases and other settings of the node.
Furthermore, a transmission unit may be included for wireless communication, such as radio
frequency based communication (GPRS) and the like.
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[0028] According to one embodiment, the phase-adaptation module 110 adjusts operation
parameters of the node 10 according to the current network phase. For instance, when it is
determined that the network phase has changed, the phase-adaptation module 110 of the
control unit 100 adjusts the one or more of the operation parameters accordingly. The values
of the operation parameters can be predefined for the different network phases and stored
locally at the nodes 10. Alternatively, the operation parameters can be communicated to the
nodes 10 by the service center 80 or the segment controller 60. When receiving a data packet,
the phase-aware module 120 of the control unit 100 handles the received data packet
according to the settings of the operation parameters. Therefore, the nodes 10 of the network
are aware of the current network phase and its associated operation parameters.

[0029] For instance, operation parameters can relate to forwarding, accepting or processing a
data packet, updating the routing tables or accepting configuration or commissioning
messages. For example, during a commissioning phase of the network, the operation
parameter of the node 10 relating to acceptance of commissioning messages (commissioning
index) will be set such that the node 10 accepts commissioning messages and processes them
appropriately. In contrast, in a learning phase or in an operating phase, no commissioning
messages may be accepted. Similarly, it can be determined by an operation parameter, e.g. by
a stranger-acceptance-index, that messages received from unknown sender nodes or from
unknown intermediate nodes are admissible during the commissioning phase or learning
phase, but not during the operating phase. As a further operation parameter, a number of
messages per unit time may be defined, which may be set for a certain message type. For
instance, during the commissioning phase, any node 10 is allowed to forward a predefined
number n1 of commissioning messages per unit time, but during the operating phase, a node
10 is only allowed to forward up to n2 commissioning messages per unit time, e.g., with n1>n2.
For realizing this, the phase-aware module 120 can be adapted to keep track of the number n
of forwarded commissioning messages during the last unit of time At. When this number n
exceeds a given threshold (e.g., n>nppase), Which can be set differently for each network

phase, e.g. n1 for the commissioning phase and n2 for the operating phase, the node 10 drops
all these commissioning messages in order to avoid flooding of the network by fake
commissioning messages. In the same way, the number of messages might have to be in a
specific range. Obviously, instead of a number per unit time, a frequency can be defined as
operation parameter. A further example for an operation parameter is a routing-update-index
indicating, whether the update of routing tables is allowed. For instance, a node 10 learns,
which nodes 10 are its neighbors or close-by. This information can be used in routing
protocols, e.g. a node 10 only forwards messages from/to those nodes listed in its routing
table. For instance, the creation of routing tables can be limited to a certain time period, e.g.
corresponding to the learning phase. After this time period has passed, the phase-adaptation
module 110 can set the routing-update-index from "update allowed" to "update prohibited".
Thus, during the operating phase, routing information is locked, so that the routing table
cannot be changed. Hence, when receiving a message comprising new routing information,
the phase-aware module 120 can check the operation parameter of the routing-update-index
in order to determine whether the update of the routing table is admitted. In general, only
minimal changes should be allowed during the operating phase. Therefore, after the learning
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phase, a node 10 of the network considers the network to be substantially static and may not
allow an update of the routing table. By these means, it can be avoided that far away attacker
nodes, e.g. wormhole nodes A or B, are integrated in the routing tables of the nodes 10 as
neighbor nodes at a later time, thereby causing network disruption or denial of service.

[0030] The current network phase can either be locally determined at the individual nodes 10
or centrally by the service center 80 or by the segment controller 60. For a central
management of the network phases, the segment controller 60 or the service center 80 can be
adapted to monitor the status of the nodes 10 in order to determine the current network phase.
Alternatively, the network phase may be defined in terms of time. After determining the network
phase, the segment controller 60 or the service center 80 can securely broadcast to the
network or unicast to each node 10 information about the current network phase. In addition,
the segment controller 60 may also broadcast or unicast operation parameters associated to
the respective network phase. By this centralized approach, the behavior of the nodes 10 and
thus of the network can be adapted to the network phase.

[0031] In order to determine the current network phase, the segment controller 60 or the
service center 80 can, e.g., monitor the nodes 10 of the network and the network traffic. For
instance, when a node 10 joins the network, it is in commissioning mode. This state can be
pre-configured, e.g. in the factory. The percentage of nodes 10 having already joined the
network can then be centrally observed, e.g. by the segment controller 60 or by the service
center 80, in order to determine the current network phase. By way of example, if the
percentage of the successfully commissioned nodes 10 exceeds a predetermined threshold,
usually close to 100, the segment controller 60 or service center 80 can inform the network
that the commissioning phase is completed and that the network phase has changed to the
learning phase. When being informed that the current network phase has changed to the
learning phase, the phase-adaptation modules 110 of the nodes 10 adjust the operation
parameters accordingly. If values of the operation parameters associated to the new network
phase are also communicated by the segment controller 60 or the service center 80, the
phase-adaptation modules 110 set the operation parameters of the nodes 10 correspondingly.
After a given period of time, which can be fixed dependent on the network size or on the
feedback collected from the nodes 10 of the network, the service center 80 or segment
controller 60 can determine to change the current network phase from the learning phase to
the operating phase. Again, the nodes 10 of the network are informed about the new network
phase.

[0032] In an alternative embodiment, a distributed management of the network phases is
suggested. In this embodiment, the current network phase is determined locally at the node
10, e.g. based on received messages or by observing the network traffic. In one example,
each node 10 knows that it will go through at least three network phases, i.e. a commissioning
phase, a learning phase and an operating phase. When a node 10 is installed in the network, it
will join the network to be commissioned. During this period of time, the node 10 will observe
new nodes 10 appearing and the node 10 will have to forward commissioning messages from
other nodes 10. Therefore, the node 10 can keep track of the number of forwarded



DK/EP 3661245 T3

commissioning messages per unit time, as illustrated in the upper graph of fig. 4. After some
time, i.e. towards the end of the network commissioning, the node 10 will observe a drop in the
number of commissioning messages at some time ti. If the rate of commissioning messages or
the frequency of commissioning messages stays low for a certain time interval Beta, the node
10 will determine that the commissioning phase is completed and that the current network
phase has changed, e.g. to the operating phase, as depicted on the lower graph of fig. 4.
Thus, the node 10 can rely on own information to gain information about the current network
phase without requiring intervention of the segment controller 60 or the service center 80.

[0033] In a further embodiment, the network nodes 10 are switchable to any of the network
phases, regardless of whether they have been in this phase before. For instance, a RF lighting
system, which is already in the operating phase, may have occasionally to be extended by
additional luminaire nodes 10. In this case, it may be advantageous to switch the network to an
intermediate network phase, e.g. to one of the initial network phases such as the
commissioning or learning phase, depending on the circumstances. In one embodiment of
central phase management, the segment controller 60 is in charge of the management of the
network. Before the network is extended for adding new luminaire nodes 10, the segment
controller 60 informs the network about the situation, e.g. by means of securely broadcast or
unicast. For instance, the network can be informed that new luminaire nodes 10 will be
included and that non-verifiable messages such as commissioning messages are allowed to be
forwarded. Likewise, the network nodes 10 can be informed that it is allowed to update routing
tables or general parameters or settings of the node 10. Thus, the phase-adaptation modules
110 of the single nodes 10 can set operating parameters, e.g. the routing-update-index or
setting-update-index, correspondingly for indicating the new processing rules to the phase-
aware module 120. Of course, an appropriate combination of operation parameters can be set
by the segment controller 60 including e.g. at least one of the commissioning index, the
stranger-acceptance-index, the threshold number of messages, the routing-update-index, an
area threshold, a maximum time threshold and the setting-update-index.

[0034] However, by allowing these changes or updates at the nodes 10, the security of the
network is weakened. Therefore, one or more of these operation parameter settings may be
limited to a certain time window. Alternatively, the segment controller 60 informs the network
nodes 10, when the intermediate network phase is completed. Then, the phase-adaptation
modules 110 of the nodes 10 will reset the temporarily changed operation parameters to the
values of the operation parameters corresponding to the network phase, from which the
temporal phase has been initiated. By these means, the network remains flexible for changes.

[0035] In fig. 5, an example for processing a received data packet corresponding to the current
network phase is shown. As described above, the current network phase is determined either
centrally or locally (S500). However, a node 10 knows about the current network phase and its
operation parameters are set accordingly by the phase-adaptation module 110 (S510). If the
node 10 receives a data packet (S520), the data packet is analyzed (S510). This analysis may
only relate to checking whether the data packet is complying with the set operation parameters
of the node 10, i.e. whether processing of the data packet is admitted according to the
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operation parameters. For instance, if the operation parameter stranger-acceptance-index is
set to "false", the data packet is only accepted if the sender node and/or the forwarding node is
known, e.g. listed in the routing table of the receiving node 10. Likewise, all other operation
parameters may be checked in order to determine whether to accept the data packet.
However, the analysis in step S530 may additionally include further analysis, e.g. with respect
to at least one of the sender node, the forwarding node, from which the data packet is
received, the destination node, or security parameters included in the data packet such as a
counter C associated to the forwarding node, a message integrity code MIC or the like. Based
on the result of the analysis, it is decided whether to accept the data packet or not (S540). If
either the analysis of the data packet is negative or if it is determined that the data packet is
not acceptable due to operation parameters of the node 10, the data packet is dropped
(S540). However, if the data packet complies with the conditions of the operation parameters
and if all additional analysis has been positive, the data packet is accepted in step (S550) and
the phase-aware module 120 proceeds to process the data packet based on the current
operation parameters. For instance, depending on the situation, the data packet can be
forwarded to its next-hop node towards its final destination or it can be decoded, if the
receiving node 10 is the final destination. Also, processing may comprise using information
included in the data packet for updating routing tables or settings of the node 10, if this is
allowed according to the operation parameters of the node 10. Therefore, since the operation
parameters of the node 10 are set corresponding to the current network phase and received
data packets are processed correspondingly, the behavior of the network nodes 10 can be
adapted to the current network phase. By these means, the vulnerability of the network can be
reduced to the minimum.

[0036] In fig. 6, a detection of an attack is illustrated according to an embodiment of the
present invention. In general, the node 10 is aware of the current network phase and its
operation parameters are set accordingly. For attack detection, the node 10 observes the
network behavior either continuously or in predetermined time intervals (S600). For instance,
the node 10 monitors the data traffic, e.g. by means of received data packets, data packets to
be forwarded and the like. In step S610, the network behavior is analyzed in order to
determine, whether the network behavior is allowed. This can be performed by the phase-
aware module 120 of the node 10 based on the current operation parameters. In one example,
this determination process of step S 610 corresponds to the analysis of single data packets,
e.g. as described with respect to fig. 5, step S530. When the network behavior was found to be
unusual or not allowed for the current network phase, the node 10 is set into an attack state
(8620). In particular, if a node 10 notices that processing of a data packet is refused, e.g. due
to the analysis result in step S530 or that it is not allowed to perform a requested action on the
data packet, such as to forward a received data packet, the node 10 can determine an attack
state (S620). Preferably, the attack state is not activated by a single incident, but after a certain
number of such incidents. A corresponding threshold may be predefined at the node 10. After
the attack state is activated, the node 10 can act accordingly. For instance, the node 10 can
transmit an attack alarm to the network or the segment controller 60 or to the service center
80, using broadcast, unicast, flooding or the like, in order to activate the attack state at other
nodes 10 or to inform the segment controller 60 or the service center 80. Moreover, the
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operation parameters of the node 10 in the attack state can be set to the most restrictive and
secure settings. Preferably, also all received messages, which have to be forwarded, are
dropped. By these means, an attack can be warded off, before it can do any harm to the
network.

[0037] Therefore, according to the present invention, the initiation of hostile attacks can be
impeded and ongoing hostile attacks can be blocked by means of a phase-aware node
behavior. By admitting security holes in the network only during network phases, in which this
is absolutely necessary for the operation of the network, the vulnerability of the network is
minimized. Moreover, by the ability to switch the network into any of the network phases, the
network remains flexible for upgrades, changes or extension. This can be all achieved
according to the present invention, without complicating the single node operation or degrading
the communication efficiency.

[0038] In the foregoing description, embodiments of the invention have been described using
the example of a lighting system. However, many other networks and systems, in particular
wireless networks using standards such as lightweight ZigBee-IP, 6LoWPAN/CoRE can benefit
from the same basic principles to prevent attackers from launching DoS and other hostile
attacks.
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Patentkrav

1. Styreenhed (100) til en knude (10) i et netvaerk, omfattende:
et fasetilpasningsmodul (110) til justering af mindst en driftsparameter for
knuden (10) baseret pa en aktuel netveerksfase ud af en flerhed af
netveerksfaser; og hvor en knude (10) er indrettet til at blive skiftet til en
af flerheden af netvaerksfaser;
et fasebevidst modul (120) til behandling af en modtaget datapakke
baseret pd operationsparameteren,
hvor knuden (10) kan skiftes til en mellemliggende netvaerksfase, hvor den
mellemliggende netvaerksfase er tids- eller omrddebegraenset.

2. Styreenhed (100) ifglge krav 1, hvor justering af mindst en driftsparameter for
knuden (10) er begraenset til en tidsperiode baseret pa den mellemliggende
netvaerksfase.

3. Styreenhed (100) ifalge krav 2, hvor fasetilpasningsmodulerne 110 er indrettet
til at nulstille de midlertidigt a&endrede driftsparametre til vaerdier af
driftsparametrene svarende til netvaerksfasen, hvorfra den mellemliggende
netveerksfase er blevet initieret.

4. Styreenhed (100) ifglge krav 1, hvor det fasebevidste modul (120) er
yderligere indrettet til at analysere modtagne datapakker til observation af
netvaerksadfaerd og til at sammenligne den observerede netvaerksadfaerd med en
eller flere foruddefinerede fasekarakteristika.

5. Styreenhed (100) ifglge krav 1, hvor, hvis en observeret netvaerksadfaerd
afviger fra en eller flere foruddefinerede fasekarakteristika, bestemmes en
angrebstilstand, og/eller en alarm udlgses.

6. Styreenhed (100) ifglge et hvilket som helst af de foregdende krav, hvor en
modtaget datapakke opgives i en angrebstilstand.

7. Styreenhed (100) ifglge et hvilket som helst af de foregdende krav, hvor
driftsparameteren for knuden (10) omfatter mindst en af et teerskelantal af
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meddelelser, en teerskelfrekvens af meddelelser, en omradetaerskel, en maksimal
tidsteerskel, et indeks til accept af en ubekendt, et idriftsaettelsesindeks, et
konfigurationsopdateringsindeks og et routing-opdateringsindeks.

8. Styreenhed (100) ifglge et hvilket som helst af de foregaende krav, hvor en
aktuel netvaerksfase bestemmes baseret p3 fasekarakteristika.

9. Styreenhed (100) ifglge et hvilket som helst af de foregaende krav, hvor en
aktuel netvaerksfase bestemmes baseret p3 information tilvejebragt af en central
styreenhed (60) eller et servicecenter (80).

10. Styreenhed (100) ifglge et hvilket som helst af de foregdende krav, hvor
driftsparameteren eller et szt af driftsparametre er foruddefineret for mindst en
netvaerksfase.

11. Styreenhed (100) ifglge et hvilket som helst af de foregdende krav, hvor
knuden (10) er en belysningsarmaturknude i et belysningssystem.

12. System til et netveerk, omfattende:
en flerhed af knuder (10), hvor mindst nogle inkluderer en styreenhed
(100) ifglge et af de foregdende krav; og
en central styreenhed (60);
hvor flerheden af knuder (10) og den centrale styreenhed (60) er indrettet
til tradlgs kommunikation.

13. Systemet til et netveerk ifglge krav 12, hvor den centrale styreenhed (60)
eller knuderne (10) er indrettet til at bestemme en netvaerksfase baseret pa en
gennemsnitlig status for i det mindste en delmangde af knuder (10).

14. Fremgangsmade til drift af et netvaerk med en flerhed af knuder (10),
omfattende trinnene:
justering af mindst en driftsparameter af mindst en knude (10) baseret pa
en aktuel netvaerksfase ud af en flerhed af netvaerksfaser; hvor en knude
(10) er indrettet til at blive skiftet til en af netvaerksfaserne; og
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behandling af en datapakke modtaget af knuden (10) baseret pa
operationsparameteren;

hvor knuden (10) kan skiftes til en mellemliggende netvaerksfase, hvor den
mellemliggende netvaerksfase er tids- eller omrddebegraenset.
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