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STATUS FOR GENERATED DATA IMAGE

BACKGROUND
[0001] Memory modules may include volatile memory and non-volalile
memory. When a power failure, or an unexpecied reset or reboot, is detected on
a memory module, volatile memory on the memory module may be placed in self-
refresh mode, and data in the volatile memory may be copied o non-volatile
memory on the memory module. When the memory module s rebooled, data
may be recovered from the non-volatile memaory.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] The following detailed description references the drawings, wherein:
[0003] FIG. 1is a block diagram of an example system for generating statuses
for data images;
[0004] FIG. 2 is a block diagram of an example system for storing statuses for
data images that are generated based on volatile or non-volatile memaoary;
[0005] FIG. 3 is a block diagram of an example device that includes a
machine-readable storage medium encoded with instructions to generate & status
for a data image;
[0006] FIG. 4 is a block diagram of an example device that includes 3
machine-readable storage medium encoded with instructions io siore a
generated status and data image;
[0007] FIG. 5 is a flowchart of an example method for generating a status for a
data image;
[0008] FIG. 6 is a flowchart of an example method for storing a status for a
data image; and
[0009] FIG. 7 s a flowchart of an example method for restoring a state of a

memory module.

DETAILED DESCRIPTION
[0010]  When a memory module is properly shut down or reset, outstanding

requests fo store datg on the memory module may be compieted, and data in
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volatile memory and buffers on the memaory madule may be capled o non-wolatile
memory. In addition, a data image of memory {volatile or non-volatile, or both) on
the memory module may be stored in non-volatile memory. As used herein, the
term "data image” should be understood o refer {0 a computer file that conlains a
copy of the contents of a storage device. A data image may be, for example, a
disk image, a boot image, or a system image. As used hersin, the term “non-
volatite memory”, or “NVM?, should be undersiond to refer {o a memory capable
of retaining stored instructionsidata even when not powered. Examples of non-
volatile memory include flash memory, memyistor memaory, and phase-change
random-access memory {PCRARM). The process of generating a data image may
be referred to herein as a "save operation”.

{0011]  Save operations may be initiated when memaory modules are shut
down or reset (expecitedly or unexpectedly). Save operations may also be
petiodically inliated during runtime (8.4., by an operating system, orwhen buffers
on 8 memory module are flushed). Thus, mulliple data images of a given storage
device may be generated and stored during operation of a memory module. Data
coherency of data images may vary depending on the circumstances that led {o
the data images being generated. For example, data coherency of a data image
generated in response to a flushing of buffers on a memory module may be
higher than that of a dats image generated when a power plane on the memory
module failed. In addition, if an inltialed save operation s interrupted, the dala
image generated during the save operation may be incomplete or have ow dala
coherency.

[0012] When a memory module is reinitialized during a reboot {e.q., after a
power failure or system hang/crash}, a stored data image may be used 10 restore
a previous state of the memory module {e.q., repopulate a volatile memory on the
memory module with data that was present in the volalile memory before the
power failure or system hangfcrash occurred). If the most recently stored data
image is incomplete or has low data coherency, an older data image (ie., a data
image generated/stored before the most recently stored data image) may be
used to restore a state of the memory module. However, machine-readable
instructions (e.g., firmware) that restore the memory module may not be able to
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identify under what circumstances the most recently stored dala image was
generated, and thus may use the most recently stored data image when an older
data image may be more suitable for restoring a state of the memory module. in
light of the above, the present disclosure provides for storing indications of
circumstances under which data images are generated, facilitating selection of a
suitable data image for system recovery.

[0013] Referring now to the figures, FIG. 1 is a block diagram of an example
system 1060 for generating siatuses for data images. System 100 may be
implemented, for example, in an electronic user device {e.g., notebook computer,
deskiop computer, workstation, lablet computing device, mchile phone, or
glectronic book reader} or in a server. In FIG. 1, system 100 includes save
operation initiation module 102, event identifier module 104, status generation
module 106, and non-volatile memory {(NVM) 108. As used herein, the terms
“include”, “have”, and “comprnse” are interchangeable and should be understood
{¢ have the same meaning. A module may include a sat of instructions encoded on
a machine-readable storage medium and executable by a processor. In addition or
as an alternative, a module may include a hardware device comprising slectronic
circuitry for implementing the functionality described below.

[0014]  Save operation initiation module 102 may initiate save operations on a
memory module. The memory module may be, for example, a single in-line
memory module (SIMM) or a dual in-line memory maodule (DIMM), or any
memory module suilable for mounting memory integrated circuits (ICs). In some
implementations, the memory module may be a non-volatile DIMM (NVDIMM).
The memory module may be part of system 100, or may be communicatively
coupled 10 system 100, A respeclive data image may be generated during each
save operation.

[0015] Save operation inifiation module 102 may iniliate save operations in
response {0 varicus events, For example, save operation initiation module 102
may initiate a save operation during normal shutdown or reset processes, or in
response o a command by machine-readabile instructions {e.g., software} on the
memory module. In some implementations, save operation initiation module 102
may initiate a save operation whenever buffers on the memory module are
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flushed. In some implementations, save gperstion initiation module 102 may
initiate a save operation when a power plane or other componeant on the memory
module fails.

[0016] Event identifier module 104 may identify a respective event in response
to which each save operation is initiated. In some implementations, svent identifier
module 104 may monitor buffers, power planes, andfor other components on the
memary module. I a change is detected in ong of the monitored components (e.g.,
a buffer being fushed, a drop in power level) and a save operation is iniliated
shortly thereafter, event identifier module 104 may determine that the save
operation was initiated in response to the detected change. In some
implementations, event identifier module 104 may be nolified when shutdown/reset
processes are iniated, and may identify such processes as tiggers for save
operations.

{00171  Status generation module 106 may generate a respective status for each
generated data image. Each status may include an event portion and a completion
portion. Each event portion may be indicative of the respective gvent in response fo
which the respective save operation, during which the respective data image was
generated, was inttiated. For example, an event portion may indicate that the
respective data image was initiated in response to a system shutdown command, or
in response o a power plane failure on the memory module. Different events lead
fo different levels of data coherency in a data image, as discussed above. Each
completion podion may be indicative of whether the respective save operation,
during which the respective data image was genergted, was completed. For
exampie, if a save operation 1s interrupled, the completion portion of the status for
the respective data image may indicate that the save operation was nol completed.
[0018]  In some implementations, each event portion may further be indicative of
whether data in the respective data image is valid. For example, a write operation
may have been in progress in a volatile memory on the memory module when a
power plane on the memory module failed. A save operation may be initiated in
response {o the power plane failure, and a data image may be generated, but the
data in the data image may be invalid or incoherent because the write operation
was interrupted. The event portion of the status for such a data image may indicate
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that the data image & not valid, If no write operalions were in progress when the
save operation was initiated, the event portion of the stafus may indicafe that the
data in the data image is valid.

[0019] in some implementations, an event portion of a siatus may indicate
whether buffers in the memory module were flushed before the respective data
mage was generated. For example, if the dala image was generated during a save
operation initiated in response to an unexpecied reset of a memory module, the
bhuffers in the memory module may not have been flushed before the save
operation was initiated, and the event portion of the status for the data image may
indicate that the buffers were not flushed before the data image was generated. In
some implementations, whether the buffers were flushed may be determined based
on the event indicated by the event portion.

{00201 Each respective generaled status and dafa image may be slored in
NVM 108. NVM 108 may include, for example, a flash memory or memyistor
memory. in some implementations, one byle may be used 1o slore an event portion
of a status, and one byte may be used to store a completion portion of the status.
Cne of the data images stored in NVM 108 may be used to restore a stale of the
memory module when the memory module is rebooted, for example after a power
or component fallure. Statuses of stored data images may be used to determine
which data image to use for the restoration process. For example, the most recently
stored data image that has a status indicative of a completed save operation and an
event that leads {o & highly coherent data image may be selected for the restoration
DIOCESS.

[0021] FIG. 2 is & block diagram of an example system 200 for storing
statuses for data images that are generated based on volatile or non-volatile
memory. System 200 may be implemented, for example, in an electronic user
device (e.g., notebook computer, deskiop computer, workstation, tablet computing
device, mobile phone, or electronic book reader) or in a server. In FiIG. 2,
system 200 includes save operation initiglion module 202, event identifier
moduie 204, status generation module 206, verification module 210, and
NVM 208. Save operation initiation module 202 and event identifier module 204
of FIG. 2 may be analogous to {&.q., have functions andfor components simitar o)
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save operation initiation module 102 and event identifier module 104, respectively,
of FIG. 1. A modiude may include 3 set of instructions encoded on a machine-
readable storage medium and execulable by a processor. In addiion or as an
alternative, a module may include a hardware device comprising electronic circuitry
for implementing the functionality described below.

[0022] Save operation initiation module 202 may initiate save operations on a
memary module in response {o various events {e.g., shuldown operation, flushing of
huffers, powercomponent failure). Status generation module 206 may generale 8
respective status for each generated data image. Each status may include an event
portion and a completion portion, as discussed above with respect to FIG. 1.
Generated statuses and data images may be stored in NVM 208 In some
implementations, a memory module in system 200 may include volstile
memory 214, and data images may be generated based on volatile memory 214.
in some implemesntations, @ memory module in systern 200 may include another
NV 212, and data images may be generated hased on NVM 212. One of the
data images stored in NVM 208 may be used 1o restore a state of a memory
module when the memory module is rebooted {eg., after a power/component
failure), as discussed above with respect to FIG. 1.

{00231 in some implementations, status generation module 206 may embed a
respective status for a generated data image in the data image. For example, the
respective status for a generated data image may be embedded in a header of
the data image, of embedded among copied dala in the dalg image. in some
implementations, the respective status for a generated data image may be siored
in a first regton of the NVM 208, and the generated data image may be stored in
a second region of NVM 208. Each stared status may be stored with @ pointer fo
the corresponding data image, or vice-versa.

[0024]  Verification module 210 may verily self-consistency of each siatus. For
example, venfication module 210 may use a checksum io ensure that the
approprigte  status has been embedded in a data image It some
implementations, verification module 210 may verify siored staluses by
comparing them with sequence numbers of transaction identifiers siored in data
images.
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[0025] FIG. 3 is a block disgram of an example device 300 that includes a
machine-readable storage medium encoded with instructions 1o generate a status
for a data inage. Device 300 may be implemented, for example, in an electronic
user device {e.q., notebock compuler, deskiop computer, worksiation, tablet
computing device, mobile phone, or slectronic book reader} or in a server. In
FIG. 3. device 300 includes processor 302 and machine-readable storage
medium 304.

{0026] Processor 302 may include & central processing unit {CPU),
microprocessor  {e.g., semiconductor-hased microprocessory, andior other
hardware device suitable for retrieval andfor execution of instructions stored in
machine-readable storage medium 304. Processor 302 may fetch, decode, and/
or execute instructions 306 and 308, As an altemnative or in addition to retrieving
and/or execuling instructions, processor 302 may include an electronic circuit
comprising a number of slechronic components for performing the functionality of
instructions 306 and/or 308.

[0027] Machine-readable storage medium 304 may be any suilable slectronic,
magnetic, optical, or other physical storage device that coniaing or siores
exacutable instructions. Thus, machine-readable storage medium 304 may include,
for example, a random-access memory (RAM), an Electrically Erasable
Programmable Read-Only Memory (EEPROM]), a storage device, an optical disc,
and the like. In some implementations, maching-readable storage medium 304 may
include a non-transitory slorage medium, where the term “non-fransiiory” does not
encompass fransitory propagating signals. As described in detall below, machine-
readable storage medium 304 may be encoded wih a set of execulable
instructions 306 and 308.

[0028] Instructions 306 may identify an event in response {0 which a save
operation s initialed on a memory module. In some implementations,
instructions 306 may dentify an event by mon#oring buffers, power planes, and/or
other components on the memory module, as discussed above with respect {o
FIG. 1. The memory module {(e.g., a SIMM or DIMM) may be part of device 300,
or may be communicatively coupled to device 300. In some implementations, the
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memory module may be an NVDIMM. A data image may be generated during the
save operation.

[0029] inshructions 308 may generate a stafus for the generated dala image.
The status may include an event portion indicative of the identified event, and a
compleation portion indicative of whether the save operation was completed. In some
mplementations, the event portion may further be indicative of whether data in the
data image is valid, as discussed above with respect to FIG. 1.

{0030 FIG. 4 i g block diagram of an example device 400 that includes 8
machine-readable storage medium encoded with instructions to store a
generated status and data image. Device 400 may be implemented, for exampie,
in an electronic user device (e.g., notebock computer, deskiop computer,
warkstation, tablet computing device, mobile phone, or electronic book reader) or in
a server, In FIG. 4, device 400 includes processor 402 and machine-readable
storage medium 404,

[0031] As with processor 302 of FIG. 3, processor 402 may include a CPU,
microprocessor  {e.g., semiconductor-based microprocessor), andfor other
hardware device suitable for retrieval andior execution of instructions stored in
maching-readable storage medium 404, Processor 402 may fetch, decode, and/
or execute instructions 406, 408, and 410. As an alternative or in addition o
refrieving and/or execuling instructions, processor 402 may include an electronic
circuit comprising a number of electronic components for performing the
functionalty of instructions 408, 448, and/or 410G,

[0032] As with machine-readable storage medium 304 of FIG. 3, machine-
readable storage medium 404 may be any suiable physical storage device that
stores executable instructions. Instructions 406 and 408 on machine-readable
storage medium 404 may be analogous {o instructions 306 and 308, respectively,
on machineveadable storage medium 304, Instructions 410 may store a generated
status and its respective data image in a non-volalile memory. For example,
instructions 410 may store a generated status and data image in NVM 108 of FIG. 1
or NVM 208 of FIG. 2. One of the data images stored in the non-volatile memory
may be used to restore a state of a memory module when the memory module is
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rebooted {e.g., after a power/component failure), as discussed above with respect
to FiG. 1.

[0G33]  in some implementations, a respective stalus for a generated data image
may be embedded in the generated data image. For example, the respective
status for a generated data image may be embedded in a header of the data
image, or embedded among copied data in the data image. In some
implementations, the stalus may be stored in a first region of the non-volatile
memory, and the data image may be stored in a second region of the non-volalile
memory. Each stored status may be stored with a pointer to the corresponding
data image, or vice-versa,

[0034] Maethods related to generating and storing data images and respective
statuses are discussed with respect to FIGS. 5.7, FIG. § is a flowchad of an
example method 500 for generating a status for a data image. Although execution
of method 500 is described below with reference to processor 402 of FIG. 4, it
should be understood that execution of methad 500 may be performed by other
suitable devices, such as processor 302 of FIG. 3. Method 500 may be
implemented in the form of executable instructions stored on a machine-readable
storage medium and/or in the form of electranic circuitry.

{00351 Method 580 may start in block 502, where processor 402 may identify an
event in response to which a save operation is initiated on a memory module. In
some implementations, processor 402 may identify an event by moniforing buffers,
power planes, andfor other components on the memory module, as discussed
above with respect to FIG. 1. In some implementations, the memory module may
be an NVDIMM. A data image may be generated during the save operation.

[0G36]  in block 504, processor 402 may generate a siatus for the generated
data image. The status may include an event portion indicative of the identified
event, and a completion portion indicative of whether the save operation was
compieted. in some implementations, the event portion may further be indicative
of whether data in the data image is valid, as discussed above with respect (o
FIG. 1.

[0037]  in block 508, processor 402 may store the generated status and data
image in a non-volatile memory. For example, processor 402 may store &
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generated status and data image in NVM 108 of FIG. 1 or NVM 208 of FIG. 2. In
some implementations, the status may be stored in a first region of the non-volatile
memory, and the data image may be stored in a second region of the non-wolatile
memuory. Each stored status may be stored with a pointer t© the corresponding
data image, or vice-versa.

{0038] FIG. 6 is a flowchart of an example method 800 for storing a status for
a data image. Although sxecution of method 800 is described below with reference
o processor 402 of FIG. 4, it should be understood that execution of method 600
may be performed by other suitable devices, such as processor 302 of FIG. 3.
Some blocks of method 600 may be performed in parallel with and/or after
method 500, Method 808 may be inplemented in the form of executable
instructions stored on a machine-readable storage medium and/or in the form of
electronic circuilry.

{0038] Method 800 may start in block 802, where processor 402 may generate
a status for a generated data image. The status may include an event portion and
a completion portion, as discussed above with respect to FIG. 5. In block 604,
processor 402 may embed the stelus in the data image. For exampie,
processor 402 may embed the slalus in a header of the data image, or among
copied data in the data imags.

[0040]  In block 806, processor 402 may store, in & non-volatite memory, the dala
image having the embedded status. For sxample, processor 402 may store the
data image in NVM 108 of FIG. 1 or NVM 208 of FIG. 2. In some implementations,
a checksum may be used to ensure that the appropriate status has been
embedded in a data image.

{00411 FIG. 7 is a flowchart of an example method 700 for restoring a stale of
a memory module. Although execution of method 700 is described below with
reference {0 processor 402 of FIG. 4, it should be undersiood that execution of
method 700 may be performed by other suitable devices, such as processor 302 of
FIG. 3. Some blacks of method 700 may be performed in paraliel with and/or after
method 500 or 600. Method 700 may be implemented in the form of executable
instructions stored on a machine-readable storage medium and/or in the form of
electronic circuitry.
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00421 Methad 700 may start in blpck 702, where processor 402 may retrieve a
status when a memory module is rebooted. The status may be refrieved from a
non-volatile memory (8.4., NVM 108 or 208} on the memory module. In some
implementations, the memaory module may be an NVDIMM.

[0043] In block 704, processor 402 may determineg, based on the completion
partion of the retrieved status, whether the save operation, in response to which the
data image was generaled, was completed. If, in block 704, processor 402
determines that the save operation was completed, method 700 may procead o
block 706, where processor 402 may restore, based on the data image, a state of
the memory module. For example, if the memory module was rebooted afier a
power failure, processor 402 may repopulate a volatile memory on the memory
module with data that was present in the volatile memory before the power
failure.

{0044] # in block 704, processor 402 determines that the save operation was
not completed, method 700 may proceed 1o block 708, where processor 402 may
identify a previous data image that was generated during a previous save operation
that was completed. For sxample, a8 previcus data image that has a status
indicative of a completed save operation and an event that leads to a highly
coherent data image may be identified. Method 700 may then proceed to block 710,
where processor 402 may restore, based on the identified previous data image, a
state of the memaory modide.

[0G45] The foregoing disclosure describes generating and stoning statuses for
data images. Example implementations described herein enable more
information regarding the circumstances and characteristics of data image
generation {0 be stored, facilitating selection of a suitable data image for system
recavery.
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We clain:
1. A system comprising:

a save operation initiation module to indiate save operations on a
memory modute, wherein a respective data image is generated during each save
operation;

an event identifier module to identify a respective svent in responss
o which each save operation is initiated;

a status generation moduie 1o generate g respective status for sach
generated data image, each status comprising:

an event portion indicative of the respective event in
response to which the respective save operation, during which the respective
data image was generated, was initiated; and

a completion portion indicative of whether the respective
save operation, during which the respective data image was generated, was
completed; and

a non~volatile memory to store each respeactive generated status
and data image.

2. The system of claim 1, further comprising a verification module to verify
self-consistency of each status.

3. The system of claim 1, wherein the respective status for 3 generated
data image is embedded in the generated data image.

4. The system of ¢laim 1, wherein the respective status for a generated
data image is stored in a first region of the nonwvolatile memaory, and the

generated data image is stored in a second region of the non-volatile memory.

5. The system of claim 1, wherein generated data images are generated
based on a volatile memory on the memory module.

8. The system of claim 1, wherein:
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e non-volatie memaory is a first non-volatite memory; and
generated data images are generated based on a second non-
yolatite memory on the memory module.

7. The system of claim 1, wherein each event portion is further indicative
of whether data in the respective data imags is valid.

8. A machine-readable storage medium encoded with instructions
execuiable by a processor, the machine-readable storage medium comprising:
instructions o identify an event in response {0 which a save
operation is initiated on a memory module, wherein a data image is generated
during the save operation; and
instructions o generate a status for the generated data image, the
status comprising:
an event portion indicative of the identified event, and
a compietion portion indicative of whether the save operation
was completed.

8. The machine-readable storage medium of claim 8, further comprising
instructions to store the generated status and data image in a non-volatile

memory.
10. The machine-readable storage medim of claim 9, wherein the status
is stored in a first region of the non-volatile memory, and the data image s stored

it a second region of the nonwalatile memory.

11. The machine-readable storage medium of claim 8, wherein the event
portion i1s further indicative of whether data in the datla image is valid.

12. A method comprising:
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identifying an event in response 10 which a save operation is
initiated on a memory module, wherein a data image is generated during the
sgve operation;
generating a status for the generated data image, the status
comprising:
an event portion indicative of the identified event; and
a compiletion portion indicative of whether the save operation
was completed: and
storing the generated status and data image in a non-volatile memory.

13. The method of claim 12, further comprising embedding the status in

the data image.

14. The method of claim 12, further comprising:

retrieving the status when the memory module is rebooted,;

determining, based on the completion portion, whether the save
operation was completed;

identifying, if #is determined that the save operation was not
completed, a previous data image that was generated during a previous save
operation that was completed; and

restore, hased on the identified previous data image, a state of the

memory modide.

15. The method of claim 12, wherein the svent portion 1s further indicative
of whether data in the data image is vaid.
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