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in response to that the operation content is to suspend an account, executing a
suspending operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account suspension and comprised in the smart contract, the suspending
operation being used to instruct the another account corresponding to the to-be-

operated account information to stop execution of transactions.

9. The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to resume an account, executing a
resuming operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account resumption and comprised in the smart contract, the resuming operation
being used to instruct the another account corresponding to the to-be-operated

account information to resume execution of transactions.
10.  The method according to claim 9, wherein:

before executing the resuming operation on the another account corresponding
to the to-be-operated account information, the method further comprises
determining whether the another account corresponding to the to-be-operated

account information is in a suspended state; and

executing the resuming operation on the another account corresponding to the
to-be-operated account information comprises, in response to determining that
the another account corresponding to the to-be-operated account information is
in the suspended state, executing the resuming operation on the another account

corresponding to the to-be-operated account information.
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ABSTRACT

A blockchain-based transaction processing method implementable by a node in a blockchain
network, involving: acquiring an operation instruction including to-be-operated account
information and operation content; in response to determining that an account sending the
operation instruction corresponds to an account issuing the operation instruction, determining
a smart contract corresponding to the account issuing the operation instruction; and based on
the smart contract, executing an operation according to the operation content on another account

corresponding to the to-be-operated account information.
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BLOCKCHAIN-BASED TRANSACTION PROCESSING
METHOD AND APPARATUS

Technical Field

2] The present application relates to the field of blockchain technologies and information
processing technologies, and in particular, to blockchain-based transaction processing methods

and apparatuses.

Background

[3] Along with the advancement in information technologies, the blockchain technology
has attracted extensive attention for advantages of openness, unchangeability, and
decentralization. In applications, the blockchain technology is usually applied to store
transaction information generated in transaction processes. Moreover, the emergence of smart

contracts further expands the scope of transactions for blockchains.

[4] A smart contract is usually a segment of codes stored in a blockchain (or a blockchain
node in a blockchain network), which provides execution conditions of the smart contract and
transaction processing logic, namely provides conditions to activate the smart contract and how

to process transaction processing requests received after the smart contract is activated.
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[5] For example, in the case of a transfer transaction, when a user A initiates a transfer
processing request, a blockchain node determines whether transfer parameters comprised in
the transfer processing request satisfy the execution conditions of a smart contract
corresponding to the transfer transaction upon receiving the transfer processing request. If yes,
the blockchain node executes the transfer processing request. Here, the execution conditions
of a smart contract corresponding to the transfer transaction can be interpreted as whether the
balance in the account of the user A meets the required transfer amount and the like. A smart
contract is a digital promise entailing rights and duties voluntarily agreed by the parties to the

contract.

[6] In real life, however, there is a type of administrative intervention activities in the
category of special transactions. For example, when a user performs illegal activities, a court
order may be executed to freeze the user’s account. However, this operation activity conflicts

with smart contracts in existing blockchains and cannot be carried out.

[7] Therefore, there is a need for a blockchain-based transaction processing method that

enables special transactions like administrative intervention in a blockchain.

Summary

[8] Embodiments of the present application provide blockchain-based transaction
processing methods and apparatuses to provide special transactions like administrative

intervention in blockchains, thus overcoming the existing problem.

[9] According to one aspect, a blockchain-based transaction processing method may
comprise: in response to a designated account being logged in through an application client,
generating, according to input to-be-operated account information and configured operation
content, an operation instruction comprising the to-be-operated account information and the
operation content; and sending the operation instruction to a node in a blockchain network,
causing the node in the blockchain network to invoke a smart contract corresponding to the

designated account upon receiving the operation instruction, and to execute an operation

2
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according to the operation content on another account corresponding to the to-be-operated

account information.

[10] According to another aspect, a blockchain-based transaction processing method
implementable by a node in a blockchain network may comprise: acquiring an operation
instruction comprising to-be-operated account information and operation content; in response
to determining that an account sending the operation instruction corresponds to an account
issuing the operation instruction, determining a smart contract corresponding to the account
issuing the operation instruction; and based on the smart contract, executing an operation
according to the operation content on another account corresponding to the to-be-operated

account information.

[11]  According to another aspect, a blockchain-based transaction processing apparatus may
comprise a processor and a non-transitory computer-readable storage medium storing
instructions that, when executed by the processor, cause the apparatus to perform a method.
The method may comprise: generating, in response to a designated account being logged in
through an application client and according to input to-be-operated account information and
configured operation content, an operation instruction comprising the to-be-operated account
information and the operation content; and sending the operation instruction to a node in a
blockchain network, causing the node in the blockchain network to invoke a smart contract
corresponding to the designated account upon receiving the operation instruction, and to
execute an operation according to the operation content on another account corresponding to

the to-be-operated account information.

[12] According to another aspect, a blockchain-based transaction processing apparatus may
comprise a processor and a non-transitory computer-readable storage medium storing
instructions that, when executed by the processor, cause the apparatus to perform a method.
The method may comprise: acquiring an operation instruction comprising to-be-operated
account information and operation content; in response to determining that an account
sending the operation instruction corresponds to the account issuing the operation instruction,

determining a smart contract corresponding to the account issuing the operation instruction;
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and executing, based on the smart contract, an operation according to the operation content on

another account corresponding to the to-be-operated account information.

[13] At least one technical solution employed above by the embodiments of the present

disclosure can achieve the following advantageous effects.

[14] In some embodiments, corresponding smart contracts are created for different
administrative supervision accounts (also referred to as designated accounts). In this way, upon
receiving an operation instruction sent from a designated account, a node in a blockchain
network can invoke a corresponding smart contract when determining that the operation
instruction is issued legally, to execute corresponding operations on an account corresponding
to the to-be-operated account information, which achieves supervision on accounts in the

blockchain and enables special transactions like administrative intervention in a blockchain.

[14a] In one embodiment, there is provided a blockchain-based transaction processing method
implementable by a node in a blockchain network. The method involves: acquiring an operation
instruction from an account sending the operation instruction, the operation instruction includes
to-be-operated account information of another account in need of administrative supervision
and operation content; determining whether the account sending the operation instruction
corresponds to an account issuing the operation instruction; and in response to determining that
the account sending the operation instruction corresponds to the account issuing the operation
instruction, determining a smart contract corresponding to the account issuing the operation
instruction. The account issuing the operation instruction is a designated account having one or
more administrative supervision capabilities over the another account corresponding to the to-
be-operated account information through one or more smart contracts corresponding to the
designated account. The method further involves executing, based on the smart contract, an
operation according to the operation content on the another account corresponding to the to-be-

operated account information.

[14b] In another embodiment, there is provided a blockchain-based transaction processing
apparatus, including a processor and a non-transitory computer-readable storage medium
storing instructions that, when executed by the processor, cause the apparatus to perform a

method. The method involves: acquiring an operation instruction from an account sending the

3a
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operation instruction, the operation instruction including to-be-operated account information of
another account in need of administrative supervision and operation content; determining
whether the account sending the operation instruction corresponds to an account issuing the
operation instruction; and in response to determining that an the account sending the operation
instruction corresponds to an the account issuing the operation instruction, determining a smart
contract corresponding to the account issuing the operation instruction. The account issuing the
operation instruction is a designated account having one or more administrative supervision
capabilities over the another account corresponding to the to-be-operated account information
through one or more smart contracts corresponding to the designated account. The method
further involves executing, based on the smart contract, an operation according to the operation

content on the another account corresponding to the to-be-operated account information.

3b
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Brief Description of the Drawings

[15] The accompanying drawings described herein are used to provide a further
understanding of the present disclosure. The illustrative embodiments of the present application
and the description thereof are merely exemplary and do not limit the scope of the present

disclosure. In the accompanying drawings:

[16] Fig. 1 illustrates a blockchain-based transaction processing method according to an

embodiment of the present disclosure;

[17] Fig. 2 illustrates a blockchain-based transaction processing method according to an

embodiment of the present disclosure;

[18] Fig. 3 is a structural schematic diagram of a blockchain-based transaction processing

apparatus according to an embodiment of the present disclosure;

119] Fig. 4 is a structural schematic diagram of a blockchain-based transaction processing

apparatus according to an embodiment of the present disclosure.

Date Regue/Date Received 2020-08-04



Detailed Description

[20] The technical solutions of the present application will be clearly and completely
described below with reference to various embodiments of the present disclosure and
corresponding drawings. The described embodiments are merely exemplary. All other
embodiments obtainable by a person skilled in the art without inventive effort and on the
basis of the embodiments of the present disclosure shall be encompassed by the scope of the

present disclosure.

[21] The technical solutions according to embodiments of the present disclosure will be

described in detail below with reference to the accompanying drawings.

[22] Fig. 1 illustrates a blockchain-based transaction processing method according to an
embodiment of the present disclosure, and the transaction processing method may include the

following steps. One or more steps such as S101 may be optional.
[23] S101: providing an application client for a designated account.

[24] The designated account in embodiments of the present disclosure may comprise a
special account with administrative supervision capabilities. To ensure the security of the
designated account, a dedicated application client (e.g., a software application) may be

provided for the designated account.

[25] A designated account may use the same application client or different application
clients for different administrative supervision capabilities. In other words, an application
client can be provided to support the use thereon by designated accounts with a variety of
administrative supervision capabilities, and different designated accounts can invoke
corresponding functions according to their own needs. Furthermore, different application
clients can be provided according to the needs of designated accounts, and each application

client is used exclusively for a designated account, which is not limited herein.

[26] S102: in response to the designated account being logged in through the application

client, generating, according to input to-be-operated account information and configured
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operation content, an operation instruction comprising the to-be-operated account information

and the operation content.

[27] In one embodiment, when an administrative supervision official needs to perform
administrative supervision on one account, he/she needs to complete a login operation
through the application client in the step S101, namely by inputting a name and a login
password of a designated account matching the administrative supervision authorization of
the administrative supervision official on a login interface of the application client. At this
moment, the application client can verify the input name and login password of the designated
account, and allow the login to be completed when the verification is passed. In this way, it
can ensure the security of implementation of the administrative supervision in an Internet

environment.

[28] When the designated account is logged in through the application client, the
administrative supervision official can input account information in need of administrative
supervision (the account information herein is hereinafter referred to as the to-be-operated
account information) and operation content on an operating interface provided by the
application client. Upon receiving the input to-be-operated account information and
configured operation content, the application client can generate an operation instruction
comprising the to-be-operated account information and the operation content according to the

input to-be-operated account information and configured operation content.

[29] In one embodiment, when generating the operation instruction, the method may
further comprises: using an algorithm to determine a summary of the operation instruction,
and using a private key in a public-private key pair corresponding to the designated account to

encrypt the summary to obtain an encrypted summary.

[30] The algorithm herein may be a Hash algorithm and may also be other algorithms,

which is not limited herein.

[31] In some embodiments, a set of public-private keys is determined for different
designated accounts. Namely, different designated accounts have different corresponding

public-private key pairs, which can effectively prevent leakage of the public-private key pairs.
6
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[32] S103: sending the operation instruction to a node in a blockchain network, causing the
node in the blockchain network to invoke a smart contract corresponding to the designated
account upon receiving the operation instruction, and to execute an operation according to the
operation content on another account corresponding to the to-be-operated account

information.

[33] In one embodiment, if an encrypting processing is performed on the operation
instruction, the encrypted summary and the operation instruction need to be sent to a node in

the blockchain when executing S103.

[34] In one embodiment, the method further comprises: configuring smart contracts for
different designated accounts according to attributes of the designated accounts, the smart
contracts being used to execute operations according to operation instructions sent by the
designated accounts, and different designated accounts having different corresponding smart

contracts.

[35] Smart contracts are an important content of transaction execution in a blockchain
network. Smart contracts are created for different designated accounts in various
embodiments of the present disclosure. Different smart contracts are created according to
different attributes of the designated accounts, e.g., characteristics of the sent operation
instructions. Triggering conditions and transaction processing logic are prescribed in each
smart contract. The transaction processing logic herein may be determined according to the
operation content of an operation instruction. The triggering conditions herein may be
determined according to actual needs. For example, when an operation instruction is received,

whether the current operation is legal, reasonable, and the like is determined.

[36] In some embodiments, a smart contract is recorded in a block in the form of smart
contract address. When a node needs to invoke the smart contract, the node can acquire the

contents of the smart contract through the address of the smart contract.

[37] Here, with respect to the address of a smart contract, the smart contract can be stored
in the node where a corresponding designated account is at, which also assigns a storage

address to the smart contract. Alternatively, a third party apparatus provides a storage address
7

Date Regue/Date Received 2020-08-04



for the smart contract, which is not limited herein. There are many implementation manners
with respect to the storage process of the above smart contract, the form of the smart contract

when stored in a blockchain (whether only the address of the smart contract is stored).

[38] Fig. 2 illustrates a blockchain-based transaction processing method according to an
embodiment of the present disclosure, and the transaction processing method may comprise

the following steps. The method may be implementable by a node in a blockchain network.
[39] S201: acquiring an operation instruction.

[40] Here, the operation instruction may comprise to-be-operated account information and

operation content.

[41] In one embodiment, all nodes in the blockchain can receive transaction data input by a
user and process the received transaction data, wherein the transaction data may be input by
the user through an account logged in on the client of the node, by the user through another
client and sent to the node, etc. Specific manner in which the transaction data is sent or input
to the node is not limited in the present disclosure. Then, the operation instruction acquired by
a node in the step S210 may also be treated as transaction data. This transaction data may be
different from the transaction data described above, because this transaction data needs to be

processed through a particular smart contract.

[42] Assuming that an operation instruction is treated as transaction data, there are many
types of transaction data, and the operation content comprised in the operation instruction
may be carried in different forms in the transaction data. For example, when the blockchain is
a blockchain with coins, the transaction data in a blockchain with coins can be transaction
data corresponding to transactions, and therefore the operation content can be carried in
transaction remarks of the transaction data; when the blockchain is a blockchain without coins,
the transaction data in a blockchain without coins may correspond to transaction data that is
not related to transactions, such as storage of registration information, identity verification
transactions, etc., and therefore there may not be strict form specifications on specific
contents of the transaction data. As a result, the operation content may also be treated directly

as transaction data, which is not limited in the present disclosure.
8
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[43] In some embodiments, the node in the blockchain may be a terminal installed with the
blockchain client, e.g., cell phone, tablet computer, personal computer and the like, or may be
a system comprising a plurality of apparatuses. In this disclosure, the node can comprise a
server, e.g., a server comprising an individual apparatus or a server system comprising a

plurality of apparatuses.

[44] S202: in response to determining that an account sending the operation instruction
corresponds to an account issuing the operation instruction, determining a smart contract

corresponding to the account issuing the operation instruction.

[45] In one embodiment, when an operation instruction is acquired, the account issuing the
operation instruction (the issuing account herein can be interpreted as the designated account
in S101) is determined, an algorithm (e.g., a pre-selected or set algorithm) is used to
determine a summary of the operation instruction, and a public key in a public-private key
pair corresponding to the issuing account is used to encrypt the summary to obtain an

encrypted summary.

[46] The obtained encrypted summary is compared with the encrypted summary comprised

in the operation instruction to see if they are the same.

[47] If the obtained encrypted summary is the same as the encrypted summary comprised
in the operation instruction, it is determined that the account sending the operation instruction
is the same as the account issuing the operation instruction, which indicates that the acquired

operation instruction is legal.

[48] Here, the issuing account recorded in the various embodiments may be an account
owned by a government agency or a trustful institution. Since corresponding smart contracts
are created for different designated accounts, it indicates that operation instructions issued by
the designated accounts are recognized. As a result, effective administrative supervision can
be performed on all accounts in a blockchain network, and this type of supervision is limited,

which will not restrict normal transactions in the blockchain network.
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[49] In one embodiment, to ensure the validity of subsequent operations, after an operation
instruction is acquired, a digital signature (e.g., the encrypted summary) of the operation
instruction can be further used to perform identity verification (also referred to as signature
verification) on the designated account that sends the operation instruction to determine
whether the account sending the operation instruction is a preset issuing account having the

authority to send the operation instruction.

[S0] When determining that the account sending the operation instruction is the same as the
account issuing the operation instruction, a smart contract corresponding to the account
issuing the operation instruction can be further determined according to a preset mapping

relationship between issuing accounts and smart contracts.

[S1] In one example, as shown in Fig. 1, smart contracts can be configured for different
designated accounts, and a mapping relationship between designated accounts and smart

contracts can be created:

Table 1
Types of designated account Smart contract Operation content
(issuing account)
Supervision account of a judicial Smart contract 1 Freezing an account,
agency unfreezing an account
Supervision account of a securities | Smart contract 2 Suspension, resumption,
agency closure, opening
Supervision account of an Smart contract 3 Mandatory transfer
administrative agency

[52] In some embodiments, different operation contents of the same designated account can
be configured with corresponding smart contracts. With a supervision account of a judicial
agency as an example, a corresponding smart contract can be configured for a freezing
operation, and also a corresponding smart contract can be configured for an unfreezing

operation. These two smart contracts may be different from the smart contract 1 shown in

Table 1.

10
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[S3] In one embodiment a smart contract corresponding to the issuing account can be

further determined according to the relationship shown in Table 1.

[S4] In one embodiment, furthermore, different designated accounts can be used to issue
different operation instructions, wherein the operation instructions may include, but are not
limited to: a freezing instruction, an unfreezing instruction, a suspension instruction, a
resumption instruction, a closing instruction, an opening instruction, and a mandatory transfer

instruction.

[SS] In one embodiment, furthermore, the above-described various operation instructions
with different functions may be present, and the operation instructions all correspond to
accounts corresponding to the to-be-operated account information. As a result, the operation
instructions are mandatory in some embodiments. In other words, the designated account has
authority of supervision on all other accounts in the blockchain, and therefore it is necessary
to decentralize the authority of supervision. The decentralization of the supervision power not
only can prevent an accident from occurring to one of the designated accounts (e.g., hijacked
by criminals) that all supervision authority is lost, but also can prevent a user of an account
that operates the designated object from abusing the authority, etc. Therefore, a plurality of
designated accounts having the authority to send different operation instructions can be

present.

[S6] In this way, the supervision power of the accounts in the blockchain can be
decentralization, such that the supervision power against the blockchain is not centralized in
one designated account and the effectiveness and credibility of supervision can be ensured. At
the same time, it prevents the loss of all supervision power over the blockchain when one

designated account is compromised.

[S7] S203: based on the smart contract, executing an operation according to the operation

content on another account corresponding to the to-be-operated account information.

[S8] In one embodiment of the present disclosure, when the operation content satisfies an

execution condition of the smart contract, an operation can be executed on an account

11
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corresponding to the to-be-operated account information according to a transaction processing

logic corresponding to the operation content comprised in the smart contract.

[S9] For different operation contents, different operations are executed on an account
corresponding to the to-be-operated account information. In some embodiments, the operation
contents will be described in detail below in terms of freezing an account, unfreezing an
account, suspending an account, resuming an account, closing an account, opening an account,

and mandatory transfer of an account as examples.

[60] If the operation content is to freeze an account, a freezing operation is executed on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to account freezing comprised in the smart contract, the
freezing operation being used to instruct to stop execution of transactions related to the

to-be-operated account information.

[61] In one example, when the operation instruction is a freezing instruction, the operation
parameters corresponding to the operation instruction may include: a freezing type and an
address of the frozen account, wherein the freezing type may comprise that sales and
purchases are prohibited for the frozen account, only sales are allowed for the frozen account,
purchases are prohibited for the frozen account, etc. Consequently, when a freezing operation
is executed on an account corresponding to the to-be-operated account information, different

freezing operations may be executed according to the freezing type.

[62] If the operation content is to unfreeze an account, an unfreezing operation is executed
on an account corresponding to the to-be-operated account information according to a
transaction processing logic corresponding to account unfreezing comprised in the smart
contract, the unfreezing operation being used to instruct to resume execution of transactions

related to the to-be-operated account information.

[63] In one embodiment, before executing an unfreezing operation on an account
corresponding to the to-be-operated account information, the method further comprises:
determining whether the account corresponding to the to-be-operated account information is

in a frozen state.
12
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[64] When it is determined that the account corresponding to the to-be-operated account
information is in a frozen state, an unfreezing operation is executed on the account

corresponding to the to-be-operated account information.

[65] If the operation content is to suspend an account, a suspending operation is executed
on an account corresponding to the to-be-operated account information according to a
transaction processing logic corresponding to account suspension comprised in the smart
contract, the suspending operation being used to instruct the account corresponding to the

to-be-operated account information to stop execution of transactions.

[66] In one example, when the operation instruction is a suspending instruction, the
operation parameters corresponding to the operation instruction may include: a suspending
parameter, wherein the suspending parameter may be a suspension time period for the
suspended account, e.g., a suspension starting time and a suspension ending time. When a
suspending operation is executed on an account corresponding to the to-be-operated account
information, the time to execute suspension on the account corresponding to the
to-be-operated account information can be determined according to the suspending parameter,
e.g., stopping the execution of transactions when the suspension starting time is reached;
when the suspension ending time is reached, automatically releasing the suspended state, e.g.,

resuming the execution of transactions.

[67] If the operation content is to resume an account, a resuming operation is executed on
an account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to account resumption comprised in the smart contract, the
resuming operation being used to instruct the account corresponding to the to-be-operated

account information to resume execution of transactions.

[68] In one embodiment, before executing a resuming operation on an account
corresponding to the to-be-operated account information, the method further comprises:
determining whether the account corresponding to the to-be-operated account information is

in a suspended state.

13
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[69] When it is determined that the account corresponding to the to-be-operated account
information is in a suspended state, a resuming operation is executed on the account

corresponding to the to-be-operated account information.

[70] In some embodiments, if a suspended account receives a resuming operation before
the suspension ending time is reached, it does not need to wait until the suspension ending

time is reached, but can directly resume the execution of the received transaction instruction.

[71] If the operation content is to close an account, a closing operation is executed on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to account closure comprised in the smart contract, the closing

operation being used to instruct to stop execution of transactions.

[72] In one example, when a closing operation is executed on an account corresponding to
the to-be-operated account information, an account information queue corresponding to the
to-be-operated account information is determined, and a suspending operation is sequentially
executed on an account corresponding to each piece of the account information in the account

information queue.

[73] If the operation content is to open an account, an opening operation is executed on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to account opening comprised in the smart contract, the

opening operation being used to resume execution of transactions.

[74] In one embodiment, a closing operation can be treated as a set of closing operations
executed on all accounts. For example, a general account on which a closing operation is
executed corresponds to a plurality of sub-accounts. Once a closing operation is executed on
the general account, it means that a suspending operation will be executed on the plurality of
sub-accounts corresponding to the general account. In one embodiment, once a closing
operation is executed on the general account, a group sending function can be used to send a
suspending instruction to the sub-accounts controlled by the general account, which then

realizes the execution of a suspending operation on all the sub-accounts, thereby achieving the

14
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effect that all the accounts in the blockchain are suspended at the same time, i.e., the effect of

closure.

[7S]  The opening principle is the same as the closing principle, while opening is a reverse

situation to closure, which will not be repeated herein.

[76] In one embodiment, furthermore, different states can be set for the accounts. When the
state of the account is set to be an opening state, the account can normally execute
transactions; when the state of the account is set to be a closed state, the account stops
execution of transactions. Here, the states of the accounts are controlled through the closing
instruction and the opening instruction. When closing is needed, a management account of a
securities agency can send a closing instruction to invoke a corresponding smart contract,
such that the states of the accounts are adjusted to the closing state; when opening is needed,
the management account of the securities agency can send an opening instruction to invoke a
corresponding smart contract, such that the states of the accounts are adjusted to the opening

state, thereby achieving an effect to control opening and closing of the blockchain.

[77] In one embodiment, furthermore, script codes can be compiled on the node logged in
by the designated account with respect to the sending of the closing instruction and the
opening instruction, such that the node automatically sends the closing instruction and the

opening instruction to achieve a goal of controlling opening and closing of the accounts.

[78] In one example, the script codes can be JavaScript or the like, and the account
information (e.g., account identifiers) of the accounts in the blockchain can be stored in the
script codes or the node. When a designated account needs to send the closing instruction, the
script codes can be run such that the script codes automatically execute, according to the
stored account information of the accounts, a suspending operation on the accounts,
respectively, to achieve an effect that all accounts in the blockchain are suspended (i.e., an

effect of closure).

[79] If the operation content is a mandatory transfer, a mandatory transfer operation is
executed on an account corresponding to the to-be-operated account information according to

a transaction processing logic corresponding to mandatory transfer comprised in the smart
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contract, the mandatory transfer operation being used for mandatory transfer of a set quantity
of resources from the account corresponding to the to-be-operated account information

according to the operation content.

[80] In one example, when the operation instruction is a mandatory transfer instruction, the
operation parameters corresponding to the operation instruction may include: an address of
the transfer-in account, an address of the transfer-out account, and a quantity limit of
mandatory transfer. When a mandatory transfer operation is executed on an account
corresponding to the to-be-operated account information, a transaction can be initiated
according to the address of the transfer-in account, the address of the transfer-out account, and
the quantity limit of mandatory transfer, mandatorily transferring the quantity limit out of the

transfer-out account into the transfer-in account.

[81] Therefore, with the method above, a designated account in the blockchain can perform
supervision on all accounts through particular smart contracts. Since the specific contents of
the smart contracts can be compiled by staff according to the need of practical applications,
the designated account is enabled to enforce transactions on all accounts in the blockchain,
thereby achieving supervision on the accounts in the blockchain. Since the operation
instruction can be stored in a block of the blockchain, the operation instruction is
unchangeable and can be queried. Namely, the operation instruction is certified, such that the
activities of accounts of all designated objects are open and transparent, which facilitates
identification of activities that abuse the authority and consequently improves the credibility
of accounts of all the designated objects. Furthermore, the decentralization of authority of
supervision on accounts of different designated objects can further avoid the possibility that
the accounts on the blockchain are affected due to comprising the account of a designated
object. While avoiding normal operations of all accounts on the blockchain, the method
according to the various embodiments can add the authority of supervision on all the accounts,
which solves the problem of difficult supervision according to the existing blockchain

technology.

[82] With the solutions according to the embodiments of the present disclosure,

corresponding smart contracts are created for different administrative supervision accounts
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(also referred to as designated accounts). In this way, upon receiving an operation instruction
sent from a designated account, a node in a blockchain network can invoke a corresponding
smart contract when determining that the operation instruction is issued legally, to execute
corresponding operations on an account corresponding to the to-be-operated account
information, which achieves a goal of supervision on accounts in the blockchain and solves
the problem of processing special transactions like administrative intervention in a

blockchain.

[83] On the basis of the blockchain-based transaction processing method shown in Fig. 1,
the disclosure correspondingly provides a structural schematic diagram of a blockchain-based

transaction processing apparatus, as shown in Fig. 3.

[84] Fig. 3 is a structural schematic diagram of a blockchain-based transaction processing
apparatus 300 according to an embodiment of the present disclosure. The apparatus 300 may

comprise a providing unit 301, a generating unit 302, and a sending unit 303.

[85] The providing unit 301 optionally provides an application client for a designated

account.

[86] The generating unit 302 generates, in response to the designated account being logged
in through the application client and according to input to-be-operated account information
and operation content, an operation instruction comprising the to-be-operated account

information and the operation content.

[87] The sending unit 303 sends the operation instruction to a node in the blockchain
network, causing the node in the blockchain network to invoke a smart contract corresponding
to the designated account upon receiving the operation instruction, and to execute an
operation according to the operation content on another account corresponding to the

to-be-operated account information.

[88] In one embodiment, the transaction processing apparatus further comprises an

encrypting unit 304,
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[89] The encrypting unit 304 uses, when generating the operation instruction, an algorithm
to determine a summary of the operation instruction, and uses a private key in a public-private
key pair corresponding to the designated account to encrypt the summary to obtain an
encrypted summary. Sending the operation instruction by the sending unit 303 to a node in the
blockchain comprises sending the encrypted summary and the operation instruction to a node

in the blockchain.

[90] In one embodiment, for different designated accounts, the corresponding

public-private key pairs are different.

[91] In one embodiment, the transaction processing apparatus further comprises a

configuring unit 305.

[92] The configuring unit 305 configures smart contracts for different designated accounts
according to attributes of the designated accounts, the smart contracts being used to execute
operations according to operation instructions sent by the designated accounts, and different

designated accounts having different corresponding smart contracts.

[93] According to one aspect of the present disclosure, the units 301-305 are software
functional units stored in a memory, e.g., a non-transitory and computer-readable memory.
The apparatus 300 may include a processor for executing the software functional units
301-305 to perform the relevant functions. According to another aspect, the units 301-305

may be implemented by hardware, e.g., circuitry programmed to perform the functionalities.

[94] On the basis of the blockchain-based transaction processing method shown in Fig. 2,
the present disclosure further correspondingly provides a structural schematic diagram of a

blockchain-based transaction processing apparatus, as shown in Fig. 4.

[95] Fig. 4 is a structural schematic diagram of a blockchain-based transaction processing
apparatus 400 according to an embodiment of the present disclosure. The apparatus 400 may

comprise an acquiring unit 401, a determining unit 402, and a processing unit 403.
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[96] The acquiring unit 401 acquires an operation instruction comprising to-be-operated

account information and operation content.

[97] The determining unit 402 in response to determining that an account sending the
operation instruction corresponds to an account issuing the operation instruction, determines a

smart contract corresponding to the account issuing the operation instruction.

[98] The processing unit 403 executes, based on the smart contract, an operation according
to the operation content on another account corresponding to the to-be-operated account

information.

[99] In another embodiment, the “determining by the determining unit 402 a smart contract
corresponding to the issuing account” comprises: determining, according to a preset mapping
relationship between issuing accounts and smart contracts, a smart contract corresponding to

the account issuing the operation instruction.

[100] In one embodiment, the “determining by the determining unit 402 that the account
sending the operation instruction is the same as the account issuing the operation instruction”
comprises: using an algorithm to determine a summary of the operation instruction, and using
a public key in a public-private key pair corresponding to the issuing account to encrypt the
summary to obtain an encrypted summary; and if the obtained encrypted summary is the same
as the encrypted summary comprised in the operation instruction, determining that the
account sending the operation instruction is the same as the account issuing the operation

instruction.

[101] In one embodiment, the “executing, by the processing unit 403 on the basis of the
smart contract, an operation according to the operation content on an account corresponding
to the to-be-operated account information” comprises: when the operation content satisfies an
execution condition of the smart contract, executing an operation on an account
corresponding to the to-be-operated account information according to a transaction processing

logic corresponding to the operation content comprised in the smart contract.
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[102] In one embodiment, the “executing by the processing unit 403 an operation on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to the operation content comprised in the smart contract”
comprises: if the operation content is to freeze an account, executing a freezing operation on
an account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to account freezing comprised in the smart contract, the
freezing operation being used to instruct to stop execution of transactions related to the

to-be-operated account information.

[103] In one embodiment, the “executing by the processing unit 403 an operation on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to the operation content comprised in the smart contract”
comprises: if the operation content is to unfreeze an account, executing an unfreezing
operation on an account corresponding to the to-be-operated account information according to
a transaction processing logic corresponding to account unfreezing comprised in the smart
contract, the unfreezing operation being used to instruct to resume execution of transactions

related to the to-be-operated account information.

[104] In one embodiment, the apparatus further comprises a deciding unit 404, wherein: the
deciding unit 404 determines, before executing an unfreezing operation on an account
corresponding to the to-be-operated account information, whether the account corresponding

to the to-be-operated account information is in a frozen state.

[105] The “executing by the processing unit 403 an unfreezing operation on an account
corresponding to the to-be-operated account information” comprises: when it is determined
that the account corresponding to the to-be-operated account information is in a frozen state,
executing an unfreezing operation on the account corresponding to the to-be-operated account

information.

[106] In one embodiment, the “executing by the processing unit 403 an operation on an
account corresponding to the to-be-operated account information according to a transaction

processing logic corresponding to the operation content comprised in the smart contract”
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comprises: if the operation content is to suspend an account, executing a suspending operation
on an account corresponding to the to-be-operated account information according to a
transaction processing logic corresponding to account suspension comprised in the smart
contract, the suspending operation being used to instruct the account corresponding to the

to-be-operated account information to stop execution of transactions.

[107] In one embodiment, the “executing by the processing unit 403 an operation on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to the operation content comprised in the smart contract”
comprises: if the operation content is to resume an account, executing a resuming operation
on an account corresponding to the to-be-operated account information according to a
transaction processing logic corresponding to account resumption comprised in the smart
contract, the resuming operation being used to instruct the account corresponding to the

to-be-operated account information to resume execution of transactions.

[108] In one embodiment, before executing a resuming operation on an account
corresponding to the to-be-operated account information, the deciding unit 404 determines
whether the account corresponding to the to-be-operated account information is in a

suspended state.

[109] The “executing by the processing unit 403 a resuming operation on an account
corresponding to the to-be-operated account information” comprises: when it is determined
that the account corresponding to the to-be-operated account information is in a suspended
state, executing a resuming operation on the account corresponding to the to-be-operated

account information.

[110] In one embodiment, the “executing by the processing unit 403 an operation on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to the operation content comprised in the smart contract”
comprises: if the operation content is to close an account, executing a closing operation on an

account corresponding to the to-be-operated account information according to a transaction
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processing logic corresponding to account closure comprised in the smart contract, the closing

operation being used to instruct to stop execution of transactions.

[111] In one embodiment, the “executing by the processing unit 403 a closing operation on
an account corresponding to the to-be-operated account information” comprises: determining
an account information queue corresponding to the to-be-operated account information, and
sequentially executing a suspending operation on an account corresponding to each piece of

the account information in the account information queue.

[112] In one embodiment, the “processing unit 403 executing an operation on an account
corresponding to the to-be-operated account information according to a transaction processing
logic corresponding to the operation content comprised in the smart contract” comprises: if
the operation content is to open an account, executing an opening operation on an account
corresponding to the to-be-operated account information according to a transaction processing
logic corresponding to account opening comprised in the smart contract, the opening

operation being used to resume execution of transactions.

[113] In one embodiment, the “executing by the processing unit 403 an operation on an
account corresponding to the to-be-operated account information according to a transaction
processing logic corresponding to the operation content comprised in the smart contract”
comprises: if the operation content is a mandatory transfer, executing a mandatory transfer
operation on an account corresponding to the to-be-operated account information according to
a transaction processing logic corresponding to mandatory transfer comprised in the smart
contract, the mandatory transfer operation being used for mandatory transfer of a set quantity
of resources from the account corresponding to the to-be-operated account information

according to the operation content.

[114] In one example, the blockchain-based transaction processing apparatus as shown in
Fig. 4 can be disposed in a node of a blockchain network. The node may comprise a server
that is an individual apparatus or a system comprising a plurality of apparatuses. Alternatively,
the node may comprise a terminal, e.g., cell phone, tablet computer, personal computer and

the like. According to one aspect of the present disclosure, the units 401-403 are software
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functional units stored in a memory, e.g., a non-transitory and computer-readable memory.
The apparatus 400 may include a processor for executing the software functional units
401-403 to perform the relevant functions. According to another aspect, the units 401-403

may be implemented by hardware, e.g., circuitry programmed to perform the functionalities.

[115] In some embodiments, the transaction processing apparatus may be implemented in a
software manner or a hardware manner, which is not limited herein. Upon receiving an
operation instruction, the transaction processing apparatus can effectively determine whether
the issuing of the operation instruction is legal. If it is legal, the transaction processing
apparatus invokes a corresponding smart contract, executes corresponding operations on an
account corresponding to the to-be-operated account information, and achieves supervision on
accounts in the blockchain and processing special transactions like administrative intervention

in a blockchain.

[116] In the 1990s, an improvement to a technology could be differentiated into a hardware
improvement (e.g. an improvement to a circuit structure, such as a diode, a transistor, a switch,
and the like) or a software improvement (an improvement to a flow of a method). Along with
the technological development, however, many current improvements to method flows can be
deemed as direct improvements to hardware circuit structures. Designers can obtain a
corresponding hardware circuit structure by programming an improved method flow into a
hardware circuit. Therefore, an improvement to a method flow can be realized by hardware
implementation. For example, Programmable Logic Device (PLD) (e.g., Field Programmable
Gate Array (FPGA)) is such an integrated circuit that its logic functions are determined by a
user through programming the device. A designer can program to “integrate” a digital system
onto one piece of PLD, without asking a chip manufacturer to design and manufacture a
dedicated IC chip. At present, this type of programming has mostly been implemented
through “logic compiler” software, rather than manually manufacturing the IC chips. The
logic compiler software is similar to a software compiler used for program development and
writing, while a particular programming language is used for writing source codes prior to
compiling, which is referred to as a Hardware Description Language (HDL). There is not just

one, but many types of HDL, such as ABEL (Advanced Boolean Expression Language),
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AHDL (Altera Hardware Description Language), Confluence, CUPL (Comell University
Programming Language), HDCal, JHDL (Java Hardware Description Language), Lava, Lola,
MyHDL, PALASM, RHDL (Ruby Hardware Description Language). The most commonly used
HDL includes VHDL (Very-High-Speed Integrated Circuit Hardware Description Language)
and Verilog®. A person skilled in the art would have known obtaining a hardware circuit to
implement a logic method flow by using the above HDLs to perform some logic programming

on the method flow and program it into an IC.

[117] A controller may be implemented in any proper manner. For example, a controller may
be in, for example, a form of a microprocessor or processor, as well as a computer readable
medium that stores computer readable program codes (e.g. software or firmware) capable of
being executed by the (micro) processor, a logic gate, a switch, an Application Specific
Integrated Circuit (ASIC), a programmable logic controller and an embedded microcontroller.
Examples of the controller include, but are not limited to, the following microcontrollers:
ARC® 625D, Atmel® AT91SAM, Microchip PIC18F26K20 and Silicon Labs C8051F320. A
memory controller may further be implemented as a part of a control logic of a memory. A
person skilled in the art should also be aware that, in addition to that a controller is implemented
in a manner of pure computer readable program codes, it is feasible to perform logic
programming on steps of a method to enable a controller to implement the same functions in a
form of a logic gate, a switch, an ASIC, a programmable logic controller and an embedded
microcontroller. Therefore, such a controller can be deemed as a hardware part, while devices
comprised therein and configured to carry out various functions may also be deemed as a
structure inside the hardware part. Alternatively, devices configured to carry out various
functions may be deemed as both software modules to implement a method and a structure

inside a hardware part.

[118] The system, apparatus, module or unit described in the above embodiments may be
implemented by a computer chip or entity or implemented by a product having a function. A
typical implementation device is a computer. For example, a computer may be, for example, a
personal computer, a laptop computer, a cellular phone, a camera phone, a smart phone, a

personal digital assistant, a medium player, a navigation device, an email apparatus, a game

24

Date Regue/Date Received 2020-08-04



console, a tablet computer, a wearable device or a combination of any devices in these

devices.

[119] For convenience of description, the above apparatus is divided into various units
according to functions for description. Functions of the units may be implemented in one or

multiple pieces of software and/or hardware when implementing the present disclosure.

[120] A person skilled in the art should understand that the embodiments of the present
disclosure may be provided as a method, a system, or a computer program product. Therefore,
the disclosed system may be implemented as a complete hardware embodiment, a complete
software embodiment, or an embodiment combing software and hardware for performing the
disclosed methods. Moreover, the disclosed system may be in the form of a computer
program product implemented on one or more computer usable storage media (including, but
not limited to, a magnetic disk memory, CD-ROM, an optical memory, and the like)

comprising computer usable program codes therein.

[121] The disclosed system is described with reference to flowcharts and/or block diagrams
of the method, device (system) and computer program product according to the embodiments
of the present disclosure. A computer program instruction may be used to implement each
process and/or block in the flowcharts and/or block diagrams and a combination of processes
and/or blocks in the flowcharts and/or block diagrams. These computer program instructions
may be provided for a general-purpose computer, a special-purpose computer, an embedded
processor, or a processor of other programmable data processing devices to generate a
machine, so that the instructions executed by a computer or a processor of other
programmable data processing devices generate an apparatus for implementing a specified
function in one or more processes in the flowcharts and/or in one or more blocks in the block

diagrams.

[122] These computer program instructions may also be stored in a computer readable
memory that can instruct a computer or other programmable data processing devices to work
in a particular manner, such that the instructions stored in the computer readable memory

generate a manufactured article that includes an instruction apparatus. The instruction
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apparatus implements one or more functions in one or more processes in the flowcharts and/or

in one or more blocks in the block diagrams.

[123] These computer program instructions may also be loaded onto a computer or other
programmable data processing devices, such that a series of operational steps are performed
on the computer or other programmable devices, thereby generating computer-implemented
processing. Therefore, the instructions executed on the computer or other programmable
devices provide steps for implementing one or more functions in one or more processes in the

flowcharts and/or in one or more blocks in the block diagrams.

[124] In a typical configuration, the computation device includes one or more Central

Processing Units (CPUs), input/output interfaces, network interfaces, and a memory.

[125] The memory may include computer readable media, such as a volatile memory, a
Random Access Memory (RAM), and/or a non-volatile memory, e.g., a Read-Only Memory

(ROM) or a flash RAM. The memory is an example of a computer readable medium.

[126] Computer readable media include permanent, volatile, mobile and immobile media,
which can implement information storage through any method or technology. The information
may be computer readable instructions, data structures, program modules or other data.
Examples of storage media of computers include, but are not limited to, Phase-change RAMs
(PRAMs), Static RAMs (SRAMs), Dynamic RAMs (DRAMs), other types of Random
Access Memories (RAMs), Read-Only Memories (ROMs), Electrically Erasable
Programmable Read-Only Memories (EEPROMs), flash memories or other memory
technologies, Compact Disk Read-Only Memories (CD-ROMs), Digital Versatile Discs
(DVDs) or other optical memories, cassettes, cassette and disk memories or other magnetic
memory devices or any other non-transmission media, which can be used for storing
information accessible to a computation device. According to the definitions herein, the
computer readable media do not include transitory media, such as modulated data signals and

carriers.

[127] The terms of “including”, “comprising” or any other variants thereof intend to

encompass a non-exclusive inclusion, such that a process, method, commodity or device
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comprising a series of elements not only comprises these elements, but also comprises other
elements that are not listed, or further comprises elements that are inherent to the process,
method, commodity or device. When there is no further restriction, elements defined by the
statement “comprising one...” does not exclude additional similar elements in a process,

method, commodity or device that comprises the defined elements..

[128] A person skilled in the art should understand that the embodiments of the present
disclosure may be provided as a method, a system, or a computer program product. Therefore,
the present disclosure may be implemented as a complete hardware embodiment, a complete
software embodiment, or an embodiment combing software and hardware. Moreover, the
present disclosure may be in the form of a computer program product implemented on one or
more computer usable storage media (including, but not limited to, a magnetic disk memory,
CD-ROM, an optical memory, and the like) comprising computer usable program codes

therein.

[129] The present disclosure may be described in a regular context of a computer executable
instruction that is executed by a computer, such as a program module. In various
embodiments, the program module comprises a routine, a program, an object, a component, a
data structure, and the like for executing a particular task or implementing a particular
abstract data type. The present disclosure may also be practiced in distributed computing
environments. In these distributed computing environments, remote processing devices
connected via communication networks carry out tasks. In the distributed computing
environments, a program module can be located in local and remote computer storage media,

including storage devices.

[130] The embodiments in this description are described in a progressive manner with each
embodiment focusing on differences from other embodiments, and the embodiments may be
mutually referenced for identical or similar parts thereof. For the system embodiment, the
description thereof is relatively simple as it is substantially similar to the method embodiment.

The description of the method embodiment may be referenced for related parts thereof.
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[131] The embodiments of the present disclosure are merely exemplary, and are not used to
limit the present disclosure. To a person skilled in the art, the disclosed embodiments can be
modified or changed in various ways. Any modification, equivalent substitution or

improvement made within the spirit and principle of the present disclosure shall be

encompassed by the present disclosure.
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EMBODIMENTS IN WHICH AN EXCLUSIVE PROPERTY OR PRIVILEGE IS
CLAIMED ARE DEFINED AS FOLLOWS:

1. A blockchain-based transaction processing method implementable by a node in a

blockchain network, the method comprising:

acquiring an operation instruction from an account sending the operation
instruction, the operation instruction comprising to-be-operated account
information of another account in need of administrative supervision and

operation content;

determining whether the account sending the operation instruction corresponds

to an account issuing the operation instruction;

in response to determining that the account sending the operation instruction
corresponds to the account issuing the operation instruction, determining a smart
contract corresponding to the account issuing the operation instruction, wherein
the account issuing the operation instruction is a designated account having one
or more administrative supervision capabilities over the another account
corresponding to the to-be-operated account information through one or more

smart contracts corresponding to the designated account; and

executing, based on the smart contract, an operation according to the operation
content on the another account corresponding to the to-be-operated account

information.

2. The method according to claim 1, wherein determining the smart contract corresponding

to the account issuing the operation instruction comprises:

determining, according to a preset mapping relationship between issuing
accounts and smart contracts, the smart contract corresponding to the account

issuing the operation instruction.
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3. The method according to claim 1 or 2, wherein determining whether the account sending
the operation instruction corresponds to the account issuing the operation instruction

comprises:
using an algorithm to determine a summary of the operation instruction;

using a public key in a public-private key pair corresponding to the issuing

account to encrypt the summary to obtain an encrypted summary; and

in response to determining that the obtained encrypted summary corresponds to
an encrypted summary comprised in the operation instruction, determining that
the account sending the operation instruction corresponds to the account issuing

the operation instruction.

4. The method according to any one of claims 1 to 3, wherein executing, based on the
smart contract, the operation according to the operation content on the another account

corresponding to the to-be-operated account information comprises:

in response to the operation content satisfying an execution condition of the
smart contract, executing the operation on the another account corresponding to
the to-be-operated account information according to a transaction processing

logic corresponding to the operation content comprised in the smart contract.

5. The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to freeze an account, executing a
freezing operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with

account freezing and comprised in the smart contract, the freezing operation
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being used to instruct to stop execution of transactions related to the to-be-

operated account information.

6. The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to unfreeze an account, executing an
unfreezing operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account unfreezing and comprised in the smart contract, the unfreezing operation
being used to instruct to resume execution of transactions related to the to-be-

operated account information.
7. The method according to claim 6, wherein:

before executing the unfreezing operation on the another account corresponding
to the to-be-operated account information, the method further comprises
determining whether the another account corresponding to the to-be-operated

account information is in a frozen state; and

executing the unfreezing operation on the another account corresponding to the
to-be-operated account information comprises, in response to determining that
the another account corresponding to the to-be-operated account information is
in the frozen state, executing the unfreezing operation on the another account

corresponding to the to-be-operated account information.

8. The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:
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in response to that the operation content is to suspend an account, executing a
suspending operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account suspension and comprised in the smart contract, the suspending
operation being used to instruct the another account corresponding to the to-be-

operated account information to stop execution of transactions.

9. The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to resume an account, executing a
resuming operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account resumption and comprised in the smart contract, the resuming operation
being used to instruct the anther account corresponding to the to-be-operated

account information to resume execution of transactions.
10.  The method according to claim 9, wherein:

before executing the resuming operation on the another account corresponding
to the to-be-operated account information, the method further comprises
determining whether the another account corresponding to the to-be-operated

account information is in a suspended state; and

executing the resuming operation on the another account corresponding to the
to-be-operated account information comprises, in response to determining that
the another account corresponding to the to-be-operated account information is
in the suspended state, executing the resuming operation on the another account

corresponding to the to-be-operated account information.
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11. The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to close an account, executing a
closing operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic corresponding
to account closure comprised in the smart contract, the closing operation being

used to instruct to stop execution of transactions.

12.  The method according to claim 11, wherein executing the closing operation on the

another account corresponding to the to-be-operated account information comprises:

determining an account information queue corresponding to the to-be-operated

account information; and

sequentially executing a suspending operation on the another account
corresponding to each piece of the account information in the account

information queue.

13.  The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to open an account, executing an
opening operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic corresponding
to account opening comprised in the smart contract, the opening operation being

used to resume execution of transactions.
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14.  The method according to claim 4, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is a mandatory transfer, executing a
mandatory transfer operation on the another account corresponding to the to-be-
operated account information according to a transaction processing logic
corresponding to mandatory transfer comprised in the smart contract, the
mandatory transfer operation being used for mandatory transfer of a set quantity
of resources from the another account corresponding to the to-be-operated

account information according to the operation content.

15.  Ablockchain-based transaction processing apparatus, comprising a processor and a non-
transitory computer-readable storage medium storing instructions that, when executed

by the processor, cause the apparatus to perform a method, the method comprising:

acquiring an operation instruction from an account sending the operation
instruction, the operation instruction comprising to-be-operated account
information of another account in need of administrative supervision and

operation content;

determining whether the account sending the operation instruction corresponds

to an account issuing the operation instruction;

in response to determining that the account sending the operation instruction
corresponds to the account issuing the operation instruction, determining a smart
contract corresponding to the account issuing the operation instruction, wherein
the account issuing the operation instruction is a designated account having one
or more administrative supervision capabilities over the another account
corresponding to the to-be-operated account information through one or more

smart contracts corresponding to the designated account; and
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executing, based on the smart contract, an operation according to the operation
content on the another account corresponding to the to-be-operated account

information.

16. The apparatus according to claim 15, wherein determining the smart contract

corresponding to the account issuing the operation instruction comprises:

determining, according to a preset mapping relationship between issuing
accounts and smart contracts, the smart contract corresponding to the account

issuing the operation instruction.

17.  The apparatus according to claim 15 or 16, wherein determining whether the account
sending the operation instruction corresponds to the account issuing the operation

instruction comprises:
using an algorithm to determine a summary of the operation instruction;

using a public key in a public-private key pair corresponding to the issuing

account to encrypt the summary to obtain an encrypted summary; and

in response to determining that the obtained encrypted summary corresponds to
an encrypted summary comprised in the operation instruction, determining that
the account sending the operation instruction corresponds to the account issuing

the operation instruction.

18.  The apparatus according to any one of claims 15 to 17, wherein executing, based on the
smart contract, the operation according to the operation content on the another account

corresponding to the to-be-operated account information comprises:

in response to the operation content satisfying an execution condition of the
smart contract, executing the operation on the another account corresponding to
the to-be-operated account information according to a transaction processing

logic corresponding to the operation content comprised in the smart contract.
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19.  The apparatus according to claim 18, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to freeze an account, executing a
freezing operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account freezing and comprised in the smart contract, the freezing operation
being used to instruct to stop execution of transactions related to the to-be-

operated account information.

20.  The apparatus according to claim 18, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to unfreeze an account, executing an
unfreezing operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account unfreezing and comprised in the smart contract, the unfreezing operation
being used to instruct to resume execution of transactions related to the to-be-

operated account information.

21.  The apparatus according to claim 20, wherein the non-transitory computer-readable
storage medium further stores instructions that, when executed by the processor, cause

the apparatus to perform the method further comprising:

determining, before executing the unfreezing operation on the another account
corresponding to the to-be-operated account information, whether the another
account corresponding to the to-be-operated account information is in a frozen

state; and
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wherein executing the unfreezing operation on the another account
corresponding to the to-be-operated account information comprises, in response
to determining that the another account corresponding to the to-be-operated
account information is in the frozen state, executing the unfreezing operation on

the another account corresponding to the to-be-operated account information.

22.  The apparatus according to claim 18, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to suspend an account, executing a
suspending operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account suspension and comprised in the smart contract, the suspending
operation being used to instruct the another account corresponding to the to-be-

operated account information to stop execution of transactions.

23.  The apparatus according to claim 18, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to resume an account, executing a
resuming operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic associated with
account resumption and comprised in the smart contract, the resuming operation
being used to instruct the another account corresponding to the to-be-operated

account information to resume execution of transactions.

24.  The apparatus according to claim 23, wherein the non-transitory computer-readable
storage medium further stores instructions that, when executed by the processor, cause

the apparatus to perform the method further comprising:
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determining, before the executing the resuming operation on the another account
corresponding to the to-be-operated account information whether the another
account corresponding to the to-be-operated account information is in a

suspended state; and

wherein executing the resuming operation on the another account corresponding
to the to-be-operated account information comprises, in response to determining
that the another account corresponding to the to-be-operated account
information is in the suspended state, executing the resuming operation on the

another account corresponding to the to-be-operated account information.

25.  The apparatus according to claim 18, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to close an account, executing a
closing operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic corresponding
to account closure comprised in the smart contract, the closing operation being

used to instruct to stop execution of transactions.

26.  The apparatus according to claim 25, wherein executing the closing operation on the

another account corresponding to the to-be-operated account information comprises:

determining an account information queue corresponding to the to-be-operated

account information; and

sequentially executing a suspending operation on the another account
corresponding to each piece of the account information in the account

information queue.
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27.  The apparatus according to claim 18, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is to open an account, executing an
opening operation on the another account corresponding to the to-be-operated
account information according to a transaction processing logic corresponding
to account opening comprised in the smart contract, the opening operation being

used to resume execution of transactions.

28.  The apparatus according to claim 18, wherein executing the operation on the another
account corresponding to the to-be-operated account information according to the
transaction processing logic corresponding to the operation content comprised in the

smart contract comprises:

in response to that the operation content is a mandatory transfer, executing a
mandatory transfer operation on the another account corresponding to the to-be-
operated account information according to a transaction processing logic
corresponding to mandatory transfer comprised in the smart contract, the
mandatory transfer operation being used for mandatory transfer of a set quantity
of resources from the another account corresponding to the to-be-operated

account information according to the operation content.
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S101: Providing an application client for a designated account

S102: In response to the designated account being logged in
through an application client, generating, according to input to-be-
operated account information and configured operation content, an

operation instruction comprising the to-be-operated account

information and the operation content

S103: Sending the operation instruction to a node in a blockchain
network, causing the node in the blockchain network to invoke a
smart contract corresponding to the designated account upon
receiving the operation instruction, and to execute an operation
according to the operation content on another account
corresponding to the to-be-operated account information

FIGURE 1
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S201: Acquiring an operation instruction comprising to-be-
operated account information and operation content

S202: In response to determining that an account sending the
operation instruction corresponds to an account issuing the
operation instruction, determining a smart contract corresponding
to the account issuing the operation instruction

S203: Based on the smart contract, executing an operation
according to the operation content on another account
corresponding to the to-be-operated account information

FIGURE 2
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Apparatus 300

Providing unit 301
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Apparatus 400

Acquiring unit 401

Determining unit 402

Processing unit 403

Deciding unit 404

FIGURE 4
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§101: Providing an application client for a designated account

k.

$102: In response to the designated account being logged in
through an application client, generating, according to input to-be-
operated account information and configured operation content, an
operation instruction comprising the to-be-operated account
information and the operation content

Y

$103: Sending the operation mstruction to a node in a blockchain
network, causing the node in the blockchain network to invoke a
smart contract corresponding ta the designated account upon
receiving the operation instruction, and to execute an operation
according to the operation content on another account
corresponding to the to-be-operated account information
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