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(57) Abstract: In one example, a method comprises determining whether a storage medium connected to a local client is mapped to
a remote desktop on a remote application server. If the storage medium is mapped to the remote desktop, the storage medium may be
authenticated according to verification credential with respect to the storage medium acquired from the local client. The storage me -
o dium may be loaded when the storage medium passes the authentication.

20167107555 AT | 000 OO0 RO OO0 00



|4}

10

20

35

WO 2016/107555 PCT/CN2015/099497
Loading Storare Medium

Background

[0001] With the development of virtualization technology, mobile office becomes more and

more pervasive in enterprises. In a mobile office, a user, such as an employee, may be assigned

a virtual desktop which runs on a remote server. The remote deskiop may store data and certain

applications and settings which may be accessed by the user using a local client device which

connects to the remote server over a network. While mobile office brings efficiency to

enterprises, it also brings security concern to enterprises.

Brief Description of the Drawings

{00027 Fig.1 is a scenario schematic illustrating an application of the present disclosure in

loading storage medium;

{0003} Fig.2 is a flowchart dlustrating a method for loading storage medium according to an

example of the present disclosure;

{0004} Fig.3 is a flowchart illustrating a method for loading storage medium according to an

example of the present disclosure;

{0005} Figd is a diagram illustrating hardware structure of an apparatus in which a loading

storage medium apparatus is installed according to an example of the present disclosure;

{0006] Fig.5 a diagram illustrating a loading storage medium apparatus according to an

example of the present disclosure.

Detailed Description

[0007] Alter a storage medium connected o a Jocal client is mapped to a remole application
desktop (hereinafter, also be referred as “remote desktop”) on a remote application server, the
storage medium is usually authenticated by the local client. After the storage medium passcs the
authentication, the remote application server is allowed to access data stored in the storage
medium. Since the data loaded from the storage medium by the remote application server is
decrypted on the local client, the data may be easily leaked if it is intercepted in transmission.
With respect to such condition, the present disclosure provides a method and apparatus for
enhancing the security of a storage medium in a mobile office.

{0008} For simplicity and illustrative purposes, the present disclosure is described by referring
mainly {0 an example and figures thereof. In the following description, numerous specific details
are set forth in order to provide a thorough understanding of the present disclosure as well as its
objects, features and advantages.

{00091 In an example of the present disclosure, referring to Fig.1, the scenario schematic of
an application of the present disclosure in loading storage medium is llustrated. In Fig.1, the
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storage medinm 101 may for cxample be an encrypted removable hard disk, optical disk,
removable flash storage, a universal serial bus memory and so on. The local client 102 may be a
handset, iPad, laptop, or desktop computer and so on. The remote application server 103 s used
for distributing various types of office application software to the local client and anthenticating
the storage medium. The storage medium administration server 104 is used for identifying the
identity of the storage medium. In order to realize mobile office, a mobile office apphication
may be installed in the local client 102, and by initiating the mobile office application on the
local client 102, the user may open the remote deskiop on the remote application server 103 and
access the office application distributed on the remote application server 103.

{0010] In an example, when a user opens the remote desktop on a remote application server,
the storage medium 101 connected to the local client 102 may be mapped to the remote desktop
on the remote application server. That is, in response to a user opening the remote desktop on
the remote application server, a mapping relationship between the storage mediom and the
remote desktop is built. Thus, based on the mapping relationship between the storage medium
and the remote deskiop, the remote application server in which the remote desktop is 1ostalled
may authenticate the storage medium according to verification credential with respect to the
storage medium acquired from the local client. And then, when the storage medium passes the
authentication, the remote application server may be allowed to access the storage medium such
as load data from the storage medium. In this way, since the storage mediom 15 authenticated by
the remote application server but not the local client, the data loaded by the remote application
server from the storage medium can be decrypted into plaintext by the remote desktop but
remains encrypted during the remote application server accessing the storage medium, 5o as to
upgrade the use security of the storage medium.

{0011} Referring to Fig2, a flowchart of an example of the method for Joading storage
medium in the present disclosure, the example is illustrated from the side of a remote
apphication server, which may 1oclude:

{0012} Block 201, determining whether a storage medium connected to a local client is
mapped to a remote deskiop on a remote application server.

{0013] For example, when a storage mediom is connected to a local client and a user opens
the remote desktop on a remote application server, the storage medium connected to the local
client may be mapped lo the remote desktop through Universal Serial Bus (USB) mapping
supported by Remote Desktop Protocol (RDP). In the mcantime, since the storage medium
mapped to the remote desktop on the remote application server remains encrypted and to be
authenticated, the remote application server cannot use the storage medium yet.

{0014} Block 202, if the storage medium is mapped to the remote deskiop, authenticating, by
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the remote application server, the storage medium, according to a verification credential with
respect to the storage medium acquired {rom the local client. For example the verification
credential may be stored on the local client, or input by a user, and acquired by the remote
application server.
{0015} In an example, when the storage medium is connected to the local client and the user
opens the remote deskiop on the remote application server, the local client may pop up a dialog
box to require the user to input verification credential, and after the user inputs the verification
credential in the dialog box, the local client may send the verification credential to the remote
application server.
{0016] In an cxample, when a storage medium is connected to the local client and the user
opens the remote desktop on the remote application server, the local client may further read the
unigue identifier of the storage medium, and send the unique identifier of the storage medium to
the remote application server. For example, the unique identifier may be
“USB/VID _152D&PID 23397, VID represents a provider code, and PID represents a product
code. In another example, the local client may send the unique identifier of the storage medium
together with the verification credential to the remote application server after the user inputs the
verification credential into the dialog box popped up in the local client.
[0017] In order to enhance the security in Joading storage medium, according to an example,
after acquiring the unique identifier of the storage mediom, the remote application server may
determine whether the identity information of the storage medium mapped to the remote
desktop on the remote application server and the unique identifier of the storage medium match
each other or not, and if they match, send the identity information of the storage medium to a
storage medium administration server. Then, the storage medium adminisiration server may
determine whether the identity information of the storage medium is consistent with the preset
identity information of storage medium, and if yes, it indicates that the storage medium is
identified, and the storage mediom administration server may send its own identity information
and a loading policy to the remote application server. Wherein, the preset identity information
of storage medium means the identity information of the storage medium which is stored in the
storage medium administration server in advance. The loading policy means a loading policy
which is stored in the storage medium administration server in advance and relates to how the
storage medinum shall be loaded by the local client or the remote application server, and so on.
For example, the loading policy may be: reading operation on the storage medium, writing
operation on the storage medium, or reading and writing operation on the storage medium.
{0018} After receiving the identity information of the storage medivm administration server,
in order to avoid illegal attacks in the meantime, the remote application server may further
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determine whether the identity information of the storage medivm administration server is
consisient with the preset identity information of storage medium administration server, and if
yes, it indicates that the storage medium administration server is authenticated. Wherein, the
preset identity information of storage medium administration server refers to a legal server that
may be used to identify the identity of the storage medium that can be accessed by the remote
application server. In general, the preset identity information of storage medium administration
server is stored in the remote application server in advance.

[0019] If the identily of the storage medium and the identity of the storage medivm
administration server in the remote application server are authenticated, it means the mapped
storage medium is legal and the remote application server may be allowed to access the storage
wedivm. At this time, the remote application server may forther authenticate the verification
credentials with respect to the storage medium acquired from the local client, and if the storage
medium passes the authentication, Block 203 wmay be executed; otherwise, the remote
application server may return an error report about the verification credential to the local client,
s0 as to inform the wuser {o input correct verification credential. Wherein, the verification
credential may be an encryption code of the storage medium, and the authentication process
may be that: after acquiring the verification credential input from the local client, the remote
application server may compare the verification credential with information about the
verilication credential extracted by the remote application server, and if they are consistent with
each other, it means the storage medium is authenticated, i.c., passes the authentication.

[0020] At block 203, the storage medinm passes the authentication, allowing the remote
application server to load the storage medium.

{0021] In an example, when the storage medium passes the authentication, the remote
application server may load the storage mediom according to the loading policy acquired from
the storage medium administration server.

[0022] As can be seen from the above, when a storage medium connected to a local client is
mapped to a remote desktop on a remote application server, through authenticating the storage
medium by the remote application server, the present disclosure may cffectively prevents data
feaks during the remote application server accessing data in the storage medium, so as (o
upgrade the usc security of the storage medivm.

[0023] Referring to Fig.3, a flowchart of another example of the method for loading storage
medium in the present disclosure, the example illustrates the interactions among local client,
remote application server and storage medium administration server, so as to describe the
process for loading the storage medium in details. In the practice, a credible mobile storage
mediuro agent AGENT may be deployed on the remote application server, and the agent
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AGENT digitally communicates with the local client and the storage medivm administration
server so as to execute a method provided in the present disclosure. The method may include
following blocks:

[0024] Block 301, after a storage medium is connected to a local client, the user may open the
remote deskiop on the remote application server by initiating a mobile office application on the
local client.

[0025] Block 302, the local client reads the unique identifier of the storage medium.

{00261 Block 303, the storage medium connected to the local client is mapped to a remote
desktop on the remote application server through USB mapping supported by RDP.

{00277 Block 304, the local client requests the user to input a verification credential, e.g.
through a dialog box.

[0028] Block 303, after the user inputs the verification credential, the local client sends the
unique identilier of the storage medium and the verification credential to the agent AGENT on
the remote application server.

{00291 Block 306, the agent AGENT determines whether the identity information of the
storage medium and the anigue identifier of the storage medium match each other or not.
{00307 Block 307, if they match, the agent AGENT sends the identity information of the
storage medium to the storage medium administration server.

{00311 Block 308, the storage medium administration server determines whether the identity
information of the storage medium is consislent with a preset identity information of storage
medium, and if yes, it indicates that the identity of the storage medium passes the identification,
and Block 309 may be executed. Otherwise, it indicates that the identity of the storage medium
does not pass the identification, and Block 314 may be executed.

{00321 Block 309, the storage medinm administration server sends its own identity
information and a loading policy to the agent AGENT.

{0033} Block 310, the agent AGENT determines whether the identity information of the
storage medium administration server is consistent with preset identity information of storage
medium administration server, and if yes, this indicates that the identity information of the
storage medium administration server passes the identification, and Block 311 may be executed.
Otherwise, this indicates that the identity information of the storage medium administration
server does not pass the identification, and Block 315 may be executed.

[0034] Block 311, the agent AGENT authenticates the verification credential with respect to
the storage medium acquired from the local client, and if the storage medium passes the
authentication, Block 312 may be executed, and otherwise, Block 313 may be executed.

[0035] Block 312, the agent AGENT loads the storage medium according to the loading
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policy.
[0038] In the present example, when the storage medium is loaded successfully, the agent
AGENT may inform the remote desktop on the remote application server, so as to allow the
remote desktop to access the storage medium through an explorer normally.
{00371 Block 313, the agent AGENT returns an error report about verification credential to
the local client, so as to inform the user to input correct verification credential.
[0038] Block 314, the storage medivm administration server sends a report about the identity
information of the storage medium not passing identification to the remote application server,
and Block 315 is executed.
{00391 Block 315, it indicates that the remote application server cannot load the storage
medinm.
{00407 As seen from the above, when a storage medium connected to a local client is mapped
to a remote deskiop on a remote application server, through authenticating the storage medium
by the remote application server, the present disclosure may help to effectively prevents data
leaks during the remole application server accessing data in the storage medium and thereby
upgrade the security of the mobile office.
{00411 The present disclosure also provides an example of an apparatus for loading storage
medium, in correspondence with the method for loading storage medium described above.
{00421 The example of the present disclosure of the apparatus for loading storage medium
may be realized by software or hardware or the combination of both. As an example of being
realized by software, the apparatus may be an apparatus in a logical sense and formed by the
processor of the apparatus reading corresponding wachine readable instructions from
non-transitory storage to internal memory and operating these instructions. In a hardware sense,
as illustrated in Fig.4, the apparatus for loading storage medium in the present disclosure may
comprise a processor 401, a network interface 402 and a storage 403, and may {urther comprise
other hardware parts, such as a chip for forwarding messages and so on. And in terms of the
hardware structure, the apparatus may be a distributed apparatus and comprise multiple
interface cards, so as to perform the extension of message processing in hardware level.
[0043] Referring to Fig.5. a block diagram of the apparatus for loading storage medium in an
example of the present disclosure is illustrated, and the example is described from the side of a

remote application server. As shown in Fig.5, the apparatus may comprise:

a determining unit 510, configured to determine whether a storage medium connected

to a local client is mapped to a remote desktop on a remote application server;

an authenticating unit 520, configured to authenticate the storage medium, according to
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verification credential with respect to the storage medium which is acquired from the local

client when the determination result of the determining unit 51015 YES; and

a loading unit 530, configured to load the storage medium, when the storage medinm

passes the authentication.

[0044] In an alternative example, the apparatus may {urther comprise a maiching unit 540,

which is configured to:

before the authenticating unit authenticates the storage medium according to the
verification credential, determine whether the identity information of the storage medium
mapped to the remote desktop on the remote application server and the unique identificr of the

storage medium acquired from the local client match each other or not; and

if they match, send the identity information of the storage medium to a storage medium
administration server, so as to allow the storage mediom administration server to identify the

storage medium.

[0045] In another alternative example, the apparatus may further comprise a receiving unit 550,

which is configured to

receive the identity information of the storage medium administration server and a
loading policy of the storage medium acquired from the storage medinm administration server,

when the storage mediom is identified by the storage medium administration server.

[0046] In another aliernative example, the apparatus may further comprise a determining unit

560, which is configured to

determine whether the received identity information of the storage medium
administration server is consistent with preset identily information of storage medium

administration server, and

if 1t 1s, cause the authenticating unit to authenticate the storage medium according to

the verification credential with respect to the storage medinm acquired from the local client, and

when the storage medium passes the authentication, cause the loading unit to load
the storage medium according to the loading policy sent from the storage medium

administration server.

{00471 The description about an example of the apparatus is basically in correspondence with
that of the method, and the detailed description is omtted and may be referenced to the
description about the example of the method. The above-described example of apparatus is only

illustrative, wherein the units described as separate compounents may or may not be physically
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separate, and the component described as a displaying unit may or may not be a physical unit
and can be located in one location or distributed to a plurality of networking units. Those skilled
in the art may readily implement the present disclosure without any inventive effort and may

select some or all of the modules or units to implement according to practical needs.

[0048] The present disclosure provides a machine readable storage mediam corresponding to
the method for loading storage medium as above, which is stored with machine readable

structions which are executed by processor to:

determine whether a storage medium connected to a local client is mapped to a remote

desktop on a remote application server;

anthenticate the storage medium, according to verification credential with respect to
the storage medium acquired from the local client when the storage medium is mapped to the

remote deskiop; and
load the storage medium, when the storage medinm passes the authentication.
{00491 The machine readable instractions are further executed by the processor to:

before authenticating the storage medium according to the verification credential with
respect to the storage medium acquired from the local client, deterroine whether the identity
information of the storage medium mapped to the remote deskiop on the remote application
server and the vnique identifier of the storage medium acquired {rom the local client maich each

other or not; and

if they match, send the identity information of the storage medium to a storage medium
administration server, so as to allow the storage medium administration server to identify the

storage medium.
{00507 The machine readable instructions are further executed by the processor to:

when the storage medium is identified by the storage mediurmn administration server,
receive the identity information of the storage wedium administration server and the loading
policy of the storage medium from the storage medium administration server.
[0051] The machine readable instructions are further executed by the processor (o

determiine whether the received identity information of the storage medium
administration server is consistent with preset identity information of storage medium

administration server, and

if 1t s, anthenticate the storage medium, according to the verification credential with

respect to the storage medinm acquired from the local client, and when the storage medinm is
8
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identified, load the storage medium, according to the loading policy sent from the storage
mediam administration server.

{00527 As scen from the above, when a local client opens a remote desktop on a remote
application server, through mapping a storage medium connected to the local client to the
remote desktop and authenticating the storage medium by the remote application server, the
present disclosure effectively prevents data leaks during the remote application server accessing
the data in the storage medium, 50 as to upgrade the use security of the storage medium.

[0053] The above are only preferred examples of the present disclosure is not intended to
Hmit the disclosure within the spirit and principles of the present disclosure, any changes made,
equivalent replacement, or improvement in the protection of the present disclosure should
contain within the range.

{0054] The methods, processes and units described herein may be implemented by hardware
(including hardware logic circuiiry), software or firmoware or a combination thereof.  The term
‘processor’ is to be interpreted broadly to include a processing unit, ASIC, logic unit, or
programmable gate array etc. The processes, methods and fonctional units may all be
performed by the one or more processors; reference in this disclosure or the claims to a
‘processor’ should thus be interpreted to mean ‘one or roore processors’.

[00558] Further, the processes, methods and functional units described in this disclosure may
be implemented in the form of a computer software product. The computer software product
is stored in a storage medium and comprises a plurality of instructions for making a processor o
implement the methods recited in the cxamples of the present disclosure.

[0058] The figures are only illustrations of an example, wherein the units or procedure shown
in the figures are not necessarily essential for implementing the present disclosure. Those
skilled in the art will understand that the vnits in the device in the example can be arranged in
the device in the examples as described, or can be alternatively located in one or more devices
different from that in the examples. The vnits in the examples described can be combined 1nto
one module or further divided into a plurality of sub-umits.

{00577 Although the flowcharts described show a specific order of execution, the order of
execution may differ from that which is depicted. For example, the order of execution of two or
more blocks may be changed relative to the order shown. Also, two or more blocks shown in
succession may be executed concurrently or with partial concurrence. Al such variations are

within the scope of the present disclosure.

[0058] It will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the above-described examples, without departing {rom the broad

general scope of the present disclosure. The present disclosure are, therefore, to be considered in

o

4
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all respects as illustrative and not restrictive.
{00581 The foregoing disclosure is merely illustrative of preferred examples of the disclosure
but is not intended to limit the disclosure, and any modifications, cquivalent substitutions,
adaptations, thereof made without departing {rom the spirit and scope of the disclosure shall be

encompassed in the claimed scope of the appended claims.
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CLAIMS

1. A method for loading storage medium, comprising:

determining whether a storage medium connected to a local client is mapped to a remote

desktop on a remote application server;

authenticating, by the remote application server, the storage medium according to a
verification credential with respect to the storage medium sent from the local client, when the

storage medium is mapped to the remote desktop; and

loading the storage medium, by the remote application server, when the storage medium

passes the authentication.
2. The method according to claim 1, further comprising:

before authenticating the storage medium, determining, by the remote application server,
whether the identity information of the storage medium mapped to the remote desktop on the
remote application server and the verification credential of the storage medinam acguired from

the local client maitch each other or not;

if they match, sending the ideuntity information of the storage medium to a storage medium
administration server, so as to allow the storage medium administration server to authenticate

the storage medium.
3. The method according to claim 2, further comprising:

if the storage medivm passes the authentication by the storage medium administration
server, receiving, by the remote application server, the identity information of the storage
medium administration server and a loading policy of the storage medium from the storage

medium administration server.
4. The method according to claim 3, further comprising:

determining, by the remote application server, whether the received identity information of
the storage medium administration server is consistent with a preset identity information of
storage roedium administration server,

if it is consistent, authenticating the storage medium, by the remote application server,
according to the verification credential of the storage medium sent from the local client, and
loading the storage medium according to the loading policy when the storage medium passes

the authentication.

11
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5. An apparatus for loading storage medium, applied on a remote application server, comprising:

a determining unit to determine whether a storage medium connected to a local client 1s

mapped to a remote desktop on the remote application server ;

an authenticating unit to authenticate the siorage mediom, according to vernfication
credential with respect to the storage medium which is acquired from the local client, when the

determination result of the determining unit 1s YES; and

a loading uwnit to load the storage medium, when the storage medivm passes the

authentication.
6. The apparatus according to claim 5, further comprising:
a matching unit to

before the authenticating unit authenticales the storage medium, determine whether the
identity information of the storage medium mapped to the remote desktop on the remote
apphication server and the unique identifier of the storage medium acquired from the local chient

match each other or not; and

if they match, send the identity information of the storage medium to a storage medium
administration server, so as to allow the storage medium administration server to identify the

storage medium.
7. The apparatus according to claim 6, further comprising:

a receiving unit to, after the storage medium has been authenticated by the storage medium
admunistration server, receive the identity information of the storage medium administration
server and a loading policy of the storage medium from the storage medium administration

server.
8. The apparatus according to claim 7, further comprising a determining unit which is to

determine whether the received identity information of the storage medium administration
server is cousistent with preset identity information of storage medivm administration server,

and

if it 15, allow the authenticating unit to authenticate the storage medivm according to the
acquired verification credential with respect to the storage medinm, and allow the loading unit
to load the storage medium according to the loading policy when the storage medium passes the

authentication.
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9. A von-transitory machine readable storage medium storing roachine readable instructions,

which are executable by a processor {o:

determine whether a storage medium connected to a local client is mapped to a remote

desktop on a remote application server ;

if the storage medium is mapped to the remote desktop, authenticate the storage mediom,
according to verification credential with respect to the storage medium which is acquired from

the local client: and
ioad the storage medium when the storage medium passes the authentication.

10. The machine rcadable storage medium according to claim 9, wherein the machine readable

instructions are further executable by the processor to:

before authenticating the storage medium according to the verification credential, determine
whether the identity information of the storage medium mapped to the remote desktop on the
remote application server and the unique identifier of the storage medium acquired from the

local client match each other or not; and

if they maitch, send the identity information of the storage medium o a storage medium
administration server, so as to allow the storage medium administration server to authenticate

the storage medium.

11. The machine readable storage medium according o claim 10, wherein the machine readable

instructions are further executed by the processor to:

when the storage medium is authenticated by the storage medium administration server,
receive the identity information of the storage medivm administration server and a loading
policy of the storage medium from the storage medinm administration server.
12. The machine rcadable storage medium according to claim 11, wherein the machine readable
wnstructions are further executed by the processor to:

determine whether the received identity information of the storage medium administration
server 1s consistent with preset identity nformation of storage medium adminisiration server,

and

if it is consistent, authenticate the storage medium according to the verification credential
with respect to the storage medivm acquired {rom the local client, and load the storage medium

according to the loading policy when the storage medium passes the authentication.
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