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SYSTEMS AND METHODS FOR DATA LIFECYCLE PROTECTION

RELATED APPLICATION
This application claims the benefit under 35 U.S.C. § 119(e) of U.S. Provisional Patent
Application Serial No. 62/781,520, filed on December 18, 2018, titled “DATA LIFECYCLE
PROTECTION,” bearing Attorney Docket No. D0821.70012US00, which is hereby

incorporated by reference in its entirety.

BACKGROUND

Computer security has become an increasingly urgent concern at all levels of society,
from individuals to businesses to government institutions. For example, in 2015, security
researchers identified a zero-day vulnerability that would have allowed an attacker to hack into a
Jeep Cherokee’s on-board computer system via the Internet and take control of the vehicle’s
dashboard functions, steering, brakes, and transmission. In 2017, the WannaCry ransomware
attack was estimated to have affected more than 200,000 computers worldwide, causing at least
hundreds of millions of dollars in economic losses. Notably, the attack crippled operations at
several National Health Service hospitals in the UK. In the same year, a data breach at Equifax,
a US consumer credit reporting agency, exposed personal data such as full names, social
security numbers, birth dates, addresses, driver’s license numbers, credit card numbers, etc.
That attack is reported to have affected over 140 million consumers.

Security professionals are constantly playing catch-up with attackers. As soon as a
vulnerability is reported, security professionals race to patch the vulnerability. Individuals and
organizations that fail to patch vulnerabilities in a timely manner (e.g., due to poor governance
and/or lack of resources) become easy targets for attackers.

Some security software monitors activities on a computer and/or within a network, and
looks for patterns that may be indicative of an attack. Such an approach does not prevent
malicious code from being executed in the first place. Often, the damage has been done by the

time any suspicious pattern emerges.
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SUMMARY

In accordance with some embodiments, a method for metadata processing is provided,
the method comprising acts of: associating, in a first system, metadata with application data
processed by a host processor, wherein the application data is protected within the first system
by one or more first policies using the metadata; and transferring the application data and its
associated metadata to a second system in which the application data is unprotected using
metadata processing or is protected by one or more second policies different from the one or
more first policies.

In accordance with some embodiments, a method for metadata processing is provided,
the method comprising acts of: receiving by a second system from a first system, application
data and associated first metadata, wherein the first metadata was created in accordance with one
or more first policies, and wherein the second system includes a host processor configured to use
the application data; and processing the first metadata to obtain second metadata to be associated
with the application data in accordance with one or more second policies used by the second
system for data protection.

In accordance with some embodiments, a system is provided, comprising circuitry and/or
one or more processors programmed by executable instructions, wherein the circuitry and/or the
one or more programmed processors are configured to perform any of the methods described
herein.

In accordance with some embodiments, at least one computer-readable medium is
provided, having stored thereon at least one netlist for any of the circuitries described herein.

In accordance with some embodiments, at least one computer-readable medium is
provided, having stored thereon at least one hardware description that, when synthesized,
produces any of the netlists described herein.

In accordance with some embodiments, at least one computer-readable medium is
provided, having stored thereon any of the executable instructions described herein.

It should be appreciated that all combinations of the foregoing concepts and additional
concepts discussed in greater detail below (provided such concepts are not mutually
inconsistent) are contemplated as being part of the inventive subject matter disclosed herein. In
particular, all combinations of claimed subject matter appearing at the end of this disclosure are

contemplated as being part of the inventive subject matter disclosed herein.
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BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 shows an illustrative hardware system 100 for enforcing policies, in accordance
with some embodiments.

FIG. 2 shows an illustrative software system 200 for enforcing policies, in accordance
with some embodiments.

FIG. 3 shows a process 300 for processing metadata based on one or more policies, in
accordance with some embodiments.

FIG. 4 shows a networked system 400 within which aspects of the techniques described
herein may be used.

FIG. 5 shows, schematically, an illustrative computer 1000 on which any aspect of the

present disclosure may be implemented.

DETAILED DESCRIPTION

Many vulnerabilities exploited by attackers trace back to a computer architectural design
where data and executable instructions are intermingled in a same memory. This intermingling
allows an attacker to inject malicious code into a remote computer by disguising the malicious
code as data. For instance, a program may allocate a buffer in a computer’s memory to store
data received via a network. If the program receives more data than the buffer can hold, but
does not check the size of the received data prior to writing the data into the buffer, part of the
received data would be written beyond the buffer’s boundary, into adjacent memory. An
attacker may exploit this behavior to inject malicious code into the adjacent memory. If the
adjacent memory is allocated for executable code, the malicious code may eventually be
executed by the computer.

Techniques have been proposed to make computer hardware more security aware. For
instance, memory locations may be associated with metadata for use in enforcing security
policies, and instructions may be checked for compliance with the security policies. For
example, given an instruction to be executed, metadata associated with the instruction and/or
metadata associated with one or more operands of the instruction may be checked to determine
if the instruction should be allowed. Additionally, or alternatively, appropriate metadata may be

associated with an output of the instruction.
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FIG. 1 shows an illustrative hardware system 100 for enforcing policies, in accordance
with some embodiments. In this example, the system 100 includes a host processor 110, which
may have any suitable instruction set architecture (ISA) such as a reduced instruction set
computing (RISC) architecture or a complex instruction set computing (CISC) architecture. The
host processor 110 may perform memory accesses via a write interlock 112. The write interlock
112 may be connected to a system bus 115 configured to transfer data between various
components such as the write interlock 112, an application memory 120, a metadata memory
125, a read-only memory (ROM) 130, one or more peripherals 135, etc.

In some embodiments, data that is manipulated (e.g., modified, consumed, and/or
produced) by the host processor 110 may be stored in the application memory 120. Such data is
referred to herein as “application data,” as distinguished from metadata used for enforcing
policies. The latter may be stored in the metadata memory 125. It should be appreciated that
application data may include data manipulated by an operating system (OS), instructions of the
OS, data manipulated by one or more user applications, and/or instructions of the one or more
user applications.

In some embodiments, the application memory 120 and the metadata memory 125 may
be physically separate, and the host processor 110 may have no access to the metadata memory
125. In this manner, even if an attacker succeeds in injecting malicious code into the application
memory 120 and causing the host processor 110 to execute the malicious code, the metadata
memory 125 may not be affected. However, it should be appreciated that aspects of the present
disclosure are not limited to storing application data and metadata on physically separate
memories. Additionally, or alternatively, metadata may be stored in a same memory as
application data, and a memory management component may be used that implements an
appropriate protection scheme to prevent instructions executing on the host processor 110 from
modifying the metadata. Additionally, or alternatively, metadata may be intermingled with
application data in a same memory, and one or more policies may be used to protect the
metadata.

In some embodiments, tag processing hardware 140 may be provided to ensure that
instructions being executed by the host processor 110 comply with one or more policies. The
tag processing hardware 140 may include any suitable circuit component or combination of
circuit components. For instance, the tag processing hardware 140 may include a tag map table

142 that maps addresses in the application memory 120 to addresses in the metadata memory
4
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125. For example, the tag map table 142 may map an address X in the application memory 120
to an address Y in the metadata memory 125. A value stored at the address Y is sometimes
referred to herein as a “metadata tag” or simply a “tag.”

In some embodiments, a value stored at the address Y may in turn be an address Z. Such
indirection may be repeated any suitable number of times, and may eventually lead to a data
structure in the metadata memory 125 for storing metadata. Such metadata, as well as any
intermediate address (e.g., the address Z), are also referred to herein as “metadata tags” or
simply “tags.”

It should be appreciated that aspects of the present disclosure are not limited to a tag map
table that stores addresses in a metadata memory. In some embodiments, a tag map table entry
itself may store metadata, so that the tag processing hardware 140 may be able to access the
metadata without performing a memory operation. In some embodiments, a tag map table entry
may store a selected bit pattern, where a first portion of the bit pattern may encode metadata, and
a second portion of the bit pattern may encode an address in a metadata memory where further
metadata may be stored. This may provide a desired balance between speed and expressivity.
For instance, the tag processing hardware 140 may be able to check certain policies quickly,
using only the metadata stored in the tag map table entry itself. For other policies with more
complex rules, the tag processing hardware 140 may access the further metadata stored in the
metadata memory 125.

Referring again to FIG. 1, by mapping application memory addresses to metadata
memory addresses, the tag map table 142 may create an association between application data
and metadata that describes the application data. In one example, metadata stored at the
metadata memory address Y and thus associated with application data stored at the application
memory address X may indicate that the application data may be readable, writable, and/or
executable. In another example, the metadata may indicate a type of the application data (e.g.,
integer, pointer, 16-bit word, 32-bit word, etc.). If the application data is of a particular type
(e.g., a pointer, an instruction, etc.), the metadata may provide further information (e.g., where
in memory the pointer is allowed to point to, whether the instruction is a jump instruction, and if
so, where in memory the instruction is allowed to jump to, etc.). In yet another example, the
metadata may relate to confidentiality. For instance, whether the application data is secret or
public. Such metadata may be used to check whether secret data is being written to a publicly-

accessible memory location (e.g., memory mapped I0). In yet another example, the metadata
5
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may relate to integrity and/or provenance. For instance, the metadata may indicate where the
application data came from, whether the application data is trusted data, and if so, why the
application data is trusted, etc.

Depending on a policy to be enforced, any suitable metadata relevant for the policy may
be associated with a piece of application data. In some embodiments, as application data is
loaded from memory to registers, processed by instructions, combined with other data, and/or
written to locations in memory, metadata may flow with the application data, and may be
updated in accordance with one or more policies.

In some embodiments, a metadata memory address Z may be stored at the metadata
memory address Y. Metadata to be associated with the application data stored at the application
memory address X may be stored at the metadata memory address Z, instead of (or in addition
to) the metadata memory address Y. For instance, a binary representation of a metadata symbol
“RED” may be stored at the metadata memory address Z. By storing the metadata memory
address Z in the metadata memory address Y, the application data stored at the application
memory address X may be tagged “RED.”

In this manner, the binary representation of the metadata symbol “RED” may be stored
only once in the metadata memory 125. For instance, if application data stored at another
application memory address X’ is also to be tagged “RED,” the tag map table 142 may map the
application memory address X’ to a metadata memory address Y’ where the metadata memory
address Z is also stored.

Moreover, in this manner, tag update may be simplified. For instance, if the application
data stored at the application memory address X is to be tagged “BLUE” at a subsequent time, a
metadata memory address Z' may be written at the metadata memory address Y, to replace the
metadata memory address Z, and a binary representation of the metadata symbol “BLUE” may
be stored at the metadata memory address Z.°.

Thus, the inventors have recognized and appreciated that a chain of metadata memory
addresses of any suitable length N may be used for tagging, including N=0 (e.g., where a binary
representation of a metadata symbol is stored at the metadata memory address Y itself).

The association between application data and metadata (also referred to herein as
“tagging”) may be done at any suitable level of granularity, and/or variable granularity. For
instance, tagging may be done on a word-by-word basis. Additionally, or alternatively, a region

in memory may be mapped to a single tag, so that all words in that region are associated with the
6
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same metadata. This may advantageously reduce a size of the tag map table 142 and/or the
metadata memory 125. For example, a single tag may be maintained for an entire address range,
as opposed to maintaining multiple tags corresponding, respectively, to different addresses in the
address range.

In some embodiments, the tag processing hardware 140 may be configured to apply one
or more rules to metadata associated with an instruction and/or metadata associated with one or
more operands of the instruction to determine if the instruction should be allowed. For instance,
the host processor 110 may fetch and execute an instruction, and may queue a result of
executing the instruction into the write interlock 112. Before the result is written back to the
application memory 120, the host processor 110 may send, to the tag processing hardware 140,
an instruction type (e.g., opcode), an address where the instruction is stored, one or more
memory addresses referenced by the instruction, and/or one or more register identifiers. Such a
register identifier may identify a register used by the host processor 110 in executing the
instruction, such as a register for storing an operand or a result of the instruction.

In some embodiments, destructive read instructions may be queued in addition to, or
instead of, write instructions. For instance, subsequent instructions attempting to access a target
address of a destructive read instruction may be queued in a memory region that is not cached.
If and when it is determined that the destructive read instruction should be allowed, the queued
instructions may be loaded for execution.

In some embodiments, a destructive read instruction may be allowed to proceed, and data
read from a target address may be captured in a buffer. If and when it is determined that the
destructive read instruction should be allowed, the data captured in the buffer may be discarded.
If and when it is determined that the destructive read instruction should not be allowed, the data
captured in the buffer may be restored to the target address. Additionally, or alternatively, a
subsequent read may be serviced by the buffered data.

It should be appreciated that aspects of the present disclosure are not limited to
performing metadata processing on instructions that have been executed by a host processor,
such as instructions that have been retired by the host processor’s execution pipeline. In some
embodiments, metadata processing may be performed on instructions before, during, and/or
after the host processor’s execution pipeline.

In some embodiments, given an address received from the host processor 110 (e.g., an

address where an instruction is stored, or an address referenced by an instruction), the tag
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processing hardware 140 may use the tag map table 142 to identify a corresponding tag.
Additionally, or alternatively, for a register identifier received from the host processor 110, the
tag processing hardware 140 may access a tag from a tag register file 146 within the tag
processing hardware 140.

In some embodiments, if an application memory address does not have a corresponding
entry in the tag map table 142, the tag processing hardware 140 may send a query to a policy
processor 150. The query may include the application memory address in question, and the
policy processor 150 may return a tag for that application memory address. Additionally, or
alternatively, the policy processor 150 may create a new tag map entry for an address range
including the application memory address. In this manner, the appropriate tag may be made
available, for future reference, in the tag map table 142 in association with the application
memory address in question.

In some embodiments, the tag processing hardware 140 may send a query to the policy
processor 150 to check if an instruction executed by the host processor 110 should be allowed.
The query may include one or more inputs, such as an instruction type (e.g., opcode) of the
instruction, a tag for a program counter, a tag for an application memory address from which the
instruction is fetched (e.g., a word in memory to which the program counter points), a tag for a
register in which an operand of the instruction is stored, and/or a tag for an application memory
address referenced by the instruction. In one example, the instruction may be a load instruction,
and an operand of the instruction may be an application memory address from which application
data is to be loaded. The query may include, among other things, a tag for a register in which
the application memory address is stored, as well as a tag for the application memory address
itself. In another example, the instruction may be an arithmetic instruction, and there may be
two operands. The query may include, among other things, a first tag for a first register in which
a first operand is stored, and a second tag for a second register in which a second operand is
stored. The policy processor 150 may then process the inputs in the query determine whether
the instruction should be allowed (e.g., by assessing compliance with one or more policies), as
described in more detail below.

It should also be appreciated that aspects of the present disclosure are not limited to
performing metadata processing on a single instruction at a time. In some embodiments,
multiple instructions in a host processor’s ISA may be checked together as a bundle, for

example, via a single query to the policy processor 150. Such a query may include more inputs
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to allow the policy processor 150 to check all of the instructions in the bundle. Similarly, a
CISC instruction, which may correspond semantically to multiple operations, may be checked
via a single query to the policy processor 150, where the query may include sufficient inputs to
allow the policy processor 150 to check all of the constituent operations within the CISC
instruction.

In some embodiments, the policy processor 150 may include a configurable processing
unit, such as a microprocessor, a field-programmable gate array (FPGA), and/or any other
suitable circuitry. The policy processor 150 may have loaded therein one or more policies that
describe allowed operations of the host processor 110. In response to a query from the tag
processing hardware 140, the policy processor 150 may evaluate one or more of the policies to
determine if an instruction in question should be allowed. For instance, the tag processing
hardware 140 may send an interrupt signal to the policy processor 150, along with one or more
inputs relating to the instruction in question (e.g., as described above). The policy processor 150
may store the inputs of the query in a working memory (e.g., in one or more queues) for
immediate or deferred processing. For example, the policy processor 150 may prioritize
processing of queries in some suitable manner (e.g., based on a priority flag associated with each
query).

In some embodiments, the policy processor 150 may evaluate one or more policies on
one or more inputs (e.g., one or more input tags) to determine if an instruction in question
should be allowed. If the instruction is not to be allowed, the policy processor 150 may so
notify the tag processing hardware 140. If the instruction is to be allowed, the policy processor
150 may compute one or more outputs (e.g., one or more output tags) to be returned to the tag
processing hardware 140. As one example, the instruction may be a store instruction, and the
policy processor 150 may compute an output tag for an application memory address to which
application data is to be stored. As another example, the instruction may be an arithmetic
instruction, and the policy processor 150 may compute an output tag for a register for storing a
result of executing the arithmetic instruction.

In some embodiments, the policy processor 150 may be programmed to perform one or
more tasks in addition to, or instead of, those relating to evaluation of policies. For instance, the
policy processor 150 may perform tasks relating to tag initialization, boot loading, application

loading, memory management (e.g., garbage collection) for the metadata memory 125, logging,
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debugging support, and/or interrupt processing. One or more of these tasks may be performed in
the background (e.g., between servicing queries from the tag processing hardware 140).

In some embodiments, the tag processing hardware 140 may include a rule cache 144 for
mapping one or more inputs to a decision and/or one or more outputs. For instance, a query into
the rule cache 144 may be similarly constructed as a query to the policy processor 150 to check
if an instruction executed by the host processor 110 should be allowed. If there is a cache hit,
the rule cache 144 may output a decision as to whether to the instruction should be allowed,
and/or one or more output tags (e.g., as described above in connection with the policy processor
150). Such a mapping in the rule cache 144 may be created using a query response previously
generated by the policy processor 150 when a query with a same combination of input tags was
submitted for evaluation. However, that is not required, as in some embodiments, one or more
mappings may be installed into the rule cache 144 ahead of time.

In some embodiments, the rule cache 144 may be used to provide a performance
enhancement. For instance, before querying the policy processor 150 with one or more input
tags, the tag processing hardware 140 may first query the rule cache 144 with the one or more
input tags. In case of a cache hit, the tag processing hardware 140 may proceed with a decision
and/or one or more output tags from the rule cache 144, without querying the policy processor
150. This may provide a significant speedup. In case of a cache miss (e.g., the combination of
input tags in the query has not been evaluated previously by the policy processor 150), the tag
processing hardware 140 may query the policy processor 150, and may install a response from
the policy processor 150 into the rule cache 144 for potential future use.

In some embodiments, if the tag processing hardware 140 determines that an instruction
in question should be allowed (e.g., based on a hit in the rule cache 144, or a miss in the rule
cache 144, followed by a response from the policy processor 150 indicating no policy violation
has been found), the tag processing hardware 140 may indicate to the write interlock 112 that a
result of executing the instruction may be written back to memory. Additionally, or
alternatively, the tag processing hardware 140 may update the metadata memory 125, the tag
map table 142, and/or the tag register file 146 with one or more output tags (e.g., as received
from the rule cache 144 or the policy processor 150). As one example, for a store instruction,
the metadata memory 125 may be updated based on an address translation by the tag map table
142. For instance, an application memory address referenced by the store instruction may be

used to look up a metadata memory address from the tag map table 142, and metadata received
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from the rule cache 144 or the policy processor 150 may be stored to the metadata memory 125
at the metadata memory address. As another example, where metadata to be updated is stored in
an entry in the tag map table 142 (as opposed to being stored in the metadata memory 125), that
entry in the tag map table 142 may be updated. As another example, for an arithmetic
instruction, an entry in the tag register file 146 corresponding to a register used by the host
processor 110 for storing a result of executing the arithmetic instruction may be updated with an
appropriate tag.

In some embodiments, if the tag processing hardware 140 determines that the instruction
in question represents a policy violation (e.g., based on a miss in the rule cache 144, followed by
a response from the policy processor 150 indicating a policy violation has been found), the tag
processing hardware 140 may indicate to the write interlock 112 that a result of executing the
instruction should be discarded, instead of being written back to the application memory 120.
Additionally, or alternatively, the tag processing hardware 140 may send an interrupt to the host
processor 110. In response to receiving the interrupt, the host processor 110 may switch to any
suitable violation processing code. For example, the host processor 100 may halt, reset, log the
violation and continue, perform an integrity check on application code and/or application data,
notify an operator, etc.

The inventors have recognized and appreciated that, if an instruction in question should
be allowed, it may be desirable to reduce an amount of latency associated with checking the
instruction. By contrast, if the instruction in question represents a policy violation, the amount
of latency associated with checking the instruction may be insignificant relative to an amount of
latency associated with violation processing. Accordingly, in some embodiments, the rule cache
144 may be configured to prioritize input tag combinations that have been previously allowed by
the policy processor 150. For instance, the rule cache 144 may only include entries for allowed
input tag combinations. Additionally, or alternatively, an entry for a disallowed input tag
combination may be evicted if space is needed for an allowed input tag combination. However,
it should be appreciated that aspects of the present disclosure are not limited to prioritizing
allowed input tag combinations.

FIG. 3 illustrates a process 300 for evaluating one or more input tags based on one or
more policies, in accordance with some embodiments. Process 300 begins in act 310, where
input tags for each of N elements associated with the instruction and relevant for evaluating

compliance with the one or more policies are determined. For instance, the N elements may
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include, an instruction type (e.g., opcode), a program counter, an application memory address
from which the instruction is fetched (e.g., a word in memory to which the program counter
points), a register in which an operand of the instruction is stored, and/or an application memory
address referenced by the instruction. Process 300 then proceeds to act 312, where it is
determined whether the N-tuple of tags determined in act 310 has a matching entry in the rule
cache 144.

If it 1s determined that there is a match (e.g., the N-tuple of input tags has been
previously evaluated by the policy processor 150, and no policy violation was found), process
300 proceeds to act 322, where one or more output tags received from the rule cache 144 and/or
the policy processor 150 may be used to update the metadata memory 125, the tag map table
142, and/or the tag register file 146 (e.g., as described above). Process 300 then proceeds to act
324, where compliance with one or more policies is reported, for example, using one or more of
the techniques described above for a cache hit. As described above, using a rule cache in this
manner provides for a performance enhancement in which the policy processor 150 may not be
invoked for each instruction to process a corresponding N-tuple of input tags.

If it 1s determined in act 312 that the N-tuple of input tags does not have a match in the
rule cache, process 300 proceeds to act 314, where a query may be constructed based on the N-
tuple of input tags and submitted to the policy processor 150. Process 300 then proceeds to act
316 where the policy processor 150 determines whether the instruction is in compliance with
one or more policies. If it is determined in act 316 that the instruction violates one or more
policies, process 300 proceeds to act 318 where a policy violation is reported and an appropriate
action is taken (e.g., to prevent a result of executing the instruction from being written back to
the application memory 120). If it is determined in act 316 that no policy violation is found and
therefore the instruction should be allowed, process 300 proceeds to act 320, where the rule
cache 144 is updated by, for instance, adding an entry in the rule cache indicating that the
particular N-tuple of input tags resulted in policy compliance. Process 300 then proceeds to act
322, where metadata update is performed, and act 324, where policy compliance for the
instruction and its corresponding N-tuple of input tags is reported, as described above.

Although details of implementation are shown in FIG. 3 and described above, it should
be appreciated that such details are provided solely for purposes of illustration. For instance, in
some embodiments, no output tag may be provided by the rule cache 144 or the policy processor

150, and therefore no metadata update may be performed.
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In some embodiments, the rule cache 144 may be implemented with a hash function and
a designated portion of a memory (e.g., the metadata memory 125). For instance, a hash
function may be applied to one or more inputs to the rule cache 144 to generate an address in the
metadata memory 125. A rule cache entry corresponding to the one or more inputs may be
stored to, and/or retrieved from, that address in the metadata memory 125. Such an entry may
include the one or more inputs and/or one or more corresponding outputs, which may be
computed from the one or more inputs at run time, load time, link time, or compile time.

In some embodiments, the tag processing hardware 140 may include one or more
configuration registers. Such a register may be accessible (e.g., by the policy processor 150) via
a configuration interface of the tag processing hardware 140. In some embodiments, the tag
register file 146 may be implemented as configuration registers. Additionally, or alternatively,
there may be one or more application configuration registers and/or one or more metadata
configuration registers.

Although details of implementation are shown in FIG. 1 and discussed above, it should
be appreciated that aspects of the present disclosure are not limited to the use of any particular
component, or combination of components, or to any particular arrangement of components. For
instance, in some embodiments, one or more functionalities of the policy processor 150 may be
performed by the host processor 110. As an example, the host processor 110 may have different
operating modes, such as a user mode for user applications and a privileged mode for an
operating system. Policy-related code (e.g., tagging, evaluating policies, etc.) may run in the
same privileged mode as the operating system, or a different privileged mode (e.g., with even
more protection against privilege escalation).

FIG. 2 shows an illustrative software system 200 for enforcing policies, in accordance
with some embodiments. For instance, the software system 200 may be programmed to
generate executable code and/or load the executable code into the illustrative hardware system
100 shown in FIG. 1.

In the example shown in FIG. 2, the software system 200 includes a software toolchain
having a compiler 205, a linker 210, and a loader 215. The compiler 205 may be programmed to
process source code into executable code, where the source code may be in a higher-level
language and the executable code may be in a lower level language. The linker 210 may be
programmed to combine multiple object files generated by the compiler 205 into a single object

file to be loaded by the loader 215 into memory (e.g., the illustrative application memory 120 in
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the example of FIG. 1). Although not shown, the object file output by the linker 210 may be
converted into a suitable format and stored in persistent storage, such as flash memory, hard
disk, read-only memory (ROM), etc. The loader 215 may retrieve the object file from the
persistent storage, and load the object file into random-access memory (RAM).

In some embodiments, the compiler 205 may be programmed to generate information for
use in enforcing policies. For instance, as the compiler 205 translates source code into
executable code, the compiler 205 may generate information regarding data types, program
semantics and/or memory layout. As one example, the compiler 205 may be programmed to
mark a boundary between one or more instructions of a function and one or more instructions
that implement calling convention operations (e.g., passing one or more parameters from a caller
function to a callee function, returning one or more values from the callee function to the caller
function, storing a return address to indicate where execution is to resume in the caller
function’s code when the callee function returns control back to the caller function, etc.). Such
boundaries may be used, for instance, during initialization to tag certain instructions as function
prologue or function epilogue. At run time, a stack policy may be enforced so that, as function
prologue instructions execute, certain locations in a call stack (e.g., where a return address is
stored) may be tagged as “frame” locations, and as function epilogue instructions execute, the
“frame” tags may be removed. The stack policy may indicate that instructions implementing a
body of the function (as opposed to function prologue and function epilogue) only have read
access to “frame” locations. This may prevent an attacker from overwriting a return address and
thereby gaining control.

As another example, the compiler 205 may be programmed to perform control flow
analysis, for instance, to identify one or more control transfer points and respective destinations.
Such information may be used in enforcing a control flow policy. As yet another example, the
compiler 205 may be programmed to perform type analysis, for example, by applying type
labels such as Pointer, Integer, Floating-Point Number, etc. Such information may be used to
enforce a policy that prevents misuse (e.g., using a floating-point number as a pointer).

Although not shown in FIG. 2, the software system 200 may, in some embodiments,
include a binary analysis component programmed to take, as input, object code produced by the
linker 210 (as opposed to source code), and perform one or more analyses similar to those

performed by the compiler 205 (e.g., control flow analysis, type analysis, etc.).
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In the example of FIG. 2, the software system 200 further includes a policy compiler 220
and a policy linker 225. The policy compiler 220 may be programmed to translate a policy
written in a policy language into policy code. For instance, the policy compiler 220 may output
policy code in C or some other suitable programming language. Additionally, or alternatively,
the policy compiler 220 may output one or more metadata symbols referenced by the policy. At
initialization, such a metadata symbol may be associated with one or more memory locations,
registers, and/or other machine state of a target system, and may be resolved into a binary
representation of metadata to be loaded into a metadata memory or some other hardware storage
(e.g., registers) of the target system. As discussed above, such a binary representation of
metadata, or a pointer to a location at which the binary representation is stored, is sometimes
referred to herein as a “tag.”

It should be appreciated that aspects of the present disclosure are not limited to resolving
metadata symbols at load time. In some embodiments, one or more metadata symbols may be
resolved statically (e.g., at compile time or link time). For example, the policy compiler 220
may process one or more applicable policies, and resolve one or more metadata symbols defined
by the one or more policies into a statically defined binary representation. Additionally, or
alternatively, the policy linker 225 may resolve one or more metadata symbols into a statically
defined binary representation, or a pointer to a data structure storing a statically defined binary
representation. The inventors have recognized and appreciated that resolving metadata symbols
statically may advantageously reduce load time processing. However, aspects of the present
disclosure are not limited to resolving metadata symbols in any particular manner.

In some embodiments, the policy linker 225 may be programmed to process object code
(e.g., as output by the linker 210), policy code (e.g., as output by the policy compiler 220),
and/or a target description, to output an initialization specification. The initialization
specification may be used by the loader 215 to securely initialize a target system having one or
more hardware components (e.g., the illustrative hardware system 100 shown in FIG. 1) and/or
one or more software components (e.g., an operating system, one or more user applications,
etc.).

In some embodiments, the target description may include descriptions of a plurality of
named entities. A named entity may represent a component of a target system. As one example,
a named entity may represent a hardware component, such as a configuration register, a program

counter, a register file, a timer, a status flag, a memory transfer unit, an input/output device, etc.
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As another example, a named entity may represent a software component, such as a function, a
module, a driver, a service routine, etc.

In some embodiments, the policy linker 225 may be programmed to search the target
description to identify one or more entities to which a policy pertains. For instance, the policy
may map certain entity names to corresponding metadata symbols, and the policy linker 225
may search the target description to identify entities having those entity names. The policy
linker 225 may identify descriptions of those entities from the target description, and use the
descriptions to annotate, with appropriate metadata symbols, the object code output by the linker
210. For instance, the policy linker 225 may apply a Read label to a .rodata section of an
Executable and Linkable Format (ELF) file, a Read label and a Write label to a .data section of
the ELF file, and an Execute label to a .text section of the ELF file. Such information may be
used to enforce a policy for memory access control and/or executable code protection (e.g., by
checking read, write, and/or execute privileges).

It should be appreciated that aspects of the present disclosure are not limited to providing
a target description to the policy linker 225. In some embodiments, a target description may be
provided to the policy compiler 220, in addition to, or instead of, the policy linker 225. The
policy compiler 220 may check the target description for errors. For instance, if an entity
referenced in a policy does not exist in the target description, an error may be flagged by the
policy compiler 220. Additionally, or alternatively, the policy compiler 220 may search the
target description for entities that are relevant for one or more policies to be enforced, and may
produce a filtered target description that includes entities descriptions for the relevant entities
only. For instance, the policy compiler 220 may match an entity name in an “init” statement of
a policy to be enforced to an entity description in the target description, and may remove from
the target description (or simply ignore) entity descriptions with no corresponding “init”
statement.

In some embodiments, the loader 215 may initialize a target system based on an
initialization specification produced by the policy linker 225. For instance, with reference to the
example of FIG. 1, the loader 215 may load data and/or instructions into the application memory
120, and may use the initialization specification to identify metadata labels associated with the
data and/or instructions being loaded into the application memory 120. The loader 215 may
resolve the metadata labels in the initialization specification into respective binary

representations. However, it should be appreciated that aspects of the present disclosure are not
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limited to resolving metadata labels at load time. In some embodiments, a universe of metadata
labels may be known during policy linking, and therefore metadata labels may be resolved at
that time, for example, by the policy linker 225. This may advantageously reduce load time
processing of the initialization specification.

In some embodiments, the policy linker 225 and/or the loader 215 may maintain a
mapping of binary representations of metadata back to human readable versions of metadata
labels. Such a mapping may be used, for example, by a debugger 230. For instance, in some
embodiments, the debugger 230 may be provided to display a human readable version of an
initialization specification, which may list one or more entities and, for each entity, a set of one
or more metadata labels associated with the entity. Additionally, or alternatively, the debugger
230 may be programmed to display assembly code annotated with metadata labels, such as
assembly code generated by disassembling object code annotated with metadata labels. During
debugging, the debugger 230 may halt a program during execution, and allow inspection of
entities and/or metadata tags associated with the entities, in human readable form. For instance,
the debugger 230 may allow inspection of entities involved in a policy violation and/or metadata
tags that caused the policy violation. The debugger 230 may do so using the mapping of binary
representations of metadata back to metadata labels.

In some embodiments, a conventional debugging tool may be extended to allow review
of issues related to policy enforcement, for example, as described above. Additionally, or
alternatively, a stand-alone policy debugging tool may be provided.

In some embodiments, the loader 215 may load the binary representations of the
metadata labels into the metadata memory 125, and may record the mapping between
application memory addresses and metadata memory addresses in the tag map table 142. For
instance, the loader 215 may create an entry in the tag map table 142 that maps an application
memory address where an instruction is stored in the application memory 120, to a metadata
memory address where metadata associated with the instruction is stored in the metadata
memory 125. Additionally, or alternatively, the loader 215 may store metadata in the tag map
table 142 itself (as opposed to the metadata memory 125), to allow access without performing
any memory operation.

In some embodiments, the loader 215 may initialize the tag register file 146 in addition
to, or instead of, the tag map table 142. For instance, the tag register file 146 may include a

plurality of registers corresponding, respectively, to a plurality of entities. The loader 215 may
17



10

15

20

25

30

WO 2020/132012 PCT/US2019/067084

identify, from the initialization specification, metadata associated with the entities, and store the
metadata in the respective registers in the tag register file 146.

With reference again to the example of FIG. 1, the loader 215 may, in some
embodiments, load policy code (e.g., as output by the policy compiler 220) into the metadata
memory 125 for execution by the policy processor 150. Additionally, or alternatively, a separate
memory (not shown in FIG. 1) may be provided for use by the policy processor 150, and the
loader 215 may load policy code and/or associated data into the separate memory.

In some embodiments, a metadata label may be based on multiple metadata symbols.

For instance, an entity may be subject to multiple policies, and may therefore be associated with
different metadata symbols corresponding, respectively, to the different policies. The inventors
have recognized and appreciated that it may be desirable that a same set of metadata symbols be
resolved by the loader 215 to a same binary representation (which is sometimes referred to
herein as a “canonical” representation). For instance, a metadata label {A, B, C} and a metadata
label {B, A, C} may be resolved by the loader 215 to a same binary representation. In this
manner, metadata labels that are syntactically different but semantically equivalent may have the
same binary representation.

The inventors have further recognized and appreciated it may be desirable to ensure that
a binary representation of metadata is not duplicated in metadata storage. For instance, as
discussed above, the illustrative rule cache 144 in the example of FIG. 1 may map input tags to
output tags, and, in some embodiments, the input tags may be metadata memory addresses
where binary representations of metadata are stored, as opposed to the binary representations
themselves. The inventors have recognized and appreciated that if a same binary representation
of metadata is stored at two different metadata memory addresses X and Y, the rule cache 144
may not “recognize” the metadata memory address Y even if the rule cache 144 already stores a
mapping for the metadata memory address X. This may result in a large number of unnecessary
rule cache misses, which may degrade system performance.

Moreover, the inventors have recognized and appreciated that having a one-to-one
correspondence between binary representations of metadata and their storage locations may
facilitate metadata comparison. For instance, equality between two pieces of metadata may be
determined simply by comparing metadata memory addresses, as opposed to comparing binary

representations of metadata. This may result in significant performance improvement,
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especially where the binary representations are large (e.g., many metadata symbols packed into a
single metadata label).

Accordingly, in some embodiments, the loader 215 may, prior to storing a binary
representation of metadata (e.g., into the metadata memory 125), check if the binary
representation of metadata has already been stored. If the binary representation of metadata has
already been stored, instead of storing it again at a different storage location, the loader 215 may
refer to the existing storage location. Such a check may be done at startup and/or when a
program is loaded subsequent to startup (with or without dynamic linking).

Additionally, or alternatively, a similar check may be performed when a binary
representation of metadata is created as a result of evaluating one or more policies (e.g., by the
illustrative policy processor 150). If the binary representation of metadata has already been
stored, a reference to the existing storage location may be used (e.g., installed in the illustrative
rule cache 144).

In some embodiments, the loader 215 may create a hash table mapping hash values to
storage locations. Before storing a binary representation of metadata, the loader 215 may use a
hash function to reduce the binary representation of metadata into a hash value, and check if the
hash table already contains an entry associated with the hash value. If so, the loader 215 may
determine that the binary representation of metadata has already been stored, and may retrieve,
from the entry, information relating to the binary representation of metadata (e.g., a pointer to
the binary representation of metadata, or a pointer to that pointer). If the hash table does not
already contain an entry associated with the hash value, the loader 215 may store the binary
representation of metadata (e.g., to a register or a location in a metadata memory), create a new
entry in the hash table in association with the hash value, and store appropriate information in
the new entry (e.g., a register identifier, a pointer to the binary representation of metadata in the
metadata memory, a pointer to that pointer, etc.). However, it should be appreciated that aspects
of the present disclosure are not limited to the use of a hash table for keeping track of binary
representations of metadata that have already been stored. Additionally, or alternatively, other
data structures may be used, such as a graph data structure, an ordered list, an unordered list, etc.
Any suitable data structure or combination of data structures may be selected based on any
suitable criterion or combination of criteria, such as access time, memory usage, etc.

It should be appreciated that the techniques introduced above and discussed in greater

detail below may be implemented in any of numerous ways, as the techniques are not limited to
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any particular manner of implementation. Examples of implementation details are provided
herein solely for illustrative purposes. Furthermore, the techniques disclosed herein may be
used individually or in any suitable combination, as aspects of the present disclosure are not
limited to the use of any particular technique or combination of techniques.

For instance, while examples are discussed herein that include a compiler (e.g., the
illustrative compiler 205 and/or the illustrative policy compiler 220 in the example of FIG. 2), it
should be appreciated that aspects of the present disclosure are not limited to using a compiler.
In some embodiments, a software toolchain may be implemented as an interpreter. For example,
a lazy initialization scheme may be implemented, where one or more default symbols (e.g.,
“UNINITIALIZED”) may be used for tagging at startup, and a policy processor (e.g., the
illustrative policy processor 150 in the example of FIG. 1) may evaluate one or more policies
and resolve the one or more default symbols in a just-in-time manner.

In some embodiments, application data may flow between registers and/or memory in a
computing system via host processor instructions (e.g., load, store, move, etc.). A metadata
processing system (e.g., the illustrative hardware system 100 in the example of FIG. 1 and/or the
illustrative software system 200 in the example of FIG. 2) may be provided that is configured to
enforce a set of policies as the application data flows within the computing system. For
instance, the metadata processing system may, as the application data flows within the
computing system, associate metadata with the application data, and/or update such metadata,
according to the policies. As long as all of the application data stays within the computing
system, the policies may be enforced based on the metadata maintained by the metadata
processing system.

The inventors have recognized and appreciated that, in addition to flowing within a
computing system (e.g., a System-on-Chip), application data may also flow outside of the
computing system (e.g., off chip), such as to persistent storage (e.g., flash memory or disk)
and/or over a network to another system such as network-attached storage or another computing
system, which may be configured to enforce different policies and/or different versions of the
same policies. It may be useful to preserve the metadata associated with the application data as
the application data leaves the computing system, so that the metadata may be made available
again, for instance, when the application data is loaded back into the computing system from the

persistent storage, and/or when the application data arrives at the other computing system.
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The inventors have recognized and appreciated various challenges in such applications of
the techniques described herein. For instance, challenges may arise to preserve metadata created
by one system in such a way that the metadata may be meaningfully used for policy enforcement
by another system, and/or by the same system at a different point in time. As one example, it
may be desirable to know which metadata label is associated with which portion of application
data when the application data is transmitted to another system, and/or when the application data
is stored to, and subsequently retrieved from, persistent storage. Accordingly, in some
embodiments, techniques are provided to maintain a correct association between application
data and corresponding metadata. For instance, one or more cryptographic techniques (e.g.,
hashing) may be used to bind the application data with the corresponding metadata.

As another example, different systems (or a same system at different points in time) may
use different metadata encodings, so that a same metadata label may have different binary
representations. Accordingly, in some embodiments, techniques are provided to encode
metadata appropriately, so that semantics of the metadata may be preserved. For instance,
canonical representations may be used for metadata in transit and/or in storage.

As another example, different systems (or a same system at different points in time) may
use different policies and/or different versions of a same policy. Accordingly, in some
embodiments, techniques are provided to check compatibility between metadata from a first
system, which metadata may be created and/or maintained for a first policy (or one version of a
first policy) and a second policy (or a second version of the same policy) that is being enforced
in a second system. In some embodiments, when an incompatibility is detected, first metadata
from the first system may be transformed into second metadata that is suitable for use in policy
enforcement in the second system. Such transformations may be performed, for example, using
a mapping between the first and second metadata.

As another example, metadata may be modified in transit and/or in storage, either
accidentally or due to intentional tampering. Accordingly, in some embodiments, techniques are
provided to check integrity of metadata received via a network and/or retrieved from storage.

Ilustrative implementations of the aforementioned techniques and other techniques are
described in more detail below. However, it should be appreciated that aspects of the present
disclosure are not limited to any particular manner of implementation.

FIG. 4 shows an illustrative networked system 400 within which one or more aspects of

the policy enforcement techniques described herein may be used. In this example, networked
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system 400 includes a first computing system 410 and a second computing system 420 in
communication with first computing system 410 via one or more networks 430. An example
implementation of first computing system 410 may be the illustrative hardware system 100
shown in FIG. 1, which may be programmed by the illustrative software system 200 shown in
FIG. 2 to provide policy enforcement in accordance with one or more of the techniques
described herein.

In the example of FIG. 4, first computing system 410 includes a host processor 412
configured to execute instructions that use application data, tag processing hardware 414
configured to check instructions being executed by the host processor 412 for compliance with
one or more policies, and policy processor 416 configured to process queries from the tag
processing hardware 414 to check if an instruction executed by the host processor 412 should be
allowed based on one or more policies loaded into the policy processor 416. Each of these
components is described in detail with regard to the illustrative hardware system 100 in FIG. 1.
Although not shown in FIG. 4, first computing system 410 may also include one or more of the
other illustrative components described in connection with FIG. 1 (e.g., an application memory,
a metadata memory, etc.).

Application data and corresponding metadata created and stored by the first computing
system 410 may be transferred from the first computing system 410 to one or more other
components of networked system 400. For example, application data and corresponding
metadata may be transferred to persistent storage 418 in communication with, but located
outside of, the first computing system 410.

As another example, application data and corresponding metadata may be transferred
from the first computing system 410 over network 430 to network attached storage (NAS) 450,
which may be accessible by multiple computing systems including first computing system 410
and second computing system 420. In some embodiments, NAS 450 may include a controller
that includes a processor programmed to protect application data using one or more of the
metadata processing techniques described herein.

As yet another example, application data and corresponding metadata may be transferred
from the first computing system 410 to the second computing system 420 via network 430.

Additionally, or alternatively, application data and corresponding metadata stored by

other components of network system 400 (e.g., persistent storage 418, network attached storage

22



10

15

20

25

30

WO 2020/132012 PCT/US2019/067084

450, second computing system 420, etc.) may be received by the first computing system 410,
where the received application data may be used by instructions executed by host processor 412.

In the example of FIG. 4, networked system 400 also includes server 440 in
communication with the first computing system 410 and the second computing system 420 via
network 430. Server 440 may be used as a central authority to facilitate one or more aspects of
data lifecycle protection in accordance with the techniques described herein. In some
embodiments, server 440 may facilitate metadata integrity protection. For instance, server 440
may store and/or coordinate sharing of one or more keys used for encrypting metadata and/or
associated application data during storage and/or transfer between different components of
networked system 400.

Additionally, or alternatively, server 440 may facilitate binding between application data
and corresponding metadata. For instance, server 440 may make available a hashing function
used to hash together the application data and the corresponding metadata, and/or make
available a public key that may be used to check a signature on the hash.

Additionally, or alternatively, server 440 may facilitate canonicalization of metadata. For
instance, server 440 may provide a mapping between metadata labels and binary representations
of the metadata labels under a selected encoding (e.g., a canonical encoding), and/or a mapping
between binary representations under two different encodings.

Additionally, or alternatively, server 440 may facilitate storage and/or lookup of
metadata. For instance, a piece of application data may be assigned an identifier (e.g., a globally
unique identifier, a hash, etc.) that may be used to look up, from server 440, metadata associated
with that piece of application data. Additionally, or alternatively, to perform a metadata update,
server 440 may be queried using an identifier of a piece of application data for which the
metadata update is to be performed (e.g., via insert, delete, and/or modify queries). Such storage
and/or lookup of metadata may be done at any suitable granularity, for example, for every
application data file, every word of application data, etc.

Additionally, or alternatively, server 440 may facilitate identity management (e.g., for
access control purposes). For instance, the second computing system 420 may receive
application data from the first computing system 410 and/or the network attached storage 450,
where the application data may be associated with metadata indicating that the application data

may be read by one or more entities. If the second computing system 420 is unable to recognize
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an entity identifier indicated in the metadata, the second computing system 420 may query the
server 440 to map the entity identifier to an entity known to the second computing system 420.

Additionally, or alternatively, server 440 may facilitate metadata compatibility within
networked system 400. For instance, server 440 may be configured to service queries from one
or more computing systems in networked system 400 to map metadata created and/or
maintained in accordance with a first policy (or a first version of policy) to metadata that may be
referenced when enforcing a second policy (or a second version of the same policy).

In some embodiments, if a computing system receives metadata from another component
within networked system 400 (e.g., from persistent storage, network attached storage, another
computing system, etc.), the computing system may determine whether to maintain the received
metadata with corresponding application data. In some instances, the received metadata may be
maintained even if the received metadata is not relevant for any policy being enforced in the
computing system at that point in time. Such metadata may simply be stored and/or forwarded
along with the corresponding application data.

For instance, the first computing system 410 may receive application data from an input
channel identified as Top Secret, and may tag the application data with metadata that captures
this provenance information (i.e., having been received from an input channel identified as Top
Secret). As the application data moves through the first computing system 410, the provenance
metadata may be maintained. In some embodiments, such creation and/or maintenance of
provenance metadata may be done even if no provenance check is performed by any policy
being enforced in the first computing system 410 at that point in time. Subsequently, the
application data and the associated provenance metadata may be sent to the second computing
system 420, which may enforce a policy that does perform provenance checks. Additionally or
alternatively, the application data and the associated provenance metadata may be stored and
later retrieved by the first computing system 410 when a new policy is enforced that does
perform provenance checks.

The inventors have recognized and appreciated that a large amount of metadata may be
accumulated as a piece of application data moves through computation in one or more systems.
For instance, a trace of operations performed on a piece of application data, with or without
timestamps for the operations, may be maintained. It may be impractical to maintain so much

information on every piece of application data. Accordingly, in some embodiments, a suitable
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trade off may be made between information and performance. For example, more information
may be maintained for application data that is deemed to be critical.

In some embodiments, metadata created and/or maintained in accordance with a first
policy (or a first version of a policy) may be used to derive metadata that may be referenced
when enforcing a second policy (or a second version of the same policy). For instance, a
computing system may receive metadata from another component within networked system 400
(e.g., from persistent storage, network attached storage, another computing system, etc.), and
may determine that the received metadata is created in accordance with a first version of a
confidentiality policy that is different from a second version that is being enforced in the
computing system. As an example, under the first version (e.g., version 1.0), a piece of
application data may be tagged as Confidential if the piece of application data was read from a
selected input/output port. By contrast, under the second version (e.g., version 1.2), a piece of
application data may be tagged as Confidential if the piece of application data was read from the
selected input/output port and was read on behalf of one or more selected agents.

In response to detecting a version discrepancy, the computing system may first try to
determine whether it is able to resolve the version discrepancy. For example, the computing
system may be configured to store a mapping for providing backward compatibility of policy
versions. For instance, policy version 1.2 may include one or more upgrade rules indicating
how to transform and/or interpret metadata created from one or more older policy versions (e.g.,
policy version 1.0 or 1.1) appropriately under policy version 1.2.

In some embodiments, transformation of the received metadata may be triggered
automatically upon loading of the received metadata by the computing system. Additionally, or
alternatively, the received metadata may be retained upon loading, but may later be interpreted
in such a way that takes into account the version discrepancy. Thus, an upgrade rule may be
applied upon loading of the received metadata, and/or when the received metadata is referenced
by an active policy version.

Referring to the above example, an upgrade rule may check if information is available
regarding an agent on behalf of which the application data was read. If such information is
available, the upgrade rule may check if the agent is among the one or more selected agents. If
so, the application data may be treated as being confidential under policy version 1.2.
Otherwise, a policy violation may be flagged (e.g., with an error message indicating there is

insufficient information for evaluating confidential status).
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In some embodiments, if the computing system is unable to resolve a version
discrepancy, the computing system may issue a query to a central authority (e.g., server 440 or
some other component of networked system 440) for a mapping (e.g., one or more rules) that
will enable the computing system to transform and/or interpret the received metadata
appropriately under a version of the policy being enforced by the computing system. In
response to the query, an appropriate mapping may be downloaded from the server to the
computing system that issued the query, and the computing system may use the mapping to
transform and/or interpret the received metadata.

As described above, second computing system 420 may receive application data and
corresponding metadata from first computing system 410 and/or from network attached storage
450. Second computing system 420 may include components similar to first computing system
410 such as a host processor 422, tag processing hardware 424, and policy processor 426.
Second computing system 420 may also include one or more other components (e.g., application
memory and/or metadata memory) examples of which are shown and discussed in connection
with the illustrative hardware system 100 in FIG. 1. Tag processing hardware 424 may be
configured to use the metadata received over network 430, which may have been generated in
accordance with one or more policies enforced by the first computing system 410, to derive
metadata that may be referenced by one or more policies enforced by the second computing
system 420. Additionally, or alternatively, the tag processing hardware 424 may be configured
to perform metadata update in accordance, for instance, with the process 300 shown in FIG. 3,
when the host processor 422 performs an instruction that uses corresponding application data.

In some embodiments, the metadata received by the second computing system 420 may
be created and/or maintained according to a different version of a policy currently enforced by
the policy processor 426 of the second computing system 420. In such an instance, the policy
processor 426 may determine whether it is able to resolve the version discrepancy. For instance,
the policy processor 426 may be enforcing a newer version of the policy (e.g., policy version
1.2), and may include one or more policy rules that provide backward compatibility for
transforming metadata created with one or more earlier versions of the policy (e.g., policy
version 1.0). Thus, if the received metadata is associated with policy version 1.0, the policy
processor 426 may be able to transform the received metadata into metadata useable by the

second system in enforcing policy version 1.2.
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However, if the received metadata was created and/or maintained according to a policy
version that is newer than the version of the policy being enforced by the policy processor 426,
the policy processor 426 may not be able to interpret the received metadata properly to be able
to provide policy enforcement. In such instances, the policy processor 426 may issue a query to
a central authority (e.g., server 440) or another computing system (e.g., first computing system
410) for information about how to interpret metadata to be able to properly enforce the policy on
the second computing system.

As described above and in the examples below, some embodiments protect the integrity
of metadata transferred between different components of networked system 440 by encrypting
the metadata using any suitable cryptographic techniques, examples of which are discussed
herein. Accordingly, second computing system 420 may be configured to decrypt metadata
received, for example, from network attached storage 450 and/or first computing system 410.
Once decrypted, the metadata may be used for policy enforcement using one or more of the
techniques described herein. Decryption may additionally be performed by first computing
system 410 when receiving metadata across the network 430 and/or when retrieving metadata
from persistent storage 418 even when such metadata is not transferred over the network 430.

In some embodiments, prior to transferring metadata to components of networked system
400 outside of the computing system in which the metadata was created and/or modified (e.g.,
first computing system 410), the metadata may be serialized to, for example, facilitate storage
and/or transmission of the metadata along with corresponding application data, and/or
interpretability of the metadata by other computing systems (e.g., second computing system
420). For instance, in first computing system 410, a single metadata value (e.g., a 32-bit value)
may represent metadata information for multiple policies. The single metadata value may be
decomposed into multiple values, each of which represents metadata information for a single
policy.

The examples that follow describe non-limiting implementations of data lifecycle

protection using persistent metadata in accordance with some embodiments.

Example: Access Control
In some embodiments, an implementation of persistent data is in providing access
control to application data. Metadata associated with the application data may be used by a

policy enforcement system to determine whether an agent is authorized to access the application
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data. By allowing the metadata to flow along with the application data to different systems also
configured to provide policy enforcement, data lifecycle protection may be implemented.

In Multi-Level Security (MLS), application data may be classified according to different
levels of sensitivity. For instance, a classification scheme may include a totally-ordered list:
Unclassified, Confidential, Secret, and Top Secret. More complex partial orderings (e.g., a
lattice) are also possible.

In some embodiments, along with data classification, MLS may provide authorization,
granted based on some authentication mechanism. For instance, levels of authorization may be
provided that correspond to levels of sensitivity (e.g., Secret, Top Secret, etc.). To determine
whether an agent (e.g., a thread running on behalf of an authenticated user with a particular
security clearance) has been granted access to classified data, a set of access control rules may
be applied, for instance, based on the Bell-LaPadula Model. In some embodiments, the
clearance (e.g., authority) granted to an agent, based on authentication, may be associated with a
system register sometimes referred to as the program counter (PC) or environment (ENV). A PC
tag may flow with computation and can record the authority granted to the current agent. An
access control check may then be a comparison between the authority component of the PC tag
and the access control components of the tags associated with data being accessed by a given
instruction.

In some embodiments, the set of access control rules may be implemented using one or
more of the policy enforcement techniques described herein. For instance, a basic rule may be
applied, such as a rule that a thread at a given clearance level is not allowed to read data at a
higher classification level. For example, a thread authenticated to a Secret user may not be
allowed to read data labeled Top Secret. A rule may be provided to address information flow
for secrecy, such as a rule that data resulting from an N-ary operation (e.g., add is a binary
operation) is as secret as the most secret of the operation’s N operands. For example, adding a
Secret number to a Top Secret number produces a Top Secret number.

In some embodiments, MLS may also support both classifying and enforcing integrity,
which may indicate a level of trustworthiness of data. For instance, an agent with Secret
clearance may produce data with Secret integrity, which may be considered higher than
Confidential integrity.

In some embodiments, as different pieces of data with different integrity levels are

combined (e.g., adding two numbers), a result may have the lowest of all operand integrity
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labels. Whereas secrecy may be primarily concerned with limiting where data can flow (e.g.,
who may be allowed to observe the data), integrity may be primarily concerned with checking
whether data is of an expected quality at certain points. For example, at the start of a mission-
critical function, all input arguments may be expected to have at least Secret integrity. In some
embodiments, a Biba model of integrity enforcement may be used.

In some embodiments, provenance (e.g., where a piece of data came from) is an aspect of
integrity. For example, an encryption routine may expect input data that came from a trusted
on-board key store and has not been modified since (so performing some bit manipulation on
key material may lower the integrity).

The inventors have recognized and appreciated that a metadata processing system may
be used to track secrecy and integrity labels of individual words of data as those words flow
through memory and a host processor (and/or to other computing systems), enforcing secrecy

and/or integrity policies at every instruction.

Example: Saving and restoring application data from persistent storage

In some embodiments, an illustrative implementation of persistent metadata is in the
context of saving application data and accompanying metadata to, and/or restoring application
data and accompanying metadata from, persistent storage such as a disk. However, it should be
appreciated that aspects of the present disclosure are not limited to any particular context. For
instance, one or more of the techniques described herein may be used in any suitable context in
which systems processing the same application data may use different policies and/or different
versions of policies for policy enforcement, such as sending data from one system over a
network to other systems as described herein.

In some embodiments, as application data is manipulated by a host processor in a first
system, a metadata processing system may maintain corresponding metadata securely in a
segregated area of memory, so that software (which may be malicious) running on the host
processor may not be able to modify the metadata. In this way, the metadata processing system
may protect integrity of the metadata by ensuring that only the metadata processing system
software may be able to update the metadata. Additionally, or alternatively, metadata may be
treated as confidential, and application software may not be allowed to read the metadata.

In some embodiments, when application data and associated metadata is transferred out

of a first computing system, e.g., to persistent storage or over a network to another system, one
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or more cryptographic techniques may be used to protect confidentiality and/or integrity of
transferred metadata. Examples of such cryptographic techniques include, but are not limited to:
¢ Encrypting the metadata to protect confidentiality of the metadata;

® Generating a cryptographic hash of the metadata and/or the application data to which the
metadata is associated, and storing the cryptographic hash. Additionally, or
alternatively, a digital signature may be generated over the hash using a private key. At
a later time, an association between application data and metadata may be checked, for
example, by hashing the application data and the metadata and comparing a result with
the stored hash, and/or using a corresponding public key to check the signature on the
stored hash;

* Generating and storing a digital signature (e.g., a hash encrypted using a private key) of
the metadata;

* Storing identifiers of one or more policies that most recently created the metadata, so
that, when the application data is brought into a computing context later, a check may be
performed to determine whether the metadata as stored is compatible with one or more
policies in the new context.

In some embodiments, when application data is written to persistent storage, the
metadata processing system may intercept the writes and initiate corresponding writes of
encrypted and/or unencrypted metadata, hashes, and/or signatures to a designated area of the
same persistent storage, or a different persistent storage.

Similarly, when application data is read from persistent storage, the metadata processing
system may read from storage and/or decrypt any corresponding metadata, and/or check such
metadata for integrity, association, and/or compatibility. In some embodiments, this metadata

processing may be completed prior to be the application data becoming accessible in memory.

Example: Loading Executables

In some embodiments, application binaries (e.g., stored on disk) may have associated
metadata. When an application binary is loaded into a protected system, one or more of the
metadata processing techniques described herein may be used to load metadata associated with
words of the application binary. For example, control flow integrity metadata (e.g., indicating to

which addresses an instruction may be allowed to jump) or return address metadata (e.g.,
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indicating that an instruction may only jump to a target labeled as a return address) may be
associated with individual instructions in an application binary.

In some embodiments, application data and its associated metadata may be loaded
simultaneously from persistent storage. For instance, the application memory may be loaded
into an application memory associated with a host processor of a computing system, while the

metadata may be loaded into a metadata memory in the computing system.

Example: Memory management

In some embodiments, a virtual memory scheme may be used. When a memory page is
stored to disk, the metadata processing system may persist corresponding metadata (e.g., with
encryption, hashing, and/or digital signature). When the memory page is retrieved from disk
and loaded into memory, the metadata processing system may retrieve, decrypt, and/or check the
corresponding metadata. For instance, the metadata may be checked for integrity, association,
and/or compatibility.

In some embodiments, the metadata processing system may persist metadata (e.g., with
encryption, hashing, and/or digital signature) when a system goes into hibernation and saves
memory content to disk. When the system wakes up and loads data from disk back into
memory, the metadata processing system may retrieve, decrypt, and/or check the corresponding
metadata. For instance, the metadata may be checked for integrity, association, and/or

compatibility.

Example: Network Attached Storage

In some embodiments, many authenticated users on systems protected using one or more
of the metadata processing techniques described herein may each have access to a Network
Attached Storage (NAS) system that is also protected by a metadata processing system. Each
connected system may write application data to the NAS with canonicalized and/or serialized
metadata, which may be hashed, signed, and/or encrypted. In one instance, a user whose
clearance level is Top Secret may write data. Some of the data may be unclassified, some may
be secret, and some may be top secret. All of the data may be written to persistent storage with
associated serialized, canonicalized, hashed, signed, and/or encrypted metadata. Another user
having Secret clearance level (e.g., a clearance level less than “Top Secret”), may attempt to

access the data that was just written to the NAS. The Secret user may be authorized to read
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Secret and Unclassified data but not Top Secret data. As the requested data is streamed out of
the NAS, a controller of the NAS protected by the metadata processing system may examine
each word and associated metadata. A data pipe from the NAS controller to software running on
behalf of the Secret user may be classified as observable at the Secret level. A confidentiality
policy may prohibit writing of Top Secret data to a data pipe labeled as observable at the Secret
level, but words labelled Secret or Unclassified may be written to the data pipe for observation
by the Secret user.

Violations of such a confidentiality rule may be handled in any suitable manner. In some
embodiments, no requested data may be returned if a policy violation is found. However, this
may cause confusion at downstream software. In some embodiments, data may be passed
through a trusted sanitization function. A sanitization function for writing to a Secret data pipe
may replace Top Secret data with some default value to indicate that some data has been
redacted. An output of such a Secret sanitization function may be labeled Secret or using
another clearance level below Secret. Thus, the sanitization function may be given privilege to
declassify data.

In some embodiments, one or more of the techniques described above may be used to
provide compliance with the U.S. Health Insurance Portability and Accountability Act (HIPAA).
For instance, a user not authorized to see patient data may instead see redacted regions
corresponding to HIPAA-controlled information.

In some embodiments, application data transmitted between a NAS and client machines
may be encrypted. If the NAS is protected using a metadata processing system, then
classification metadata may be made available to a NAS server, so that the NAS server may
mediate access to classified data between differently-authorized clients. For instance, a
metadata processing system on a client machine may maintain original classification metadata
even after application data has been encrypted. As an example, before encryption, a word in
memory may be labeled {Plaintext, Secret}. After encryption, the word may be labeled
{encrypted(Secret), Unclassified} to indicate that the application data, when encrypted, is not
classified, but upon decryption an output plaintext should be labeled Secret.

In some embodiments, on a network with both untrusted systems and systems protected
via metadata processing, a NAS server may still mediate access to classified data. When a client
protected by a metadata processing system is, for example, authenticated as having a Secret

classification, the client may be authorized to write data at both the Secret and Unclassified
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levels. If an unprotected system is authenticated as having a Secret classification, then all data
written to the NAS server by the unprotected system may be given a Secret metadata
classification.

It should be appreciated that, for clients protected by respective metadata processing
systems, metadata accompanying persisted application data may include more than MLS-related
information. For example, there may be provenance information (where the application data has
come from) and/or type information (e.g., whether a word in the application is an integer, a date,
the 9th digit of a phone number, etc.).

It should be appreciated that the techniques disclosed herein may be implemented in any
of numerous ways, as the disclosed techniques are not limited to any particular manner of
implementation. Examples of details of implementation are provided solely for illustrative
purposes. Furthermore, the disclosed techniques may be used individually or in any suitable
combination, as aspects of the present disclosure are not limited to the use of any particular
technique or combination of techniques.

Ilustrative configurations of various aspects of the present disclosure are provided
below.

Al. A method for metadata processing, the method comprising acts of: associating, in
a first system, metadata with application data processed by a host processor, wherein the
application data is protected within the first system by one or more first policies using the
metadata; and transferring the application data and its associated metadata to a second system in
which the application data is unprotected using metadata processing or is protected by one or
more second policies different from the one or more first policies.

A2.  The method of A1, further comprising: receiving by the first system, the
application data and its associated metadata from the second system; and processing the
metadata received from the second system in accordance with the one or more first policies to
assess compliance with the one or more policies

A3.  The method of A2, further comprising: generating a first cryptographic hash of
the metadata and the application data; storing the first cryptographic hash in the first system; and
assessing an association between the metadata received from the second system and the
application data by: generating a second cryptographic hash of the metadata received from the
second system and the application data received from the second system; and comparing the first

cryptographic hash and the second cryptographic hash.
33



10

15

20

25

30

WO 2020/132012 PCT/US2019/067084

A4.  The method of A2, further comprising: generating a digital signature of the
metadata using a private key prior to transferring the metadata to the second system; and
verifying a digital signature of the metadata received from the second system using a public key
associated with private key.

AS.  The method of A2, further comprising: storing an identifier for each policy of the
one or more policies used to create the metadata in the first system; and determining whether the
metadata received from the second system is compatible with the one or more policies
associated with the stored one or more identifiers.

A6.  The method of A1, wherein the metadata includes a metadata value associated
with multiple of the one or more policies, and wherein the method further comprises: serializing
the metadata value to generate metadata values for each of the multiple policies; and transferring
the serialized metadata to the second system.

A7.  The method of Al, further comprising: encrypting the application data and/or its
associated metadata prior to transferring the application data and its associated metadata to the
second system.

A8.  The method of A7, wherein encrypting the application data and/or its associated
metadata comprises modifying the metadata to indicate an operation to be performed following
decryption of the application data.

A9.  The method of A8, wherein the operation to be performed comprises associating
a particular label with the application data following decryption.

A10. The method of Al, wherein the second system comprises persistent storage.

All. The method of Al, wherein the second system comprises network-attached
storage.

Al12. The method A1, wherein the second system comprises a computing system.

A13. The method A1, wherein the metadata describes one or more of a classification, a
type of application data, a tag for a program counter, and information about a memory location
associated with the application data.

B1l. A method for metadata processing, the method comprising acts of: receiving by a
second system from a first system, application data and associated first metadata, wherein the
first metadata was created in accordance with one or more first policies, and wherein the second

system includes a host processor configured to use the application data; processing the first
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metadata to obtain second metadata to be associated with the application data in accordance with
one or more second policies used by the second system for data protection.

B2.  The method of B1, further comprising: downloading to the second system from a
server, a mapping to transform the first metadata to the second metadata; and processing the first
metadata to obtain the second metadata by applying the mapping to the first metadata.

B3.  The method of B1, wherein the first metadata received from the first system is
encrypted, the method further comprises decrypting the first metadata to produce decrypted first
metadata, and processing the first metadata comprises processing the decrypted first metadata.

B4.  The method of B3, further comprising: updating the decrypted first metadata
based, at least in part, on the one or more second policies.

B5.  The method of B4, further comprising: encrypting the updated first metadata; and

transferring the encrypted updated first metadata to the first system.

B6.  The method of B1, wherein the received first metadata includes respective
metadata values for multiple of the one or more second policies, and wherein the method further
comprises combining the respective metadata values for the multiple of the one or more second
policies into a single metadata value associated with the application data.

B7. The method of B1, wherein the first metadata indicates a classification level of
the application data, and wherein the method further comprises: determining whether an agent
on the second system is authorized at a classification level at or above the classification level
indicated in the first metadata; and permitting the agent to access the application data associated
with the first metadata in response to determining that the agent is authorized at a classification
level at or above the classification level indicated in the first metadata.

B8.  The method of B7, wherein the agent is a processing thread executing on the
second system.

B9.  The method of B7, further comprising updating the first metadata based, at least
in part, on an operation performed on the application data by the second system and the one or
more second policies.

B10. The method of BS, further comprising transmitting, via at least one network, the
updated first metadata to the first system.

Cl. A system comprising circuitry and/or one or more processors programmed by
executable instructions, wherein the circuitry and/or the one or more programmed processors are

configured to perform the method of any of configurations A1-B10.
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C2.  Atleast one computer-readable medium having stored thereon at least one netlist
for the circuitry of configuration C1.

C3.  Atleast one computer-readable medium having stored thereon at least one
hardware description that, when synthesized, produces the at least one netlist of configuration
C2.

C4.  The at least one computer-readable medium of configuration C3, wherein the at
least one hardware description is in an encrypted form.

CS5.  Atleast one computer-readable medium having stored thereon the executable
instructions of configuration C1.

FIG. 5 shows, schematically, an illustrative computer 1000 on which any aspect of the
present disclosure may be implemented.

In the example shown in FIG. 5, the computer 1000 includes a processing unit 1001
having one or more processors and a non-transitory computer-readable storage medium 1002
that may include, for example, volatile and/or non-volatile memory. The memory 1002 may
store one or more instructions to program the processing unit 1101 to perform any of the
functions described herein. The computer 1000 may also include other types of non-transitory
computer-readable medium, such as storage 1005 (e.g., one or more disk drives) in addition to
the system memory 1002. The storage 1005 may also store one or more application programs
and/or resources used by application programs (e.g., software libraries), which may be loaded
into the memory 1002.

The computer 1000 may have one or more input devices and/or output devices, such as
devices 1006 and 1007 illustrated in FIG. 5. These devices may be used, for instance, to present
a user interface. Examples of output devices that may be used to provide a user interface
include printers and display screens for visual presentation of output, and speakers and other
sound generating devices for audible presentation of output. Examples of input devices that may
be used for a user interface include keyboards and pointing devices (e.g., mice, touch pads, and
digitizing tablets). As another example, the input devices 1007 may include a microphone for
capturing audio signals, and the output devices 1006 may include a display screen for visually
rendering, and/or a speaker for audibly rendering, recognized text.

In the example shown in FIG. 5, the computer 1000 also includes one or more network
interfaces (e.g., the network interface 1010) to enable communication via various networks (e.g.,

the network 1020). Examples of networks include a local area network (e.g., an enterprise
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network) and a wide area network (e.g., the Internet). Such networks may be based on any
suitable technology and operate according to any suitable protocol, and may include wireless
networks and/or wired networks (e.g., fiber optic networks).

Having thus described several aspects of at least one embodiment, it is to be appreciated
that various alterations, modifications, and improvements will readily occur to those skilled in
the art. Such alterations, modifications, and improvements are intended to be within the spirit
and scope of the present disclosure. Accordingly, the foregoing descriptions and drawings are
by way of example only.

The above-described embodiments of the present disclosure can be implemented in any
of numerous ways. For example, the embodiments may be implemented using hardware,
software, or a combination thereof. When implemented in software, the software code may be
executed on any suitable processor or collection of processors, whether provided in a single
computer, or distributed among multiple computers.

Also, the various methods or processes outlined herein may be coded as software that is
executable on one or more processors running any one of a variety of operating systems or
platforms. Such software may be written using any of a number of suitable programming
languages and/or programming tools, including scripting languages and/or scripting tools. In
some instances, such software may be compiled as executable machine language code or
intermediate code that is executed on a framework or virtual machine. Additionally, or
alternatively, such software may be interpreted.

The techniques disclosed herein may be embodied as a non-transitory computer-readable
medium (or multiple computer-readable media) (e.g., a computer memory, one or more floppy
discs, compact discs, optical discs, magnetic tapes, flash memories, circuit configurations in
Field Programmable Gate Arrays or other semiconductor devices, or other non-transitory,
tangible computer storage medium) encoded with one or more programs that, when executed on
one or more processors, perform methods that implement the various embodiments of the
present disclosure discussed above. The computer-readable medium or media may be
transportable, such that the program or programs stored thereon may be loaded onto one or more
different computers or other processors to implement various aspects of the present disclosure as
discussed above.

The terms “program” or “software” are used herein to refer to any type of computer code

or set of computer-executable instructions that may be employed to program one or more
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processors to implement various aspects of the present disclosure as discussed above.

Moreover, it should be appreciated that according to one aspect of this embodiment, one or more
computer programs that, when executed, perform methods of the present disclosure need not
reside on a single computer or processor, but may be distributed in a modular fashion amongst a
number of different computers or processors to implement various aspects of the present
disclosure.

Computer-executable instructions may be in many forms, such as program modules,
executed by one or more computers or other devices. Program modules may include routines,
programs, objects, components, data structures, etc. that perform particular tasks or implement
particular abstract data types. Functionalities of the program modules may be combined or
distributed as desired in various embodiments.

Also, data structures may be stored in computer-readable media in any suitable form.
For simplicity of illustration, data structures may be shown to have fields that are related
through location in the data structure. Such relationships may likewise be achieved by assigning
storage for the fields to locations in a computer-readable medium that convey relationship
between the fields. However, any suitable mechanism may be used to establish a relationship
between information in fields of a data structure, including through the use of pointers, tags, or
other mechanisms that establish relationship between data elements.

Various features and aspects of the present disclosure may be used alone, in any
combination of two or more, or in a variety of arrangements not specifically discussed in the
embodiments described in the foregoing, and are therefore not limited to the details and
arrangement of components set forth in the foregoing description or illustrated in the drawings.
For example, aspects described in one embodiment may be combined in any manner with
aspects described in other embodiments.

Also, the techniques disclosed herein may be embodied as methods, of which examples
have been provided. The acts performed as part of a method may be ordered in any suitable
way. Accordingly, embodiments may be constructed in which acts are performed in an order
different from illustrated, which may include performing some acts simultaneously, even though
shown as sequential acts in illustrative embodiments.

EEINT3

Use of ordinal terms such as “first,” “second,” “third,” etc., in the claims to modify a
claim element does not by itself connote any priority, precedence, or order of one claim element

over another or the temporal order in which acts of a method are performed, but are used merely
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as labels to distinguish one claim element having a certain name from another element having a
same name (but for use of the ordinal term) to distinguish the claim elements.

Also, the phraseology and terminology used herein is for the purpose of description and
should not be regarded as limiting. The use of “including,” “comprising,” “having,”

“containing,” “involving,” and variations thereof herein, is meant to encompass the items listed

thereafter and equivalents thereof as well as additional items.
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CLAIMS
1. A method for metadata processing, the method comprising acts of:
associating, in a first system, metadata with application data processed by a host
processor, wherein the application data is protected within the first system by one or more first
policies using the metadata; and
transferring the application data and its associated metadata to a second system in which
the application data is unprotected using metadata processing or is protected by one or more

second policies different from the one or more first policies.

2. The method of claim 1, further comprising:

receiving by the first system, the application data and its associated metadata from the
second system; and

processing the metadata received from the second system in accordance with the one or

more first policies to assess compliance with the one or more policies

3. The method of claim 2, further comprising:
generating a first cryptographic hash of the metadata and the application data;
storing the first cryptographic hash in the first system; and
assessing an association between the metadata received from the second system and the
application data by:
generating a second cryptographic hash of the metadata received from the second
system and the application data received from the second system; and

comparing the first cryptographic hash and the second cryptographic hash.

4. The method of claim 2, further comprising:

generating a digital signature of the metadata using a private key prior to transferring the
metadata to the second system; and

verifying a digital signature of the metadata received from the second system using a

public key associated with private key.

5. The method of claim 2, further comprising:
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storing an identifier for each policy of the one or more policies used to create the
metadata in the first system; and
determining whether the metadata received from the second system is compatible with

the one or more policies associated with the stored one or more identifiers.

6. The method of claim 1, wherein the metadata includes a metadata value associated with
multiple of the one or more policies, and wherein the method further comprises:

serializing the metadata value to generate metadata values for each of the multiple
policies; and

transferring the serialized metadata to the second system.

7. The method of claim 1, further comprising:
encrypting the application data and/or its associated metadata prior to transferring the

application data and its associated metadata to the second system.

8. The method of claim 7, wherein encrypting the application data and/or its associated
metadata comprises modifying the metadata to indicate an operation to be performed following

decryption of the application data.

9. The method of claim 8, wherein the operation to be performed comprises associating a

particular label with the application data following decryption.

10. The method of claim 1, wherein the second system comprises persistent storage.
11. The method of claim 1, wherein the second system comprises network-attached storage.
12. The method claim 1, wherein the second system comprises a computing system.
13. The method of claim 1, wherein the metadata describes one or more of a classification, a

type of application data, a tag for a program counter, and information about a memory location

associated with the application data.

14. A method for metadata processing, the method comprising acts of:
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receiving by a second system from a first system, application data and associated first
metadata, wherein the first metadata was created in accordance with one or more first policies,
and wherein the second system includes a host processor configured to use the application data;
and

processing the first metadata to obtain second metadata to be associated with the
application data in accordance with one or more second policies used by the second system for

data protection.

15. The method of claim 14, further comprising:

downloading to the second system from a server, a mapping to transform the first
metadata to the second metadata; and

processing the first metadata to obtain the second metadata by applying the mapping to

the first metadata.

16. The method of claim 14, wherein

the first metadata received from the first system is encrypted,

the method further comprises decrypting the first metadata to produce decrypted first
metadata, and

processing the first metadata comprises processing the decrypted first metadata.

17. The method of claim 16, further comprising:
updating the decrypted first metadata based, at least in part, on the one or more second

policies.

18. The method of claim 17, further comprising:
encrypting the updated first metadata; and

transferring the encrypted updated first metadata to the first system.

19. The method of claim 14, wherein the received first metadata includes respective metadata
values for multiple of the one or more second policies, and wherein the method further comprises
combining the respective metadata values for the multiple of the one or more second policies

into a single metadata value associated with the application data.
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20. The method of claim 14, wherein the first metadata indicates a classification level of the
application data, and wherein the method further comprises:

determining whether an agent on the second system is authorized at a classification level
at or above the classification level indicated in the first metadata; and

permitting the agent to access the application data associated with the first metadata in
response to determining that the agent is authorized at a classification level at or above the

classification level indicated in the first metadata.

21. The method of claim 20, wherein the agent is a processing thread executing on the second

system.

22. The method of claim 20, further comprising updating the first metadata based, at least in
part, on an operation performed on the application data by the second system and the one or

more second policies.

23. The method of claim 18, further comprising transmitting, via at least one network, the

updated first metadata to the first system.

24. A system comprising circuitry and/or one or more processors programmed by executable
instructions, wherein the circuitry and/or the one or more programmed processors are configured

to perform the method of any of claims 1-23.

25. At least one computer-readable medium having stored thereon at least one netlist for the

circuitry of claim 24.

26. At least one computer-readable medium having stored thereon at least one hardware

description that, when synthesized, produces the at least one netlist of claim 25.

27. The at least one computer-readable medium of claim 26, wherein the at least one

hardware description is in an encrypted form.
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28. At least one computer-readable medium having stored thereon the executable instructions

of claim 24.
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