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(57) Abstract: An apparatus and a method for context aware based data de-duplication is provided, the method comprising the steps
o of: assigning (SI) a de-duplication module by loading at least one metadata of written data and at least one metadata of written data

into a metadata memory cache (40) and separating the data to be written into data chunks; counting (S2) a number of the data chunks
of the data to be written and of the written data for each data segment by scanning the cached metadata in the metadata memory
cache (40), the number of chunks representing a score of the data segment; and calling (S3) a data segment selection procedure
providing a set of data segments based on the score of the data segment to de-duplicate the data to be written and the written data.



METHOD AND APPARATUS FOR CONTEXT AWARE BASED DATA

DE-DUPLICATION

TECHNICAL FIELD

The present application relates to the field of context aware segment selection for data

de-duplication, and particularly to a method and an apparatus for context aware based data

de-duplication.

BACKGROUND

De-duplication is a specialized data compression technique for eliminating duplicate copies of

repeating data, or chunks, which proved to be highly useful for backup purposes.

De-duplication mechanisms mostly have the problem of demanding excessive resource

requirements or have a low through-put, thus, more sophisticated mechanisms are required in

order to implement de-duplication in commercial products.

One of the common techniques to implement de-duplication is to hold data chunks in

containers/segments which maintain the locality characteristics of the incoming data.

Common techniques solve the problem by using several indexing techniques, often with

combination with caching. In prior art systems, an index has maintained either a full or partial

(sparse) indexing of the fingerprints of the chunks stored in the system. By issuing a lookup

operation in the index for some or all the fingerprints of the chunks in the incoming block these

systems find containers or segments to be used for de-duplicating the data of the block.

The different techniques vary in the implementation of the index (RAM based or a combination

of RAM with disk based), the number of fingerprints in the index and the way fingerprints are

chosen for the index, the set of chunks which is queried in the index or further variables.



SUMMARY AND DESCRIPTION

It is the object of the invention to provide an improved technique for de-duplication systems

which are used for storing backed up data.

This object is achieved by the features of the independent claims. Further implementation forms

are apparent from the dependent claims, the description and the figures.

According to a first aspect, a method for context aware based data de-duplication is provided,

the method comprising the steps of: assigning a de-duplication module to a write operation by

loading at least one structural metadata of written data into a metadata memory cache and

separating the cached data to be written into data chunks; counting a number of the data chunks

of the data to be written for each data segment by scanning the cached structural metadata in the

metadata memory, the number of chunks representing a score of the data segment; and calling a

data segment selection procedure providing a set of data segments based on the score of the data

segment to de-duplicate the data to be written.

Within this technique, to perform de-duplication a sequence of incoming data chunks is

combined into a block, the incoming data is given at first place a block. The de-duplication of a

block is done against chunks in a limited number of segments.

For each block, the de-duplication mechanism needs to determine the set of segments the block

would be de-duplicated against, this process is referred to as segment selection. The selection

mechanism is required to fulfill high performance constraints and has a significant impact on

the de-duplication ratio attained.

Backup system are used to create and store and restore a collection of snapshots of volume/s or

file system/s, in other words of one or multiple volumes or of one or multiple file systems. The

backup systems work by generating an initial full backup, i.e. a snapshot, which contains all the

relevant data, and multiple incremental backups or snapshots.

In computer systems, a snapshot is the state of a system at a particular point in time. The term

was coined as an analogy to that in photography. It can refer to an actual copy of the state of a

system or to a capability provided by certain systems, e.g. the file systems.

Incremental backups only contain a subset of the snapshot's content. To access the full

snapshot's content, data from both the snapshot and previous snapshots is used. In both



techniques, blocks/areas/files which are being backed up have previous versions in the backup

system generated by previous snapshots.

The invention solves the problem of Segment Selection in de-duplication systems which are

used for storing backed up data. The invention can also be used for de-duplication of primary

storage system.

The present invention comprises a series of steps combined with a proprietary interface. The

combination of the two is used to solve this problem by combining different techniques with

context aware interface between the backup system and the de-duplication component.

The present invention is intended to be implemented within the context of a de-duplication

system with a basic 10 scope of fixed sized blocks, where a single block size is the range of 1

MB to 10 MB. However, the invention's basic concept can be implemented in different setting

with proper adjustments.

According to present invention, to store a block, the system maintains a meta-data object which

holds for each data chunk in the block the hash of the chunk, and ID of the segment in which the

chunk's data reside, or similar information. It is referred to these objects as Block Meta Data

objects. Indeed the present invention is to be implemented in a de-duplication system or to any

other read/write or data storage system.

The interface part of the inventions is that the backup system addresses the blocks in the

de-duplication engine in a context aware manner such as logical block location and version or

by logical block, where the operation overrides the previous version of the data.

The series of steps may be the following: on write commands, the de-duplication engine loads

to memory the block metadata files of the previous version/s of the logical block and those of

adjacent logical blocks.

We refer to the data loaded from disk as local metadata. For each segment ID in the local

metadata, count the number of chunks which are both in the block to be written and in the local

metadata associated with the segment ID. The value evaluated for each segment ID is its score.

A segment selection mechanism is called to produce a collection of segments as well.

The present invention advantageously uses the information from both tools to determine the set

of segments to de-duplicate against.



Both in case of incremental and full backups there is high likelihood that a new version of a

block has a significant similarity to the previous version of the same block, or adjacent blocks.

A good example is that in incremental backup with 4 MB granularity a 4k change will produce

a 4 MB write to the de-duplication engine. This write can be almost entirely eliminated when

de-duplicated against the previous version of the block.

De-duplication techniques are not aware to the context in which the de-duplication is used and

therefore cannot easily locate the previous version and use the information for de-duplication.

The present invention provides a resource light mechanism which ensures data de-duplication

between the data in the new block to the previous version/s of the logical block and adjacent

logical blocks. Therefore, the present invention provides a significant improvement in the

de-duplication ratio with little resource overhead.

The implementation of the present invention advantageously implies using a specific interface

between the backup components to the de-duplication component, and usage of the information

from the interface for the de-duplication process.

In a first possible implementation form of the method according to the first aspect, the step of

assigning the de-duplication module comprises generating the metadata by means of a context

aware processing of the written data or by means of logical block addressing of the written data.

This advantageously provides increased in-line de-duplication efficiency.

In a second possible implementation form of the method according to the first aspect as such or

according to the first implementation form of the first aspect, the step of assigning the

de-duplication module by loading the at least one metadata of the written data comprises

loading a previous version of the written data and/or loading any version of a plurality of

previous versions of the written data and/or loading an adjacent data block of the written data.

Thereby, high storage efficiency is achieved through data de-duplication.

In a third possible implementation form of the method according to the first aspect as such or

according to the any of the preceding implementation forms of the first aspect, during the step

of separating the cached data to be written into the data chunks, an evaluating of at least one

hash value of the written data and the data to be written is conducted.



In a fourth possible implementation form of the method according to the first aspect as such or

according to the any of the preceding implementation forms of the first aspect, the written data

is a block of data.

This advantageously provides an efficient method to store data that identifies and eliminates

duplicate blocks of data during backups.

In a fifth possible implementation form of the method according to the fourth possible

implementation form of the method according to the first aspect, the block of data is a sequence

of bytes, having a block size between 1 mega bytes and 10 mega bytes or any other block size.

This beneficially provides an efficient method to store data that identifies and eliminates

duplicate blocks of data during backups.

In a sixth possible implementation form of the method according to the fourth possible

implementation form of the method according to the first aspect or according to the fifth

possible implementation form of the method according to the first aspect, the size of the block

of data is non-constant.

This allows optimized adjusting of the data block size to the requirements of the data

de-duplication method.

In a seventh possible implementation form of the method according to the first aspect as such or

according to any of the preceding implementation forms of the first aspect, each data chunk is a

sequence of bytes, having an average chunk size of 1kilo bytes, 2 kilo bytes, 4 kilo bytes, 8 kilo

bytes or any size between 1 and 512 kilo bytes.

This advantageously provides increased in-line de-duplication efficiency.

In an eighth possible implementation form of the method according to the seventh possible

implementation form of the apparatus according to the first aspect as such, the data chunks

comprise a variable size.

According to a second aspect, the invention relates to an apparatus for context aware based data

de-duplication, the apparatus comprising: a de-duplication module configured to load at least

one structural metadata of written data into a meta data memory cache and separating the

cached data to be written into data chunks; a processing module configured to count a number



of chunks existing in the data to be written for each data segment by scanning the cached

structural meta data in the metadata memory, the number of chunks representing a score of the

data segment; and a data selection module configured to provide a set of data segments based

on the score of the data segment to de-duplicate the data to be written.

According to a third aspect, the invention relates to a back-up system comprising a file system

and an apparatus according to the second aspect.

The methods, systems and devices described herein may be implemented as software in a

Digital Signal Processor, DSP, in a micro-controller or in any other side-processor or as

hardware circuit within an application specific integrated circuit, ASIC or in a

field-programmable gate array which is an integrated circuit designed to be configured by a

customer or a designer after manufacturing - hence "field-programmable".

The invention can be implemented in digital electronic circuitry, or in computer hardware,

firmware, software, or in combinations thereof, e.g. in available hardware of conventional

mobile devices or in new hardware dedicated for processing the methods described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

Further embodiments of the invention will be described with respect to the following figures, in

which:

Fig. 1 shows a schematic diagram of a backup system comprising a file system and an apparatus

for context aware based data de-duplication according to one embodiment of the present

invention;

Fig. 2 shows a schematic diagram of a core data layout according to an embodiment of the

invention;

Fig. 3 shows a block diagram of a method for context aware based data de-duplication

according to a further embodiment of the present invention; and

Fig. 4 shows a block diagram of a method for context aware based data de-duplication

according to a further embodiment of the present invention.



DETAILED DESCRIPTION

In the associated figures, identical reference signs denote identical or at least equivalent

elements, parts, units or steps. In addition, it should be noted that all of the accompanying

drawings are not to scale.

The technical solutions in the embodiments of the present invention are described clearly and

completely in the following with detailed reference to the accompanying drawings in the

embodiments of the present invention.

Apparently, the described embodiments are only some embodiments of the present invention,

rather than all embodiments. Based on the described embodiments of the present invention, all

other embodiments obtained by persons of ordinary skill in the art without making any creative

effort shall fall within the protection scope of the present invention.

Fig. 1 shows a schematic diagram of a backup system comprising a file system and an apparatus

for context aware based data de-duplication according to one embodiment of the present

invention.

Fig. 1 shows an embodiment of the present invention, wherein a de-duplication apparatus 100

along with its write path is illustrated. The de-duplication apparatus 100 takes use of the

concept of sparse indexing as part of defined mechanisms. The shown embodiment of the

present invention refers to a de-duplication component or apparatus 100 which receives write,

read and delete commands from a backup system BS. The apparatus 100 may be coupled

between the backup system BS and a file system FS.

The apparatus 100 for context aware based data de-duplication may comprise a de-duplication

module 10, a processing module 20, a data selection module 30, and a metadata memory cache

40.

The de-duplication module 10 may be configured to load at least one structural metadata of

written data into a metadata memory cache and separating the cached data to be written into

data chunks.



The processing module 20 may be configured to count a number of chunks existing in the data

to be written for each data segment by scanning the cached structural metadata in the metadata

memory, the number of chunks representing a score of the data segment.

The data selection module 30 may be configured to provide a set of data segments based on the

score of the data segment to de-duplicate the data to be written.

The metadata memory cache 40 may be configured to receive and store at least one metadata of

data to be written and at least one metadata of written data.

The series of steps may be the following: on write commands, the de-duplication engine loads

to memory the block metadata files of the previous version/s of the logical block and those of

adjacent logical blocks.

For example, the de-duplication system interface would be:

- write(block logical location (string), version id (integer), data (buffer)

- read (block logical location (string), version id (integer), data (buffer)

- -delete (block logical location (string), version id (integer) ), whereas the backup system

would use the logical block location as a unique identifier of the data source and

location from which the data block was taken, such as "storage array name/lun

id/offset".

A host node FiN provides data to be saved, i.e. data to be written, to a backup system BS. The

data to be saved or the data to be written may be present as a 4 MB block of data send from host

node FIN to the backup system BS. The backup system BS may send the data block read from

the host node FIN to the de-duplication system, i.e. the apparatus 100.

According to the present invention, a host node FIN (Latin nodus, 'knot') may be a connection

point, a redistribution point or a communication endpoint (some terminal equipment).

A network host node F N may be a computer connected to a computer network. A network host

node FfN may offer information resources, services, and applications to users or other nodes on

the network. A network host node F N may be a network node that is assigned a network layer

host address.



According to the present invention, a file system FS is used to control how information is stored

and retrieved.

The file system FS may be used on many different kinds of storage devices. Each storage device

may use a different kind of media. Media that are used may be magnetic tape, optical disc, and

flash memory. In some cases, the computer's main memory, Random-access memory, RAM or

any other form of computer data storage, is used to create a temporary file system for short term

use.

The term "file system" may refer to either the abstract data structures used to define files, or the

actual software or firmware components that implement the abstract ideas.

As file systems, any systems may be used on local data storage devices; others will provide file

access via a network protocol (e.g. Network File System (NFS), Server Message Block (SMB),

or Plan 9 (9P) clients). The file systems may be "virtual", in that the "files" supplied are

computed on request (e.g. procfs) or are merely a mapping into a different file system used as a

backing store. The file system FS manages access to both the content of files and the metadata

about those files.

The backup system BS may comprise a plurality of client computers and a backup server

computer, the backup server computer comprising means for automatically performing regular

backups of data from the client computers.

Optionally, in one embodiment of the present invention, each of the commands refers to a 4 MB

block of data read from the drive being backed up. The de-duplication apparatus 100 stores the

data on a file system FS by writing the de-duplicated data block.

The write operation or the method for context aware based data de-duplication can be

conducted according to the following:

In a first step of the write operation, a write command arrives to the de-duplication system.

In a second step of the write operation, the data block which is designated to be written and to

be saved is split into chunks, i.e. hash values of the data block are evaluated.

In a third step of the write operation, reading the block meta-data files of the previous versions

of the block, and nearby blocks is performed. For each of the segments in these block meta-data



files, evaluating the number of chunks in the same block meta-data files is conducted, wherein

the block meta-data files are processed which belong to the specific segment and also appear in

the content of the write command, based on the fingerprints. Subsequently, this number is set as

the score of the segment.

For example, when the system receives the command "write (disk7/block8, version 5, [some

data buffer])" the system would load the block metadata of "disk7/block8" with "version 4". A

further example would be a snapshot of a virtual machines created by a hypervisor such as

VMware ESX of Microsoft HyperV.

In a fourth step of the write operation, sending a lookup command to the index for each of the

chunks in the write command is conducted.

In a fifth step of the write operation, selecting the following segments for de-duplication is

conducted:

a.) If there are more than four segments with score higher than, for example, 0.1 times the

number of chunks in the data to be written, select the four segments with the highest score.

b.) If there are less than four segments with score higher than, for example, 0 .1 times the

number of chunks in the data to be written, select all these segments, and also segments

found in lookups of step four of the write operation, so the total number of selected

segments is no more than four.

In a sixth step of the write operation, the selected segments are loaded from disk, and

de-duplication is done against the chunks in them. Non-duplicated chunks are written to a new

segment.

In a seventh step of the write operation, the new block meta-data files are saved to the file

system FS.

Fig. 2 shows a schematic diagram of a core data layout according to an embodiment of the

invention.

The core data layout as shown in Fig. 2 of the system is described in the following:

A single block de-duplication is done against the data chunks in a small number of segments.

Two mechanisms are used for selecting the segments to de-duplicate against:



At first, a sparse index technique is used which holds few representative forms of each segment.

The indexing is used to approximate similarity between an incoming block to an arbitrary

segment.

Secondly, context aware de-duplication methods are used- when receiving a write command to

a certain block the front end loads the block meta-data files for the previous versions of the

block and nearby blocks. The information in the block meta-data files is used to identify

segments which share chunks with the data in the new write.

Optionally, in one embodiment of the present invention, each operation refers to a block of

data, where the size of each block is 4 MB. The system supports as I/O-operations basically

three operations: write, read and delete operations. In the following write commands for writing

operations will be described:

Optionally, in one embodiment of the present invention, the block addressing is in the form of

logical block ID.

Optionally, in one embodiment of the present invention, the Blocks are split to chunks by a

variable size chunking, with average size of 8 kb.

Optionally, in one embodiment of the present invention, the data chunks are represented by the

hash value of their data, the hash value is often referred as a fingerprint, i.e. a uniquely

identifying data by extracting from it a small key known as a fingerprint.

Optionally, in one embodiment of the present invention, the engine holds data in segments,

where each segment persistently stores a set of chunks.

Optionally, in one embodiment of the present invention, to represent blocks, block meta-data

files, BMD, are used. The file contains a list of chunks or hashes which comprise the block data.

For each chunk, the file also comprises a segment ID of the segment in which the chunk's data

can be found.

Optionally, in one embodiment of the present invention, by means of the metadata of the data

segment hash values of the chunks in the segment are created.

Fig. 3 shows a block diagram of a method for context aware based data de-duplication

according to one embodiment of the present invention.



As a first step of the method, assigning S10 a write command referring to logical block or to a

further version is conducted.

As a second step of the method for context aware based data de-duplication, splitting S11 the

block to chunks and evaluate hash values is conducted.

As a third step of the method, loading S12 metadata objects of previous versions of the block -

or of only one previous version of the block - or/and previous or current versions of adjacent

blocks is conducted.

As a fourth step of the method for context aware based data de-duplication, using S13 general

techniques or regular techniques for segment selection is conducted.

As a fifth step of the method, evaluating S14 the score for each segment ID is conducted.

As a sixth step of the method, using S15 the information from both techniques - second and

fourth step as well as the third and the fifth step - to determine the set of segments to

de-duplicate against is conducted.

The second and fourth step SI 1, S13 as well as the third and the fifth step S12, S14 may be

implemented by parallel processing or any other form of computation in which many

calculations are carried out simultaneously.

The steps are then solved concurrently ("in parallel"). There may be used several different

forms of parallel computing: bit-level, instruction level, data, and task parallelism.

Fig. 4 shows a block diagram of a method for context aware based data de-duplication

according to one embodiment of the present invention.

A method for context aware based data de-duplication, the method comprising the steps of:

As a first step of the method, assigning SI a de-duplication module to a write operation by

loading at least one structural metadata of written data into a metadata memory cache and

separating the cached data to be written into data chunks is performed.

As a second step of the method, counting S2 a number of the data chunks of the data to be

written for each data segment is conducted by scanning the cached structural metadata in the

metadata memory 40, the number of chunks representing a score of the data segment.



As a third step of the method, calling S3 a data segment selection procedure providing a set of

data segments based on the score of the data segment to de-duplicate the data to be written is

performed.

From the foregoing, it will be apparent to those skilled in the art that a variety of methods,

systems, computer programs on recording media, and the like, are provided.

The present disclosure also supports a computer program product including computer

executable code or computer executable instructions that, when executed, causes at least one

computer to execute the performing and computing steps described herein.

Many alternatives, modifications, and variations will be apparent to those skilled in the art in

light of the above teachings. Of course, those skilled in the art readily recognize that there are

numerous applications of the invention beyond those described herein.

While the present invention has been described with reference to one or more particular

embodiments, those skilled in the art recognize that many changes may be made thereto without

departing from the scope of the present invention.

It is therefore to be understood that within the scope of the appended claims and their

equivalents, the inventions may be practiced otherwise than as specifically described herein.

In the claims, the word "comprising" does not exclude other elements or steps, and the

indefinite article "a" or "an" does not exclude a plurality. A single processor or other unit may

fulfill the functions of several items recited in the claims.

The mere fact that certain measures are recited in mutually different dependent claims does not

indicate that a combination of these measured cannot be used to advantage. A computer

program may be stored or distributed on a suitable medium, such as an optical storage medium

or a solid-state medium supplied together with or as part of other hardware, but may also be

distributed in other forms, such as via the Internet or other wired or wireless telecommunication

systems.



CLAIMS

1. A method for context aware based data de-duplication comprising:

assigning (SI) a de-duplication module to a write operation by loading at least one

structural metadata of written data into a metadata memory cache (40) and separating the

cached data to be written into data chunks;

counting (S2) a number of the data chunks of the data to be written for each data segment

by scanning the cached structural metadata in the metadata memory cache (40), the

number of chunks representing a score of the data segment; and

calling (S3) a data segment selection procedure, providing a set of data segments based

on the score of the data segment to de-duplicate the data to be written.

2 . The method according to claim 1,

wherein assigning (SI) the de-duplication module comprises generating the metadata by

means of a context aware processing of the written data or by means of logical block

addressing of the written data.

3 . The method according to claim 1 or 2,

wherein assigning (SI) the de-duplication module by loading the at least one metadata of

the written data comprises loading a previous version of the written data and/or loading

any version of a plurality of previous versions of the written data and/or loading an

adjacent data block of the written data.

4 . The method according to one of the preceding claims 1 to 3,

wherein during separating the cached data to be written into the data chunks, an

evaluating of at least one hash value of the written data and of the data to be written is

conducted.

5 . The method according to one of the preceding claims 1 to 4,

wherein the written data is a block of data.



6 . The method according to claim 5,

wherein the block of data is a sequence of bytes, having a block size between 1 mega

bytes and 10 mega bytes or any other block size.

7 . The method according to claim 5 or 6,

wherein the size of the block of data is non-constant.

8. The method according to one of the preceding claims 1 to 7,

wherein each data chunk is a sequence of bytes, having an average chunk size of 1 kilo

bytes, 2 kilo bytes, 4 kilo bytes, 8 kilo bytes or any size between 1 and 512 kilo bytes.

9 . The method according to claim 8,

wherein the data chunks comprise a variable size.

10. An apparatus (100) for context aware based data de-duplication, the apparatus

comprising:

a de-duplication module (10) configured to load at least one structural metadata of written

data into a metadata memory cache (40) and to separate the cached data to be written into

data chunks;

a processing module (20) configured to count a number of the data chunks of the data to

be written for each data segment by scanning the cached structural metadata in the

metadata memory cache (40), the number of chunks representing a score of the data

segment; and

a data selection module (30) configured to provide a set of data segments based on the

score of the data segment to de-duplicate the data to be written.

11. A backup system, BS, for a host node, HN comprising a file system, FS, and an apparatus

(100) for context aware based data de-duplication according to claim 10.

12. A computer program with a program code for performing a method according to any of

claims 1 to 9, when the computer program runs on a computer.
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