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(57) Abstract: Embodiments of the present description provide an identity authentication method for privacy protection and an appara-
tus. In the authentication method, a biological feature of a user to be authenticated is obtained; encryption is performed on the biological
feature of the user to be authenticated using a private encryption key, and an encrypted feature is obtained; decryption is performed on
an encrypted library file, and an original library file is obtained; with respect to the original library file, a second decryption key corre-
sponding to a second encryption key is used and decryption is performed once on each encrypted record within said file, and encrypted
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records having undergone decryption once are obtained; the encrypted feature and the encrypted records having undergone decryption
once are compared, and if the encrypted feature matches with any one among the encrypted records having undergone decryption once,
then the user to be authenticated passes identity authentication. Thereby identity authentication can be implemented while performing
privacy protection on a biological feature of a user.
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