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(57) Abstract: A wireless local area network for data
communications between a computer and mobile units
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the computer and one or more rf ports each connected to
a primary interface of one cell controller and to a backup
interface of another cell controller. A control program
in the cell controller monitors data communications be-
tween the other cell controller and the rf port by a backup
interface. The program is arranged to cause the second
cell controller to assume primary communications func-
tions for the rf port in the event primary communications
functions between a first cell controller and the rf port
are inoperative.
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BACKUP CELL CONTROLLER

SPECIFICATION

CROSS-REFERENCE TO RELATED APPLICATION

This application claims the benefit of U.S. provisional patent
application Serial No. 60/473,756, filed on May 28, 2004.

BACKGROUND OF THE INVENTION

This invention relates to wireless data communications networks, and
in particular to such networks in accordance with co-assigned and co-pending U.S.
Patent Application Serial No. 09/528,697, filed March 17, 2000, which is hereby
incorporated by reference herein its entirety.

US Patent Application Serial No. 09/528,697 discloses an arrangement
for wireless local area networks, and particularly arrangement for wireless networks
using the radio data communications protocol of IEEE Standard 802.11, such as the
Spectrum 24 system which is available from the assignee of this application. In the
referenced prior application there is disclosed an arrangement wherein access points
used for a conventional IEEE Standard 802.11 wireless data communication system
are replaced by simplified devices called “rf ports” in the prior application. The rf
ports are connected by an interface to cell controllers which are computers
programmed to perform much of the higher level MAC functions required of an
access point according to Standard 802.11. As indicated in the referenced prior
application, the rf ports can be simplified devices which are supplied with power over
the data communications cable from the location of the cell controller. Accordingly
the rf ports provide a simplified device, not only for manufacture, but also for
installation.

One consideration with the arrangements as described in the referenced
prior application is that a failure of a cell controller can result in a failure of
communications between a wired network and the rf ports associated with that cell

controller. Since a cell controller is responsible for performing higher level Standard
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802.11 MAC functions of the access points, a large number of rf ports may be
serviced by a single cell controller, and failure of the cell controller can result in
failure of the wireless data communications network over a relatively large area. In
systems which use self sufficient access points to provide wireless access to a
network, the failure of an access point does not necessarily result in system failure,
since access points in adjoining physical location can continue to provide
communications for a mobile unit which was communicating through the failed
access point.

It is an object of the present invention to provide an improved method
and apparatus for use in a system using a cell controller and rf port for providing

wireless local area network communications.

SUMMARY OF THE INVENTION

In accordance with the invention there is provided a wireless local area
network for data communications between a computer and at least one mobile unit.
The network includes first and second cell controllers connected to the computer, for
example, through a wired data communications network. There is provided at least
one rf port connected to a primary interface of the first cell controller and to a backup
interface of the second cell controller. The second cell controller includes a control
program for monitoring data communications with the rf port via the backup
interface. The program is arranged to cause the second cell controller to assume
primary communications functions of the rf port in the event primary communications
functions of the first cell controller are inoperative for communication with the rf port.

According to a preferred arrangement of the wireless local area
network there may be provided at least one additional rf port which is connected to a
primary interface of the second cell controller and to a backup interface of the first
cell controller. In this arrangement the first cell controller also includes a control
program for monitoring data communications with the additional rf port through its
backup interface. The program is arranged to cause the first cell controller to assume

primary communication functions of the additional rf port in the event primary



WO 2004/107174 PCT/US2004/017199

10

15

20

25

30

communications function of the second cell controller are inoperative for
communication with the additional rf port.

In one arrangement the control program monitors boot requests from
the rf port and detects communicatioﬁ failure by repeated boot requests. The primary
and backup interfaces of the cell controllers may be defined by the software of the cell
controllers, which designates certain of its interfaces as being primary to that cell
controller and others as being backup interfaces. When a communication failure
occurs the cell controller control program may be arranged to communicate with the
other cell controller and to determine if primary communications functions of the
other cell controller have become operative. When the backup cell controller
determines that the other cell controller has become operative and is capable of
assuming primary communications with an rf port, the backup cell controller for the rf
port can be arranged to send a reset signal to the rf port to cause it to send a boot
request to it's primary cell controller.

In accordance with the invention there is provided a backup cell
controller for use in a wireless local area network for data communications between a
computer and at least one mobile unit. The backup cell controller includes at least
one interface for connection to an rf port and a cell controller program for monitoring
data communications from the rf port connected to the interface. The program is
arranged to cause the backup cell controller to assume primary communications
functions with the rf port in the event primary communications functions of another
cell controller are inoperative for communications with the rf port.

The backup cell controller preferably includes an additional interface
by which the backup cell controller may provide primary communications functions
with an additional rf port connected to the additional interface. One way that the
control program can monitor communications with an rf port is to monitor the boot
requests and detect communications failure between an rf port and another cell
controller by repeated boot requests from the rf port. The backup cell controller may
be arranged to communicate with a primary cell controller following a determination
of inoperative primary communications with an rf port to determine if primary

communications have subsequently become operative. The backup cell controller can
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reset an rf port to cause it to reinitiate communications through it's primary cell
controller.

In accordance with the invention there is provided a method for
operating a wireless local area network for data communications between a computer
and at least one mobile unit. There are provided first and second cell controllers
connected to the computer, for example through a wired network. At least one rf port
is connected to a primary interface of a first cell controller and connected to a backup
interface of the second cell controller. The second cell controller monitors
communications with the rf port by the backup interface and assumes primary
communications with the rf port using the second cell controller in the event primary
communications functions of the first controller are inoperative for communications
with the rf port.

In a preferred arrangement there may be provided an additional rf port
connected to a primary interface of the second cell controller and to a backup
interface of the first cell controller. In this case the first cell controller monitors data
communications with the additional rf port and causes the first cell controller to
assume primary communications functions for the additional rf port in the event
primary communications of the second cell controller are inoperative for
communicating with the additional rf port. The monitoring may comprise monitoring
boot requests from the additional rf port and detecting primary communications
failure when the boot requests are repeated. Software may be used to define which
interfaces of either cell controller comprise primary or backup interfaces. Following a
determination of an inoperative primary communications there may be provided
communications between the first and second cell controllers to determine if primary
communications functions of the first cell controller have become operative. The rf
port can be reset if the failed cell controller has been determined to be operative.

For a better understanding of the present invention, together with other
and further objects, references made to the following description, taken in conjunction
with the accompanying drawings, and its scope will be pointed out in the appended

claims.
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BRIEF DESCRIPTION OF THE DRAWING

Figures 1 is a block diagram illustrating an embodiment of a system
using backup cell controllers in accordance with a preferred embodiment of the

present invention.

DESCRIPTION OF A PREFERRED EMBODIMENT

Referring to Figure 1 there is shown a system 10 for providing a
wireless local area network according to a preferred arrangement of the present
invention. The system 10 is used with a wired network 12 having at least one
computer 14. Those skilled in the art will recognize that additional computers and
other equipment, such as a wide area network interface, an internet interface or a PBX
may also be coupled to network 12.

In the embodiment illustrated in Figure 1, the wireless local area
network 10 includes first and second cell controllers 18 labeled A and B and
designated 18A and 18B. Cell controllers 18 are interfaced to network 12 by
switching hub 16. As described in the referenced co-pending patent application, cell
controllers 18A and 18B interface to network 12 and provide higher level medium
access control (MAC) functions of an 802.11 wireless network, for example. The
system 10 illustrated in Figure 1 includes two cell controllers, but those skilled in the
art will recognize that any number of such cell controllers may be provided. The cell
controllers 18A and 18B are arranged to be in backup mode to each other as will be
further described. In the embodiment illustrated in Figure 1 cell controller 18A
provides a hot standby backup for the rf ports serviced by cell controller 18B and cell
controller 18B provides a hot standby backup for rf ports serviced by cell controller
18A.

Those skilled in the art will recognize that other arrangements of cell
controllers are possible. For example, in a system having three cell controllers A, B
and C, cell controller B may backup for cell controller A, cell controller C may
backup for cell controller B and cell controller A may backup for cell controller C.

Those skilled in the art will also recognize that it is possible to have a backup cell
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controller that does not have it's own rf ports associated with it and whose function is
only to be in a hot standby backup condition for another cell controller. Cell
controllers 18A and 18B are coupled by a common switching hub 20 to rf ports
associated therewith. In the system 10 of Figure 1 rf ports 22A, 24A, 26A and 28A
are associated with cell controller 18A as their primary cell controller. Likewise, rf
ports 22B, 24B, 26B and 28B are associated with cell controller B as their primary
cell controller. The wireless local area network 10 of Figure 1 may likewise include
additional rf ports coupled to the cell controllers A, B and additional cell controllers.
The illustrated embodiment shows four rf ports connected to each cell controller as a
primary cell controller, but it will be recognized that there may be fewer or a larger
number of rf ports allocated to each cell controller and the number of rf ports
allocated to a cell controller may be different for each cell controller.

Rf ports 22, 24, 26, 28, A and B are arranged to form a wireless
network for example within a facility, such as a hospital, industrial facility or
university. Mobile units 30 may be arranged anywhere within the facility within
range of an rf port and communicate with computer 14 over wireless network 10 and
through wired network 12.

In accordance with a preferred arrangement of the present invention, rf
ports 22A; 24A, 26A and 28A are connected to a primary interface of cell controller
18A. In this connection, the interface may be a software interface designating the
particular interface with the rf port as being a primary rf port.

By designation of the interface with rf ports 22A, 24A, 26A and 28A,
cell controller 18A primarily acts when it receives a boot request from any of these rf
ports and thereafter boots or downloads a program to the rf port sending the boot
request to initiate its operation. Likewise, rf ports 22B, 24B, 26B and 28B are
primarily associated with cell controller B and have a primary interface therewith.
Accordingly cell controller B initially responds to boot requests from its associated rf
ports to download software to them.

All of the rf ports of the system 10 of Figure 1, in addition to being
connected to a primary interface of their associated cell controllers, are also connected
to a backup interface of the other cell controller. Thus, for example, rf port 22A is

connected to a primary interface of cell controller 18A and to a backun interface of
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cell controller 18B. Cell controllers 18A and 18B are provided with a control
program to provide backup in the event of a failure of the other cell controller. For
example, if cell controller 18A fails to operate, its corresponding rf port 22A will send
a boot request message and not receive the requested initiation data. Rf port 22A,
after a selected time period, such as one minute, will send a further boot request to
cell controller 18A and continue to do so until cell controller 18A or another cell
controller responds. Cell controller 18B monitors the boot requests from rf port 22A
through the backup interface with rf port 22A. Cell controller 18B in a preferred
arrangement keeps a count of the number of boot requests from an rf port. Thus, for
example, if rf port 22A sends three or five boot request messages, then cell controller
18B may assume that cell controller 18A is inoperative, in that it cannot respond to
the boot request from rf port 22A. In this case, cell controller 18B provides a backup
for rf port 22A by downloading a boot program to rf port 22A that causes rf port 22A
to become associated with cell controller 18B as a backup cell controller on a
temporary basis. Cell controller 18B will likewise respond to boot requests from rf
ports 24A, 26A and 28A in order to backup the failure of cell controller 18A.
Likewise, cell controller 18A will backup the operation of cell controller 18B and
monitor the boot request from rf ports 22B, 24B, 26B and 28B and provide a
downloaded boot program to those cell controllers to initiate backup operation in the
event a predetermined number of repetitive boot requests are received from any of
those rf ports. Once a cell controller 18 has initiated backup operation for rf ports
primarily associated with a different cell controller, the operation of the rf ports for
communication with mobile units may proceed normally, subject to increased traffic
which may slow down the operation of that particular cell controller. In a preferred
arrangement once a cell controller has assumed operation as a backup cell controller
for rf ports which are primarily associated with a different cell controller it will send
inquiry messages to the cell controller primarily responsible for the rf ports to
determine if that cell controller has resumed operation. Such inquiry messages may
be sent, for example, every three to five minutes. When a cell controller providing
backup service for rf ports primarily associated with a different cell controller
determines that the other cell controller has become operational, as a result of

receiving an appropriate response to an inauirv message. it can then send a reset
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signal to the rf ports for which it is providing backup service. The reset signal causes
the rf ports to reinitiate the boot process by sending a boot request to their primary
cell controller, which, if operative, will download the appropriate software. In the
event the primary cell controller is still not operational to provide the primary
software to the requesting rf ports, the backup cell controller monitors the boot
request and may again assume backup operation for such rf ports.

Those skilled in the art will recognize that other modes of operation are
possible than those specifically described above. For example a cell controller may
determine malfunction in another cell controller by monitoring signals from the other
cell controller and thereby not monitor the boot request from the rf ports. In addition
a cell controller may determine that a different cell controller has become operational
when it receives valid communications from the other cell controller.

While there have been described what are believed to be the preferred
embodiments of the present invention, those skilled in the art will recognize that other
and further changes and modifications may be made thereto without departing from
the spirit of the invention, and it is intended to claim all such changes and

modifications as fall within the true scope of the invention.
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CLAIMS

1. A wireless local area network for data communications

between a computer and at least one mobile unit, comprising:

first and second cell controllers connected to said computer;

at least one rf port connected to a primary interface of said first
cell controller and connected to a back-up interface of said second cell controller; and

a control program in said second cell controller monitoring data
communications with said at least one rf port via said back-up interface, said program
being arranged to cause said second cell controller to assume primary
communications functions with said at least one rf port in the event primary
communications functions of said first cell controller are inoperative for

communication with said at least one rf port.

2. A network as specified in claim 1 wherein there is provided at
least one additional rf port connected to a primary interface of said second cell
controller and to a back-up interface of said first cell controller, and wherein said first
cell controller includes a control program for monitoring data communications with
said additional rf port via said back-up interface of said first cell controller, said
program being arranged to cause said first cell controller to assume primary
communications functions of said additional rf port in the event primary
communications functions of said second cell controller are inoperative for

communication with said additional rf port.

3. A network as specified in claim 1 wherein said control program
monitors boot requests from said at least one rf port and detects communication

failure by repeated boot requests.

4. A network as specified in claim 1 wherein said primary and

back-up interfaces are defined by software of said cell controllers.

5. A network as specified in claim 1 wherein said second cell

controller control program is arranged to communicate with said first cell controller
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primary communications functions of said first cell controller have become operative.

6. A network as specified in claim 5 wherein said second cell
controller program is arranged to reset said at least one rf port when said first cell

controller's primary communications functions are determined to be operative.

7. A back-up cell controller for use in a wireless local area
network for data communications between a computer and at least one mobile unit,
comprising:

at least one interface for connection to an rf port; and

a cell controller program monitoring data communications from
an rf port connected to said interface, said program being arranged to cause said back-
up cell controller to assume primary communications functions with said rf port in the
event primary communications functions of another cell controller are inoperative for

communication with said rf port.

8. A back-up cell controller as specified in claim 7 wherein said
cell controller includes at least one additional interface, said additional interface and
said control program being arranged to provide primary communications functions

with an additional rf port connected to said additional interface.

9. A back-up cell controller as specified in claim 7 wherein said
control program monitors boot requests from said rf port connected to said interface

and detects communication failure by repeated boot requests from said rf port.

10. A back-up cell controller as specified in claim 7 wherein said
cell controller control program is arranged to communicate with another cell
controller following a determination of inoperative primary communications with said

rf port to determine if primary communications functions have become operative.

11. A back-up cell controller as specified in claim 10 wherein said
cell controller program is arranged to reset said rf port if said primary

communications are determined to be operative

10
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12. A method for operating a wireless local area network for data

communications between a computer and at least one mobile unit, comprising:

providing first and second cell controllers connected to said
computer;

providing at least one rf port connected to a primary interface
of said first cell controller and connected to a back-up interface of said second cell
controller; and

monitoring data communications using said second cell
controller with said at least one rf port via said back-up interface, and assuming
primary communications with said at least on rf port using said second cell controller
in the event primary communications functions of said first cell controller are

inoperative for communication with said at least one rf port.

13. A method as specified in claim 12 wherein there is provided at
least one additional rf port connected to a primary interface of said second cell
controller and to a back-up interface of said first cell controller, further including
monitoring data communications with said additional rf port via said back-up
interface of said first cell controller, and causing said first cell controller to assume
primary communications functions of said additional rf port in the event primary
communications functions of said second cell controller are inoperative for

communication with said additional rf port.

14. A method as specified in claim 12 wherein said monitoring
comprises monitoring boot requests from said at least one rf port and detecting

communication failure by repeated boot requests.

15. A method as specified in claim 12 further including defining

said primary and back-up interfaces using software in said cell controllers.

16. A method as specified in claim 12 further including
communicating between said first and second first cell controllers following a
determination of inoperative primary communications, to determine if primary

communications functions of said first cell controller have become operative.

11



WO 2004/107174 PCT/US2004/017199

17. A method as specified in claim 16 further including resetting
said at least one rf port if said first cell controller primary communications are

determined to be operative
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